1 6 JUL 2004 ‘1 APPARATUS AND METHOD FOR DYNAM CALLY ALLOCATI NG COVPUTER
RESOURCES BASED ON SERVI CE CONTRACT W TH USER BACKGROUND OF THE | NVENTI ON
The present invention relates to an apparatus and nethod for al IL'l)cﬁatJmu_gm
resources of a conputer systemto users. Mre particularly, the invention
5 relates to an apparatus and nethod forlatlocating conputer resources of
a systemconstituted of a plurality of conputers interconnected by a
network, the apparatus and net hod bei ng capable of allocating conputer
resources in real tinme, the conputer resources 10 bei ng necessary for

mai nt ai ni Nng a SgErARerdsew®b METHUD ForedviixdehansriodcArBec kouperenhi l e a

plurality of user'spreeoesss BASED NP EERVEME odrRRRRARIeHOGSERUAr ant eei ng
securities between users. Business types are increasing which outsource 15

i ntra-conpany _j ' i.on temrunni ng._.and conpan hone page nmanagenent

Ito an Asgp(a%;ﬁli}%m@&é?ﬁ@a W\%@IFJEIESBJ I n orcrjrgr %/o reducg tghe costg of an

I nformati on departnent._.Many ASP' s outsource su gLé, unning and

nmanagenent of conput er r%%%dgE%ie?g éPH%PglEanﬁf. 9 FRe2BafRPREALES
repares a plurgli r nd allgcates_themto a

BI ulroal [ f y O]E) %ﬁgdeLﬁ%to%%nfégp#%f%?%giggogggna@{:%e? h%g rﬂnﬁ?’ﬂ&“@&& of the

data center |isglde@nch SUPPLY. | GO PLT GE-BELYL 4PPy! CenbNenysRlE  epPani es. | n

order to guarantee securities 2 en uséer conpani s, generally the data
center ofteN relates to an apparatus and method for allocating

cdmputer resources of a system constituted of a
plurality of computers interconnected by a network, the
apparatus and method being capable of allocating
computer resources in real time, the computer resources

10 being necessary for maintaining a service level ‘
contracted beforehand with each user while a plurality
of user's requests are processed, and capable of
guaranteeing securities between users.

Business types are increasing which outsource

15 intra-company information system running and company
home page management to an ASP (application service
provider} in order to reduce the cost of an information
department. Many ASP's outsource supply, running and
managemnent of computer resources to a data center.

20 The data center prepares a plurality of
computer resources and allocates them to a plurality of
user companies in order to reduce the running cost of
the data center itself and supply low price services to

the user companies. In order to guarantee securities

25 Dbetween user companies, generally the data center often




r 16 JUL 2004 - 2 allocates different conputer resources and storagef JUL 200
resources to each user conpany. A user conpany |oad fluctuates between tine
zones, seasons and the like. Fromthis reason, the 5 data center often
contracts with a user conpany so as to increase or decrease allocated
resources in accordance with the user _cenpany |oad. The conpany | oad,
particularly the |oad of the conpany whose hone page nmanagenent is

out sour ced, isadibtheelt di@ REreECEokDURLEARSE BRE sARE IR jdied
consuners access the hone page via the Internet. In order to deal with

this, a user cespabyesofibraath wskh ac@ghaycenter under the contract term
that a predeterm ned nunber of conputer resources are increased during a
predet erm ned period 15 hAyupeedcotpagyodothe flsert uatrpaby tsicd® annaicrease
in the load to be caused by a new product announcenent. The data center
al | ocates the knueeasedaconputed thesdukees Fooont hddsuseasconpahees during
t he ot her eriod to efficiently utilize the resources. In order 20 to
facilitate gucﬁahac@ﬁﬂtgmraft@n chahgactshwight a8 usenmt epmpanyorsi g ed in
such a manner that a load allocating apparatus is installed at the front
stage of a pIE?aFPF?eéﬁecﬁﬁpdﬁéFe?§§OGEE@§aFédarﬁééﬁféeﬁhén conput er
resources to a user conpany A during sone 25 period and sonme conputer

ytB Thr FAg b

resources to a®GSBF9@BRBaN L86r FRGTt REMBRREr LpEFI- od TP BN COFRFPIYe of t he
| oad lecad, particularly the load of the company whose home

page management is outsourced, is difficult to predict
10 because many and unidentified consumers access the home
page via the Internet. 1In order to deal with this, a
user company ccntracts with a data center under the
contract term that a predetermined number of computer
resources are increased during a predetermined period
15 by predicting on the user company side an increase in
the load to be caused by a new product announcement.
The data center allocates the increased computer
resources to other user companies during the other
period to efficiently utilize the rescurces. 1In order
20 to facilitate such a configuration change, the data
center is configured in such a manner that a load
allocating apparatus is installed at the front stage of
a plurality of computer resources to allocate the
computer resources to a user company A during some
25 period and some computer resources to a user company B
during the other period. An example of the load
allocating apparatus is an ACE director of Alteon

Websystems. A load allocating apparatus is disclosed,



al l ocating apparatus is an ACE director of Alteon Wbsystens. A IoadLﬁJULZWL
allocating apparatus is disclosed, 1 6 J UL 2004 - 3 for exanple,

Ni kkei Open Systens, 1999, 12, No. 81, pp. 128 - 131. Settings of a |oad

al l ocating apparatus, for exanple, the nunmber of allocated servers, is
manual |y nmade by the data center in 5 acgordance with a contract with a

user conpany, such as the contract described above. If it is necessary to

i ncrease storagerr esampdes, iint Nikrecessay 5 ytsa aref,f aramo,mirx,omiqg ©f, t he
contents of storages. Since a data center provides different 10 conputer
resources to epph @RBa-naldber cktuders ednmaarices] alliedmmagenent cost for
t he nunber of conputer resources increases. In order to avoid this, it is
concei vabl e t happarstuls, dorbexavpleonidicenumbegsowiced leawtathvi ng a hi gh
performance, e.g., highly 15 nultipl exed conputers SMP, are introduced and
a plurality ofei¥érseoipanicagadhar dadsely theodddr cent@iariant ee
securities between user conpanies, a virtual conputer function is
utilized. AR eRXBRPFEaBFet Wathypr CERTIESTHHWLED ias S epy CORPSEYY RSB &
Managenment 20 Feat ure PRMF %f Hit%cgEL%q. PRVE i s di.scl osed, for . exanple,
in the H TAC naRGaFCB886C3- 986560 °°A 20PN Eng Lifo 1ERNE NESRRFERY (Y of

operating systens run _on_ one conputer, and independent resources

oS y
clioh a6 i n | CPOFEQSE RROERECWSFROoRaaoRer 4 tars BRIy 1 SAd 8 o5
Since resourceg; aig 08% §hatRd ANRIG, s LRGYLIGLLLS

Since a data center provides different
computer resources to each of a number of user
companies, the management cost for the number of
computer resources increases. In order to avoid this,
it is conceivable that a small number of computer
resources each having a high performance, e.g., highly
multiplexed computers SMP, are introduced and a
plurality of user companies share them. 1In order to
guarantee securities between user companies, a virtual
computer function is utilized. An example of the
virtual computer is a Processcr Resource Management
Feature PRMF of Hitach Ltd. PRMF is disclosed, for
example, in the HITAC manual 8080-2-148-60. According
to PRMF, a plurality of operating systems (0OSes) run on
one computer, and independent resources such as main
storages and network adapters are allocated to each 0S.
Since resources are not shared among O0Ses, securities
are guaranteed between programs of different user
companies executed on different OSes. Although PRMF is

configured so that ratios of CPU resources allocated to




are guar anteed between prograns of different user conpanies executepﬁgngmL
different OSes. Although PRM is configured so that ratios of CPU
resources allocated to 16 JUL 2004 - 4 (OSes can be controlled, a ratio
change is limted only to those ratios planned beforehand. It is becom ng
usual to nake a service |evel contract Retween and ASP's and I SP's
(I'nternet service 5 provider) and user conpanies. A user nakes a contract
with ASP to guerast eanabsekvngechevel, suehtas coRMget iy tmided lahij ity
and | atency performance. In addition to this contract, a conpensation
contract for thethase thatokhelgnarantedockrenahnd.s not realized is 10 often
made. U. S. Patent No. 5,774,668 discloses that a data center having a
plurality of applicationIseisebscomnigt ossathéol oadeofr eactyicer dieoel
application and increases or decreases the nunber of application 15
servers in accepdangstwhehwaeshangeASR  'shendoddP ' sHOVENE@rneitn sgrSiceat ent
No. 5,774,668, a process |load of each user (client) is not nonitored.
Further, U.B. PPavéferNoandg, #P2r668™RaBd ot fedSRIt Rakethé FaNd L&t er

i ncreases or decreases the nunber of applicatign 20 servers in order to
mai ntain the sEt¥lceSFel8l JUBEAPEEEE BdSHFVACEackVEseSUCRl fént). Wth the

manual setting of a load allocating..apparatu a data_center based on
the contract mf?ﬂn§c£ Q?gﬁglgg ﬁ@g%P
time

a¥eFYeoRparn aref SYoP§EIP TS n rdal

addition to this contract, a compensation contract for
the case that the guarantee level is not realized is
10 often made.

U.S. Patent No. 5,774,668 discloses that a
data center having a plurality of application servers
monitors the load of each service application and
increases or decreases the number of application

15 servers in accordance with a change in the load.
However, in U.S. Patent No. 5,774,668, a process load
of each user (client) is not monitored. Further, U.S.
Patent No. 5,774,668 does not teach that the data
center increases or decreases the number of application

20 servers in order to maintain the service level
contracted with each user {client}.

With the manual setting of a locad allocating
apparatus by a data center based on the contract with a
user company, it is difficult to deal with in real time

25 an abrupt load change not predicted by the user
company. This is also applied to the case that
different computers are allocated to each user company

or that a wvirtual computer is used. It is difficult to




25 an abrupt | oad change not predicted by the user conpany. This is al so
applied to the case that different conputers are allocated to each u§dtl 2004
conpany or that a virtual conmputer is used. It is difficult to 16 J UL
2004 - 5 increase storage resources rapidly because of an overhead of data
copy for mrroring. In the case of a datga_center, the |atency performance
and the like are difficult to be defined and neasured if the process 5
contents are nohcgsterseoitped.gee @sourfced MQGRESy Haaiasd Jf o one user
conpany is processed by a plurality of computers. SUMVARY OF THE | NVENTI ON
I n order to sobverhkedabdveadesoledctO mfiralrans;. anmyectcade tdhe a

I nvention is to provide a resource allocating apparatus and net hod for

al | ocati ng, dydamecakhyear, ither daltetiaye peadinputzerce raggburteesl igkwl stor age
resources of a data center to each user conpany in response to a | oad
change of eachdiffigyeéi tonpanye figechiagdemdasavest dihgheo niwecéswention, a
user identification table is prepared for each service |evel contract nade
bet ween each uSeRrtedfpasyeandtt i5&ergatapresnt & 9 -vhils Bl i ng

i nformati on on a 20 correspondence between a unique user_ | D and a user
conpany. A rel AEg4eGSel IEBNPARY WSS T FORFRfYed Sf PEACESSREPY quest packet
sent to the data center. The acket is added with the user 1D

correspondi ng Pgufﬁglty of computers.

SUMMARY OF THE INVENTION
In order to solve the above-described
10 problems, an object of the invention is to provide a
resource allocating apparatus and method for
allocating, dynamically or in real time, computer
resocurces and storage resources of a data center to
each user company in response to a load change of each
15 user company.
To this end, according to the invention, a

user identification table is prepared for each service

: level contract made between each user company and the

data center, this table storing information cn a

20 correspondence between a unigue user ID and a user
company. A related user company is identified from a
user request packet sent to the data center. The
packet is added with the user ID corresponding to the
service level contracted with the user company. A

25 management server forms a definition table for defining
a group of computers which processes the user request

belonging to each user ID, and dynamically sets the




service level contracted wth the user conmpany. A 25 nmanagenent server
forms a definition table for defining a group of conputers which mqpﬁﬂswﬁs
t he user request belonging to each user ID, and dynamically sets the 1 6
JUL 2004 - 6 definition table to the | oad allocating apparatus. The | oad
al | ocati ng apparatus selects a conputer group from groups set to the
definition table to nake it execute the user request. If there is a

plurality of |@afdihisibacatbng @&ppahat Usadt e lpseaadere appaeiters .COmheol s to
maintain integrity of the definition table between |oad allocating
apparatus. Furibedmeiltocthénngaapgementisseplertsoai tomputilre gapapatiirom st at e
of each conputer to check whether 10 the service |evel contract with each
user conpany igrospsi séktetloothmotlefandtipnnéebdsaty makeeddesx@cudecr eases
conput er resources. Specifically, the nmanagenent server changes a conputer
group in the deeiwberonegubré -andistéheret igagai plugatliéyl @ad 1088 al | ocat i ng
apparatus. Still] further, the managenent server fornms a history of
i nf or mat i on® on2 WheERAEENEhaPEBRpLYEr FBSOBRBBICHRBENE CANEG I's ELWLEO LiSeFdl
contract corres onding to each user gg are satisfied, to thereafber form

: u

charge 20 infoPRBEF&AD ERTEPEF YL BImE 8TiRd tAPBcEebler RESHGRDUL G t he

whol e dat a centfg tpe nunber o% user requests and responses transmtted
to and from t h2l48FATREnEBP2RAYYBe neasured for each user ID,

Furthermore, the management server monitors
the operation state of each computer to check whether
10 the service level contract with each user company 1is
satisfied or not, and if necessary increases or
decreases computer resources. Specifically, the
management server changes a computer group in the
definition table and sets it again to the load
15 allocating apparatus.

Still further, the management server forms a
history of information on whether the computer resource
amount and service level contract corresponding to each
user ID are satisfied, to thereafter form charge

20 information. In order to measure the process
throughput of the whole data center, the number of user
requests and responses transmitted to and from the data
center may be measured for each user ID.

According to another embodiment of the

25 invention, the data center is structured by using
computers having a virtual computer mechanism. Each
user company is provided with a virtual computer

mechanism under the contrel of one 0S, and the




According to another enbodi nent of the 25 invention, the data center is
structured by using conputers having a virtual conputer nmechani sm 5?3&.%%
user conpany is provided with a virtual conputer mechani sm under tﬁ
control of one GS, and the 1 6 JUL 2004 7- managenent server dynam cally
sets a use allocation rate of CPU of eagh_-conputer nechanism to each
conputer. The nmanagenent service nonitors the operation state of each
computer to cheskagbestherséheed genuintealleyeke¢entr agk b3 lsakitsfdned, and if
necessary increases or decreases the use allocation rate of CPU.

Accordi ng to thate nwEnCPOnofeasbhusenpobapanychanpsoyi dedewkchh a user I D
for identifying the contracted service level, and in accordance with the
10 user | D, coogrpereresolheenanagenappl fedvice mocotdascéhei th the
nonitoring result of the operation state of each computer, the conputer
resource anounepexabioe atiebemefcakrfh reavpuhstdtor cHeckeabedhenr dligh
conpari son between the nonitoring result and the 15 service | evel contract
correspondi g $®Feheh LSER!| EPntYACEnis AARAELLCE: cBRPULér NRESSSACY

al l ocation can be changed in real tine even f a id | oad ch e not
predi cted on tﬁ%cﬁ%%§e%oﬁ5aﬂ9c§?ﬂ§eslFh?hﬁsﬁnﬁgéPﬁﬁ B of 2tfRe O |n3%%&|on

al though 20 a juridical_corpgrati used b e as_a__user
maki ng a service level c ﬁ??ggfnﬁﬁgﬂ #ﬁ% ﬁEYﬁnﬁéﬁPereaF n%&eﬁPFgﬁnyé al so

applicable to fspﬁ£g9£8ed with a user ID for identifying the

contracted service level, and in accordance with the
10 user ID, computer resources are supplied. In
accordance with the monitoring result of the operatiocon
state of each computer, the computer resource amount
can be automatically increased or decreased through
comparison between the monitoring result and the
15 service level contract corresponding to each user ID.
In this manner, a computer resource allocation can be
changed in real time even for a rapid lcad change not
predicted on the user company side.
In the embodiments of the invention, although
20 a juridical corporation is used by way of example as a
user making a service level contract with the data
center, the invention is alsoc applicable to a private
user depending upon conditions. Therefore, in the
specification, a user company is often described simply
25 as a user.
Even if a computer resource allocation is
changed, storage resources are shared by all computers

and the storage side checks an access privilege from




user dependi ng upon conditions. Therefore, in the specification, a usgdUL 200
conpany is often described sinply 25 as a user. Even if a conputer
resource allocation is changed, storage resources are shared by al
conputers and the storage side checks an access privilege from16 J UL
2004 - 8 the user ID. Therefore, secukigies between users can be
guaranteed wi thout an overhead of mrroring. Further, the nunbers of
requests and tkspoasesIper Uhetefbme,passiumgttiksobghvicka datascentrer 5 are
nmeasured and collected for each user ID. It is therefore easy to neasure

t he performanceeofuehentiaed wethbet as vivewbeaty ofh mdersriBRI.EF DESCRI PTI ON
OF THE DRAWNGS Fig. | is a diagramshow ng an exanple of the 10 structure
of a system constituted bRrahdst atbennembang odseeguiester épdnect ed by the
Internet. Fig. 2 is a diagram showi ng an exanple of the structure of a
data center. FF§SPRInF8SaPArayPam ShBRI R§SERBIsERISUGRe tHP JB% 3y CRTEKay
shown in Fig. 2. Fig. 4 a diagra Ehomﬁ g.the structure_of a_ nanagenent
server shown i%f§i[easurgfgen 55%& ?StggcfoﬁrEaﬁpaﬁﬁﬁﬁslghomﬂﬁg1Sexanples
of tables possessed_by a |oad_allocating,, 20 apparatus shewn.in Fig. 2.

Fig. 6is a di@&?ﬁﬁfg%&/\ﬁeﬁayaﬁerSEﬁPEeths pe2Eorange” 3 tne" da'td

center as viewed from users.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 is a diagram showing an example of the
10 structure of a system censtituted of a data center and
users interconnected by the Internet.
Fig. 2 is a diagram showing an example of the
structure of a data center.
Fig. 3 is a diagram showing the structure of
15 a gateway shown in Fig. 2.
Fig. 4 a diagram showing the structure of a
management server shown in Fig. 2.
Figs. 5(A) to 5{C) are diagrams showing
examples of tables possessed by a load allocating
20 appafatus shown in Fig. 2.
Fig. 6 is a diagram showing an example of a
table possessed by a storage shown in Fig. 2.
Figs. 7(A} to 7{0) are diagrams showing the
structures of packets passing through signal lines
25 shown in Fig. 2.

Fig. 8 is a flow chart illustrating an

example of an ordinary operation of a control program




table possessed by a storage shown in Fig. 2. Figs. 7(A) to 7(0) are
di agrans showi ng the structures of packets passing through signal 11 68e8LA604
shown in Fig. 2. Fig. 8 is a flow chart illustrating an exanple of an
ordi nary operation of a control program1l 6 JUL 2004 - 9 shown in Fig. 4.
Figs. 9(A) and 9(B) are block diagrams_ ghow ng anot her exanple of an
ordi nary operation flow of the control programshown in Fig. 4. 5 Fig. 10
is a di agram sbawwAgianetger 4exanple of the structure of the data center.
Fig. 11 is a diagramshow ng data stored in LPAR control registers shown
in Fig. 10. Figs. 12(A) Fag:2(0)Ararend ageamarshdwor® dhiegrkthsstructures of
packets passing through signal lines shown in Fig. 10. Fig. 13 is a
di agr am showi nghtWéngt ructbee ekamplrapdgenentdiesver opleowrt iiom Flgw 10.
Fig. 14 is a flowchart illustrating an 15 exanple of the ordinary
operation of ac€ohheofFoptoglanroghamnshavwhi §n ¥3g.Fdg. 15 is a di agram
showi ng anot her exanple _of the structure of the data center. Figs. 16(A),
16 (C) , 16¢D), 16(M an8ig6(dP ip02aPdagrafr sheViRGWRRGLHIGE $%aldtlEr es of
ackets passin t hrough signal |ines shown in Fig. 15.
P P gf the structire of the data centerg
Fig. 11 is a diagram showing data stored in
LPAR control registers shown in Fig. 10.
Figs. 12(A) to 12(0) are diagrams showing the
10 structures of packets passing through signal lines
shown in Fig. 10,
Fig. 13 is a diagram showing the structure of
a management server shown in Fig. 10.
Fig. 14 is a flow chart illustrating an
15 example of the ordinary operation of a control program
shown in Fig. 13.
Fig. 15 is a diagram showing another example
of the structure of the data center.
Figs. 16{(A), 16(C), 16(D), 16{(M) and 16(0)
20 are diagrams showing the structures of packets passing
through signal lines shown in Fig. 15.
Fig. 17 is a diagram showing the structure of
a gateway shown in Fig. 15.
Fig. 18 is a diagram showing the structure of
25 a management server shown in Fig. 15.
Fig. 12 is a flow chart illustrating an

example of the operation of a control program shown in

Fig. 18.




Fig. 17 is a diagram show ng the structure of a gateway shown in Fi%. 15,
Fig. 18 is a diagramshowing the structure of 25 a management servé HHolph

in Fig. 15. Fig. 19 is a flowchart illustrating an exanple of the
operation of a control programshown in Fig. 18. 1 6 JUL 2004 - 10 Fig.
20 is a flow chart illustrating an exagRJe_of an initial operation of the
control program shown in Fig. 4. Fig. 21 is a flowchart illustrating an 5

exanpl e of an initial oppigtion 9f a eoBLrehaPrognagsteheWRg BFi 9. 13.
Fig. 22 is a diagramshowing a condition input dialog for a user using the

data center shgemple &FJan2iniPiklgopédatsos difaghanmcshewongpaogetaw ce
| evel condition input dialog for a user using the data center shown in

Fig. 2. Fig. 24hésnaidi Bggamishowi ng a service |evel condition input
dialog for a user using the data center 15 shown in Fig. 9. Fig. 25 is a
di agram showi ng a condi tFbg. Ehpus di dlog £bars dasénstsengnghendata center
showmn in Fig. 15. DESCRI PTI ON OF THE EMBODI MENTS 20 Enbodi nents of the
i nventi on Wbl |lepample of an initial operation of a control program
shown in Fig. 13.
Fig. 22 is a diagram showing a condition
input dialog for a user using the data center shown in
Fig. 2.
10 Fig. 23 is a diagram showing a service level
condition input dialog for a user using the data center
shown in Fig. 2.
Fig. 24 is a diagram showing a service level
condition input dialog for a user using the data center
15 shown in Fig. 9.
Fig. 25 is a diagram showing a condition

input dialog for a user using the data center shown in

Fig. 15.

DESCRIPTION OF THE EMBODIMENTS
20 Embodiments of the invention will be
| described with reference to the accompanying drawings.
A first embodiment is shown in Fig. 1. 1In
the example shown in Fig. 1, a data center as the main
subject of this invention is connected via the Internet
25 1II0 to a user company A (RAO), a user company B (BEO)
and consumers c0 and cl accessing the home pages of the

A and B companies. Clients a0, al and a2 have private




described with reference to the acconpanying drawings. A first enbodi nent
Is shown in Fig. 1. In the exanple shown in Fig. 1, a data center ag h?@mh
main subject of this invention is connected via the Internet 25 1t d a
user conpany A (AAO, a user conpany B (BBO and consumers cO0 and cl
accessing the honme pages of the A and Bcaqmanies. Oients a0, al and a2
have private 1 6 JUL 2004 - 11 network addresses (PNA) of an A conpany

system and acggsfoaxkdabavaysbo i(Bnkhe odaba aekbabavhA sgatewars; A0 and Al
and a virtual private network (VPN). Requests fromthe clients cO and cl

will be later deseskbadghBe@aydDbhindtéebaditaertentkirgvid Fa@wWSde A0
structure of a data center DDO. In this exanple, the data center has a
three- | ayer sandchOrentnal udirngad Yehvaeeveetgoeup,(Van)AP Rejnart gr oup
and a DB server group. The Wb server 10 provides a Wb browser interface
in response tofacusthe ceédasst. cThendPcdewvéd bengaderapelsiccatiesh ipr ggr am
which is generated froma Wb server. The DB server deals wth a database
access request thesdegmpedamgnt.applicati on program 15 Fig. 22 shows an
exanple of an input dialog to be used when the user conmpany A makes a use
condition contract with FRE-dat &Ne¥sAt Ehe FRTERTYTreeRdnpl dateh&eddmtent s of

this contract are as_fol]ows. AO. or A% iﬁ %sed as the access request
source | P 20 addPessIBf tBiFc§ta®Plfackaf FATEr GEPTES Pasndi P fat

layer structure including a Web server group, an AP
server group and a DB server group. The Web server

10 provides a Web browser interface in response to a user
request. The AP server runs an application program
which is generated from a Web server. The DB server
deals with a database access request issued from an
application program.

15 Fig. 22 shows an example o0of an input dialog
to be used when the user company A makes a use
condition contract with the data center. 1In this
example, the contents of this contract are as follows.
Al or Rl is used as the access request source IP

20 address of a request packet in order teo identify that
an access request input to the gateway DO is an access
request from a user belonging to the user company A.
In addition, the user company A can use all of the Web
server group, AP server group and DB server group of

25 the data center, and a program set up in response to a
user request of the user company A uses al00 as the IP
address of a Web server, a200 as the IP address of an

AP server and a300 as the IP address of a DB server.




an access request input to the gateway DO is an access request froma user
bel onging to the user conpany A. In addition, the user conpany A C?W&Eﬁfnh
all of the Web server group, AP server group and DB server group of %g
data center, and a programset up in response to a user request of the

user conpany A uses al00 as the IP addness of a Wb server, a200 as the IP
address of an AP server and a300 as the | P address of a DB server. 1 6 JUL
2004 12 Fig. 23 shows amigxappl ehowsaani BRempdeabdgant dnb&tusiddlwlen t he
user conpany A nmekes a service |level contract with the data center. In
this exanpl e, tatbéeasedtwhelébheenverscompanfPAsrakess aaserwiaeDB 5

servers are allocated to the user conpany A and all the servers are nade
to run at a CPLeupkratnbnachateitbmbhkedathaneb@e¥% | fint hbispexatpde.rat e
beconmes 50% or higher, eight servers at a maxinumare allocated, 1i.e.,

ei ght Web servatsleasghtwaPWebr gervesnd &wghBPDBervessr @ads twon Deni s
exanpl e, although check synbols are not entered in the input dialog, an
out put tran2act®BrershrbagApLecatsd ERakPFeUsst SAMBAPYuf ofnchéldat a
center, a throughput ratio of an ou%gut transac%ign to an I_nput
transaction, ahd®aStFURESCPFEN™PRBCESsTHAL Bhcf TBUnBYBETERPeFEESi n t he
service level contract, It | ssuned, that _in_accordance,with th contract
made by the inﬁﬂ?ig?ﬁl58?nv§§ gerv stéFcPBﬁaa éPP,rﬁﬁengggﬁgsagg%and a2l
ggg gﬁ dse“’er5093191Sﬂgr?%igﬁ'&esék%%ét &0 LOnL0entnCaTRARN 1 I MED servers

i.e., eight Web servers, eight AP servers and eight DB
10 servers. In this example, although check symbols are

not entered in the input dialog, an output transaction

throughput, for example, at an output of the data

center, a throughput ratio of an output transaction to

an input transaction, and a transaction process latency
15 may be entered in the service level contract.

It is assumed that in accordance with the
contract made by the input dialog, Web servers al0 and
all, AP servers a20 and a2l and DB servers a30 and a3l

) are allocated to the A company, and Web servers bl0 and

20 Dbll, AP servers b20 and b2l and DB servers b30 and b3l
are allocated to the B company, respectively as initial
values. A storage SO is allccated to the A and B
companies in the unit of a volume. A volume VO is
allocated to the A company and a volume V1 is allocated

25 to the B company. Storages S1 and S2 are allocated in
the similar manner, although this allocation is not
shown in Fig. 2. Servers yl0 to y31 are reserved

servers which are allocated when the loads of the A and




20 bll, AP servers b20 and b21 and DB servers b30 and b3l are allocated
to the B conpany, respectively as initial values. A storage SOis 6 JUL 2004
allocated to the A and B conpanies in the unit of a volunme. A voluée VO is
all ocated to the A conpany and a volune V1 is allocated 25 to the B

conpany. Storages Si and S2 are allocateghin the simlar manner, although
this allocation is not shown in Fig. 2. Servers ylOto y31 are reserved
servers which arecabhagatsetevhar tihegeoads of the A and 16 JUL 2004 - 13 -
B conpani es becone [arge. It is assunmed that the | P addresses used by the

A conpany are al00 for the Webaseiweds thaz0@heornp akiirdARsser vt and a300
for the DB servers. 5 Simlarly, it is assunmed that by using the input

di al og, the | Pthddressepansedry atllt® Bocomhanyetr aexeterst 0 al00O0 foar t he Web
servers, b200 for the AP servers, and b300 for the DB servers. Wth

ref erence to thbergPesanmtvedisaniangs a308e fo¥0 tihes OB Seiromriss gi ven as to how
the gateways AO and DO, managenent server CO and |oad allocating apparatus
d100, d200 &ndSdmddagesl. vitt i sSaaseyoest thagmbiyhasdser the Bypwdi ng t he
servers al0 to a3l. The structure of a request packet which the 15 client
a0 sends to théigdPewafhROIShaRkresseSgused y ¢ CRMERGY ATA At 1200.

Aostart Theld (ol Ok ol L pRckel cotteononds Lo g ad ces . &
and b300 for the DB servers.
With reference to the relevant drawings, the
10 description is given as to how the gateways A0 and DO,
management server CO and load allocating apparatus
dl100, d200 and d300 deal with a request from the user A
by using the servers al0 to a3l.
The structure of a request packet which the
15 client a0 sends to the gateway A0 shown in Fig. 1 is
shown in Fig. 7(A) at 1200. A start field (al00) of
the packet corresponds to the address of a destination
server, and the next field (a0) corresponds to the
address of a source client. When the packet 1200 is
20 sent to the Internet II0, the gateway A0 capsulizes the
packet for a virtual private network (VPN) to form a
packet 1201 shown in Fig. 7(A). The gateway DO
uncapsulizes this packet to obtain the packet 1200.
Since this technology is well known, the detailed
25 description thereof is omitted.
Fig. 3 is a diagram showing the structure of
the gateway DO at the input of the data center DDO.

The gateway DO uncapsulizes the packet shown in Fig.




address of a source client. Wien the packet 1200 is 20 sent to the Internet
110, the gateway AO capsulizes the packet for a virtual private rie§or ki
(VPN) to forma packet 1201 shown in Fig. 7(A). The gateway DO

uncapsul i zes this packet to obtain the packet 1200. Since this technol ogy
Is well known, the detailed 2S descriptijgn-thereof is omtted. Fig. 3 is a
di agram showi ng the structure of the gateway DO at the input of the data
center DDO. The) gahpway f Pemuacapgtkilzesnthaopacket inBown uise rFIg #06 JUL
2004 - 14 7(B) input froma signal line 10, obtains a user ID #0 by
referring to abyseefeébriabl eocThOusandIaddab#e Ta0} hendpadkst #0o tgeridreat e a
packet 1202 shown in Fig. 7(C) and send it to a signal line LIO The user

I D tabl e TIO isa&kéor tedgbyetrhtemanngekeht 1862vehio@0 iin &dgor ddde anict h

the user condition input dialog shown in Fig. 22 and set beforehand to the
gat eway DO vi asendi ghatol eneipoal Napel $10t heThequest R ERPdEcddded St he
data center DDO by using the source address AO or Al is regarded. as the
10 request $roﬁ@%%@dugértgavmﬁﬁaﬂﬁ@eﬁ§eFeFﬁﬁﬁogOi?8.?Cﬁﬁédapg&uﬁthfronlthe

A user. At the sanme tine when the. packet 1202 i ener at.ed, count er
circuit 1003 o?h?hﬁsﬁét8&591§E9n0683P§ Qlﬁigg B%OV e*fn dﬁ'r@%u d‘nhaving

{he veor |0 15,49, 8IS RCROUI L OB oLRaREL 0 9021 B QLGB B Gl
Namely, the request which accessed the data center DDO
by using the source address A0 or Al is regarded as the

10 request from the user having the user ID #0, i.e., the
request from the A user.

At the same time when the packet 1202 is
generated, a counter circuit 1003 of the gateway DO
counts a pass of the input regquest having the user ID

15 #0 and a count result is set to an input/output result
storage table T11l.

The load allocating apparatus dl100 which
received the pécket 1202 via the signal line L10 has a
server address correspondence table T30 shown in Fig.

20 5(A). This table T30 stores, for each user ID,
information on to which real server a redquest to
servers, which was input in the dialog shown in Fig. 22
as a user applicapion, is sent. Since the packet 1202
has the user ID #0 and the destination address aloO0,

25 the load allocating apparatus dl100 changes the
destination server address al0O0 to either al0 or all by
referring to the table T30, and generates a packet 1203

shown in Fig. 7(D). This technology of selecting and




received the packet 1202 via the signal |line L10 has a server address
correspondence table T30 shown in Fig. 20 S(A). This table T30 storfg, L%mk
each user ID, information on to which real server a request to se JP ,
whi ch was input in the dialog shown in Fig. 22 as a user application, is
sent. Since the packet 1202 has the userg ID #0 and the destination address
al 0O, 25 the load allocating apparatus dl OO changes the destination

server addresscRbfPihg ehthaesah@a0fioal kdbyeskefier weld kaoWhe tall &ol30,
and generates a packet 1203 shown in Fig. 7(D). This technol ogy of

sel ecting and 4BeJlkt2004d- débcripanghngheheodedti patitardaddress is wel |
known, and so the detailed description thereof is omtted. The Wb server
al0 receives the packet TB@3WebamdrivEraapfocessisesathaPpsekedr 1i2d 3,
necessary, 5 generates a packet 1204 (Fig. 7(E)) for requesting an access
to a200. This padkef a2pdoirsssent whal¥ Besverlle PEc&sEE3d-al | ocati ng
appar atus d200. The | oad aIIocatinﬁ ap%aratus d200 has a server address
corr espondehcedenpratesiasramietnlEld. (8iBy. 78F) 10IPEf ERPANSG LSS s t abl e,
the |l oad allocating apparatus d200 chan%es th% destinati on server address
a200, for exa®APFBSSt5°a280P0 géRaFaPaCkehadkdf 1505°PEi §1a7@FPRS
Simlarly, the AP_server azg erates, if_ _necess a cket 1206 (Fig.
7(Q), and a |B£a°1§°aﬁ|&83_i%3 8ﬁ8§?8€u§p8§56%ﬁﬁv%%éoa s§%$é§°§ dress
Correspondenceai?gkgtlgé Ehgra§gg9526%aﬂg§satg%rgagk%hdress
correspondence table T31 shown in Fig. 5(B). By
10 referring to this table, the load allocating apparatus
d200 changes the destination server address a200, for
example, to a20 to generate a packet 1205 (Fig. 7(F}).
Similarly, the AP server a20 generates, if
necessary, a packet 1206 (Fig. 7(G)), and a load
15 allocating apparatus d300 having a server address
correspondence table T32 (Fig. 5(C)) changes the packet
1206 to a packet 1207 (Fig. 7(H)} to make the DB server
a30 process this packet.
: A response from the DB server a30 to the AP
20 server a20, Web server al0, and to client a0 is
returned in a manner similar to that described above.
In this case, packets 1208 (Fig. 7(I}) to 1214 (Fig.
7(0)) are sequentially generated. When the gateway DO
sends the response packet 1213 (Fig. 7(N)} to the
25 gateway A0, the counter circuit 1003 of the gateway DO

counts a pass of the output request having the user ID

#0 and a count result is set to the input/output result

storage table T11.




1206 to a packet 1207 (Fig. 7(H)) to nake the DB server a30 process this
packet. A response fromthe DB server a30 to the AP 20 server a20,1wqu2mL
server alO and to client aOis returned in a manner simlar to that

descri bed above. In this case, packets 1208 (Fig. 7(1)) to 1214 (Fig.

7(0)) are sequentially generated. \Wen tjhe gateway DO sends the response
packet 1213 (Fig. 7 N)) to the 25 gateway AO the counter circuit 1003 of

the gateway DO counts aALD@ﬁ@u%B hbe aekpwtneaduesiehawhea the Istl D *0
and a count result is set to the input/output result storage table T11. 1

6 JUL 2004 - 16s Abthedgbromt tHesaosebedomparg, BWheheagheawast DO addssued
fromthe user conpany B, the gateway DO adds a user ID #1 to the packet in
the siml|ar maamnesetolDt Hat tdeshei pedkabovr, thrdstihé lpackenhniex sequentially
5 processed by the servers blOto b3l in the simlar nanner to that

descri bed abovehaW daschebaogkbovper andohbe pheksér ver sefiuentdxddwti ng t he
processes of the users A and B are divided into or allocated as the
servers al0>toPEB3eangd by the servers bl0 te b3l. incEbsssigidRa st orage

wi |l be described b% taking as an exanpl e the storage SO shown in Fig. 2.
The storage SGP§RRehat@dtBytafiPsoEbPser ¢BP¥ehy a signal |ine L120. Wen

each server accesses thewsggr e, Ehe 15 useE,ID istﬁdded to th% access
request. The st orage SO 1 e above operaticens, e sServers or

executing the processes of the users A and B are
divided into or allocated as the servers al0 to a3l and
10 the servers bl0 to b3l.
Access to the storage will be described by
taking as an example the storage S0 shown in Fig. 2.
The storage S0 is shared by all Web servers by a signal
line L120. When each server accesses the storage, the
15 wuser ID is added to the access request. The storage SO
has a volume access privilege table T33 shown in Fig.
6. This table T33 stores, for each user 1D,
information on which volume is permitted to access. If
) the access request of the user ID #1 is an access to
20 the volume V0O, the storage S0 refers to this table T33
and rejects this access. Therefore, even if the
storage S1 is shared by all Web servers, securities
between the users A and B can be guaranteed.
Referring to Fig. 2, the management server CO
25 monitors the operation states of the servers and load
allocating apparatus via signal lines L100, L200 and
1.300. The monitoring contents are determined from the

contents of the service level contract with each user




has a vol unme access privilege table T33 showmn in Fig. 6. This table T33
stores, for each user ID, information on which volume is pernmittédb t/BL 2004
access. If the access request of the user ID #1 is an access to 20 the
vol une VO, the storage SO refers to this table T33 and rejects this
access. Therefore, even if the storage Sl is shared by all Wb servers,
securities between the users A and B can be guaranteed. Referring to Fig.

2, the managengnl SBEVeELnEOLoRSHDAI h@h&_tbmn@pgrr@tg!r%ﬂm.st%%seggfax%h%,
servers and | oad allocating apparatus via signal I'ines L1000, L200 and

L300. The nonitkei REnEOBEEAYS canecdekeificngdel hOMPUNEpeGaRtiRM T 201, t e
service |l evel contract with each user 1 6 JUL 2004 - 17 and the function

of a nonitoringopdogtdsratongedagpieativhehienbker and ¢ort aitke.i nd@hede a
CPU operation rate, a load allocating destination history and the |iKke.
The nonitori ngopt bgr anynaycguamonayheumanagéhentasegeerenCOseryegacl?®,ser ver
or each | oad allocating apparatus. The managenent server CO acquires the
contents of3t heachnperreut put epebullratabléoTatiol eavhrasess.fr e he
gateway DO via the signal line LO. Fig. 4 is a diagramshow ng the
structure of MY EAE"RARaGEREBAY SBr geAUEDESTIber EpPESBASSCE 8¢r ID table

which is set by a control program P20_by usin the user condition input
di al og shown i PPB?OQEPU?ZﬁengBrE@Qﬁ?sTéISngﬁééhlB§§F dERTY &€ cont ent

table for eacgaggsgy E@lggatgggesh%ngftl?xetﬂg‘control program

Fig. 4 is a diagram showing the structure of
10 the management server C0. T19% represents a user ID
table which is set by a control program P20 by using
the user condition input dialog shown in Fig. 22. T20
represents a service level contract content table for
each user, which table is set by the control program
15 P20 by using the service level condition input dialog
shown in Fig. 23. In this contract, the user having
the user ID #0 is allocated with at least two Web
servers, two AP servers and two DB servers, all these
! servers run a program at a CPU operation rate smaller
20 than 50 %, and if the CPU operation rate exceeds this
level, the number of servers is increased to eight
servers at each server group at the maximum. In the
contract with the user having the user ID #1, the user
is allocated with at least two Web servers, two AP
25 servers and two DB servers, the access response
throughput of the data center is maintained 30
responses per second, and if the throughput lowers this

level, the number of servers is increased to six




15 P20 by usiﬁg the service level condition input dialog shown in Fig. 23.
In this contract, the user having the user ID #0 is allocated with %UULZ%&
| east two Wb servers, two AP servers and two DB servers, all thes%
servers run a programat a CPU operation rate snmaller 20 than 50 % and if
the CPU operation rate exceeds this I|lewg ,-the nunber of servers is
I ncreased to eight servers at each server group at the maxinmum 1In the
contract with gbevaser ahavead thevesegrbDp#ht the wme&imuns al l ocated with
at least two Web servers, two AP 25 servers and two DB servers, the access
response throughput of wWhehdatdeeenter tiostiel moaiitedidQ reasddissesidper
second, and if the throughput lowers this |evel, the nunber of servers is
i ncreased to stRkelséryitel 12084 cohBrasérvenseatt ¢abllesdPer tgreoup at the
maxi num Wth reference to the nonitoring results and the service |evel
contract conteppntiblepr¥eoramh&Z20ceohecss phegham PRE chaies twrESsarr ashe
current resource_5 allocation satisfies the service |evel contract, and
stores the ehetklpPeahiips patasfapsi BehPeryigest8vade CONERIRE tF2 BN or
exanpl e, CPU ogeration ratg h%storﬁ gf .all servers Ll%cated to the user
ID #0 is recordedrff TPReCEEFY EESHISEORY &t GFAYE CFabREtPEY. ST 10
nonitoring result.do not _sat i sf he vice ontract, the.cqontr
program P20 ing?éﬁgegﬁ}he EaﬁbS?a%BﬁéSeﬁggrgp?5a§éoglFgégte&étﬁfﬁFﬁs end,
the management;sefyetety RIQYLAeda"bN+ReSELYS" 18] k9°aAW Ycorded in
the service history storage table T21. If the
10 monitoring result does not satisfy the service
contract, the control program P20 increases the number
of servers to be allocated. To this end, the
management server is provided with a server allocation
management table T2Z2 and a server address
15 correspondence table T23. The server management table
T22 stores information on which server is allocated to
which user. The server address correspondence table
T23 is a correspondence table storing information on a
correspondence between the server name recognized by a
20 user application and an allocated real server. This
table T23 is a master table of server address
correspondence tables T30 to T32 possessed by the load
allocating apparatus d100 to d300. The server history
storage table also stores charge information. Although
25 not shown, if the contract with the user states that
the charge is increased in accordance with the number

of allocated servers, the charge calculation equation

changes so that the changed equation is reflected. If




managenent table T22 and a server address 15 correspondence table T23. The
server management table T22 stores information on which server is1g JUl 2004
al l ocated to which user. The server address correspondence table T23 is a
correspondence table storing informati on on a correspondence between the
server nane recogni zed by a 20 user appljgation and an allocated real
server. This table T23 is a master table of server address correspondence

tables T30 to TB2 peossessedwiyht kel 0ae¢r altl0eal ithetapPRr *lHss ¢El0Q to d300.
The server history storage table also stores charge information. Although

25 not shown, thahbedcadnt saebrdizhbet ke thsehesidaliges e at nothe charge is

I ncreased in accordance with the nunber of allocated servers, the charge
cal cul ati on eqmainbainéhangbe sonthatteke selramged legwdt,i ahars thefd ected. | f
1 6 JUL 2004 - 19 the contract with the user states that the charge is
changed in accokdnfieeiw rrfilketédgree of not maintaining the contracted
service level, then this change is reflected. 5 The procedure of the
control pro@ran1P20 of The Hﬁﬁ&@éﬁéﬁt°§e¢@6rCegtﬁ@l|Mﬂﬁgﬂﬂ%/ﬁﬂq &dat e
resources in order to execute the abogye-described. control wll be

described wit h*P8fBRBREEMEBLFAEIVEE. C‘?héorréﬁalﬁéﬁéﬁty &l P& tEo m. ch

executes the 10 control ,program P20 fi & t he infa I on

entered in therﬁggPrESHdﬁg %dFﬁp P HEEFB %gﬁn gﬁveFdﬁscf?%Fgfgenerate

the user ID ta@$§t§%? &?&préggégcribed with reference to Fig. 20.

The management server C0 which executes the

10 control program P20 first acquires the information
entered in the user condition input dialog shown in
Fig. 22 to generate the user ID table T19 (Step 1801).
Next, this information is set to the gateway DO via the
signal line LO {Step 1902).

15 The management server CO acquires the
information entered in the service level condition
input dialog shown in Fig. 23 to generate the service
level contract content table T20 and the virtual

) address field in the service address correspondence

20 table T23 ({Step 1903). Next, servers are allocated
from each of the Web server, AP server and DB server
groups. Specifically, after confirming that each user
is allocated with at least two servers of each group,
by referring to the service level contract content

25 table T20, the management server C0O generates the
server allocation management table T22 and the real
address field of the server address correspondence

table T23 (Step 1904). Next, a necessary portion of




Next, this information is set to the gateway DO via the signal Iini L 0L
(Step 1902). 15 The managenent server CO acquires the information ﬁt

in the service level condition input dialog shown in Fig. 23 to generate
the service |level contract content table T20 and the virtual address
field in the service address correspondence 20 table T23 (Step 1903). Next,
servers are allocated fromeach of the Wb server, AP server and DB server

groups. Specifthal bgneabted seffrernbagrilat ceaek spoeidence aldcatied with at
| east two servers of each group, by referring to the service |eve
contract contens 2bptabl €o0T28g flhedmahagestibnsapparaEQsgendrgt e dthe
server allocation managenent table T22 and the real address field of the
server addressangdrdéfpfondentbe tabhelT23neSt &9 00904)L.00Nexid 13 Ofeclessar y
portion of 1 6 J UL 2004 1 20 the generated server address correspondence
table T23 is &8BPéd to the load allocation apparatus dl OO, d200 and d300
via the signal lines L100, L200 and L300 (Step 1905). 5 Wth reference to
the service’l evel contrabitthcErt8RENESLEE ThS, SER¥1sEr dieve Ihicondtpadt or age
table T21 is gen ra%e &gte 906). Specifically, a field for recording
the CPU operatgﬁﬂ £a egﬁ ?pgg%ist%ﬁeﬁgFgﬁgﬁ 6F¥PE¥ G&erads #Gbded afield
for recording 19, a;Lrangaction QuiRUt,bhkpuahaul Ristony (ngt Shqun) is
for recording the CPU operation rate history is
generated for the user ID #0 and a field for recording
10 a transaction output throughput history (not shown) is
generated for the user ID #1.
With the above operaticns, information
necessary for the resocurce allocation control is
prepared and set to the gateway D0 and the load
15 allocating apparatus dl00, d200 and d300, so that the
system can start its operation under the conditions of
proper resource allocation.
Next, the procedure of the control program
P20 to change a resource allocation when the load
20 increases will be described with reference to Fig. 8.
As described earlier, the operation
information of the system is monitored via the signal
lines L100, LZOO,.LBOO and L0 (Step 1301}. The
operation information of each user ID is collected and
25 stored in the service history storage table T21 (Step
1302). After the service history storage table T21 is

compared with the service level contract content table

T20 (Step 1303), it is checked whether the number of




generated for the user ID #1. Wth the above operations, |nfornat|§
necessary for the resource allocation control is prepared and sek b JBL 260k
gateway DO and the |load 15 all ocating apparatus d100O d200 and d300, so
that the systemcan start its operation under the conditions of proper
resource allocation. Next, the procedureof_the control program P20 to

change a resource allocation when the |oad 20 increases will be described
with referencesgpvEirg. c8n bésréﬁﬁﬁéﬁb%goﬁa%hbe&ae ®ioReLat itgr information
of the systemis nonitored via the signal |ines L100, L200, L300 and LO

(Step 1301). Thervoperakwen tBhergBti @Btep e30h)usens! B metdeld @ated and 25
stored in the service history storage table T21 (Step 1302). After the

servi ce historyusgonggehtahke TRE hambeenpdr edrwetl thf der tieemrdetdela
contract content table T20 (Step 1303), it is checked whet her the nunber

of 1 6 JUL 200drep@ttisenterslcahabeécnetatedehr pootihetei edpabit of the
service |level contract (Step 1304). As a nethod of |udging whether the
nunber of sérvepsrzthoheretdacedd thepnopbetrisordl sealveulsatmagn beetiseeh
products of CPU 5 operation rates and the nunbers of servers may be used.
For exanple, aFehotyamphe.satvheeghetbe condiceodevkl rhadiddony#@thas a CPU
operation rate snmaller than 50 % if four Wb servers are currently

al | ocated and the eper BBehasi anCPHt BPRsahipPnskatrefmeRdgT25EN e it can

be
1f four Web servers are currently allocated and the CPU

operation rate is all smaller than 25 %, then it can be
10 Jjudged from a simple proportional calculation that the
number of Web servers can be reduced to two Web
servers. 1In practice, the number of servers is
multiplied by various safety coefficients given from
experiences. If the number of servers can be reduced,
15 a process termination instruction is notified to the
server to be removed, via a corresponding one of the
signal lines L1100, L200 and L300. The notified server
terminates the program process and releases the
| resource having been used. Namely, the contents of a
20 memory address translation table and a cache are
invalidated. After completion of the release, the
server notifies the release completion to the
management server. In response to this, the management
server instructs the load allocating apparatus dl00 to
25 d300 to change the servef address correspondence tables
T30 to T32. Next, it is checked whether the contents
of all the load allocating apparatus are coincident.

The charge calculation equation is changed. 1In this



10 judged froma sinple proportional calculation that the nunbﬁg qf %ﬁﬂ
servers can be reduced to two Wb servers. In practice, the nu @ruh
servers is nultiplied by various safety coefficients given from
experiences. If the nunber of servers can be reduced, 15 a process
termnation instruction is notified ta the_ server to be renoved, via a
correspondi ng one of the signal lines L100, L200 and L300. The notified

server term nat@splde HOUNHOF 06LSS] BHEat el easeset Beannesnr ce having
been used. Nanmely, the contents of a 20 nenory address translation table

and a cache aneistdwpldtlatied. a Afdesiteonplets oarof stbeedel ense, thhe server
notifies the rel ease conpletion to the managenent server. |In response to
this, the mnagensyd cskrvedtiosiractsithehdnae af | onat sagvappaeat us d100
to 25 d300 to change the server address correspondence tables T30 to T32.
Next, it is checkediwmetherptddettermemtd tofcaltulseel sadhakbecating
apparatus are coincident. The charge cal culation equation is changed. In
this 1 6 JUL 200%ely,- P fexbapleumbére alinpe¥versal theahedtssyveis and t he
history of the allocated tinmes are stored. For the charge calculation, a
unit charge ofalokecalerderinps a@ﬁn¥h%i%%l?sc%ﬁéﬁ%t@Fﬁiﬂ%gtﬁﬁléaﬂculate a
cha-rge. 5 Nanely, the total_ nupber of servers, the hj y of allocated
ti mes and tkmaRﬁﬂ?tQﬁﬁuEﬁa%ﬁ%FWig%?pﬁ?%dCh?Bﬁ%th%?ePoiigggulate t he charge

(Step 1305). In this example, since the allocation history

is recorded distinguishably between the Web server

10 group, AP server group and DB server group, the unit
charge may be changed for each group to calculate the
charge from a product of the number of allocated
servers for each group, the history of the allocated
times and each unit charge. In this example, although

15 not shown, if the effective performance is different
among servers, it is apparent to calculate the charge
from a product of the number of servers, the effective
performance, the history of the allocated times, and
the unit charge. Also, in this example, the number of

20 request packets passing through the gateway DO and the
number of response packets are recorded. If the
gateway passing throughput of request packets is
relatively stable, the gateway passing throughput of
response packets may be used as a criterion for

25 estimating the data center process performance. In
this case, the gateway passing throughput of response
packets may be received from the gateway via the signal

line LO to calculate the charge through comparison with



In this exanple, since the allocation history is recorded distinQU| €§HL¥
bet ween the Web server 10 group, AP server group and DB server group, 00
unit charge may be changed for each group to calculate the charge froma
product of the nunmber of allocated servers for each group, the history of
the allocated tines and each unit chargs -In this exanple, although 15 not
shown, if the effective performance is different anong servers, it is
apparent to cahcotadetéheinhdrgentfaohed pteddetdofhtrheghpmtier déPorservers,
the effective performance, the history of the allocated tines, and the
unit charge. Axanple,thhe émﬁpﬁerlngewmﬁbeth@fszandéqde§br|@s;@|b@p§
passing through the gateway DO and the nunber of response packets are
recorded. |f the sgbiehbydpassihg chroaghpby of SPequésedpabRECS is

relatively stable, the gateway passing throughput of respanse pgfkets may
be used as a c@?%%?%%ﬁl$%r QgeégﬁrnﬁPFnEhFhélﬂﬁtBOEeﬁ?EPSSFSSe§

f I t hi t
backet o, nay® be® FERSRTRACRT BHEFREE 852’%933?3' PRy BrgRdpCepeied g
calculate the charge thro UL .2
predgternined %% g%%¥%%'§?§¥ oung ? CEgr&eeggr Qﬂé Fﬁé%FF%Q during

e AR bR ILO L ch§ @thgggsg HaxcﬁfggEQrg%@mb xR a3Reel | ed

charge cal cul ation éfe f or e t not satisfied the stan

throughput, a pepal VSPQnagpareﬁisqgﬁﬁee1xtﬂﬁlghahggge$x satt ich@ a unit
charge for the stan%%?gP
input throughput of request packets fluctuates greatly,
10 the charge may be calculated from (response packet
throughput/request packet throughput).

Returning back to Fig. 8, it 1is checked
whether it is necessary to increase the number of
servers (Step 1306). Checking how many servers are

15 increased may be performed, for example, by a
proportional calculation similar to reducing the number
of servers. If it is necessary to increase the number
of servers, by referring to the server allocation
management table T22 12 for each of the Web server, AP

20 server and DB server groups, it is checked whether
there is an idle server (Step 1307). 1If there is no
idle server, this effect is notified to the system
administrator (Step 1308). If there is an idle server,
a server to be alloﬁated is selected (Step 1309) and

25 the load allocating apparatus dl100 to d300 are
instructed to change the contents of the server address

correspondence tables T30 to T32. After it is

confirmed that the contents of zll the load allocating




t hroughput, the charge nmay be cal cul ated from (neasured

t hr oughput/ standard t hroughput x unit charge). If the input throdb&ﬂutlﬁm
request packets fluctuates greatly, 10 the charge may be cal cul ated from
(response packet throughput/request packet throughput). Returning back to
Fig. 8 it is checked whether it is necegssary to increase the nunber of
servers (Step 1305). Checking how nany servers are 15 increased nay be
performed, foraprparptes byeachpnapdr thanalreCabdulcatdedn ,sitid ahar@e educi ng
the nunber of servers. If it is necessary to increase the nunber of
servers, by retelcihgttiont kguséiver ial khaatiedn (rarRpga®ant .t able T22 12 for
each of the Wb server, AP 20 server and DB server groups, it is checked
whet her there is an idl &nsereepleSbdp th80Pyroceutrieeby ithen@ontdled server,
this effect is notified to the system adm nistrator (Step 1308). If there
is an idle serpepgram BdfPvel tbebmankpenansdsisvesl €6t bds( Beep 1309) and 25
the |l oad allocating apparatus d100 to d300 are instructed to change the
contents of °t hde§efvBrdaghPEss €&&ri6spBRAERBE thBLtedhe3vhodeTsds thter it
is confirmed that the contents of all the load allocating 1 6 JUL 2004 - 2
4 - apparat us BFe°8HYRGedSaR8taPECEEFAEEdENF e AEEnLPgRe CXECHLAS &Y

tion is changed (step 1310). A le of _th dure.by th t
orogr am P20 of CtRe FREGEnERP PV E7 S00 RaE BEBNS Helerrbed ‘Borde |1 i &

apparent that &gflggekﬁgOEhEhgperation information may not be

performed by the control program P20 but the operation

' 10 information may be received from another program. The
contents of the processes at Step 1305 and Step 1310
which the control program P20 executes essentially may
be replaced by Step 1405A (B} and Step 1410A(B) shown in
Figs. 9(A) and 9(B} in order not to change the charge

15 information. Further, if each server has a function of
not receiving a new user request after the process stop
instruction, as shown in Fig. 89(A) Step 1305 and Step
1310 may be replaced by Step 1405A and Step 1410A in
order to instruct to change the server address

20 correspondence tables T30 to T332 without waiting for
completion of the process stop.

In the above description, the volume access
privilege table T33 of the storage resources is not
changed. Even if the server allocation is changed, it

25 1is possible to prevent the volume without an access
privilege from being accessed, because each program
accesses the storage by adding the user ID.

Next, a second embodiment of the invention




procedure is not necessarily required to be executed by the control
program P20. For exanple, nonitoring and collecting the operation § JUL 2004
information may not be performed by the control program P20 but the
operation 10 informati on may be received from another program The

contents of the processes at Step 1305 agmrd _Step 1310 which the control
program P20 executes essentially may be replaced by Step 1405A(B) and Step

1410A(B) shownwim ¥é08es8t AbeandnO¢BlchntRedaktBOkeh®eghagge the charge 15
information. Further, if each server has a function of not receiving a new
user request aféefidbeefrogessisyonighbgtnuttiphexad sheoWBelrRekisgwi%®hA)
Step 1305 and Step 1310 nmay be replaced by Step 1405A and Step 1410A in
order to instractitobughangepthersfuonetiaddPRME.20 correspondence tables T30
to T32 without waiting for conpletion of the process stop. In the above
description, the vol une dteessnnpctidhedeagabineF83tbe thtastenige
resources is not changed. Even if the server allocation is changed, it 25

i s possibl et eyeprst he Ybeupame ahotbabnshedessn Pibvi fege from being
accessed, because each program accesses the storage by adding the user ID.
Next, a second embodi nenfPefdeha Fﬁ@%ﬁ%i%h°%n61§UE12®OXO-h25 el Webe
described in which the data_center is confiﬁured b% using g hly
mul ti pl exed SNEELEFVerQRRith SerVeFtaRf eBRptBereFUREt FBAPPRREINITRe

connecton di agram for the dala GeNLEL, prur. he internsl

structures of the AP server 1501 and DB server 1502 are
10 the same as that of the Web server 1500, and so the
description thereof is omitted.
The user condition input dialog of the second
embodiment is the same as that shown in Fig. 22.
Namely, in this contract, only a user request packet
15 having the source IP address of A0 or Al is considered
as the packet of the user company A. The IP addresses
used by the user company A is al00 for the Web server,
a200 for the AP server, and a300 for the DB server.
) Fig. 24 is an example of a service level
20 contract condition input dialeg. In this example, the
contract with the A company indicates that the CPU
allocation rate by the PRMF function of each of the Web
server, AP server and DB server is controlled to be
50 % or higher.
25 Reverting to Fig 10, the Web server 1500 is
constituted of a control unit 1503, an LPAR control
register group 1504, CPU's 1505 and 1506, a memory 1507

and network adapters al00, bl100 and yl100. LPAR is the




5 and users is the sane as that shown in Fig. 1. The data center shown in
Fig. 10 has one Wb server, one AP server and one DB server each favyypgom
virtual conputer function PRMF. The internal structures of the AP server
1501 and DB server 1502 are 10 the sane as that of the Wb server 1500, and
so the description thereof is omtted. Jihe user condition input dialog of
the second enbodinent is the sane as that shown in Fig. 22. Nanely, in

this contract, aBBr¥vaattseh bequestcpackartli%ikavinedike lsewsemrdd? address
of AOor Al is considered as the packet of the user conpany A. The IP

addresses usefgabyithenyser Thenp@RAR Aons rallODekdrs tielre gélnpsadoer, a200 for
the AP server, and a300 for the DB server. Fig. 24 is an exanple of a
service | evel 2@otent iadbraandiohi on inpet hdidalodg a 1llecaltiis gexamuive,cetshe
contract with the A conpany indicates that the CPU allocation rate by the
PRVF function bd each 05.the Wb server, AP server and DB server is
controlled to be 50 % or higher. 25 Reverting to Fig 10, the Wb server
1500 is cobstituted of &igendRokhawist ans5examgd el PARIEEREPGAT1Oegi st er
group 1504, CPU s 1505 and 1506, a nenory 1507 and network adapters al OO
b100 and yl OO StopaR 8 the LPARjOPRIEEA redd StaRbogeiE: itoof HFogi cal
PARtition (logical resource, p rt'tion% he LPAR _contrql register_ .group
1504 stores iﬁPBVﬁﬁFFSHaintﬁcgﬁPhBHYo R&E\%@&t?ﬁ&°F@?§&F@b Aner than
the user identifier UID field. LPAR# is an identifier
uniquely assigned to each resource to be allocated to
10 each 05. The network adapter is provided for each
LPAR. A network adapter address is set to be identical
to the IP address assigned to each user contracted by
using the user condition input dialog. Therefore, a
user request packet entering a network adapter is
15 passed to a program running on 0S of the corresponding
LPAR. A memory allocation field stores information on
which area of the memory 1507 is used by each LPAR. A
CPU allocation % field stores information on at what
) ratio an 0S belonging to each LPAR and a program on 0S5
20 are operated on CPU's. The control unit 1503 refers to
thisrinformation to control the operation ratio of
LPAR's.
In this embodiment, the user identifier UID
field is added which is made in one-to-one
25 correspondence with LPAR. Under the PRMF control,
different LPAR's cannot share resources so that

securities between users can be guaranteed.

Similar to the first embodiment, consider now




to each OS. 5 Fig. 11 shows an exanple of information stored in the LPAR
control register group 1504. A conventional technol ogy PRVF has 1§ JUL 2004
i nformati on other than the user identifier UDfield. LPAR# is an
identifier wuniquely assigned to each resource to be allocated to 10 each
CS. The network adapter is provided far gach LPAR A network adapter
address is set to be identical to the |IP address assigned to each user
contracted by twstng tberusefueendiki pAskBAUfrdnakbe. cThenhef ane, ta user
request packet entering a network adapter is 15 passed to a program runni ng
on OS of the coheewpbndengerLRPARD, AAReBREYedl A0, | DB BkeelhedrstadOds AP

I nformati on on which area of the nenory 1507 is used by each LPAR A CPU
al l ocati on % fsetdest 8288, i Webr rativen eh08t whdt bacat ito ani@8tbellongi ng to
each LPAR and a programon OS 20 are operated on CPU s. The control unit
1503 refers toThehtsientoefngenaratesont rarkelielgpér ahioon Aat Fdgof LPAR s.
In this enbodi nent, the user identifier UD field is added which is nade
in one-to-ohe PB{Borrethendakrerayi PA OPARrabRrder PREXPRMVEZEINtIESIT,

di fferent LPAR s cannot share resources so that securities between users
can be guar ant+edB) 5 nPPdr the FRECYRYSPOcHABBEFAERE, 2cBASKEEr 148w 1 6 JUL

O 2 oo e BTt (SRt bl PR ab TR SRR, (O e Ve
The packet 1202 is passed via the signal line
L0 to the network adapter alO0 having the address al(0
10 and to the application program on LPAR#0, i.e., an
application program of the user A. This program
generates a packet 1204 (Fig. 12(E)} having a
destination address a200. Thereafter, in a similar
manner, the packet is passed to an application program
15 of the A company on the AP server 1501 and to the
application program of the A company on the DB server
1502. (Although not shown, the AP server 1501 has
network adapters a200, b200 and y 200 corresponding to
| LPZR#0, #1 and #2. The LPAR#0 and #1 correspond to the
20 wuser identifiers #0 and #1. This is also applied to
the DB server 1502.) Similarly, the response from the
DB server 1502 to the AP server 1501, Web server 1500
and to client a0 is performed by application programs
on LPAR's assigned to the A company. Although the
25 detailed description is ﬁot given, the above operations
sequentially generate packets 1206 (Fig. 12(G})) to 1214
(Fig. 12(0)).

Fig. 13 is a diagram showing the structure of




server a200, Web server al OO and back to client a6. The client aO
generates a packet 1200 shown in Fig. 5 12(A). The gateway AO generppeg| an;
packet 1201 (Fig. 12(B)), and the gateway DO generates a packet 1202

(Fig. 12(C)), simlar to the first enbodi nent. The packet 1202 is passed
via the signal line LOto the network agapter al OO having the address al OO
10 and to the application programon LPAR#O i.e., an application program

of the user A:tHdisapseerent gereeates.a packetp2a94ntki g. LEARE)) having a
destinati on address a200. Thereafter, in a simlar rmanner, the packet is
passed to an applecation paogganeid oiblbe AndompanyephethatAPasasver 1501
and to the application programof the A conpany on the DB server 1502.
(Al t hough not Ehowabhlé he BP0 seepresdhbd hasermieteaol kvallapbatsaa200, b200
and y 200 corresponding to LPAR#O, #1 and #2. The LPAR#0 and #1 correspond
to the 20 userconfeent ftapbe #loandadhl. uTars | Enatkbsapphiedcto at REUDB
server 1502.) Simlarly, the response fromthe DB server 1502 to the AP
server 1501° \ibleexiien 1590 @hd>? o cPrenigheri sspersbdgned B¢ &pphi cation

prograns on LPAR s assigned to the A conpany._ Al though the_25 detailed
description isFet @f vehl ehetBeolel opefuef ond? SeftiehAt RRA| PBy&REVEEe

packets 1200 (1 %nd Q) 2 21400, LN (FL8 13 13 ppfl20ram o
represents a Ef%f%cation rate of 20 % at a minimum is assigned for

the user having the user identifier #1, an access

10 response throughput from the data center is maintained
30 transactions per second, and if there is a
possibility that this throughput is not satisfied, the
CPU allocation rate is increased. The control program
P20 refers to the monitoring results and service level

15 contract content table T50 acquired from the signal
lines L1100, L2200, L300 and L0 to check whether the
current resource allocation satisfies the service level
contract, and stores the check results in the service
history storage table T51. For example, the actual CPU

20 use rate history of LPAR of the user identifier #0 is
recorded. If the access response throughput of the
user identifier #1 is lower than 30 transactions per
second, the set CPU allocation rate is increased. To
this end, the management server C0O stores a CPU

25 allocation management table T52 which stores
information on what CPU allocation rate is set to which
user. This table 52 stores the same contents as those

in the CPU allccation rate field of the LPAR control




al | ocati on managenent table, and T19 represents a user |[ID table. TEO
represents a service |evel contract content table for each user. 1 b JURi284
contract, a CPU 5 allocation rate of 50 % or higher is assigned to each
LPAR of all of the Wb server, AP server and DB server of the user having
the user identifier #0. A CPU allocatier rate of 20 %at a mninumis
assigned for the user having the user identifier #1, an access 10 response
t hroughput fraredhetent aroeptef éschabnt eh8eleb38etvansasbi gagvper aggcond,
and if there is a possibility that this throughput is not satisfied, the
CPU al | ocati orPB aterver i ncTeasesnadéeesbndf othprogaage PROormbeensnt o the
nmonitoring results and service |level 15 contract content table T50 acquired
fromthe signafieldnef tHO0setPDOe hBHOomndstéxr&ge chaebkewndlhés t he

current resource allocation satisfies the service |evel contract, and
stores the ché¥rwgued sinntheenerrer ceinhlar oty ther&gestable T51. For
exanpl e, the actual CPU 20 use rate history of LPAR of the user identifier
#0 is recot dsHWPI9iNeRE access response throughput of the user identifier

#1 is lower than 30 traqﬁggtions er second, the set CPU allocation rate
is increased. To this ef RHeCHAMSGeMbNtReerORTED REOFEAMAFERULSS

| | ocati 152 which i nf [ wh CPU
211 ocat on rant S ABY (ot farare TREPIIR € TEC50R: Sae o bam

contents as thasgelddde Ry abhosat 1o ae dlelfiglathehPAR control 16

reference to Fig. 21.

10 The management server CO first acquires the
information entered in the user condition input dialog
shown in Fig. 22 to generate the user ID table T19
(Step 2001). Next, this information is set to the
gateway DO via the signal line LO (Step 2002).

15 The management server CO0 acguires the
information entered in the service level condition
input dialog shown in Fig. 24 to generate the service
level contract content table T50 and the network
adapter field in the LPAR allocation management table

20 T40 (Step 2003).

Next, the service level contract content
table T50 is referred to to confirm that a CPU
allocation rate of 50 % at a minimum is assigned to
the user identifier #0 and that a CPU allocation rate

25 of 20 % is assigned to the user identifier #1.
Thereafter, the CPU allocation fields of the CPU
allocation management table T52 and LPAR allocation

management table T40 are generated (Step 2004). The




regi ster group of each of the Wb server, AP server and DB server. The
management of the charge information field of the service history Gy zge
table T51 is perfornmed in the manner simlar to the first 5 enbodi nent.
The procedure of the control program P20 to initially allocate resources
in order to execute the above-descrihedzgontrol will be described with
reference to Fig. 21. 10 The managenent server CO first acquires the

i nformation entengdnit’ e thse FeeNdiltiods tirpltmadiAlOgntShawld Meigre 22 to
generate the user ID table T19 (Step 2001). Next, this information is set
to the gatewageROtw ahteh@ PRirgra@intrale re@i(sSteap HHIR) .o £l T hHhes atanamge nent
server CO acquires the information entered in the service |evel condition
i nput di al og shéwd,i A5Bilg.an2d 5@ 2genier dathe tsheyredr Vilgees |IeMH), doil @ aatd
content table T50 and the network adapter field in the LPAR all ocation
managenent tabL80020ST4p ES0Sp 2003k shemtice e oy cdrasd tognke act
content table T50 is referred to to confirmthat a CPU allocatjon rate of
50 % at a nPni Fdh i dSsngmederetechd usECorgamad ivart - lh PR atCa CPU
allocation rate 25 _of 20 %is assigned tqQ the user identifier #1.

Thereafter, théc¥PY &PPEEaGTtoRFoRtends tePltehd CPU SR oditd)on managenent

tzggldj _ T-5|-ﬁ eagg EEfRZSBLOC%tiIt%n thrgi%% %réerc])tpetr% li%n-lgl,o t%{ee &ennaeéeargeergc (Step

server CO prepares information necessary for the
resource allocation control and sets the information to
10 the gateway DO and the servers 1500, 1501 and 1502, so
that the system can start its operation under the
conditions of proper resource allocation.
Next, the procedure of the control program
P20 to change a resource allocation when the load
15 increases will be described with reference to Fig. 14.
Operation information monitoring (Step 1601),
operation information collection (Step 1602) and
comparison with a service level contract (Step 1603)
j are similar to respective Steps 1301, 1302 and 1303 of
20 the first embodiment shown in Fig. 8. It is thereafter
checked whether the CPU allocation rate can be reduced
(Step 1604). If possible, the management server
instructs to change the contents of the LPAR control
resister group of the corresponding server. A method
25 of checking whether the CPU allocation rate can be
reduced is similar to the first embodiment. After the
contents are changed, a charge calculation equation is

changed (Step 1605). In this example, histories of the




- 30 contents of the LPAR allocation nmanagenent table T4 are set to the
LPAR control register group of the servers 1500, 1501 and 1502 yiqgﬁgﬁ”
signal lines L100, L200 and L300 (Step 2005). The service histo § age
table 5 T21 is then generated in accordance with the service |evel
contract content table T23 (Step 2006)~ W th the above operations, the
managenent server CO prepares infornmation necessary for the resource

al | ocati on conCPUl uaadraetsahbeailnboatati 8Ankoa1@ thecgakevmay ADQrd the
servers 1500, 1501 and 1502, so that the systemcan start its operation
under the condhérgaspetr pnopetimesdur pecdkltecatned. rNextachhe mpreeedure of
the control program P20 to change a resource allocation when the |oad 15

i ncreases wil IWge gesverbedPwsehveef endnbB serfFeg. td4chaaper at iteal
information nonitoring (Step 1601), operation information collection (Step
1602) and conPphr¥Bbdh Ghergassepyterliedebyc6RUruce ¢s8tep.1603) are
simlar to respective_Steps 1301, 1302 and 1303 of 20 the first enbodi nent
shown i Fig. .V}?U?éythghéaPPéF chpsgreBahbeheett defEPYeatlycaLi on rate
can be reduced St e 1604%. | f possible, the nanagenent server instructs
to change the ©% ﬂfstB? R ?&%@Eon@?o?erV§§i§P rDBr 66pV6E t RE the

correspondingli§r¥er. @ net hod, 25 o% chec ing whet her the CPU al |l ocati on
rate can be redtced FE95iNEYaPSt 3R FFTsHPRRbORI FEAECTAFEer t he

1605y T thi & oxionraiof BEOE g GYkppLen cauation 1s ehanged (Step
Next, it is checked whether it is necessary
10 to increase the CPU allocation rate (Step 1606). If it
is necessary, it is checked whether the total of the
CPU allocation rates set to the corresponding serve
exceeds 100 % (Step 1607). If exceeds, this effect is
notified to the system administrator (Step 1608). 1If
15 not exceed, the management server instructs to change
the contents of the LPAR control register group of the
corresponding server, and after this change, the charge
information is changed {(Step 1609).
Lastly, a third embodiment will be described
20 in which many and unidentified general consumers access
home pages provided by A and B companies.

A connection diagram between a data center
and users is the same as that shown in Fig. 1. General
users are clients c¢0 and cl.

25 Fig. 15 shows the structure of a data center.
Similar to the first embodiment, a load allocating
apparatus dl100 can distribute loads to a plurality of

servers. For the purposes of description simplicity,




1 6 JU 2001 - 31 CPU use rate and allocated tine are recorded. A unit
charge per unit tine is predeterm ned for each of the Wb server, Aﬁﬁ 2004
server and DB server to charge a total of unit charges nultiplied b éﬂb
use rates. 5 Qobviously, the unit charge nay be set differently to each of
the Web server, AP server and DB server ,;or_ the unit charge nmay be set
based upon an effective performance of each server. Next, it is checked

whet her it is GeTesBabYsePeto LPErgase.t hg1EPUnal t«%a&b%e&ét %h(a§feera
1606). If it is necessary, it is checked whether the total of the

al | ocation ratesoseget 94t hieacar segpondingesenye. exgeedso1A@e%s(St ep 1607)
I f exceeds, this effect is notified to the systemadm nistrator (Step
1608). If 15 metoexsefiles hBOmandgEbpnthsetyge FOSktuetfgt an€bange ichhe
contents of the LPAR control register group of the corresponding server,
and after thisiehbndéngthenehpage infidonatioonoisthhangedmbShepahd09) .
Lastly, a third enbodi nent will be described 20 in which many and

uni denti fi e dereril leohbunkesing cestornahiopayeslpdbugdedmbypAgand B
conpani es. A connection diagram between a data center and users is the
same as that sHoWPrT#tIPY. ol thn@repmpasyrs ke ePTenpage0 and cl. 25 Fig.
15 shows the structure of a data center. Simlar to the first enbodi nent,

a load al |l ocatd r@ﬁﬁ%ﬁ%1%§sdﬂo@x%%nsﬁ¥%?FP5ﬁt%°IBB@E £8CR plurality of

information can be sequentially accessed from a root
-page. It is assumed that the address for accessing the
10 home page of the A company is al00 and that for the B
company is bl00.

Fig. 25 shows an example of an input dialog
to be used for a contract between the A company and the
data center to determine the condition of general users

15 accessing the home page. In this example, the contents
of this contract are as follows. As the access
destination IP address of an access reguest packet
input to the gateway DO, al00 is used in order to
identify that the access to the home page of the A

20 company is an access request from a user group
belonging to the A company. In addition, the A company
uses al00 as the IP address for creating a home page.

The client c0 generates a packet 1700 shown
in Fig. 16(A) in order to access the home page of the A

25 company. The gateway 1700 has a user ID table T60
shown in Fig. 17. Since the destination address of the
packet 1700 is al00, the gateway can know that the

packet is to be accessed to the home page of the user




servers. For the purposes of description sinplicity, 16 JUL 2004 - 32

only Web servers are used. Al the Wb servers share a storage B8 i a0t
signal line L120. The storage S4 stores files FO and F1, the file FO
storing information including hone page information of the A conpany and 5
the file F1 storing information including hone page information of the B
conpany. The hone page information has a tree structure so that each

i nformation candbetséquentdal hydageassadekr ampackedt 19ag€ shldvn § @ssumed
that the address for accessing the 10 hone page of the A conpany is al00
and that for tHRegB lémﬁmanyThSrbbffbrEigheZSOahowal@&a@&ﬁ@pbﬁﬁ%&a%%sinpUt
dialog to be used for a contract between the A conpany and the data
center to dete@hPfesehdscbhilst konest geneerak useesthbraacw@esi Berifee hone
page. In this exanple, the contents of this contract are as follows. As
the access dediPnariahllP &udibés ekamplaccebs Esequest apacket input to
the gateway DO, alOOis used in order to identify that the access to the
home page of tHelacvedeonparyckstah’Bdcesstheyaderef ponraatsdr (Frigup

bel onging to t£§ A congan . In addition, the A conpany uses al0O as the IP
address for credtPhy a>hBht2page. tHRelepdentl lecrhbnar aPparatpackdn01700

showmn in Fig. 16(A) .in order. to access the hope _page of the A 25 conpany.
The gat eway 1?6%3%%%5agﬁge?a?E?FaB?eaTgﬁcPet 1712 (glG- 16(M)) as a

response packet which is changed to a packet 1714 (Figqg.
16(C)) by the gateway DO and returned to the client c0.

10 The internal structure of the management
server CO is shown in Fig. 18. The structure is the
same as that shown in Fig. 4, excepting that a root
file management table T70 is added. This table T70
stores the file name of a root page of the home page

15 for each user identifier.

The procedure of the control program P20 to
be executed when the load increases is illustrated in
Fig. 19. This procedure is the same as that shown in
Fig. 8, excepting that Step 1310 shown in Fig. 8 is

20 replaced by Step 1800. Only Step 1800 different from
that shown in Fig. 8 will be described. After a server
is selected at Step 1309, the root file management
table T70 is referred to at Step 1800 to instruct the
selected server to register the root file name

25 corresponding to the user.identifier. Thereafter,
similar to Step 1310 shown in Fig. 8, the load
allocating apparatus dl00 is instructed to change the

server address correspondence table T30. After the




shown in Fig. 17. Since the destination address of the packet 1700 is

al OO, the gateway can know that the packet is to be accessed td & Wbl H8khe
page of the user 1 6 JUL 2004 - 33 identifier #0, and generates a packet
1702 shown in Fig. 16(C). Thereafter, the | oad allocating apparatus dl QO
sends this access request to either a server alOor all. In this

exanpl e, the server alOis 5 selected. packet 1703 is therefore generated
(Fig. 10 16(D)cofbhetachyort heikoadaabkocahiengnappar changes the
packet to a packet 1712 (Fig. 16(M) gs a resp%ngg gggééﬁ%%%Fc q%s changed
to a packet 17dMaffed. A6(8))ybyelbetgat ewayePOnand;inetynneqd o the client
c0. The internal structure of the managenent server COis shown in Fig.

18. The structsteniardheocosaflasnbiat ariovhahgeFi gredisexeept ith@g t hat a
root file managenent table T70 is added. This table T70 stores the file
name of a rootrpagefbiethamfotre phgeebgSehebleath aseeskdenti Bioerecthe
procedure of the control program P20 to be executed when the | oad
increases i3 i1PUStPAFRd in Fig. 19. This procedure is the sane as that
shown in Fig. 8, excepting that Step 1310 shown in Fig. 8 is 20 repl aced
by Step 1800. Only Step 1800 different from that shown in Fig. 8 will be
described. After a server is selected at Step 1309, the root file
managenent table T70 is referred to at Step 1800 to instruct the




sel ected server to register the root file name 25 corresponding to the user
jdentifier. Thereafter, simlar to Step 1310 shown in Fig. 8, thé g HHd00
al l ocating apparatus dlOOis instructed to change the server address
correspondence table T30. After the 1 5 JUL 2004 - 34 conpletion of this
change, the charge information is changed. A newly sel ected server has
initially a standard root file name and changes (registers) the root file
name to thereby enable to access thejygorrect 5 home page. 16 JUL 2004 - 35
CLAIMS: |. A computer resource allocating nethod for a conputer system
having a plurality of conputers interconnecting via a network and
proceSS|gg requests froma plurality of users conprising steps of. setting,
for a uséelAdMSipper limt nunber and a lower limt nunber of conputers
bei ng aIIocated to the user and a threshold value of |oad condition of
conputers being allocated to the user; starting processing of requests from
the users with conputer initially allocated to the user and nonitoring

| oad condjtion of the allocated conputers to q)fg%]g)are with the threshold
val ue; iflthe resul f* CORYFHESOLHS 3 pla%gggeﬂp IihePTBBWSTit ers currently

cur ront Ly 3RS AR pRERLS B R B ol PorReERER AR o BESroRR " Tinber
new y al |gmeatisisk fitiebts TR MaFhIRP BPUEES Tohtrisies seps of:i f the result of
conparison indicates that the conputers
setting, for a user, an upper limit number and a lower limit
number of computers being allocated to the user and a threshold value of
load condition of computers being allocated to the user;
starting processing of requests from the users with computer
initially allocated to the user and monitoring load condition of the allocated
computers to compare with the threshold value;
if the result of comparison indicates that the computers
currently allocated to the user are overload and the number of the
computers currently allocated to the user is smaller than the upper limit
number, newly allocating one if reserved computers to the user;
if the result of comparison indicates that the computers
currently allocated to the user are far from overload and the number of the
computers currently allocated to the user is larger than the lower limit

number, deleting a computer from a cluster of computers allocated to the

user to reserve the computer for any of the plurality of users.




currently allocated to the user are far fromoverload and the nunber of the
conputers currently allocated to the user is larger than the |ower %UpLsz
nunber, deleting a conputer froma cluster of conputers aIIocated1t

user to reserve the conputer for any of the plurality of users. 1 6 JUL
2004 - 36 2. A charging nethod for a cogputer system having a plurality
of conputers and conputer resources allocating neans interconnected by a
network, the conputer system processing a request packet fromeach of a
plurality of users, and the nmethod for charging each user, conprising the
steps of: conparing a service |evel preset to each user mﬁth an operation
state of conputer resources; recording the nunbers of allocated conputers
and allocated tines for each user identifier; and calculating a charge in
accordance with products of the nunbers of allocated conputers and
allocated tines. 3. A charging nethod for a conputer system having a
plurality of conputers classified into conputer groups each having a
different funct?Zen and a® pharaihgymethednfarer remputesssystemati ng neans,
respectively |nterconnected by a network, the conputer system processing a
request packet ﬁﬁéﬁgeacﬁlgﬁaéltﬁlGﬁaFPmyuﬁﬁrﬁséﬂé CaRBULRE FESRYd CEer
chargi ng each wuser, conprising the steps of: conparing a_service |eve
preset to each3lideFatiPOhmgangperaer 6ANEESEEd0PYcBNBELEP  Kesbhfces and

computer system processing a request packet from each
of a plurality of users, and the method for charging
each user, comprising the steps of:

comparing a service level preset to each user
with an operation state of computer rescurces;

recording the numbers of allccated computers
and allocated times for each user identifier; and

calculating a charge in accordance with
products of the numbers of allocated computers and
allocated times.

3. A charging method for a computer system
having a plurality of computers classified into
computer groups each having a different function and a
plurality of computer resources allocating means,
respectively interconnected by a network, the computer
system processing a request packet from each of a
plurality of users, and the method for charging each
user, comprising the steps of:

comparing a service level preset to each user
with an operation state of computer resources and

changing if necessary a computer allocation to each




changing if necessary a conputer allocation to each 1 6 JUL 2004 - 3 7
user in accordance with the conparison; recording the nunbers of hb1 Bt 2
conputers and allocated tines for each conmputer group and for each user
identifier; and calculating a charge in accordance with products of the
nunbers of allocated conputers and allopgated tines for each conputer
group. 4. A charging nethod for a conputer system having a plurality of

conputers clasgified i BEe,-6QNBEL G5 tOr @URS cBaphrhavhng a different
performance and a plurality of conputer resources allocating neans,

respectively interconnectedobyidgnehworkmbele 6EMRULBEateYS emputeeassi ng a
request packet from each of a p?urality of users, and the nethod for

chargi ng each zngeglleeapedsingeth@ost epshotorpanpar gegup sedvifoe | eve
preset to each user wth an operation state of conputer resources and
changi ng if neeesranyea ddeputiédeal; |l eandti on to each wuser in accordance
with the conparison; recording the nunbers of allocated conputers and

al located times for eachcedoplatingr euphangef dn aggeldasee wWdéhtifier; and
calculating a charge in accordance with products of the nunbers_ of

al | ocat ed conppredscandofathecatalerisnes Bddocatkhdc6RPELELTS 88 5. A

charging nethod for a conputer system
allocated times for each computer group.

4. A charging method for a computer system
having a plurality of computers classified into
computer groups each having a different performance and
a plurality of computer resources allocating means,
respectively interconnected by a network, the computer
system processing a request packet from each of a
plurality of users, and the method for charging each
user, comprising the steps of:

comparing a service level preset to each user
with an operation state of computer fesources and
changing if necessary a computer allocatiocn to each
user in accordance with the comparison;

recording the numbers of allocated computers
and allocated times for each computer group and for
each user identifier; and

calculating a charge in accerdance with
products of the numbers of allocated computers and
allocated times for each computer group.

5. A charging method for a computer system
having a plurality of computers and computer resources

allocating means interconnected by a network, the




having a plurality o
I nterconnected by a
processing a request
met hod for charging
service | evel preset
resources and chang

f conputers and conputer resources allocating neans
network, the 1 6 JUL 2004 - 38 conputer SyStemﬁfyLFM£
packet fromeach of a plurality of users, and the
each user, conprising the steps of: conparing a
to each user mﬁ[h3§n_operation state of conputer
ing if necessary a conputer allocation to each wuser in

accordance Wi thokher £ONPREE SANHr FBASHLLHT t PEqRUEber - Of o E eGUER! cRRKeEL S per

unit time input tot

response packets @e%
and calculating a c

he conmputer system from each user and the nunber of

1WAt ) NBf sSeddrsf ronut hge CASPRLET FSYSERAY §Ongach user;
arge froma neasurenent result. 6. A charging nethod

for a conput eresyisteser haydmgr DSEn@rtndr et epspof ers and conputer resource

al l ocati ng nmeans int
packet from each of
divisional operatio

erconnected via a network and processing a request
a plousmbatinofa usersiceatévebnpoéeet peof erachngsarti me
n of a plurality of operating systens each utilizing a

dedi cat ed resouride, an hepeompikrersisyst enf benpgteapabteuntededindi ng an

execution rate of th

e time divisional operation, and the nethod for

char gi ng each chargingobbrigtegsane steprpoter aut bpedttan| yockanhi ng a

conmput er allocation

to each user

user in accordance with the comparison;

measuring the number of request packets per

- unit time input to the computer system from each user

and the number of response packets per unit time sent

from the computer system to each user; and

result
6.

having

calculating a charge from a measurement
A charging method for a computer system

one or more computers and computer rescurce

allocating means interconnected via a network and

processing a regquest packet from each of a plurality of

users,

each computer performing a time divisional

operation of a plurality of operating systems each

utilizing a dedicated resource, the computer system

being capable of defining an execution rate cf the time

divisional operation, and the method for charging each

user, comprising the steps of:

automatically changing a computer allocation

to each user;

comparing a service level preset to each user

with an operation state of computer resources and

changing if necessary a time division allocation rate




conparing a service level preset to each user wth an operation sqqiﬁ 05
conputer resources and changing if necessary a tine division alloca wnﬂm
rate 1 6 JUL 2004 - 39 of a conputer tinme division operation of each
user; recording the tinme division allocation rate and allocated tine at
each user identifier; and calcul ating azgharge froma product of the
allocation tinme rate and allocated tinme. 7. A charging nethod for a

comput er systegy havppg ?eE'%Hﬁ%iHXV9E189”85%§E%i%ha%§iE%%% lal@; conputer
groups each having a dl? erent function and a plurality of conputer

resources allocating meapgcorti@8Beghicvehiel QEGLceBRCENQd RY i@annelawer k, the
conputer system processing a request packet fromeach of a plurality of

users, each cogpytgiipesteamtAgedati Bachdikiesi 9Aahtaperat;i @mdof a plurality
of operating systens each utilizing a dedicated resource, the conputer

system bei ng capabl e of deficniagiag exeddtrigenfroat @ ot cthett iofe tdievi si onal
operation, and the nmethod for charging each user conprising the steps of:
conparing a seaVYiceatével tpmesetttoaedchllusernted thman operation state of
conput er resources and changing if necessary a conputer allocation and a
time division allocati oA rheegdohgt hethne fdirviasiconpoperatsivdierof each user
in accordance with the conparison; recording the nunbers of allocated
computers andhavingateBloradd Lyt phecaipisess sleseafiied Aatés and

computer groups each having a different function and a
plurality of computer resources allocating means,
respectively interconnected by a network, the computer
system processing a request packet from each of a
plurality of users, each computer performing a time
divisional operation of a plurality of operating
systems each utilizing a dedicated resource, the
computer system being capable of defining an execution
rate of the time divisional operation, and the method
for charging each user comprising the steps of:

comparing a service level preset to each user
with an operation state of computer resources and
changing if necessary a computer allocation and a time
division allocation rate of the time division operation
of each user in accordance with the comparison;

recording the numbers of allocated computers
and allocated times, time division allocation rates and
allocated times for each-computer group and for each
user identifier; and

calculating a charge in accordance with

products of the numbers of allocated computers,




all ocated tines for each conputer group and for each user identifier; and
calculating a charge in accordance with products of the nunbers{d JUL 2004
al l ocated conputers, 1 6 JUL 2004 - 40 allocation rates and all ocated
times for each conputer group. B. A charging nethod for a conputer system
having a plurality of conputers classifiygd_into conputer groups each
having a different performance and a plurality of conputer resources

allocating meangsocLesBACLi(ely St 81900a06ked 1Ak A riGt Waich, cbliputaiput er

system processing a request packet from each a plurality of users, and
t he nmet hod for gggbging each user, conprising the steps of: conparing a
service | evel greset to each user wth an operation state of conputer

resources and ghanging if JRRGRSHA’ ek ho@NEYEERE @onptaleiroRyandna tine
division allocation rate of the tine division operation to each user in

accordance wi t Rathggcanpanirsanit yr eokdnpgtiche rumsenisiefd dntecat ed
conputers and allocated tines, tinme division allocation rates and

al | ocat ed ti nesofiputeachroamsuteachghawingnea dorf feacmt pearfaraemds iserd  and
calculating a charge in accordance with products of the nunbers of
al | ocat ed conpat pigralaltiyocdt icompudtegs rasevaicesc atld®aatidy feandach
conputer group.
respectively interconnected by a network, the computer
system processing a reguest packet from each of a
plurality of users, and the method for charging each
user, comprising the steps of:
comparing a service level preset to each user
with an operation state of computer resources and
changing if necessary a computer allocation and a time
division allocation rate of the time division operation
to each user in accordance with the comparison;
recording the numbers of allocated computers
and allocated times, time division allocation rates and
allocated times for each computer group and for each
user identifier; and
calculating a charge in accordance with
products of the numbers of allocated computers,

allocation rates and allocated times for each computer

group.






