-1 SYSTEM AND METHOD FOR REMOTELY CONFI GURI NG A DESKTOP MAI LBOX The present
i nvention relates generally to the field of nobile-network data

comuni cations, and nore specifically to a system and nethod for enabling
the user of a handheld nobile device to renotely configure desktop rmail box
settings. 5 BACKGROUND OF THE | NVENTI ON | nformati on can now be exchanged in
a variety of ways that were not possi bl e or at least practicable, only a
short tinme ago. Moreover, these news f ok ms of communication are beconi ng

available to a ma orm of the world' s 10 ﬁul atlon rather than only to a
relative handfulS N DSMEERHOR AP ReBE YN BIGVRNG! nodem

comuni cation is electronic maiADEﬁ(ﬂ"ﬂPMA&LM)X or email for short,
began with the transm ssion of short text nmessages back and forth between
different users connected to a |large nainfranme conputer. As corrput ers
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i ndi vi dual conputers were far snal than“the “mainfrane, the aggregate
conput i ng penebliag theabdey of ndmedsdd mohile dddce to @hadtelgreonfigore dedkiey | zed to
di stributed conputing systens. The network 20 allowed its various conponent
conput ers tdn%lﬂwxegeé‘@ﬂﬂfuti ng resources and nenory, and of course to
exchange email. Email applications (prograns) were developed that were
user - fr?endly so as to allow their use with very little training. Email

of a personal conput er (P9 TG ROERYOETHEINVERION |2 oed 10 send
‘and receive enai lInfleagsigasanMowl DO ekéleingd@sn a varicty of ways that were not
possible, or at least practicable, only a short time ago. Moreover, these news
forms of communication are becoming available to a majority of the world’s
10 population rather than only to a relative handful of scientists and engineers.
One popular form of modern communication is electronic mail.
Electronic mail, or email for short, began with the transmission of short text
messages back and forth between different users connected to a large
mainframe computer. As computers systems evolved, large mainframe
15 computers were replaced by smaller computers connected together to form a
network. Each user then had an actual computer rather than a display terminal.
Though most of these individual computers were far smaller than the
mainframe, the aggregate computing power actually increased with the
migration from centralized to distributed computing systems. The network
20 - allowed its various component computers to share computing resources and
memory, and of course to exchange email. Email applications (programs) were
developed that were “user-friendly’ so as to allow their use with very little
training. Email rapidly became a popular form of communication.
Figure 1 is an illustration of a personal computer (PC) 100 such as one
25 that may be used to send and receive email messages. PC 100 includes
computer 105 and monitor 110. In this illustration, computer 105 is a housing

for all of the internal working components (not shoWn) of PC 100, and provides




conputer 105 and nonitor 110. In this illustration, conputer 105 is a
housing for all of the internal working conponents (not shown) of PC 100,
and provides 2 a plurality of connection ports (also not shown) for hooking
up various peripheral devices. One peripheral device of inportance is
nonitor 110, which includes a display 115 that provides a visual user
interface. The nonitor 110 also houses fhe el ectronic conponents that are
necessary to produce a visual 5 inmage on display 115 frominformation

provi ded by conputer 105. The information is provided via cable 120, which
connect s t hea plusalityrad snenedionportrs@isonent shbwn) éxsimsikéng up earions di spl ay 115
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technol ogy, @RGcAS A ail AntCAhHAES 185 Keyboard 125 is connected to
computer 105 for this purpose by cable 135. As will be explained, PC 100 may
serve as a home node in connection with receiving email in a communication
15 network, desktop manager that may be remotely reconfigured in accordance
with an embodiment of the present invention, Initially, however, the general
process of sending and receiving an email will be set out to provide an
environmental context for the present invention.
As mentioned above, for a time email was limited to the office or
20 company environment. Distributed computing led to wider computer access,
but connections to others outside of the computer system were generally
limited. This changed with the introduction of widespread Internet access. The
Internet is a worldwide network of many computer networks that communicate
with each other using a common communications protocol. The Internet was
25  originally developed as a military technology, and as a way for colleges and
research institutions to share information and computing resources.
Eventually, however, use of the Internet by the general public was permitted.
Internet service providers (ISPs) eventually installed servers connected to the

Internet through which ordinary consumers could access Internet-available




research institutions to share information and conputing resources.
Eventual |y, however, use of the Internet by the general public was
permtted. Internet service providers (ISPs) eventually installed servers
connected to the Internet through which ordinary consumers could access

I nternet-avail able 3 resources. The devel opnent of the Wirld Wde Wb nade
many of these resources easy to access,3especially using new y-devel oped
Web- Browser applications. Email users were no longer |[imted to sending
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simply chooses the “new mail” option, often by “clicking” on an appropriate

graphic user interface (GUI). The user is them presented with a template

15 including fields for entering the intended recipient’s address, a brief subject,
and the message itsclf. The address is required, of course, but may be filled in
with reference to an address book. The address book is a listing of names and
email addresses and possible other information such as telephone and fax
numbers. The address book may also include additional information such as

20 the capability of the user’s email device or a preferred or mandatory format for
received emails (which may or may not be visible to the address book owner).
This latter information is useful because while emails may be simple text files,
they may also include static or even animated graphics. Of course, such emails
need not be sent to a user who lacks a device on which they can be displayed.

25 Where the address of the recipient is not known, it may be found in a
directory accessible to the sender through the same network as is used for
sending the email itself. In many cases companies and other organizations may
a list of their employees or members available publicly or selectively on Web

site. An email address listed on a Web page may itself be a GUI that when




need not be sent to a user who | acks a device on which they can be

di spl ayed. 25 Were the address of the recipient is not known, it may be
found in a directory accessible to the sender through the sane network as
is used for sending the email itself. In many cases conpani es and ot her
organi zations may a list of their enployees or nenbers available publicly
or selectively on Web site. An enmail address |listed on a Wb page nmay
itself be a GU that when 4 selected brings up a new nail tenplate that
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by a subscriber, fiihykser i??sefnYt‘?ﬁeéi,r}h@"aoﬁﬁ):?é)tga ahas message including one or
more destination addresses, a body, and usually though not necessarily a
subject is sent by activating an appropriate GUIL. This will normally result in
15  the email being transmitted irhmediately, assuming network access is available.
The subscriber typically has other options, including saving the email for
editing and sending later, or indicating that the email should be transmitted at a
specific time or on the occurrence of a speciﬁéd event. If network access is not
available, an access attempt may be initiated automatically, or the user may be
20  informed that the email cannot be sent at that time.

Once an email is sent by a subscriber, it is received in an associated
server, which in turn routes it toward servers used by the intended recipients, as
indicated by their address. At the recipient’s server, it will typically be stored
until it is downloaded to the actual user device at which it may be read, or until

25 the occurrence of some other specified event. How quickly it will be
downloaded frequently depends on the type of Internet connection available to
the recipient.

Those recipients with dial-up connections, where communication with

the server takes place over a conventional phone line, the email cannot be




server, which in turn routes it toward servers used by the intended
recipients, as indicated by their address. At the recipient's server, it
will typically be stored wuntil it is downl oaded to the actual user device
at which it nmay be read, or until 25 the occurrence of sone other specified
event. How quickly it wll be downl oaded frequently depends on the type of
I nternet connection available to the regipient. Those recipients with

di al -up connections, where communication with the server takes place over
a conventional phone line, the email cannot be 5 downl oaded until such a
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over the air interface to ber tively [ow power, whic t 15 only
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the network coverage area so that the radiotelephone is (within the area) always
only a short distance from one or more antennas. This arrangement allows
communication over the air interface to be relatively low-power, which not

15  only reduces the needed battery capacity for the radio, but also enables channel
frequencies to be used for multiple network transmissions as long as they are
not too close together. The area defined by the communication range of an
antenna is called a cell, giving rise to the popular name of “cellular telephone”,
or simply “cell phone”.

20 Cell phones have become useful for receiving both voice and data
communications. Email transmission did not immediately migrate to celtular
networks, however, for a number of reasons. For one thing, cell phones
became popular with the general public somewhat before email use became
prevalent outside closed office environments. More importantly, however,

25 cellular networks could not instantly be adapted to sending email messages to
mobile users. Somewhat difficult to transmit through a network more suited
for voice communication, there was also the factor that subscribers were
basically equipped with mobile telephones, some of which had LED or LCD

displays that would display at most a handful of telephone numbers at one time.




20 Cel | phones have becone useful for receiving both voice and data

comuni cations. Email transmi ssion did not imediately migrate to cellular
net wor ks, however, for a nunber of reasons. For one thing, cell phones
became popular with the general public somewhat before email use becane
preval ent outside closed office environnents. Mre inportantly, however, 25
cel lular networks could not instantly begadapted to sending enail nessages
to nobile users. Sonmewhat difficult to transmt through a network nore
suited for voice conmunication, there was also the factor that subscribers
were basical ly éqobppeubseribersimbiihg celtpboiesn hewesemsigiedoi behatlath LED or
LCD displays that woul d_display at npbst a handful of. tel ephone nunbers at
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Handhel d nobil e device 200 includes a display 205, such as an LCD
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240 and micrgp %Qge oit %15@535 hbﬁ.aﬁﬁné‘[%ncfeﬁ;%&egﬁgei aopariety of operations,
depending on the state in which handheld device 200 is currently in. Words or
icons presented on display 205 adjacent to each of the function keys 230 are

15 used to indicate the keys’ current function. The operation executed by

activating either of function keys 230 is usually displayed on display 205.
Speaker 240 and microphone 235 facilitate voice communication.

Handheld mobile device 200 may be capable of other functions as well.
In emulation of similar applications developed for PCs, small electronic

20  devices were provided with organizer programs that could be used for
managing and displaying appointment calendars, address books and similar
functions. Often called personal digital assistants (PDAs), such devices could
make use of display screens and keyboards present on handheld mobile devices
such as mobile device 200. Despite having all of these capabilities, however,

25  handheld device 200 did not entirely replace PC 100. To remain mobile, its
display and keyboard must be limited in size and therefore not always as
convenient to use.

The two devices may be used in combination, however, to great

advantage. PC 100, for example, is installed in a fixed location such as the




Handhel d nobi |l e device 200 may be capable of other functions as well. In
emul ation of simlar applications devel oped for PCs, small electronic 20
devi ces were provided with organi zer prograns that could be used for
managi ng and di spl ayi ng appoi nt ment cal endars, address books and simlar
functions. Oten called personal digital assistants (PDAs), such devices .
could make use of display screens and k@yboards present on handhel d nobile
devi ces such as nobil e device 200. Despite having all of these
capabilities, however, 25 handheld device 200 did not entirely replace PC
100. To remaiser fbomeeor office taisend and rasgiviecsmaibrandmeshansgomaintasithen si ze
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As will be explained in more detail, PC 100 includes application
software for not only receiving email, but for managing it as well. Managing
email encompasses storing it in an organized fashion and selectively
15 forWarding it to handheld mobile device 200 (or some other address). Before
the user leaves the fixed location where PC 100 is installed, the user may set
certain parameters for performing these functions. At times, however, a user
may wish to alter desktop settings before returning to the PC100 itself. One
solution is disclosed in U.S. Patent No. 6,219,694 to Lazaridis, et.al., which
20 issued on 17 April 2001. Lazaridis teaches a system and method for pushing
information, such as email messages, from a host system to a mobile node upon
the occurrence of a triggering event. This feature specified, from either the host
or from the mobile communications device. A “preferred list” may be
established, such that the host system only pushes to the mobile emails from
25 certain senders. This preferred list may also be activated, deactivated, or
changed from the host system itself or by a bommand transmitted from the
mobile device.
International (PCT) Patent Application W097/33421, published on 12

- September 1997 discloses a similarly-operating system in more detail. That




the user |eaves the fixed |location where PC 100 is installed, the user may
set certain paraneters for performng these functions. At tinmes, however,
a user my wish to alter desktop settings before returning to the PCL100
itself. One solution is disclosed in U S. Patent No. 6,219,694 to
Lazaridis, et.aL, which 20 issued on 17 April 2001. Lazaridis teaches a
system and nmethod for pushing informatign, such as email nessages, froma
host systemto a nobil e node upon the occurrence of a triggering event.
This feature specified, fromeither the host or fromthe nobile
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home node from the nobi Ife handhel d devi ¢ce. . The present invention provides
just such a BeMArAAcconfiamRe the manage thorne node from the mobile

handheld device. The present invention provides just such a solution.

SUMMARY OF THE INVENTION

15 The present invention is directed to a manner of using mobile node, such
as a handheld device operable in a cellular communication network, to
remotely reconfigure the desktop settings of a home node. In one aspect, the
present invention is a system including a reconfiguration message generatdr for
generating a reconfiguration message that indicates those changes that a user of

20  the mobile node wishes to make to the home-node desktop configuration, and a
home-node reconfiguration message processor coupled to the desktop manager
and selectively coupled to the communication network for changing the
desktop configuration according to the reconfiguration message when it is
received from the mobile node. In one embodiment, the reconfiguration

25  message generator is resident in the mobile node and the reconfiguration
message is transmitted at the user’s request. Where the mobile node includes
an organizer database that may be synchronized with a home-node organizer
database over the communication network, the reconfiguration message may

also be transmitted with the organizer synchronization data.




15 The present invention is directed to a manner of using nobile node, such
as a handhel d device operable in a cellular conmmunication network, to
renotely reconfigure the desktop settings of a home node. |In one aspect,
the present invention is a systemincluding a reconfiguration nessage
generator for generating a reconfiguration nmessage that indicates those
changes that a user of 20 the nobile node w shes to nake to the hone-node
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synchr oni zedyroiidinga hesBtnasie RIGEVeRLSperaslt 3 AFEcANRtdAGiof RFMOIkCat | on
network, the reconfiguration nessage nmay also be transmitted with the

or gani ze® sygeskrasmigzataconfigatation In¢ssage dtanemitingdbe redoafignestmmt messagnt i on
is a method of rgrmt ely ﬁronfi g{gri ng a conmuni cati on-networ k home- node

deskt op mand§dhe hamedwidsd ¢ epamymigam netyothaceayesidmnager for

renote reconf] ti.en, i di a nohi.l e npde sel.ectively operable in
e comun dpPeliiid A eodiB A APuRsRRR ih Su0BiiRe SRRE 4t Frabe G

Lransm t Ui nGebliefinRaR0h LOnfiAhAfh AR3LAI%0 homobic ABAE BRANHAQHEN t he
conmmuni cati on network, receiving and “processing the reconfiguration
message in trequésteechmges hanelbéeramadet Thegnethod eegrdli@inchideothe gspkiofmat i on
nmessage to the nopil e node confirmthat the requested changes have been
made. THE netawestimgthal the homs nere ganeraie epd tighsmd a eenfemwation stabts t he home

Cont i gur at | GNEPae SRR Gt oM iEehEhr Rl i 8 e PG fadon o
di splay of thesdmhilitoRadRsy bPtte BBl HBICES BES tiShRcLiBEr using the
mobile node is aware of the current configuration of the desktop manager
before requesting any changes. The configuration status summary may also be
15  automatically included in the reconfiguration confirmation message so that it
may be stored at the mobile node for future reference. The reconfiguration
message may be generated in the mobile node itself or may be generated by a
server in communication with the Internet after sending an interactive Web
page to the mobile device and receiving back a transmission including an
20  indication of changes that the subscriber wishes to implement.
In yet another embodiment, the present invention is a handheld mobile
device operable to communicate with one or more home nodes though a
communication network, incIudiﬁg a reconfiguration message generator for
generating a reconfiguration message to request that the home node reconfigure
25  the desktop manager settings according to instructions provided in the
reconfiguration message. The mobile handheld device may also include a
configuration status summary request generator for determining the current
configuration of the home-node desktop manager prior to generating the

reconfiguration message. The handheld mobile device may also include a Web




nobil e node is aware of the current configuration of the desktop manager
before requesting any changes. The configuration status sunmary nay al so be
15 automatically included in the reconfiguration confirnmation nessage so
that it may be stored at the nobile node for future reference. The
reconfiguration nessage may be generated in the nobile node itself or may
be generated by a server in conmunicatijgn with the Internet after sending
an interactive Wb page to the nobile device and receiving back a

transm ssion including an 20 indication of changes that the subscri ber

wi shes to i npbewsenfor eractingamith héWele siio di order fo tétermires enan bliematd on is a
handhel d nnblle devi ¢ rable to communicate with one or nore hone nodes
though a commRediment. aﬁ 3@& Ranaged) ¢rnbigyrationeyains iagd 28PPGHE fressage
generator f i n reconflguratlon message to request that the
hone node rgégogﬁ%ﬁaﬁéggg?%%;desktop manager settings according to
instructions provided in the reconfiguration nessage. The nobil e handheld
device may al so include a configuration status summary request generator
for determning the current configuration of the hone-node desktop manager
prior to generating the reconfiguration nmessage. The handhel d nobile
device may also include a Wb 10 browser for interacting with a Wb site in
order to determine, in an alternate enbodi nent, the desktop manager
configuration status and generate a reconfiguration nmessage. 11 BRI EF
DESCRI PTI ON OF THE DRAWNGS Figure 1 is an illustration of a personal
conputer (PC) such as one that nay serve as a hone node and include a
deskt op manager that may be renotely reconfigured in accordance with an
enbodi nent of the present invention. Figure 2 is an illustration of a
handhel d devi ce such as one that may serve as a nobile node and be used to
renotely reconfigure the desktop




manager of a home node such as the PCillustrated in Figure 1 in accordance
with an enbodi nent of the present invention. 10 Figure 3a is an
illustration of PC display shown in Figure 1, presenting an email screen
exenpl ary of one that m ght appear on that device. Figure 3b is an
illustration of the handhel d-device display shown in Figure 2, presenting
an email screen exenplary of one that might appear on that device. 15
Figure 4 is a sinplified block diagramillustrating sel ected conponents of
a communi cati on network adapted for use according to an enbodi nent of the
present invention. 20 BRIEEDESCRIPIIHY OF ddHBIIRAWINGSam i | | ustrating
sel ected internal conponents of the handheld device of Figure 2 in

accordance w th dfiguenbodimithistrafion b€a peap@nl cdmpetet (B0) sddhdisrenethats a fl ow
diagramillustrating a nethod of renotely configuring 25 a hone node

deskt op mandygey setweaf @ihogng m@malsirwhidmde@mp men@geafghaitmay hesemptsly 12

Figure 7 is a flow di,agramillustr t|n hod renotely configuring a
home node dé?ﬁ?lbtgg é@@?%@%ﬁd‘i"ﬁg ﬁﬁ’r?ﬁ“enf HEXCBP@’%ent

i nventi OP. 5 DETAI LED DESCRI PTI ON The pr esent | nventl on is directed at a
manner of renotely reconfiguring a desktop mail box manager. This system

and method is of Hii%ﬁid ZW & i1REHanéR6E a haldRdld FRViceQUEE RS oMb iR ndaypar ti cul ar
subscri ber uses a honme node as a prinmary place to send and recei've enail

nmessages, arfgrioas 4 Imobile rexdd andrsulsed do rdfiotefpoiconfigute thaldesktap that is
part of a desktop org |zer pplicatjon. The hone _node is typically a
personal corBaRager epayho chcﬁsl}hﬁ P lasirafedtn &iguretlta accordance

with an embodiment of the present invention.
10
Figure 3a is an illustration of PC display shown in Figure 1, presenting
an email screen exemplary of one that might appear on that device. Figure 3b
1s an illustration of the handheld-device display shown in Figure 2, presenting
an email screen exemplary of one that might appear on that device.
15
Figure 4 is a simplified block diagram illustrating selected components
of a communication network adapted for use according to an embodiment of

the present invention.

20 Figure 5 is a simplified block diagram illustrating selected internal
components of the handheld device of Figure 2 in accordance with an

embodiment of the present invention.

Figure 6 is a flow diagram illustrating a method of remotely configuring

25  ahome node desktop manager according to an embodiment of the present

invention.




user's hone, workplace, school, or other location. A nobile node is used by
t he subscri ber when in transit, or when at a |location away fromthe hone
node. Mbbile nodes are convenient for their portability, but for this
reason generally 15 possess user interfaces such as displays and keyboards
that are far smaller then those of a PC. The nobile device of Figure 1

for exanple, may have a keyboard that i19 less than a tenth the size of PC
keyboard 125 (shown in Figure 1). The handhel d nobil e device 200 of Figure
2 is preferably al so capable 20 of performing certain email and organizer
functions, but udfiggreap 4 faw diagranhdtustatingwmeetbod oé demotely sosiguring si ze.
For exanple, displa 05 of nobile device 200 y..prese numer ous | i nes
of text, butdhemegede dasicor mangseragesrdipgdo aﬁ@é‘i@ﬁ#@?ﬁﬁfl £ Presegk amount s
of infornatﬁggmgﬂnﬁninated graphic images. It remains, however, very
useful to the subscriber who w shes to schedule an 25 activity, or read and
respond to a short email nessage, especially when away fromthe | ocation
of the home-node PC. Figure 3 ais an illustration of display 115 of . the PC
100 showd in Figure 1, preseDETAIRERDESCRIPEEONxenpl ary of one that

m ght appear on that device. Figure 3b is an illustration of display 205
of the handhel d nbii Piesars imesnitan s garestedhat aitRammey of gerpotely seconficHgngn enwi |

and 30 it o bar ndBar bacthal v 2y NrB e MEORHHE POR TSP APROBRT od on
t/gfu!ig{ ge][ o] 5§i a?llséﬁllolg?ﬁﬁgﬁkg ,\;Jﬂtéﬁé;a gﬂﬁ%@fr cf'ﬁ g@é cﬁe‘j\j/;’:irré1 géigg@?ﬁg %P%g sdélcatoé}@ggﬁ'e nt for

deal i ng W t hplhey gescademdirscet e enpillmésagéghhd id€illencadnioaseld aat PC 100.
When at PC 100, an email application on the PC enables the user to conpose

and send Oensdppsintaeshgalsndadhatis penidifrgdesktomorganider appli¢ationi Gthedrome
recipient’s nodes ericz?lpyag lpgrsso}la ecolﬁ?p?urte% &(E)?ggcil \r/r(laayaargzgfuarﬂ%ra'ge ﬁ)rg:%’ield atthe 9°°
user’s home, workplace, school, or other location. A mobile node is used by
the subscriber when in transit, or when at a location away from the home node.
Mobile nodes are convenient for their portability, but for this reason generally
15 possess user mterfaces such as displays and keyboards that are far smaller then
those of a PC. The mobile device of Figure 1, for example, may have a
keyboard that is less than a tenth the size of PC keyboard 125 (shown in Figure
1).
The handheld mobile device 200 of Figure 2 is preferably also capable
20  of performing certain email and organizer functions, but using applications that
are more suited to its smaller size. For example, display 205 of mobile device
200 may present numerous lines of text, but is less than suitable for the
présentation of large amounts of information or animated graphic images. It
remains, however, very useful to the subscriber who wishes to schedule an
25  activity, or read and respond to a short email message, especially when away
from the location of the home-node PC.
Figure 3a is an illustration of display 115 of the PC 100 shown in Figure

1, presenting an email screen exemplary of one that might appear on that

device. Figure 3b is an illustration of display 205 of the handheld mobile




10 Al nost universally, of course, such prograns enable both sending and
recei ving. The sending and receiving applications need not, however,
operate identically as long as they use a protocol understandable to each.
When an email is received, an indication is typically provided to the user
in sone fashion. The user may then decide to review a |list of received
emails 15 provided on a display screenidn what is commonly referred to as
an i nbox. A typical inbox such as inbox 117 shown in Figure 3a |lists each
received nessage by the tinme and date received, (purported) identity of

t he sender, davaces2l) shrwn imRigurnBopresérspigaan enhil sofeen exemgplarmoé onhi ch of

the listed ssaged have been  opened for_.reading. her. i nformati on may be
di spl ayed asPAETIEN SRBRAT.AN thasde F?-o}qf‘?l? Fﬂ@&@séa%aﬁ%bnaﬁ%%qfi@ﬁ 3RRBEREr a
reply to th i i pvol ves

ol coting. ARy AatedRrtafhn SRl e piR g Sn e FRERACEC T LR et on
that the usegn iMesesllch Aisp?aA203.. AlhBGEh a8lul¥lcChok 8% InichiftyTaMSBarRiNel PN OF
pressing enter. A separate wi ndow is “then provided, either over or next to
the inbo%, wdeiee 20(kisflasd camvenlentbsrsdgling svillbladés pinayat. of\Wheail ad might t he

i nbox listing or the ssage being read are too long for convenient
di spl ay, of Rghcountare ﬁb@gﬂ@onecessary for the user to scroll or go to

successi ve w ndo No an _enpi |l .applicatio oul tomatj cally
open messages. as TE) PC Ak 4R FofAT omriiBRonBibE R Gk S5 ot 1 o
14 nmodem subggrhhRrdRAGIeHRilk sy & Bﬁaﬁgh}v Rl %@ﬂ'&%ﬁ%ﬂ on
i nconveni ence. Actually, the amount-of emait rec&Ved may so large that
it is difficutdcipitnt’keepphtcackalsits thetuseowd tbcbiedindrkad ethailmmadsapedox, but
after a while the inbox 5 would becone very long. And not all emails are of
the sandli npdhnesiaaivirsallyhoécetse, Sishamograms enabla bethsehdingiangr wants to
save and refer .back Iatdler ma(¥ be difficult to f{ind. Sone i nboxes w | |
0% pu

let the user'SB¥{IE heORF TeCeBHng BRBHAONE Foed AR MOWSYER APCTAR) at ed
enai |'s may naknfgfy ef%nl‘oh?%s HHFuRY pidfocot Anderstandable to each.

When an email is received, an indication is typically provided to the user
in some fashion. The user may then decide to review a list of received emails
15 provided on a display screen in what is commonly referred to as an inbox. A
typical inbox such as inbox 117 shown in Figure 3a lists each received message
by the time and date received, (purported) identity of the sender, and subject.
The inbox display will often indicate which of the listed messaged have been
opened for reading. Other information may be displayed as well, such as a
20  priority flag or an indication whether a reply to the message has been sent.
Opening a message usually involves selecting, pointing to, or
highlighting it and indicating in some fashion that the user wishes to read it,
such as by clicking a mouse button or pressing enter. A separate window is
then provided, either over or next to the inbox, where the full email message is
25  displayed. When either the inbox listing or the message being read are too long
for convenient display, of course, it may be necessary for the user to scroll or
go to successive windows. Note that an email application could automatically

open messages as they are received, though with the quantity of email most




this is not always the best solution. One answer that has evolved is for
the 10 inbox to be divided into folders. A main folder may include all
incoming nmail, both read and unread. Sub-fol ders may be provided with the
application or <created by the user, who mght wish to separate enmails
related to work from those associated with church or school activities, or
those fromfamly nenbers. An exenplaryj4older list 118 is shown in Figure
3a. The user may 15 then nove emails fromone folder to another by using a
click-and-drag or some simlar operation. Myuving an email refers not to

i ts physi calmbdemtsubscritufrs rasivesthis wotld atdvabtadby preveltodte dnt wi | | be

di spl ayed on. Users may select a folder to viewthe listed enmails that
have been noWREMYHEGES. | n hi erarchical fashion, subfolders may be further

di vided i b- sub- f,0l d . 20 il b
St ometi cal Uy o AHRa N, M she Bl G R el TeadBed BS S solBe o pdaft °°

i ndi vi dual | yodeshanrked. Weddlg bH%ﬁé’tpla)Féarin%qan}%%mlaﬁe];g{{ﬁgéth%? odave

been opened for teading may be sent to a "read 'mail e sent

after theéy haveldlsrenredtry borigeAndmox all emailssed 6f tietantifigirtadice days. For
anot her, emails may be sorted upon downl oading, with 25 high priority or
urgent enmi |§igEHc & amesak thad|agabseriker| voamss tpsdvsrandyretardiack to pitercmayi n

basea on t hoosifent B e Seft BEPresut tot i bl haaRGMdiscir [y "<or i ng
ed on ¢ he’S! | PBrifs car|
appl | cati on SeripEbERbnle SRITRYAT ARSI A e Aok dn? ShmP bt A

automatic plthdd 8o hlvedRiths best sBliticd). eDhe hRdwiarthat Bl AR1ERT sdbPtheCriteria
is a function of what will herein be referred to as the desktop emil

manager .10Theinbpuité bendirided intayfolderssi Aweaindelder siayginelude adir incvmuginail, or
Y, e 91 ot eL PSSt S ITReE o o Lot ey Ll feoperate fo o
manager Wil orgict bSMRE ubdk, GG InH il st Snfil rbiheed B LS ©f
those associated with church or school activities, or those from family
members. An exemplary folder list 118 is shown in Figure 3a. The user may

15 then move emails from one folder to another by using a click-and-drag or some
similar operation. Moving an email refers not to its physical location, of
course, but rather to the list it will be displayed on. Users may select a folder
to view the listed emails that have been moved there. In hierarchical fashion,
subfqlders may be further divided into sub-sub-folders, and so on.

20 In some cases, emails may be automatically moved from one folder to
another without having to be individually designated by the user. For one
example, emails that have been opened for reading may be sent to a “read
mail” folder, or be sent after they have remained in the inbox for a selected
number of days. For another, emails may be sorted upon downloading, with

25 high priority or urgent emails placed in one folder and lower-priority emails
placed in another. Emails may also be automatically placed in a specific folder
based on the sender or the subject. The ctiteria for automatically sorting emails
into different folders may be based on criteria set within the application as a

default, or on those specified by the user.




emai | manager will now be described. Note, however, that this description
Is exenplary and precise functions nmay vary fromapplication to
application. As nentioned above, a subscriber may receive a trenendous
gquantity of 10 email. In addition, emails nowtend to contain a good deal
nore content, and may represent inportant conmmunications. Sonme enmails are
busi ness related, and may constitute th& only record of a transaction.

QO hers are for entertainment, but keeping themis neverthel ess a desire of
the recipient. On the other hand, some email nessages are unwanted for one
reason or anot herThe aiBoPatihphacinhefewmoils ai diffeveit folddrsimayrieoteriain ed of fers

to sell products in ich the recipient has no interest. Sonme nmay. even

i ncl ude har T2 %g@w&%@vwﬁc}m@gme fzrgf*égt,o asdhe dﬁ;ﬁﬁﬁp M| ous
intent. Oh b .y ' f. little.value. The enpil nmanager
el pe. sort aha el SRl BHbAAE B P hisydids Syt toerdf utG o Kecp
(and | ater fihadhedhAgEd bbRéeeEnimb& CRAFeAR hdiflelRatissREsc kbOSe t hat
are not. Wien an enmail is received, it is examned by the email nanager to
see of bt nerfhresthaemal nahegadipctia. didrteenyvenielbebereny, itheemailmay be

preset but are nore val uyable when adjusted to the needs and tastes of the
subscri ber. Top@ager aulheiaeven in each 3s gringlyeantiy| The Hewctigmssddhe i on t he

emai | according,to 25 insfructions spci-afed with the criteria. The enmmil
may be-sort ai bk gz PHLANY s HRc e Bt Polele di dfisdefitioni por 1 s
to be from agpeMAAf e ]S% | %RF@ b S By receive
email from ,&(I '?gjr]n taglia , giﬁ y en%)?lp??a om g%:déggl?gﬁ e l?gtgra ‘ﬁ:lns%g'té%r& vered to
the email inbox. A$nmietioned ybdg, haubsaiter heRsiR8eivaal tréedifiidlquahtity efrai |
manager nmay generate a nessage of reply to the sender, 16 inform ng them of
t he del ilQer yerpail.| Ui addifionessailrenom yerad toocdntain ergoaskdrad nare cantent,eadf or

presentation to the user. \Wien an enmi]. manager is.to deci.de whet her an
emai | is to B 5@@%%’? BBPO]Q@H%WFWFE“‘P%L@%B% emRjls gee business elatedr i ng.

Filters typigal iy 8bhau¥ind 1% record of a transaction. Others are for

entertainment, but keeping them is nevertheless a desire of the recipient. On
the other hand, some email messages are unwanted for one reason or another.,

15 Perhaps they contain nothing but unsolicited offers to sell products in which the
recipient has no interest. Some may even inctude harmful computer programs
called viruses, sent with malicious intent. Others are simply routine and of
little value. The email manager helps sort and disposition emails to allow the
user to more easily keep (and later find) those that are more desirable and

20  discard those that are not.

When an email is received, it is examined by the email manager to sece
of it matches any of the selected criteria. These criteria may be preset but are
more valuable when adjusted to the needs and tastes of the subscriber. Upon
examination, the email manager will then disposition the email according to

25  instructions associated with the criteria. The email may be sorted, as described
above. It may also be deleted if it purports to be from a specified user that the
subscriber does not wish to receive email from. Alternately, only email from
acceptable users is delivered to the email inbox. If delivery is for some reason

not to occur, the email manager may generate a message of reply to the sender,




5 delivery based upon the identity of the sender, the originating enail
server, the subject, or sone other characteristic of the email. The
filters do not detect viruses thenselves, but may attenpt to thwart their
acceptance by discarding nmail fromunknown sources. Note that the actions
of the desktop email manager may be perfornmed upon receipt of the email or
in sonme instances at 10 sone future timgg for exanple when read email is
transferred to an archive folder after expiration of a selected period of
time. In the context of the present invention, the desktop emai| nanager
may al so bdnfiwedng thetetoditing deliweny €ailieanAlmesdge enyeadsd m somee cases behoul d
al so be fo%ardgg for delivery to the nobile node as well. Emails, of
course can pEalisd for pissetetionidthedisenddr esses as wel |, or to nore then one

address. As nentgened. _abov the size,li.mtations of bi |l e handhel

devi ce- 200y r WRRE A Eenahifer it Sty RelRE Rl frig b PGV ot ure
of email as jJp,ghtn; &It 0 : j anple PC
100. The dese{lgtagbﬂgﬁgliull maﬁgggégé Eglg/@& Pg?ﬁggaﬁngfég? ég%?n%&gﬂ)ggeﬁ% send to
t he nobi l5e nide eonbysedponrike iddnaitedf drschder, die dtigivating eataficeteerathei ngl e
project, or those froma certain sender or senders. O course, presently
t hese par amsubjestarsioneotber elrpeshustic ahthe aopail.uEhe filtsrsado npddteste- node

| ocati on and .has access to,the deskt o? nager .of PC100 (or,. ot her home
node devi ce)¥ ISP HAIRTIYES, PAY WS ALPHE! (o BielchosFPRBPGAY diSvardhas amet or s
(and other engj 'frdlﬁ%ﬁﬁﬁxgﬁ%hfc’é&sNo’if@ﬁqgﬁﬁ&ﬁi&% o*?‘%ﬂé’&@%lﬁoeﬁ EAuA! 1 ng

subscri ber returns tot honme node. I'S reason, present

i nvention pr@¥hges nhor bépégomhel RGPk bR thO@maiBok of Sofbihdtaideg at he
procedure for renote reconfiguration, the overall network used for

communi dét i repniefuterertimbefdrerempboehan deademanb i transfented toveh hrohéver evi ewed.
millustrating selected 17 conponents

g:‘ gg(r)(ramﬂn: (S:aﬁ%ﬁ&%ggﬁg‘%ggg@g‘lﬂggtrﬁgﬁﬁpods@tﬁ%%or ding to an enbodi nent of
the present invengian...NEoF H%tprgge% ril?ve%tfoﬁ, e (Fe)éﬁ{gf)l &hdil manager may
also be used to determine which emails addressed to the user should also be
forwarded for delivery to the mobile node as well. Emails, of course can be
15 forwarded to other addresses as well, or to more then one address. As
mentioned above, the size limitations of mobile handheld device 200 may
render it less than convenient for handling a large volume of email as might be
encountered at the home node device, for example PC 100. The desktop email
manager may, for example, be configured to send to the mobile node only
20 work-related emails, or those related to a single project, or those from a certain
sender or senders. Of course, presently these parameters must be established
when the user is at the home-node location and has access to the desktop
manager of PC100 (or other home node device). But factors influencing the
choice of forwarding parameters (and other email manager settings) may
25  change before a traveling subscriber returns to the home node. For this reason,
the present invention provides for a remote reconfiguration.
Before outlining the procedure for remote reconfiguration, the overall
network used for communicating between the home node and the mobile node

will be reviewed. Figure 4 is a simplified block diagram illustrating selected




networ k, and other configurations are enpl oyable so long as they are
conpati ble with the system and net hod descri bed herein. In Figure 4, PC 100
5 fornms the home node and nobil e handhel d device 200 fornms the nobile node. .
Note that the ternms home node and nobil e node, however, describe the
respective functions of these devices in the context of the present
invention and do not require the use ofi7any specific device. In sone
networks, the two illustrated devices could even switch functions,

al t hough there would be no 10 apparent advantage in doing do. In the
enbodi ment afonfpanents f cdPGniflat ommatvarkt 4% adapted fur esoetcotBihg tbhmough a
server 410. This_connection is, of course, used for email and _for any

ot her | nt er riddbodimeneafl twirasant anvestion. Neth that Rigwrestistanggenmdatyg mobi | e,
handhel d devi ce 200 uys a w.reless channel to.co nicate with a wirel ess
8 netvior k. ifeEAfs A o el s oo fepleyaBHeR LI dRas e i 1y many. such
ant ennas spr&% i i me SpWH LA

comuni cati on raglir?gée 0 Vwﬁgﬁgﬁg?ldﬁ@e@?%{gﬁ%smnd E?Igll}l\rlvg%fl {:ee{}%’c@ec %88 is

conmmuni cat i nigrink e homd inodaaad ssobiki aidke[dRAVicB00 fdihaudb ntobild midey f ace
channel 470 using nearby antenna 462 and base station controller 472. |f
nobi | e handh¥pig thaithe dernts booe netlo ead swbilcomdgnhewevendesaritie the may be

handed over to one g{\ nt eg&gﬁ %54.or 466, which fIotgerate i n conjunction
with base st/§ERIGHVEIHRTHIMS oseAeyices 45 e cudpElqf the pyesea} INSBYA 8Rt y

t hree anten ' i o I her e ' |y are many
. nore. Througﬁ?ﬁ%ﬁgﬂé 8\6%0 %@%ﬁ%ﬁeﬁﬁ& g&/&éeﬁ%&% rsletg&(ijléi%fgé {é’g&m"runi cate
25 with and illnseaed debRes BbEIINSREen 4X8tch@henes, 4HRoRsIPiHepe obitEbe no _
i nterconnection between the two networks and’ i s responsible for effecting

any necd$sarappavhvindesntage frodomg dor r epackagi ng of transnmitted data.

Handhel d devi ce %30 ma se this internet connection to send
reconfiguration d8rihe Iléﬁﬁiﬂ'&ﬁ%‘: iFignestb o dB0 pempmenicates with IngernethtGi ned

in more det atih}m%%l SUrviFk P(ﬂf jfﬁl%rc%%hgaiolngsis, of course, used for email and for any
other Internet related communications, such as Web-surfing. Being mobile,
handheld device 200 uses a wireless channel to communicate with a wireless
15  network antenna. As mentioned previously, there are typically many such
antennas spread over a wide region so that one is always within communication
range of handheld device 200. In Figure 4, device 200 is communicating with
radio access network (RAN) 460 through air interface channel 470 using
nearby antenna 462 and base station controller 472. If mobile handheld device
20 - 200 relocates, communications with it may be handed over to one of antennas
464 or 466, which operate in conjunction with base station controllers 474 or
476, respectively. Although only three antennas are shown in Figure 4, there
may be, and typically are many more.
Through RAN 460, mobile handheld device 200 is able to communicate
25  with and through the Internet 450. Gateway 440 provides the interconnection
between the two networks and is responsible for effecting any necessary
changes in format or repackaging of transmitted data. Handheld device 200
may use this internet connection to send reconfiguration communications to

home node PC 100. As will be explained in more detail below, reconfiguration




nmessages may be generated solely in the handhel d device 200 itself, or in
connection wth server 485, which includes a Wb site constructed for
facilitating this operation. In one enbodi ment, nobile comrunication device
200 includes an 5 organizer function for managi ng data stored in an
internal nmenory device. Figure 5is a sinplified block diagram
illustrating selected internal conmponenti® of handhel d device 200 in
accordance with an enbodi nent of the present invention. Device 200 is a
wirel ess nobile device, and is provided with transmtter circuitry 510 and
recei ver ci roeisagss 29 bemenatitel sadetyrintserhandhedd dévice 260 visglfy esipect i vel y,
usi ng antenna 515, The_ various internal conpaonents of device 200 operate

under the diGosgestion withssrvar A8Sewhsgsinchstes arWsb sie cRBsigIctedHE control | er

is shown in Ei -th .may be separate controllers for performng the
oper ati ons aﬂégg@{u&é&%\ﬂoﬁ%ﬁ?@ present invention. Organizer 530, nmentioned

above, organi zes eiedmbdiRlent dhoiils EShAfuRttakich YeFRle VD BRI ad> | N
menory device 525. The stored organi zer informati on nmay be entered by the

subscri bér airghtneenfibiction fandhaahgindelaiacstoR@0n aprinteayalhaemesedsvdde.t her e
t hrough receive circuitry 520. (O her neans of input, such as a tenporary
cabl e connediIgBif  ifot Sigrlifind blecipdiapmam iHastratingoselrcted bdernaleemapenants 530,

i iati i i 525, f 2Q. LN dat ab .
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added, del etmsnﬁttercdsiwg'aﬂ 540 aadecosider dirdnile Supdpersblato triesmiehher . Mre
t han one nobil e node and hone node nmay be used for this 25 purpose, of

course, 1But rmeeeiveiieppectiviely, aming antienrar ¥l 5. | Tlus varzousdntem#i gqumponentstof sync
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in PC 100 i s,Qi0lor 3P i shown in Figure 5, there may be separate controllers for
~ performing the operations associated with the present invention. Organizer
530, mentioned above, organizes certain application-related information stored
15 in memory device 525. The stored organizer information may be entered by
the subscriber at the mobile handheld device 200, or may be received there
through receive circuitry 520. (Other means of input, such as a temporary
cable connection (not shown) to PC 100, may also be used.)
Organizer 530, in association with memory device 525, forms an
20  organizer database. There is preferably also a corresponding organizer data
base (not shown) on PC 100 that also keeps track of organizer-related |
information for the user. The two databases may be synchronized in order that
information added, deleted, or changed at one node may be updated at the
other. More than one mobile node and home node may be used for this
23 purpose, of course, but for simplicity only two are illustrated in Figure 4, A
sync message generator 545 is operable to for sync messages for the purposes
of synchronizing the two databases. (Again, a corresponding message

generator in PC 100 1s not shown.)




19 When a sync nessage is generated, it maybe conmuni cated through air
interface 470 and RAN 460 to enterprise server 480, which includes sync
server 485 (shown in Figure 4). In the illustrated enbodi nent, sync server
485 incl.udes a nunmber of functions related to the synchronization
operation, which 5 it performs wwth PC 100 through server 410. (Again, the
comuni cation paths and the server fungtg ons and | ocations may vary from
i npl enentation to inplenmentation.) Instead of conmunicating with server
410 through Internet 450, the handheld device nmay send reconfiguration
messages gener at é¥hoy alsinc ewssnigegisrgenemtedyismay e genenatioated Sroghamwn i n
Figure 5) along . with the sync nessages, being transmtted through

enterprise sBfyface4gh andfRaNAG0 i etcrpaisa serge 489, whshdnaladengyChe two

f i ons, which at i cal | i odi ¢_basj
the. subseri barvd A eBFvETn FRITER), B GRe kA aRoRRL s @S, o [
this manner hiesh nhﬁﬁ:e?b??%d&fon@?@l%éﬁ- toXRe %&ﬁi&&i&?oé&rﬁ%ﬁ, Whicfl! SO

i ncl uded i n handhel d devi ce is a configuration status request

gener at o5 53bpédormgenethal CneOabriuighseatar dnOs f{Aghi, thecwagiunimsisagashs as
will be explained in nore detail below. Finally, a unique identifier 565
i s al so i nstaid thg servenéynationg eod legationa mayevary diad daplemenigtien ta he
transmtted .neqﬁgl?lge ﬁto authenticate their origin. 20 Figure 6 is a flow
di agramil | &t ’H% 8%det hod of remotely configuring a home node desktop
manager accor di ngikRaaReeRaMl T kit RErRE 96 HhroyMRRThAMsOTRIS Mot hod

is viewed fromthe perspective o0 e subscri ber. t I's assuned
that the sunmﬁhbﬁrddﬁc@may@e&&e&hﬁgﬁ%%@@dg@g@ﬁ@% byhe PC of Figure
1 and a nobile node such as a handhel’d conmuni cation 25 device of Figure 2.
O courdé), ticeemfigumationmeskagaogineratar hSQ &hovesin Figurabyalbeg wittedheisync
accordance with the nethod of t present inpvention. It is_ further
presumed t haf®$598c% b\ﬁnﬂéﬁﬁné’é%tt?ﬁgﬁ’r@éﬁﬁﬂﬁfiﬂmsé sgifvier 488c Hhas has thenr ough a

advantage of coordinating the two functions, which may be performed

automatically on a periodic basis, or at the subscriber’s direction. Of course,
either function can be performed in this manner without the other if needed.

5 Returning to Figure 5, also included in handheld device 200 is a
configuration status request generator 535 for generating configuration status
request messages, as will be explained in more detail below. Finally, a unique
identifier 565 is also installed in device 200, and can be included in any of the
transmitted messages to authenticate their origin.

20 Figure 6 is a flow diagram illustrating a method of remotely configuring
a home node desktop manager according to an embodiment of the present
mvention. This method is viewed from the perspective of the subscriber. At
START, it is assumed that the subscriber is equipped with a home-node such as
the PC of Figure 1 and a mobile node such as a handheld communication

25  device of Figure 2. Of course, these are not the only such devices that may be
used in accordance with the method of the present invention. It is further
presumed that the two devices may communicate with each other through a

communication network when the mobile device is at a remote location,




conmmuni cati on network when the nobile device is at a renpte | ocation, 20
al t hough they may be able to communicate with each other at cl ose range as
wel |, for exanple via a USB cable. The user in nost situations wll
configure a desktop nmanager resident on the hone node (step 605) while
wor ki ng at the device itself because it may be 5 the easiest way to do so.
As nmentioned above, the user nay al so a@ggept whatever defaults have been
provided if they are suitable. Many tines, however, the user will want to
set the configuration just prior to | eaving the honme-node |ocation,
because at tdidough eyt mey betablawyp cammbeichtswith@ach hther intmlede snge as

ci rcunst ances. Ifn sone cases, renofe access or reconfiguration will 10 not
be requi red,Welb, PES%QmH]&t“&ﬁt[ijétha leyser returns. The need for renote

reconfiguration en L:Se..: N er. ofar valr, f.r The
user may have | < TRs? OF BBhRFuighe SRspsieRly g Hiot brdke GIRRRSe
manager pri Qhe hbedRRB (5B 05Pwifile WHIGAS ACHR JRYeNRNE hanael mdyde
exanple, with a particular project that has becone either a higher or a
| ower pr Sor ithy casibst Wy ®udseo.i Aememionbdwbosé, thé ysarhaagedotabedpt mi nd. For
what ever reason reconfiguration is required, the user in npst cases

conti nues byViaPYRy dedenlfplnvecdasdsovided elihey erasuitable. ol amyrines

fi ti t at h t 6 . T t i i h
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in the nobile no step presented to the user (step 620). The

status checkngaedibter@rdudistidtRs U EohbRasedUfdngitt ast@krebcdnifueaddd will
manager setti n%; I n one enbodi nent, the status check t(step 610) is
opt i onall0 f grotpengquirethait 1dast netamtilithé uger rokirs. allae reat foraemotiot care about

the current confiquration. In anqther enbodi nent, status che 25 (step
610) is req JFF%@@HE‘%%P AElogs atisqy dowesr: ?P’h%WéF é%{rle?ls%ﬁa Y
g?g{ 'ugu rati qfia! RadjudPHES RGeSl 8 HropRy HohadR e de SRR er phiBf
to departure. Or circumstances may have changed, for example, with a
particular project that has become either a higher or a lower priority. The
15  subscriber may have simply changed their mind.

For what ever reason reconfiguration is required, the user in most cases
continues by using the mobile node to request a desktop manager configuration
status check (step 610). The request is sent via the communication network
and 1s received by the home node. The home node responds by returning a

20  configuration status summary, which is received in the mobile node (step 615)
and presented to the user (step 620). The status check confirms for the user the
current state of the desktop manager settings. In one embodiment, the status
check (step 610) is optional, for many times the user will be well aware of, or

| not care about the current configuration. In another embodiment, status check

25 (step 610) is required so that the user does not inadvertently change the
configuration to an undesirable state. In yet another embodiment, the status
check (step 610) is required only when certain types of changes are being made

to the existing configuration.




check (step 610) is required only when certain types of changes are being
made to the existing configuration. 21 Assum ng that the subscriber at
this point wishes to continue with the reconfiguration, the subscriber
initiates a reconfiguration application resident on the nobile node (step
625). The purpose of this application is to permt the wuser to generate a
nmessage for transm ssion back to the homg node. The user 5 then indicates
the changes that will be nmade to the existing configuration file (step
630). For purposes of efficiency, it is preferred that the reconfiguration
message bei ng gendssatmdgithatlthel eulmackpec mathgasoinbwidhes de sttopensithdles , rat her
than a conplete reconfiguratjon_inc¢luding instructions to change those
settings t H&PC’@E@T&PP § sphscibes imitigics B resnfigusation peplicationdeadenice (step

not shown). [ i er revikew t he changes th have
been i ndi cat@%ﬁhjegﬁéﬁ:le:ng% Cs#eé% é%f’y u@bel %uq’%s%iﬁ@?sa?épﬁ}%ﬁgﬁé%foypm%%lgs to
the reconf i GukRtd ot sREssaRe IO rhntiefioh Bck fo M¥IRANE HEAL CeRBLEGuUr at i on
nessage i s assenbled to the ubscriber's satisfaction, It Is transmtted
to the hdme thed@ndisiteptift3dangeathiahevill bermady wwathe eristapwonkguifionrfila
preferred enbodi nent, when the hone node actually reconfigures the

‘hone- node  delsiepdi® Ora Fag prrnases ef phiirenayoittinprefenodthajihardconfigeesiage i t

d fi tion. h wh ' in.t bi | t
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honme node deskt op nager ac ng to an ment o ese
invention. Thet aetdheddpin kednd evith iR sabswetskr fy meTdrBeea@icpRasitshu@n®f Att he

home node, but note that it is not necessarily fully correlated wth the
net hods 18f chisapointyithelisarnnay mvisse thiechdnges that have BeeRndicedodvaad isit i s
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of prior to sending it. When the reconfiguration message is assembled to the
subscriber’s satisfaction, it is transmitted to the home node (step 635) via the
communication network.
15 In a preferred embodiment, when the home node actually reconfigures
the home-node desktop manager in response to the reconfiguration message it
| sends a confirmation message that, when received in the mobile node (step
640) notifies the user that the reconfiguration has been completed.
Figure 7 is a flow diagram illustrating a method 700 of remotely
20 configuring a home node desktop manager according to an embodiment of the
present invention. The method of Figure 7 is viewed from the perspective of
the home node, but note that it is not necessarily fully correlated with the
methods of other embodiments presented herein. At START, however, it is
again presumed that the subscriber is equipped with a home-node such as the
25  PC of Figure 1 and a mobile node such as a handheld communication device of
Figure 2. At step 705, the home-node desktop manager is configured using the
home-node device itself. Next, mobile reconfiguration is enabled (step 710).

This security feature attempts to ensure that reconfigurations not approved by

the subscriber are not intentionally or inadvertently performed. It is of course




Figure 2. At step 705, the hone-node desktop manager is configured using
the home-node device itself. Next, nobile reconfiguration is enabled (step
710). This security feature attenpts to ensure that reconfigurations not
approved by the subscriber are not intentionally or inadvertently
perfornmed. It is of course 22 not required, and the desktop nay be desi gned
with default of secured or unsecured wiih respect to nobile
reconfiguration. In the enbodiment of Figure 7, a secure desktop is
presuned, and so the user establishes a password (step 715) that will be
requi red fornotenguiecd, andrihé desldop omytte descgred with defauk dideodtedentt , no
further reconfiguration of the desktop nager at all (using at ever
node) will b‘énssewﬁt%@ resperidarmebibsiesentgurtionn dn dhg %ﬁpém@tvgﬁ%r d.

O her security devic . he_us s wel such. as. specifyin only
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devices wil |70 BxCEHE BOrdRARa BPterifieWBdonMia®in FPUER. IhBnsecuri Ty
device 10 nmay be designed to permt sone changes and restrict others. The
process is tdémbodiareminio finthier recondpordtigusftht deskepsageges ar eitGiswer (st ep
720), when the password (or other security device) transmtted with the
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message 1s checked (step 725). If the security check indicates that the message
1s proper, the reconfiguration requested in the message is compared with the

15  current configuration to make sure the requested changes can or should in fact
be executed (step 730). Note that this step may be useful for several reasons.
The user may have inadvertently reqﬁested changes that are logically
inconsistent with current but unchanged seftings, so that implementing the
requested reconfiguration would lead to unpredictable results. This may occur,

20  for example, where certain changes arc not enabled by request from a mobile
device, and the reconfiguration message contains both enabled and un-enabled
changes. In another scenario, the reconfiguration request may not ‘match up’
with the current configuration in some way. The requested changes may
attempt to change the settings to those already in place, which may or may not

25  have been the intent of the mobile user.

After comparing the reconfiguration message to the current

configuration (step 730) the home device may send an acknowledgement
message to the mobile device (step 735), indicating the comparison results.

This is naturally more important in the event that the changes cannot be made,




attenpt to change the settings to those already in place, which may or may
not 25 have been the intent of the nobile user. After conparing the
reconfiguration nmessage to the current configuration (step 730) the hone
device may send an acknow edgenent nessage to the nobile device (step
735), indicating the conparison results. This is naturally nore inportant
in the event that the changes cannot beyyade, 23 or at |east sone reason to
request reconfirmation (step not shown) has occurred, but it nay be sent
to indicate that the conparison of step 730 found no problens. The
request ed r emarfiéagus@ne ozason td hequestpcenBmatibn Gtapnatdbpwn)dias t hen point a
confirmation nessage is transmtted to the nobil e device gste 5 745). The
confirmat i orpqwg@égl@lt& maydys seabtoniagiqatrthatithecompatisen A qm’éfo fwBA- cur r ent

configuration th can-pe _stored at the mobile, node for refere | ater.
Two. enboai el ReBlerineT R sehgR el shranitairohgoft FoRle et LA LN,
invention wgdJqh FI.H‘% I ¥ g_mé)@ | : ' it 10
i ncl udes a perstoﬁ%ngglltgiect%gl asglogtngbns?a éPlf‘)zﬁanan %a%% qﬁlﬁé& (?%Jr%%)ﬁé ni zer

f uncti on Ssucht5as Tieicohéicmiatign anesgdgncldtep A nesSnblodk a sudndary éfsheand so
forth that may be kept in sync with a corresponding informati on managenent
nodul e of t HeehehEenbewiligmantiax thapcen bestoredrat the naebibaeede, fog refevence

appoi nt nent 1 or the phone nunber of a contact may be updated by the user at
15 only one ‘8%t he nodes. Later, the nobile node may run what is sonetimes

referred to as a ’Rlvyem%im@n@ro%ﬁé glﬁ\é&geﬁ#&’mﬁﬂﬁicgﬁg@ Rg&fio% %@Ptﬁ]&eﬂp bi l e

node can conpare I ntormati on, note erences, a con an update

so that botihve@iabasieaoRaeddsuebs®sn § WrsieMbddinehfiahé aidbbileThe: rul es for
updates can thenselves be adjusted in such a way that "nost recent entry”

is not tlfe 2@clideyapeisoan] digithbassixaitdPBgh whidahapbe tised fart arigasiesr t o
e o ¢ SHapHon Hah g myintaining a Calendar, address book, fo-do 1t and so fort o ¥ O
| that may be kept in sync with a correspondihg information management
module of the home-node. For example the time of an event, a new
appointment, or the phone number of a contact may be updated by the user at
15  only one of the nodes. Later, the mobile node may run what is sometimes
referred to as a PIM sync, a process whereby the home node and the mobile
node can compare information, note any differences, and conduct an update so
that both databases have the most current information. (The rules for updates
can themselves be adjusted in such a way that “most recent entry” is hot the
20  only criterion for deciding which of the databases to update.) The PIM sync
may be run at the user’s request or automatically on a periodic basis, assuming
of course that the mobile node is within range of an appropriate base station
antenna.
In this environment, the subscriber operating a mobile node may simply
25  indicate any changes that need to be made to the home-node desktop manager,
assembling in the process a reconfiguration message that may be transmitted to
the home node along with the other PIM sync information. Of course, the

reconfiguration message may be the only new information that needs to be

transmitted. The reconfiguration message may be mandatory, or may be




of course that the nobile node is within range of an appropriate base
station antenna. In this environnent, the subscriber operating a nobile
node may sinply 25 indicate any changes that need to be nade to the
hone- node desktop nmanager, assenbling in the process a reconfiguration
nmessage that may be transmtted to the hone node along with the other PIM
sync information. O course, the reconhygurati on nessage nmay be the only
new i nformation that needs to be transmtted. The reconfiguration nessage
may be mandatory, or may be . 24 updated in a simlar fashion as the rest
of the PI M sypdateidnfarsimiilao fashion o therrestwifrths PIMheynoobfdramatiode Imather et ai n
the reconfiguration selections as data, which is then conpared tq .that
stored in t Fecdsnieraekile rede waX refain thegeeanitauraion spleionsss daty drhiel)
information .updated into. bath nodes. 5.l n another .environment
recont i gur adt g reuad Xt sTedi oot ode apd MO Y e S bscr i ber
establ i shes AnGaNReehord) iR ol bRl dbotiilacyep sites can be

wnl oad o

accessed, and requests b page froma site that has been

constructed for tlhianofher pasoninboy gecopdighediton®tssageetan bOEenttvid thepur pose) .
The downl oaded Web page, which may be adjusted so as to fit 10 the nobile

devi ce' s di dpteayet. Héere s subscriheredahlishes ampnaentionHbraughsehicheWorld updat e
deskt op nman ferences. The updated Wb page w._l | i de link for
sendi ng t he Wik Riebaiies CRB ReessEd Bidearests dovBlaiata WehdoRgiomage | n
sonme instan I } S e wth
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ot her

enbodi nents an s may be fornulated 1n accordance with the present
i nventi df. [the nwhalestevinest’ e dispheyt bedmesaninteractivd way dpsthersubsgrildr to hese
ot nods 1S Ndats deskiop thaniager preferences. T updated Wb page il providea ' <4 ©
link for sending the reconfiguration message once it is complete. The Web
page in some instances The Web page in some instances can be kept up to date
with the home node’s current preferences so that the subscriber may view them
15 when the Web is accessed.
The methods above represent exemplary embodiments and others may
be formulated in accordance with the present invention. It is also noted that the
sequence of steps in any of these methods is not mandatory unless explicitly
stated or logically required to be so.
20 The previous descriptions are of preferred examples for implementing
the present invention, though the scope of the invention should not necessarily.

be limited by this description. Rather, the scope of the invention is defined by

the following claims,




20 The previous descriptions are of preferred exanples for inplenenting
the present invention, though the scope of the invention should not
necessarily. be limted by this description. Rather, the scope of the
invention is defined by the following clains. 25 Clainms: 1. In a

comuni cati on network having at | east a nobile node and a hone node, the
home node having a renotely-configurabhe desktop nmanager, a systemfor the
network, adapted to configure the home-node desktop manager 5 fromthe
nobi | e node, said systemcharacterized by: a reconfiguration nessage
generator sdllagmsvely coupled to the comunication network for generating
a reconfiguration nessage; and a hone-node reconfiguration nessage
processor coupl ed to tfiq desbiARatioRNeEeskaREiSeAtdeidt WahybloHdEed @ t he
conmmuni cation network for changing 10 the desktop configuration according
to the recorfangrinadd, dime hexns agde Waemg 4 rdansotclyeamifigadalle deslktop mantsigbr anode;
wherei n the honme-node reconfiguratjon processor, determ nes whether a

status checleyptem &y ihe aetvakoadapted breandiguae therhame-mope dedtep imasgger s 2.
The Sy5§ em cL}ﬁi m Jb‘i furt her. .characteri ied tc)ir a hone-node nessage
gener ator f OIB %P‘é(hlr?dmp&%aﬂ?lrs&%'?@tcih@ﬁac OINN tion messages for
transmtting to the nopil e node. 3. The system of clainfé, vﬁ]ﬁerein t he
home- node r econf idfi¥FeR xgtﬁatlggr%qs%%esgg}er@tgrgégqt%ql)éc?@9 f@fMF ne if the

request ed conEhaERL O nERAINGD Akl 13U i, SYSEER glaclai m 3

wher ei n the Tionme-no erator 9°s opera to generate a
message for transm ssion . to the nobile 25 station (200).indicat) t hat the
Changes T equest edt PemEREds desatiicyiatian piessave Seagsdimipted® Hadeidob
manager and selectively coupled to the communication network for changing
10 the desktop configuration according to the reconfiguration message when it is

received from the mobile node;

wherein the home-node reconfiguration processor determines whether a

status check is required before reconfiguration will be performed.

15 2. The system of claim 1, further characterized by a home-node
message generator for generating reconfiguration confirmation messages for

transmitting to the mobile node.

3. The system of claim 2, wherein the home-node reconfiguration
20 processor is operable to determine if the requested configuration changes can
be made.
4. The system of claim 3, wherein the home-node (100) message

generator is operable to generate a message for transmission to the mobile
25 station (200) indicating that the changes requested in the reconfiguration

message cannot be made.




26 5. The systemof claim2, wherein the reconfiguration confirmation
nmessages contain a configuration status sunmary. 6 The system of any
preceding claim further conprising a 5 configuration status sumary
generator (535) for generating a configuration status summary. 7. The
system of any preceding claim wherein the conmunication network is a
cel lul ar communi cation network. 10 8. 3he system of any preceding claim
wherein the desktop manager is password protected and wherein the

hone- node (100) reconfiguration nessage processor is operable to determ ne
if a reconfigurati.on ndesyyem dhclades wheeeipdbs wwonfightat®n coimdirgptivem of
any preceding claim wherein the reconfiguration nessage generator is
resi dent inlgﬁﬁaﬁﬁﬁﬁﬁ@ﬂﬁﬁdé’ ysptiom FatusamENa&Hem of claim 9, wherein the
nobil e node is characterized 20 by an organi zer database that may be
synchroni zed with a hone-node organi zer database over the conmunication

network and whergj n t Mg §LRM bOHARPIRBAingRISAY Futthet (GHISHRhEGD W th the
organi zer synchroni zation"data. i1f. The systemof any of clarnms 1 to 8,
f urt her5 charcaofiguramd datus su@mare genéiagur(a8 5 pfor gensating aupndguratidnhe -
conmmuni cation network, and wherein reconfiguration nmessage generator is
resi dent i n S#BS PEBBIY.gurati on server. 27 12. The system of claim 11,
wherein the nobile node (100) is characterized by a Wb browser and
wherein the reconfiguration server includes at |east one Wb page for

transmtting to the moRid §sAR06f ary prece@inTRiAR ilre PR Bl EGERNH 9uri ng

e
a hone- node deskt op
network 1s a cellular communication network.

10
8. The system of any preceding claim, wherein the desktop manager
1s password protected and wherein the home-node (100) reconfiguration
message processor 1s operable to determine if a reconfiguration message
includes the password.
15
9. The system of any preceding claim, wherein the reconfiguration

message generator is resident in the mobile node (200).

10.  The system of claim 9, wherein the mobile node is characterized
20 by an organizer database that may be synchronized with a home-node organizer
database over the communication network and wherein the reconfiguration

message is transmitted with the organizer synchronization data.

1. The system of any of claims 1 to 8, further characterized by a
25 reconfiguration server coupled to the communication network, and wherein

reconfiguration message generator is resident in the reconfiguration server.




manager through a communi cati on network, said nethod characterized by the
steps of: providing a nobile node operable to communicate in the

communi cation network; 10 generating a reconfiguration nessage;
transmtting the reconfigurati on message to the home node via the

comuni cati on network; determ ning whether a status check is required prior
to reconfiguration. 15 14. The nmethod off claim 13, further characterized by
receiving a confirmation nessage indicating that the requested
reconfiguration has been made. 15. The nethod of claim 13 or 14, further
characterized by l2equéldte sygten?0f aladeskt, sphecan theyomobile mods(a0QUsissummary. 16.

The nethod of claim 15, further characterized by receiving the desktop
confi gurati &ilagqcaq%@yrﬁ%%b, blm@%ﬁﬁ Mﬁl@redﬁ éhealcheaﬁsma&@ﬁép@fqr ng a
reconfi gur at:j [ [ forned til, t skt configuration
status 25 §h8n¢!g$§§ﬂ§gsﬁ§@§i%§.pggeifgrﬁaélsﬁﬁﬁ'%%cﬂgEﬂ@oﬂéf&gqeai ms 13 to 16,

wherein the reconfiguration nessage is generated in the nobile node (200).
28 18. The nmethod of claim 17, wherein the nobile node is characterized by
an organi zer dat d3ase A hadthodhyorlrensyelgrecoifipeding 4 horaehoae-deslodp or gani zer
dat abase (525) over the comunication network and wherein 5 the

reconf i gur atMengee yaysh psommavrisnieractyark, sand mathethehasactsninedhbyiiczat i on
data. 19. The nmethod of any of clainms 13 to 18, wherein the nobile node
(100) is chala€t%rized by a Wb browser, and further conprising the steps

of : 10 requesting a Wb pag {ro a Weh site on a server (485) vja.the

providing a mobile node operable to communicate in the communication

network; |
10 generating a reconfiguration message;

transmitting the reconfiguration message to the home node via the

communication network;

determining whether a status check is required prior to reconfiguration.

15 14.  The method of claim 13, further characterized by receiving a
confirmation message indicating that the requested reconfiguration has been

made.

15.  The method of claim 13 or 14, further characterized by requesting

20 a desktop configuration status summary.

16.  The method of claim 15, further characterized by receiving the
desktop configuration status summary, wherein the operation of generating a
reconfiguration message is not performed until the desktop configuration status

25 summary 1s received.

17.  The method of any of claims 13 to 16, wherein the

reconfiguration message is generated in the mobile node (200).




comuni cati on network (400); receiving the Wb page; displaying at |east a
portion of the Wb page; interacting with the displayed portion of the Wb
page to indicate 15 changes to the hone-node (100) desktop nanager; and
transmtting the indicated changes to the server (485). 20. The nethod of
claim19, wherein the reconfiguration nessage is generated in the server
(485). 20 21. A handhel d nobil e device§200) operable to renptely
reconfigure a home-node desktop nanager via a w reless comuni cation
network (400), said handheld nobile device (200) characterized by: .a
configuration status request nessage generator (525) selectively 25 coupled
to the comruni catjion network (400) for_geperating stigus requests for

transmission to tife hothe ME d(@ alnwa,vb@n%lrtﬂpémpb Bede et wor k (400) in

o oot A M b AE BB S P s ER GR RRe. on 29
comuni cat i g R&IBRkikerl MtallRR ?S%\Aﬁqj S&Erahe 8GARUNIH RN AW BBS SAORhERSN
transm ssion to the hone node; e h

rein the hone-node configuration
processhbr dehereiondgundieirheessage % shadmistedvetlk thesonpenizer eghchedmraidahe
reconfiguration will be perforned. 22. The handhel d nobil e device (200) of
claim?21, fuldther characterized by an organi zer database (525) that may be
synchroni zed with a hone-node organi zer database (525) over the

communi cation network (400), 10 and wherein the reconfiguration nessage is
transmtted wth {fe Oflg.‘[algfleﬁrqﬁf ofs‘éfﬂfg &@h@%ﬂeﬁlg%ﬁereﬁ%e%ima d

mobi | e devi ce (200) of 1 or urt
(100) is characterized by a Web browser, and further comprising the steps of:

10 requesting a Web page from a Web site on a server (485) via the

communication network (400);
'receiving the Web page;
displaying at least a portion of the Web page;

interacting with the displayed portion of the Web page to indicate
15 changes to the home-node (100) desktop manager; and

transmitting the indicated changes to the server (485).

20.  The method of claim 19, wherein the reconfiguration message is

generated in the server (485).

20
21. A handheld mobile device (200) operable to remotely reconfigure
a home-node desktop manager via a wireless communication network (400),
said handheld mobile device (200) characterized by:
-a configuration status request message generator (525) selectively
25 coupled to the communication network (400) for generating status requests for

transmission to the home node (100) via with the wireless network (400) in

order to determine the current configuration of the desktop manager; and




characterized by a Wb browser. 15 24. The handhel d nobil e device (200) of
claim?21l, 22 or 23, wherein the reconfiguration nmessage is characterized
by a pre-selected password. 25. The handhel d nobil e device (200) of any of
clainms 21 to 24, 20 wherein the reconfiguration nessage is characterized by
identification indicia that uniquely identifies the nobile node (200).

29

a reconfiguration message generator selectively coupled to the
communication network for generating a reconfiguration message for

transmission to the home node;

wherein the home-node configuration processor determines whether a

5 status check is required before the reconfiguration will be performed.

22, The handheld mobile device (200) of claim 21, further
characterized by an organizer database (525) that may be synchronized with a
home-node organizer database (525) over the communication network (400),
10 and wherein the reconfiguration message is transmitted with the organizer

synchronization data.

23.  The handheld mobile device (200) of claim 21 or 22, further

characterized by a Web browser.

15
24.  The handheld mobile device (200) of claim 21, 22 or 23, wherein
the reconfiguration message is characterized by a pre-selected password.
25.  The handheld mobile device (200) of any of claims 21 to 24,
20 wherein the reconfiguration message is characterized by identification indicia

that uniquely identifies the mobile node (200).




