"A FI LE TRANSFER PROTOCOL" DESCRI PTI ON OF | NVENTI ON: THI' S | NVENTI ON rel at es
to inprovenents in or relating to File Transfer Protocols, particularly

t hose enpl oyed when data is to be transferred over an unreliable

communi cations link. For a nobile host to connect to a wired network (for
exanple, the Internet) the nobile host nmust connect using either a wirel ess
comuni cations link or a telephone line and transmt a file in accordance
with a file transfer protocol (FTP). Such connections are relatively
expensi ve, unreliable and have |imted bandw dths as conpared to a norna

| ocal area ng&*&ig nconnDn for such a link to fail during a
file transfer Egﬁ%ﬁhiﬁigg- i’ a expense setting up a new
connecti on and downl oadi ng t he entlre file again, nobile hosts typically

al so have resource constraints such as limted battery power. It is,
therefore, inportant to m nimse connection tinme for the nobile host
Unfortunately, many existing inplenmentations of FTP do not work well under
such unreliable Iink conditions. Wien an FTP transfer fails, the parti al
data transferred nust be discarded and the whole transfer has to be
re-started. BBSCRIPTIONCOF IBNEENTYEON bl em shoul d take into consideration
t he exi sti ng-—FfP—apptTcattons—avart+abl e, such as W5-FTP and the various web
2 browsers. Conpatibility with these applications woul d be preferable.

Besi des using FTP for file transfer, the use of HTTP has al so becone very
common due to the popularity of 'web browsers.

THIS INVENTION relates to improvements in or relating to File Transfer

Protocols, particularly those employed when data is to be transferred over an

unreliable communications link.

For a mobile host to connect to a wired network (for example, the
Intemet) the mobile host must connect usmg either a wireless communications
link or a telephone line and transmit a file in accordance with a file transfer
protocol (FTP). Such connections are relatively expensive, unreliable and have
limited bandwidths as compared to a normal local area network. It is not
uncommon for such a link to fail during a file transfer. Besides going to the
extra expense setting up a new connection and downloading the ehtire file
aga.iﬁ, mobile hosts typically also have resource constraints such as limited
battery power. It is, therefore, important to minimise connection time for the
mobile host. Unfernmately, many existing implementations of FTP do not
work weﬂ under such unreliable link conditions. When an FTP transfer fails,
the partial data transferred must be discarded and the whole transfer has to be
re-started. A

A solution to the sbove problem should take into consideration the
existing FTP applications available, such as WS-FTP and the various web
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Attenpts have been nade to provide background file transfer. One such
attenpt is the "Background File Transfer Programme (BFTP)". The BFTP is an
I nternet background file transfer service that is built upon the
third-party transfer nodel of FTP. It consists of two conmponents: a user

I nterface programto collect the paraneters describing the required
transfer; and a file transfer control daenon to carry themout. Both of the
conponents are run on the sane host althogh renote service can be achi eved

var i ous FTp chrOmRer Demaathify wi e%?@%@é@f?ﬁ e haps#%ab?ﬁ Besfas,
schedul ed 1 gt g Bk kel IRUGE PP bW eckiibvdg SR e

at a later tine I'eh carry out repeate rlesfor

transfers thaj i Mﬁ@q)fﬁé]ﬁbﬁmeg@t ers only for server-to-server file
transfer, and not f| | e downl oad or upload to/froma nobile client.

Furt hennore it is not intended specifically for a slow or unreliable
environnment. For those FTP cljent applicati t_hat ort schedul ed
transfers, the nai Atgmatphaxe been made topron ¢ backarpund Hhe ransierm OReasueh: he

Connect i on ¢ MISSRbE o saroml SIS TR Rickr RRERATEN T ThooRERY e
mobi e host 'Qntmeélﬁétesspe@o@d F1E trangfed dbvibe ¢t AODEH ufibn |

i nvention to provide a rans ot 0CcoO canr uce he ? irme*and
cost expendedn@ﬁsﬁatzﬁoaélaaﬁfmmovrtr c@ﬁslst@r@ twé! orhpéents: a user interface

program to collect the parameters describing the required transfer; and a file

transfer control daemon to carry them out. Both of the components are run on
the same host although remote service can be achieved via a Telnet connection
to the BFTP server-Telnet module.

There are also various FTP client applications, such as GetRight and
AutoFTP that allow scheduled transfers. A user is allowed to specify the task
to be performed at a later time and the FTP client is able to carry out repeated
tries for transfers that have failed.

The FTP caters only for server-to-server file transfer, and not file
download or upload to/from a mobile client. Furthermore, it is not intended

specifically for a slow or unreliable environment.

For those FTP client applications that support scheduled transfers, the
main drawback is that the mobile client has to maintain the connection during
the traﬁsfer. This approach is expensive, and ideally the connection time
should be minimised, as well as the bandwidth used by the mobile host in
transferring a file.



Accordingly, the present invention provides a nethod of transferring a set
of data between data storage nedia in a comunication infrastructure
conprising a data storage medi um connected by a link to a conputer which is
connected to a network which is, in turn, connected to anot her data storage
medi um the conputer having neans to receive, store and send data, the

nmet hod conprising the steps of: if the link is tenporarily severed so that
only a portion of the set of data is transterred across the |ink,

comuni cati ng between the conputer, and at  l.east..one of th ata Stor

nmedia to establ i s\rﬁi AR aé’xpg-?ﬁr‘t’?tgemﬁ SRCSAL 1D¥Fntgn Sgtgoﬁb{e %egﬂe Tk
transferred; i | Eo&tf Rde® onCdatd ¥sha’ et e
i nk when theﬁ%&aﬁigﬁ?%@gs@gﬁéﬂgﬁig A@%n?ggee’ygsfly, Phea set ofea.dataz#d;| to
be transferre@gntslizbld ligkot her data storage nediumto the one data storage
medi um the nethod conprising the further steps of: transferring the set of
data to the one data storage nediumand, if the link is severed during the

transfer of data, contipuipg o transfer data through the petwork,.fr.omthe
ot her data stor agemﬁﬁg{;’a € PrEenh NVYSRHON RFOX1des %WM&WW‘% a

conput er. Preferabl t h f r k1 S] ng e . '
entirety of tﬁg{ Pgnéartﬂdgﬁwg?ﬁt%ga dsgélg‘ggon%gw}%r#sfygf' '?lﬁétg&bgéﬁag&uéﬁe
transferred t iSTRTR ARt i ' i :
transferring ?ﬁ?‘gﬁg’ata tdgtét)%tg}%ggt%est orgge me |B %aiéirﬁglg?slatscrge iﬁf%ﬂrl%%tjhe
menory of the coafipetedrio £pewesrikewhioh i, e tued, heshrfeotednhty anothpr idata gtarbge
steps of, if only a portion of the renmminder of the data to be transferred
has been tranghedinoy the comsputer shawingrmeasts thgeetinpusiore vansh send datak the

-establ i shed, ferring.thi : ity
re-establl She hetho rc‘:%meprr{s'ix{] the sltgps of: if the link is temporarily severed so that only a

portion of the set of data is transferred across the link, communicating between
the computer and at least one of the data storage media to establish the extent to
which the set of data has been transferred; and transferring the remainder of the
set of data across the link when the link is re-established.

Advantageously, the set of data is to be transferred from the other data
storage.medium to the one data storage medium, the method comprising the
further stéps of: transferring the set of data to the one data storage medium and,
if the link is severed during the transfer of data, continuing to transfer data
through the network from the other data storage medium -and storing this data in

a memory of the computer.

Preferably, the method further comprising the step of, if the entirety of
the remainder of the data to be transferred has been transferred to the memory
of the computer when the link is re-established, transferring this data to the data

storage medium across the link from the memory of the computer.

Conveniently, the method further comprising the steps of, if only a
portion of the remainder of the data to be transferred has been transferred to the



portion of the data to the data storage nediumfromthe nenory of the
conputer across the link; and transferring the remaining portion of the
remai nder of the data to be transferred to the data storage medi umthrough
the conputer fromthe other data storage nedium Advantageously, the nethod
further conprises the steps of: designating data to be transferred between
the data storage nedia; and designating a tine for the data to be
transferred. Preferably, the method furthdr conprises the steps of, if the
data is to be transferred fromthe .datga storage nedi to, the ather ta
tor age madi GRETIORLnh 5% ot Sdeny e SBRGE SR a4
medi um acr oss | | o) C ; t erd. | h ' t

data across t%{é&%& %lr%}zéf?%%ettohgmg(%t%@g% ﬁ‘gﬁ%’: k#edrlﬂgg{eaﬁé%%@?n@gi um
at the desi gngé@futer "Eoross filve it | ¥nd tgnsi@iingd thd! rtheif® "Portivas of Nbe
steps of, if the data is to be transferred fromthe other data storage

medi um t o t herainaindert of thgedate v betransfersddetor theglath stotageamzedium shedughrthewor k
fromthe other data storage nediumto the conputer; and transferring the
data across tfRMPPEK & piher datgsterage Jadiamdat a st or age nedi um at t he

designated tine. Advantageously, the data is transferred fromthe data
storage nediumto the other data storage nedium and includes instructions

to transfer infor ' ' r | .
further data stor g%?%é%%r@?ééﬁ??%%%@%f@??ﬁ rcggnmi)%sl eémtghe
steps of ! ass@dgtaabl Rotrangeirad batWeen the ddie skthg®inedid;a ahd degignating fetifned;

and altering the datastanp associated with the set of data when the set of
data is updat 6or the data to be transferred.

Preferably, the method further comprises the steps of, if the data is to be
transferred from the data storage medium to the other data storage medium,
transferring the designated data from the data storage medium across the link to
the computer; and transferrihg the designated data across the network from the

computer to the other data storage medium at the designated time.

Conveniently, the method further comprises the steps of, if the data is to
be transferred from the other data storage medium to the data storage medium,
transferring the data across the network from the other data storage medium to
the computer; and transferring the data across the link from the computer to the
data storage medium at the designated time.

Advantageously, the data is transferred from the data storage medium to
the other data storage medium and includes instructions to transfer information

stored on the other data storage medium to a further data storage medium.

Preferably, the method further comprises the steps of: associating a
datastamp with the set of data to be transferred; and altering the datastamp
associated with the set of data when the set of data is updated. |



Conveniently, the nethod further conprises the steps of: when the link is
re-established, conparing the datastanp associated with the portion of the
set of data that has already been transferred across the link with the

dat ast anp associated with the remai nder of the set of data;. and discarding
the portion of the set of data that has al ready been transferred if the
conpari son of the datastanp associated with the portion of the set of data
that has already been transferred with theSdatastanp associated with the

remai nder of the set of data indicates that the set of data at the one data

storage nedi um has been updated since the portion of the set of data that

has already been tra @E{asto ‘mérﬁétﬁ&? &%d ..,@f}e@o@,@ng{él Igvhqner H]’k

Advant ageously, the L ncorpora es tine
the datastanp g 'ié-%ﬁ@hé’ﬁéﬁs cb th@Ha éﬁsﬂgiaiéﬂewitﬁrtﬁé Brtitn ftheSRt Of
data. Another aspect of tRhe present invention provides a conhputer program

product havi ngfirdaasthatvhas aﬂﬂeedydmentmansﬁemqi aoross thedidd with ¢he damstamp to
transfer a set of data between data storage nedia in_a_conmunication

i nfrastruct ur casseeigtedswify the aemainges of dae mﬂ@at@om&sear@g 4h¢ pertien of
Snother dat a Shr %FS S et et el BRI St St At 6 SoniRER 6f Jhe
and send data, g4 O&?ﬁm? il e ?ﬁoﬁ toTRﬁ Qkt of ﬁatrahﬁa }\gg Ia]sréady been

tenporarily severe y a portion of he set of

transferred acrasferrbd vs‘ltlf‘ifhe dasTHMpCAbbdiatcdovit the FéiRaindePof te séttofedata

| east one of the data storage nedia to establish the extent to which the
set of data hamdieates thatthef setrofdiataat the oms tatar stoxpge mediemhasibeern ipdited s et

of data across the |ink when the |ink Idsa re-, established.
since the portion of the set of data that has already been transferred was

transferred across the link.
Advantageously, the datastamp incorporates time information.

Preferably, the datastamp incorporates information concerning the

version of the set of data.

Another aspect of the present invention provides a computer program
product having means, when the computer program is loaded on a computer, to
transfer a set of data between data storage media in a communication
infrastructure comprising a data storage medium connected by a link to a
computer which is connected to a network which is, in turn, connected to
another data storage medium, the computer having means to receive, store and
send data, the method comprising the steps of: if the link is temporarily severed
so that only a 'portion of the set of data is transferred across the link,
communicating between the computer and at least one of the data storage media
to esfablis_h the extent to which the set of data has been transf.en'ed;' and
transferring the remainder of the set of data across the link when the link is re-
established.



6 A further aspect of the present invention provides a protocol for
‘inplenenting the above nethod. In order that the present invention may be
nore readily understood, enbodinents thereof will now be described, by way
of exanple, with reference to the acconpanying drawi ngs in which: Figure 1
I's a schematic diagramof the systemarchitecture of a systemon which the
nmet hod of the present invention may be carried out; Figure 2 is a flow
chart of a request froma client for the download of a file after a network
di sconnection between the client and the nobile gateway; Figure 3 is a
further scenario of the client requesting the downl oad of a file after a

net wor k di sconnectio Clii.e ng st tf@{)i e el GU 4
is a flow chart of %r}‘é@ﬁ%ﬁ§8‘3¢$ﬁ gigv\n%%sgggs%{s)g‘ll on; 45:88%?% Wrs(’tgécgl ggv}/.
chart of a Scmgwxﬁalﬁgpmepéw B8ERIAONIn bidE# Bab thes presthOhiventibh @by e
schedul ed FTP server-server session; and Figure 7 is a flow chart of” a
schedul ed HTTkhdE Treadity nnderstoodyiembodimenty theretf willendw lbe desaribédr byPmayocol
system consi sts of three nmjor conpgnents, nanely the cljent, proxy
conponent 1, vhexample, avighreforepce tnihsracsompanying: drawings inavleeh: prot ocol 3.
The client proxy conponent 1 resides at the nobile client 4 and the nobile
gateway conponent 1 resides at a conmputer 5 connected to the Internet 6.
The physical 11nk hghygefid BScHRRLGE dildrEhl of R stdtf SF U oF BA5MERS

the nobile gateway conmpon wred or wreless; Tor
exanpl e a nDAdR whithtHe médthéd of the present invention may be carried out;

Figure 2 is a flow chart of a request from a client for the download of a

file after a network disconnection between the client and the mobile gateway;

Figure 3 is a further scenario of the client requesting the download of a

file after a network disconnection between the client and the mobile gateway;
Figure 4 is a flow chart of a scheduled FTP download session;
Figﬁre 5 is a flow chart of a scheduled FTP upload session;
Figure 6 is a flow chart of a scheduled FTP server-server session; and
Figure 7 is a flow chart of a scheduled HTTP GE'_I session,;

| Turning to Figure 1, the File Transfer Protocol system consists of
three major components, namely the client proxy component 1, the mobile
gateway component 1 and the mobile FTP protocol 3. The client proxy
~component 1 resides at the mobile client 4 and the mobile gateway component
1 resides at a computer 5 connected to the Internet 6. The physical link

- between the mobile client 4 and the computer 5 hosting the mobile gateway



or a GCSMwreless link. To enploy a file transfer protocol enbodying the
present invention, the client proxy conponent 1 of the protocol nust be
installed at the nobile client 4, for exanple in the nenory of a |aptop
conputer. The client proxy conponent 1 consists of the follow ng nodul es: a
client proxy server (CPS) 7; a protocol application progranm ng interface
(API') 8 and a cache nodule 9. The CPS 7 is needed to support a File
Transfer Protocol application and a web bilowser. A File Transfer Protocol

application incorporatin he. pbresent invention or the CPS 7 ¢ al L. t he
abpl | cat 1 on phORPERL R bEFIBRSH RS geiERfs fu PR aTgofe g ing
User aut henti §J i 2t Jndi cati on/ cancel |l ati on of FTP transfer
request, 3. B@g%/ﬁg\?mé]f&s ransfer status. 4. FTP retrievabl e/store. 5.
FTP cache managenent. The nobil e gateway conponent 1 of the File Transfer
Prot ocol system enbodying the present invention consists of the follow ng
nmodul es: nobi | e gaTevewployafilestransfer pMERR)! enbodyting the presanidinventianathe t he

j ob schedul er jodul e 12. The co nji cati on protoco| be en_the client
proxy conponefkient RIRHY CRENABERL g%lah@moe@mﬁebﬁ mﬁtaéie\a?ﬂethﬁm@blh aﬂgme r

Prot ocol systemenbody fh resent invention is called e bile FTP

ot ot ool 13, T {3 ARaglF o ugh SREROR: o i B SR, ne P B Broxy

I nvention subpp@ihdnent 1 consists of the following modules: a client proxy server (CPS) 7;
a protocol application programming interface (API) 8 and a cache module 9.

The CPS 7 is needed to support a File Transfer Protocol application and a web
browser. A File Transfer Proftocol application incorporating the present
invention or the CPS 7 can call the application programming interface to

perform the following functions:

User authentification.

Indication/cancellation of FTP transfer request.
Query of FTP transfer status.

FTP retrievable/store.

U A e

FTP cache management.

The mobile gateway component 1 of the File Transfer Protocol system
embodying the present invention consists of the following modules: mobile
gateway proxy server (MGPS) 10; the cache module 11 and the job scheduler
module 12. |

The communication protocol between the client proxy component 1 and
the mobile gateway component 1 of the File Transfer Protocol system

embodying the present invention is called the mobile FTP protocol 13.



two nodes of file transfer, nanely an i nmedi ate and a schedul ed node. For
each node, a file download or upload to or fromthe nobile client, or a
server- to-server transfer could be performed. | MVEDI ATE MODE Thi s behaves
like a normal File Transfer Protocol to the user, although the File
Transfer Protocol of the present invention splits the FTP session into two
sessions: one between the nobile client 4 and a nobile gateway 14 (on which
the nobile gateway conponent 1 resides); &nd the other between the nobile

roxy component 1 h S TrbCe PrapBCLEoBATRHE DGR yeRRbA cbots’ o

=

session. The VeFefilet i i r;hilﬁ ' y may
be di sconnect{evg@:ﬁrll&tr%e m gst?ﬁ(l)s?ﬂgﬂfa.lﬁ}eyggm o%%?%p?ggg.r&%s% © %@%ﬁ'ne}i{?i on

may be due t oedchnmhotié, a fidé¢ dowklcadngrespload t@ or frectsl ¢hie mobile divint, wrea sdrverdr e 2
shows the sequence of events when such a di sconnection occurs during a file
downl oad fr onfa-pervebansdercowddg peaformedhe mobile client 4. Wien there is a
net wor k di sconnecti on between the nobile client 4 and the nobil e gateway 14
during the file transfer, the M3PS 10 in the nobil e gateway conponent 1 of

the File Transfer Womi nues and conpletes the FTP transfer
with the target se - | ink between the nobile client 4 and
the nobile gateway 14 is re-established and the nobile client attenpts to

downl oad the sane file again, the CPS 7 verifies the partial file inits
own cache by checkThis bétesvep dikeicadinml Filer@rasfersPatooslito theeusar,talthoughr get
file at the target server 15. Assumi ng that 50% of the file has been.
transferred sthecEdsfimnsfer Brotoechobthecpiesentrinvention splitstthe IHFR session antoenpt

b f t h | . k . . 1
(before the two sessions: one between the mobile client 4 and a mobile gateway 14 (on

which the mobile gateway component 1 resides); and the other between the
mobile gateway 14 and a target server 15. Caches are maintained at both the

client proxy component 1 and the mobile gateway component 1 during the FTP

session.

The link between the mobile client 4 and the mobile gateway 14 may be
disconnected in the midst of a file download/upload. Such disconnection may
be due to handoff, network congestion or sudden power failure. Figure 2
shows the sequence of events when such a disconnection occurs during a file
download from the mobile gateway 14 to the mobile client 4. When there is a
netwofk disconnection between the mobile client 4 and the mobile gateway 14
during the file transfer, the MGPS 10 in the mobile gateway component 1 of
the File Transfer Protocol system continues and completes the FTP transfer
with the target server 15. When the link between the mobile client 4 and the
mobile gateWay 14 is re-established and the mobile client attempts to download
the same file again, the CPS 7 verifies the partial file in its own cache by
checking the modification time and size with the actual target file at the target
server 15. Assuming that-50% of the file has been transferred successfuily to
the mobile client 4 during the previous attempt (before the link was



9 di sconnected), the nobile client 4 will get the remaining 50%fromthe
cache of the nobile gateway 14 if the whole file has already been

downl oaded to the nobile gateway 14. If the file transfer between-the
target server 15 and the nmobile gateway 14 is still ongoing (as is shown in
Figure 3), the nobile client 4 downl oads whatever is available fromthe
cache of the nobile gateway 14 and gets the renainder of the file fromthe
target server 15 via the nobile gateway 14 |In certain circunstances, a

ile link i f fici ly.l. ' , h
"Tnk s ro- oo AlasPTuSHSED Aamppile clirat Sl esiegemamiBe 0% Fom tik cadhecdt | i
has been updated o t s t, be | [ I S, IS, t he
has been Updakedudli SuRfal 55 i e FHbf K B uPOREP LT Bmdadel b
of the infor THAR bdighayars. ! IRRR! AlY endfef PefvidiP tldtdrgéiCsdtier 1S it
link may be obsol ete. To accommodate this possibility, The data to be
transferred amichile gatewapdiliestill ohgoingl (asl éssslwwinireEBigare3), whe adobikecelists 4t he
tinme of creation of the file, the_tine of the transfer and/or the version
of the file tdawnleadsevhefeverisavailable fromithg caphe of tha mebilgigatewayrdiiand
link is re-estaplished affer .failing during a data transfer, t dat ast anp
of the new i nESHitE TARAIRAEE of S IS o £ PRER STVerHlS Way e mpkile gateway
al ready been ﬁhansferred. I f this conparison of the datastanps reveal s that
the partially tiansferred data is or may be obsolete, then the partially

transferred file i gndidifu difbuniithded® ol hittbileclinkl miayebe ndiséinectid Hbe arew,

updat ed version of the fie begins. The datastanp nay consist of tine

i nf ormation r egfficlemtly dowg tinme thedt, wWhensther linlofis reestablished, theafilef that oiras
data, or may relate to the version of the data. the datasta may. conpri se
a hybrid of tibetng wensfemed apross the/ink has beernt updated ghits |spwfqeg8t warkt aef beon

's used, Tnfor el ot S nERas0 o Snthdie with the FanifF VRS it was left
off, as some or all of the information that was transferred before the failure of
the mobile link may be obsolete. To accommodate this possibility, the data to
be transferred acrbss the mobile link includes a datastamp, which records the
time of creation of the file, the time of the transfer and/or the version of the file
that is being transferred. Using this system, when a mobile link is re-established
after failing during a data transfer, the datastamp of the new incoming data is
compared with that of the data which has already been transferred. If this
comparison of the datastamps reveals that the partially transferred data is or
may be obsolete, then the partially transferred file is discarded, and the transfer
of the entirety of the new, updated version of the file begins. The datastamp
may consist of time information regarding the time of the start of the initial
transfer of data, or may relate to the version of the data. the datastamp may
comprise a hybrid of time information and version information. If time
informatibn is used, information regarding whether or not the file has been
updated since the time recorded in the datastamp would need to be gathered in
order to decide whether or not the data that has already been transferred must
be discarded. In the case of version information being used, all that is required

is a comparison of the versions of the data - if the new incoming data is of a



updated since the tine recorded in the datastanp would need to be gathered
i n order to decide whether or not the data that has already been
transferred nust be discarded. In the case of version informtion being
used, all that is required is a conparison of the versions of the data - if
the new i ncom ng data is of a 10 nore recent version than that which has
al ready been transferred, then the data that has already been transferred
must be discarded. No special benefits aréOderived fromusing the File

Transfer Protocol of the pregent.inventipn for file | oadi n [ ti,vating
2 Server - to- sITEFeTeaE Jerm AR thah Wi AFS. ¢ Eadychsen dBamson eh Remdic By <
node, the nobj | S ot ad . S 7 or nobile client 4
to carry out Ptaghg%é’&trgnééeedré% . é&I ac Bg}gbsrr?gfdeg?new protocol, known as
the Schedule File Transfer Protocol (SFTP) is defned for this type of

schedul ed transfer. There are four types of schedule transfer: |. FTP

downl oad; 11. FTP INd miahbeneﬁtm&eaéﬁmd-fsmnming thenEile Transfer ProtoeolTof GET
downl oad. |I. Schedul.e of, FTP d |l oad - for the gase of a schedul edg, FTP -
downl oad, thi the Preseat ipysptions [ plading of, aqtvaling b Senerersensr e ne

nobile client 4. except tpa in this case, the nobile gateway 14 functions
as a store anﬁf%feﬁi‘? G &%&9%0 he file is first downl oaded to the nobile

gateway 14. The user can then check the status of the file transfer at any
time, and fetch the files fromthe nobile gateway 14 at a later tine when

the downl oad i s coSUEEPULEIDMODHE shows the nessage sequence chart 4A
Schedul ed FTP

In this mode, the mobile gateway 14 is instructed by the CPS 7 or
mobile client 4 to carry out the FTP transfer in the background. A new
protocol, known as the Schedule File Transfer Protocol (SFTP) is defined for
this type of scheduled transfer. There are four types of schedule transfer:

I FTP domxlodd; II. FTP upload;, III. FTP server-server-transfer; and IV.
HTTP GET download.

L Schedule of FTP download - for the case of a scheduled FTP
download, this is the normal FTP download from the target server 15 to the
mobile client 4, except that in this case, the mobile gateway 14 functions as a
store and forward gateway. The file is first downloaded to the mobile gateway
14. The user can then check the status of the file transfer at any time, and fetch
the files from the mobile gateway 14 at a later time when the download is
completed. Figure 4 shows the message sequence chart 4A Scheduled FTP
Download Session.

1N Scheduled FTP upload - scheduled upload from the mobile client
4 is useful when a user decides that a particular file upload should take place at
some later time, maybe when the outgoing link is less busy. In this case, the
mobile gateway 14 acts as a buffer store for the file to be sent to the target



Downl oad Session. I1. Schedul ed FTP upl oad - schedul ed upload fromthe
nobile client 4 is useful when a user decides that a particular file upload
shoul d take place at sone later tine, naybe when the outgoing link is |ess
busy. In this case, the nobile gateway 14 acts as a buffer store for the
file to be sent to the target 11 server 15. After getting the file from
the nobile client 4 the nobile gateway 14 will forward the file to the
target server 15 at the scheduled tine. FilJure 5 shows the nessage sequence

chart for a schedul P upl.oad s 11 chedul,ed FT. :
server - server SEP&Rd r‘lE gfgt'%%ﬂ&jﬁfeeﬁoms@ﬁ?é‘?bﬂ%aﬁfgﬁ {*Féne?li? gatewaysty on
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nobi | e gat ewayshytvshé indiss SdgeOdedu bhee Erefora s%h@@ul@ﬂq?’lrlahpl&dts@ﬁoﬁo control
the file transfer between hetwo renpte servers. The nbbile client 4 does

not need to stay connected throughout the whole file transfer session. For
exanple, a user fromoutside may initiate a file transfer froma_ renote

server to his desktlp P(S@@dnleghFTPvaqrsm@mWnﬁ%éds the, scheduled o sereer-
bi | t 14 sub st,,and_then | ff. l.e._gat

Ta i 11 Jeos or ek et Pasd o e vt ePids TP fasted, 4 pd

deskt op PC. {

esktop V‘Qg-!}hgg%{a;igfgégfaerk% é%rbér% B3 QEFor use‘h@w fﬁiﬁélgwﬂloéabe

file may alre re here an rea I gur e ows t he

message sequerssst.Cmhetmbbile guﬁ:bv Mh‘iﬂ'{ieﬁﬂ)rﬁrﬁe&%ﬂé’ 8§ alco-6RliNAting Bééy e -
V. Schedul ed HTTP GET - scheduled download to the nobile client 4 can be

used for HTTP ¢amfrol the file traasferdietwedihihe tveo vemyptesservemsr The whaebile client 4

does not need to stay connected throughout the whole file transfer session. For

example, a user from outside may initiate a file transfer from a remote server to
his desktop PC at night. The user only needs to log into the mobile gateway 14
submit the request and then log off. The mobile gateway 14 will co-ordinate
the file transfer between the FTP server and the desktop PC.. When the user
returns to his desktop PC the next morming, the file may already be transferred
there and ready for use. Figure 6 shows the message sequence chart for such a

_scheduled FTP server-to-server session.

IV.  Scheduled HTTP GET - scheduled download to the mobile client
4 can be used for HTTP GET transfer as well. This is very similar to the
“scheduled FTP download” except that not all the various FTP settings are
applicable here and the download is done using the HTT protocol GET method.
Similarly, the mobile gateway 14 functions as a store and forward gateway.
The file is stored in the mobile gateway 14 and the mobile client 4 can fetch the
files from the mobile gateway 14 at a later time. Figure 7 shows the message
sequence chart for a scheduled HTTP GET session.

When in immediate mode, no special notification mechanism is needed
as the user is on-line all the time. For the scheduled FTP transfer mode, the



"schedul ed FTP downl oad" except that not all the various FTP settings are
applicable here and the downl oad is done using the HTT protocol GET net hod.
Simlarly, the nobile gateway 14 functions as a store and forward gateway.
The file is stored in the nobile gateway 14 and the nobile client 4 can
fetch the files fromthe nobile gateway 14 at a later tinme. Figure 7 shows
t he nmessage sequence chart for a scheduled HTTP GET session. Wen in
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f orei gn net worfromTthe nabtileogatewapfida new nobi |l e gateway 14 when a nobile
client 4 enters a foreign network is acconplished through a pair of |ICW
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When a mobile client 4 moves into a foreign network, a mechanism is
needed for the mobile gateway 14 in that foreign network to make known its
presence to the visiting mobile client 4. It is assumed that the mobile client 4 is
able to maintain the Internet connection through schemes such as mobile IP

while roaming the foreign network.

The 'discovery of a new mobile gateway 14 when a mobile client 4
enters a foreign network is accomplished through a pair of ICMP messages: an
MGPS 10 advertisement message; and an MGPS 10 solicitation message. The
mobile gateway periodically broadcasts ICMP packets to advertise its
availability to mobile clients 4. Furthermore, if the mobile gateway 14 receives
an MGPS 10 solicitation message, the mobile gateway 14 will reply to this with
a MGPS 10 advertisement message.



M3PS 10 adverti senment message; and an MGPS 10 solicitati on nessage. The
nobi | e gat eway periodically broadcasts | CMP packets to advertise its
availability to nobile clients 4. Furthernore, if the nobile gateway 14
receives an MGPS 10 solicitation nmessage, the nobile gateway 14 wll reply
tothis with a MaPS 10 adverti senent nessage. 13 1. A net hod of
transferring a set of data between data storage nedia in a communication
infrastructure conprising a data storage #®di um connected by a I'ink to~a -
conputer which_is connected to a network which is, in t”m" it

anot her data = medi um the conputer having nmeans ﬂm:'m”ﬂ mme
and send data, the nethod conprising the steps of: if thHe Ifink i®s s &
tenporarily severed so that only a portion of the set of data is
transferred across the link, comrunicating between the conputer and at

| east one of the data storage nedia to establish the extent to which the
set of data has beg¢n transkthodesE tratferringnisdet ofidag béteveenrdatastoragel metiia set
of data across the link when the link is re-established. 2. A nethod
accordi ng to @ aicommuninatien infrastrusere oompaising & data sterage apedivwmreontiected t he

ot her data stprage. nediumto the gne data storage nedju t he . net hod
conpr i sing t hEYFaEkelo &(GOIPHFT Which 35 PRRSHEd R & BEHATKSHTIEh 5, 1Retugfhe
data storage ' ol [ ' d ri ] f
data, conti nugﬁlgﬁ%gé‘??gnas#oteﬂ?éﬁg?ég %F%%gﬁ&t\ﬁg‘gﬁhéﬂéio‘%%u%?nh%ﬁ@%zﬁ%ﬁd%’t a
storage nediu _ i ' tRel Hesedoti it ink i
nmet hod accordﬁ%%é%%iWZ%H?ﬁét%gﬁ?%Pt her 1?:i‘(l)%'}r‘lflpgr Flge?]%ﬁgﬁg g%‘ﬁqg%lf lsﬁf
the entirety témpérarily sevenetbso tiat onby a pbetidmobihetsetof dataris dransfertedeacross

the link, communicating between the comiputer and at least one of the data

storage media to establish the extent to which the set of data has been
transferred; and transferring the remainder of the set of data across the link
when the link is re-established.

2. A method according to Claim 1, wherein the set of data is to be
transferred from the other data storage medium to the one data storage medium,
the method comprising the further steps of: transferring the set of data to the
one data storage medium and, if the link is severed during the transfer of data,
continuing to transfer data through the network from the other data storage

medium and storing this data in a memory of the computer.

3. A method according to Claim 2 the method further comprising
the step of, if the entirety of the remainder of the data to be transferred has been
transferred to the memory of the computer when the link is re-established,
ﬁansfening this data to the data storage medium across the link from the

memory of the computer.

4. A inethod according to Claim 2, the method further compﬁsing
the steps of, if only a portion of the remainder of the data to be transferred has



transferred to the nenory of the conputer when the-link is reestablished,
transferring this data to the data i oss the link fromthe
menory of the conputer. 4. A et hammmlmﬂ!ﬂw aim2, the method .
further conprising the steps of, if only av t t he remai nder of the
data to be transferred has 14 been transferred to the nenory of the

conputer when the link is reestablished, transferring this portion of the
data to the data storage mediumfromthe nkhory of the conputer across the

l'ink; and transferring the remainin rtion of the r i.nder of t dat a
to be transf eﬂ?"@& qqgls.fq;gecﬁtgt e%?gpﬁg'egﬁ@ﬁi Wﬂq{%‘ﬁﬁﬁnﬁﬂéh&g%[ﬁ'ﬁtagﬁﬁ}’rﬁ%t he
ot her data stqQrag i . [ t e‘?@'ﬁﬂi [k M
further conpri%dl r’geﬁg %M??%@%%Ha%%gtgﬁgo&g%r%s errg%ngetﬁween
the data storag bftheAdinpkaet SErdks the link;| 4R fr@hsfeRenglfiedrehRikifg portion
transferred. 6. met hod according to Caimb5, the nethod further

conpri si ng t heofs thepseméindef ofhthedddta tosbe dramsfarradh 46 ethe edaté r sioragh emedivm
storage nediumto the other data storage nedium transferring the

desi gnat ed datthreugh-theisomputer Gow thg othardatastoragessediwam. i nk to the

conputer; and transferring the designated data across the network fromthe
conputer to the other data storage nedium at the designated tine. 7. A

met hod accordi ng togd ai t I S - st o{:urg{' t a 0S
to be transferred f?'omt eﬁgmr%{gﬁ tgr a&g%ﬁ%%lﬂb%r ?o %he aetra&js;?@rq%]gg
nmedi um transfglerstds ¢ %éﬁ?%ﬁtiﬁg 'dasbtd betwanifemed betweed the dth eforsed media;
storage nediumto the conputer; and transferring the data across the |ink

from and designating a time for the data to be transferred.

6. A method according to Claim 5, the method further comprising
the steps of, if the data is to be transferred from the data storage medium to the
other data storage medium, transferring the designated data from the data
storage medium across the link to the computer; and transferring the designated
data across the network from the computer to the other data storage medium at

the designated time.

7. A method according to Claim 5 further comprising the steps of, if

the data is to be transferred from the other data storage medium to the data
storage medium, transferring the data across thé network from the other data
storage medium to the computer; and transferring the data across the link from

the computer to the data storé,ge medium at the designated time.

8. A method according to any one of Claims 5 to 7, wherein the data
is transferred from the data storage medium to the other data storage medium
and includes instructions to transfer information stored on the other data

storage medium to a further data storage medium.



the conputer to the data storage nedium at the designated tinme. 8. A

met hod according to any one of Clains 5 to 7, wherein the data is
transferred g orage nmediumto the other data storage medi um
and incl udeH"lmmmllﬂﬂﬂmm transfer information stored on the other data
storage nediumtot@a Mursher data storage nmedium 15 9. A net hod
according to any preceding claim further conprising the steps of:

associating a datastanp with the set of ddfta to be transferred; and

altering the dataiéarrp ssorg]‘i9 ted '.thtthe set of. data whegn.the set.qQf data
i s updated. 10. ‘met rAFCATES 103y RI§CCIE R T SORprisRe

steps of: wh 4 PEPA R Emga?@eﬁn | .

associ at ed Wetpﬁtsﬁ)g dpf?) ?%%O%}litgl#e‘? e sﬂe 0 t}};@g@%g?aﬁ{aag% al?f{erglzélf&?gghand
transferred aflteptug ftheeddthstkmpi dsbodibRdowithgherset afdacd aird thiet det tdfedata is
remai nder of the set of data; and discarding the portion of the set of data
that has al r agudatéstben transferred if the conparison of the datastanp
associated with the portion of the set of data that has already been
transferred with the datastanp associated with the renmai nder of the set of

dat a i ndi cat th th t ,of, data..at .t . ' hasg b
ipdat ed 5 noe t ho 1br 1 A eop A oRiSh b (e S, KRRl dnpigag iat st or "o
transferred V‘@ﬁs\%&ﬁé‘iﬁﬁr ﬁ%-@s@é&fsﬁe&,heoﬁlg%og e daésfﬁﬁ;? %ﬁs&‘iﬁ@& A ite t%@

10, rp n 12. A

Claim9 or erein the datastanp I nct ates tinme ormati on.

met hod accor dpdigiohCofPhaiset 8f dataliBiat hdedledadyt eendedrisséréd Actoss dhid nktveith

i nformation concerning the version of the set of data. i ]
the datastamp associated with the remainder of the set of data; and discarding
the portion of the set of data that has already been transferred if the comparison

of the datastamp associated with the portion of the set of data that has already

been transferred with the datastamp associated with the remainder of the set of
data indicates that the set of data at the one data storage medium has been
updated since the portion of the set of data that has already been transferred

was transferred across the link.

11. A method according to Claim 9 or 10, wherein the datastamp

incorporates time information.

12. A method according to Claim 9 or 10, wherein the datastamp |

incorporates information concerning the version of the set of data.
13. A protocol for implementing the method of any preceding Claim.

14. A computer program product having means, when the computer
program is loaded on a computer, to transfer a set of data between data storage
media in a communication infrastructure comprising a data storage medium
connected by a link to a computer which is connected to a network which is, in

turn, connected to another data storage medium, the computer having means to



13. A protocol for inplenenting the nethod of any preceding aim 14. A
conput er program product havi ng neans, when the conputer programis 1l oaded

on a conputer, to transfer a set of data between data s Em 1
comuni cation infrastructure conprising a data storage mnmmll nlmlgmby
alink to a conputer which is connected to a network whi¢h Fs,tiftdrn;}
connected to another data storage nedium the conputer having neans to

16 receive, store and send data, the nethd® conprising the steps of: if the

link is tenporaril ever S at ,only.a.portion of;the set. d S

transferred alrEd¥e(HEe ?.ﬁ,se %ﬂ‘f&f‘%ﬂ’&dbfém%? ng the SERS eﬁjg’ﬁgf 18

| east one of %ﬁjlr i : i t i

set of data hgé;ﬁgeen_ ?gﬂ{sr?grg?g%gﬂr%g@%@gﬁrﬁ?nﬁﬁﬁgéﬁagﬁaq%ge}refeg%rhggeset

of data acrosshé ik icomtigicating tetwken the eenipakdri aitbdt 1ddst ond 6L the datdr

transferring data substantially as hereinbefore described, with reference

to and as showstorage tthediac torgstablishgther emfentydo which the set of data has been
transferred; and transferring the remainder of the set of data across the link

when the link is re-established.

15. A method for transferring data substantially as hereinbefore

described, with reference to and as shown in the accompanying drawings.



