9 February 2007 DATA- PROCESSI NG APPARATUS, DATA- PROCESS? REPVEREEE7 AND
PRCGRAM = BACKGROUND OF THE | NVENTI ON The present invention relates to a

dat a- processi ng apparatus and a dat a- processi ng net hod, which are used

for rendering services using integrated. circuits (1Cs), as well as
relates to a programfor inplenenting the data-processing nethod.
Nowadays, there has been devel oped a communication systemfor carrying out
transactions through a network such as the Internet by using an IC card.
I'n such a comuni cation system at a request made by a service-rendering

enterprise rendering a servi ¢S #ﬁa ﬁ#§h rver execut es an
application programin order to carry out procedural™’ processing

brescr bed by Lhe, Ser vl SeARTSELRSSOECIARkah ol BRERAINC M TR

processi ng request
PC (personal conputer), the server carries out processing such as

authentication of a user as well as encryption and decryption of data by

execution of Ircatlon pr ogram There is a demand for protection of
hi gh- securrtf‘Arb%G%D BB, G&r FHEOFNVENTIO

The present invention relates to a data-processing
apparatus and a data-processing method, which are used

-t for rendering services using‘integrated!circuits (ICs},

S

as well as relates to a program for implementing the
data-processing method.

Nowadays, there has been developed a communication
system for carrying out transactions through a network
such as the Internet by using an IC card.

In such a communication system, at a reduest made
by a service-rendering entérprise rendering a service
using an IC card, a server executes an application
program in order to carry out procedural processing

-prescribed by the service-rendering enterprise.

In accordance with a processing reqﬁest received
 from typically an IC-card reader/writer or a PC (perscnal
computer), the server carries eut processing such as
“authentication of a-user as well as encryption and
décryption of{data by execution of the application
program. - )

There iS'e demand for protection of high—security




data such as keys set by the service-rendering enterprised Felmoayr®00ng data
and history data against illegal falsification and illegal nonitoring. This
i s because the application programexecuted by the server processes the

hi gh-security data. In addition, versions of sone data conprising the
application programare upgraded fromtime to tine. It is thus necessary
to provide a function for carrying out operations in a state of m xed data
havi ng upgraded and unupgraded versions after an operation carried out by
the server,to repnder a service i s started. Furthernore, froma i
security- a850rATle pIHE Bt BY SR IS RaNdE I BREHPY T E6TRWGE User s
carrying out settjng operations for __application prograns_of the server.
SUMMARY OFFRE FONERaPTA G B g 087 e A LS G2 prBvite 14194t a- pr ocessi ng

apparatus capabl e of enhancing security of an application program executed

by a ser VEPLYGPEndePi% *SePATEES FEF mPPAnCE Hre R 98 e™ G e PY &re a

dat a- processi ng net hod adopted by the data-processi ng apparatus and a
program i r‘?ﬁf”%‘?%ﬁf??ﬁsﬁﬁeﬂﬁaf%qhﬁ?%‘i%éa gt#ret hod. 2 9 February 2007 Exanple
enbodi ments may provi de a data-processing apparatus having a function to
carry out operati ORLIREELat HRRP1GPs HixEY™ datan RERTIFG S BPural ity of
versions, a data-processing nethod adopted by the data-processing

appar at us AHBLE2pt Yy PATITI NPT HEFIACRY TRE H@eatprdtessThginsblvd. Exanpl e

enbodi nents nmay provi de a dat a- processi ng appar at us
necessary to provide a function for carrying out operations in a

state of mixed data having upgraded and unupgraded versions after an

operation carried out by the server to render a service is started.
Furthermore, from a security-assurance point of view, it is

also necessary to control users carrying out setting operations for

application programs of the server.

SUMMARY OF THE INVENTION
Example embodiments may provide a data-processing apparatus
_ capable of enhancing security of an application program executed by
a server to render a service using an integrated circuit (IC}, a
data-processing method adopted by the‘data—processing apparatus and a
program implementing the data-processing method. |
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capabl e of properly controlling users, who carry out sett9 Pghrusage0ari ons
for application prograns of the server, for security- protection purposes,
a dat a- processi ng net hod adopted by the data-processing apparatus and a
program i npl ementing the data- processing nethod. In a first aspect of the
present invention, there is provided a data-processing apparatus for
data-processing wth an integrated circuit in an 1C card or a portable
comuni cati on apparatus through a server to provide a service, said data

processi ng apparatus co i sing: a menor for storing an application
program rel ating %mrpﬁeer%é?%g?s B3 1 %FOX%EW ic 3 TR P ﬁf%agﬁacﬁa%lﬂ? ng a
plurality ofhfirst Qljca ion elenent data, each first application

el enent dat a *HaVi %gt%g VePstoragat £UE st g ohé 8Fatrﬁ)f>§ &F%i ons of the
first application elenent. data, a_plurality of second application elenment
data, each sgﬁﬁh&agﬁﬁiféﬁfFS ”@ﬁ8ﬁéﬁFS“HE?aad??ﬁé?ﬁF@ﬁsﬂﬁfﬁegﬁ@ of the
versions of the first _application elenent data, a versi on nanagenent file
(VMF) for nﬁﬁ%p&ieﬂgbyatp‘él%ttﬁwoﬁgf?iﬁ’@nalf’%aw? 9P APEE on el enent  data
and the second %gglhcation el ement data, 3 11 9 February 2007 and
managenent dATH SRR GE TS SRC4 HEMSSFIvAl e Yat a of the versi on managenent

file to nmanage a relation  between the first application el enent data and
t he version Example embodiments may provide a data-processing apparatus

capable of properly controlling usérs, who. carry out setting
operations for application programs of the server, for security-
protection purposes, a data-processing method adopted by the
data—processing apparatus and a program implementing the data-

processing method.

In a first aspect of the present invention, there is
provided a data-~processing apparatus for data-processing
with an integrated circuit in an 1C card or a portable
communication apparatus throggh a server to provide a
service, said data processing apparatus comprising: a memory
for storing an application program relating to the service,
said applicaticn program including a plurality of first
application element data, each first application element data

having a version data indicating one or more versions of the

first application element data, a plurality of second

application element data, each second application element
data associated with one of the versions of the first
application element data, a version management file (VMF) for
managing a relation between the first application element
data and the second application element data,
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managenent file; a secure application nodul e; and wher ei O Feltteary&007
processing corresponding to the first application elenent data is
performed, a specified version of the first application elenent data is
specified froman internal or external source of the data-processing
apparatus and the secure application nodule perfornms a processing by
using the second application el enment data which corresponds to the
specified version of the first application elenent data, said processing
by usi ng theasécondgappht chitizonncehendntardatanbef ng:yienf apard by accessi ng
t he version managenent file based on both the identification data

i ncl uded i n the mehxgenemnadere rdnd itlee thi menagppki calkbhonel enent dat a

bei ng processed, and retrieving said second application elenent data
cor r espondi ngetBeERetBpett ¥§ e APRIeFEFIRT By SPete PRt AP0 thAe"H d88sed

versi on managenment fjl accessing the wversion managenent file based on
bot h the 1 GRRUTITEAr i G edat & 1 er Ut 1R £ 7B TaNAGertH "B5C8 And t he
first applicahian.ebesents da) a-beldg, B PeesSes AN &t rieving said second

application elenent” data corresponding to the specified version by
referring toappe:carGeRSSEShardl 908 MNAGEFRALA S Id @pedaredrafidtaty 2007

Preferably, in the data-processing apparatus, the processing circuit
det er mi nes ong Yie tfhes2nabratcattihat elsnerassiachat espadiliiadversit am speci fi ed
by version-specifying data ‘ '
internal or external source of the data-processing apparatus
and the secure application module performs a processing by
using the second application element data which corresponds
to the specified version of the first application element
data, said processing by using the second application
element data being performed by accessing the version
management file based on both the identification data
included in the management data and the first application
element data being processed, and retrieving said second
application element data cofresponding to the specified
version by referring to the accessed version management file
accessing the version management file based on both the
identification data included in the management data and the
_first application element data being proceésed, and
retrieving said second application element data

corresponding to the specified version by referring to the

accessed version management file.
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included in the version managenent data, and carries out ¢ PRgbrupiy@pessi ng by
using the determ ned 2nd data. Preferably, in the data-processing
apparatus, the processing circuit determ nes one of the 2nd data that is
associated with a version nunber obtained froma value specified internal
or external to the data-processing apparatus as well as froma val ue
specified by the 4 9 February 2007 version-specifying data, and carries
out the processing by using the 2nd data. Preferably, in a data-processing
apparatus: the version managenent data has a version identification data
and sai d 2nd data thBte5e8alskobt dthediatmi PFReeaPHNY éPBRIGITUFdd®ei fi cati on dat a
in record format; and the processing circuit identifies the version
managenent PAStESBYI r sEEFr g et B trafEgerfént tfat a0d S8R cHEStt Hé ver si on
managenment data by using a specified version identification data as a key
for the 2n@SERfAiated huith s2 a¥8bicat eiew GiRdt bE SEeeiebes/idivéppndata
identification data and carries out the processing by using the 2nd data.
Pr ef er abl y 1nfhdgdddia-Hrocessithy Bpparetiis: datehe apdr slashigfandenelft dat a

includes a table associating said version identification with the ID of
processing by using the determined 2nd data.

Preferably, in the data-processing apparatus, the
pfocessing circuit determines one of the 2nd data that is
assoclated with a version number obtained from a value
specified internal or external to the data-processing apparatus

as well as from a value specified by the




one of the 2nd data that is associated with the version; 9&sbrubhe2007

dat a- processing circuit identifies the version nanagenent data by
referring to the managenent data, searches the table of the version :
managenment data by wusing the ID of a specified version as a key forthe ID
of the 2nd data that is associated with the specified 5 9 February 2007
version and carries out processing to obtain the 2nd data by using the ID
‘of the . 2nd data as a base. In accordance with a-second aspect of the
present invention, there is provided a data-processing nethod adopted by
.a dat a-processing apparatus for data processing with an integrated circuit
in-an | C cartediienpapeabiwing aatimi catd arem@pipsy atuts dhiar pugheassapver to
provide a service, said data-processing nmethod conprising the steps of:
storing in dywenpryg ofhesdrdl datta-.pr ocessi ng apparatus an application
programrelating to the service, the application programincluding: a
plurality of first rapgleirabliyonigl gMBAta-gabaes886h LppstaApp! i cation

el enent data having a version data indicating oné or nore versions of the

first application tekereRkidat@anagbhshal &£¥a0£a§e£0€?%z§9&¢]i cation el ement
‘data, each second application elenment data associated wth one of the

versi ons Qfﬂd@ﬁﬂﬂﬂgﬁégyaw Hg%gigﬁdeg?ggn%nQahgtaatKgEsEgnasgggfggggnt,fiIe

for managing a relation between the first

with said versign identification data in record format;

and

the processing circuit identifies the version
ménagement data by referring to the management data,
searches the version managément data by using a specified
version identification data as a key for the 2nd data
that is associated with the specified version
identification data and carries out the processing by
using the 2nd data. |

Preferably, in a data-processing apparatus:

'i) _ the version management dafa includes a table
associating said version identification with the ID of
one of the 2nd data that ié associated with the version;
and

the data—processing-circuitlidentifies fhg version
management data by.réferring to'the maﬁagement‘data,
_seérchES the Fable of the vérsioﬂ management data by
N .
_using the ID of é specified version és a key for the ID

of the 2nd data that is associated with the specified
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application elenent data and the second application el emehtebrdaty2200and
managenent data including an identification data of the version nmanagenent
file to nmanage a relation between the first application elenment data and

t he version managenent file; and when a processing corresponding to the
first application elenent data is perfornmed, perform ng a processing by
using the second application elenment data that corresponds to a specified
version of the first application 6 9 February 2007 elenent data specified
froman internal or external source of the data-processing apparatus,

wher ei n sai'@rproecessiNGrIRF i myoceIvens deorktaappiiecand datelwnesingdat a i s
performed by accessing the version managenent file based on both the

i denti fi cati®8nID @at s Aed ga&al asnatdseemanagenent data and the first

application elenent data being processed and retrieving the second
appl i cation el emeft 2GS FESh AR gt TPERR L PFFE® ver si on by

referring t.Q sai.d accessed versio nagenent file. In accordance with a
third aspecjt vor%ltoﬁ’eg%%%elﬁt PrRVER iaorr(?l%tat ﬁé:tggelsgl?)? o@?igté%‘%aac{)orp%gerdgm adopt ed

by a data- m;p%e%itegpraegééfwsagpparra%tsafexz9&%5}%%%9@%{}{ egy at ed
circuit in an |1Ccard or a portable comruni cation apparatus through a

server to pmeéhdetad SeimduGe, ifakfl P o AMGORPHositAg1khe steps of: storing
an application programrelating to the service, said application program
i ncl udi ng @opimwndlciatyoof appasétus through a server to provide a

service, said data—prbcessing method comprising the steps of:
storing in a memory of said data-processing apparatus an
application program relating to the service, the application
program including: a plurality of first application element

~ data, each first application element data having a version
data indicating one or more versions of the first application
element data, a plurality of second application element data,
each second application element data associated with one of
the versions of the first application element data, a version
management file for managing a relation between the first
application element data and the second application element
data, and management data including an identification data of
the version management file to manage a relation between the
first application element data and the version management file;
_and when a processing corresponding to the first appliéation
element data is performed, performing a processing by using
the second application element data that corresponds to a

specified version of the first application




appli.cation element data, each first application el ement Ybgkiuanf20¥hg a
version data indicating one or nore versions of the first application

el enent data, a plurality of second application elenent data, each second
application element data associated with one of the versions of the first
application el enent data, a version managenent file (VMF) for managing a
rel ati on between the first application elenent data and the second
application elenment data, and managenent data including an identification
data of the versiop managenent file to nana%e a relation between the first

appl i cat i orf 648t FEFPUEPT Y067 TEPRAENE RIS lafl THEPat sTUN Rafbgenent

file; and n i orresponding.to t.he first .application el enent
data is per%oggn%%%rr(ég%%%rn%?ﬁ %rap}l obe"glseirgénb%/aluspﬁﬁc%sﬁemggbc%ﬁlgmg

appl i cati onfl eBEM: dab & WHi6h EQIHBSPORAS 10 B SReRLAIRA acueESI QN of the
first application elenent data specified froman internal or external

source of tihe datardi aaassémchaEpac bdad owhes®l rhsaideprigaessiag by using
the second application elenent data is performed by accessing said version
managenent datkeibabelddonn blot manhgendentdatiacatd orheddtiasof t he nmanagenent
file and the first application el enent data being processed and retrieving
t he second 2PRBPFREATR oH Bledire Aty i "o PrESPOTRI r?gj1£6et5ﬁbe‘élﬁ’§ciﬂﬁ¢ ed version
| n accordance with

by referrin tg sai.d accessed versjon managenent file.

a fourth assﬁgc?? o?pptlﬁgab:’roe%@ﬁ?m?’m/é%‘itf’loﬁ?rret%ﬁ%%“}% S 6%Rded a

data'prOCE%&%QQf@QBaGQ£y§O£Ogycygfgﬂ%ﬁ%%e%%iQgid accessed version
management file.

In accordance with a third aspect of the present invention,
there 1s provided a program adopted by a data-processing
apparatus for data processing with an integrated circuit in an
IC card or a portable communication apparatus through a
server to provide a service, said program comprising the steps
of: storing an application program relating to the service,
said application program including a plurality of first
application element data, each first application element data
having a version data indicating one or more versions of the
first application element data, a plurality of second
application element data, each second application element
data associated with one of the wversions of +the first
application element data, a version management file (VMF) for
managing a relation between the first application element data
and the second application element data, and management data
including an identification data of the version management

file to manage a relation between the first application
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with an integrated circuit in an 1C card or a portable coRabmagRO0DN
apparatus through a server to provide a service by wusing a plurality of
second appli.cation elenment data each conprising a plurality of first
application elenment data, said data-processing apparatus conprising: a
menory including a plurality of first storage areas for storing the second
application elenent data to be accessed by first users associated wth the
second application elenment data, a second storage area for storing the
second application elenment data shared by a plurality of first users and a
third storage area for storing the second 7 9 February 2007 application

el ement, date aggessifle Ly Lo prlvi Leged ysersi and g sequre application
nodul e %or perform ng a processing for R erm ni Ng hettier "o 'not” to

appr over Mk AGGRS Scdd 2@ oMBdRgt @oSaid A4St amecond  and hblLd siQrage areas
of said nenory by using an I% of one of said first application el enent
dat a andl aferdtbredd,ongedffotfitng Secondcappbigat N alapgnt tdat asedvnsai d basi s
of access nanagenent data prescribing approval /disapproval of

hi er arzdnléabtdwcesdenetrv dodiad fihish, secoadpandst hig d st Grege fardas of
said storage circuit. In accordance with a fifth aspect of the present

i nvent Yo 1qthetfe thes i de@lacaht ab pr ey ig treehod! Bohtfed™ dha dat a

rocessi.n aratus for data processi ith an integrated circuit in an
LG ol aPod poF t i Gt BAEI off apPar AIAE PRIGAIGHTE EPIEI o  provi de

a Ser‘é&r%%e*_%}{ i récél’ééirng! iogyusq_fn Sﬁﬁé’”s%c%BH'ée;ﬁ.:iﬁiicggic?A QTEAL,. dakg each
including a plurality of first apgllcatlon el nt dat a,
is performed by accessing said version management file based on
both the identification data of the management file and the first
application element data being processed and retrieving the second
application element data corresponding to the specified version by
referring to said accessed version management file.

In accordance with a fourth aspect of the present invention,
there is provided a data-processing apparatus for data-processing
with an integrated circuit in an 1C card or a - portable
communication apparatus through a server to provide a service by
using a plurality of second application element data each
comprising a plurality of first application element data, said
data-processing apparatus comprising: a memory including a

- plurality of first storage areas for storing the second
.application element data to be accessed by first users associated
with the second application element data, a second storage area for

storing the second application element data shared by a plurality

of first users and a third storage area for storing the second




wher ei n sai d dat a-processing nethod conprises the steps JfFelpuapny@0Phg a
menory including a plurality of first storage areas for storing said
second application elenment data to be accessed by 1st users associated

wi th said second application elenment data, a second storage area for
storing said second application elenment data shared by a plurality of
first users and a third storage area for storing said second application 8
9 February 2007 elenent data accessible only to privileged users; and
determ ning, on the basis of access managenent data prescribing
approval / di sapproval of hierarchical accesses to said first, second and
third_ st.arage areas of said nenory, .an access _appr.oval /di sapproval to said
momorSPIBY ST RG SATD ofSGRe  oTo KA © PRPEL Sl 104EPon cPEREHt Hata and an
ID of_o0 f .sai n j;cat i e . dat I nce with a
sixthaag%ec%tmof%l %ﬁ%&éggnﬁﬂgﬁegnthg, %ﬁ%?gklﬁg g?oﬁﬁﬁ% g%§%foé§§n1adopted
in a galanPhoeeSHdttheaPpar RbtiStd Qppdta aRr 6ASS RY Wbt hadd tdhtLgat ed
circuit in an | C card or a portable comrunication apparatus through a
servefitsy,psevone @er vhied bytarsigagara@aplaf ahiitymeforyedbgnds appldrcani on

el ement data each including a plurality of first application el enent data,
wher et o5igi 8f pradgr dirste applicdsionhelenssyys dota gncepar Ihgfaorendf yehiencl udi ng
a plurality of first storage areas for storing said second application

el enetftcodst 4PPLECHe e CASRRY A 28t SGd8r B2 kSt f%6E5Ri PARRH ¥ Yecond
appligatl qn &l eTEnL, dal & A 1585005 S1hads 483, Lok, storing sald

said first, second and third storage areas of said storage circuit.
In accordance with a fifth aspect of the present invention, there

is provided a data-processing method adopted in a data processing
.apparatus for data processing with an integrated circuit in an IC
card or a portable communication apparatus through a server to
provide a service by using a plurality of second application element
data each including a plurality of first application element data,
wherein sald data-processing method cémprises the steps of: preparing
~a memory including a plurality of first storage areas for storing
said second application element data to be accessed by lst users
~associated with said second application element data, a second

storage area for storing said second application element data shared

by a plurality of first users and a third storage area for storing

said second application




second application el enent data shared by a plurality of $7¢¥yay<89E and a
third storage area for storing said second application elenent data
accessible only to privileged users; and determ ning, on the basis of
access managenent data prescribing approval/di sapproval of hierarchical
accesses to said first, second and third storage areas of said nenory, an
access approval/disapproval to said nenory by using an ID of one of said
first application elenent data and an I D of one of said second application
el ement data. 9 9 February 2007 Features and advant ages of exanple

enbodi nents w Il beconme apparent fromthe follow ng description and the
appended cl ai ns, taken in conjunction with the acconpanying drawi ngs in

whi chelsng@tpdprEs anceseiehemrd ydénop el iBpged keseref errhotetsynboing, BRI EF
DESCRI PTI ON OF THE DRAWNGS Fig. 1 is a diagram show ng an overall
conf i gurtdeei Basf o acasPsuniRItarent syaseenr ésqylibmmat ed by an 10 |°i 9
February 2007 enbodi nent of the present invention; Fig. 2 is a functional
bl ockarizeyerani stiewicpve arfl Bicrarchigsddadqesshe tcomaindi Eatiton ssyget@m shown in
Fig. I; Fig. 3is an explanatory diagram show ng a nenory enployed in the
| C carldshbwridi ptRigpg;areas of said memory, an access

approval/disapproval to said memory by using an ID of one of said
first application element data and an ID of one of said second

application element data.

In accordance with a sixth aspect of the present invention, there
is provided A program adopted in a data-processing apparatus for data
processing with an integrated circuit in an 1C card or a portable
communication apparatus through a server to provide service by using
& plurality of second applicaticn element data each including a
plurality of first application element data, wherein said program
comprises the steps of; preparing a memory including & plurality of
first storage areas for storing said second application element data
to be accessed by first users associated with said second
application element data, a second storage area for storing said
second application element data shared by a plurality of first users
and a third storage area for storing said second application

~ element data accessible only to privileged users; and determining,
on the basis of access management data prescribing
approval/disapproval of hierarchical accesses to said first, second
and third storage areas of said memory, an access
approval/disapproval to said memory by using an ID of one of said
‘first application element data and an ID of one of said se;ond

application element data.




Fig. 4 is an explanatory di agram show ng a software confg getrabdy@oopf a SAM
used in the comruni cation system shown in Fig. 1; Fig. 5 is an explanatory
di agram showi ng storage areas of an external,nenory used in the

communi cation systemshown in Fig. 1; Fig. 6 is an explanatory diagram
showi ng an application program AP stored in the external menory shown in
Fig. 5, Fig. 7 is a table show ng types of an application elenent APE of

t he application program AP shown in Fig. 6; Fig. 8 is an expl anatory

di agram showi ng versions for the application elenment APE s types shown in
Fig. 7, Fig. 9 is an explanatory diagram show ng 1st typical nmanagenent of
versions of application elenments in the SAM used in the conmunication

syst em shovmatihresiagd ddvantafesFof.exéfples eahodixphanatidi yoahoagrappaséowi ng 2nd
typi cal managenment of versions of application elements in 11 9 February
2007 fhen SAN ipsddwing teecrdpoimonacdtthenerppesteincdhionmn takeRign 1; Fig. 11 is
an expl anatory di agram showi ng an application of the 1st typical mnagenent
of ver spahmctshownth rthEi grcoBpanying drawings in which like parts or

elements denoted by like reference symbols.
BRIEF DESCRIPTICON OF THE DRAWINGS

Fig. 1 is a diagram showing an overall configuration of a

communication system implemented by an

10




Fig. 12 is an explanatory di agram show ng managenent of ¥Eelsuany200f | og
data; Fig. 13 is an explanatory di agram showing a command } used in an IC
card operation macro command script program Fig. 14 is an explanatory

di agram showi ng details of data stored in an AP managenent storage area
shown in Fig. 5; Fig. 15 is an expl anatory di agram showi ng an AP
managenent table stored in the AP nmanagenent storage area as a part of the
data shown in Fig. 14; 1 Fig. 16 is an explanatory diagram show ng an
identification SAMID; Fig. 17 is an explanatory di agram showi ng an APP
table stored as a part of the data shown in Fig. 14; Fig. 18 is an

expl anat ory SHRErAENQH NG Prelddle RS ;al | ocation managenent dat a
stored in the AP nmnagenent storage area as a part of the data shown in
Fig. 14; Fig. 19 ig;an explkana j a ' [ . 9 Eebruary
2007 itens that cgﬁabegsg% %y%§§¥Fg?g%% g%éggm?gg%ﬁ%¥d$%%guﬁiﬁgé of the
ext ernal menmory; B0 ;20§ l.anat.ory di_agram showi ng_.a flowchart
'representinggﬁﬁgﬁsﬁ%hééeﬁgﬁtgggﬁégltﬁ%l%n s¥stn”Shawa 1% fg. i

Fig.:3 is an explanatory diagram showing a memory
employed in the IC .card shown in Fig. 2;
Fig. 4 is an explanatory diagram showing a software

configuration of a SAM used in the communication system

Coy )
'”% shown in Fig. 1;
| Fig. 5 is an explanatory diagram showing storage
aﬁeas of an egternal,memory used in the communication
system shown in Fig. 1;
Fig. 6 ié an explanatory diagram showing an
.application progrém AP stored in the external memory
shown in Fig. 5; |
Fig. .7 is a table showing types of an application
) ' element APE of the application program AP sho%n in Fig.

6;
Fig. 8 is an explanatory diagram showing versions

for the application element APE’s types shown in Fig. 7;

Fig. 9 is an explanatory diagram showing 1st
typical management of versions of application elements in
‘the.SAM-used_;n the communication system shown in Fig. 1;
ts ‘ ‘ ,

Fig. 10 is an explanatory diagram showing 2Znd

© typical management of versions of application elements in
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internal -resource allocation nanagenent .data shown in Fi g9 Februag 200F Fi g.
21 is a functional block diagramshowing the 1 SAMused in the

comuni cati on system shown in Fig. 1; Fig. 22 is an explanatory di agram
showi ng tasks, prograns and the data, which are stored in a nenory

enpl oyed in the SAM shown in Fig. 21; Fig. 23 is an explanatory di agram
showing the format of an IC card entity; Fig. 24 is an explanatory di agram
showi ng state transitions of entity status included in the format shown
in Fig. 23; Fig. 25 shows a flowhart representing processing carried out
by an 1 C card procedure managenent task; Fig. 26 shows a flowhart used
for expl ai nitige (FOCessichd cattd etbmtin e dihe SAMch ateandance iyith.a
procedure prescribed by an application elenent APE to nmke an access to

data, or processingigresgr i bednb¥xpanakheryagphieahi SR 8RN APE to be
carried out by the SAMin accordance with the procedure in execution of a

13 if 9 Febragayiy 20060 joab wdle Q@%'Hﬁgya%ﬁr%a%Q%WﬁehQ BleOvefRiofkd: 27 shows
a continuation of the above flowchar used for explaining processing
carried out dnudhanSANGNg,; '

Fig. 12 1s an e#planatory-diagram showing
management of versions of'logidata;

Fig. 13 is an explanatory diagram showing a command
used in an IC card operation macro command script
program;

Fig. 14 is an explanatory diagram showing details
of data stored in an AP management storage area shown in
Fig. 5;

Fig. 15 is an explanatory diagram showing an AP
management table stored in‘fhe AP management storage area
as a part of the data shown in Fig. 14;

_;) | Fig. 16 is an explanatory diagram showing an
identification SAM ID;

Fig. 17 is an explanatory diagram showing an APP
table stored as a part of the data shown in Fig. 14;

Fig. 18 is an explanatory diagram'showing internal-
resource.allocation @anagement data stored in the AP
mahagement st?rage area as a part.of the data shown in

- Fig. 14; v |

Fig. 19 is an explanatory diagram showing typical

12




accordance with a procedure prescribed by an application 9 Eklenant200PE to
make an access to data, or processing prescribed by another application
el ement APE to be - carried out by the SAMin accordance with the procedure
} .in execution of a job at the flowhart shown in Fig. 25; Fig. 28 shows a
flomchart used for explaining the overall operation of .the comunication
systemshown in Fig. 1; Fig. 29 shows a continuation of the above
flowchart used for explaining the overall operation of the conmunication
system shown in Fig. 1; Fig. 30 is an explanatory di agram show ng an
outline of version managenent executed in the enbodi nent shown in Fig. 1;
Fig. 31 is &l pl t =Tols how iLhe_o I re
processi ng cgffﬁgéﬁgﬁiqﬁ§l?%E%e@ﬂ%%d?#%%%rgﬁgwﬁg%%gF?B.£1$£%$%§532 is an

expl.anatory _gi.agrgm.ghow l.iL.ne of signature processing carried out
bet ween apgafétﬁé in@t%%Qgﬁggéiﬁéhfkghomn in Fig. 1; and Fig. 33 is an

explanatory d'agragléhofbngsagnle§p1§§a£5£§f&iéd£gﬁ'S cﬁggkygfy 2007

floﬁchart representing user management.using the
intérnal—resource.allocation,management”data shown in Fig.
18;

Fig. 21 is a functional block diagram showing the
‘SAM-uéed in the communication system shown in Fig. 1:

Fig. 22 is an explanatofy diagram showing tasks,
.pfograms and the data, which are stored in a ﬁemory
.employed in the SAM shown in Fig. 21;

Fig. 23 is an explanatory diagram showing the
format of an IC card entify;

Fig. 24 is an explanétbry diagram showing state
transitions of entity status included in the format shown
A) in Fig. 23;

Fig.‘25 shows a flowchart representing_proceésinq
carried out by an IC card procedure management task;

Fig. 26 shows a flowchart used fér explaining
processing carried out by the SAM in accordance with a
procedure prescribed by an application element APE to
-make an access to data, or processing prescribed by

- :

another application element APE to.be carried out by the

-§AM in accordance with the procedure in execution of a
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outline of signature processing carried out between appar@&Feisruary 200&
~enbodi nent shown in Fig. 1. DETAILED DESCRI PTI ON OF THE PREFERRED

EMBODI MENTS Sone preferred enbodi nents of the present invention are

expl ained by referring to diagrans as follows. Fig. 1 is a diagram show ng
an overall - configuration of a communication system 11 inplenented by the
enbodi nent of the present invention. As shown in Fig. 1, the comrunication
system 1l carries out comunication through the Internet 10 by wusing a
server 2 installed at a store or the like, an IC card 3, a card. -
reader/witer 4, a personal conputer 5, an ASP (Application Service

Provi der) serwteratl then BAMchESec shewAppin ¢digi.onsybdul ) unit 9 and a
portable 1 comuni cation apparatus 41 including an enbedded I C 9 nodul e 42
(a dat a-processi ngFagpardt skopsoxi dedtbyusheon ps£SEN it 1QR)cHAY1or der
to perform procedural processing such as a settlenment process using the IC

card 3 or timedddmabi:pleaming pabcessappatatvsedloutnsy SAM UsA O, (2
dat a- processi ng' apparatus provided by the present invention) conprises an

external  meEYordan® Sti@hagepebbediitePporkdedply + eaHrgggfica{ﬂHE”tion)
and a SAM 8 (a dat a-processing apparatus 15 9 February 2 provi ded by
th? present eliRvRMH AP to make an access to data, br_processing
| prescribed by another application element APE to be
carried out by the SAM in écCordance with the pf0cedure
in execution of a job at the flowchart shown in Fig. 25;
Fig. 28 shows a flowchart used for explaining the
overall operation of the communication system shown in
Fig. 1; |
Fig. 29 shows a continuation of the above flowchart
used for explaining the overall oberafion of the
cqmmunication system shown in Fig. 1:
Fig. 30 is an explanatory diagram showing an
-) . | outline of version management executed in the embodiment
shéwn in Fig. 1;

Fig. 31 is an explanatory diagram showing an
outline of signature processing carried out by tﬁe
embodiment shown in Fig. lf

Fig. 32 is anlexplanatgry diagram showing an
oﬁtline ofrsignature processing carried out between

.apparatus in ;;e.embodiment shown in-Fig: 1, and

Fig.'33,is an explanatory diagram showing an

14




| f necessary, the SAM 8 exchanges data w th another SAM @ipebrahg\@007 N t he
figure. Elements of the configuration showmn in Fig. | are described as
follows. [IC Card 3 and Portable Communi cati on Apparatus 411 Fig. 2 is a
functional block diagramshowing the IC card 3. As shown in Fig. 2, the IC
card 3 has an IC (Integrated Crcuit) nodule 3a including a nenory 50 and
a - CPU 51. As shown in Fig. 3, the nenory 50 includes a storage area 551
used by a service-rendering enterprise 15 1 such as a credit card conpany,
"a storage area 55 2 used by a service-rendering enterprise 152 and a
storage area 553 used by a service-rendering enterprise 15 3. In addition,

the menory htilsnésed sagnstaikngracekaynysed rbobqdsher phpiBgna right of .an
access to the storage area 55_1, a key used for 'determning a right of an

access to t@@psks&@gelar%ﬁeSQ%baasmsnKeghe§ﬁdlhoﬁl dejernining a right of
an access to the storage area 553. The keys are uged for, anong ot her

pur poses, nutual authentication, encryption of data and decryption of
data. Furthernore, the nenory card 50 is also used for 16 9 February 2007

StOfi”9'thepthQEEbhﬁEsEhfﬁsgoﬁ 8F LhE bﬁﬁ?ﬁRﬁEﬂsﬁﬁsﬁg;MENTs

Some preferred embodiments of the present invention
are explained by referring to‘diagrams as follows.
Fig.‘l is a diagram showing an overall
L ‘Vconfiguration of a communication system 1 implemented by
the embodiment of the present invention.

As shown in Fig. 1, the communication system 1
carries out communication through the Internet 10 by
using a server 2 installed at a store or the like, an IC
card 3, a card reader/writer 4, a personal computer 5, an
ASP (Application Service Provider) server 19, a SAM
(Secure Application Module) unit 9 and a portable

) .. communication apparatus 41 including an embedded IC
module 42 (a data-processing apparatus provided by the
present invention) in order to perform procedural
processing such as a settlement process using the IC card
3 or the portable communication apparatus 41,

The SAM unit 9 (a data—proce331ng apparatus

'_prOVlded by the present 1nvent10n) comprises an external

o
et

- memory 7 (a storage circuit provided by the present

invention) and a SAM 8 (a data-processing apparatus

15




the 'Ccard 3. The portable communication apparatus 41 hagFabruagmoeri cati on
functional unit for carrying out comunications with the ASP server 19
and, as described above, the IC nodule 42 for exchanging data with the _
conmmuni cation functional unit, which is shown in-none of the figures. The
portabl e communi cation apparatus 41 also comuhnicates with the SAMunit 9
t hrough an antenna and - the Internet 10. The |IC nodule 42 has the sane
functions as the IC_ nodule 3a enployed in the |1 C card 3 nentioned above
except that the I C nodule 42 al so exchanges data with the comunication
functional unit enployed in the portable comunication apparatus 41. It is
to.be noted tHAVII§Oh&y Fhecegsisegti $nwantied) .out by using the portable
comuni cation apparatus 41 in the sanme way as processing carried out by
using the I C card Bf ahgcpsoeessi tiye i SANM a8 réechanvge HYdais ha thanbCheiodul e
42 in the same way as processing carried out by wusing the I C nodul e 3a,
only the proé&d¥shp§ ehpwhednothe byguséng the IC card 3 and the processing
carried out by " using the I1C nodule 3a are explained in the foll ow ng
description. 17 9 Febmumrys 200%hd hen3AMuidi & ishARSGH hed i n detail as
fol | ows. A :

described as follows.

[IC Card 3 and Portable Communication Apparatus 41]

Fig. 2 is a functional block diagram showing the IC

o

card 3.

As shown in Fig. 2, the IC card 3 has an.IC
{Integrated Circuit) module 33 including a memory 50 and
a CPU 51.

As shown in Fig. 3, the memory 50 includés a
storage area 55 1 used by a service—rendering enterprise
15_1 such as a credit card company, a storage area 55 2
used by a service-rendering enterprise 15_2 and a storage
;} area 55_3 used by a service-rendering enterprise 15 3.

In addition, the memory 50 is used for storing a
key used for determining a right of an access to the
storage area 55_1, a key used fér determining a right of
an access to the storage area 55 2 and a.key used for
determining a right of an access to the storage area 55 3.
The keys are Psed er, among other purposes, mutual
‘agthenticatioﬁi encryption of dafa and decryption of data.

Furthermore, the memory card 50 is also used for

16




As explained earlier, the SAMunit 9 conprises an externad Femam2007 (a
storage circuit provided by the present invention) and a SAM 8 (a

dat a- processi ng apparatus provided by the present invention). The SAM 8
can be inplemented as a semiconductor > circuit or a device conprising a
plurality of circuits J accommpdated in a box. [Software Configuration of

the SAM 8] The SAM 8 has a software configuration |ike one shown in Fig.
4. As shown in Fig. 4, the SAM 8 includes a hardware (HW |ayer, a drive

(OS) layer, a lower-Ilevel handler |ayer, an upper-|evel handler |ayer and
| ayer, -which are stacked in the upward direction in

an application (AP)
S 8 1H\fert D 9l (dés Tén REGS kernéhef 8P ofeai pherabfhar dwar e.

the figure.
;, The I ower-1level handler layer carries out processing in |ogically defined

units. The WPHerE 1IS9@ 3nandl er layer includes libraries peculiar to
applications. The AP | ayer includes application prograns AP 1, AP_2 and
AP_3 (application phegpanbaplevidenubycshion pimserdtdwaNtiN)a prescri bi ng
procedures using the IC card 3 for respectively the service-rendering

ent er pri ses cPMnEghtdany f288Fional unit for carrying out

communications with the ASP éerver 19 and, as described
above, the IC module 42 for ekchanging data with the -
communication functional.unit, which is shown in none of

f’ _ the figures. The portable communication apparatus 41 also
communicates with the SAM.unit 9 through an aﬁtenna and
the Internet 10. |

The IC module 42 has the same functions as the IC
module 3a employed in the IC card 3 mentiOned‘above
except that the IC module 42 also exchanges data with the
communication functional unit employed in the portable
communication apparatus 41.

t-) , It is to be noted that, since processing is carried
out by using the portable communication apparafus 41 in
the same way as processing carried out by using the IC
card 3 and processing is carried but by using the IC
module 42 in the same way as processing Carried out by
using the IC module 3é, only the processing‘carried out
by-using the }C card 3 and the processing carried out by

‘ > L
using the IC deule 3a are explained in the following

description.
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15 1, 15 2 and 153 such as a credit card conpany shown i%Febryary200The
‘application prograns AP 1, AP -2 and AP -3 are |oaded fromthe external
menory 7 for execution. In each of the application programs AP 1, AP -2 and
AP_3, one or nobre nacro-scripts can be set. At the AP layer, a fire wall FW
is provided between any two of the application prograns AP 1, AP 2 and AP
3 and between the application prograns AP 1, AP 2 and AP 3 and the
upper-1level handler layer. [External Menory 7] Fig. 5 is an explanatory

di agram showi ng storage areas of the external nenmory 7. As shown in Fig.

5, the storage areas of the external nenory 7 are an AP storage area 220 1

for storing the aphki samMi anipr 09ramilRciibef 1heasesvices FeNdsEd ng
enterprise 15-1, an AP storage area 220 2 for storing the application

program AP -2 of hBeespi¥ified EERUEELNILRA SAR hSEr 18- Comdis £ SLPr age
area 2203 for storing the application program AP -3 of ﬁﬁe service-

Cering oot orir B . - 1 used b
render i ng -ent:efd¥riae nkho3,and @n s%oﬂ%@g%%@%@]&%ﬁgﬁ?gggﬁﬁggwatﬁé used by a

person in charge of nmanagénment of the™ on program AP 1

( 2'Brﬁgflyi Catz oo ARG did9 2t 4ahng 18t alPa3Ldo88088hS Of the 199
~ apparatus provided by the present invention).

The SAM 8 can pe impleﬁented és a semiconductor
circuit or a deﬁice comprising a plurality of circuits
accommodated in a box.

[Software Configuration of the SAM 8]

The SAM 8 has a software configﬁration like one
shown in Fig. 4.

As shown in Fig. 4, the SAM 8 includes a hardware
{HW) layer, a drive {(0S) layer, a lower-level handler
layer, an upper-level handler layer and aﬁ application
(AP) layer, which are stacked in the upward difection in
‘M) the figure. The OS layer includes an RTOS kernel for

peripheral hardware. The lower—-level handler layer
carries out processing in logicélly defined unitsl The
upper-level handler layer includes librariés pecuiiar to
applicatioﬁs. |
The AP layer iﬁcludes appiication programg AP 1,
AP;Z and AP_3 (application programs‘provided'by the |
: - : o :

present invention) prescribing procedﬁreé using the IC

card 3 for respectively the service-rendering enterprises

18




‘present invention or second data according to the-4th to 96thuay@eors of
the present invention) stored in the AP storage area 220_1 conprises a
plurality of application elenents APE (first data according to the 1st to
6t-h aspects of the present invention) to be described later. Accesses to.
the AP storage area 2201 are restricted by a fire wall FW1. By the sane
token, the application program AP 2 stored in the AP storage area 2202
conprises a plurality of application elenents APE. Accesses to the AP
storage area 2202 are restricted by a fire wall FW2. Likew se, the
application program AP 3 stored in the AP storage area 2203 conprises a
plurality ofl5applitati-on alserernurhARl. aAceesses chedt bemPpBnst grags area
2203 are restricted by a fire wall FW3. In this enbodi nent, the

-appl i cation il enent IAPEThS applifheuBhUPLbgHaME! gaded ipto Lhe mxternal
menory 7 from typically a source external to the SAM unit 9. The nunber

of appli cat ican: alornt ¢ ARE s detenilnedebi! PAEbLY QUonkis, .
service-rendering enterprise associated with the appflcatlon program In

Sxternal memory 7 hav Dhenr one Bl oo 2 5aon RO A Lo gh derbn

programs AP pp 320 o9 Fehr hary %QQZO—scripts can be set.

At the AP layer,-a firé wall FW is provided between
any two of the applicationlprograms AP 1, AP_2 and AP_3
and between the applicatiqn.programs AP 1, AP 2 and AP;3‘
and the upper-level handler layer. |

.[External Memory 7]

Fig. 5 is an explanatory diagram showing storage
areas of the external memory 7.

As shown in Fig. 5, the storage areas of the
external memory 7 are an APustorage area 220 1 for
storing the\application prégram APwl.of the service-

ﬁ) ' rendering enterprise 15-1, an AP storage area 220 2 for
storing the application program. AP_2 of the service-
rendering enterprise'15—2,,an-AP storage area 220_3 for
storing the application pyogram AP 3 of the service-
.rendering enterprise 15-3 and an AP management storage
area 221 used by a pérson in charge of management of the
SAM 8. .

Y . .
- The application program AP_1 (an application

program according to the lst to 3rd aspects of the

19




AP-2 and AP-3 are transferred to the SAM 8, they nust be 9 Hebraarya@obyed.
Furthernore, the application prograns AP 1, AP 2 and AP-3 are devel oped by
the service-rendering enterprises 15-1, 15-2 and 15-3 respectively by -
using typically the personal conputers 16 1, 16 2 and 16 3 respectively,
which are shown in Fig. 1. Then, the appllcatlon programs AP 1, AP 2 and
AP 3 are downl oaded to the external menory 7 by way of the SAM 8. The
application prograns AP 1, AP 2 and AP 3 are explained in detail as
follows. An application programor a plurality of application prograns
exist in a SAMunit for each service-rendering enterprise. As shown in

Fig. 6, the pappldmatingenpiogr 8 ABcdnd ABt3 QbcAPd3ngWhbChnksatefesred to
hereafter sinply as an - AP, conprises an |dent|f|cat|on AP I D, a version

APP VER, - ap Pkt OFEchbMa8dcaR 8RREhEabLLPNs L LR n AR Okp @
pluratity of application elements APE. AP ID identifies the application

program AP. ARRMERis 4t Eéoa@plt;bﬁ%ﬂ%s AT B9L20Y %gryeé%f’fﬁ)ﬁ{‘%h I's

information on.a generatiomnm o e application pr Mis the

ggg‘gﬁ;r of Zg%glehgﬁte sOHpf! QRERLE AFELT 0cbBEaRRR' ESALAOM < £ QITEM AP 21 9

aspects of the present 1nvention} to be described later.

Accesses to the AP sforageraréa 220_1 are restricted by.a

fire wall Fw;l.

‘By the same token, the épplication program AP 2
stored in the AP stqrage area 220 2 comprises a plurality
of application elements APE, Accesses_to thg AP storage
area 220_2 are restricted by a fire wall FW 2.

Likewise, the épplication program AP 3 stored in
fhe AP storage area 220_3 comprises a plurality of
application elements APE. Accesses to thé AP storage area
220 _3 are restricted by a fire wall FW 3.

'j _ ‘ In this embodiment, the application element APE is
a minimum unit downloaded into thé external memory 7 from
typically a source external to the SAM unit 9. The number
of application elements APE is determined arbitrarily by
the service—rendering,enterprisé associated with the
application program--

In add%tion, the application programs AP 1, AP_Z
and AP_3 storg;_in the exﬁernal-memory 7 have been

scrambled, so that when the application programs AP 1,
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The identification AP ID varies from service rendering en?&pfiase2qlg

servi ce-rendering-enterprise. As shown in Fig. 6, an application el enent
APE conprises a data size APE-SIZE, an identification APE ID, a version -
APE VER, a tag APE-TAG a table identification APPT, an option OPT and
main data APE PL. APE SIZE is the size of the. application el enent APE.
APE-1D identifies the application elenent APE. APE VER is the version of
the application elenent APE. APE TAGis an identification (or a tag) of
the application el ement APE. APE TAG can be set by the service-rendering
enterprise. APPT is used for identifying an APP table. OPT is used for
speci fying AR HpRidmP APRIE Ymnderzradidio ddte SBM Bhe thppl noatti be

el enent APE. The identification APE ID conprises a type APE TYPE and a
number | NS Nists@PRENNRE i s the type of the application element APE. | NS
NUMis an instance identification nunber serving as an identification
nunber of -t he appFlucaheonoekemeht APEIiLNG:ibhbirsgranagee by Abkez end user
or the service-rendering enterprise. Assune that the application el enent
APE is a filand systemmonrfdv@gliopinby hd RicyvGasereABErIXBE is 2 and

INS-NUM i s 1. "By using such APE-1D, each application elenent APE can be
identified writsminisong-apphiscat an 32-3 FeBpUatYve?97by using
.'rtyﬁically the personal computérs lé_1, 16 2 and 16_3
respectively, which are shown in Fig. 1. Then, the
application‘programs AP 1, AP_Z and AP_3 are &ownloaded
. to the extefnal memory 7 by wéy of the SAM 8.

‘The application programs AP 1, AP 2 and AP 3 are
explained in detail as follows.

Aﬁ application program or a plurality of
application prdgrams.exist in a SAM unit for each
service—rendering enterprisé.

As shown in Fig. 6, the application progrém AP 1,

) ‘ AP_2 or AP_3, which is-referred to hereafter simply as aﬁ

.AP, comprises an identification AP_ID, a version APP VER,

én APE count APE NUM and an application element APE or a
plurality Qf application elements APE. AP_iD identifies
the application program AP. APP VER iS the'épplication

'program AP's vérsion, which ié information onfa

generation of the application program AP. APE NUM is the

N -
b

‘number of application elements APE in the application

program AP.
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el ements APE accommodated in the sane SAM unit. APE VER c8frebeiaget007
arbitrarily by the service- rendering enterprise. In addition, it is
necessary to uniquely define APE_TAG in each individual application
program AP. The application progranms AP, nanely, AP 1, AP -2 and AP_3, are
encrypted in a device external to the SAMunit 9 by using an AP resource
key K APR as an encryption key before being stored by a setting comrand in
the external nmenory 7 shown in Fig. 5 as an application program package
APP. The AP resource key K APR varies fromapplication programto
application.program The follow ng description explains APE TYPE, which is
the type of the apphecadeshidiersnacnARE _&Rparhed faboveebyiceferring to
Fig. 6. Fig. 7 is a table show ng typical APE TYPE of an application

el ement  APE Z3T5teauilich cavt-eAR tirsea. toT o e iner-e ensieedink entkirgrifeis a table
show ng type nunber of APE TYPE and their descriptions. As shown in Fig. 7,
an AP area is usedAfoshstoriingFifjor 6exanphppancdPiorsevstenkenri APR a
.card access key, a file systemconfiguration data, a SAM nut ual

aut hent i cat immrkeysesar idetter sS4 ke¥_ackagankeyendn riCatddn APE ID,

a version APE _VER, a tag APE TAG, a table identification
APPT, an option OPT and main data APE_PL. APE SIZE is the

size of the.application element APE. APE ID identifies

if) the application element APE. APE VER is the version of
7 the application element APE. APE TAG is an idenfification
(or a tag) of the application element APE. APE TAG can
be set by the service-rendering enterprise. APPT is used
for identifying an APP table. OPT is used for specifying
~an option.-.APE_PL is the actual data of the application
element APE.
~ The identification,APE_ID comprises a type APE_TYPE
 ) | and a number INS_NUM. APE TYPE is the type of the

application element_APE; INS_NUM is an. instance
identifiqation number serving as an identification number
of_the-application element APE. INS NUM is managed by the
end user or fhe service-rendering enterprise. |
Assume that tﬁe application element APE is a file

-system configuration. In this case, APE_TYPE is 2 and

<
g

INS NUM is 1. By using such APE_ID, each application

‘element‘APE can be identified uniquely among application
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9 February 2007 card operation macro-conmand scri pt. prog? &abupnot®dsi ng
procedural data of the present invention), a menory- division key package,
an area-recordi ng key package, an area-deletion key package, a )
service-recording key p package and a service-del eti on key package as
application el ement APE. ' AP Resource Key K APR The AP resource key K APR
is used as an encryption ( key in setting an application el enment APE. The
AP resource key K APR assigned to an AP area to be used for setting an
application element APE varies fromAP area to AP area. 'Card Access Key A
card access key is a key used in operations to wite and read out data
into and fr cmanensC 2P e aamebdattieal nenuthe SGenszoy eckiitn t he | C nodul e
42. The card access key can be for exanple an IC card systemkey, an IC
card area key, an REECHEH sanvbeeskeyaeobiabakCigang tHegeseratdon key. The
| C card degeneration key is generated by encryption using the IC card
‘system key arthderdngr agfer@irdaaranagenent key for the nmenory 50 and used
~for nmutual authentication. In addition, key referred to by the IC card

In addition,rit is necessary to uniquely define
APE TAG in each individual application program AP.
The application programs AP, namely, AP 1, AP_2 and

AP_3, are encrypted in a device external to the SAM unit

NS

9 by using an AP resoﬁrce key K;APR as an encryption key
before being storgd by a setting command in the external
memory 7 shown in.Eig. 5 as an application program
package APP.
The AP resource key K APR varies from application
program to application program.
The following description explains APE TYPE, which
is the type of the application element APE explained
L) above by referring to Fig. 6.
Fig. 7 is a table showing typical APE TYPE of an
application element APE stored in an AP area. To be more
. specific, Figf 7 is a table showing type number df
APE_TYPE and their descriptions.
As shown in Fig. 7, an AP area is used for storing
fof éxample an- AP resource key K_APR, a card access key,
file systém c;;figuration data, a SAM mutual

authentication key, an inter—-SAM~key package key, an IC
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24 9 February 2007 operation macro-conmand script progr a®Februgns®0incl uded
in the application elenment APE of the sane type as the card access key.
"File System Configuration Data The file system configuration data can be.
for exanple |og data, negative data or journal data. The log data is
typically utilization-history data of an application el ement APE. The
negative data is typically information on invalidation of an | C card. The
journal data is typically history data of execution in the SAMunit. In °

configuration of a file system. for exanple, an identification
(specification, sorting or linking of a record key) of a file access is

sel ected. | rratk gesetdfon macecortbrkend adrdear proyzam apreeesdinyer al |
count, a record signature version, a record signature nmethod type, a

record dat a siceednthla daeobd $hgnairwsenkey naeatseh) ,| B maddiyion, when
data is witten into this file systemfrom an external source, it is

necessary t@isargiproMey @b@&%@%‘nﬁnS%Q@aa%e%BraﬁﬁaaREQn é@k§@§c'$ﬂ whet her
or not " signature authentication is to be |nplenente ? case, a

record is defreedicastdosmibhephcitigl 0h @R L i and read out
file data. ' SAM NUtuaIOAuthgn?lgatP%n S% 71861208 LAY LEY

" package and a serv1ce—deletlon key package as application
elemenf APE.
* AP Resource Key K_APﬁ
The AP resource key K_APR is used as an.encryption
key in setting an application element APE. The AP
resource key K_APR assigned to an AP area to be used for
setting an application element APE varies from AP area to
AP area.
* Card Acceés Key
A card accesé key is a key used in operations té
write and read out data into and from the IC card 3 and
_) the memory 50 employed in the‘IC module 42. The card
access key can be for ekample an IC card system key, an
IC card area key, an IC card service key or an IC card
degeneration key.
fhe IC card degeneration key is generated by
encryption using thé IC card system key and a storage
area managemePt key for the memory 50 and used for mutual
_authenticatiogi

In addition, key referred to by the IC card

24




259 February 2007 The -SAM nutual authentication key is @februafystOvn

mut ual . aut henti cati on between APs in the sane SAMunit. The SAM nut ual

aut hentication key is a key used in an access to the application el enent .
"APE from another AP in the sane SAM unit or from another SAM unit.

| nt er - SAM Key Package Key The inter-SAM key package key is an encryption
key used in an operation to exchange data such as a card access key after
nmut ual aut hentication between SAM units. 'I'C Card Operation Macro- Cormand
~Script Program The I C card operation nacro-command script program is
~created by the service-rendering enterprise itself. The IC card operation

macr o- conmarrPeseriipn preagroamonpaesic sichdptaprogden ok presessingdéel ated to
the ICcard 3 and |ists exchanges with the ASP server 19. The IC card

oper ati on neEgr dheompad ceariiopt epea@hanMibs bAt eRpr ehRd Bypet s SAM 8 to
generate an entity of the ICcard 3 after being set in the SAMunit 9.

' Menor y- Di vicsireh akkeysBaglkkgge The nenory-divi sion key package is data used
for ~dividing a storage area of the external nmenory 7 or a nenory enpl oyed

inthe IC ca-rﬁige_bﬁgfgmt@&§§§]¥%§€%%g%%@%i ng enterprise starts an

operation of a service using
- The file system configuration data can be for

example log data, negative data or jOurﬁal data.

The log data is typically ﬁtilization—history data
of an application element APE. The negative data is
typically information on invalidation of an IC card. The
journal data is typically history data of execution in
the SAM unit.

In configuration of a file system, for example, an
identification (specification, sorting or linking of a
record key) of a file access is selected. In the case of
a record key, a record size, a record overall count, a
_) record signature version, a record signature method type,

a record data size and a record signature key are set. In
addition, when data is written into this file system from
an external source, it is necessary to carry out
processing such as an operation to specify whether or not
- signature authenticafion is to be implemented. In this
caée, a recorg is defined as a smallest unitlof
a : .

operations to write and read out file data.

* SAM Mutual Authentication Key
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26 9 February 2007 'Area- Recording Key Package The ar ea-9 EeyudiyiZjORey
package is data used for recording an area in a storage area of the nmenory

enployed in the I1C card 3 before the service-rendering enterprise starts -
an operation of a service using the IC card 3. 'Area-Del eti on Key Package

(internally generated) The area-deletion key package is a package that can
‘be automatically generated inside the SAMunit fromthe card access key.

' Servi ce-Recordi ng Key Package (internally generated) The

servi ce-recordi ng key package is used for recording the application

el ement APE into the ext er nal nenDrK 7 before the service-rendering
enterprise starts. §6@f&PFBﬁloﬁu§ setiietiosi hgyt he W@daikB.id The

servi ce-recordi ng key package is a package that can be automatically
gener at ed |rﬂﬁ?ﬁéirﬂyﬁyﬁﬂﬁhﬂqtﬂQMOMEtwhenc@E@ docede keye SRerwhce:Deletion
Key Package internally generated) The service-deletion key package is :
used for S9! et vdlpleiugdteingn. celté menk eAPE <f OReyhesedt einah  nerory 7.
The service deletlon key package is a package that can be automatically
generated I isicges st He SAM appll itaadbn element APE from another AP in '
the same SAM unit or from another SAM unit.
-‘intereSAM—Key Package Key
The inter-SAM-key package key is en encryption key
used in an operation to exchange data such as a card
access key after mutual authentication between SAM units.
* IC Card Operation Macro—Command Script Program
The IC card operation macro-command script program
is created by the service-rendering enterprise itself.
The IC card operation macro—eommand script program
prescribes an order of processing related to the IC card
3 and lists exchanges with the ASP server 19. The IC card
'?) | operation macro-command script program is interpreted by
the S5AM 8 to generate an entity of the IC card 3 after
being set in the SAM unit.9.
'Memory—Division Key Package
The memory-division key package is data used for
dividing a storage'afea of the external'memory 7 or a
memory employed in the IC card 3 before the service-

rendering. enterprlse starts an operation of a service

using the IC card 3.

26




27 9 February 2007 t he card access key. Flg 8 is an eprEBEManyﬂmﬂagram
showi ng versions for the application el ement APE's types shown in Fig. 7.
As shown in Fig. 8, if. the type of the application el enent APE is an IC
‘card systemkey, an area key or a .service key, a version prescribed in the
| C card system key, the area key or the service key respectively is used.
The version of the IC card degeneration key can be prescribed originally
by typically the SAM 8. As the version of a manuf acturing key, the version
of the systemkey is used. As the version of an issuance key, the version
of a - nost recent key of storage areas of the I1C nodule 42 and the IC 3a
is used. As fheegefsicomdihgaRegxPantedei ssuance key, the J version of the
system key is used. As the versions of a division origin package and a

di vi si on package, fThe weesioacoftdangyktenpkeyagubjecdLeh Woedimbsion is
used. As the versions of an area-recording key package and an

area-del et medce:)dlpaplea:ge,rehhenver sitoragef atrkal bf LREPREHLYS area keys are
used. As the versions of a service-recording key package and a

~servi ce-del eipdoykey ipackagec thedver se@Bse0knkN8btvice-rendering

enterprise starts an operation of a service using the IC
card 3.

* Area-Deletion Key Package (internally generated)

R

The grea—deletidn key package is a package that.can
be automatically generated inside the SAM unit from the
card access key.

* Service-Recording Key Package (internally generated)

The service-recording key package is used for
recording the application element APE into the external
memoéy'7 before thé service-rendering enterprise starts
an operation of a service using the IC card 3.

) The service-recording key package is a package that
can be automatically generated inside the SAM unit from
the card access key.

* Sexrvice-Deletion Key Package (internally generated)

The service—deletiongkey package is used for
deleting the'applicafion element APE from the external
memory‘T. |

: 3
The service-deletion key package is a package that

€an be automatically generated inside the SAM unit from
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28 9 February 2007 respective service keys are used. As &hebwerysi06i of a
key nodification package, the version of a new key after nodification is
used. The foll ow ng description explains version managenent data 303 used
-for managi ng the aforenmenti oned versions of application elenents APE and
the application elements APE thensel ves. The version managenent data 303
is stored in the AP managenent storage area 221 of the external nenory 7
shown in Fig. 5. '1st Enbodi nent of Version Managenent As shown in Fig. 9
if an application element APE, have a plurality of versions, the version
managenent data 303 (the nmanagenent data according to the 1st to 3rd
~aspects of tie praasbmcdassedsyon) for the application elenents APE is used
for storing an identification APE ID J of a version nanagenent file VM
(the version nmanag&mgnt 8 Jsdataecaptandtogyt@iddeand séhdwidy drasdinais of the
present invention) for the application el ement APE, the version of a
currently seicectiee application element: APE‘andypesnBabwhecgnNbiyersion
stored in the version managenent file VM- In this enbodi nent, the version

management file VMEs sBowfpl@Meng eds asi anciddphysatd ol efgnt; ARG.orAs shown
in Fig. 9, the version managenent file VM

. element APE is an IC card system key, an area key or a

service key, a version prescribed in the IC card system

key, the area key or the service kéy respectively is uéed;

The version of the IC card degeneration key can be
prescribed originally by typically the SAM 8.

As the version of a manufacturing key, the version
of the system key is used.

As the version of an issuance key, the version of a
most recent key of storage areas of the IC module 42 and
the IC 3a ié used.

As the version of an extended—issuance key, the
) _ version of the system key is used.

As the versions of a division 5rigin package and a
division package, the version of a system key subjected
to division is used.

As the versions of an area-recording key packagé
and an area—deletion/key package, the versions of their
reSpectiverar?a keys are used.

=
As the versions of a service-recording key package.

and a service-deletion key package, the versions of their
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29 .yr= 9 February 2007 is used for storlng t he val ues ofgéhbmuuyZO@atlon
el ement APE's versions or the application elenent APE s version
i'dentification data each denoted by synbol version #**- and for storing
el-ement instance bodies (the 2nd data according to the 1st to 3rd aspects
of the present invention) of the application el ement APE of the versions.
The el enent instance bodies of the application elenent APE are each denoted
by synbol El ement Instance Body #**. [If an application elenent APE having
a plurality of versions is used, a CPU enployed in the SAM 8 uses the
identification AP ID of the appllcatlon el ement APE as a basis for making

an access toreHReGieYSs ove e cmars adw aise803 in order to use APE ID stored
in the version nanagenent data 303 as a basis for naking an. access to the
ver si on-managenent Afsi [theVMErsThe GPUat hep medsfacaspesi phedayey stran of the
application elenment APE as a key to search the version managenent file VMF
for the apptémsitdom®lemant WRE aF telrermali fiksianee iRodyeassoci ated with
the version. [2nd Enbodi nent of Version Managenment] As shown in Fig. 10,

the version managemest rfdatawidg3dboeripeidprbipaki A9. veLe®Nts APE is used
‘for storing an identification APE |ID of a version nanagenent file VM-
management data 303 used for managlng the aforementioned
versions of application elements’APE and the application
elements APE themselves. The Vérsion managément data 303
is stored in the AP management Stbragé area 221 of ther
external memory 7 shown in Fig. 5.
* 1st Embodiment of Version Management
As shown in Fig. 9, if an application element APE
have a plurality of versioﬁs, the version management data
303 (the management data according to the lst to 3rd
aspects of the presént invention) for the application
elements APE is used for storing an identification APE ID
';) of a version management file VMF (the version management
data according to the lst to 3rd aspects of the present
invention) for the application element APE, the version
of a currently selected application element APE and a
most recent version stored ih tﬁe version management file
VMFE . |
Ig thi% embodiment, the version managenment file VMF
is implemente&,as aﬁ'application element APE;

As shown‘in Fig. 9, the version management file VMF

29




for the application el enment APE, the version of a 30 9 FebFabmgary2Z07
currently selected application elenent APE and a nost recent version
stored in the version managenent file VVF as is the case with the 1st
enbodi ment shown in Fig. 9. Also in the case of the second enbodi nent, the
versi on managenent file VMF is inplenented as an application el ement APE.
As shown in Fig. 10, the version managenent file } VM is used for storing
‘the values of an application elenent APE s versions or the application

el ement APE's version identification data each denoted by synbol Version

#** and for storing identifications APE IDs of elenent instance bodies
(the 2nd datis &lﬁ%jg diary ttening thet viad wBrsd ofs pec bppdficthéopr esenent
invention) of the application elenent APE of the versions as a table 305.
The elenent-ﬁHﬁﬁSMVﬁ;ﬂimﬁsesroﬁhehep@ﬁnhh¢abmoﬁleheﬁenhpEAEEvafgieﬁch
denoted by synbol El enent |Instance Body #**. If an application el enent APE
havi ng a pl udanttiyf iektiver siaaas ehghugedoticle bGPYyRRBL Ovedsiont fiex SAM 8 uses
the identification AP-ID of the application element APE as a basis for

meki ng an aeoesgolro sitheivgr silenefBNagerBnteddbaic303th orgefat® use APE ID
.stored in the version managenent data 303 as a basis for making an access
to accordlng to the 1lst to 3rd aspects of the present
invention) of the appllcatlon element APE of the versions.
The element instance bodies df‘the application element
APE are each denoted by symbol Element Instance Body #%*.
If an application element APE having a plurality of
- versions is used, a CPU employed in the SAM 8§ uses the
identification Aé_ID of the application element APE as a
basis for making an access to the version managément data
303 in oxder to use APE_ID stored in thé version
management data 303 as é basis for making an access to
the version maﬁagement file VMF. The CPU then uses a
,) sp?cified version of the application element APE as a key
to search the version management file VMF for the
application element APE's eiement instanée body
-associated with the version.
[2nd Embodiment of'Version,Management]
As shown in Fié. 10, the Version management data
303 for the applicationteléments.APE ié.used'for storing
. = : ) '
an identification APE;ID-of & version management file VMF

for the application element APE, the version of a
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t he version managenent file VMF. The CPU then uses a spe8Febmdrn2808i on of
the application elenent APE as a key 31 9 February 2007 to search the
versi on managenent file VM- for an identification APE ID associated with
‘the version. Finally, the CPU uses the identification APE ID to make an
access to the application element APE s el enent instance body associ ated
with the identification APE ID. and utilizes the elenment instance body. It
is to be noted that, in the first and second enbodinents, a version :
specification can be set or changed by a command received froma source
external to the SAM8 or as a result of internal processing of the SAM 8.
I n addi tion,cutrerstigl selpossidlapdld qutdvinde 1amenal hernakiive mheptenent ation
wherein, if a versionis not specified explicitly, the CPU enployed in the

SAM 8 - aut onedenet lwersdloeCist oS HRGERervebai AAnSLEREHLI Rifbeyyyer si on
.managenent file VMF. As described above, information in the nost. recent

version is iaxligdethd ralshe witer $hen 1ReNagerBihe4at 8n303- iﬁ‘SFftgo'[@.er
-alternative, the CPU enployed in the SAM 8 finds a version val ue by

reflecting a val ueaspecifigfe L6782 1RE EXiSINA G, SAVE in a val ue
i ndi cated by version-specification data, and uses the version value as a
 key for Sea&%E%&%nIHEnXSBﬁEH@ %Eﬂ@g%ﬁgnisfk&ﬁlgv nted as an
applicatioﬁ element APE. |
As shown in Fig. 10, the version management filé
VMF -is used for storing the values of an application
element APE‘s versions or the applicaﬁion element APE‘s
version identification data each deﬁotéd‘by symbol
Version #** and for storing ideﬁtifications APE IDs of
element instance bodies {the 2nd data according to the
1st to 3rd aspects of the present invention) of the
application element APE of the versions as é table 305.
The element ihsﬁance bodies of the application element
: ) APE are each denoted by symbol Element Instance Body #**.
If an application element APE having a plurality of
versions is used, the CPU employed in the SAM 8 uses the
identification AP_ID of the application element APE as a
basis for making an access to the version management data
303 in order to use APEhID stored in the version
maﬁagement‘da;a 303 as a.basis for-makiﬁgran acéess to
St : _
the version management file VMF. The CPU then uses a

specified version of the application element APE as a kéy
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[ Application of the version managenent] Fig. 11 is an eprEBWMBUMKw7agram
showing a case in 32 9 February 2007 which the version managenent ‘
technique is applied to .card access keys. As shown in Fig. 11, a key
package K -Pis internally generated in a general -purpose register ‘
enployed in the SAM8 froma file for managing card access keys. To put it
in detail, key packages K P1 to KP3 each including card access keys of -
different 'versions are generated. Then, the CPU enployed in the SAM 8 uses
a sort- type file to store the key packages K _P1 to K _P3 in the external
menory 7 by associating the key packages K P1 to KP3 with package versions
P VERL to P YER@Gausipeddts welrgion] Goeatieornand iAut imat Featien of -Signature
(Log) Data Signed by Using Signature Keys of Different Versions] For
exanpl e, thérents fdceaden APEhIOhagsscgaakdr @itkeyhdsedriioR, Si gnature
acconpanyi ng processing changes typically after a start of an operation of
the 1 C cardFinadng,t heel Crgpdyks 4BeS@dbhal £t BetOBRT RbK Ofp MUStLDE, carri ed

out in the SAM8 with a new signature key coexisting with an updated key
In such a ca&eachQSStgn@herapb§1éaeasnn@ﬂéagﬂtbx93ngéiémbnt

instance body assoc1ated with the 1dent1f1cation APE ID,

and utilizes the element instance body.

It is to be noted that, in the first and second
emquiments, a version speCification can be set or
changed by a command received from a source external to
‘the SAM 8 or as a ;esult of internal processing of the

' SAM 8. In addition, it is also possible to provide an
alternative implementation wherein, if a version is not
specified explicitly, the CPU employed in the SAM 8
aufomatically selects a most recent version stored in the
version management file VMF. As described above,

) _ ' information in the most.recent version is included in the

version management data 303. |
As another alternative, the CPU employed in the SAM

8 finds a version value by reflecting a value specified

internal or eXtefnal to the SAM 8 in a vélue indicatéd‘by_

versionwspecificatioﬁ data, and uses the version value as

‘ a key for sea;ching the version management file VMF.

N . .
[Application of the Version Management]

'Fig. 11 is an explanatory diagram showing a case in
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The CPU enpl oyed in the SAM 8 reads out a signature key 9&ebivary 200¢] uded
inarecord of a signature file and 33 9 February 2007 uses the signature
key version as a key to search the signature file for a signature key. The
CPU then uses the obtained signature key for creation of a signature or
processing to authenticate a signature. That is to say, the CPU enployed in
the SAM 8, identifies a signature key version in a log file typically at
a file-configuration tine and uses the version managenent file VMF to nake
an access to a signature key file corresponding to the signature key
version. The CPU then uses the signature key stored in the signature key

file for creehic tie aretgial Wit Qemdt0GREINIGIO BULReNLILEaLS dard
signature. It is to be noted that the log file cited above is " used for

storing dat aa¢@esdikdya, signature is to be added and the signature in a
record format for the signature } key version. The signature is put on a

part or all of theasdahdwhoinhi¢h.the Shopalupe isqLoxbe added. In
addition, the CPU enpl oygd iln thg SAM 8- gegeéa?egg% Iéi-lgna ure key and a

of the. dat oo e B e TR £ S B 58 e actra to be
Stored in tQ%qﬁ&B&kﬁ%%.QE%D%%M78i%r%mW%r%%1e for managing card

| access keys. To put it in. detail, key packages K P1 to

K P3 each including-cérd access keys of different

versions are generated.

Then, the CPU employed in the SAM 8 uses a sort-
type file to store the key packages K Pl to K P3 in the
external ﬁemory 7 by associating the key packages KﬁPl to
K_P3 with package versions P _VER1l to P _VER3 respectively.
[Creation and Authentication of Signature (Log) Data
Signed by Using Signature Kéyé of Different Versions]

For example, there is a case in which a signature

key used in a signature accompanying processing changes

e

typically after a start of an operation of the IC card 3
and the IC module 42 so that the operation must be
carried out in the SAM 8 with a new signature key
coexisting with an updated key.

In such a case, the signature keys are managed- by
version. ‘

i s )
The CPU employed in the SAM 8 reads out a signature

key version included in a record of a signature file and
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operation. I'n an operation to read out. the data from the 9IFebruaiy2007on t he
ot her hand, a signature key used in the 34 9 February 2007 wi-te operation
and a signature based on the predeterm ned encryption algorithmare
-generated, and the generated signature is conpared with the signature
added to the record.in a wite operation in order to forma judgnent on
the validity of the data by determining whether or not the data has been
falsified. or the data is deficient. The follow ng description explains..
details of the macro command script program which is also referred to
hereafter sinply as a script program for IC card operations. The script
programis aupregrleen prescride fgewn verocadwe Hikdf aeesHa@nt @nke carri ed
out by the IC nodule 3a enployed in the IC card 3 and the | C nodul e 42
enpl oyed i n $hgnportabdiel € dorind calgrtaRPHAL USTAE LBy eX8RULLOD Ofthe
application progranms AP_1, AP 2 and AP_3  of the service-rendering
enterprises difilsira? sinthalhi¥e RSP @b @SMRIA AS 18 (GQL ggpONdi ng

application program which are running in the SAM 8. I'n the case of this
enbodi nent, @moHddie clestHbd dalely ARCRIFNY s carried out on the

basis of a script download task 69 and a script interpretation

That is to say, the CPU employed in the SAM 8
identifies & signatu;e key vefsion in”a'log file
typically at a file-configuration time and uses the
‘version managément.file VMF to make an éccess to a
signature key file corresponding to the signature key
version. The CPU then uses the signature key stored in
the signature key file for creation of a signature or
processing to authenticate a signature.

It is to be noted that.tﬁe log file cited above is
used for storing data to which a signature is to be added
agd the signature in a record format for the signature
} ‘ key version. ?he signature is put on a part or all of the

data to which the signature is to be added.
In addition, the CPU employed in the SAM 8

- generates a signature key and a signature based on a

_‘predetermined encryption algorithm for a part or all of

the data in the log file and adds the signature to the

record tq_be §tored in the extérnal memory 7 in a write

.‘.:‘

operation. In"an operation to read out the data from the

log file, on the other'hand, a signature key used in the
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task 70 in the SAM 8 to generate pieces of data froman AFehragg2ldFnt
tabl e and data provided by the script 35 9 February 2007 program as shown
in Fig. 13. The pieces of data include an input data block 31_x1, an _
out put data block 32-x2, a 1og data block 33 x3, a processing-definition
data block 34 x4 and an IC card entity tenplate 30_1 to be used in
procedures related to the service-rendering enterprises 15 1, 15_2 and
153. The foll ow ng description explains data stored in an AP nanagenent
"storage area 221 of the external nmenory .7 shown in Fig. 5. An access to
the AP managenment storage area 221 is restricted by a fire wall FW4. |t
is to be notedte mrerdelidn randad |sFEhktoora éspontison acehe fire wall FW
shown in Fig. 4. Fig. 14 is an explanatory diagram showi ng details of the

data stored predeis AR meh agemeynit SIorAge Mem 238% gedeshewn kAdFkge 14,
t he managenent storage area 221 is wused for storing AP nmanagenent tables

300_1, 3002 geckra3G48,siARR tad e IWhphred0 i N 3053 grRiceses a8fied
selection data 302_1, 302_2 and 302_3, pieces of version nanagenent data

303_1, 3032 andthi3Ieasrdeld ASriidd @padk thesoyrce A 0¢at iFgpyngnagenent
data 304 (access mnmanagenent data according to the 4th to 6th aspects of
the present jiuadgRbitOth dHe v 1iQiRS %@t%ﬂetG%Ear%geﬁggggmining

| whether or nét the data has béen falsified or the data is
deficient.' |

The following description expiainsAdetailé of the
macro éommand script program, which is also referred to
hergaftér simply as a script program, for IC‘carﬁ
operafions.

The script program is a program prescribing a
procedure of processing to be carried out by the IC
modulé 3a employed ih the IC card 3 and the IC module 42
employed in the portable communication apparatus 41 in
}. ~execution of the application programs AP 1, AP_2 and AP 3

of the service-rendering enterprises 151, 15 2 and 15 3
respectively as well as the corresponding application
progrém, which are running in the SAM 8.

In the caée of this embodiment, as will be
described later, proceséing is cafried cut on the basis
of a script d?wnload task 69 and a script interpretation

o .

task 70 in the SAM 8 to generate pieces of data from an

AAP management table and data provided by the script

- 35




nunmeral 300 is a generic reference nuneral for denoting @hAgbroag 2007t he AP
managenent tables 300_1, 300_2 and 36 s.! 9 February 2007 300_3. By the -
sanme token, reference nuneral 301 is a generic reference nuneral for
denoti.ng any one of the APP tables 3011, 3012 and 3013. In the sane way,
reference nuneral 302 is a generic reference nuneral for denoting any one
of the pieces of selection data 302 1, 3022 and 3023. Likew se, reference
nuneral 303 is a generic reference nuneral for denoting any one of the
pi eces of version nanagenent data 303_1, 303 2 and 303 3. The AP ,
managenment tables 300 1, 300 2 and 300 3 as well as the APP tables 3011,
3012 -and 30IP3>@ran gecdraked im FEdvance t ypecplkbfedt of §8ta Upndi g of the
'SAM 8. In addition, the AP nanagenent tables 300 1, 300 2 and 3003 as
wel | ‘as the sAPR @ emt30blbek30l 213ndmBQLiputCARtheni Wi Ehep,onky by a
person in charge of management of the SAM 8. The AP nanagenemnt fabl es
3001, 3002 dnsy 3003 a1 ckPBes &R bad hor ' lek Gat i r . In
addition, the APP tables 30T 1, SOfﬁgrﬁ%%%fgﬁgféﬁ%ngggr?%gg ?gzr)éﬁeach SAM
- mut ual aut het ixeatdnen kevre Ei Is lLanat,qr Lagram. showi ng the AP
managenent tabl e 3001. The Eégﬁa%géém?’e@g gg ég(% fhegLamedonh
procedures related to the service-rendering enterprises

15 1, 15 2 and 15 3.

The following descriptioh explains data stored in

s’

an’ AP management stofage area 221 of the external memory
:7 shown in Fig. 5. An access to the AP management storage
area 221 is restricted by a fire wall FW_4. It is tb be
noted tha£ the fire wall FW_4 corresponds to the fire
wall FW shown in Fig. 4. |
Fig. 14 is an explanatory diagram showing details

.of the data stored in the AP management storage area 221.
As sden in Fig. 14, the management storage area 221 is
' } | ~ useéd for storing AP management tables 300 _1, 300 2 and
300 3, APP tables 301_1, 301_2 and 301 3, pieces of
selection data 302_1, 302 2 and 302 3, pieces of version
management data 303_1, 303_2 and 303_3 as well as
internal resource allocation management data 304 (access
management data accofding to the 4th to 6th aspects of

the present igVention). It is to be noted that reference

"

w5

numeral 300 is a generic reference numeral for denoting

any one of the AP management tables 300_1, 300.2 and
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and 3003 each have the sane format as the AP managenent 9&ebeiaBQOID7 As
shown in Fig. 15, the AP nanagenent table 300 1 37 r;. 9 February 2007

i ncl udes the name APE -N of each application elenment APE used and i
ref erenced by the | G card-operationmacro- conmand script programas well as
an identification APE ID, an internal/external identifier IEl, a partner
identification SAMID, a partner identification AP ID, a Kkey K CARDA, a
key K SAM data SET APP, data FLAG I P and data FLAGSTR, which are
associated with the name APE N. The nanme APE_N of each application el ement
APE is a nane given to a service (an application el enent APE) provided by
-an appl i cat i 9% pt ogPamtbe sheesépkeoe- reérdencagnentesprise 151a 152 or
153. The name APE N is an identifier referenced as a substitute for the
servi ce nunEgnefic redradere e mogmeral e ruskthdni nghanyapiki 68t tpA REpPgr am of
each service-rendering enterprise. The identification APE IDis the |ID of

an 1 appli cethlors €0dmint 3ARE2 lanBheoiinter nah/ exs esaa walgntidisredE is a
flag indicating an internal specificafion, which neans that the entity of

t he appl i catiwreral GWQHHSABEg%he&h& Qe ratene¥! 8LRBLaSPEGET §EAL I PRy MEaNi Ng
that a-reference is nmade : _
any one of the pleces of selection data 302_1, 302 _2 and
302_3. Likewise, reference numeral 303 is a generic
reference numeral for denoting any'one of the pieces of
version management data 303 1, 303_2 and 303_3.
The AP management tables 300 1, 300_2 and 300_3 as
well as the APP tables 301 1, 301_2 and 301_3 are
recorded ip advance typically at a set-up time of the SAM
8. In addition, the AP management.tables 300_1, 300_2 and
300_3 as well as the APP tables 301_1, 301_2 and 301 _3
can be rewritten only by a person in charge of management

of the SaM 8.

The AP management tables 300 1, 300_2 and 300_3 are

.

.prescribed for each application program AP. 1In additiocon,
“the APP tables 301 1, 301_2 and 301_3 are prescribed for
:eech SAM mutual authentication key. |

Fig. 15 is an explanatory diagram showing the AP
management table BOO_ﬁ. The AP management tables 300 2
and 300_3 each have the same format as the AP management

‘table 300 1.

As shown in Fig. 15, the AP management table 300 1
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fromanother SAM unit. The identification SAMID is the SAFebiagf200fie -~a
partner with which data.is exchanged when the SAM 8 .carries out processing
related to the application element 38 9 February 2007 APE. Fig. 16 is an.
explanat ory di agram showing the identification SAMID. The identification
SAM I'D has a size of 4 bytes, adopting a net mask's concept simlar to the
- TCP/ I P_ Each bit of a net mask can be set individually. Net masks are
classified into typically 3 types, nanely, classes A, Band C, as shown in
Fig. 16. A type of key can be used for nutual authentication between SAM
units to which the sane net mask is assigned. In this enbodinent, for
exanpl e, thelBahedpt thaskanre B fred earh ameridae-ae denicng aBEerprl se.
In Fig. 16, the net mask of class Ais "255. XX. XX. XX." The hi gh-order byte

of the net m&skdiand ysefefonced dry ntha Jr-edatdigparec ival waceb-255 for
|dent|fy| ng class A to which the net mask pertains. The remaining 3
| ow order byeewnaned ssebt qrrefom ng avaldl ues droriddidiiviiduakiby i dentifyi ng
a SAMunit pertaining to class A XX in any of the | ow order bytes
represents ah@E ID, an 1nternal/external ldentlfler IEI, a partner
identification SAM ID, a partner identification AP ID, a
key K_CARDA, a key K SAM, data SET_APé, déta FLAG_IP and
data FLAG_STR, which are associated with the name APE N.
The name APE_N of.each épblication element APE is a
name given to a service (an application element APE)
provided by an application program of the service-
rendering enterprise 15_1, 15 2 or 15 3. The name APE N
is an identifier referenced as a substitute for the
service number of a service fhat can be used by the
application program of each service-rendering enterprise.
The identification APE _ID is the ID of an
El) ) application element APE,

The internal/external identifier IEI is a flag
indicating an internal specification, which means that
~the éntity of the application element APE exists or an
exterﬁal specification meaning that a reference is made
from another SAM uniﬁ.

The identification SAM_Iﬁ is the SAM ID of the

W

bartner with which data is exchanged when the SAM 8

..carries out processing related to the application element
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1-byte pattern. Thus, the net mask can be used to prescrglbebdGryZ007215
different SAMIDs pertaining to class A The net mask of class B is "255.
255. XX. XX." The 2 high-order bytes of the net mask are used for storing a.
39 9 February 2007 predeterm ned val ue of "255.255" for identifying class
B to which the net mask pertains. The remaining 2 |ow order bytes are .
used for storing.a value for individually identifying a SAM unit  pertaining
to.class B. Thus,. the net nmask can be used to prescribe 65,535 different
SAM 1 Ds pertaining to class B. The net mask of class Cis "255.255.255. XX."
The 3 high-order bytes of the net mask are used for storing a
predet er mi ned val ue of "255.255.255" for identifying class Cto which the
net mask pertains. ghe remaining |oworder byte is used for storing a
val ue for individubtPy @ehtidyierpbasntemnidigprdmimiond o teleass C.
Thus, the net, mask can be used to prescribe 255 different SAM I Ds

\

pert ai ni ng t&d@F§§§i€§t¢ﬁ§ PO¥nIPfication AP IDis the identification of
an application program executed in the SAMunit of the partner w th which

data i s exchanged wheh idrntSANIcS: ticar r92es TR acesskngsr ¢l gledsto the
application el ement APE. . o _ o
‘ adopting a net mask’s concept similar to the TCP/IP. Each

bit of a net mask can be set individually.

Net masks are classified into typically 3 types,

) -

T namely, classes A, B and C, as shown in Fig. 16. A type
of key can be used for mutual authentication between SAM
units to which the same net mask is éssigned. In this
embodiment, for example, the same net mask is assigned to
a service-rendering enterprise, |

In Fig. 16, the net mask of class A is
"255.XX.XX.XX.” The high~order byte of the net mask is
used for storing a predetermined value of 255 for
?) | identifying class A to which the net mask pertains. The

remaining 3 low-order bytes are used for storing a value
for individually identifying a SAMlunit pertaining to
class Aa. XX in any of the low-order bytes represents any
l-byte pattern. Thus, the net mask can be used to
prescribe 16,777,215 different SAM_IDs pertaining to
class A. |
.'\-_3 . .
The net mask of class B is “255.255.XX.XX.” The 2

high-order bytes of the net mask are used for storing a
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The key K CARDA is a kéy, which is used for exchanging daFebmityetOfie
menory 50 enployed in the I1C card 3 when the SAM 8 carries out processing
related to z the application elenent APE. The key K SAMis a key, which is
used for 40 9 February 2007 exchanging data with another SAM unit when
the SAM 8 carries out processing related to the application elenment APE
The data SET APP is data for identifying the APP table 3011, 3012 or
301 3, which is used or referred to when the SAM 8 carries out processing
related to the application elenent- APE. APE N's "Service A" shown in Fig.
15 is an access key of the IC card 3 defined by an application programin
the SAM 8. Keyedskeipired\'vakusaf a2 ¥n Afd stimsietkrktayfyisg chakst Bi s key
cannot be referred to by an application programof another SAMunit and
anot her appl teafihbeh prioyreat ofatkheaare nSAM Thit rebeidiag £ iswabhr@EELESS
key of the IC card 3 defined by this application program If a net nmask of
class C deseytdedimanideat ficr assimgned at @alllies £9AM:walityi @Y 1+ Servi ce C'
i s disclosed to an application programin a SAMunit having gAMI D of
"43.17.19. XX dedtni fhiirgy GASAM unit pertaining to class B. Thus, the
net mask can be used to prescribe 65,535 different
SAM_IDs pertaining to class B.
The net mask of class C is “255.255.255.XX.” The 3
high-order bytes of the net mask are used for stbring a
- predetermined value of “255.255.255" for idehtifying
class C to which the net mask pertains. The remaining
" low-order byte is used for storing a value for
individually identifying a SAM unit pertaining to class C.
Thus, the net mask can be used to prescribe 255 different
SAM IDs pertaining to class C.
The identification AP_ID is the identification of

") an application program executed in the SAM uﬁit of the

partner with which data is exchanged when the SAM 8

carries out processing related to the application element

APE. .

The key K_CARDA is a key, which is used for
exchanging_data with the memory 50 employed in thé IC
card 3 when tye SAM 8 carries out processing related to
- ‘

the application element APE.

The key K_SAM is a key, which is used for
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t‘he SAM nutual authentication key is "TT1 ... TTn" or an®fhbuagAN0dni t
det'erm nes whet her- or not key "Service C' can be held till the next
utilization. If key "Service C' can be held till the next utilization, it-
is not necessary to again obtain a card access key fromthis SAM wunit
when anot her SAM unit uses key "Service C' on the 41 9 February 2007 card
at the next utilization. Access key "Service B" is obtained not fromthis
SAM unit but froma SAM unit having SAMID of "43.13.137. XX." As a nutual
aut henti cation key between SAM units, a key of "SS1 ... SSn" is used. A
determ nation flag specified by the other SAM unit determ nes whether or
not access k8yChZpeinged®dra cahth bendighelr t$AN yrvet nehdn uttid isaat ison. " Service
B Log" points to a file for storing log data to which SAM I D of '
"43.13. 137. X@riseassigrnehcsSisicey t'Sarted e 1o agias dde osa e efAN:net
~mask as "Service B", as a nutual authentication key, a key of "SS1 ...
SSn" is usedPEFor each nmutual authentication key, an APP table is
provided. In this enbodi ment, perm ssion of accesses to *“Service B Log"

and "Service B" isTheesarhbgdrhypbhesABBtat aBkeid@Qhe 0, 2RQt HBL AWM uni t
referred to by an AP managenent table of the other SAK/I unit. Fig. 17 is an
expl anat ory tdikeigy @0IShowng e A1 3, which is used or referred to
when the SAM 8 cérries out prbcessing related to the |
application element APE.
APE_N'S “Serviée A" shown in Fig. 15 is an access
key of the IC card 3 defined by an application program in-
the SAM 8. Key “Service A" is set as an undisclosed‘key
so that this key cannot be referred to by an application
program of another SAM unit and aﬁother application
program of the same SAM unit.
Service C is an access key of the IC card 3 defined
by this application program. If a net mask of class C
?.) - described earlier is assigned to this SAM unit, key
“"Service C" is disclosed to an application program in a
SAM unit having SAM ID of “43.17.19.xx-" In this case,
‘the SAM mutual authentication kKey is “TT1 .. TTn” br
another SAM unit determines whether or not key “Service
C” can be held tili ﬁhe next utilization. If key “Service
 C” can be helg till the next utilization, it is not

- hecessary to again obtain a card aécess‘key ffom this SAM

unit when another SAM unit uses key “Service C” on the
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table 301 1. The APP tables 301 2, 301 3 and 301 have t hed Fslammeryf200dat as
the APP table 3011. As shown in Fig. 17, the APP table 3011 includes an
identification APE ID, a READ flag, a WRITE flag and an EXECUTE fl ag,

whi ch are provided for each application elenment APE. APE ID is the
identification of the 42 9 February 2007 application elenment APE. The READ
flag i ndi cates whether another application program (or another application
el enent APE) has a read access to the application element APE. The WRI TE

flag indicates whether another application program (or another application
el ement APE) chag aswhLe c o_the application el enent APE. The
EXECUTE flag i ndicates %gghgﬁfé%%?%%?napﬁ?%%% &eYpr'§grarkceoB” ahst her
application ghegen _ an, exegute access to the application el enent
APE. For exanple, %%QE%DPP‘?g%I %%1% hoWht i Ut from 2 SARHiusdttes t hat

anot her appl § i rogtam (or. apother application el enent APE) has a
read access a%gigak@?g%a%}ces 3‘0{&'%7%6& &5 demeteprlaccess to "Service
B Log." In 'ﬁ(iﬂ?n, t{l.e AP managenent storage area 221 -of - t'he external
menory 7 shown | B FI G T KR SRt mpifgs t ypikead loyf ABsael.ection data
by associ ati%'t he AP selection data with an I1C card type and AP ID. The IC
card type i s the ¥p¥t the 1C card 3 shown -

' A determination flag specified by the other SAM

unit determi ‘ ' i :
ines whether or not access key “Service B” can

L\-._../’

be held till the next utilization.

“Service B Log” points to a file for storing iog‘
data to which SAM ID of “43.13.137.XX* is assigned. Since
“Service B Log” has the same SAM ﬁet mask as “Serviée B”,

- as a mutual authentication key, a key of “S81 .. sSn* is
used. For each mutual authentication key, an APP table is
provided. In this embodiment, permission of accesses to
"Service B Log” and “Service B” is prescribed by the APP

) ' table 301 of another SAM unit referred to by an AP
management table of the other SaAM unit;

Fig. 17 is an explanatory diagtam showing the APP
table 301_1. The APP tables 301_2, 301 _3 and 301 have the
same format as the APP table 301 1. |

As shown in Fig. 17, the APP tablé 301 _1 includes

_ an‘identificaijon APE_ID, a READ flag, a WRITE flag and
an EXECUTE flag, which are providéd fof each application

element APE. _APE_ID is the identificatidn of the
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in Fig. 1. An exanple of the IC card type is an identifi2é&ebruarydfC0d
credit-card conpany having transaction settlenent businesses using the IC
card 3. In this enbodi nent, the nanes APE N of a plurality of application
el'ements APE in an I C card operation nmacro-conmand script program are

- conbined to prescribe a 43 9 February 2007 service, and the prescription
of the service is reflected in an IC card entity (job managenent data) to
be described later.. Thus, a conbination of services corresponding to the
application elenments APE can be rendered as the prescribed service. For
exampl e, a service to read out data fromthe IC card 3 is conbined with a
service to wonld adtion rtlentds ATE.Verhd RBAPT OVigeind Lo HeghSala4 ce,

whi ch can be defined in an IC card entity. In addition, APE -N or a

servi ce nunimrotiteramppltaatiicen progrand (bhahnbsnbssypgd1i8athen! C card 3 and
can be interpreted by the I1C card 3 when a service réendered by the

servi ce- r endardufig teMpgy Phiase al Fekd %@c%s@rtéstﬁ?i?%PPEQ§E§§§delé$@ht

application program AP-1 is prescribed by the card operation
TRCT O COMBMPIAC k. RRSOE M A0k AL Hes TGS U AL 3001 ShQLEd T
the external menory 7. By the Same token, the application ogran1R5 21is
program (or another-appliéation element APE).has a write
acceSs to thérapplication eleﬁent'APE. The EXECUTE flag
indicates whether.énother application program: {(or anéther
application element APE) has an execute access to the
application element APE. |

For example, the APP table 301 1 shown in Fig. 17
indicates that another application program {or another
application element AEE) has a read access and a ﬁrite‘
access but no execute (delete) access to “Service B Log.”

In addition, the AP management storage area 221 of
the external memory 7 shown in Fig. 5 is used - for storing
' ) typically AP selection data by associating the AP

Selection data with an IC card type and,AP;ID.

The IC card type is the type of tﬁe IC card 3 shown
in Fig. 1. An example of the IC card type ié an
identification of a cfedit-card company having.
transaction'settlemeﬁt businesses using the IC card 3.

In thigéembodiment, the Rames APE“N of a'ﬁiurality

of application elements APE in an IC card operation .

macro-command script program are combined to prescribe a
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prescribed by the IC card operation macroe-conmmand script 9febyaan?tiid t he
AP management table 3002 stored in the external menory 7. In the same way,
the application program AP 3 is . prescribed by the IC card operation
‘macr o- conmand scri pt progran1and t he AP managenent table 300 3 stored in
the 44 9 February 2007 external nmenory 7. |In addition, the AP nanagenent
storage area 221 of the external nmenory 7 shown in Fig. 5 is used for .
storing internal resource allocation managenent data 304 used for
execut i ng managenent of accesses to resources typically in the externa
menory 7 for each user privilege or for each usage purpose. Fig. 18 is an
expl anat ory WEGFHM i Hee tiees dmiperimal  ofesowr eeralilcecaki @8 rrapaggent
data 304. The CPU enployed in the SAM 8 manages accesses to the storage

area of the ¥Extar il grarbrants and jatc esseserendatdatsh orgdpei N the storage
area on the basis of the internal resource allocation managenent data 304

for each usetegmiidddedetmrr. f Ohueach usaBenRULIPRSE: . sdhei SLOrage area of
the external menory 7 is managed by dividing the storage area into a
syst em ar ea cammsponsBEmMAr@a.the Eb@l&){:&ﬁ:@@ha%@émbﬁténﬁée@aHsﬁg in an

i nternal
rendered as the prescribed service.

For example, a gervice‘té read out data ffom the IC.
card 3 is,pombined with a service to write data into the
server 2 to p;ovide a cémbiﬁed sérvice, whiéh can be
defined in an IC card entity. |

In addition, APE N or a service number is an
operation comménd that is issued to the IC card 3 and can
be interpreted by the IC.éard 3 when a service renderéd
by the service-rendering enterprise 151, 15_2 or 15 3 is'
processed.

The application program AP 1 is prescribed by the
-'§ 7 IC card operation macro-command script progfam and theIAP

.ménagement table 300_1 stored in the external memory 7.

By the same token, the application program AP 2 ié
prescribed by the IC card operation macro-command script
program and the AP management table 300_2 storéd in,thé
extérnal memory 7. |

In the‘fame way, the appllcatlon program AP 3 1s
Iprescrlbed by fhe IC card operation macro- command script

program and the AP management table'300_3 stored in the
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operation of the SAM 8. For exanple, a person in charge 9febhiappid®d of the
SAM 8 initially sets a device nunber ‘unique to the SAM 8 and a shi ppi ng
key of an application programAP in the systemarea. On the other hand,
the user area is an area in which the user of the SAM8 is allowed to set
a resource 45 9 February 2007 such as an application program The user
area is classified into 3 |l arge categories, nanely, a privileged- user area
(a 3rd storage area provided by the present. invention), a general-user :
area (a 1st storage area provided by the present invention) and a
common-user area (a 2nd storage area provided by the present invention)
The privil egedteserl angenys 7an area used for storing basic data for
operating the SAM 8. An exanple of the basic data is the ID of the SAM 8.

The general -user areaadsiigfoal e8hesad hAhaSLAELRTstHESQLTSES, SpEh a5 a key
and a key package, which are used in inplenentation of a service using the

I C card 3 anthe tdetpardalemoe@NMURIHCAL QR FIRAT &t YS ﬂ%edTES copgpi, yser
area is an area used for storing network information use By general users

Thformation |8 The | B aaaeos ot Ehe o HelmoPstTHRLE gha gtiSed hE" !
' executing-managemeﬁt of accesses to resources typically

in the external memory 7 for éééh user privilege or for
each‘usage purpose.

Fig. 18 is an,explanatorf diagram showing the
internal resource allocation management data 304. The CPU
employed iﬁ the SaM 8§ manages accesses to the storage
area of the external memoty 7 and accesses to data stored
in the storage area on.the basisrof the internal resource
allocation management data 304 for each user privilege or
for each usage purpose.

The storage area of the external memory 7 is

managed by dividinguthé storage area into a system area

w

and a user area,

The system area ié an area used in an internal
operation of the SAM 8. For example, a person in.charge
of shipping of the SAM 8 initially sets a device number

‘ ﬁnique to the SAM 8 and a shipping key of an appliﬁation
érbgram Ap in!the System area.
h*]

On the other hand, the user area is an area in

Which the user of the SAM 8 is allowed to set a resource
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That is to say, the privileged-user area is an area, dat@Februahi287needs
to be set by a specific user for the ~operation of the SAM 8. The
conmon-user area is an area that can be shared by SAMs 8 thensel ves and

al so an area, data of which can be set by a plurality of users. Fig. 19 is
an expl anatory diagram showi ng typical 46 9 February 2007 itens that can
‘be set by users in the storage area of the external nenory 7. As shown in
Fig. 19, the person in charge of shipping of the SAM8 is allowed to nake
-an access to storage areas corresponding to identifications APID of
-Ox0000 to OxO0OF, set- a shipping key of the AP resource key K _APR for
general usersuahdasein apgelicetkey prichie. t chekhasSAVe8eal Rsaddi tion, a
privileged user is allowed to make an access to a storage area

correspondi nglass Bhied dients f3 catdgn AR dJd e X1 Setla AV Pegbqthe SAM
8 and set a privileged-user AP area operation key. Furthernore, "a general
user is all oweer toremken Brd a06HSHd Ak FRA RSN ied By.amnt .
identification AP ID of OxFFFD as a user conmon aréa and also allowed to °
nmeke an accasserdtic) al£ydridgntifised Ry-an ddenti Ligatian AP ID of Ox0000
to OxOOOF as a general -user area. A general user is allFowe fo set the net

mask of SAMaled 1 M S BRMON b JBHILIR LAR SUERASALHELP.addr ess of

(a_2nd storage area provided by the present invention).

The privileged-user area is an area used for

e

.storing basic dafa for operating the SAM §. _Ah example of
the basic data is the ID of the SAM 8.

The general-user area is an area used for storing
resources such as a key and a key package, whiéh are used
in implementation of a service using the IC card 3 and

- the portable communication apparatus 41,
The common-user area is an area used for storing
netﬁork information used by general users as information
"3 common to the general users. An example of the network
information is the IP address of the main unit of the SAM
8.

That is to say, the privileged-user area is an area,
‘data of which needs to be set by a specific user for the
operation of the_SAM-B. The_éoﬁmon—user area is an area
tﬁat can be spared by SAMs 8 themselves and also an area,

@ .
.data of which can be set by a plurality of users.

Fig. 19 is an explanatory diagram showing typical
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“the SANI8 an AP resource key K _APR and another appl i caBiFshruenc?@: APE
in these areas. The user is allowed to change a received AP resource key
K _APR of a storage area disclosed to the user to another value known only.
by the user so that another- user is not capable of nodifying a resource 47
9 February 2007 inside the application program AP. In addition, the user
commopn area can be accessed by :users by using a common key, that is, the
AP resource key K _APR used for setting data in the general user area. The
above storage areas of the external memory 7 are nanaged by using the
internal resource allocation nmanagenent data 304 shown in Fig. 18, the
i dentificati éhsms APh2D aad bhesédent i ds<cnd | ONStAPE td¥kagkd. M5 ids idhedetail,
the storage areas are managed by dividing the external nenory 7 into
storage areasxtermihgnemomy rix prestokaed by igsi ng t@ﬁe‘ﬁ%?&bﬁ'iﬁt'ons AP
ID and APE ID. In the case of the external nmenory 7 shown-in Fig. 18, a

storage areachitde ARE 41 ppiddieo f ange P67 RO6 4 o 1 IQMIFRJ fased as Lhe
systemarea and a storage area with APE IDin the range 00"t 0 Ox7FCO

is used as téecegenss altdisfie ARdhs '&&@ﬁdn@l ggt%t qq%gl%l%rleagi% gn
er

application programwth AP-1D of Oxfffd'is used as the géner

AP ID of 039000 to 0x000F, set a_shipping key of the AP
resoyrce kele“APR for generai users and set a device key
ﬁnique to the SaM 3.

In addition, a privileged user is allowed to make
an accgss toQa storage area corresponding to aﬁ\
identification Af“ID of OxFFFE, set SAM_ID of the SAM 8§
and set arprivileged-user AP area operation key.

quthermore, & general user is allowed to make an
access to an area identified by an identification AP ID.
of OxXFFFD as a user common area and also éllowed to make

an access to an area identified by an identification

AP_ID of 0x0000 to 0x000F as a general-user area. A

i

general user is allowed to set the net mask of SAM ID of
the SaAM 8,‘ﬁetwork information such as the IP address of
the SAM 8, an AP resource key K_APR and anoéher
application element APE in these‘areas.
The user is allowed to change a received AP

resource key K_APR of a storage aréa disclosed to the

. i : '
gser to anothet_value known only by the user so that

‘another user is not capable of modifying a resource
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- common area. As for application elenments APE, encrypted padiehgesy 284t for
areas are stored in the external nenory 7. In this case, it,is possible to
sel ect ‘and encrypt only required resource el ements. The follomnng
procedure is.a procedure executed by 48 9 February 2007 the CPU enployed
in the SAM 8 to manage storage areas (or resources) of the external nenory
7 by using the internal resource allocation managenent data 304. Fig. 20
is an expl anat ory di agram showing a flowchart representing the procedure.
Step 'ST61: For exanpl e, a general user or a privileged user such as any
one of the service-rendering enterprises 15 1 to 153 shown in Fig. 1 -
operat es a pERrsbfal teonpupkeicaicionnget@grdm Ahe | nternet 10 and specifies an
application program AP maki ng accesses to the external nmenory 7. The

application programnrARduEKd®NN theCase rt ecki®nSAM chAr BUOR-LBEsASP server
19 by using an AP resource key K _APR owned by the user. Step ST62: The

CPU enpl oyedoy musdwes SAM s iy 16 corrtdONRSAE, ashad & Mhethen por gt the
originator of the access nade at the step ST61 has an AP resourcé key K
APR SUItabIEkéyHK_APR used for setting data in the general user area.
The above storage areas of the external memory 7
are managed by using the iﬁtefnal resource allocation
'-management data 304 shown in Fig. 18, the identifications
AP_ID and the identifications APE_ID. To put it in detail,
the storage areas are managed by—dividing the external
- memory 7 into storage areas forming a matrix prescribed
rby using the identifications AP_ID and APE_ID.
In the case of the external memory 7 shown in Fig.
18, a storage_area with APE ID in the range 0x7F06 to

OXFFFF is used as the system area and a storage area with

APE_ID in the range 0x0000 to 0x7F00 is used as the

-

general-user area.

In addition, a storage area of an application
program with AP_iD of Oxfffd is used as the general-user
common area.

As for application elements APE, encrypted packages
set for areas are Stored in tﬁe external memory 7. In
this case, it!is‘poésible to select and encrypt only

s _
| required resource elements.

The following procedure is . a procedure executed by
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the specified application program AP. |f the outcone of Plrebjuatg?Biit
‘indicates that the originator of the access has a suitable resource key K-
APR, the procedure goes on to processing, of a step ST64. |f the outcone
of the t3 judgnent indicates that -the originator of the access does not.
have a suitable resource key K APR, on the other hand, 49 9 February 2007
t he procedure goes on to processing of a step ST63. Step ST63.: The CPU

enpl oyed in the SAM 8 does not allow the wuser to set an application
el ement APE in the specified application programAP. Step ST64: The CPU
enployed in the SAM 8 allows the user to 'set an application elenent APE in

t he specifie&,eaﬁBpiEﬁPﬂ@MeérégrahEASEMSBeﬁcSﬁ@ﬁagéT§t6}ﬂ§éHgyég@eqO&n t he
SAM 8 forns a judgnent as to whether or not the user is a privileged user.
If the outcORECBFCERE pldgnentxtadianteendhats tHe WsE] iﬁhéiidﬂgfﬁgﬁeged
user, the procedure goes on to processing of a step Sf%G. | f the outcone
on the

of - t he j udgnEfgCH e cat bscahidn mdeadisRent adot fprivil eged user,
other hand, the procedure goes on to processing of a step ST67.
‘ | Fig. 20 is an explanatory diagram showing a
‘1flowchart representing thé pProcedure.
Step ST61:
For examplef a general.user or a privileged user
such as any one of the Service—rendering enterprises 15 1
to.15w3 shown in Fig. 1‘operatés a'personal computer
connected to the Interneﬁ 10 and specifies an ap#lication
program AP making acceéses to the external memory 7. The
application program AP makes an access to the SAM 8§
through the ASP server 19 by using an AP resource key
K_APR owned by the user.
Step ST62:

;) ~ The CPU employed in the SAM 8 forms a judgment as
tQ whether or not the originator of the access made at
the‘step ST61 has an AP resource key K _APR suitable for
the specified application program AP. If the outcome of

_the judgment indicates tﬁat the originator of the access.
has a suitable resourée key K APR, the procedure goes on
toptocessing;ff a step ST64. If the outcome of the

. . _

judgment-indicates that the originator of the access does

not. have a spitable resource key K_APR, on the other hand
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Step ST66: The CPU enployed in the SAM 8 al'l ows the user 9&ebsiety 2097
application elenment APE for a privileged user in the specified application
program AP. Step ST67: The CPU enployed in the SAM8 fornms a judgnment as

to whether -or not the user is a general user. If the 50 9 February 2007

outcone of the judgment indicates that the user is a general user, the
| j udg g
procedure goes on to processing of a step ST68. If the outconme of the
judgnent indicates that the user is not a general user, on the other hand,
the procedure goes on to processing of a step ST69. Step ST68: The CPU
enpl oyed in %Ee SAM 8 allows the user to. set an application el enent APE
for a’ general'GsBFCGRdUER Jeppl PRate apreteneitg ARE «onrep dr3general users
in the specified application program AP. Step ST69: The CPU enpl oyed in
3
the SAM 8 al Pb%R $he’user to set an application el enent APE-in.the system
area. [SAM 8] The SAM 8 is connected to the ASP server 19 through the SCS
or the Ethernet. TH&eASPUsempéoytd iin ehBngaMed dbesanBhusdbd Vel
termnals including the personal :
user to set an application element APE in the specified
application program AP.
Step S5T64:
The CPU employed in the SAM 8 allows the user to
set an application element APE in the specified
application program AP.
Step ST6E5:
The CPU employed in the SAM 8 forms a judgment as
to whether or not the user is a privileged user. If the
outcome of the judgment indicates that the user is a
privileged user, the procedure goes on to processing of a
Step ST66. If the outcome of the judgment indicates that
:.) . the user is not a privileged user, on the other hand, the
procedure goes on to processing:of a step ST67.
Step ST66;
The CPU employed in the SAM 8 allows the uéer to
set an application element APE for a privileged user in
-~ the specified application program aP.
-Stép 5Te7:
. ‘o

The CPU employed in the SAM 8 forms a judgment as

__;o whether or not the user is a generai user. If the
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conputer. 5 of the end user and the personal ~conputers 169febneno20did 163
of -the service-rendering enterprises 15 1, 15 2 and 15 3 respectively
through the Internet 10. The personal conputer 5 is connected to a = .
Dunb-type <card reader/witer 4 by a serial or USB cable. Between the card
reader/witer 4 and the 1C card 3, typically, radio conmmunication
corresponding to a physical level is 51 9 February 2007 inpl enented: An
operation conmand given to the I1C card 3 is generated by the SAM unit 9.
On the other hand, a response packet generated by the IC card 3 is
interpreted by the SAMunit 9. Thus, the card reader/witer 4, the

per sonal conﬁH%@ng ahdtheel wlnerelr vierd 1@a et weredt tiiee [ercdlkd 23 and t he
SAMunit 9 nerely play the role of relaying the command and the response
by storing t#eneial wseaf atipaydoatedinid .gddmtor Scd Grabsstihg 63 d
reader/witer 4, the personal conputer 5 and the ASP server 19 do not
contribute totempesBEs ong fSutlke astcemer ¥t ikan 9[1%%9@%&9&19%5 daja. in the
I'C card 3 and authentication. The personal conputers 16 1, 16 2 and 16 3
al l ow thei rthespeet i ve rappld GRIdaR 1PRRGHANS ARLL, g%lﬁe% gggdAPtg to be
cust oni zed by downl oading a script programto be escri ralef into the

SAM. 8. | procedure goes on to processing of a step ST69.
Step ST&S:

The CPU employed in the SAM 8 allows the user to

\‘-«—/

 $et an application element AfE for a general user and an
application elemeﬁt APE common to general users in the
specified application program AP.
Step ST69:

The CPU employed in the SAM 8 allows the user to
set an application element APE in the system area.
[SAM 8] |

The SAM 8 is connected to the ASP server 19 through
i} the SCSI or the Ethernet. The ASP server 19 is connected
to a plurality of terminals including the personal |
computer 5 of the end user and the personal computers

16_1, 16_2 and 16 3 of the service-rendering enterprises

-15_1, 15_2 and 15_3 respectively through the Tnternet 10.

The personal computer 5 is connected to a Dumb-type

card reader/wrlter 4 by a serial or USB cable. Between

-~
'&.1-

rthe card reader/writer 4 and the IC card 3, typically,

radio communlcatlon_correspondlng to a physical level is
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Fig. 21 is a functional block di agram showi ng the SAM 8 8fFebhuary 2007
conmmuni cation systemshown in Fig. 1. As shown in Fig. 21, the SAM 8
conpri ses an ASPS communication interface unit 60, an external - nenory
communi cation interface unit 61, a bus scranbler unit 62, a -

random nunber - generating unit 63, an encryptlon/decryptlon uni t 64 a
menory 65 and a CPU 66. 52 9 February 2007 The SAM 8 is a

t anper - wi t hst andi ng nodul e. The ASPS conmunication interface unit 60 is an
interface for exchanging data with the ASP server 19 shown in Fig. 1. The
external -nenory communi cation interface unit 61 is an interface for
exchangi ng damplememtede external menory 7. The bus scranbler unit 62
scranbl es out put data and de-scranbles input data in an operation to

exchange the dataanhopeghttibe eskennal gieERr ¥oCOABURLCAL|gN3i géerface
-unit 61. The random nunber-generating unit 63 generates a random nunber

used in aut hgatéxatddmy Hhe e8! YRLiOR AeehYPheCBHOL nRAq engT YL s data and
decrypts encrypted data. The nenory 65 is used for storing’tasks and
pr ogr ans, V\/ﬂteﬁépcﬁ{sﬁ @é@(@te%e@ﬁéﬂa%dcgg Q:@le Eil&d cgi§ha3u:ng interpreted
by the SAM unit 9. Thus, the qard reader/writer 4, the
personal computer 5 and the ASP server 19 between the IC
card 3 and the SAM unit 9 merely play the role of
relaying the commaﬁd and the response by storing them in-
4 data payload unit. That is to say, the card
reader/writer 4, the personal computer 5 and the ASP
server 19 do not contribute to operations such as
encryption and decryption of data in the IC card 3 and
authentication.

The personal computers 16_1, 16_2 and 16 _3 allow
their respective application programs AP_1, AP_2 and AP_3
-x) , to be customized by downloading a script program to be

described later intq the SAM 8..

Fig. 21 is a functional block diagram showing the
SAM 8 of the communication system shown in Fig; 1. As
shown in Fig. 21, the SAM 8 comprises an ASPS
communication interface unit 60, an-external;memory
communicationiinterface unit 61, a bus scrambler unit 62,
a_random“number—generating unit 63, an

encryption/decryption unit 64, a memory 65 and a CPU 66.
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in the execution of the tasks and the prograns as will be9 Febeeni209d | ater.
The CPU 66 executes tasks such as a script downl oad task, a script
interpretation task, an entity generation task (a job managenent data
creation task) and an IC-card procedure nanagenent task (a job management
dat a managenent task). These tasks will be described later. 53 9 February
2007 The CPU 66 al so executes management of versions of application

el enents APE as well as managenent of the general user storage area, the
user conmon storage area and the privileged-user storage area. In
addition, the CPU 66 carries out processing specified in the SAMunit 9 on

the basis of an op&@hat SAN SCABMANG apelrhe i SAMEHARENY, m8BG1£0Nt T Ol S
processing of the |1C nodule 3a enployed in the IC card 3 and the | C nodul e

42 enpl oyed in theTrher lzxabbec@ﬁmmb@l@&banlﬁeeﬁ%gsuﬂt05‘0 € Jﬁas' s of
operation commands of the I C nodule 3a and the IC nodule 42. The foll ow ng

descri ption sxpldiat the BHBndiy RIRONA, and k@.gl 9%&%#’;90“ are

stored in the menory 65. Fig. 22 i's an expl anator agram show ng the
t asks, the RS @q%,tqe data, which are stored in the menory 65. As
shown in Fig. 22, the nmenory 65 is used for storing the af orenenti oned

SCrlpt downl oad ta§ﬁe63xtépﬁal—memory communication interface unit 61
is an interfade for exchanging data with the external
memory 7. |

The bus scramblér unit 62 scrambles output data and
de-scrambles inpuf data in an operation to exchange the
data through the external-memory communication interface
unit 61.

The random-number-generating unit 63 generates a
random number used in authentication.

The encryption/decryption unif 64 encrypts data and

.decrypts encrypted data.

7;). The memory 65'is used for storing tasks and
programs, which are executed by the CPU 66, and data used
in the execution of the tasks and the programs as will be
described later.

.The CPU 66 executes tasks such as a script download
task, a script interpretation task, an entity generation
task {(a job management data creation task) and an IC-card

@
procedure management task (a job management data

management task). These tasks will be described later.
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af orenmentioned script interpretation task 70, the aforenfieboaet®dtity
generation task 71, the aforenentioned | C card procedure managenent task
72, 1 G card operation macro-comuand script prograns 211 to 21 _3, the AP.
managenent tables 300 _1 to 3003, the APP tables 301 1 to 3013, IC-card
entity tenplates 30 1 to 303, an ICvcard entity 73x, an input data bl ock
31 xI, an output 54 9 February 2007 data block 32_x2, a |og data bl ock
33x3 and a processing definition data bl ock 34-x4. As shown in Fig. 13,
the script download task 69 downl oads the AP managenent tables 3001 to
3003 and, if necessary, the APP tables 301_1 to 301_3 fromtypically a
conput er owned by &dch Cer Wiccelsendgeeicngeentiahptesenknbe vEhei SAM 8¢ The
script interpretation task 70 generates an |G card entity 73 x, an input

‘data bl ock 3dpelicationt pifemetdsd AMEOGK 32%2, & hRGadetkank! 8e¢k¢g3 x3 and a

processing definition data block 34x4 for each service-rendering
enterprise mﬁnéﬁamgdﬁﬁﬁngﬁbgggglyﬂ@4y1ﬂﬁgﬂdg§ray&h&ﬁlSgg$g§§a5¥ athe APP
tabl es 3011 to 3013. The nunber of data bl ocks generated fo each-

servi ce-rendaid "theePrafinieRd-21s891 s3BeGIA ldeterm ned.  Wen receiving a
request. for creation of an'entity fromtypically the ASP server 19, the
 entity generation rn addition, the CPU 66 carries out processing
specified in the SAM unit 9 on the basis of an operation
command in the SAM unit 9, and controls processing of the
-IC module 3a employed in the IC card 3 and the Ic:module
42 employed in the portable Communication apparatus 41 on
the basis of operation éommands of the iC module 3a and
tﬁe IC module 42. |
The following description explains the tasks, the
programs and the data, which are stéred in tﬁe memory 65.
Fig. 22 is an explanétory diagram showing the tasks,
the programs and the data, which are stored in the memory
';) 65. As shown in Fig. 22, the memory 65 is used for
storing the aforementioned écript'download task 69, the
aforementioned script interpretation task 70, the
aforementioned entity geﬁeration task 71, the
aforementioned IC-card procédﬁre management task 72, IC-
card operation macro-command script programs 21 1 to 21_3,

the AP management tables 300_1 to 300 3, the APP tables

]

301_1 to 301_3, IC-card entity templates 30_1 to 30_3, an

iC-card entity 73 x, an input data block 31_x1l, an output
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task 71 conducts polling with the IC card 3, and, then, b§ Febgiang2td7 | C
card entity tenplate for a service-rendering enterprise, generates an |IC
card entity to-be used in procedural processing between the I1C card 3 and
the service-rendering enterprise. At this time, the ICcard “.a entity
tenpl ate becones a class, and the IC card entity is generated as a cl ass
i nstance. 55 9 February 2007 Processing carried out by the entity '
generation task 71 to generate an IC card entity will be described in
detail -later. The I C card procedure nanagenent task 72 carries out the
procedural processing between the IC card 3 and the service-rendering

enterprises debda tlol 33 APy «2Si 2Y 1o dale L M1 NGBzt % 3730404 ﬁrBEHEQ}L}:gy of IC
card entities 73 _x existing in the nenory 65. Im this enbodi nent,

‘plural ity ofdgriacetinmaldapaoeaseds detyyeen a plurality of [C cards 3 and
the service-rendering enterprises 15 1 to 153 are carried out at the sane

time. That is to say, snéhe 1&8aLd p§ocggéFL§c{r%§1€g€%,eﬁogc?st§usr7% rries out

t hese procedural processes concurrently. proce nagenent

ot o SSRGS tagbid SHEPRETANEGE R, A PHE T
necessary, the APP tables 301;1 to 301._3 from typically a
computer owned by each servicé—rendering enterprise into
the SAM 8.

The script interpretation task 70 generates an IC-
~card entity 73_x, an input_data block.31_x1, an output
data block 32 x2, a log data block 33_x3 and a processing
definition data block 34“34_for each service-rendering
enterprise by using service definition tables, and if -
necessary, the APP tables 301 1 to 301_3.
The number of data-blbcks generated for each
service-rendering enterprise ié not specially determined.
H) When receiving a request for creation of an entity
from typically the ASP server 19, the entity generation
task 71 conducts polling with the IC card 3, aﬁd_then, by
using an IC card entity templaterfér a service-rendering
enterpfise, generates an IC card entity to be used in |
procedural processing between the IC card 3 and the
service-rendering enterprise. At_this time, the IC card
k-] .
entity template becomes a class, and the IC card entity

is generated as a class instance.
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described later i.n detail. The 1C-card operation nmacr o- cofhrghtiasc200gt
progranms 211 to 213 are obtained by the script download task 69 from
typically the external menory 7 and stored in the nenory 65. By the same .
t oken, the AP nmanagenent tables 300_1 to 3003. are obtained by the script
downl oad task 69 from typically the external nenory 7 and stored in the -
menory 56 9 February 2007 65 In the sanme way, the APP tables 301 1 to
301 3 are obtained by the script download task 69 fromtypically the
external menory 7 and stored in the nenory 65. The I C card entity tenplates
30_1 to 303 are . generated by the script interpretation task 70 and w ||

each be used as a trenpleatsd ndClass): OLUICRRT AleN@naR 4 Coefardr ERLi ty 73X of
a procedure for a service-rendering enterprise. By uSsing the IC card

entity tenpledsis BD to (QenSBasar Vit Caldy &i-@iﬁﬁﬁ%«iltlh%eeﬁte%tcééiggaef ation
task 71 generates an IC card entity 73 x as a c¢lass I nstance. As described
earlier, theiscdéfdii ntprPpretation task 70 generates an input data bl ock
31x1, an output data block 32x2, a |log data bl ock 33x3 and a processing

definition data bl gk 3¢-draNgtboelilife! fabLAn8AL! Y3, &, SXpPLAI ned
ouﬁ the procedural processing between the IC card 3 and
the service-réndering enterprises 15_1 to 15 3 by using
an IC card entity 73 _x or alpldrality of IC card entifies
+73_x existing in'the'mempry 65. In thiﬁ émbodiment, a
pluralify of procedural processes between a plurality of
IC cards 3 and the service—reﬁdering enterprises 15 1 to
15_3 are carried out at the same time. That is to say,
the IC-card procedure management task 72 carriés out
these procedural proceéses.cbncurrentiy. The IC-card
procedure management task 72 deletes Ié card entities
73_x_already used in such processes, Pr§cessing carried
~J} by the IC-card procedure management task 72 will be

described later in detail.

The IC-card operation macro—éommaﬁd script programs
21 1 to 21_3 are obtained by thé scribtidownload task 69.

from typically the external memory 7 ‘and stored in the

memory 65.
By the same token,‘the'AP_managemént'ﬁables 300 1
ICO ‘ ' '

to 300_3. are obtained by the script download task 69 from

' typically the external memory 7 and stored in the memory

56




Wien the SAM 8 receives a request for processing using tfé&eb@aga2@73 and

t he application programof a predeterm ned service-rendering enterprise
fromthe ASP server 19 for exanple, the entity generation task. 71 in the
SAM 8 generates an IC'card entity 73 _x by using an already generated I1C
card entity tenplate of the service- rendering enterprise. Fig. 23 is an
expl anat ory di agram showing the 57 9 February 2007 format of the IC card
entity 73-x. As shown in Fig.- 23, the ICcard entity 73 _x conprises a -
managenent pointer 80, - an entity ID 81. entity status 82, an IC card type
83, an APE N specification 84, a processing order 85, pre- processing data
86 and post-gFocessing data 87. The managenent pointer 80 is a _

bi -directional pointer for managing the IC card entity 73x in the nmenory
65. The entity ID 8h itheusaglei Rag, Senbeappf tapLasesFLST i fWolpi ng Lhe 1C.
card entity 73_x_ Exanples of the processes are a redquest for Treation of
an | C card otditned’ HyX tneerddd;cat | Bl @4L§SS g0 e ' of the
IC card entity 73x an deletionggfb?ﬁgqﬁégbggg% gﬁt%féﬁ7§§§f€%%fgntity | D
81 is passedted hfierond Wikbrydy anhetybReyaliier, Ing g0l tys! D 81

corresponds to a descriptor Used in an operation to opeh a file by using a
f'le system The IC card entity templates 30_1 to 30_3 are -

‘generated by the script interpretation task 70 and will

 each be used as a'template (class) for generating an IC

i

card entity 73_x of a procedure for a service-rendering
enterprise. By using the IC card entity templétes 30 1 to
'_30_3 as typically ciasseé, the entity generation task 71
generates an IC card entity 73 x as a.class instance.
As described earlier, the script interpretation
task 70 generates an input data block 31_x1, an output
- data block 32 _x2, a log data block 33_x3.and a processing
definition data block 34 x4. |
'f} Next, the-IC card entity 73_x is explained.
When the SAM 8 receives a requestrfor processing
ﬁsing the IC card 3 and the application program of a
Predetermined service—rgndering enterprise from the ASP
server 19 for exémple, the entity genefation task 71 in
.the SAM 8 generates an IC card entity 73 _x by using an
already generated IC card entity template of the service—
A . '
rendering enterprise.

Fig. 23 is an explanatory diagram showing the
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The entity status 82 is-status of progress of a procedur @ Rebfuane2D07o t he
IC card 3. As shown in Fig. 24, basic status of the 1C card entity 73 x
i'ncludes processing status RS, processing status A, processing status
A2, processing status R and processing status W The processing status RS
is status of processing to exam ne services that can be used by the IC
card 3. The processing status Al is status of processing carried out 58 9 -
February 2007 by the SAM 8 to authenticate the I1C card 3. The processing
status A2 is status of processing carried out by the ICcard 3 to

aut henticate the SAM 8. The processing status Ris status of processing to

read out dafarmét oot ttiee | X carel Fen dhe, W?Q@.Sshggs%ﬂh“?:nv‘éié gtatus of
processing to wite data into the 1C card 3. This enbodi nent carriées out

processi ng tohexaoi Berd Senvi€e- 7enderbng, $LEer pri ess! agpi ed
out- by the SAM 8 to aut henti%at e"the | rcard 3,fﬂ%ﬁ%g%@%ﬁ%ggg%g???egébut by

the 1C card 3nténettpery igat %r;ﬂ%ys@éa%als Zoc%%siIﬁgc}a%dga%%eggéadat a from

the IC card 3 and processing to wite data i'nto f cfias a

L0b. B i lnke St Bt 8l o LObs ABEOoFRRLA0 Ll e

processing order of whi s deter'mn y the
managenent askeddidd datsl BLeAOLEL (L02L SLatYS gL L g, mit ual

The management ﬁointérVSO is a bi-directional
pointer for managing the IC card entity 73 x in the
rmemory 65. The entity ID 81 is used in a series of
processeé involving the IClcafd entity 73 x. Exaﬁples of
the processes are a request for creation of an IC card
entity 73 x, verification of‘progiess of the creation of
the IC card entity 73_x and deletion of the IC card
entity 73_x. The entity‘ID.Sl‘is passed to the end user
as a return value. The entify ID 81 corresponds to a
descriptor used in an operation to cpen a file by using a
;;)._ | file system. |
The entity status 82 ié status_of progress of a
procedure related to the IC card 3. As shown in Fig. 24,
basic status of the IC card entity 73_x includes
processing status RS, processiné status Al, processing
status.AZ, processing stafus R and processing status W.
The processing status RS is status of processing to
> :

examine services that can bé used by the IC card 3. The

processing status Al is status ofrprocessing carried out
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aut henti cation between the IC card 3 and the SAM 8 is repFebwatystPOBy t he
Al and A2 status. In addition, in this enbodiment, taking tinmes of

comruni cation through the Internet 10 into consideration, the basic status
descri bed above is managed by dividing each of the basic status into a
post-activation state (or a post-command state) and a conpletion state (or
a post- response-reception state) as shown in a state-transition 59 9
February 2007 diagramof Fig. 24. To put it concretely, the states of
processing using the I1C card entity 73x are nmanaged by using an instance
generation state (an IC card entity generation state), a

post - RS- act.i kattiteh Shtée tamRBentdrmpltet it StAate.rd@ 3p0sthdl - activation
state, an Al  conpletion state, a post-A2-activation state, an A2

conpl eti on. sEt®ss s ngositaRAC B2V ali @Ra%udl &f FoResceRB! gggggeg{t@}gg, a
post-Wactivation state, a W conpletion state and an instance deletion

state (an | @y adred tentclon delet bainshateheoTheel Gagakd type 83 i's data for
identifying a service-rendering enterprise issuing the card 3. The 1C

card type 8ucneliudey dabduser therelBusThe fabacls;oprescried by a d
command in the script command described above at.tﬁertlne The T card
Lentity 73 Xda%a ¢8Rt €He 1C card 3. The processing status W is

status of-processing to write data into the IC card 3.

This embodiment carries out processing to éxamine

.service—rendering enterprises, processing carried out by

~the SAM 8 to authenticate the IC éard 3, processing

carried out-by the IC card 3 to authenticate the SAM 8,

processing to read out data from the IC card 3 and

processing to write daté into the IC card 3 each as a job.
As will be described later, a job is a processing
unit, the processing order of which ié determined by the

IC-card procedure management task 72.

;) It is to be noted that status of the mutual
authentication betweén the IC card 3 and the SAM 8 is
represented by the Al and AZ'status.

In addition, in this embodiment, taking times of
‘pommunication through fhe Internet‘lo into'consideration,
the basic status described above is managed by dividing
eaph.of the basic status into.a post-activation state.(or

. - ny ' ’
a_post—command state) and a completion state (or a posté'

response—~reception state) as shown in a state-transition
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The service type elenent 84 indicates an application el efEebruaPE2®Efi ned
in the AP managenment tables 3001 to 3003 and the APP tables 301 1 to 301 3
utilized in processing using the IC card entity 73-x. In the service type
el ement 84, there are set an application elenment APE or a plurality of
application el'ements APE specified by a CS command in the script program
descri bed above at the tine the IC card entity 73x is generated. 60 9
February 2007 The processing order 85 is an order in which services (that
is, jobs) utilized in processing using the I1C card entity 73x are to be
executed. That is to say, the processing order 85 is the transition state
shown in Fidia@dam |of dider 2dr dgpo phe ﬂto@a&ﬁkaﬁerFeEh§5st§t@§ ofrder of
execution of jobs expressed in terns of nanes APE N of application

el enent s AP ifaredaiqice mmgatﬂwqgofca@%dtgt@a@ 34. a‘g@enlhggaegoF{,espond to
the RS, Al, A2, R and Wjobs, which are showmn in“Fig. 24. Actua
oper at i ons’  arsei mArdr Q&st@iicé)getn*&altcx‘o%ars%a%e' Nabhe PL Qﬁﬁsélﬁgﬂggr der

expressed in terns of jobs exanpl e, for processing on read out

data from ! fierdsGaih 3ealdd)olly BLRAksAULRGOLI TR QRare Ry o 1 set in

the processing order 85. In the Case of processing to and wite

data from anduplied {0he ohGeedr d BolklR1TUENRLLRYL0CRLLER! I g0 2 RS " A T A2

completlon state, a post-AZ-activation state, an A2

completion state, a post-~R—activation state, ah R

'“) coﬁpletion state, a pbst—W—aCtivation state, a W
: éoﬁpletion state and an instance deletion state (an IC
card entity déletion state) .
The IC card type 83 is data for identifyihg a
service-rendering enterprise issuing the IC card 3. The
;C card type 83 includes data set therein. The data is
prescribed by a CI command in the script éommand
described above at the time the IC card entity 73_x is
 ) created.

The serfiée type element .84 indicates an
‘application element APE defined in the AP management
,tableg. 300 1 to 300_3.and the APP tables 301 1 to 301 3

‘;utilized in processing using the IC‘cardrentity 73 _x. In
the service type element 84, there are set an applicatioﬁ
‘element AEE or a plurality of application eleménts APE
Y ’ :
. specified by.a CS command in the script program described

above at the time the IC card entity 73 _x is generated.
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R' W is set in the processing order 85. Thus, the proce&ebmgnoidér 85 is
a job order corresponding-to an order of service elenents specified in
commands of a script programdescribed earlier in creation of an IC card
‘entity 73-x. In the pre-processing data 86, fromthe ASP 19, nanagenent °
data for carrying out processing using IC card entity 73x is set. For
exanple, in the pre-processing 61 9 February 2007 data 86, a
processi ng-equati on point of a service (or an application elenment APE)
specified in an SF data block is set. In addition, if no inter-service "
processing function is defined, in the pre-processing data 86, a fee of
request ed processi e preeesslingt bedeasésof saansetiéenent whoeh exanpl e,
states indicating a fee and the nunber of appended points are set. The
post - processieny dats @hatmiisgh jichsjata inagwa ed pchbB§1A§Pu§%|§ieEhé91 is a
result of processing carried out on the IC card entity .73 x n the case
of a settlehentaddreraxampl7e, « heepast Hor &eesitRE . 8715t SES £Ors af‘ata
i ndi cating whether or not thé settlement has been ended nornal?
typi cal opertild roaiTiag outicly sENes ¢AUTYRLAYE LB SYRLED %hbéneﬂ?' ai ned
If an application

Fig. 24, 1In other words, the processing order 85 is an

a

order of exeégtion of jobs eipressed in terms of ﬁames
APE_N of application elements APE for basic‘operations of
‘the IC card 3. | |
The Jjobs cqrfespond to the RS, Al, A2, R and W jobs,
which are shown in Fig; 24. Actual operations are carried
out on the IC card 3 iﬁ the processing order expressed in
terms of jobs. For example, for processing only to read
out data from the IC-card 3 without mutual aﬁthentication,
“"RS ' R” is éet-in the.procéssing order 85. inlthe case
of processing to read out and write data from and into
-) ' the IC card 3 with mutual authentication, “*RS ’ Al * A2 -
R’ Wf is set in the processing order 85. Thus, the
processing order 85 ié é-job order corresponding te an
order ofrservice elements specified in commaﬁds of a
script program described earliér in creation of an ‘IC
card entity 73 x. | |
| In the;pré-proéeSsihg data 86, from the ASP 19,
SO . _ :
management data for carrying out processing using IC card

entity 73 x is set. For example, in the pre-processing
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el ement APE used in processing of the operation has a .pl@Fefrery 2807
versi-ons, the processing is carried out on the basis of a specified-
version by execution of the version managenent function explained earlier
by referring to Figs. 9 to 12. The foll ow ng description explains a
procedure of processes related to a plurality of 1C cards 3. The
procedure is executed by the.IC card procedure managenent 62 9 February

2007 WMask 72 shown in Fig. 22 by using a plurality of 1C card entities
73x. "The 1 C card procedure. nanagenent task 72 is running all the tinme
typically on the CPU 66 enployed in the SAM 8 shown in Fig. 21. Fig. 25
shows a f| owtdtar 186 ,r epireserisisiggpeauesibngpeanti ed autebyit& ¢ar daprocedure
managenent task 72. Step ST1:. The I C card procedure managenment task 72

sel ects oneflizaplivhaldlicyhent hEEfakgdeenFibHesn73% €Ki 8htA0pidck the nenory
65. Processing related to the selected I1C card entity 73 x is to -be
carried out gaxt. As a nethod of selecting an IC card entity 73x,an IC
.card entity 73_x is selected according to an order the IC card entities

73 arranged in thenZaRLYi 69, £ 40 ALSH IV oe Hrdtdidy 1evel 15
assigned to each of the IC card entities 73x and an IC card entity 73x is
sel ected Onf%nction is defined, in the pre-processing data 86, a fee
of requested pfocessing is set. In the case of a
‘settlement for éxample, states indicatiﬂg’é fee and the
number of appended points aré set.

The pést—processing data 87, which is data required
in the ASP server.19, is a result of processing carried
out on the IC card entity . 73_x. In the case of a
settlement for example, the post-processing 87 is set'fOr
data indiqating whether or not the settlement has been
ended normally.

Next, a typical operation carried out by the
:) _ communication system 1 is explained. If an application

element APE used in processing of the operation has a
plurality of versions, the processing is carried out on
the basis of a specified version by execution of the
version mahagement function explained earlier by
referring to Figé. 9 to‘lz;

| The fo%lowing description explains a procedure of

B 3

processes related to a_piurality of IC cards 3. The

procedure is executed by the IC card procedure management
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priority basis. Step ST2: The IC card procedure managenen? FEBRIRIYZO0Forns a
judgnment as to whether or not the job of the ICcard entity 73 x selected
at the step STl has already been activated. If the outconme of the judgnent
indicates that the job of the IC card entity 73x selected at the step ST1
has al ready been activated, the procedure goes on to 63 9 February 2007
processing of a step STS. If the outcone of the judgnent indicates that
the job of the IC card entity 73 x selected at the step ST1 has not been
activated, on the other hand, the procedure goes on to processing of a
step ST3. Step ST3: The I C card procedure managenent task 72 identifies a

state of processiTg swbwai ech tiad hed Geaigh@ptd 1w eySelregedaal the
step ST1 anbng states shown in the state transition diagramshown in Fig.

24 fromthe @ntityes Stabls BReSHONBAA BrBoeflrcaRUndSLALALNES R 12D 1O De
85 ge e

carried out next fromthe processing order 85. As cribed earlier, the

processing of gleyr, i R escr RS +3he qgé&;igdﬂ% sgaysnceof 6%02@ §§9%gssed in
terms of service elenents set Iin the AP nanagenent tables § o 300 3.
Step ST4: in the SAM 8 shown in Fig. 21. Fig. 25 shows a flowchart
repreéenting processing carried out by IC card procedﬁre
management task 72. o

Step ST1:

The IC card procedure management task 72 selects
one of a plurality of IC card entities 73_x existing in
the memory 65. Processing related to the selected IC card
entity 73 x is to be carried out next. As a method of
selecting an IC card entity 73_x, an IC card entity 73 x
is selected according to an ordgr thé IC card entities
73_x arranged in the memorys65. As an alternative, a
priority level is assigned to each of the IC card
-i) - entities 73_x and an IC card entity 73 _x is selected on a

- priority basis.
Step STZ2:

The IC card procedure management task 72 forms a
judgméht as to whether or not_the jéb of the IC card
.entity 73_x selected at the step ST1 has already been
activated. Ig the outcome of the‘judgment indicates that

>
the job of the IC card entity 73_x selected at the step

ST1 has already been activated, the procedure goes on to
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The 1.C card procedure fanagenent task 72 activates. the j9hekupeciO8d at the
step ST3. Then, the I C card procedure managenent task 72 carries out the
job by using a data block related to this job. The data block related to
this job is selected anong the input data block 31 xlI, the output data

bl ock 32x2, the log data bl ock 33 x3 and the processing definition data

bl ock 34x4, which have been explained earlier by referring to Fig. 13. 64
9 February 2007 At that tinme, if a command is issued to the ICcard 3 in
execution of the job, the I1C card procedure managenent task 72 searches the
AP managenent tables 300 1 to 300_3 by using a service elenent for the job

as a key fajrecesiMigonunhaiepisie servire ShedBRt o Nehe SRIMMER thuNber
is an operation conmand, which is issued to the IC card 3 and can be

i nterpreted innidadCwand dhe jHIERE W 1€ CaLG RLEGRYUHE gmNagenent task
72 issues the comuand by using the service nunber to the +C card 3. In

addition, i fscydisted Sl gy (Al BrTRKA0 AR BEEASSLOLiE, Shargge area of

the I C nodul e 3a of the IC car card procedure franagenent task

72 searches Jhg AR 780 _Labl es 1 to.300 3 by using.a_service
el enment for t%ﬁ?j oa“a§ g%%g§Q%gF%%I%é é%%eo%u%éeProggéﬁéﬁgdgFoatﬁée%ervice
el ement. TheR,; the 1C card procedure nmanagenent task 72 carries out

processi ng by
Step ST3:

The IC card procedure manégement task 72 identifies
a State of processing related to the IC card entity 73_x
selected at_the step ST1l. among states shown in the state
transition diagram shown in Fig. 24 from the entity
‘Status 82 shown in Fig. 23, and determines a job to be
 carried out next from the processing order 85. As
described earlier, the processing order 85 prescribes an
execution sequence of jobs éxpressed~in'terms of service
elements set in the AP management tables 300 1 to 300 3.
}) Step ST4:

The IC card procedure management task 72 activates
the'job selected at the step ST3. Then, the IC card
prOcedure_management task 72 carries out the job by using

- a data block related;to this job. The data block related
to this job is seléected amoﬁg the input data block 31 x1,
the output data block 32_x2, the log data block 33 _x3 and

_ @
the processing definition data block 34 x4, which have

been. explained earlier by referring to Fig. 13.
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using the key in order to acquire a right to nmake an acce§8bg3087st or age
area of the IC card 3. The processing includes nutual authentication with
respect to. the I1C card 3, encryption of data and decryption of data. Step
ST5: The I C card procedure managenent task 72 issues a conmand to the IC
card 3_ Then, at a step ST5, the IC card procedure managenent task 72
waits for a result of 65 9 February 2007 processing carried out by the IC
card 3 to process the command- As the IC card procedure managenent task 72
receives the result of processing fromthe IC card 3, the 1C card
procedure managenent task 72 sets the result in the IC card entity 73x.
Step ST6: The |C cardtpreceduee menagepRRbnbask 73sypdatestnd hec eniidy
.status 82 of the IC card entity 73 x. The entity status 82 of the IC card
entity 73 x j sishowtitiodidt t33 jAp dese 'zlaetéaallaop%c%au&@' s_embodi ment,
while selecting IC card entities ™ 73x of a plurality of 1C cards 3

existing i n iRt SeRUeHl Al ple ahiChr AAALARKCLE BopoLdance with a

predeterm ned order, the C card procedure nmanagerent tas carries out
processlng 3%%mhh%ol%O%%ﬁd%ycﬁgiﬂgr%n%E¥ViEgu%1e%%%% %@%ntﬁe job as
a key for a service number of the service element. The

service number is an operation command, which is issued

to the IC card 3 and_can be interpreted by the IC card 3.

S

Thén, the IC card procedure management task 72 issues the
command by using the service.number to the IC card 3. In
addition, if a key is required in making an access to the
- Storage area of the IC module 3a of the IC card 3, the IC
card procedure.management task 72 searches the AP
management tables 300_17to 300_3 by using a service
.element for the job as é kef for a service number
assigned-to the serﬁice element. Then, the IC card
%) ‘ procedure management task 72 carries out processing by
l'using the key in order to acquire a right to make an
access to the storage area of the IC card 3. The
5processing includes mutual authentication with respect to
.the ic card.3,‘enCryption of data and decryption of data.

Step STS5:

The ICEcard'procedure management task 72 issues a
o o :
~command to the IC card 3. Then, at a step ST5, the IC

card procedure management task 72 waits for a result of
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processing request for.a procedure using a plurality of 9Ecbapey2087; g
received, the SAM 8 is capable of carrying forward the processing at the.
same tinme. Figs. 26 and 27 show a flowchart used for explaining processing
carried out by the SAM8 in accordance with a procedure prescribed by an
-application element APE to nake an access to data, or processing

prescri bed by another application elenent APE to be 66 9 February 2007
carried out by the SAM 8 in accordance with the procedure in execution of
a job at the step ST4 in Fig. 25. Step ST41l: In the course of execution of
processing according to a predeterm ned application elenment APE, the SAM 8
identifies girapddoa) i@ RO Ay Md NG % RCAESS g&l@ceée gpal i cation
el enent APE in the application program In addition, the SAM 8 al so forns

a j udgment agri@thet her thteh@caesgaspkéc@augegﬁghgggﬁnégtf@& or wite

the application el enent APE or execution o a Icatiron elenent APE.
Step ST42: The SAMS i 1.3 1)U i@ oMStReL Qr rRoL 1 he; application
el ement APE identifi eg%t thetstgggﬁg%f%ésg% st's olglntP%eIgaﬁ%r‘EAﬁ/r 8Eg?f t he

OUtCOhE Of_&%?ckHQﬂ%ﬁ%%edpre management task 72 sets the result in
| the IC card entitjr 73_x. |
_Step STG: |

The IC card proceduré manégement task 72 updates
the entity status 82 of the IC card entity 73 x. The
entity status 82 of the IC card entity 73 _x is shown in
Fig. 23.

As described above, in this embodiment, while
selecting IC card entities 73_x of a plurality of IC
cards 3 existing in the $SAM 8 sequentially one after
another in accordance with é predetermined order, the IC
card procedure management task 72 carries out processing

7} ' on the IC cards concurrently. Thus, even when a
processing request for a procedure using a plurality of
IC cards 3 is received, the SAM 8 is capable of carrying
forward the processing at the same.time.

Figs. 26 and 27 show a flowchart used for
explaining processing carried out by the SAM 8 in
accbrdance with a procedure prescribed by an application

e
element APE to make an access to data, or processing

prescribed by.another application element APE to be
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i ndi.cates that the application el ement APE identified at 9 FeReast97sT41
‘does not exist in the same SAM 8, the flow of the processing goes on to a
step ST43. |If the outcone of the judgnent indicates that the application
elenment APE identified at the step ST41 exists in the same SAM 8, on the
ot her hand, the flow of the processing goes on to a step ST45. Step ST43:
67 9 February 2007 The SAM 8 searches the AP nmanagenent tables 3001 to
3003 associated with the application program being executed for a key

K- SAM for the corresponding service (the application el enent APE) and
~conducts nutual authentication with respect to a SAM 8a having the

application elenend ARE Hy i T e keYadesAMn Rt @R t8T44e blobhauresul t of
the mutual authentication carried out at the step ST43 indicates validity

of both the SAMxedutainth &% o Ry |QW%fe tgpegprsqqeggi ng carried out by the
SAM 8 goes on to a step ST47. O herwi se, the flow of the processing goes

on to a steigylbks Step ST45: The SAM 8 searches the AP nmanagenent tables.
300 1 to 3003 associated with the application program being executed for

a key K SAMs‘tcgp tdag cor r espondi ng service
In the course of execution of processing according
to a predetermined applicatidﬁ element APEr the SAM 8
identifies an application program AP.making'an access and
an application element APE in the application program. In
addition, the SAM 8 also forms a judgment as to whether
the access is an operation to_read out or write the
application element APE or execution of the application
element APE.
Step S5T42:
The SAM 8 forms a_judgmeﬁt as to whether or not the
application element APE identified at the step ST41
=ﬂ) _ exists in the same SAM 8. If the outcome of the judgment
indicates that the application element APE identified at
the step.ST4l dees not exist in the same SAM 8, the flow
of the processing goes on to a step ST43. If the outcome
of the judgment indiqates that the application element
APE identified at the step ST41 exists in the same SAM 8,
on the other ?and, the flow of the processing goes on to
- -
a step ST45.

Step ST43:
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(the application el enent APE) In addition, the SAM 8 al s8Fsbmepnd97t he AP
managenent tables 3001 to 3003 associated wth the application el enment APE
identified at the step ST41 for a key K SAMfor the corresponding service
(the application elenment APE) Then, the SAM 8 conpares the 2 keys K SAM
w th-each other. Step ST46: The SAM 8 fornms a judgnent as-to whether or not
the 68 9 February 2007 2 keys KSAM match each other as a result of the
conparison carried out at the step ST45. If the outconme of the judgnent
indicates that the 2 keys K -SAM match each other, the flow of the -
processing carried out by the SAM 8 goes on to a step ST47. O herw se, the
flow of the procesBinEAbes rrtahdhetst ep SEabgedleeRr $ib1esTHEoSAM 8 or
8a searches the@AP managenent tables 300_1 to 3003 associated witTh the
appl i cati-on peogP@nd aslentidted @ith henstgipiSidl fQr Jespest | APP
tables 301 _1 to 3013 associated with thgﬁﬁged appliégtion £¥gh nt APE.
Step ST48: TeeeQe@ por fa Koj e sai UGN Qb dddiilaily TRkG; an access

on the [

to the application element APE to be used or accesse asis of the
APP t abl es BQﬂﬂetdpéiméhtion element APE) and conducts mutual
authentication with respect to a SAM-Sa having the
application element APE by,usiﬁg the key K _SaM.
Step ST44: | |
If the result of the mutual authentication carried
out at the step ST43 indicates validity of both the SAMs
8 and Sa, the flow of the processing carried out by the
SAM 8 goes on to a step ST47. Otherwise, the flow of the
processing goes on to a step STS51.
Step §T45: |
The SAM 8 searches the AP management tables 300 1
to 300_3 associated with the application program being
'}' - gxecutgd for a key K SAM for the corresponding service
(the application élement APE}. In addition, the SAM 8
also searches the AP management tables 300_1 to 300_3
associated Qith the application element APE identified at
the step ST41 for a key K _SAM for the corresponding
.service (the application element APE}).. Then, the SAM B8
compares the 2 keys K _SAM with each other.
.Step S5T46: ’ |

The SAMVS forms a jgdgment as to whether or not the-
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identified at the step ST47. To put it concretely, the SAKEBugry ¥87forns a
judgnment on existence of a right to read out or wite data fromor into
the application elenment APE or an access to execute the application

el ement APE. Step ST49: If the result of the judgnent forned at the step
ST48 i ndi cates exi stence of the access right, the flow of 69 9 February
2007 the processing carried out by the SAM 8 or 8a goes on to a step _
ST50. O herwi se, the flow of the processing goes on to the step ST51. Step
ST50: The SAM 8 and 8a executes the application program AP identified at
the step ST41 on the application elenment APE also identified at the step

ST41. Step STSHeydhe M faod &acidofgmdiota LXK e rARpll cati'on  program
AP identified at the step ST41 on the application elenment APE al so

| dentified atomfersdap Slidied baddid o shan (A | 8- exphanged et veen

the SAM. 8 and the IC card 3 in accordance wi'th a procedure sef by an

-?Pg%ﬁgﬁioghﬁt\gﬁ%t% g&léZ@:tt eeaéﬁﬁg It%%écgar gehjezgqﬁeﬁt Epgmnaggngrl;? ?;bf 22
3001 to 3003§§HPWQﬂé} the flow of the processing carried out by the
SAM 8 goes on to a step ST47. Otherwise, the flow of the
processing goes on to the steﬁ ST51.
Step ST@?:-
The SAM 8 or 8a searches the AP management‘tablés
300_1 to 300 3 associéted with the application program
identified at the step ST41 for respectively APP taﬁles
301_1 to 301_3 éssociated with the used appiication
element APE.
Step ST48:
The SAM 8 or 8a formé a judgment on é right to make
an access to the application element APE to be used or
'yj _-accessed on the basis of the APP tables 301 1 to 301 3
identified at tﬁe step ST47. To put it concretely, the
SAM 8 or B8a forms é judgment on existence of a right to
read out or write data from or into the_application_
'element APE or an access to execute the apﬁlication
element APE.
Sfep ST49: E
»
If the result bfrfhe judgment formed at the step

ST48 indicates existence of the access right, the flow of
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Fig. 17 for a key KCADR for the application el ement APE @hEb8B2087Key -

K CARD to nmake an access to the nmenory 50 of the I1C card 3. Next, the
overal | operation of the comunication system1l shown in Fig. 1is

expl ained. Figs. 28 and 29 show a flowchart used for explaining the
‘overall 13 operation of the communication system1l shown in Fig. 1. Step
ST21: 70 9 February 2007 The service-rendering enterprise 15 1 to 15 3 or
a person receiving a request fromthe service-rendering enterprise 15 1 to
153 create script prograns 21 1, 21 2 and 213 prescribing transactions
using the IC card 3 on typically the personal conputers 16 1, 16 2 and 16

'3 shown in 4 prlocdd afifliddafled RAPESahd Baghar de 8L ggBOageneyt of the

SAM 8 creates AP managenent tables 30071 to or e“service-rendering

enterprise r ively, . St T22:..The AP managenent tabl es
300 1 10 300 & SFbarey at BERRERLYE, 5451 PBon "6 G PRI 3. In
step

addition, t SE TRt I 21 1, 21 2 and 21 3 created at the
ST21 are doﬁﬁfoadeéﬁ?Fﬁ%&%ﬁg%gérsonal computers 16_1, 16_2 and 16_3 to the

ext er nal rrergq{éij 7511% way of the

The SAM 8 and 8a executes the application program
AP identified at the step S$T41 on the application element
APE aiso identified at the step ST41.

Step STS51:

The SAM 8 and 8a does not execute the application
program AP identified at the step ST41 on the application
element APE also identified at the step ST41. |

In addition, when data is exchanged between the SAM
8 and the IC card 3 in accordance with a procedure set by
aﬁ application element APE in the executién of a job at
the step ST4 of the floﬁchart shown in Fig. 25, the SAM 8.

searches the AP management tables 300_1 to 300_3 shown in

-

Fig. 17 for a key K_CADR for the application element APE
and uses a kéy K_CARD to make an access to the memory 50
'-of.the IC card 3.
Next, the ove;all operation of the communication
syétem 1 shown in Fig. 1 is explained; Figs. 28 and 29
show a flowchart used for explaining the overall
k- .

operation of the communication system 1 shown in Fig. 1.

Step ST21:

70




| nternet 10, .the ASP server 19 and the SAM 8. As shown i n9 Fepgary|2807 -
processing to downl oad the script prograns 21 1, 212 and 213 created at
the step ST21 is controlled by the script downl oad task 69 of the SAM 8. .
Step ST23: As shown in Fig. 13, the script interpretation task 70 of the-
SAM , 8 generates the IC card entity 73 X, input data block 31 _x1, output
data bl ock 32 x2, log data block 33 x3 and processing definition data

bl ock 34 x4 by using 71 9 February 2007 the AP managenent tables 3001 to
3003 and script programs for each service-rendering enterprise. These data
bl ocks are stored in the nenory 65 of the SAM8 shown in Fig. 21. Step

ST24: An | C card 31t ise34adeldehberisgl enm%pwsgogﬂ' ¢ (Jagmployed in the
IC card 3 shown in Fig. 5 is used f } storlng a used Im transactions

With a servig&rsdendesdng é”ﬁH%f%%éMéﬁbdM¥Hé" @%1%%egengsrg§§$mgen t he

contract. It is to be noted that contract can a sO be Tmade

T TS SRR Y R B bR i
and 21_3 prescplblng transactions using the IC card 3 on
typically the pérsonal éomputers 16_1, 16_2 and 16_3
shown in Fig. 1. In addition; the person in charge of
management of the SAM 8 creates AP management tables
300_1 to 300_3 for the service-rendering enterprise 15 1
to 15_3 respectively.

Step ST22:

The AP management tables 300_1 to 300 _3 created af
the step ST21 are stored in ﬁhe memory 7. In addition,
the script programs 21 1, 21 2 and 21_3 created at the
step ST21 are downloaded ffom the personal computers 16 1,
16_2 and 16 3 to the external memory 7 by way of the
_¥} Internet 10, the ASP server 19 and the SAM 8. As shown in

Fig. 13, processing to download the script programs 21 _1,
' 21_2 and 21_3 created at the step ST21 is controlled by
the script download task 69 of the SAM 8.

Sfep ST23:

7 As shown in Fig. 13, the écript interpretation task
70 of the SAMES_generates the IC card entity 73_x, input
3
data block 31_x1, output data block 32 x2, log data block

33_%3 and processing definition data block 34_x4 by using
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Assume for exanple that the user uses the personal conpuP&eb®anp?9dke an
access to the server 2 through the Internet 10 in order to purchase a
product. In this case, the server 2 issues a processing request to the ASP
server 19 by way of the Internet 10. Wen receiving the processing request
fromthe server 2,.the ASP-server 19 makes an access to the personal
conmputer 5 through the Internet 10. The requested processing is processing
using the IC card 3. The request for processing is originated fromthe
card reader/witer 4 and transmtted to the SAM 72 9 February 2007 8 by
way of the personal conputer 5, the Internet 10 and the ASP server 19.
Step ST26: Atheqhestaiagemseattasled F00 entid 306 PWRUtsdfigm the ASP
server 19 to the SAM 8. The request for creation™ of an entlty includes

data indi catpnggtdes i sstesad 418 dLAUEHer iIMYRINe 18 slC CRY | Step
ST27: When receiving the request for creation of an entlty, t SANI8

conducts poldd g piddkd herd Gl 3n FHEhe h it e eratl on task
71 of the SAM 8 fornms a |judgnent aélto mhe?ﬁég'ég %gf% he%ﬁg er of IC _

card - -shown in Fig. 21.
Step ST24;
An IC card 3 is issued to the user. The IC module

3a employed in the IC card 3 shown in Fig. 5 is used for

') storing a key used in transactions with a service-
rendering eﬁterprise with which the uéer has made a
pontract, It is to be noted that a contracf can also be
made between the user and a service-rendering enterprise
through typically the Internet 10 after issuance of the
IC card 3.

Step S5T25:
Assume for example that the user uses the personal
“) computer 5 to make an access to the server 2 through the

Internet 10 in order to purchase a product. In this case,
the server 2 issues a processing.request'to the ASP
server 19 by way of the Internet 10. When recelv1ng the
processing requestrf;om the server 2, the ASP server 19
makeg an access to the personal computer S5 through the

Internet 10.. The requested processing is processing using

<
-

the IC card 3. The request for processing is originated

from the card reader/writer 4 and transmitted to the SAM
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entities 73 _x existing in the SAM 8 after the polling do2&ehveryed®ded a
maxi mum val ue prescribed by an SC conmmand of the scri.pt program |f the
nunber of 1C card entities 73 _x does not exceed the maxi num val.ue, the
flow of the processing goes on to a step ST29. OQtherwi se, the operation
is ended. Step ST29: The entity generation task 71 identifies a service-
rendering enterprise, the IC card entity tenplate of which is to be used,
on the basis of data indicating the I1C card 3 as the issuer of the request
for creation of an 73 9 February 2007 entity. Such data is included in the
request for greation of an entity. Then, the entity generation task 71
generates an® 'Y c%r¥ *hiths Perseril wimmtdre 9.C thar dntemniety 10eapHat e of
the identified service-rendering enterprise. This process corresponds to -
the instanceth@eh@R at¢oreshidn in Fig. 24. Step ST30: ) The SAM 8 outputs
the entity IDof the ICcard entity 73x generated at the step ST 29 to the
ASP server 3P Si®46ST31: The | C card procedure nmanagenent task 72 of the

SAM
A request for creation of an entity is output from

the ASP server 19 to the SAM 8. The request for creation
of an entity includes data indicating the issuer of the

request, namely, the IC card 3.

L

Step ST27:

When receiving the request for creation of an
entity, the SAM 8 conducts polling with the IC card 3.
Step ST28:

The entity genérétion task 71 of the SAM 8 forms a
judgment as to whether or not the number of IC card
entities 73_x existing in the SAM 8 after the polling
does not exceed a maximum value prescribed by an SC

_ )7 command of the script prégram. If the number of IC card
entities 73_x does not exceed the maximum value, the flow
of the processing goes on to a step ST29. Otherwise, the
operation is ended.

Step ST29:

The entity genération task 71 identifies a service-

rehdering entgrprise, the IC card entity template of
- : '
Which.is to be used, on the basis of data indicating the

IC card 3 as the issuer of the request for creation of an
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8 exam nes services that can be used by using the | C card9 F8bru@hi 2007

exam nation corresponds to the job RS shown in Fig. 24. \ Step ST32: J The
| C card procedure managenent task 72 of the SAM 8 authenticates the :
validity of the IC card 3. This authentication corresponds to the job Al
shown in Fig. 24. Step ST33: The IC-card 3 authenticates the validity of
the SAM 8. This authentication corresponds to the job A2 shown in '4f
Fig. 24. The authentications.carried out at the steps ST32 and ST33 are
referred to as nutual authentication 74 9 February 2007 between the IC
card 3 and the SAM 8. described earlier, during the nutual

aut hent i cat i A T allGPasRcE Wist AngAudsgplincshponeahestnfonPErexieo ed in
the SAM 8, the AP nanagenent tables 300 1 to 3003 shown in Fig. 15 are
‘searched for®a HeyWIKIEARD Thepe Ghedentithegemevationuthsgktitati on bet ween
the CPU 51 enployed in the IC card 3 and the SAM8. Step ST34: The IC card
procedure mefRPERERS RPasKC7Zaofd teing iSAM7 38 xwhivt @s iand theads edtgdat a
necessary for the procedure into and fromthe IC card 3. These read and
wite entity template of the identified service-rendering

enterprise. This process corresponds to the instance
generation shown in Fig. 24.

Step ST30:

i
g

The SAM 8 outputs the entity ID of the.IC card
entity 73_x generated at the step ST 29 to the ASP server
19.

Step ST31:

The IC card procedure management task 72 6f the SAM
8 examines services that can be used by using the IC card.
3.  This examination corrésponds to the job RS shown in
Fig. 24.

Y) Step ST32:
The IC card procedure management task 72 of the SAM
8 authenticates the validity of the IC card 3. This
authentication corresponds te the job Al shown in Fig. 24.-
" Step ST33: |

The IC card 3 éuthenticates the wvalidity of the_SAM
8. This authgﬁtication corresponds to the job A2-shown in
.Fig; 24. The authentications carried out at the steps

' 8T32 and ST33 are referred to as mutual authentication
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operations correspond to the jobs R and W which are showd FERURN@00Z4. | n
addition, the |IC card procedure managenent task 72 also carries out
predeterm ned processing on data read out fromthe 1C card 3, by using a
processing equation identified on the basis of the pre- processing data 86
of the 1Ccard entity 73 x. Step ST35: The IC card procedure managenent -
task 72 of the SAM 8 outputs a result of the processing carried out at the
step ST34 to the ASP server 19. Step ST36: Typically, the IC card procedure
managenent task 72 deletes the IC card entity 73 x. 75 9 February 2007 As
descri bed abge, in accordance with the communi cation system 1 and the SAM -
unit 9, by i Metedsgi rigre (e ceoRic8ptandl +HAr iz in | i cati.on

el enent APE, it becones. possible to nanag’égl\r/l?r'si %ﬁs&%$cfﬁkge%a?%rjﬁp%?'ati on
key and the iddgiamgcehkeypachag@rhé Lt LS :po nger_necessary-for the
servi ce-rendering enterprise usi nghgﬁgag%\lc\)ﬂhS %g %lég?gg%lﬁ‘fet‘ﬁjet % to

i-ndi vi dual | y apgeficae i AREch Bnef+aakBYeas P.respurce for each version.
As a result, the nanagenent | oad bec%megg.g?rél %régiogﬁqeganﬁﬂeeﬁﬁt is

gf:sLQLﬁaagegﬁﬁgbﬁﬁeﬁtcﬁﬁﬁlég ?@bfb t@a§5&9§5sﬁ§%n'f§i§ng3&§“£Q$ﬁ ng a card
. searched for a key K_CARD to be used in the mutual
autheptication betwéen the CéU 51 employed in the IC card
3 and the SAM 8.
'''' Step ST34:
The IC card procedure management task 72 of the SAM
8 writes and reads out data necessary for the procedure
into and from the IC card 3. These read and write
operations correspond to the jobs R and W, which are
shown ianig. 24. In addition, the IC card proceduré
management task 72 also carfies out predetermined
processing on data read out from the IC card 3, by using
h) : a processing equation identified on the basis of the pre-
processing data 86 of the IC card entity 73 =,
"Step ST35:
The IC card procedure manageﬁent task 72 of the sSaM

8 outputs a result of the processing carried out at the.

step ST34 to the ASP server 19.

‘lh
)

Step ST36:
Typically, the IC card procedure management-task 72

deletes the IC card entity 73 x.
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bet ween different SAMs 8. In addition, in accordance. with9 Faerugemi@di cati on

system 1l and the SAMunit 9, by introducing the concept of tags into
application elenments APE, it becomes possible to refer to an application
el ement APE to which J version managenment is not applied. If APE ID and

APETAG are defined in an application program for exanple, the
service-rendering enterprise is capable of referring to the application
el ement APE by using the tag. Thus, there is exhibited an expectable
effect of a lowered threshold for a service-rendering enterprise not well
versed on application prograns and/ or access nethods. Furthernore, a key
package for |ogi caldy disddibegl aboared deesdwirdd®d® Rebruapy 2007 include
all information for uniquely identifying post- division information. ‘Thus,
in order to feemerigation sinter nf ormBti Sl NG 2 ey RICKAYS het ween
SAMs 8, reflection of information agreed on by service-rendering
enterprises e acdmoebie cofms: @i diydiispensal e %rcaalﬂi%%i e En%gl\éer pg N
accordance with the communi cation system 1 and the SAM uni , by’

combining AR Deddins ARRJiB1d he sal3ee AEA AN Je flvided into a system
n a

area, a privileged-user area and a general -user area. ition, it is
ﬁ_lursrgefotsg Ele\@cdal?rtipédgw@ %n’@%@%n'i§@uaﬁlc|§0wer}g p%c‘ﬁ%lc’;ylé.OfTﬁl?sE} IJ{]‘Lg ias device
: no longer necessary for the service-rendering enterprise
using the SAM 8 to'Carry out the work to individually
define APE ID of a key és an AP resource for each version.
As a result, the management load becomes smaller. For
example, it is possible to imagine 4 case in which
packages for legically dividing & card are exchanged
between different SAMs 8.
In addition, in accordance with the communication
system 1 and tﬁé SAM unit 9; by introducing the concept
of tags into application elements APE, it becomes
;) - possible to refer to an application element APE to which
version management is not applied; If APE ID énd APE TAG
are defined in an application program, for example, the
service~rendering enterprise is capable of referring to
the application element APE by using the tag. Thus, there
is exhibited an expectable effect of a lowered threshold
for a servicerrendering enterprise not weil versed on
W
application programs and/or access methods. -Furﬁhermore,"

a key package for logically dividing a card does not
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out at a shipping tinme of an encrypted nodul e, a work to 9bhebwaprd08d out by
a primry-operation operator (a privileged user) to set information such
as the ID of an - encrypted nodule, a work to be carried out by a
secondary-operation operator (a general user) to set typically a service -
usi ng an uni npl enented card and managenent accordi.ng to a responsibility
domain of the operator to be executed. Thus, the encrypted nodule is
capabl e of carrying out an operation by on the assunption that a plurality
of users are placed at hierarchical |levels. In addition, in accordance

W th the communication system1l and the SAMunit 9, by dividing the

| - : ebr into. ' d
eer- o quo arasc®, prr SREKERALea hEE LB RuRly ot BeR Bl Beibre et encr vt ed

user - uni que area, ones possi
nmodul es in a. uniformto all enterprises pertaining to all AP,
%ﬁ@%&ﬁ& éng?r‘E‘ﬁE_li%erg’fﬁ a”i_smpdr?ert Vit kl-cgeé}ttjiﬁi’g SiFESERRL i on.

resources.
Thus, each Lngivid user capapl e of managi ng common itens related to

al [
the encrypté °ﬁ%8§%8? HIF TR ABr 8, KQY neRCkraP e Beori cBAMe8, set in the

conmon area'c?F al so be _used as a user-unique key, key managenment of the
servi ce-rend&f i Ag-ERR ePhr13ECTRAR L OR FREREG| Tlley M ebveTrendericenr dance

with the communi cation _
‘ enterprises in a log becomes an indispensable operation.

Moreover, in accordance with the cqmmunication
system 1 and the $AM unit 9, by combining AP_ID with
APP 1D, the-storage area can be divided inté a sYstem '
area, a privileged-user area and a generaiwuser area. Iﬁ
éddition, it is also possible to provide a mechanism
allowing a work of setting a device number to be carried
out at a shipping time of an encrypted mbdule, a work to
be carried out by a primary-operation operator (a
privileged user) to set information such as the ID of an
encrypted module, a work to be carried out by a
') secondary—-operation operator {a general uéer) to sét
typically a service using an unimplemented card and
management according to a responsibility domain of the
operator to be executed. Thus, the encrypted module is
'capable of-carrying out an operation by on the assumption
that a plurality of users are placed at hierarchical
levels. .
@
In addition, in accordance with the cémmunication

system 1 and the SAM unit 9, by dividing the general-user
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system 1 and the SAMunit 9, an application program AP i s® Febnanrdd¥ed by
using a plurality of application eléenments APE and processi ng of each
application element APE is prescribed by using an AP managenent table and
‘an APP table. It is thus possible to render a variety of services using
the 1C card 3. Furthernore, in accordance with the conmunication system1

by using an AP managenent table and an APP table, it is possible to :
flexibly realize utilization of an application element APE in the sane SAM .

unit and utilization of an application el ement APE between '.a different
SAM units while sustaining a high degree of security. 78 9 February 2007
I'n addition,anes dodor daneerdiiddryt ke eQ0 NN IC i@ $Y$LeM Feal f 52N
application element APE is utilized between different SANIUﬁI%S, nmut ual
aut hent i cat ikeoneat wees ithe $SAM4RiALE h%t%ahh%ﬁgnOQE-exgﬂﬁptége security
of the application programcan be better assured. Mreover, I'n accordance
Wi th the comadmileat i@Na St eMikor2AM,| f moon class.is_assigned to
appl i cation prograns of thgtsaﬁeogervicg@?eﬁgéggﬁﬁlsgﬁtE?ﬁF?ég?n%hg%,
between appliigahpoRegbarBaLs ARE OfanPP! L £aLLON. DLOY! AlE, bel onging to the
sane servi ce-

network~setting information. Thus, each individual user

'is capable of managing common items related to the

encrypted module. Furthermore, sihce an AP resource key

i, N
N

set in the common area can also be used as a user-unique
key, key management of the service—rendéring enterprise
can be made simple.

Moreover, in accordance with the communication
system 1 and the SAM unit 9, an application program AP is
constructed by using a plurality of application elements
APE and processing of each épplication element APE is
prescribed by using an AP management table and an APP

':) table. It is thus possible-tq render a variety bfl
services using the IC card 3.

Furthermore, in accordance with the communication
system 1, by using an Af management table and an APP
table, it is possiblejto flexibly realize utilization of
an_application element APE in the same SAM unit and

o utilization of an application element APE between
e
different SAM units ﬁhile sustaining a high degree of

security.
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rendering enterprise, it is possible to avoid conplex muf fgpruary 2007

aut henti cati on, and hence, possible to reduce the |oad of key managenent
as well as the processing |load borne by the SAM8. By referring to Figs.
30 to 33, the following description briefly sumarizes the enbodi ment's
partions relevant to characteristics of the present invention. As shown
in Fig. 30, generation information is added to each file in a file system
500. The generation information is updated by adopting sone methods. In
accordance with one of the nethods, the generation information has an
initial value, which is thereafter incremented or decrenented each tine a

new generation i s At adusedn | nageosdaREE. HiLh ANOLNS, Gne. of, the

met hods, the generation 79 9 February 2007 information is up
information suGgh@s a gaty i neration is.introduced each
time a new generatfoﬁ“is%i%?PégggggéﬁAgﬁgﬁggFté?ha%?v%?l#ﬁﬁeggeneration

An application 501

‘informationy at: opt.i,on_of combi ne et hods.
makes an acggigH%%lgﬁgﬁgéegg gégiﬁalFﬁé ?gﬁgagiPBthﬁﬁﬁl?ﬂBéﬁ%ndent of the

generation. ;A | e unit 502 selects a.file of a generation for the
access nadebgf“%%g'%%ﬁl?%gtPBﬁtgois FerricHetBisarPiy HWifedaqurd ty

enerati on en.a file.na is selected. A :
9 WQ the app?lcaggon program can be better assured.

Moreover, in acéordance with the communication
system 1, SAM ID of a common class is assigned to
application programs of the same service-rendering
enterprise. Thug, between applicatioﬁ elements APE of
épplication programs belonging to the same service—.
rendering enterprise, it is possible to avoid complex
mutual authentication, and hence, possible to reduce the
load of key management as well as the processing load
borne by the SAM 8. |

By referring to Figs. 30 to 33, the following

:) description briefly summarizes the embodiment’s portions
relevant to characteristics of the present invention. As
shown in Fig. 30, generation information is added to each
file in a file system 500. The generation information is
updated by adoptiﬁg some methods. In accordance with one
ofrthe methods, the generation information has an initial
value, which |s thereafter incremented or decremented

- _
each time a new generation is introduced. Inraccordanée

with another one of the methods, the generation

79




generation can be selected for each access, or a current 9§8RerBt4094 s
saved to be used in.each access. The generation-specifying infornmation 504
shown in Fig. 30 is neans for holding a current generation. As a technique
to- sel.ect a generation other than the current generation, another
generation can be specified as a difference between the generation of a
target file fromthe current generation used as a reference. In addition, .-
in an attenpt to detect file falsification, a signature is put on each
generation as shown in Fig. 31. In an operation carried out by the select
unit 502 to store a file, a signature generation/authentication unit 511
generates a singeamartéoni nsaopdadadceowihicamptedst enmhngd al gord thm based
on a 80 9 February 2007 signature key 510 and puts the signature on the
file. In anwbpghaalOﬂtheﬁéfétQMﬁ-@sfih@ro@ﬂcé@eeﬁéﬁe{i£€Q9qu%pe

signhature generation/authentication unit 511. authenticafes a signature in
accordance m@bheaatmbﬁdegeiﬂiﬁggu@égpr[ggngdxg¥%%éyaéﬂy% sig&gture_key 510.
If the signature is found invalid, a nessage Indicating’ RSt t he signature

et Pt AL oy DRGSR

methods. :

An application 501 makés an access to a file by
using the same file name independent of the generation. A -
select unit 502 selects a file of a generation for the’
access made by the application 501. It is necéssary td
specify a generation when a file name is selected. A
-generation can be selected for each aécess, Oor a current
generation is saved to be used in each access. The
generation-specifying information 504 shown in Fig. 30 is.
means for holding a currentAgeneration. As a-technique to
select a generation other than the current generation,

Y another generation can be specified as a différence
between the generation of a target file from the éurrent
generation used as a reference. | |

In addition, in an attempt to detect file
falsification, a signature is put on each generation as
éhown in Fig. 31. In an opérafion_carried out by the
select unit 592 tb store a file, a signaturé |

> :
generation/authentication_uhit 511 generates a signature

in accordance with a predeterminéd algorithm based on a
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m ssing portion caused by an abnormality of hardware can 9&P8&ape209ét ect ed
as well. Fig. 32 is a diagramshow ng a case in which an apparatus
including the file system500 is connected to a network 520 and an
upper -1l evel apparatus 521 nmakes an access to the file system 500. By
adding a signhature to data, the data's falsification conmtted in the
course of a transm ssion through the network 520 and the data's. mssing
portion lost during such a transm ssion can be detected. As shown in Fig.
33, for exanple, each file conprises a plurallty of records. In this case,
a signature can be added to each of the records so that a signature can be

aut hent i cat esfigrrtieachcayf Jie JiRE Qs th%l 3 JrRlntal %r2Q97 £Thus,

particularly in a network environnent allow ng an - access to afi Ie to be

made, the upperoderedlicAPRY aldis-isyo CARANIE Ol GH Y OUL AR Oggssing o
data including a received record even'in dn insta conditron t he-

net wor k. As gk e thRed AhMS+ iid] AGHHN ¢ tlont%nﬁhe gresent i-nvention, it

is possible to prOV|de a data processi ng “4d well as a
dat a- pr ocessiyig iR RAG LM er &af, gl g%ea%%%a E%C%fwgghsgng the degree Of

security of an _
predetermined algorithm based on the signature key 510.
If the signature is found invélid, a messagé indicating
that the signature is invalid is given to the application
501. | |

The signature authenticatioﬁ allows.file
falsification to be detected. 1In addition, a file's
missing portion caused by an abnormality of hardware can
also be detected as well.

Fig. 32 is a diagram showing a case in which an
apparatus including the filé.systeﬁ 500 is connected té a
network 520 and an upper-level apparatus 521 makes an -
,;) access to the file:system 500. By adding a signature to

~ data, the data’s falsification committed in the course of
a transmission through the'network 520 and the data“‘s
miésing portion lost during such a transmission can be
detected.
As shown in Fig. 33, for example, each file
_.cdmprises a p%Frality of records. In-this,case, a
signature can be added to each of the records-sérthat a

.signature can be authenticated for each of the records.
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application program executed in a server in an operation 9fFebiuaydo7a
service using an integrated circuit (I'C) and to provide a program
i npl erenting the data-processing nethod. In addition, in accordance with
the present invention, it is also possible to provide a data- processing
apparatus as well as a data-processing nethod thereof that are capable of
operating under a condition in which a plurality of data having different
versions are nixed and to provide a programinplenenting the data-
processi ng nmethod. Furthernore, in accordance with the present invention,
it is also possible to provide a data- processing apparatus as well as a
dat a- pr ocessi qd reof :that are capable of prope restricting
users 82 QQEE%?Hgiy 20 %I§§i€%n§ g%pﬁogiiFSH15P88E3£Ba;%¥W§%€u??ty_
reasons and .t. rqvi de rogram i npl ementi ng t he_ dat a- processi ng, net hod.
Wile a pre tec?:rees% gc\rér’b%dif?r%%%t o %th‘ggﬁeggﬁﬁ UBRE SR FBRL hAROPERRUEOSE T | bod
usi ng speci%%c L.§LS, such .description is for illustrative purposes only,
and it is torhe indér SE56d PHaPYERRRGESSEAAY AR 4 Eansnedyd el made T
wi t hout dep%rtin% fromth seirit or scope of the followi ng clains. 83
Tecei ed record even in an instable condition of the

network.
As described above, in accordance with the present

‘invention, it is possible to provide a data-processing

R

apﬁaratus as well.as a data-processing methbd thereof
that are capable of raising the degree of,securify of an
application program executed in a server in an operatioﬁ
to render a service using an integrated circuit (IC) and
Lo provide a program implementing the data-processing
method.
In addition, in accordance with the present
_invention, it is also possible to provide a data-
'A) processing apparatué_as well as a data—processing‘method
. thereof that are capable of operating under a condition
in which a plurality of data having different versions
are mixed and to provide a program implementing the data-
processing method. |
Furthermore, in accordance with the present
‘invention, itiis alsc possible ﬁoAprovide a déta—
processing gpparatus as well as a data-processing method

thereof that are capable of properly restricting users
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9 February 2007 Fig. 1 9:. SAMunit 7: External menory 8feagry2f07asp
server (-Settl ement enterprlse) 3: ICcard 4. Card RW. 5: PC (user) 10:
Internet 2: Server (Store) 41: <--Tel ephone network ' 10 Fig. 2 50: Menory:
Il 3a: IC nodule Fig. 3 55 1: Storage area for enterprise 15 1 552: '
Storage area for enterprise 152 553: Storage area for enterprise 15 3 o
User ID or card ID o Key 50: ‘Menory 84 9. February 2007 Fig. 4 Software

configuration of SAM} AP | ayer

setting application programs for éecurity reasons .and to
provi@e a program implementing the data-processing method.

While a preferred embodiment of the present
invention has been described using specific terms, such
description is for illustrative purﬁbses only, and it is
to be understood'that changes and variations may be made
without departing from the spirit or scope of the

following claims.
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Upper - | evel handl er |ayer Lower-level handler |ayer DriveP Febg@ry 2088 | ayer
Fig. 5 62:. Bus scranble unit 65: Menory 8: SAM 419: Bus 7: External. -
menory 300: AP managenent table 301: APP table 302: AP selection data 303::
Versi on managenment data 304: Internal resource allocation nmanagenent data
Fig. 6 Repeated as many tinmes as APEs Fig. 7 2: IC card systemkey 3: IC
card division key 85. 9 February 2007 4: 1C card area key } Card access
keys 5: 1 C card service key 6: |1 C card degeneration key 7: Key referred to"’
by macro script 8: File configuration data (Exanple: Log negative
Fig. 1
9: SAM unit‘
7: External memory
8: saM
19: ASP server (Settlement enterprise)
3: IC card |
4: Card RW
'5: PC (user)
10: Interhet
2: Server (Store)

41: <--Telephone network * 10

Fig. 2
50: Memory

3a: IC module

Fig. 3

55_1: Storage area for enterprise-iS_l
55_2: _Storage area er enterprise715;2‘
55 3: Stqrage.aréa for enterpfise 15;3
O User ID or card ID

o Key |

. ‘s
50: Memory
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journal). 9: Journal file for recording in the event of a2f&buane200k: File
for file systemsignature keys B: Mitual authentication key for SAM Myr. C
- Related to key for nutual authentication between SAMs (also for nutual

aut henti cati on between APS in sane SAM D.: Inter-SAM key package key E: °
Macro script F: Manufacturing key package 10: Extended-issuance key. package
11: |ssuance key package 12: Menory division key package 13: Menory

di vi si.on key el ement package 14: Area recording key package 15: Area

.del etion key package (Internally generated) 16: Service recording key
~package 17: Service del etion key package (Internally generated) 18 Key
change pack (Ignt g ed),. 86 9 Fe ary 2007 Fig. 8 Elenent

t ype. APE VE%g APE vgégﬁﬁége ?Qﬁﬁgﬁﬁré§%?%n?ge€@H|c card area key and IC
card service key}vggigggegey versions are used 1C card division key N A

Upper-level handler layer

Lower-level handler layer Driver layer
bS layer | |
Fig. 5

: o 62: Bus scramble unit
65: Memory
8: saM
419: Bus
7: External memory.
300: AP management table
301: APP table
302: AP selection data

\a) , 303: Version management data

Bty

304: 1Internal resource allocation management data

Fig. 6

Repeated as many‘times-aslAPEs '

Fig; 7
2: IC card system key
3: IC card division key
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| C card degeneration key Oiginal managenent. f No concePfebiuaRedf0der si on
in the first place. Manufacturing key package Version of system key

| ssuance key package Version of 0000-area key Extended-issuance Version of
system key key package Division origin package Version of system key used
"as division object (parent side) Division package Version of system key
used as division object (parent side) Area recording key package Versions
of area keys - Area del etion key package Versions of area keys Service
recordi ng key package versions of service keys Service deletion key

package Versions of service keys Key change package Post-change new key
Qn nmanagenment file VMF

¥§;2{32 SZ'gﬁffgﬁr?§¥§§?g§?e§éng% @%E%iggg%ﬁ¥e&%%élon in VMF Fig. 10
' 5: IC card service key |
6; IC card degeneration key
7: Key referred to by macro script
8: File configuration data (Example: Log negative
journaiy |
9: Journal file for recording iﬁ the event of a failure
A: ‘File for file system signature keys
B: Mutual authentication key for SAM Mgr.
C: Related to key for mutual authentication bétween SAMs
(also for mutual authentication between APs in same SAM)
D: Inter-SAM key package key
E: Macro script
F: Manufacturing key packagé
10: Extended-issuance key package
_) 11: Issuance key package
12: Memory division key package
~13: Memory diviéion key element package
14: Area recording key package
15: Area deletion key package (Iﬁternally genérated)
16; Sérvice recording key package
17: Service deletion key package (Internaliy geherated}

18: Key change package (Internally'generatedi
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} .APE ID of version managenent file VMF Version of curr@hebpjiaeyd08ét ed APE
Most recent version in. VMF Fig. 11 File managi ng card access keys
J-Internally generate key package in general -purpose register K Pl: Key
‘package Sort-type file system Preserve key package with version used as
key P VERL: Package version K P1l: Key package P VER2: Package version
K P2: Key package PVER3: Package version 88 9 February 2007 K P3: Key
package Fig. 12 Records with different signatures exist in same file
system (sane APE I D) Signature key Data Version Signature Data Log file
New . ’ .

Fig. 8

Element type _ APE_VER (APE version)
IC card system key,

IC card area key-

and IC card service key Various key versions are used .
IC card division key N/A
IC card degenération key Original management.

R

No concept of key version in

the first place

Manufacturing key package ~ Version of system key
Issuance key package Version of 0000-area key
Extended-issuance Version of system key

key paékage
Division origin package Version of system key used
as division.object
‘) | : (parent side)
Division package - Version of 3ystem‘key used
as division object
(parent side)
Area recording key package- Versions of area keys
: Area deletion key package ' Versions of area keys
Service :ecbrding key package Versions of_sefvice keYs--_
Service deletion key package"Versions of service-keys

Key change package S Post—-change new key version
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T ... Signature key Od Select signature key file for co? FeRpaniivyg
version Signature key file Fig. 13 IC card operation macro command scri pt
program (MCSP) AP managenent table. Processing definition DB 34 x4 Log DB
33x3 Input DB 31 xI CQutput DB 32x2 30_1: IC card entity tenplate 8: SAM
89 9 February 2007 Fig. 14 300: AP managenent tables 301: APP tables 302:
AP sel ection data 303: Version managenent data 304: Internal resource

al | ocati on nmanagenment data 221: AP managenent storage area Fig. 15 AP
managenment table 300.1 APE N Partner SAMID Partner AP ID Service AIC
access key Internal Its owmn SAMID Service C |1C access key Interna

Fig. 9
APE_ID of version management file VMF
Version of currently selected APE

Most recent version in VMEF

Fig. 10
. APE_ID of version management file VMF
Version of currently selected APE

Most recent version in VMF

Fig. 11
File managing card access keys

iInternally generate key paékage in general-purpose

register
iﬂ K _Pl: Key package
l

Sort—type file system
Preserve key package with version used as key
P_VERL: Eackage versioﬁ |
K Pl: Key packége
P_VERZ2: Package version
K P2: .Key package .
P_VER3: Package version
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Service B I C access key External Obtain keys from SAM gr3igb@aaty 408 d

hol dabl e keys Service B log File system Configuration External Obtain keys
from SAM group and hol d hol dabl e keys 310 of another SAM Fig. 16 1 byte A
class B class Cclass 90 9 February 2007 Fig. 17 APP table 301 1 Area
recordi ng key package Area deletion key package Fig. 18 Conmon to general
users For privileged users For person in charge of shipping General-user
AP | D AP el enent inst.ance nunber AP el enent contents Ox0000: General -user
el ement Ox0001: General -user elenent OX7FDD: Ceneral -user elenment Fig. 19

K _P3: Key package

Fig. 12
Records with different signatures exist in same file
system (same APE_ID)

Signature key

bata Version Signature Data

”}‘ Log file
New
T . Signature key
0ld
Select signature key file for cofresponding version
-/ Signature key file
Fig. 13
;) IC card operation macro command script program (MCSP)

AP management table
 Prdcessing definition DB 34 x4
Log DB 33_x3
-Input DB 31_x1
output DB.BZ_xZ
30_1: IC card entity template |

8: SAM
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Player Set item Person in charge of shipping General-us®fepapyedi8drce key
shi ppi ng key Unique device nunber Privileged user (Privileged-user area)
Privil eged-user AP area operation key General user Network info such as SAM
| P address 91 9 February 2007 (Area conmmon to users) GCeneral -user AP ’
Resource key operation key Oher AP resource elenments (General-user area)
Fig. 20 Start. } ST61: Determi ne AP resource |ID ST62: Oiginator has AP
resource key? NO Does not have AP resource key YES: Have AP resource key
ST63: Inpossible to set in AP resource elenment ' End ST64: Possible to set
in AP-resource el enent can be. set ST65: Privileged user? NO

Non- pri vi | egeg_b_usg YES: Privileged user
| 300: AP management tables
'301: APP tables
‘302:"AP selection data
303: Version management data
304: Internal resource allocation management data

221: AP management storage area

»
Fig. 15 Aleanagement table‘300;1
APE_N Partner SAM ID Partner AP ID
Service A IC access key Internal Its own SAM ID
Service C IC access key Internal
Service B IC access key Exﬁernal Obtain keys from
| SAM group and hold
holdable keys
') _ Service B log File system Configuration External

Obtain keys from SAM group and hold holdable keys

310 of another SAM

Fig. 16

1 byte
A class
" B class

C class




ST67: General user?. YES: General user. ST66: Possible to2$&bryapy 2007

privil eged-user AP resource ST68: Possible to set in comon area and
general -user AP resource ST69: Possible to set in system AP resource End
92 9 February 2007 Fig. 21 SAM 8 60: ASPS comrunication interface unit 61:
Ext er nal - menory commruni cation interface unit 62:- Bus scranmbler unit 63:
Random nunber - generating unit 64: Encryption/decryption unit 65: Menory
Fig. 22 69: Script download task 70: Script interpretation task 71: Entity
generation task 72: 1C-card procedure managenent task. 21: |IC-card
operation macro-command script progranms (MCSP) | 300: AP nmanagenent tables

301: APP tables 30:. IGcard entity tenplates
Fig. 17 APP table 301 1
Area reéording key package

Area deletion key package

Fig. 18
Commonrtd general users
For privileged users
For person in charge of shipping
General-user AP_ID
AP element instance number AP element contents
0x0000: General-user element
0x0001: General-user element

0x7FDD: General-user element

.i) ' Fig. 19
Player Set item
Person in charge of shipping
General-user AP resource key shipping key
Unique device number -
E?ivileged usgr (Privileged—user area)
Privileged-user AP a;ea.operationrkey
General user |

Network.info such as SAM IP address
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73: 1Ccard entity 31: Input data block 32: Qutput data $Feewary®907| og
data bl ock 34: Processing definition data block 65: Menory 93 9 February
2007 Fig. 23 IC card entity 80: Managenent pointer 81: Entity ID 82:
Entity status 83: IC card type 84: Service type el enent specification 85:
Processing order 86: Pre-processing data (Requested fee appended point
count) 87: Post-processing data (Final acceptance or denial) Fig. 24 Card
entity state transiti.on diagram After notification of polling results
‘Instance generation Post-RS-activation state RS conpletion state '

Post - Al -activation state Al conpletion state Post-A2-activation state A2

conpl etion sial BealnRtachiswglhon state R conpl etion state
Hmt\NaM|VM|onstMe\NcmmlalonstMe

General-user AP Resource key operation key
Other AP resource elements

(General—-user area)

Fig. 20
Start
- ST61: Determine AP resource ID
ST62: Originafor-has AP resource key?
NO: Does not have AP resource key
YES: Have AP reséurce key
ST63: Impossible to set in AP resource element ' End
ST64: Possible to set in AP resburce element can be set
ST65: Privileged user?
NO: Non—privileged user
f) _ YES: Privileged user
.ST67: General user?
YES: General user .
ST66: Possible-to set in privileged-user AP resource
ST68: Possible to set in common area and general—user AP
resource
ST69: Pdssible tQ'séf in.system AP resource .

End .
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Job Instance deletion state Fig. 25 Start 94 9 February 268huag2P07se| ect
|C card entity ST2: After job activation? ST3: Select job to be executed
next among jobs of selected IC card entity ST5: Wite processing results
input.-fromlC-—card into IC card entity- ST4: Activate job 2 ST6: Update
entity status End Fig. 26 Start ST41: ldentify partner's AP and APE
ST42: In sane SAM? ST43: Perform nutual authentication between APs } ST45:
Conpare K SAMs of both APs ST44: Successful ? ST46: Match each other? ST47:
| dentify correspondi ng APP data on the baS|s of AP nanagenent t abl e of

used AP Fig. 27
Fig. 21 saMm 8

60:7 ASPS communication interfacé unit

61: External-memory communiéatioh iﬁterface unit
62: Bus scrambler unit

63: Random—number—génerating unit

'64: Encryption/decryption unit

65: Memory

Fig. 22
69: Script download task
70: Script in£erpretation task
71: Entity generation taék .
72: IC-card procedufe management task
21: IC-card operétion macro;command script programs
(MCsP)
-) 300: Ap managemenf tables

301: APP tables

30:. IC-card entity templates

73; IC-card entity

31: Input data block

32; Output data block
A33: Log data bloék

34: Processing definition data block
- 65: Memofy
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ST48:. Determi ne access right on the basis of APP data ST4§ebneped®7r| ght
exists? 95 9 February 2007 ST50: Make access to APE of other AP ST51: Make

no access to APE of other AP End Fig. 28 Start  ST21: Create script
program (MCSP) and service definition table (STD) ST22: Downl oad MCSP and

STD into SAM ST23: Create entity tenplate and data bl ock in SAM ST24:
| ssue IC card to user ST25: Let card reader/witer issue processing request

to SAM ST26: Let ASPS issue entity creation request to SAM ST27: Do

pol ling between SAM and |1 C card ST28: Wthin maxi numentity count? End
Fig. 29 ST29: Cenerate IC card entity in SAM ST30: Qutput entity ID from
SAMto ASPS ST31: Let SAMidentify service usable to IC card ST32: Let.SAM
authenticate IC card ST33: Let IC card authenticate validity of SAM

Fig. 23 IC card entity
30: Management pointér
81: Entity ID
‘52: Entity status
_ é3: IC card type
84: _Service type element sbecification
85: Processing order
36: Pre—-processing déta (Requésted fee appended point
count)

87: Post-processing data (Einal acceptance or denial)

Fig. 24 Card entity state transition diagram
After notification of polling results

Instance generation

_i} Post-RS-activation state RS completion state
‘Eost—Almactivation state Al COmpletion state
Post-A2-activation state . A2 completion state
Post-R-activation state R completion state

' Post-W-activation state W completion state
Job  Instance deletion state
-fig. 25

Start

. 94




96 9 February 2007 ST34: Read out and wite data between®SERIUEBRHEIOE card
ST35:. Qutput final results from SAMto ASPS ST36: Let SAM delete IC card
entity End Fig. 30 3rd generation 2nd generation 1st generation File
system<-- Ceneration info 504: CGeneration specifying info 502: Select
unit <--Accessible by sane file nane 501: Application Fig. 31 3rd
generation 2nd generation 1st generation Signature File system <--
Generation info 504: Generation specifying info 502: Select unit 510:

Si gnature key 97 9 February 2007

ST1l: Select IC card entity

ST2: After job activaﬁion?

ST3: Select job to be executed next among jobs of
Sélected IC card entity

ST5: Write'processingVresultslinput from IC card into IC
card entity

ST4: Activate job

J ST6: Update entity status

-End: |

Fig. 26

Start

STél: Identify partner’s AP and APE

ST42: In same SAM? |

ST43: Perform mutual authentication between APs
3 ST45:' Compare K_SAMs'of both APs

ST44: Successful?
ST46: Match each other?

ST47: Identify corresponding APP data on the basis of AP

management table of used AP

Fig. 27
ST48: Determine access right on the basis of APP data

- 5T49: Access right exists?
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511: Signature generation/authentication unit 501: Applic8febmangd§7 32
3rd generation 2nd generation 1st generation Signature File system <--
Generation info 504: Ceneration specifying info 502: Select unit 510:
Si gnature key 511: Signature generation/authentication unit 501:

Application 520: Network 521: Upper-I|evel apparatus Fig. 33
Speci fic-generation file Record Signature Record Signature Record

'Signature 98 9 February 2007 CLAIMS: 1. A data-processing apparatus for
dat a-processing with an integrated circuit in an IC card or a portable
comuni cation apparatus through a server to provide a service, said data

rocessin
p, g ST50: Make access to APE of other AP

ST51: Make no access to APE of other AP

End
Fig. 28
Start
. ST21: Create script proqram {MCSP) and service defiﬁition
table (STD)
8T22: Download MCSP and STD into SaM
1 §T23: Create entity template and data block in SAM
ST24: Issue IC card ﬁo user
5T25: Let card reader/writer issue processing request to
SAM
S§T26: Let ASPS issue entity creation request to SAM
ST27: Do‘polling between SAM and IC card
?m} 5T28: Within maximﬁm entity count? |
End
Fig. 29

- 8T29: Generate IC card entity in SAM

ST30: Output entity ID from SAM to ASPS

ST31: Let SAM identify‘service usable to IC card
ST32: Let.SAM authenticate IC card

ST33: LetrIC card authenticate validity of SAM
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apparatus conprising: a mermory for storing an applicati on®peRrgaRm0Pél ati ng
to the service, said application programincluding a plurality of first
application el enent data, each first application elenent data having a
version data indicating one or nmore versions of the first application
el'enment data, a plurality of.second application el enent data, each second
‘application el ement data associated with one of. the versions of the first
application el ement data, a version managenment file (VMF) for nanaging a
relation between the first application elenent data and the second
application elenment data, and nanagenent data including an identification

dat a of theS %%%:ign g?na enent file to nanage a relation between the first
appl i cat i on “elerrent a8t 8UAna EhBr VEF sP3Rha nRRRYRRRNTAN jand I <ist e
application nggqle' and wherein when a processing corresponding to the
“first. appl i°¢ ronOBFBﬁﬁnleé%ar?§ubE$fg?ﬁ%d$A% Epekt$BS ed version of the
first application elenent data is specified froman internal or externa
source of tRd3&at alpEottYsfpyebpphf acaed apdtibe secure application nodul e
perfornms a Erocessing by using the second application elenent data which
“correspondsERr8 the-specified version of the first application el enent
‘data, said processing by using the second application elenent data being

performed by 99

o Fig. 30
:i _ 3rd generation
- 2nd generation
1st generation
File system <—- Geﬁeration info
504: Generation Spécifying info
502: Select unit
<-—-Accessible by same file name
501: Application
PR

3rd generation

 2nd generétion'
1st generation
Signature
File system <-- Generation info
504: Generation specifying info
502: Select uﬁit

510: Signature key
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9 February 2007 accessing the version managenent file ba%Eedbraaryi#0R t he
identification data included in the nmanagenent data and the first
~application el ement data being processed, and retrieving said second
application elenent data corresponding to the specified version by
referring to the accessed version managenent file. 2. A data-processing
apparatus according to claim1l1l, wherein said secure application nodule is
configured to performthe processing by using the second application

el ement data which corresponds to a version specified by

versi on-specifying data included in the version nmanagenent file. 3. A
-dat a- processi.ng aggaratus according to claiml or 2, wherein said secure
applicationiﬁgdul PRAEBRE| gareE tboper b Eheatippcesst ng by using the
~.second application el enent data which corresponds to a version obtained
froma val u@%pectPPé#cCrEdMan internal or external source of the

dat a- processi ng apparatus and a value indicating the . version-specifying
data. 4. A data-processing apparatus according to claiml, 2 or 3 wherein:
said version managenent file has a version identification data and the
second appl Féati 84 el ement data that corresponds to said version
identification data in record format; and said secure application nodul e
identifies Saddgeeeshomonmanagenent file which is accessed based on the
identification data included in the said nanagenent data, searches said

ver si on 2nd generation

lst generation

-/ iSignature
File system <-- Generation info
504: Generation specifying info
502: Select unit
510: Signature key
511: Signature generation/authentication unit
‘501: Application |
520: Network
7) : 521: Upper-level apparatus

Fig. 33
.Specific—generation file
Record Signature
- Record Signature

Record Signature




managenent file by using a specified version identificati9feerane 287a key
for the second application elenent data that corresponds to said specified
version identification data and carries out said processing by using the
second application elenent data. 100 9 February 2007 5. A data-processing
appar at usLaeeor ding to any one of the preceding clains wherein: said
ver si on managenent file includes a table associating said version

i dentification dataanetprddeesiiy obpenatof tie skecendro@pplingatiiom ehenent
data that corresponds to said version; and said secure application nodule

i denti f i‘egegadedersifont minageneAt fddrd whi clr | Boxeddssechryageckigent he
identification data included in the managenent data, searches said table
of sai d FREPEPBN THaragefeAtrYET &obyrUkidRga t I VEER ofsaddsPried FPireaesfdi on as
a key for the ID of the second application elenent data that corresponds
to sai FREPFERTYT E8™RErY"8n and carries out processing to obtain the second

application el enent d%%%6g¥ usi ng saidlhgggﬂjthe second lg@@%i%%t%%g

el ement data as a Dase. A dat a%npr%péaesm ng nadjﬁéblgﬁ?rﬂsrgccor ing to claim

5, whereldyy;the J.Dy0f hhe.seqond.apnl igatipp.el ement data conprises the ID
: ) ;

of one of the first application elenent data that is associated with said

second application ehepent:,datarend tRg11ddc9bn 0R @bt S@hdd Versh ofigsct hat is
associated with said second application el enent data. 7. A data-processing

appar at uspatcalidinngl dn@ent| aita haOlind,a vehei@i RatheirmReHt enq@ppki 6Atdoed nodul e
receives a command from a
versions of the first application element data,

a plurality of second application element data, each
second application element data associated with one of the versions
of the first application element data,

a version management file (VMF) for managing a relaticn
between the first application element data and the second applicatien
element data, and

management data including an identification data of the
version management £file to manage a relation between the first
application element data and the version management file;

a secure application module; and

wherein when a processing corresponding to the first
application element data is performed;-a specified wversion of the
first application element data is specified from an internal or
‘external - source of the data-processing apparatus and the secure
application module performs a processing by using the second
appliqation element data which corresponds to the specified version
of the first application element data,

said processing by using the second application element data

being performed by




source external to said data-processing apparatus, settingFebean@a7 each
of the first application elenent data. 8. A data-processing apparatus
according to claim5, 6 or 7, wherein the secure application nodule
receives a command froma source external to said data-processing

appar at us, settingackesimy gfhe eachiof saiadespeci filed baeedi @nshotd. thAe

dat a- processi ng apparatus according to any one of clainms 5 to 8, wherein
the firstieapbfieatPondetentitludatainstbacharroseyt addta hend Ohsf fdaeh of
said versions is related to the ID of said 101 9 February 2007 key. 10. A
data-pr6§?g§?ﬂﬁ£ﬁpﬁﬁ?ﬁ¥ﬁsd%%%&FaF%QHPSG%ﬁVLOﬁ@dof the preceding clains,
wherein: the first r%QP:ILévclati onsaeldement dgta i S.each a sin%l%at Uﬁg l&%' and
the secure application noddl e 1dént i $1°€8%sai WRI&F3TSR L§8hent™F il e

associ at i : ir i j : . S] agenent
fileis ngé&%%gaggsze% Ble %ﬁ’%k?gﬂé}ﬁi fggétili o %g%gr%nﬁéﬁg’d\éggi nihsaed
managenBit s dat danbs&sergairghyersi on nanagenent file to nmake an access of
the second application elenent data that is associated with a version
speci fied byzan i nt aabalpraiceexi®y RRbasOHsCQccd sl do dat-AmPl PCRSESINY
apparatus and uses a signature key derived froma signature key version
st or ed isaitthesseoendapppidacabn omeluesenis dainfitorenr rp opbr&irgnatde e
creation processing or signature authentication processing. 11. A

dat a- pr FEe8sIHGIappar atsasg acder déegprdo epriiiprtOen element data which

corresponds to a version specified by version-specifying data
included in the version management file.

3. A data-processing apparatus according to claim 1 or 2,
wherein said secure application module is configured to perform the
processing by wusing the second application element data which
‘corresponds to a version obtained from a value specified from an
internal or external source of the data-processing apparatus and a
value indicating the version-specifying data.

4, A data-processing apparatus according to claim 1, 2 or 3
wherein:

said version management file has a version identification data
and the second application element data that corresponds to said
version identification data in record férmat; and

said secure application module identifies said wversion
management file which is accessed based on the identification data

included in the said management data, searches said version

management file by using a specified version identification data as a

key for the second application element data that corresponds to said
specified version identification data and carries out said processing

by using the second application element data.
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wherein said secure application modul e carries out signatFebrepy=A008n
processi ng using said signhature key or signature authentication processing
using said signature key in order to authenticate validity of a part or
all of the first application elenent data. 12. A data-processing apparatus
accordi ng to3cl ai m Xaterpdibessiveraiparanhenacdatrding tdheardy rele afpltheati on

el enment data includes a record or a plurality of records, said secure

appl i catirefiedpdulcéaingerhersid:t he processing by execution of: generating,

for each of said records, a signature based on said signature key as well
as based on &2pfedtErRi P‘I@%Fg«?ﬁ‘é?‘i/pﬁlﬁn NGRS thitPPoe aassﬁﬁllf‘tjd’rg gPtdof data

t d i ddi d t d d bef
wri ?'ngesa%ﬁor?2&%?%5%1&?51%5. A enty" goer H 1 G, Ten®} o &G ng 6" any

SpeCIfI %ngf% ﬁaé e%%oé§¥5 t%gg orgggﬁégggyt%cggéd Qér hd ;

applica Tement from said nenor y, a si on sal d signature

key used for gegerating Saép‘i&ﬁbegﬁ%tnu”?noﬁﬁlé%"e' Hdé’r&ﬁ?é‘éed oy sald.gpgryption
al gorithm and conparing said generated signature with said signature added

to sai dafpgsidnitC i eeofklid Qr dRbebfed OfdBa jHAGABRNIaON i¥atididny datasaid
specific record. 13. A data-processing apparatus according to any one of
the preeetudy dhaths, masageednt @aech, odedriaRef | $8id appld oAt isand etk dat a
conprises at |least one of: history data for executed processing using said
first management file by using the ID of a specified version as a key for
the ID of the second application element data that corresponds to
said specified version and carries out processing to obtain the
second application element data by using said ID of the second
applicaticon element data as a base.
6. - A data-processing apparatus according to claim 5, wherein
the ID of the second application element data comprises the ID of one
of the first application element data that is associated with said
second application element data and the ID of one of said wversions
tﬁat is associated with said second application element data.
7. A data-processing apparatus according to claim 5 or 6,
wherein the secure application module receives a command from a
source external to said data-processing apparatus,
. setting the ID of each of the firét application element data.
8. A data-processing apparatus according to claim 5, 6 or 7,
.wherein the secure application module receives a command from a
source external to said data—processing apparatus, setting the ID of
each of said specified versions,
.9. A data~processing apparatusr acceording to any one of

claims 5 to 8, wherein the first application element data is each a

key and the ID of each of said versions is related to the ID of said
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application el ement data; program data of a procedure for9 FekfoaniZ9g7 sai d
first application elenent data in a storage area of said nenory; program
data of a procedure for deleting a record of said first application

el ement data fromsaid storage area of said nenory; and programdata of a
procedure forkegrescribing said storage area of said nenory for storing said
application program 14. A data-processing nethod adopted by a

dat a- processilfg dpphatatrirdesrinmt 2praratessienyrdinh th aov egreatcdéd thércui t
inan IC card or_a portabl e conmunicati on apparatus through a server to
provi de PEe§8M A% &2 dvIgks 5r ocessi ng net hod conprising the steps of:
storing in a _nenpry of said data-processing. apparatus an__application

or ogr am r ol atTRg Tt AEPBEPITae S R  GERtRabt S5 pf GyoRAF T herdi 5. a

pural ity of dirst.capplication elementodala, £ach;HIst .anp!igatlon
el ement data having a version éa a indicating one or nore " versions of the

first apphhgaidren relenpid,cdatay & gl Wha! kwsltpfap eEONd APRYLEAL il ement

data, each 103 9 February 2007 second application el enment data associ at ed
W th onenef vbhei onehsh@ftenef rihe {d ralecapad iathobn el edreiend @t fyatdoNer sion

managenent file for managing a relation between the first application

el ement ddat aiatididiehe iseenadnapjenent | Ol eiFeBt satift @srsabfl management
file to méke an access of the second application element data that is
associated with a version specified by an internal or external source
to said data-processing apparatus and uses a signature key derived
from a signature key version stored in the seccond application element
data to «carry out signature creation processing or signature
authentication processing,

11. A data-precessing apparatus according to claim 10,
wherein said secure applicatioﬁ module carries out signature creation
processing using said signature key or signature authentication
pfocessing using said signature key in order to authenticate wvalidity
of a part or all of the first application element data.

12. A data-processing apparatus according to claim 10 or 11,
wherein, when data in the first application element data includes a
record or a plurality of records, séid secure application module
performs the processing by execution of:

generating, for each of said records, a signature based on said
signature key as well as based on a predetermined encryption
algorithm for a part or all of data contained in said record;

adding said signature to said record before writing said record
into said memory;

generating, when reading out any specific one of said records
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managenent data including an identification data of the YEeuaw 288hagenment
file to nmanage a relation between the first application elenent data and

t he versi on managenent file; and when a processing corresponding to the
first application element data is perfornmed, perform ng a processing by
usi ng t hd, sse¢ondsappbildabiom ellenent frdatseidhatmeorr espomdsute msspeci fi ed
version of the first application elenent data specified froman internal

or exterdalsazduscEasfiire heexatsad peocessiratimppandt asgnagee e waildas
processing by using the second application elenent data is perforned by
accessiﬁ@sﬁﬂé”Véﬁ%gdﬁ“ﬁﬂﬁ5§€hé%9°¥¥¢%”bﬁ§%d on both the identification

data included in the nanggenent data and the first, agglication el enent
data bei ng profBESEY AU rEEratThg ‘CRRVEEC YN afipici Ea¥rdiT8l ¥ttt *Qat a

corresp i;n .Q.th ci.fied versipn by referring to.said accessed
ver si on%grgn%%eeér%gﬁ% %,Tsog% ig.mf&ieéatt%- %?ré“cés%F% et E%dvﬁégégﬁionf; StaéL)ch aim
14, wherglpirfai-d-yeysion management file holds IDs of said versions and

the second application elenment data corresponding to said versions in a

format of reaerdsa &a&qapfa@sgiweﬁa@gtﬁ@tmrﬁyﬁé hes SRMIeSiRY thbe
a

steps of: causing said a- processing apparatus to identify said version
managenmgntcédimg whaohs,i shaeenssednbasethcorithe dgeathifigatkiefetattata 104 9
February 2007

comprises at least one of:

history data for executed processing using said first
application element data;

program data of a procedure for recording said first
application element data in a storage area of said memory:

program data of a procedure for deleting a record of said first
application element data from said storage area of said memory; and

program data of a procedure for prescribing said storage area
of said memory for storing said application program.

14. A data-processing method adopted by a data-processing
apparatus for data processing with an integrated circuit in an IC
card or a portable communication apparatus through a server to
provide a service, said data-processing method comprising the steps
of:

storing in a memory of said data-processing apparatus an

.application program relating to the service, the application program
including:

a plurality of first application element data, each first
application element data having a version data indicating one or more

versions of the first application element data,

a plurality of second application element data, each
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included in the managenent data; causing said data- pr ocessFeRjuanPPat us to
search said identified version nmanagenent file by using the ID of a
specified version as a key for a particular one of the second application
el enent data that corresponds to said specified version; causing said

dat a- pr eeessd ngerdppat atrus:legents elgal dssecoied apph | @&t iodn tek emardiodat a i n
processing. 16. A data-processing nethod according to claim 14 or

15, wher @ifntiai fd reér apdn caphayedemntf deeai ncl udes a table associating the

I D of each version with the I D of one of said second application elenent
data that correspénd§rErsPEAIRIEFoRT 1S diod BaREiPFPot e5Biatgon Rt Ea™f ur t her
conprisin he steps, of:. causing said data processing apparatus to identify
sai d vertéﬁgo%lr%ﬁﬁ %Jrfﬁ'ﬁfm?ief]ee“\?ﬁ}: s aa‘écg’seséﬁc‘b%f’sé‘gp%ﬁfpattﬁ8ni YSHERFi cat i on
data ingluded jn the managenent data; causing said data-processing

appar at us fb S€arch said table of said version managenent file by using a

speci {1 ed versi on nhdentdti ¢atl ot dalAnas A k8 @lrsthe d:D ak.sad checond

application elenent data that corresponds to said specified version
identifieation datfjerdNd GaUsi NG SAifk.data- PLOCESSI NELARPAr ahES di@searry

out processing to obtain the second application elenent data by using said
| D of theplseaard applentaddenant eiRnedaiah asnagdmase. fillé; &ndrogram adopt ed
by a data-processing apparatus for data processing with an integrated
circuit in awhtiC zapmbcossiagport@sbendicgmuniicatiiont aqpaiettisnt hrawgh a
server to provide a service, said
data is performed,
performing a processing by using the second application element
data that corresponds to a specified wversion of the first application
element data specified from an internal or external scurce of the data-
processing apparatus;
wherein said preocessing by using the second application element
data is performed by
accessing the version management file based on both the
identification data included in the management data and the first
- application element data being processed and
retrieving the second application element data corresponding
to the specified versicn by referring to said accessed version
nanagement file.
15. A data-processing method according to c¢laim 14, wherein
" said vwversion management file holds IDs of salid versions and the
second application element data corresponding to said versions in a
format of records, said dafa—processing method further comprising the
steps‘of:

causing said data-processing apparatus to identify said wversion

management file which is accessed based on the identification data
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progr.am conprising the steps of: storing an application p?bgpraayr2®Pating to
the service , said application programincluding 105 9 February 2007 a
plurality of first application elenent data, each first application el enent
data having a version data indicating one or nore versions of the first
appl i catirgAuéé@nentheateaagengltudataty of second application el enent data,
each  second application el enent data associated with one of the versions
of the first Gygiitat Fotd el @dETPrdasssing varshorturanagenestardfchl e s¥NF) f or
managi ng a relation between the first application el ement data and the
second apifFEatsdoryeral ehetnagabant aftl erdivagident that &0i AEI adPReridied
identification data of t%e versi on managenent file to manage_a rel ation
¥6¥i d5F

bet ween th&fir&t “a 8n RATEAENE Y dHd Hife SPSFoPRaHAERBNt
file: and.uoen £.Rroeesshne. Lonhespondi R f0,Lhe, LLrst application el ement
data is pertor rreé, perform néf a processi ndo by usi ng the 'second application
el ement data whigh Gy e%aggg&éc%sgi Pechiied yersy onsof 10§ fidshq
application elenent data specifie romah 1 nternal or external source of
t he -dat appl EASSNNGI ePar &S i nWheS &ishi sl d processing by using the second
application element data is perfornmed by accessing said version nmanagenent
file based onebotla t Aeta-processing method according to claim 14 or

15,wherein said version management file includes a table associating
the ID of each version with the ID of one of said second application
element data that corresponds to said version, said data-processing
method further comprising the steps of:

causing said data processing apparatus to identify said version
management file which is accessed based on the identification data
included in the management data;

causing said data-processing apparatus to search said table of
said version management file by using a specified vwversion
iaentification data as a key of the ID of said second application
element data that corresponds to said specified version
identification data; and

causing said data-processing apparatus to carry out processing
to obtain the second application elemenf data by using said ID of the
‘second application element data as a base.

17. A program adopted by a data-processing apparatus for data

processing with an integrated circuit in an IC card or a portable

communication apparatus through a server to provide a service, said
program comprising the steps of:
storing an application program relating to the service , said

application program including
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identification data of the management file and the first hp#a%eloh

el enent data being processed and retrieving the second application el enent
data corresponding to the specified version by referring to said accessed
versi on nmanagenent file. 18. A program according to claim 17, wherein,
when sai d versiona paweagefrgntt fiiretheprdsickbsorofelsapadt wBitsi opscharddrithe
second application elenent data corresponding to said versions in a format
of recor@8licEIECD Felenar 2 2007Vinhidd Vprografr furinHeraeewpPIS ey f'AeS st ep of
searching said identified version managerment file by using the ID of a
speci f i GTVETS 8h H¢ 51r?<‘é;f‘?P6?‘°%Flﬁﬁr?Jr‘?f‘l?ln£rd%We of the second application
el enent data that _ c rre gonds to sai

d
according to claif 1 Y \%erseecﬁngmﬁg’ﬁ Js%‘—’itgtonzgﬁr’lzelfﬂgﬂt néﬁ{é%’engﬁ‘f Hilme
i ncl Udesse orgc?‘ba{p%lg‘égﬂ% tllgrgerhbgialtg Qg &&%@ed"ﬂé{ Ogle O‘fhtﬁg%élglggs one of

t he second application el enent hat corresponds to saird version, said

progranb%ua&pgﬁrgpq?ﬁh§g§tﬂﬁpelé&gﬁsdgaa searching said table of said
ver si on nmanagenent by using the ID of a specified version as a key

for the I D of theaseegnthn apphheidtorriekenent); dada dahaliePrd espendsnt o said
specified version; and carrying out processing to obtain the second
appl i cabeoweerelraehirsdabpplicatisomngleaett IdAtaf atdiehseeonthdappplication
el ement data as a base.
element data, and
management data including an identification data of the
version management file to manage a relation between the first
application element data and the version management file; and
when a processing corresponding to the first application
element data is performed,
performing a processing by using the second application element
data which corresponds to a specified wversion of the first
application element data specified from an internal or external
sburce of the data-processing apparatus,
wherein said processing by using the second application element
data is performed by
accessing said version management file based on both the
identification data of the management file and fhe first application
element data being processed and

retrieving the second application element data corresponding

to the specified version by referring to said accessed version

management file.
18. A program according to claim 17, wherein, when said version
management file holds IDs of said versions and the second application

element data corresponding to, said wversions in a format of records,
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20. A data-processing apparatus for data-processing with AReOTHAYE§PAL ed
circuit in an IC card or a portable conmmuni cation apparatus through a
server to provide a service by using a plurality of second application
el ement data each conprising a plurality of first application el enent
dat a, saadddatresyrodessiarg cappars@sushe compr io$i peprcringnoriy idehiudiieg a
plurality of first storage areas for storing the second application
el ement Y§ABACR R IgeeRisSddebhy fuTigy theeld dssocratediedi vaAriive $écend
application elenment data, a second storage area for storing the second
appl i cati¥n f&F ettt LSt P s RAF et B ﬁeﬁ?rtfgé‘llc’?%’yc@flofli pranegsefdtaddas third
storage area fordsstcori ng t he segond aggl i cation elenment data accessible
S

only to PFVTTEEEd"™° UdFs PEHE 107 G Febr uary 2007 a secure application

modul e for perf or g %98‘21%[& %%‘8;8%&12% ggf?g%ew i ng, WQE%J%%_ OﬁhéhOtsaEQ

approve an access to0 I'TSt, second and third storage areas
of sai d RERLY hayshdid a1 1kD;nOf 48,0t 154 dqs“sbé%ti%@%h%%d Ut el.epent

data and an ID of one of the second application elenent data on said basis
of accesgsriRfage@Ntthedaba ol @86r bbi B8 apFAMalaph Ol SARBRO¥AINGf: data

hi erarchi cal accesses to said first, second and third storage areas of

sai d st mhageccrrapbbds 2b. sAidataspbogessidn@rappar didshac condt st ahel ai m
20, wherein said second application elenent data stored in said first

st or age s&epasefdre encrypted by said first users associated with said

second application el enent data by using predeterm ned keys.
searching said table of said wversion management file by using

the ID of a specified wversion as a key for the ID of the second
application element data that corresponds to said specified version;
and

carrying out processing to obtain the second application
element data by using said ID of the second application element data
as a base.

20, A data-processing apparatus for data-processing with an
ihtegrated circuit in an IC card or a portable communication
épparatus through a server to provide a service by using a plurality
of second application element data each comprising a plurality of
first application element data, said data-processing apparatus
comprising: |

a memory including a plurality of first storage areas for
storing the second application element data to be accessed by first
users associated with the second application element data, a second
storage area for storing the second application element data shared
by a plurality of first users and a third storage area for storing
the second application element data accessible only to privileged

users; and
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22. A data-processing apparatus according to claim20 or Dficbrug&P@i n said
secure application nodule allows setting of said second application

el enent data stored in said second storage areas by using keys for setting
sai d second application elenent data stored in said first storage areas.
23. A dat a- preocessirag apept hod iadopbddle nfar dedefopnooessi pgocegzpagatias for
data processing with an integrated circuit in an IC card or a portable
conmmuni CECPEN-Hpgarae e Wrotlgh be sepRreret an prandisdécabs erydeechypaidi ng a
plurality of second application elenment data each including a plurality of
first aﬁ%FFEaﬁ%fﬁn@ %Wgntthlﬁﬁt atoragRe PERR i 4Rt Y CBE ST IErhoY

conprises the steps.of.: preparing. a mory including a plurality of first
st or age Ozlfr 8as °f1E Sgl%t%ﬁsﬁgafgpgilﬁagje%ﬁ “appi i985¢ i B gfleﬂ:_gr‘# gat a‘jyft 5Lf)e
accesse%eQXnd 1%;5p1li§§£fonase§%ﬁle?£ ega tg}l Ssaalig. %ggpsndo@papclcle%g‘t Im?r@a eelm% nt
data, a second storage area for storing said second applica Fon e ement
data shargd R¥séringaldpb¥ods Adibabp4R8ES ANt hPLld-8t U RQE AL eg,f or

storing said second application elenment data accessible only to privileged
users; aaddalHB 9, Fedhionar yn2AB1 rqa 08ieble NG O S:he Hasiage0ti RGEESS

managenment data prescribing approval /disapproval of hierarchical accesses
to said firsgl.seeondatandothssiheSt appgeatarseascdrdiayd ABRNDENgiman2access
approval /disapproval to said nenory by using an I'D of one of said first
appl i caviheneil evraidt sgabad aapkldrakDonf ebemenof dsbd dssecandin appld ddttson
el ement dat a.

storage areas are encrypted by said first users associated with said

second application element data by using predetermined keys.

22. A data-processing apparatus according to claim 20 or 2%,
wherein said secure application module allows setting of said second
application element data stored in said second storage areas by using
keys for setting said second application element data stored in said
first storage areas.

23. A data-processing method adopted in a data-processing
abparatus for data processing with an integrated circuit in an IC
card or a portable communication apparatus through a server to
provide a service by using a plurality of second application element
data each including a plurality of first application element data,
wherein said data-processing method comﬁrises the steps of:

preparing a memory including a plurality of first storage areas
for storing said second application element data to be accessed by
1st users associated withrsaid second application element data, a
.second storage area for storing said second application element data
shared by a plurality of first users and a third storage area for

- storing said second application element data accessible only to

privileged users; and
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24. A dat a-processing nethod according to claim23, where? hebrgayd08écond
application elenent data stored in said first storage areas are encrypted
by said first users associated with said second application elenent data
by using predeterm ned keys. 25. A data-processing nethod according to
claim 23 or 2&termbremgbyosetis hgstd Fahdcsecondagppintcattomprebentihgdat a
stored in said second storage areas is allowed by using keys for setting
sai d seFpHEvalpslicerRionlebémbhtrafahacslt orwgseas sk dsdiidr Stirst.orsagendr eas.
26. A program adopted in a data-processing apparatus for data processing
with an 3%t egt8tEH ciF'CIPESi n &FFASC c&Fd of a2 portadlsird, coffruni IAELESdN
appar at us thr%;J/%h a server to gr(gvi de service b usiﬂ? a plurality of
second &PBITERYPORARIENENt “Barfa LabH T HcPHAPAY R DI HF atd t3P% % 5Pt

appl i catd. el a, .wherein said progr conprises. the steps of:
prepar i n%(}gt rrgﬁg?{)éalltg%f‘u&lﬁrg“e%t plFal § c{/) %I? ? {)nr 50;% St age Sétarléiasse[‘):fJ 8?

storing 32hd-secangh appki gati.on el ement data to be accessed by first users
associated wth said second application elenent data, a second storage

area for stoniang saighrsesand sappl i falHoan sebermRy dat 21ashased ML Rin
plurality of first users and a third storage area for storing said second

appl i catdactl ekesentargat aaatgessichkbft 08hta tSorRll Uinl eged wseds; saidge

determ ning, on the basis of access managenment data prescribing

appr ovalakrdes appr enakypfedchibtar artti Calstaccess essstooisidl Wiithsbaidexandd 109 9

February 2007 and third storage areas of said nenory, an access :
application element data by using predetermined keys.

25. A data-processing method according to claim 23 or 24,
whereby setting of said second application element data stored in
said second storage areas is allowed by using keys for setting said
second application element data stored in said first storage areas.

26. A program adopted in a data-processing apparatus for data
processing with an integrated circuit in an IC card or a portable
communication apparatus through a server to provide service by using
a. plurality of second application element data each including a
plurality of first application element data,

wherein said program comprises the steps of:

preparing a memory including a plurality of first storage areas
for storing said second application eiement data to be accessed by
first users associated with said second application element data, a

.second storage area for storing said second application eiement data
shared by a plurality of first users and a third storage area for
storing said second application element data accessible only to
privileged users; and

determining, on the basis of access management data prescribing

approval/disapproval of hierarchical accesses to said first, second
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approval /disapproval to said nenory by using an | D of on®Februsgi?907s| r st
application elenent data and an I D of one of said second application

el enent data. 27. A data processing apparatus for executing an application
program operabl e is accordance with the nethod of any one of clains 14 to
16, or Z2%hd o 25irQ8. A wava pracessi ngfapparadus mdmealkai nsad t cadd®seper abl e
in accordance with the nethod any one of clains 14 to 16 or 23 to 25. 29.
A data prveesaliiysappearvatusof 6ridxeenatvngya usiogram B ofargneoms ofeidl ai ns
17 to 19 or 26. 30. A data processing apparatus of clains 1 to 13 for
execut i g 8t prEgL 4T r afy Bt ofad a‘i“i‘é ar €8 P et 199id second

application element data.

27. A dataz processing apparatus for executing an application
program operable is accordance with the method of any one of claims
i4 to 16, or 23 to 25.

28. A data processing apparatus of claims 1 to 13 operable in
accordance with the method any one of claims 14 to 16 or 23 to 25.

29, A data processing apparatus for executing a program of

any one of claims 17 to 19 or 26.
30. A data processing apparatus of <claims 1 to 13 for

executing a program of any one of claims 17 to 19 or 26.
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