
9 February 2007  DATA-PROCESSING. APPARATUS, DATA-PROCESSING METHOD AND
PROGRAM  BACKGROUND OF THE INVENTION The present invention relates to a
data-processing  apparatus and a data-processing method, which are used
for rendering services using integrated. circuits (ICs),  as well as
relates to a program for implementing the  data-processing method.
Nowadays, there has been developed a communication  system for carrying out
transactions through a network  such as the Internet by using an IC card.
In such a communication system, at a request made  by a service-rendering
enterprise rendering a service  using an IC card, a server executes an
application  program in order to carry out procedural. processing
prescribed by the service-rendering enterprise. In accordance with a
processing request received  from typically an IC-card reader/writer or a
PC (personal  computer), the server carries out processing such as
authentication of a user as well as encryption and  decryption of data by
execution of the application  program. There is a demand for protection of
high-security  1 9 February 2007  



data such as keys set by the service-rendering enterprise, accounting  data
and history data against illegal falsification and illegal monitoring. This
is because the application program executed by the  server processes the
high-security data. In addition, versions of some data comprising the
application program are upgraded from time to time. It is thus  necessary
to provide a function for carrying out operations in a  state of mixed data
having upgraded and unupgraded versions after an  operation carried out by
the server to render a service is started. Furthermore, from a
security-assurance point of view, it is  also necessary to control users
carrying out setting operations for  application programs of the server.
SUMMARY OF THE INVENTION Example embodiments may provide a data-processing
apparatus  capable of enhancing security of an application program executed
by  a server to render a service using an integrated circuit (IC), a
data-processing method adopted by the data-processing apparatus and a
program implementing the data-processing method. 2 9 February 2007  Example
embodiments may provide a data-processing apparatus having a function to
carry out operations in a state of mixed  data having a plurality of
versions, a data-processing method  adopted by the data-processing
apparatus and a program  implementing the data-processing method. Example
embodiments may provide a data-processing apparatus  



capable of properly controlling users, who carry out setting  operations
for application programs of the server, for security- protection purposes,
a data-processing method adopted by the  data-processing apparatus and a
program implementing the data- processing method. In a first aspect of the
present invention, there is  provided a data-processing apparatus for
data-processing  with an integrated circuit in an 1C card or a portable
communication apparatus through a server to provide a  service, said data
processing apparatus comprising: a memory  for storing an application
program relating to the service,  said application program including a
plurality of first  application element data, each first application
element data  having a version data indicating one or more versions of the
first application element data, a plurality of second  application element
data, each second application element  data associated with one of the
versions of the first  application element data, a version management file
(VMF) for  managing a relation between the first application element  data
and the second application element data, 3 11 9 February 2007  and
management data including an identification data of the version management
file to manage a relation  between the first application element data and
the version  



management file; a secure application module; and wherein  when a
processing corresponding to the first  application element data is
performed, a specified version  of the first application element data is
specified from an  internal or external source of the data-processing
apparatus  and the secure application module performs a processing by
using the second application element data which corresponds  to the
specified version of the first application element  data, said processing
by using the second application  element data being performed by accessing
the version  management file based on both the identification data
included in the management data and the first application  element data
being processed, and retrieving said second  application element data
corresponding to the specified  version by referring to the accessed
version management file  accessing the version management file based on
both the  identification data included in the management data and the
first application element data being processed, and  retrieving said second
application element data  corresponding to the specified version by
referring to the  accessed version management file. 3a 9 February 2007
Preferably, in the data-processing apparatus, the processing circuit
determines one of the 2nd data that is  associated with a version specified
by version-specifying data  



included in the version management data, and carries out the  processing by
using the determined 2nd data. Preferably, in the data-processing
apparatus, the  processing circuit determines one of the 2nd data that is
associated with a version number obtained from a value  specified internal
or external to the data-processing apparatus  as well as from a value
specified by the 4 9 February 2007  version-specifying data, and carries
out the processing  by using the 2nd data. Preferably, in a data-processing
apparatus:  the version management data has a version  identification data
and said 2nd data that is associated  with said version identification data
in record format;  and the processing circuit identifies the version
management data by referring to the management data,  searches the version
management data by using a specified version identification data as a key
for the 2nd data  that is associated with the specified version
identification data and carries out the processing by  using the 2nd data.
Preferably, in a data-processing apparatus:  the version management data
includes a table  associating said version identification with the ID of  



one of the 2nd data that is associated with the version;  and the
data-processing circuit identifies the version  management data by
referring to the management data,  searches the table of the version
management data by  using the ID of a specified version as a key forthe ID
of the 2nd data that is associated with the specified 5 9 February 2007
version and carries out processing to obtain the 2nd data by using  the ID
of the 2nd data as a base. In accordance with a second aspect of the
present  invention, there is provided a data-processing method adopted  by
a data-processing apparatus for data processing with an  integrated circuit
in an IC card or a portable  communication apparatus through a server to
provide a  service, said data-processing method comprising the steps of:
storing in a memory of said data-processing apparatus an  application
program relating to the service, the application  program including: a
plurality of first application element  data, each first application
element data having a version  data indicating one or more versions of the
first application  element data, a plurality of second application element
data,  each second application element data associated with one of  the
versions of the first application element data, a version  management file
for managing a relation between the first  



application element data and the second application element  data, and
management data including an identification data of  the version management
file to manage a relation between the  first application element data and
the version management file;  and when a processing corresponding to the
first application  element data is performed, performing a processing by
using  the second application element data that corresponds to a  specified
version of the first application 6 9 February 2007  element data specified
from an internal or external source of  the data-processing apparatus;
wherein said processing by using  the second application element data is
performed by accessing  the version management file based on both the
identification  data included in the management data and the first
application element data being processed and retrieving the  second
application element data corresponding to the  specified version by
referring to said accessed version  management file. In accordance with a
third aspect of the present invention,  there is provided a program adopted
by a data-processing  apparatus for data processing with an integrated
circuit in an  IC card or a portable communication apparatus through a
server to provide a service, said program comprising the steps  of: storing
an application program relating to the service,  said application program
including a plurality of first  



application element data, each first application element data  having a
version data indicating one or more versions of the  first application
element data, a plurality of second  application element data, each second
application element  data associated with one of the versions of the first
application element data, a version management file (VMF) for  managing a
relation between the first application element data  and the second
application element data, and management data  including an identification
data of the version management  file to manage a relation between the first
application 6a 9 February 2007  element data and the version management
file; and when a  processing corresponding to the first application element
data  is performed, performing a processing by using the second
application element data which corresponds to a specified  version of the
first application element data specified from an  internal or external
source of the data-processing apparatus,  wherein said processing by using
the second application element data  is performed by accessing said version
management file based on  both the identification data of the management
file and the first  application element data being processed and retrieving
the second  application element data corresponding to the specified version
by  referring to said accessed version management file. In accordance with
a fourth aspect of the present invention,  there is provided a
data-processing apparatus for data-processing  



with an integrated circuit in an 1C card or a portable  communication
apparatus through a server to provide a service by  using a plurality of
second application element data each  comprising a plurality of first
application element data, said  data-processing apparatus comprising: a
memory including a  plurality of first storage areas for storing the second
application element data to be accessed by first users associated  with the
second application element data, a second storage area for  storing the
second application element data shared by a plurality  of first users and a
third storage area for storing the second 7 9 February 2007  application
element data accessible only to privileged users; and  a secure application
module for performing a processing for  determining whether or not to
approve an access to be made to said  first, second and third storage areas
of said memory by using an ID  of one of said first application element
data and an ID of one of the  second application element data on said basis
of access management  data prescribing approval /disapproval of
hierarchical accesses to  said first, second and third storage areas of
said storage circuit. In accordance with a fifth aspect of the present
invention, there  is provided a data-processing method adopted in a data
processing  apparatus for data processing with an integrated circuit in an
IC  card or a portable communication apparatus through a server to  provide
a service by using a plurality of second application element  data each
including a plurality of first application element data,  



wherein said data-processing method comprises the steps of: preparing  a
memory including a plurality of first storage areas for storing  said
second application element data to be accessed by 1st users  associated
with said second application element data, a second  storage area for
storing said second application element data shared  by a plurality of
first users and a third storage area for storing  said second application 8
9 February 2007  element data accessible only to privileged users; and
determining, on the basis of access management data prescribing
approval/disapproval of hierarchical accesses to said first, second  and
third storage areas of said memory, an access  approval/disapproval to said
memory by using an ID of one of said  first application element data and an
ID of one of said second  application element data. In accordance with a
sixth aspect of the present invention, there  is provided A program adopted
in a data-processing apparatus for data  processing with an integrated
circuit in an lC card or a portable  communication apparatus through a
server to provide service by using  a plurality of second application
element data each including a  plurality of first application element data,
wherein said program  comprises the steps of: preparing a memory including
a plurality of  first storage areas for storing said second application
element data  to be accessed by first users associated with said second
application element data, a second storage area for storing said  



second application element data shared by a plurality of first users  and a
third storage area for storing said second application  element data
accessible only to privileged users; and determining,  on the basis of
access management data prescribing  approval/disapproval of hierarchical
accesses to said first, second  and third storage areas of said memory, an
access  approval/disapproval to said memory by using an ID of one of said
first application element data and an ID of one of said second  application
element data. 9 9 February 2007  Features and advantages of example
embodiments will become apparent  from the following description and the
appended claims, taken in conjunction with the accompanying drawings in
which like parts or  elements denoted by like reference symbols. BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a diagram showing an overall
configuration of a  communication system implemented by an 10 I`i 9
February 2007  embodiment of the present invention; Fig. 2 is a functional
block diagram showing an IC  card used in the communication system shown in
Fig. I;  Fig. 3 is an explanatory diagram showing a memory employed in the
IC card shown in Fig. 2; 



Fig. 4 is an explanatory diagram showing a software  configuration of a SAM
used in the communication system  shown in Fig. 1; Fig. 5 is an explanatory
diagram showing storage  areas of an external,memory used in the
communication  system shown in Fig. 1; Fig. 6 is an explanatory diagram
showing an  application program AP stored in the external memory  shown in
Fig. 5; Fig. 7 is a table showing types of an application  element APE of
the application program AP shown in Fig.  6; Fig. 8 is an explanatory
diagram showing versions  for the application element APE's types shown in
Fig. 7;  Fig. 9 is an explanatory diagram showing 1st typical management of
versions of application elements in  the SAM used in the communication
system shown in Fig. 1;  .41 Fig. 10 is an explanatory diagram showing 2nd
typical management of versions of application elements in  11 9 February
2007  the SAM used in the communication system shown in Fig. 1;  Fig. 11 is
an explanatory diagram showing an application of the 1st typical management
of versions  shown in Fig. 9; 



Fig. 12 is an explanatory diagram showing  management of versions of log
data; Fig. 13 is an explanatory diagram showing a command  } used in an IC
card operation macro command script  program; Fig. 14 is an explanatory
diagram showing details  of data stored in an AP management storage area
shown in  Fig. 5; Fig. 15 is an explanatory diagram showing an AP
management table stored in the AP management storage area  as a part of the
data shown in Fig. 14; 1 Fig. 16 is an explanatory diagram showing an
identification SAM ID; Fig. 17 is an explanatory diagram showing an APP
table stored as a part of the data shown in Fig. 14; Fig. 18 is an
explanatory diagram showing internal- resource allocation management data
stored in the AP  management storage area as a part of the data shown in
Fig. 14; Fig. 19 is an explanatory diagram showing typical  12 9 February
2007  items that can be set by different users in a storage  area of the
external memory; Fig. 20 is an explanatory diagram showing a  flowchart
representing user management using the 



internal-resource allocation management data shown in Fig_ '  18_ }} Fig.
21 is a functional block diagram showing the  1 SAM used in the
communication system shown in Fig. 1;  Fig. 22 is an explanatory diagram
showing tasks, programs and the data, which are stored in a memory
employed in the SAM shown in Fig. 21; Fig. 23 is an explanatory diagram
showing the  format of an IC card entity; Fig. 24 is an explanatory diagram
showing state  transitions of entity status included in the format shown
in Fig. 23; Fig. 25 shows a flowchart representing processing  carried out
by an IC card procedure management task;  Fig. 26 shows a flowchart used
for explaining processing carried out by the SAM in accordance with a
procedure prescribed by an application element APE to  make an access to
data, or processing prescribed by  another application element APE to be
carried out by the  SAM in accordance with the procedure in execution of a
13 if 9 February 2007  job at the flowchart shown in Fig. 25; Fig. 27 shows
a continuation of the above flowchart  used for explaining processing
carried out by the SAM in  



accordance with a procedure prescribed by an application  element APE to
make an access to data, or processing  prescribed by another application
element APE to be  carried out by the SAM in accordance with the procedure
} in execution of a job at the flowchart shown in Fig. 25;  Fig. 28 shows a
flowchart used for explaining the  overall operation of the communication
system shown in  Fig. 1; Fig. 29 shows a continuation of the above
flowchart  used for explaining the overall operation of the  communication
system shown in Fig. 1; Fig. 30 is an explanatory diagram showing an
outline of version management executed in the embodiment  shown in Fig. 1;
Fig. 31 is an explanatory diagram showing an  outline of signature
processing carried out by the  embodiment shown in Fig. 1; Fig. 32 is an
explanatory diagram showing an  outline of signature processing carried out
between  apparatus in the embodiment shown in Fig. 1; and Fig. 33 is an
explanatory diagram showing an l_s  14 ------------ 9 February 2007  



outline of signature processing carried out between apparatus in the
embodiment shown in Fig. 1.  DETAILED DESCRIPTION OF THE PREFERRED
EMBODIMENTS Some preferred embodiments of the present invention  are
explained by referring to diagrams as follows. Fig. 1 is a diagram showing
an overall  configuration of a communication system 1 implemented by  the
embodiment of the present invention. As shown in Fig. 1, the communication
system 1  carries out communication through the Internet 10 by  using a
server 2 installed at a store or the like, an IC  card 3, a card
reader/writer 4, a personal computer 5, an  ASP (Application Service
Provider) server 19, a SAM  (Secure Application Module) unit 9 and a
portable 1 communication apparatus 41 including an embedded IC 9 module 42
(a data-processing apparatus provided by the  present invention) in order
to perform procedural  processing such as a settlement process using the IC
card  3 or the portable communication apparatus 41. The SAM unit 9 (a
data-processing' apparatus  provided by the present invention) comprises an
external  memory 7 (a storage circuit provided by the present  invention)
and a SAM 8 (a data-processing apparatus 15 9 February 2007  provided by
the present invention). 



If necessary, the SAM 8 exchanges data with another  SAM not shown in the
figure. Elements of the configuration shown in Fig. I are  described as
follows. [IC Card 3 and Portable Communication Apparatus 411 Fig. 2 is a
functional block diagram showing the IC  card 3. As shown in Fig. 2, the IC
card 3 has an IC  (Integrated Circuit) module 3a including a memory 50 and
a CPU 51. As shown in Fig. 3, the memory 50 includes a  storage area 551
used by a service-rendering enterprise  15_1 such as a credit card company,
a storage area 55 2  used by a service-rendering enterprise 152 and a
storage  area 553 used by a service-rendering enterprise 15 3. In addition,
the memory 50 is used for storing a  key used for determining a right of an
access to the  storage area 55_1, a key used for determining a right of  an
access to the storage area 552 and a key used for  determining a right of
an access to the storage area 553.  The keys are used for, among other
purposes, mutual  authentication, encryption of data and decryption of
data. Furthermore, the memory card 50 is also used for  16 9 February 2007
storing the ID of the IC card 3 or the ID of a user of  



the IC card 3. The portable communication apparatus 41 has a  communication
functional unit for carrying out  communications with the ASP server 19
and, as described  above, the IC module 42 for exchanging data with the
communication functional unit, which is shown in none of  the figures. The
portable communication apparatus 41 also  communicates with the SAM unit 9
through an antenna and  the Internet 10. The IC module 42 has the same
functions as the IC  module 3a employed in the IC card 3 mentioned above
except that the IC module 42 also exchanges data with the  communication
functional unit employed in the portable  communication apparatus 41. It is
to be noted that, since processing is carried  out by using the portable
communication apparatus 41 in  the same way as processing carried out by
using the IC  card 3 and processing is carried out by using the IC  module
42 in the same way as processing carried out by  using the IC module 3a,
only the processing carried out  by using the IC card 3 and the processing
carried out by  using the IC module 3a are explained in the following
description. 17 9 February 2007  The SAM unit 9 is described in detail as
follows.  



As explained earlier, the SAM unit 9 comprises an external memory 7 (a
storage circuit provided by the  present invention) and a SAM 8 (a
data-processing  apparatus provided by the present invention). The SAM 8
can be implemented as a semiconductor  > circuit or a device comprising a
plurality of circuits  J accommodated in a box. [Software Configuration of
the SAM 8] The SAM 8 has a software configuration like one  shown in Fig.
4. As shown in Fig. 4, the SAM 8 includes a hardware  (HW) layer, a drive
(OS) layer, a lower-level handler  layer, an upper-level handler layer and
an application  (AP) layer, which are stacked in the upward direction in
the figure. The OS layer includes an RTOS kernel for  peripheral hardware.
,The lower-level handler layer  carries out processing in logically defined
units. The  upper-level handler layer includes libraries peculiar to
applications. The AP layer includes application programs AP 1,  AP_2 and
AP_3 (application programs provided by the  present invention) prescribing
procedures using the IC  card 3 for respectively the service-rendering
enterprises 18 9 February 2007  



15_1, 15_2 and 153 such as a credit card company shown  in Fig. 1. The
application programs AP 1, AP -2 and AP -3  are loaded from the external
memory 7 for execution. In each of the application programs AP 1, AP -2 and
AP_3, one or more macro-scripts can be set. At the AP layer, a fire wall FW
is provided between  any two of the application programs AP 1, AP 2 and AP
3  and between the application programs AP 1, AP 2 and AP 3  and the
upper-level handler layer. [External Memory 7] Fig. 5 is an explanatory
diagram showing storage  areas of the external memory 7. As shown in Fig.
5, the storage areas of the  external memory 7 are an AP storage area 220 1
for  storing the application program AP 1. of the service- rendering
enterprise 15-1, an AP storage area 220_2 for  storing the application
program. AP -2 of the service- rendering enterprise 15-2, an AP storage
area 2203 for  storing the application program AP -3 of the service-
rendering enterprise 15-3 and an AP management storage  area 221 used by a
person in charge of management of the  SAM 8. The application program AP 1
(an application  program according to the 1st to 3rd aspects of the  19 9
February 2007  



present invention or second data according to the 4th to  6th aspects of
the present invention) stored in the AP  storage area 220_1 comprises a
plurality of application  elements APE (first data according to the 1st to
6th  aspects of the present invention) to be described later.  Accesses to.
the AP storage area 2201 are restricted by a  fire wall FW 1. By the same
token, the application program AP 2  stored in the AP storage area 2202
comprises a plurality  of application elements APE. Accesses to the AP
storage  area 2202 are restricted by a fire wall FW 2. Likewise, the
application program AP 3 stored in  the AP storage area 2203 comprises a
plurality of  application elements APE. Accesses to the AP storage area
2203 are restricted by a fire wall FW 3. In this embodiment, the
application element APE is  a minimum unit downloaded into the external
memory 7 from  typically a source external to the SAM unit 9. The number
of application elements APE is determined arbitrarily by  the
service-rendering enterprise associated with the  application program. In
addition, the application programs AP 1, AP 2  and AP 3 stored in the
external memory 7 have been  scrambled, so that when the application
programs AP_l, 20 9 February 2007  



AP-2 and AP-3 are transferred to the SAM 8, they must be  de-scrambled.
Furthermore, the application programs AP 1, AP 2  and AP-3 are developed by
the service-rendering  enterprises 15-1, 15-2 and 15-3 respectively by
using  typically the personal computers 16 1, 16 2 and 16 3  respectively,
which are shown in Fig. 1. Then, the  application programs AP 1, AP 2 and
AP 3 are downloaded  to the external memory 7 by way of the SAM 8. The
application programs AP 1, AP 2 and AP 3 are  explained in detail as
follows. An application program or a plurality of  application programs
exist in a SAM unit for each  service-rendering enterprise. As shown in
Fig. 6, the application program AP 1,  AP_2 or AP 3, which is referred to
hereafter simply as an  AP, comprises an identification AP ID, a version
APP VER,  an APE count APE NUM and an application element APE or a
plurality of application elements APE. AP ID identifies  the application
program AP. APP VER is the application  program AP's version, which is
information on.a  generation of the application program AP. APE NUM is the
number of application elements APE in the application  program AP_ 21 9
February 2007  



The identification AP ID varies from service rendering enterprise to
service-rendering enterprise.  As shown in Fig. 6, an application element
APE  comprises a data size APE-SIZE, an identification APE ID,  a version
APE VER, a tag APE-TAG, a table identification  APPT, an option OPT and
main data APE PL. APE SIZE is the  size of the. application element APE.
APE-ID identifies  the application element APE. APE VER is the version of
the application element APE. APE TAG is an identification  (or a tag) of
the application element APE. APE TAG can  be set by the service-rendering
enterprise. APPT is used  for identifying an APP table. OPT is used for
specifying  an option. APE-PL is the actual data of the application
element APE. The identification APE ID comprises a type APE TYPE  and a
number INS NUM. APE TYPE is the type of the  application element APE. INS
NUM is an instance  identification number serving as an identification
number  of the application element APE. INS-NUM is managed by the  end user
or the service-rendering enterprise. Assume that the application element
APE is a file  system configuration. In this case, APE TYPE is 2 and
INS-NUM is 1. By using such APE-ID, each application  element APE can be
identified uniquely among application 22 9 February 2007  



elements APE accommodated in the same SAM unit. APE_VER can be set
arbitrarily by the service- rendering enterprise. In addition, it is
necessary to uniquely define  APE_TAG in each individual application
program AP. The application programs AP, namely, AP 1, AP -2 and  AP_3, are
encrypted in a device external to the SAM unit  9 by using an AP resource
key K_APR as an encryption key  before being stored by a setting command in
the external  memory 7 shown in Fig. 5 as an application program package
APP. The AP resource key K APR varies from application  program to
application program. The following description explains APE TYPE, which  is
the type of the application element APE explained  above by referring to
Fig. 6. Fig. 7 is a table showing typical APE TYPE of an  application
element APE stored in an AP area. To be more  specific, Fig. 7 is a table
showing type number of APE TYPE and their descriptions. As shown in Fig. 7,
an AP area is used for storing  for example an AP resource key K_APR, a
card access key,  a file system configuration data, a SAM mutual
authentication key, an inter-SAM-key package key, an IC  23 



9 February 2007  card operation macro-command script program (processing
procedural data of the present invention), a memory- division key package,
an area-recording key package, an  area-deletion key package, a
service-recording key p  package and a service-deletion key package as
application element APE. 'AP Resource Key K_APR The AP resource key K APR
is used as an encryption (  key in setting an application element APE. The
AP resource key K APR assigned to an AP area to be used for  setting an
application element APE varies from AP area to  AP area. 'Card Access Key A
card access key is a key used in operations to  write and read out data
into and from the IC card 3 and  the memory 50 employed in the IC module
42. The card  access key can be for example an IC card system key, an  IC
card area key, an IC card service key or an IC card  degeneration key. The
IC card degeneration key is generated by  encryption using the IC card
system key and a storage  area management key for the memory 50 and used
for mutual  authentication. In addition, key referred to by the IC card  



24 9 February 2007  operation macro-command script program is also included
in the application element APE of the same type as the  card access key.
'File System Configuration Data The file system configuration data can be
for  example log data, negative data or journal data. The log data is
typically utilization-history data  of an application element APE. The
negative data is  typically information on invalidation of an IC card. The
journal data is typically history data of execution in  the SAM unit. In
configuration of a file system, for example, an  identification
(specification, sorting or linking of a  record key) of a file access is
selected. In the case of  a record key, a record size, a record overall
count, a  record signature version, a record signature method type,  a
record data size and a record signature key are set. In  addition, when
data is written into this file system from  an external source, it is
necessary to carry out  processing such as an operation to specify whether
or not  signature authentication is to be implemented. In this  case, a
record is defined as a smallest unit of  operations to write and read out
file data. 'SAM Mutual Authentication Key  



25 9 February 2007  The SAM mutual authentication key is used also in
mutual authentication between APs in the same SAM unit.  The SAM mutual
authentication key is a key used in an  access to the application element
APE from another AP in  the same SAM unit or from another SAM unit.
Inter-SAM-Key Package Key The inter-SAM-key package key is an encryption
key  used in an operation to exchange data such as a card  access key after
mutual authentication between SAM units.  'IC Card Operation Macro-Command
Script Program The IC card operation macro-command script program  is
created by the service-rendering enterprise itself.  The IC card operation
macro-command script program  prescribes an order of processing related to
the IC card  3 and lists exchanges with the ASP server 19. The IC card
operation macro-command script program is interpreted by  the SAM 8 to
generate an entity of the IC card 3 after  being set in the SAM unit 9.
'Memory-Division Key Package The memory-division key package is data used
for  dividing a storage area of the external memory 7 or a  memory employed
in the IC card 3 before the service- rendering enterprise starts an
operation of a service  using the IC card 3. 



26 9 February 2007  'Area-Recording Key Package The area-recording key
package is data used for  recording an area in a storage area of the memory
employed in the IC card 3 before the service-rendering  enterprise starts
an operation of a service using the IC  card 3. 'Area-Deletion Key Package
(internally generated) The area-deletion key package is a package that can
be automatically generated inside the SAM unit from the  card access key.
'Service-Recording Key Package (internally generated)  The
service-recording key package is used for  recording the application
element APE into the external  memory 7 before the service-rendering
enterprise starts  an operation of a service using the IC card 3. l The
service-recording key package is a package that  can be automatically
generated inside the SAM unit from  the card access key. 'Service-Deletion
Key Package (internally generated)  The service-deletion key package is
used for  deleting the application element APE from the external  memory 7.
The service-deletion key package is a package that  can be automatically
generated inside the SAM unit from  



27 9 February 2007  the card access key. Fig. 8 is an explanatory diagram
showing versions  for the application element APE's types shown in Fig. 7.
As shown in Fig. 8, if the type of the application element APE is an IC
card system key, an area key or a  service key, a version prescribed in the
IC card system  key, the area key or the service key respectively is used.
The version of the IC card degeneration key can be  prescribed originally
by typically the SAM 8. As the version of a manufacturing key, the version
of the system key is used. As the version of an issuance key, the version
of a  most recent key of storage areas of the IC module 42 and  the IC 3a
is used. As the version of an extended-issuance key, the  J version of the
system key is used. As the versions of a division origin package and a
division package, the version of a system key subjected  to division is
used. As the versions of an area-recording key package  and an
area-deletion key package, the versions of their  respective area keys are
used. As the versions of a service-recording key package  and a
service-deletion key package, the versions of their  



28 9 February 2007  respective service keys are used. As the version of a
key modification package, the  version of a new key after modification is
used. The following description explains version  management data 303 used
for managing the aforementioned  versions of application elements APE and
the application  elements APE themselves. The version management data 303
is stored in the AP management storage area 221 of the  external memory 7
shown in Fig. 5. '1st Embodiment of Version Management As shown in Fig. 9,
if an application element APE,  have a plurality of versions, the version
management data  303 (the management data according to the 1st to 3rd
aspects of the present invention) for the application  elements APE is used
for storing an identification APE ID J of a version management file VMF
(the version management  J data according to the 1st to 3rd aspects of the
present  invention) for the application element APE, the version  of a
currently selected application element APE and a  most recent version
stored in the version management file  VMF. In this embodiment, the version
management file VMF  is implemented as an application element APE. As shown
in Fig. 9, the version management file VMF  



29 yr= 9 February 2007  is used for storing the values of an application
element  APE's versions or the application element APE's version
identification data each denoted by symbol version #**  and for storing
element instance bodies (the 2nd data  according to the 1st to 3rd aspects
of the present  invention) of the application element APE of the versions.
The element instance bodies of the application element APE are each denoted
by symbol Element Instance Body #**.  If an application element APE having
a plurality of  versions is used, a CPU employed in the SAM 8 uses the
identification AP ID of the application element APE as a  basis for making
an access to the version management data  303 in order to use APE ID stored
in the version  management data 303 as a basis for making an access to  the
version management file VMF. The CPU then uses a  specified version of the
application element APE as a key  to search the version management file VMF
for the  application element APE's element instance body associated with
the version. [2nd Embodiment of Version Management] As shown in Fig. 10,
the version management data  303 for the application. elements APE is used
for storing  an identification APE ID of a version management file VMF  



for the application element APE, the version of a 30 9 February 2007
currently selected application element APE and a most  recent version
stored in the version management file VMF  as is the case with the 1st
embodiment shown in Fig. 9. Also in the case of the second embodiment, the
version management file VMF is implemented as an  application element APE.
As shown in Fig. 10, the version management file  } VMF is used for storing
the values of an application  element APE's versions or the application
element APE's  version identification data each denoted by symbol  Version
#** and for storing identifications APE IDs of  element instance bodies
(the 2nd data according to the  1st to 3rd aspects of the present
invention) of the  application element APE of the versions as a table 305.
The element instance bodies of the application element  APE are each
denoted by symbol Element Instance Body #**. If an application element APE
having a plurality of  versions is used, the CPU employed in the SAM 8 uses
the  identification AP-ID of the application element APE as a  basis for
making an access to the version management data  303 in order to use APE ID
stored in the version management data 303 as a basis for making an access
to  



the version management file VMF. The CPU then uses a  specified version of
the application element APE as a key 31 9 February 2007  to search the
version management file VMF for an identification APE ID associated with
the version.  Finally, the CPU uses the identification APE ID to make  an
access to the application element APE's element  instance body associated
with the identification APE ID.  and utilizes the element instance body. It
is to be noted that, in the first and second  embodiments, a version
specification can be set or  changed by a command received from a source
external to  the SAM 8 or as a result of internal processing of the  SAM 8.
In addition, it is also possible to provide an  alternative implementation
wherein, if a version is not  specified explicitly, the CPU employed in the
SAM 8  automatically selects a most recent version stored in the  version
management file VMF. As described above,  information in the most. recent
version is included in the  version management data 303. As another
alternative, the CPU employed in the SAM  8 finds a version value by
reflecting a value specified  internal or external to the SAM 8 in a value
indicated by  version-specification data, and uses the version value as  a
key for searching the version management file VMF.  



[Application of the version management] Fig. 11 is an explanatory diagram
showing a case in  32 9 February 2007  which the version management
technique is applied to card  access keys. As shown in Fig. 11, a key
package K -P is  internally generated in a general-purpose register
employed in the SAM 8 from a file for managing card  access keys. To put it
in detail, key packages K P1 to  KP3 each including card access keys of
different  versions are generated. Then, the CPU employed in the SAM 8 uses
a sort- type file to store the key packages K _P1 to K _P3 in the  external
memory 7 by associating the key packages K P1 to  KP3 with package versions
P VER1 to P VER3 respectively.  [Creation and Authentication of Signature
(Log) Data  Signed by Using Signature Keys of Different Versions] For
example, there is a case in which a signature  key used in a signature
accompanying processing changes  typically after a start of an operation of
the IC card 3  and the IC module 42 so that the operation must be carried
out in the SAM 8 with a new signature key  coexisting with an updated key.
In such a case, the signature keys are managed by  version. 



The CPU employed in the SAM 8 reads out a signature  key version included
in a record of a signature file and  33 9 February 2007  uses the signature
key version as a key to search the  signature file for a signature key. The
CPU then uses the  obtained signature key for creation of a signature or
processing to authenticate a signature. That is to say, the CPU employed in
the SAM 8,  identifies a signature key version in a log file  typically at
a file-configuration time and uses the  version management file VMF to make
an access to a  signature key file corresponding to the signature key
version. The CPU then uses the signature key stored in  the signature key
file for creation of a signature or  processing to authenticate a
signature. It is to be noted that the log file cited above is  used for
storing data to which a signature is to be added  and the signature in a
record format for the signature } key version. The signature is put on a
part or all of the  data to which the signature is to be added. In
addition, the CPU employed in the SAM 8  generates a signature key and a
signature based on a  predetermined encryption algorithm for a part or all
of  the data in the log file and adds the signature to the  record to be
stored in the external memory 7 in a write  



operation. In an operation to read out the data from the  log file, on the
other hand, a signature key used in the 34 9 February 2007  write operation
and a signature based on the predetermined encryption algorithm are
generated, and the  generated signature is compared with the signature
added  to the record in a write operation in order to form a  judgment on
the validity of the data by determining  whether or not the data has been
falsified or the data is  deficient. The following description explains.
details of the  macro command script program, which is also referred to
hereafter simply as a script program, for IC card operations.  The script
program is a program prescribing a  procedure of processing to be carried
out by the IC  module 3a employed in the IC card 3 and the IC module 42
employed in the portable communication apparatus 41 in  execution of the
application programs AP_1, AP 2 and AP_3  of the service-rendering
enterprises 151, 152 and 153  respectively as well as the corresponding
application  program, which are running in the SAM 8. In the case of this
embodiment, as will be  described later, processing is carried out on the
basis  of a script download task 69 and a script interpretation  



task 70 in the SAM 8 to generate pieces of data from an  AP management
table and data provided by the script 35 9 February 2007  program as shown
in Fig. 13. The pieces of data include  an input data block 31_x1, an
output data block 32-x2, a  log data block 33 x3, a processing-definition
data block  34 x4 and an IC card entity template 30_1 to be used in
procedures related to the service-rendering enterprises  15_1, 15_2 and
153. The following description explains data stored in  an AP management
storage area 221 of the external memory  .7 shown in Fig. 5. An access to
the AP management storage  area 221 is restricted by a fire wall FW 4. It
is to be  noted that the fire wall FW4 corresponds to the fire  wall FW
shown in Fig. 4. Fig. 14 is an explanatory diagram showing details  of the
data stored in the AP management storage area 221.  As shown in Fig. 14,
the management storage area 221 is  used for storing AP management tables
300_1, 3002 and  3003, APP tables 301_1, 3012 and 3013, pieces of
selection data 302_1, 302_2 and 302_3, pieces of version  management data
303_1, 3032 and 3033 as well as  internal resource allocation management
data 304 (access  management data according to the 4th to 6th aspects of
the present invention). It is to be noted that reference  



numeral 300 is a generic reference numeral for denoting  any one of the AP
management tables 300_1, 300_2 and 36 s.! 9 February 2007  300_3. By the
same token, reference numeral 301 is a  generic reference numeral for
denoting any one of the APP  tables 3011, 3012 and 3013. In the same way,
reference  numeral 302 is a generic reference numeral for denoting  any one
of the pieces of selection data 302_1, 3022 and  3023. Likewise, reference
numeral 303 is a generic  reference numeral for denoting any one of the
pieces of  version management data 303_1, 303 2 and 303 3. The AP
management tables 300 1, 300 2 and 300 3 as  well as the APP tables 3011,
3012 and 301 3 are  recorded in advance typically at a set-up time of the
SAM  8. In addition, the AP management tables 300_1, 300 2 and  3003 as
well as the APP tables 301 1, 301 2 and 301.3  can be rewritten only by a
person in charge of management  of the SAM 8. The AP management tables
3001, 3002 and 3003 are  prescribed for each application program AP. In
addition,  the APP tables 301_1, 3012 and 3013 are prescribed for  each SAM
mutual authentication key. Fig. 15 is an explanatory diagram showing the AP
management table 3001. The AP management tables 3002  



and 3003 each have the same format as the AP management  table 3001. As
shown in Fig. 15, the AP management table 300 1  37 r;. 9 February 2007
includes the name APE -N of each application element APE  used and
referenced by the IC-card-operationmacro- command script program as well as
an identification  APE_ID, an internal/external identifier IEI, a partner
identification SAM ID, a partner identification AP ID, a  key K_CARDA, a
key K_SAM, data SET APP, data FLAG IP and  data FLAGSTR, which are
associated with the name APE N. The name APE_N of each application element
APE is a  name given to a service (an application element APE)  provided by
an application program of the service- rendering enterprise 151, 152 or
153. The name APE N  is an identifier referenced as a substitute for the
service number of a service that can be used by the  application program of
each service-rendering enterprise. The identification APE ID is the ID of
an  1 application element APE. l The internal/external identifier IEI is a
flag  indicating an internal specification, which means that  the entity of
the application. element APE exists or an  external specification meaning
that a reference is made  



from another SAM unit. The identification SAM ID is the SAM ID of the  ~a
partner with which data is exchanged when the SAM 8  carries out processing
related to the application element  38 9 February 2007  APE. Fig. 16 is an
explanatory diagram showing the  identification SAM ID. The identification
SAM ID has a size of 4 bytes,  adopting a net mask's concept similar to the
TCP/IP_ Each  bit of a net mask can be set individually. Net masks are
classified into typically 3 types,  namely, classes A, B and C, as shown in
Fig. 16. A type  of key can be used for mutual authentication between SAM
units to which the same net mask is assigned. In this  embodiment, for
example, the same net mask is assigned to  a service-rendering enterprise.
In Fig. 16, the net mask of class A is  "255.XX.XX.XX." The high-order byte
of the net mask is  used for storing a predetermined value of 255 for
identifying class A to which the net mask pertains. The  remaining 3
low-order bytes are used for storing a value  for individually identifying
a SAM unit pertaining to  class A. XX in any of the low-order bytes
represents any  



1-byte pattern. Thus, the net mask can be used to  prescribe 16,777,215
different SAM IDs pertaining to  class A. The net mask of class B is "255.
255.XX.XX." The 2  high-order bytes of the net mask are used for storing a
39 9 February 2007  predetermined value of "255.255" for identifying class
B  to which the net mask pertains. The remaining 2 low-order  bytes are
used for storing a value for individually identifying a SAM unit pertaining
to.class B. Thus,. the  net mask can be used to prescribe 65,535 different
SAM IDs pertaining to class B. The net mask of class C is "255.255.255.XX."
The 3  high-order bytes of the net mask are used for storing a
predetermined value of "255.255.255" for identifying  class C to which the
net mask pertains. The remaining  low-order byte is used for storing a
value for  individually identifying a SAM unit pertaining to class C.
Thus, the net mask can be used to prescribe 255 different  SAM IDs
pertaining to class C. The identification AP ID is the identification of  \
an application program executed in the SAM unit of the  partner with which
data is exchanged when the SAM 8  carries out processing related to the
application element  APE.. 



The key K CARDA is a key, which is used for  exchanging data with the
memory 50 employed in the IC  card 3 when the SAM 8 carries out processing
related to  z the application element APE. The key K SAM is a key, which is
used for  40 9 February 2007  exchanging data with another SAM unit when
the SAM 8  carries out processing related to the application element  APE.
The data SET APP is data for identifying the APP  table 3011, 3012 or
301_3, which is used or referred to  when the SAM 8 carries out processing
related to the  application element APE. APE N's "Service A" shown in Fig.
15 is an access  key of the IC card 3 defined by an application program in
the SAM 8. Key "Service A" is set as an undisclosed key  so that this key
cannot be referred to by an application  program of another SAM unit and
another application program of the same SAM unit. Service C is an access
key of the IC card 3 defined  by this application program. If a net mask of
class C  described earlier is assigned to this SAM unit, key  "Service C"
is disclosed to an application program in a  SAM unit having SAM-ID of
"43.17.19.XX." In this case,  



the SAM mutual authentication key is "TT1 ... TTn" or  another SAM unit
determines whether or not key "Service  C" can be held till the next
utilization. If key "Service  C" can be held till the next utilization, it
is not  necessary to again obtain a card access key from this SAM  unit
when another SAM unit uses key "Service C" on the 41 9 February 2007  card
at the next utilization. Access key "Service B" is  obtained not from this
SAM unit but from a SAM unit having SAM ID of "43.13.137.XX." As a mutual
authentication key between SAM units, a key of "SS1 ...  SSn" is used. A
determination flag specified by the other SAM  unit determines whether or
not access key "Service B" can  be held till the next utilization. "Service
B Log" points to a file for storing log  data to which SAM ID of
"43.13.137.XX" is assigned. Since  "Service B Log" has the same SAM net
mask as "Service B",  as a mutual authentication key, a key of "SS1 ...
SSn" is  used. For each mutual authentication key, an APP table is
provided. In this embodiment, permission of accesses to  "Service B Log"
and "Service B" is prescribed by the APP  table 301 of another SAM unit
referred to by an AP  management table of the other SAM unit. Fig. 17 is an
explanatory diagram showing the APP  



table 301_1. The APP tables 301_2, 301 3 and 301 have the  same format as
the APP table 3011. As shown in Fig. 17, the APP table 3011 includes  an
identification APE_ID, a READ flag, a WRITE flag and  an EXECUTE flag,
which are provided for each application  element APE. APE ID is the
identification of the 42 9 February 2007  application element APE. The READ
flag indicates whether  another application program (or another application
element APE) has a read access to the application element  APE. The WRITE
flag indicates whether another application  program (or another application
element APE) has a write  access to the application element APE. The
EXECUTE flag  indicates whether another application program (or another
application element APE) has an execute access to the  application element
APE. For example, the APP table 3011 shown in Fig. 17  indicates that
another application program (or another  application element APE) has a
read access and a write  access but no execute (delete) access to "Service
B Log." In addition, the AP management storage area 221 of  the external
memory 7 shown in Fig. 5 is used for storing  } typically AP selection data
by associating the AP selection data with an IC card type and AP ID. The IC
card type is the type of the IC card 3 shown  



in Fig. 1. An example of the IC card type is an  identification of a
credit-card company having  transaction settlement businesses using the IC
card 3. In this embodiment, the names APE N of a plurality  of application
elements APE in an IC card operation  macro-command script program are
combined to prescribe a 43 9 February 2007  service, and the prescription
of the service is reflected  in an IC card entity (job management data) to
be described later.. Thus, a combination of services  corresponding to the
application elements APE can be  rendered as the prescribed service. For
example, a service to read out data from the IC  card 3 is combined with a
service to write data into the  server 2 to provide a combined service,
which can be  defined in an IC card entity. In addition, APE -N or a
service number is an  operation command that is issued to the IC card 3 and
can  be interpreted by the IC card 3 when a service rendered  by the
service-rendering enterprise 15 1, 15 2 or 15 3 is  processed. The
application program AP-1 is prescribed by the  } IC card operation
macro-command script program and the AP  management table 3001 stored in
the external memory 7. By the same token, the application program AP 2 is  



prescribed by the IC card operation macro-command script  program and the
AP management table 3002 stored in the  external memory 7. In the same way,
the application program AP 3 is  prescribed by the IC card operation
macro-command script  program and the AP management table 300 3 stored in
the  44 9 February 2007  external memory 7. In addition, the AP management
storage area 221 of  the external memory 7 shown in Fig. 5 is used for
storing  internal resource allocation management data 304 used for
executing management of accesses to resources typically  in the external
memory 7 for each user privilege or for  each usage purpose. Fig. 18 is an
explanatory diagram showing the  internal resource allocation management
data 304. The CPU  employed in the SAM 8 manages accesses to the storage
area of the external memory 7 and accesses to data stored  in the storage
area on the basis of the internal resource  allocation management data 304
for each user privilege or  for each usage purpose.. The storage area of
the external memory 7 is  managed by dividing the storage area into a
system area  and a user area. . The system area is an area used in an
internal  



operation of the SAM 8. For example, a person in charge  of shipping of the
SAM 8 initially sets a device number  unique to the SAM 8 and a shipping
key of an application  program AP in the system area. On the other hand,
the user area is an area in  which the user of the SAM 8 is allowed to set
a resource  45 9 February 2007  such as an application program. The user
area is classified into 3 large categories, namely, a privileged- user area
(a 3rd storage area provided by the present  invention), a general-user
area (a 1st storage area  provided by the present invention) and a
common-user area  (a 2nd storage area provided by the present invention)
The privileged-user area is an area used for  storing basic data for
operating the SAM 8. An example of  the basic data is the ID of the SAM 8.
The general-user area is an area used for storing  resources such as a key
and a key package, which are used  in implementation of a service using the
IC card 3 and  the portable communication apparatus 41. The common-user
area is an area used for storing  network information used by general users
as information  common to the general users. An example of the network
information is the IP address of the main unit of the SAM  8. 



That is to say, the privileged-user area is an area,  data of which needs
to be set by a specific user for the  operation of the SAM 8. The
common-user area is an area  that can be shared by SAMs 8 themselves and
also an area,  data of which can be set by a plurality of users. Fig. 19 is
an explanatory diagram showing typical  46 9 February 2007  items that can
be set by users in the storage area of the  external memory 7. As shown in
Fig. 19, the person in  charge of shipping of the SAM 8 is allowed to make
an  access to storage areas corresponding to identifications  APID of
Ox0000 to Ox000F, set a shipping key of the AP  resource key K _APR for
general users and set a device key  unique to the SAM 8. In addition, a
privileged user is allowed to make  an access to a storage area
corresponding to an  identification AP ID of OxFFFE, set SAM ID of the SAM
8  and set a privileged-user AP area operation key. Furthermore, a general
user is allowed to make an  access to an area identified by an
identification AP ID  of OxFFFD as a user common area and also allowed to
make  an access to an area identified by an identification AP ID of Ox0000
to Ox000F as a general-user area. A  general user is allowed to set the net
mask of SAM ID of  the SAM 8, network information such as the IP address of



.the SAM 8, an AP resource key K _APR and another application element APE
in these areas. The user is allowed to change a received AP  resource key
K_APR of a storage area disclosed to the  user to another value known only
by the user so that  another user is not capable of modifying a resource 47
9 February 2007  inside the application program AP. In addition, the user
common area can be accessed  by users by using a common key, that is, the
AP resource  key K _APR used for setting data in the general user area. The
above storage areas of the external memory 7  are managed by using the
internal resource allocation  management data 304 shown in Fig. 18, the
identifications  AP ID and the identifications APE ID. To put it in detail,
the storage areas are managed by dividing the external  memory 7 into
storage areas forming a matrix prescribed by using the identifications AP
ID and APE ID. In the case of the external memory 7 shown in Fig.  18, a
storage area with APE ID in the range 0x7F06 to  OxFFFF is used as the
system area and a storage area with  APE ID in the range Ox0000 to Ox7FOO
is used as the  general-user area. In addition, a storage area of an
application  program with AP-ID of Oxfffd is used as the general-user  



common area. As for application elements APE, encrypted packages  set for
areas are stored in the external memory 7. In  this case, it,is possible to
select and encrypt only  required resource elements. The following
procedure is.a procedure executed by  48 9 February 2007  the CPU employed
in the SAM 8 to manage storage areas (or  resources) of the external memory
7 by using the internal  resource allocation management data 304. Fig. 20
is an explanatory diagram showing a  flowchart representing the procedure.
Step ST61: For example, a general user or a privileged user  such as any
one of the service-rendering enterprises 15_1  to 153 shown in Fig. 1
operates a personal computer  connected to the Internet 10 and specifies an
application  program AP making accesses to the external memory 7. The
application program AP makes an access to the SAM 8  through the ASP server
19 by using an AP resource key K _APR owned by the user.  Step ST62: The
CPU employed in the SAM 8 forms a judgment as  to whether or not the
originator of the access made at  the step ST61 has an AP resource key K
APR suitable for  



the specified application program AP. If the outcome of  the judgment
indicates that the originator of the access  has a suitable resource key K
APR, the procedure goes on  to processing, of a step ST64. If the outcome
of the t3 judgment indicates that the originator of the access does  not.
have a suitable resource key K APR, on the other hand,  49 9 February 2007
the procedure goes on to processing of a step ST63. Step ST63: The CPU
employed in the SAM 8 does not allow the  user to set an application
element APE in the specified  application program AP. Step ST64: The CPU
employed in the SAM 8 allows the user to  set an application element APE in
the specified  application program AP. Step ST65: The CPU employed in the
SAM 8 forms a judgment as  to whether or not the user is a privileged user.
If the  outcome of the judgment indicates that the user is a  privileged
user, the procedure goes on to processing of a  step ST66. If the outcome
of the judgment indicates that  the user is not a privileged user, on the
other hand, the  procedure goes on to processing of a step ST67. 



Step ST66: The CPU employed in the SAM 8 allows the user to  set an
application element APE for a privileged user in  the specified application
program AP. Step ST67: The CPU employed in the SAM 8 forms a judgment as
to whether or not the user is a general user. If the 50 9 February 2007
outcome of the judgment indicates that the user is a  general user, the
procedure goes on to processing of a  step ST68. If the outcome of the
judgment indicates that  the user is not a general user, on the other hand,
the  procedure goes on to processing of a step ST69. Step ST68: The CPU
employed in the SAM 8 allows the user to  set an application element APE
for a general user and an  application element APE common to general users
in the  specified application program AP. Step ST69: The CPU employed in
the SAM 8 allows the user to  set an application element APE-in the system
area. [SAM 8] The SAM 8 is connected to the ASP server 19 through  the SCSI
or the Ethernet. The ASP server 19 is connected  to a plurality of
terminals including the personal  



computer 5 of the end user and the personal computers  16_1, 16_2 and 163
of the service-rendering enterprises  15_1, 15_2 and 15_3 respectively
through the Internet 10. The personal computer 5 is connected to a
Dumb-type  card reader/writer 4 by a serial or USB cable. Between  the card
reader/writer 4 and the IC card 3, typically,  radio communication
corresponding to a physical level is 51 9 February 2007  implemented: An
operation command given to the IC card 3 is  generated by the SAM unit 9.
On the other hand, a  response packet generated by the IC card 3 is
interpreted  by the SAM unit 9. Thus, the card reader/writer 4, the
personal computer 5 and the ASP server 19 between the IC  card 3 and the
SAM unit 9 merely play the role of  relaying the command and the response
by storing them in  a data payload unit. That is to say, the card
reader/writer 4, the personal computer 5 and the ASP  server 19 do not
contribute to operations such as  encryption and decryption of data in the
IC card 3 and  authentication. The personal computers 16 1, 16 2 and 16 3
allow  their respective application programs AP 1, AP 2 and AP 3  to be
customized by downloading a script program to be  described later into the
SAM 8. 



Fig. 21 is a functional block diagram showing the  SAM 8 of the
communication system shown in Fig. 1. As  shown in Fig. 21, the SAM 8
comprises an ASPS  communication interface unit 60, an external-memory
communication interface unit 61, a bus scrambler unit 62,  a
random-number-generating unit 63, an  encryption/decryption unit 64, a
memory 65 and a CPU 66. 52 9 February 2007  The SAM 8 is a
tamper-withstanding module. The ASPS communication interface unit 60 is an
interface for exchanging data with the ASP server 19  shown in Fig. 1. The
external-memory communication interface unit 61  is an interface for
exchanging data with the external  memory 7. The bus scrambler unit 62
scrambles output data and  de-scrambles input data in an operation to
exchange the  data through the external-memory communication interface
unit 61. The random-number-generating unit 63 generates a  random number
used in authentication. The encryption/decryption unit 64 encrypts data and
decrypts encrypted data. The memory 65 is used for storing tasks and
programs, which are executed by the CPU 66, and data used  



in the execution of the tasks and the programs as will be  described later.
The CPU 66 executes tasks such as a script download  task, a script
interpretation task, an entity generation  task (a job management data
creation task) and an IC-card  procedure management task (a job management
data management task). These tasks will be described later.  53 9 February
2007  The CPU 66 also executes management of versions of application
elements APE as well as management of the  general user storage area, the
user common storage area  and the privileged-user storage area. In
addition, the CPU 66 carries out processing  specified in the SAM unit 9 on
the basis of an operation  command in the SAM unit 9, and controls
processing of the  IC module 3a employed in the IC card 3 and the IC module
42 employed in the portable communication apparatus 41 on  the basis of
operation commands of the IC module 3a and  the IC module 42. The following
description explains the tasks, the  programs and the data, which are
stored in the memory 65.  Fig. 22 is an explanatory diagram showing the
tasks, the programs and the data, which are stored in the memory  65. As
shown in Fig. 22, the memory 65 is used for  storing the aforementioned
script download task 69, the  



aforementioned script interpretation task 70, the  aforementioned entity
generation task 71, the  aforementioned IC-card procedure management task
72, IC- card operation macro-command script programs 211 to 21_3,  the AP
management tables 300_1 to 3003, the APP tables  301_1 to 3013, IC-card
entity templates 30 1 to 303, an  IC-card entity 73x, an input data block
31 xl, an output 54 9 February 2007  data block 32_x2, a log data block
33x3 and a processing  definition data block 34-x4. As shown in Fig. 13,
the script download task 69  downloads the AP management tables 3001 to
3003 and, if  necessary, the APP tables 301_1 to 301_3 from typically a
computer owned by each service-rendering enterprise into  the SAM 8. The
script interpretation task 70 generates an IC- card entity 73 x, an input
data block 31x1, an output  data block 32x2, a log data block 33 x3 and a
processing  definition data block 34x4 for each service-rendering
enterprise by using service definition tables, and if  necessary, the APP
tables 3011 to 3013. The number of data blocks generated for each
service-rendering enterprise is not specially determined.  When receiving a
request for creation of an entity from typically the ASP server 19, the
entity generation  



task 71 conducts polling with the IC card 3, and, then, by  using an IC
card entity template for a service-rendering  enterprise, generates an IC
card entity to be used in  procedural processing between the IC card 3 and
the  service-rendering enterprise. At this time, the IC card  `.a entity
template becomes a class, and the IC card entity  is generated as a class
instance. 55 9 February 2007  Processing carried out by the entity
generation task 71 to generate an IC card entity will be described  in
detail later. The IC-card procedure management task 72 carries  out the
procedural processing between the IC card 3 and  the service-rendering
enterprises 151 to 153 by using  an IC card entity 73x or a plurality of IC
card entities  73_x existing in the memory 65. In this embodiment, a
plurality of procedural processes between a plurality of  IC cards 3 and
the service-rendering enterprises 15 1 to  153 are carried out at the same
time. That is to say,  the IC-card procedure management task 72 carries out
these procedural processes concurrently. The IC-card  procedure management
task 72 deletes IC card entities  73_x already used in such processes.
Processing carried  by the IC-card procedure management task 72 will be  



described later in detail. The IC-card operation macro-command script
programs  211 to 213 are obtained by the script download task 69  from
typically the external memory 7 and stored in the  memory 65. By the same
token, the AP management tables 300_1  to 3003. are obtained by the script
download task 69 from  typically the external memory 7 and stored in the
memory  56 9 February 2007  65_ In the same way, the APP tables 301 1 to
301 3 are  obtained by the script download task 69 from typically  the
external memory 7 and stored in the memory 65. The IC card entity templates
30_1 to 303 are  generated by the script interpretation task 70 and will
each be used as a template (class) for generating an IC  card entity 73x of
a procedure for a service-rendering  enterprise. By using the IC card
entity templates 30 1 to  303 as typically classes, the entity generation
task 71  generates an IC card entity 73 x as a class instance. As described
earlier, the script interpretation  task 70 generates an input data block
31x1, an output  data block 32x2, a log data block 33x3 and a processing
definition data block 34 x4. Next, the IC card entity 73x is explained 



When the SAM 8 receives a request for processing  using the IC card 3 and
the application program of a  predetermined service-rendering enterprise
from the ASP  server 19 for example, the entity generation task. 71 in  the
SAM 8 generates an IC card entity 73_x by using an  already generated IC
card entity template of the service- rendering enterprise. Fig. 23 is an
explanatory diagram showing the  57 9 February 2007  format of the IC card
entity 73-x. As shown in Fig. 23,  the IC card entity 73_x comprises a
management pointer 80,  an entity ID 81. entity status 82, an IC card type
83, an  APE N specification 84, a processing order 85, pre- processing data
86 and post-processing data 87. The management pointer 80 is a
bi-directional  pointer for managing the IC card entity 73x in the  memory
65. The entity ID 81 is used in a series of  processes involving the IC
card entity 73_x_ Examples of the processes are a request for creation of
an IC card  entity 73_x, verification of progress of the creation of  the
IC card entity 73x and deletion of the IC card  entity 73x. The entity ID
81 is passed to the end user  as a return value. The entity ID 81
corresponds to a  descriptor used in an operation to open a file by using a
file system. 



The entity status 82 is status of progress of a  procedure related to the
IC card 3. As shown in Fig. 24,  basic status of the IC card entity 73 x
includes  processing status RS, processing status Al, processing  status
A2, processing status R and processing status W.  The processing status RS
is status of processing to  examine services that can be used by the IC
card 3. The  processing status Al is status of processing carried out 58 9
February 2007  by the SAM 8 to authenticate the IC card 3. The processing
status A2 is status of processing carried out  by the IC card 3 to
authenticate the SAM 8. The  processing status R is status of processing to
read out  data. from the IC card 3. The processing status W is  status of
processing to write data into the IC card 3. This embodiment carries out
processing to examine  service-rendering enterprises, processing carried
out by  the SAM 8 to authenticate the IC card 3, processing  carried out by
the IC card 3 to authenticate the SAM 8,  processing to read out data from
the IC card 3 and  processing to write data into the IC card 3 each as a
job. As will be described later, a job is a processing  unit, the
processing order of which is determined by the  IC-card procedure
management task 72. It is to be noted that status of the mutual  



authentication between the IC card 3 and the SAM 8 is  represented by the
Al and A2 status. In addition, in this embodiment, taking times of
communication through the Internet 10 into consideration,  the basic status
described above is managed by dividing  each of the basic status into a
post-activation state (or  a post-command state) and a completion state (or
a post- response-reception state) as shown in a state-transition  59 9
February 2007  diagram of Fig. 24. To put it concretely, the states of
processing using the IC card entity 73x are managed by  using an instance
generation state (an IC card entity  generation state), a
post-RS-activation state, an RS  completion state, a post-Al-activation
state, an Al  completion state, a post-A2-activation state, an A2
completion state, a post-R-activation state, an R  completion state, a
post-W-activation state, a W  completion state and an instance deletion
state (an IC  card entity deletion state). The IC card type 83 is data for
identifying a  service-rendering enterprise issuing the IC card 3. The  IC
card type 83 includes data set therein. The data is  prescribed by a CI
command in the script command  described above at the time the IC card
entity 73 x is  created. 



The service type element 84 indicates an  application element APE defined
in the AP management  tables 3001 to 3003 and the APP tables 301 1 to 301 3
utilized in processing using the IC card entity 73-x. In  the service type
element 84, there are set an application  element APE or a plurality of
application elements APE  specified by a CS command in the script program
described  above at the time the IC card entity 73x is generated. 60 9
February 2007  The processing order 85 is an order in which services (that
is, jobs) utilized in processing using the  IC card entity 73x are to be
executed. That is to say,  the processing order 85 is the transition state
shown in  Fig. 24. In other words, the processing order 85 is an  order of
execution of jobs expressed in terms of names  APE_N of application
elements APE for basic operations of  the IC card 3. The jobs correspond to
the RS, Al, A2, R and W jobs,  which are shown in Fig. 24. Actual
operations are carried  out on the IC card 3 in the processing order
expressed in  terms of jobs. For example, for processing only to read  out
data from the IC card 3 without mutual authentication,  "RS ' R" is set in
the processing order 85. In the case  of processing to read out and write
data from and into the IC card 3 with mutual authentication, "RS ' Al ' A2



R ' W" is set in the processing order 85. Thus, the  processing order 85 is
a job order corresponding to an  order of service elements specified in
commands of a  script program described earlier in creation of an IC  card
entity 73-x. In the pre-processing data 86, from the ASP 19,  management
data for carrying out processing using IC card  entity 73x is set. For
example, in the pre-processing 61 9 February 2007  data 86, a
processing-equation point of a service (or an  application element APE)
specified in an SF data block is  set. In addition, if no inter-service
processing  function is defined, in the pre-processing data 86, a fee  of
requested processing is set. In the case of a  settlement for example,
states indicating a fee and the  number of appended points are set. The
post-processing data 87, which is data required  in the ASP server 19, is a
result of processing carried  out on the IC card entity .73 x. In the case
of a  settlement for example, the post-processing 87 is set for  data
indicating whether or not the settlement has been  ended normally. Next, a
typical operation carried out by the  communication system 1 is explained.
If an application  



element APE used in processing of the operation has a  plurality of
versions, the processing is carried out on  the basis of a specified
version by execution of the  version management function explained earlier
by  referring to Figs. 9 to 12. The following description explains a
procedure of  processes related to a plurality of IC cards 3. The
procedure is executed by the IC card procedure management 62 9 February
2007  Mask 72 shown in Fig. 22 by using a plurality of IC card  entities
73x. The IC card procedure management task 72  is running all the time
typically on the CPU 66 employed  in the SAM 8 shown in Fig. 21. Fig. 25
shows a flowchart  representing processing carried out by IC card procedure
management task 72. Step ST1: The IC card procedure management task 72
selects  one of a plurality of IC card entities 73x existing in  the memory
65. Processing related to the selected IC card  entity 73_x is to be
carried out next. As a method of  selecting an IC card entity 73x,an IC
card entity 73_x  is selected according to an order the IC card entities
73x arranged in the memory 65. As an alternative, a  priority level is
assigned to each of the IC card  entities 73x and an IC card entity 73x is
selected on a  



priority basis. Step ST2: The IC card procedure management task 72 forms a
judgment as to whether or not the job of the IC card  entity 73 x selected
at the step ST1 has already been  activated. If the outcome of the judgment
indicates that  the job of the IC card entity 73x selected at the step  ST1
has already been activated, the procedure goes on to 63 9 February 2007
processing of a step STS. If the outcome of the judgment  indicates that
the job of the IC card entity 73 x selected at the step ST1 has not been
activated, on the  other hand, the procedure goes on to processing of a
step  ST3. Step ST3: The IC card procedure management task 72 identifies  a
state of processing related to the IC card entity 73-x  selected at the
step ST1 among states shown in the state  transition diagram shown in Fig.
24 from the entity  status 82 shown in Fig. 23, and determines a job to be
carried out next from the processing order 85. As  described earlier, the
processing order 85 prescribes an  execution sequence of jobs expressed in
terms of service  elements set in the AP management tables 300 1 to 300 3.
Step ST4: 



The IC card procedure management task 72 activates  the job selected at the
step ST3. Then, the IC card  procedure management task 72 carries out the
job by using  a data block related to this job. The data block related  to
this job is selected among the input data block 31 xl,  the output data
block 32x2, the log data block 33 x3 and  the processing definition data
block 34x4, which have  been explained earlier by referring to Fig. 13. 64
9 February 2007  At that time, if a command is issued to the IC card  3 in
execution of the job, the IC card procedure management task 72 searches the
AP management tables  300 1 to 300_3 by using a service element for the job
as  a key for a service number of the service element. The  service number
is an operation command, which is issued  to the IC card 3 and can be
interpreted by the IC card 3.  Then, the IC card procedure management task
72 issues the  command by using the service number to the IC card 3. In
addition, if a key is required in making an access to the  storage area of
the IC module 3a of the IC card 3, the IC  card procedure management task
72 searches the AP  management tables 3001 to 300_3 by using a service
element for the job as a key for a service number  assigned to the service
element. Then, the IC card  procedure management task 72 carries out
processing by  



using the key in order to acquire a right to make an  access to the storage
area of the IC card 3. The  processing includes mutual authentication with
respect to  the IC card 3, encryption of data and decryption of data.  Step
ST5: The IC card procedure management task 72 issues a  command to the IC
card 3_ Then, at a step ST5, the IC  card procedure management task 72
waits for a result of  65 9 February 2007  processing carried out by the IC
card 3 to process the  command- As the IC card procedure management task 72
receives the result of processing from the IC card 3, the  IC card
procedure management task 72 sets the result in  the IC card entity 73x.
Step ST6: The IC card procedure management task 72 updates  the entity
status 82 of the IC card entity 73_x. The  entity status 82 of the IC card
entity 73 x is shown in  Fig. 23. As described above, in this embodiment,
while  selecting IC card entities 73x of a plurality of IC  cards 3
existing in the SAM 8 sequentially one after  another in accordance with a
predetermined order, the IC  card procedure management task 72 carries out
processing  on the IC cards concurrently. Thus, even when a  



processing request for a procedure using a plurality of  IC cards 3 is
received, the SAM 8 is capable of carrying  forward the processing at the
same time. Figs. 26 and 27 show a flowchart used for  explaining processing
carried out by the SAM 8 in  accordance with a procedure prescribed by an
application  element APE to make an access to data, or processing
prescribed by another application element APE to be 66 9 February 2007
carried out by the SAM 8 in accordance with the procedure  in execution of
a job at the step ST4 in Fig. 25.  Step ST41: In the course of execution of
processing according  to a predetermined application element APE, the SAM 8
identifies an application program AP making an access and  an application
element APE in the application program. In  addition, the SAM 8 also forms
a judgment as to whether  the access is an operation to read out or write
the  application element APE or execution of the application  element APE.
Step ST42: The SAM 8 forms a judgment as to whether or not the  application
element APE identified at the step ST41  exists in the same SAM 8. If the
outcome of the judgment  



indicates that the application element APE identified at  .the step ST41
does not exist in the same SAM 8, the flow  of the processing goes on to a
step ST43. If the outcome  of the judgment indicates that the application
element  APE identified at the step ST41 exists in the same SAM 8,  on the
other hand, the flow of the processing goes on to a step ST45.  Step ST43:
67 9 February 2007  The SAM 8 searches the AP management tables 3001 to
3003 associated with the application program being  executed for a key
K-SAM for the corresponding service  (the application element APE) and
conducts mutual  authentication with respect to a SAM 8a having the
application element APE by using the key K SAM. Step ST44: If the result of
the mutual authentication carried  out at the step ST43 indicates validity
of both the SAMs  8 and 8a, the flow of the processing carried out by the
SAM 8 goes on to a step ST47. Otherwise, the flow of the  processing goes
on to a step ST51. Step ST45: The SAM 8 searches the AP management tables
300 1  to 3003 associated with the application program being  executed for
a key K SAM for the corresponding service  



(the application element APE) In addition, the SAM 8  also searches the AP
management tables 3001 to 3003  associated with the application element APE
identified at  the step ST41 for a key K_SAM for the corresponding  service
(the application element APE) Then, the SAM 8  compares the 2 keys K SAM
with each other. Step ST46: The SAM 8 forms a judgment as to whether or not
the  68 9 February 2007  2 keys KSAM match each other as a result of the
comparison carried out at the step ST45. If the outcome  of the judgment
indicates that the 2 keys K -SAM match  each other, the flow of the
processing carried out by the  SAM 8 goes on to a step ST47. Otherwise, the
flow of the  processing goes on to the step ST51. Step ST47: The SAM 8 or
8a searches the AP management tables  300_1 to 3003 associated with the
application program  identified at the step ST41 for respectively APP
tables  301_1 to 3013 associated with the used application  element APE.
Step ST48: The SAM 8 or 8a forms a judgment on a right to make  an access
to the application element APE to be used or  accessed on the basis of the
APP tables 3011 to 3013  



identified at the step ST47. To put it concretely, the  SAM 8 or 8a forms a
judgment on existence of a right to  read out or write data from or into
the application  element APE or an access to execute the application
element APE. Step ST49: If the result of the judgment formed at the step
ST48 indicates existence of the access right, the flow of  69 9 February
2007  the processing carried out by the SAM 8 or 8a goes on to  a step
ST50. Otherwise, the flow of the processing goes  on to the step ST51. Step
ST50: The SAM 8 and 8a executes the application program  AP identified at
the step ST41 on the application element  APE also identified at the step
ST41. Step ST51: The SAM 8 and 8a does not execute the application  program
AP identified at the step ST41 on the application  element APE also
identified at the step ST41. In addition, when data is exchanged between
the SAM  8 and the IC card 3 in accordance with a procedure set by  an
application element APE in the execution of a job at  the step ST4 of the
flowchart shown in Fig. 25, the SAM 8.  searches the AP management tables
3001 to 3003 shown in  



Fig. 17 for a key KCADR for the application element APE  and uses a key
K_CARD to make an access to the memory 50  of the IC card 3. Next, the
overall operation of the communication  system 1 shown in Fig. 1 is
explained. Figs. 28 and 29  show a flowchart used for explaining the
overall 13  operation of the communication system 1 shown in Fig. 1.  Step
ST21: 70 9 February 2007  The service-rendering enterprise 15 1 to 15 3 or
a person receiving a request from the service-rendering  enterprise 15_1 to
153 create script programs 21 1, 21 2  and 213 prescribing transactions
using the IC card 3 on  typically the personal computers 16 1, 16 2 and 16
3  shown in Fig. 1. In addition, the person in charge of  management of the
SAM 8 creates AP management tables  300_1 to 3003 for the service-rendering
enterprise 15 1  to 153 respectively. Step ST22: The AP management tables
300 1 to 300 3 created at  the step ST21 are stored in the memory 7. In
addition,  the script programs 21 1, 21 2 and 21 3 created at the  step
ST21 are downloaded from the personal computers 16_1,  16_2 and 16_3 to the
external memory 7 by way of the  



Internet 10, the ASP server 19 and the SAM 8. As shown in  Fig. 13,
processing to download the script programs 21_1,  212 and 213 created at
the step ST21 is controlled by  the script download task 69 of the SAM 8.
Step ST23: As shown in Fig. 13, the script interpretation task  70 of the
SAM ,8 generates the IC card entity 73 x, input  data block 31_x1, output
data block 32_x2, log data block  33 x3 and processing definition data
block 34_x4 by using  71 9 February 2007  the AP management tables 3001 to
3003 and script programs for each service-rendering enterprise. These  data
blocks are stored in the memory 65 of the SAM 8  shown in Fig. 21. Step
ST24: An IC card 3 is issued to the user. The IC module  3a employed in the
IC card 3 shown in Fig. 5 is used for  } storing a key used in transactions
with a service- rendering enterprise with which the user has made a
contract. It is to be noted that a contract can also be  made between the
user and a service-rendering enterprise  through typically the Internet 10
after issuance of the  IC card 3. Step ST25: 



Assume for example that the user uses the personal  computer 5 to make an
access to the server 2 through the  Internet 10 in order to purchase a
product. In this case,  the server 2 issues a processing request to the ASP
server 19 by way of the Internet 10. When receiving the  processing request
from the server 2,.the ASP server 19  makes an access to the personal
computer 5 through the  Internet 10. The requested processing is processing
using  the IC card 3. The request for processing is originated  from the
card reader/writer 4 and transmitted to the SAM 72 9 February 2007  8 by
way of the personal computer 5, the Internet 10 and  the ASP server 19.
Step ST26: A request for creation of an entity is output from  the ASP
server 19 to the SAM 8. The request for creation  of an entity includes
data indicating the issuer of the  request, namely, the IC card 3. l Step
ST27: When receiving the request for creation of an  entity, the SAM 8
conducts polling with the IC card 3.  Step ST28: The entity generation task
71 of the SAM 8 forms a  judgment as to whether or not the number of IC
card  



entities 73_x existing in the SAM 8 after the polling  does not exceed a
maximum value prescribed by an SC  command of the script program. If the
number of IC card  entities 73_x does not exceed the maximum value, the
flow  of the processing goes on to a step ST29. Otherwise, the  operation
is ended. Step ST29: The entity generation task 71 identifies a service-
rendering enterprise, the IC card entity template of  which is to be used,
on the basis of data indicating the  IC card 3 as the issuer of the request
for creation of an 73 9 February 2007  entity. Such data is included in the
request for creation  of an entity. Then, the entity generation task 71
generates an IC card entity 73_x by using the IC card  entity template of
the identified service-rendering  enterprise. This process corresponds to
the instance  generation shown in Fig. 24. Step ST30:  ) The SAM 8 outputs
the entity ID of the IC card  entity 73x generated at the step ST 29 to the
ASP server  19. Step ST31: The IC card procedure management task 72 of the
SAM  



8 examines services that can be used by using the IC card  3. This
examination corresponds to the job RS shown in  Fig. 24. \ Step ST32: J The
IC card procedure management task 72 of the SAM  8 authenticates the
validity of the IC card 3. This  authentication corresponds to the job Al
shown in Fig. 24.  Step ST33: The IC card 3 authenticates the validity of
the SAM  8. This authentication corresponds to the job A2 shown in  '4f
Fig. 24. The authentications carried out at the steps  ST32 and ST33 are
referred to as mutual authentication  74 9 February 2007  between the IC
card 3 and the SAM 8. As described earlier,  during the mutual
authentication, in accordance with an  application element APE executed in
the SAM 8, the AP  management tables 300_1 to 3003 shown in Fig. 15 are
searched for a key K_CARD to be used in the mutual  authentication between
the CPU 51 employed in the IC card 3 and the SAM 8.  Step ST34: The IC card
procedure management task 72 of the SAM  8 writes and reads out data
necessary for the procedure  into and from the IC card 3. These read and
write  



operations correspond to the jobs R and W, which are shown in Fig. 24. In
addition, the IC card procedure  management task 72 also carries out
predetermined  processing on data read out from the IC card 3, by using  a
processing equation identified on the basis of the pre- processing data 86
of the IC card entity 73 x. Step ST35: The IC card procedure management
task 72 of the SAM  8 outputs a result of the processing carried out at the
step ST34 to the ASP server 19. Step ST36: Typically, the IC card procedure
management task 72  deletes the IC card entity 73 x. 75 9 February 2007  As
described above, in accordance with the communication system 1 and the SAM
unit 9, by introducing  the concept of versions into the application
element APE,  it becomes. possible to manage versions of the card operation
key and the issuance key package. Thus, it is  no longer necessary for the
service-rendering enterprise  using the SAM 8 to carry out the work to
individually  define APE ID of a key as an AP resource for each version.
As a result, the management load becomes smaller. For  example, it is
possible to imagine a case in which  packages for logically dividing a card
are exchanged  



between different SAMs 8. In addition, in accordance with the communication
system 1 and the SAM unit 9, by introducing the concept  of tags into
application elements APE, it becomes possible to refer to an application
element APE to which  J version management is not applied. If APE ID and
APETAG  are defined in an application program, for example, the
service-rendering enterprise is capable of referring to  the application
element APE by using the tag. Thus, there  is exhibited an expectable
effect of a lowered threshold  for a service-rendering enterprise not well
versed on  application programs and/or access methods. Furthermore,  a key
package for logically dividing a card does not 76 9 February 2007  include
all information for uniquely identifying post- division information. Thus,
in order to identify division  information including a key package between
SAMs 8,  reflection of information agreed on by service-rendering
enterprises in a log becomes an indispensable operation. Moreover, in
accordance with the communication  system 1 and the SAM unit 9, by
combining AP ID with  APP ID, the storage area can be divided into a system
area, a privileged-user area and a general-user area. In  addition, it is
also possible to provide a mechanism  allowing a work of setting a device
number to be carried  



out at a shipping time of an encrypted module, a work to  be carried out by
a primary-operation operator (a  privileged user) to set information such
as the ID of an  encrypted module, a work to be carried out by a
secondary-operation operator (a general user) to set  typically a service
using an unimplemented card and  management according to a responsibility
domain of the  operator to be executed. Thus, the encrypted module is
capable of carrying out an operation by on the assumption  that a plurality
of users are placed at hierarchical  levels. In addition, in accordance
with the communication  system 1 and the SAM unit 9, by dividing the
general-user  77 9 February 2007  area into an ordinary area and a
user-unique area, it  becomes possible to manage data common to encrypted
modules in a way uniform to all enterprises pertaining to  all AP
resources. An example of the common data is  network-setting information.
Thus, each individual user  is capable of managing common items related to
the  encrypted module. Furthermore, since an AP resource key  set in the
common area can also be used as a user-unique  key, key management of the
service-rendering enterprise  can be made simple. Moreover, in accordance
with the communication  



system 1 and the SAM unit 9, an application program AP is  constructed by
using a plurality of application elements  APE and processing of each
application element APE is  prescribed by using an AP management table and
an APP  table. It is thus possible to render a variety of  services using
the IC card 3. Furthermore, in accordance with the communication  system 1,
by using an AP management table and an APP  table, it is possible to
flexibly realize utilization of  an application element APE in the same SAM
unit and  utilization of an application element APE between '.a  different
SAM units while sustaining a high degree of  security. 78 9 February 2007
In addition, in accordance with the communication system 1, if an
application element APE is utilized  between different SAM units, mutual
authentication  between the SAM units is carried out. Thus, the security
of the application program can be better assured. Moreover, in accordance
with the communication  system 1, SAM ID of a common class is assigned to
application programs of the same service-rendering  enterprise. Thus,
between application elements APE of  application programs belonging to the
same service- 



rendering enterprise, it is possible to avoid complex  mutual
authentication, and hence, possible to reduce the  load of key management
as well as the processing load  borne by the SAM 8. By referring to Figs.
30 to 33, the following  description briefly summarizes the embodiment's
portions  relevant to characteristics of the present invention. As  shown
in Fig. 30, generation information is added to each  file in a file system
500. The generation information is  updated by adopting some methods. In
accordance with one  of the methods, the generation information has an
initial  value, which is thereafter incremented or decremented  each time a
new generation is introduced. In accordance  with another one of the
methods, the generation 79 9 February 2007  information is updated to
information such as a date on  which a new generation is introduced each
time a new  generation is introduced. As an alternative, the  generation
information is updated by adoption of combined  methods. An application 501
makes an access to a file by  using the same file name independent of the
generation. A  select unit 502 selects a file of a generation for the
access made by the application 501. It is necessary to  specify a
generation when a file name is selected. A  



generation can be selected for each access, or a current  generation is
saved to be used in each access. The  generation-specifying information 504
shown in Fig. 30 is  means for holding a current generation. As a technique
to  select a generation other than the current generation,  another
generation can be specified as a difference  between the generation of a
target file from the current  generation used as a reference. In addition,
in an attempt to detect file  falsification, a signature is put on each
generation as  shown in Fig. 31. In an operation carried out by the  select
unit 502 to store a file, a signature  generation/authentication unit 511
generates a signature  in accordance with a predetermined algorithm based
on a 80 9 February 2007  signature key 510 and puts the signature on the
file. In  an operation to retrieve a file, on the other hand, the
signature generation/authentication unit 511.  authenticates a signature in
accordance with a  predetermined algorithm based on the signature key 510.
If the signature is found invalid, a message indicating  that the signature
is invalid. is given to the application  501. The signature authentication
allows file  falsification to be detected. In addition, a file's  



missing portion caused by an abnormality of hardware can  also be detected
as well. Fig. 32 is a diagram showing a case in which an  apparatus
including the file system 500 is connected to a  network 520 and an
upper-level apparatus 521 makes an  access to the file system 500. By
adding a signature to  data, the data's falsification committed in the
course of  a transmission through the network 520 and the data's  missing
portion lost during such a transmission can be  detected. As shown in Fig.
33, for example, each file  comprises a plurality of records. In this case,
a  signature can be added to each of the records so that a signature can be
authenticated for each of the records.  81 9 February 2007  Thus,
particularly in a network environment allowing an  access to a file to be
made, the upper-level apparatus is  capable of carrying out processing on
data including a  received record even in an instable condition of the
network. As described above, in accordance. with the present  invention, it
is possible to provide a data-processing 1 apparatus as well as a
data-processing method thereof  that are capable of raising the degree of.
security of an  



application program executed in a server in an operation  to render a
service using an integrated circuit (IC) and  to provide a program
implementing the data-processing  method. In addition, in accordance with
the present  invention, it is also possible to provide a data- processing
apparatus as well as a data-processing method thereof that are capable of
operating under a condition  in which a plurality of data having different
versions  are mixed and to provide a program implementing the data-
processing method. Furthermore, in accordance with the present  invention,
it is also possible to provide a data- processing apparatus as well as a
data-processing method thereof that are capable of properly restricting
users  82 9 February 2007  setting application programs for security
reasons and to  provide a program implementing the data-processing method.
While a preferred embodiment of the present  invention has been described
using specific terms, such  description is for illustrative purposes only,
and it is  to be understood that changes and variations may be made
without departing from the spirit or scope of the following claims. 83 



9 February 2007  Fig. 1 9:. SAM unit 7: External memory  8: SAM 19: ASP
server (Settlement enterprise)  3: IC card 4: Card RW  5: PC (user)  10:
Internet 2: Server (Store) 41: <--Telephone network ' 10  Fig. 2 50: Memory
ll 3a: IC module  Fig. 3 55_1: Storage area for enterprise 15 1  552:
Storage area for enterprise 152  553: Storage area for enterprise 15 3  o
User ID or card ID o Key 50: Memory 84 9 February 2007  Fig. 4 Software
configuration of SAM } AP layer  



Upper-level handler layer Lower-level handler layer Driver layer  OS layer
Fig. 5 62: Bus scramble unit  65: Memory 8: SAM  419: Bus 7: External.
memory 300: AP management table  301: APP table 302: AP selection data 303:
Version management data 304: Internal resource allocation management data
Fig. 6 Repeated as many times as APEs  Fig. 7 2: IC card system key  3: IC
card division key 85. 9 February 2007  4: IC card area key } Card access
keys 5: IC card service key 6: IC card degeneration key 7: Key referred to
by macro script 8: File configuration data (Example: Log negative  



journal). 9: Journal file for recording in the event of a failure  A: File
for file system signature keys B: Mutual authentication key for SAM Mgr. C:
Related to key for mutual authentication between SAMs  (also for mutual
authentication between APS in same SAM)  D.: Inter-SAM key package key E:
Macro script F: Manufacturing key package 10: Extended-issuance key package
11: Issuance key package 12: Memory division key package 13: Memory
division key element package  14: Area recording key package 15: Area
deletion key package (Internally generated)  16: Service recording key
package 17: Service deletion key package (Internally generated)  18 Key
change package (Internally generated) 86 9 February 2007  Fig. 8 Element
type APE VER (APE version)  IC card system key, IC card area key and IC
card service key Various key versions are used  IC card division key N/A 



IC card degeneration key Original management.  f No concept of key version
in  the first place.  Manufacturing key package Version of system key
Issuance key package Version of 0000-area key  Extended-issuance Version of
system key key package Division origin package Version of system key used
as division object  (parent side) Division package Version of system, key
used  as division object (parent side) Area recording key package Versions
of area keys  Area deletion key package Versions of area keys  Service
recording key package versions of service keys  Service deletion key
package Versions of service keys  Key change package Post-change new key
version 87 9 February 2007  Fig. 9 APE_ID of version management file VMF
Version of currently-selected APE  Most recent version in VMF Fig. 10  



} .APE ID of version management file VMF  Version of currently selected APE
Most recent version in VMF Fig. 11 File managing card access keys
J-Internally generate key package in general-purpose  register K_P1: Key
package  Sort-type file system Preserve key package with version used as
key  P VER1: Package version K P1: Key package P VER2: Package version
K_P2: Key package  PVER3: Package version 88 9 February 2007  K_P3: Key
package Fig. 12 Records with different signatures exist in same file
system (same APE ID) Signature key Data Version Signature Data  Log file
New  



T ... Signature key  Old Select signature key file for corresponding
version  Signature key file Fig. 13 IC card operation macro command script
program (MCSP)  AP management table  Processing definition DB 34 x4 Log DB
33x3  Input DB 31 xl  Output DB 32x2 30_1: IC card entity template  8: SAM
89 9 February 2007  Fig. 14 300: AP management tables  301: APP tables 302:
AP selection data 303: Version management data 304: Internal resource
allocation management data  221: AP management storage area Fig. 15 AP
management table 300.1  APE N Partner SAM ID Partner AP ID Service A IC
access key Internal Its own SAM ID  Service C IC access key Internal 



Service B IC access key External Obtain keys from  SAM group and hold
holdable keys Service B log File system Configuration External  Obtain keys
from SAM group and hold holdable keys 310 of another SAM  Fig. 16 1 byte  A
class  B class  C class 90 9 February 2007  Fig. 17 APP table 301 1 Area
recording key package  Area deletion key package  Fig. 18 Common to general
users  For privileged users For person in charge of shipping  General-user
AP ID AP element instance number AP element contents  Ox0000: General-user
element Ox0001: General-user element  OX7FDD: General-user element  Fig. 19



Player Set item  Person in charge of shipping  General-user AP resource key
shipping key  Unique device number Privileged user (Privileged-user area)
Privileged-user AP area operation key General user Network info such as SAM
IP address  91 9 February 2007  (Area common to users) General-user AP
Resource key operation key  Other AP resource elements (General-user area)
Fig. 20 Start  } ST61: Determine AP resource ID ST62: Originator has AP
resource key?  NO: Does not have AP resource key  YES: Have AP resource key
ST63: Impossible to set in AP resource element ' End  ST64: Possible to set
in AP resource element can be. set  ST65: Privileged user? NO:
Non-privileged user  YES: Privileged user  



ST67: General user?  YES: General user. ST66: Possible to set in
privileged-user AP resource  ST68: Possible to set in common area and
general-user AP  resource ST69: Possible to set in system AP resource  End
92 9 February 2007  Fig. 21 SAM 8 60: ASPS communication interface unit 61:
External-memory communication interface unit  62:- Bus scrambler unit 63:
Random-number-generating unit  64: Encryption/decryption unit 65: Memory
Fig. 22 69: Script download task 70: Script interpretation task  71: Entity
generation task 72: IC-card procedure management task. 21: IC-card
operation macro-command script programs  (MCSP) l 300: AP management tables
301: APP tables 30:. IC-card entity templates  



73: IC-card entity 31: Input data block  32: Output data block  33: Log
data block 34: Processing definition data block  65: Memory 93 9 February
2007  Fig. 23 IC card entity 80: Management pointer  81: Entity ID 82:
Entity status  83: IC card type 84: Service type element specification  85:
Processing order 86: Pre-processing data (Requested fee appended point
count) 87: Post-processing data (Final acceptance or denial)  Fig. 24 Card
entity state transition diagram After notification of polling results
Instance generation Post-RS-activation state RS completion state
Post-Al-activation state Al completion state  Post-A2-activation state A2
completion state  Post-R-activation state R completion state
Post-W-activation state W completion state  



Job Instance deletion state Fig. 25  Start 94 9 February 2007  ST1: Select
IC card entity ST2: After job activation? ST3: Select job to be executed
next among jobs of  selected IC card entity ST5: Write processing results
input from IC card into IC  card entity ST4: Activate job  2 ST6: Update
entity status  End Fig. 26  Start  ST41: Identify partner's AP and APE
ST42: In same SAM? ST43: Perform mutual authentication between APs  } ST45:
Compare K_SAMs of both APs ST44: Successful?  ST46: Match each other? ST47:
Identify corresponding APP data on the basis of AP  management table of
used AP Fig. 27 



ST48: Determine access right on the basis of APP data  ST49: Access right
exists? 95 9 February 2007  ST50: Make access to APE of other AP ST51: Make
no access to APE of other AP  End Fig. 28  Start  ST21: Create script
program (MCSP) and service definition  table (STD) ST22: Download MCSP and
STD into SAM ST23: Create entity template and data block in SAM  ST24:
Issue IC card to user ST25: Let card reader/writer issue processing request
to  SAM ST26: Let ASPS issue entity creation request to SAM  ST27: Do
polling between SAM and IC card ST28: Within maximum entity count?  End
Fig. 29 ST29: Generate IC card entity in SAM  ST30: Output entity ID from
SAM to ASPS ST31: Let SAM identify service usable to IC card  ST32: Let.SAM
authenticate IC card ST33: Let IC card authenticate validity of SAM  



96 9 February 2007  ST34: Read out and write data between SAM and IC card
ST35:. Output final results from SAM to ASPS ST36: Let SAM delete IC card
entity  End Fig. 30 3rd generation  2nd generation  1st generation File
system <-- Generation info  504: Generation specifying info  502: Select
unit <--Accessible by same file name  501: Application Fig. 31 3rd
generation  2nd generation  1st generation  Signature File system <--
Generation info  504: Generation specifying info  502: Select unit 510:
Signature key 97 9 February 2007  



511: Signature generation/authentication unit 501: Application  Fig.. 32
3rd generation  2nd generation  1st generation  Signature File system <--
Generation info  504: Generation specifying info  502: Select unit 510:
Signature key 511: Signature generation/authentication unit  501:
Application 520: Network 521: Upper-level apparatus  Fig. 33
Specific-generation file  Record Signature  Record Signature  Record
Signature 98 9 February 2007  CLAIMS: 1. A data-processing apparatus for
data-processing with an  integrated circuit in an IC card or a portable
communication  apparatus through a server to provide a service, said data
processing  



apparatus comprising: a memory for storing an application program relating
to the  service, said application program including a plurality of first
application element data, each first  application element data having a
version data indicating one or more  versions of the first application
element data, a plurality of second application element data, each  second
application element data associated with one of the versions  of the first
application element data, a version management file (VMF) for managing a
relation  between the first application element data and the second
application  element data, and management data including an identification
data of the  version management file to manage a relation between the first
application element data and the version management file; a secure
application module; and wherein when a processing corresponding to the
first  application element data is performed, a specified version of the
first application element data is specified from an internal or  external
source of the data-processing apparatus and the secure  application module
performs a processing by using the second  application element data which
corresponds to the specified version  of the first application element
data, said processing by using the second application element data  being
performed by 99 



9 February 2007  accessing the version management file based on both the
identification data included in the management data and the first
application element data being processed, and retrieving said second
application element data  corresponding to the specified version by
referring to the accessed  version management file. 2. A data-processing
apparatus according to claim 1, wherein  said secure application module is
configured to perform the  processing by using the second application
element data which  corresponds to a version specified by
version-specifying data  included in the version management file. 3. A
data-processing apparatus according to claim 1 or 2,  wherein said secure
application module is configured to perform the  processing by using the
second application element data which  corresponds to a version obtained
from a value specified from an  internal or external source of the
data-processing apparatus and a  value indicating the version-specifying
data. 4. A data-processing apparatus according to claim 1, 2 or 3  wherein:
said version management file has a version identification data  and the
second application element data that corresponds to said  version
identification data in record format; and said secure application module
identifies said version  management file which is accessed based on the
identification data  included in the said management data, searches said
version  



management file by using a specified version identification data as a  key
for the second application element data that corresponds to said  specified
version identification data and carries out said processing  by using the
second application element data. 100 9 February 2007  5. A data-processing
apparatus according to any one of the  preceding claims wherein: said
version management file includes a table associating said  version
identification data with the ID of one of the second  application element
data that corresponds to said version; and said secure application module
identifies said version  management file which is accessed based on the
identification data  included in the management data, searches said table
of said version  management file by using the ID of a specified version as
a key for  the ID of the second application element data that corresponds
to  said specified version and carries out processing to obtain the  second
application element data by using said ID of the second  application
element data as a base. 6. A data-processing apparatus according to claim
5, wherein  the ID of the second application element data comprises the ID
of one  of the first application element data that is associated with said
second application element data and the ID of one of said versions  that is
associated with said second application element data. 7. A data-processing
apparatus according to claim 5 or 6,  wherein the secure application module
receives a command from a  



source external to said data-processing apparatus, setting the ID of each
of the first application element data.  8. A data-processing apparatus
according to claim 5, 6 or 7,  wherein the secure application module
receives a command from a  source external to said data-processing
apparatus, setting the ID of  each of said specified versions. 9. A
data-processing apparatus according to any one of  claims 5 to 8, wherein
the first application element data is each a  key and the ID of each of
said versions is related to the ID of said  101 9 February 2007  key. 10. A
data-processing apparatus according to any one of the  preceding claims,
wherein: the first application element data is each a signature key; and
the secure application module identifies said version  management file
associated with the first application element data,  the version management
file is accessed based on the identification  data included in the
management data, uses said version management  file to make an access of
the second application element data that is  associated with a version
specified by an internal or external source  to said data-processing
apparatus and uses a signature key derived  from a signature key version
stored in the second application element  data to carry out signature
creation processing or signature  authentication processing. 11. A
data-processing apparatus according to claim 10,  



wherein said secure application module carries out signature creation
processing using said signature key or signature authentication  processing
using said signature key in order to authenticate validity  of a part or
all of the first application element data. 12. A data-processing apparatus
according to claim 10 or 11,  wherein, when data in the first application
element data includes a  record or a plurality of records, said secure
application module  performs the processing by execution of: generating,
for each of said records, a signature based on said  signature key as well
as based on a predetermined encryption  algorithm for a part or all of data
contained in said record; adding said signature to said record before
writing said record  into said memory; generating, when reading out any
specific one of said records  102 9 February 2007  of said first
application element from said memory, a signature based  on said signature
key used for generating said signature as well as  based on said encryption
algorithm; and comparing said generated signature with said signature added
to  said specific record in order to form a judgment on validity of said
specific record. 13. A data-processing apparatus according to any one of
the  preceding claims, wherein each of the first application element data
comprises at least one of: history data for executed processing using said
first  



application element data; program data of a procedure for recording said
first  application element data in a storage area of said memory; program
data of a procedure for deleting a record of said first  application
element data from said storage area of said memory; and  program data of a
procedure for prescribing said storage area of said memory for storing said
application program. 14. A data-processing method adopted by a
data-processing  apparatus for data processing with an integrated circuit
in an IC  card or a portable communication apparatus through a server to
provide a service, said data-processing method comprising the steps  of:
storing in a memory of said data-processing apparatus an  application
program relating to the service, the application program  including: a
plurality of first application element data, each first  application
element data having a version data indicating one or more  versions of the
first application element data, a plurality of second application element
data, each  103 9 February 2007  second application element data associated
with one of the versions  of the first application element data, a version
management file for managing a relation between  the first application
element data and the second application element  data, and 



management data including an identification data of the  version management
file to manage a relation between the first  application element data and
the version management file; and when a processing corresponding to the
first application element  data is performed, performing a processing by
using the, second application element  data that corresponds to a specified
version of the first application  element data specified from an internal
or external source of the data- processing apparatus; wherein said
processing by using the second application element  data is performed by
accessing the version management file based on both the  identification
data included in the management data and the first  application element
data being processed and retrieving the second application element data
corresponding  to the specified version by referring to said accessed
version  management file. 15. A data-processing method according to claim
14, wherein  said version management file holds IDs of said versions and
the  second application element data corresponding to said versions in a
format of records, said data-processing method further comprising the
steps of: causing said data-processing apparatus to identify said version
management file which is accessed based on the identification data  104 9
February 2007  



included in the management data; causing said data-processing apparatus to
search said  identified version management file by using the ID of a
specified  version as a key for a particular one of the second application
element data that corresponds to said specified version; causing said
data-processing apparatus to use said second  application element data in
processing. 16. A data-processing method according to claim 14 or
15,wherein said version management file includes a table associating  the
ID of each version with the ID of one of said second application  element
data that corresponds to said version, said data-processing  method further
comprising the steps of: causing said data processing apparatus to identify
said version  management file which is accessed based on the identification
data  included in the management data; causing said data-processing
apparatus to search said table of  said version management file by using a
specified version  identification data as a key of the ID of said second
application  element data that corresponds to said specified version
identification data; and causing said data-processing apparatus to carry
out processing  to obtain the second application element data by using said
ID of the  second application element data as a base. 17. A program adopted
by a data-processing apparatus for data  processing with an integrated
circuit in an IC card or a portable  communication apparatus through a
server to provide a service, said  



program comprising the steps of: storing an application program relating to
the service , said  application program including 105 9 February 2007  a
plurality of first application element data, each first application element
data having a version data indicating one or more  versions of the first
application element data, a plurality of second application element data,
each  second application element data associated with one of the versions
of the first application element data, a version management file (VMF) for
managing a relation  between the first application element data and the
second application  element data, and management data including an
identification data of the  version management file to manage a relation
between the first  application element data and the version management
file; and when a processing corresponding to the first application  element
data is performed, performing a processing by using the second application
element  data which corresponds to a specified version of the first
application element data specified from an internal or external  source of
the data-processing apparatus, wherein said processing by using the second
application element  data is performed by accessing said version management
file based on both the  



identification data of the management file and the first application
element data being processed and retrieving the second application element
data corresponding  to the specified version by referring to said accessed
version  management file. 18. A program according to claim 17, wherein,
when said version  management file holds IDs of said versions and the
second application  element data corresponding to said versions in a format
of records, 106 9 February 2007  said program further comprises the step of
searching said identified  version management file by using the ID of a
specified version as a  key for a particular one of the second application
element data that  corresponds to said specified version. 19. A program
according to claim 17 or 18, wherein, when said  version management file
includes a table associating the ID of each  version with the ID of one of
the second application element data  that corresponds to said version, said
program further comprises the  steps of: searching said table of said
version management file by using  the ID of a specified version as a key
for the ID of the second  application element data that corresponds to said
specified version;  and carrying out processing to obtain the second
application  element data by using said ID of the second application
element data  as a base. 



20. A data-processing apparatus for data-processing with an  integrated
circuit in an IC card or a portable communication  apparatus through a
server to provide a service by using a plurality  of second application
element data each comprising a plurality of  first application element
data, said data-processing apparatus  comprising: a memory including a
plurality of first storage areas for  storing the second application
element data to be accessed by first  users associated with the second
application element data, a second  storage area for storing the second
application element data shared  by a plurality of first users and a third
storage area for storing  the second application element data accessible
only to privileged  users; and 107 9 February 2007  a secure application
module for performing a processing for determining whether or not to
approve an access to be made to said  first, second and third storage areas
of said memory by using an ID  of one of said first application element
data and an ID of one of the  second application element data on said basis
of access management  data prescribing approval /disapproval of
hierarchical accesses to  said first, second and third storage areas of
said storage circuit. 21. A data-processing apparatus according to claim
20,  wherein said second application element data stored in said first
storage areas are encrypted by said first users associated with said
second application element data by using predetermined keys. 



22. A data-processing apparatus according to claim 20 or 21,  wherein said
secure application module allows setting of said second  application
element data stored in said second storage areas by using  keys for setting
said second application element data stored in said  first storage areas.
23. A data-processing method adopted in a data-processing  apparatus for
data processing with an integrated circuit in an IC  card or a portable
communication apparatus through a server to  provide a service by using a
plurality of second application element  data each including a plurality of
first application element data,  wherein said data-processing method
comprises the steps of: preparing a memory including a plurality of first
storage areas  for storing said second application element data to be
accessed by  1st users associated with said second application element
data, a  second storage area for storing said second application element
data  shared by a plurality of first users and a third storage area for
storing said second application element data accessible only to  privileged
users; and 108 9 February 2007  determining, on the basis of access
management data prescribing approval /disapproval of hierarchical accesses
to said first, second  and third storage areas of said memory, an access
approval /disapproval to said memory by using an ID of one of said  first
application element data and an ID of one of said second  application
element data. 



24. A data-processing method according to claim 23, wherein  said second
application element data stored in said first storage  areas are encrypted
by said first users associated with said second  application element data
by using predetermined keys. 25. A data-processing method according to
claim 23 or 24,  whereby setting of said second application element data
stored in  said second storage areas is allowed by using keys for setting
said  second application element data stored in said first storage areas.
26. A program adopted in a data-processing apparatus for data  processing
with an integrated circuit in an IC card or a portable  communication
apparatus through a server to provide service by using  a plurality of
second application element data each including a  plurality of first
application element data, wherein said program comprises the steps of:
preparing a memory including a plurality of first storage areas  for
storing said second application element data to be accessed by  first users
associated with said second application element data, a  second storage
area for storing said second application element data  shared by a
plurality of first users and a third storage area for  storing said second
application element data accessible only to  privileged users; and
determining, on the basis of access management data prescribing
approval/disapproval of hierarchical accesses to said first, second  109 9
February 2007  and third storage areas of said memory, an access  



approval /disapproval to said memory by using an ID of one of said  first
application element data and an ID of one of said second  application
element data. 27. A data processing apparatus for executing an application
program operable is accordance with the method of any one of claims  14 to
16, or 23 to 25. 28. A data processing apparatus of claims 1 to 13 operable
in  accordance with the method any one of claims 14 to 16 or 23 to 25.  29.
A data processing apparatus for executing a program of  any one of claims
17 to 19 or 26. 30. A data processing apparatus of claims 1 to 13 for
executing a program of any one of claims 17 to 19 or 26. 110 


