INFORMATION PROCESSING METHOD, DEVICE, APPARATUS AND SYSTEM,
MEDIUM, AND PROGRAM

CROSS-REFERENCE TO RELEVANT APPLICATION
[ 0001] The present application claims priority to Chinese Patent Application No.
202011215211.9, filed on November 4, 2020 by China Mobile(Suzhou) Software Technology
Co., Ltd., CHINA MOBILE COMMUNICATIONS GROUP CO., LTD., and entitled
“INFORMATION PROCESSING METHOD, DEVICE AND SYSTEM”, the contents of

which are incorporated herein by reference in its entirety.

TECHNICAL FIELD
[ 0002] The present disclosure relates to the field of Internet of Things, and more
particularly, to a method for information processing, an apparatus, a device, a system, a

medium and a program.

BACKGROUND
[ 0003] In the Internet of Things, the cloud generally provides a unified management
platform to manage edge nodes, and manages multiple applications and/or devices through the
edge nodes to realize a nearest-end service for processing data. In related technologies, the
edge nodes need to register on the cloud before accessing the cloud, and download and install
related user software through the cloud to manage related applications and/or devices.
Therefore, there may be a phenomenon that the edge nodes need to register, download and
install related user software on the cloud one by one before accessing the cloud, which leads
to cumbersome and time-consuming process for the edge nodes to register and download

related applications on the cloud.

SUMMARY
[ 0004] Embodiments of the present disclosure provide a method for information
processing, an apparatus, a device, a system, a medium and a program, which simplify a
registration process of edge nodes of the same type on the cloud and shorten registration time
at the same time.
[ 0005] The technical solution of the present disclosure is realized as follows.

[ 0006] A method for information processing is applicable to a first edge node and



includes the following operations.

[ 0007] Attribute information of the first edge node and a number of nodes in a node
group including the first edge node are acquired, and registration request information is
generated based on the attribute information and the number of nodes. The node group
includes the first edge node and a second edge node with the same attribute information.

[ 0008] The registration request information is sent to a management platform.

[ 0009] An authentication certificate and a first installation package corresponding to
the registration request information sent by the management platform are received, and a first
application is installed based on the authentication certificate and the first installation package.
[ 0010] The second edge node is controlled to install the first application through a
remote control module in the first application.

[0011] In some embodiments of the present disclosure, the operation that the second
edge node is controlled to install the first application through the remote control module in the
first application includes the following operations.

[ 0012] Access information for accessing the second edge node is received, and an

access manner is determined based on the access information.

[ 0013] The first installation package is parsed and a second installation package is
generated.
[ 0014] The second installation package is sent to the second edge node in the access

manner through the remote control module, and the second edge node is controlled to install
the first application based on the second installation package.

[ 0015] In some embodiments of the present disclosure, after the operation that the first
application is installed based on the authentication certificate and the first installation
package, the method also includes the following operations.

[ 0016] First access information is sent to the management platform through the first
application based on an identity transport protocol, and the first access information is used for
the management platform to verify whether the first edge node is accessed normally.

[ 0017] The embodiments of the disclosure also provide a method for information
processing, which is applicable to a management platform and includes the following
operations.

[ 0018] Registration request information sent by a first edge node is received, and an
authentication certificate and a first installation package corresponding to the registration

request information are generated.



[ 0019] The authentication certificate and the first installation package are sent to the
first edge node.

[ 0020] First access information sent by the first edge node and second access
information sent by a second edge node are received. The first edge node and the second edge
node belong to the same node group, and attribute information of the first edge node and the
second edge node is the same.

[ 0021] Status information of nodes is updated in response to determining that edge
nodes in the node group are accessed normally based on the first access information and the
second access information.

[ 0022] In some embodiments of the present disclosure, the operation that the first
access information sent by the first edge node and the second access information sent by the
second edge node are received includes the following operations.

[ 0023] Based on an identity transport protocol, the first access information sent by the
first edge node through a first application on the first edge node is received.

[ 0024] Based on the identity transport protocol, the second access information sent by
the second edge node through a first application on the second edge node is received. The first
application on the first edge node has a first function and a second function, and the first
application on the second edge node has the second function.

[ 0025] In some embodiments of the present disclosure, the operation that it is
determined the edge nodes in the node group are accessed normally based on the first access
information and the second access information includes the following operations.

[ 0026] Node group information is acquired from the first access information and the
second access information.

[ 0027] It is determined that the edge nodes in the node group are accessed normally
based on the node group information.

[ 0028] In some embodiments of the present disclosure, after the status information of
the nodes is updated, the method also includes the following operations.

[ 0029] A node message queue is opened.

[ 0030] Based on the node message queue, first keep-alive information sent by the first
edge node and second keep-alive information sent by the second edge node are received
according to a first preset period.

[ 0031] The embodiments of the disclosure also provide a method for information

processing, which is applicable to a second edge node and includes the following operations.



[ 0032] Access information is sent to a first edge node.

[ 0033] Based on the access information, a second installation package sent by the first
edge node is received, and a first application is installed based on the second installation
package.

[ 0034] Second access information is sent to a management platform through the first
application based on an identity transport protocol, and the second access information is used
for the management platform to verify whether the second edge node is accessed normally.

[ 0035] The present embodiment provides a device for information processing, which
includes a first generation module, a first sending module, a first receiving module and a
control module.

[ 0036] The first generation module is configured to acquire attribute information of a
first edge node and a number of nodes in a node group including the first edge node, and
generate registration request information based on the attribute information and the number of
nodes. The node group includes the first edge node and a second edge node with the same
attribute information.

[ 0037] The first sending module is configured to send the registration request
information to a management platform.

[ 0038] The first receiving module is configured to receive an authentication certificate
and a first installation package corresponding to the registration request information sent by
the management platform, and install a first application based on the authentication certificate
and the first installation package.

[ 0039] The control module is configured to control, through a remote control module
in the first application, the second edge node to install the first application.

[ 0040] The present embodiment also provides a device for information processing,
which includes a second generation module, a second sending module, a second receiving
module and an updating module.

[ 0041] The second generation module is configured to receive registration request
information sent by a first edge node, and generate an authentication certificate and a first
installation package corresponding to the registration request information.

[ 0042] The second sending module is configured to send the authentication certificate
and the first installation package to the first edge node.

[ 0043] The second receiving module is configured to receive first access information

sent by the first edge node and second access information sent by a second edge node. The
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first edge node and the second edge node belong to the same node group, and attribute
information of the first edge node and the second edge node is the same.

[ 0044] The updating module is configured to update status information of nodes in
response to determining that edge nodes in the node group are accessed normally based on the
first access information and the second access information.

[ 0045] The present embodiment also provides a device for information processing,

which includes a third sending module and a third receiving module.

[ 0046] The third sending module is configured to send access information to a first
edge node.
[ 0047] The third receiving module is configured to receive a second installation

package sent by the first edge node based on the access information, and install a first
application based on the second installation package.

[ 0048] The third sending module is configured to send, through the first application
based on an identity transport protocol, second access information to a management platform,
and the second access information is used for the management platform to verify whether a
second edge node is accessed normally.

[ 0049] The embodiments of the present disclosure also provide a first edge node,
which includes a first processor, a first memory and a first communication bus. The first
communication bus is configured to implement communication connection between the first
processor and the first memory.

[ 0050] The first processor is configured to execute a program in the first memory to
implement any of the methods for information processing applicable to the first edge node.

[ 0051] The embodiments of the present disclosure also provide a management
platform, which includes a second processor, a second memory and a second communication
bus. The second communication bus is configured to implement communication connection
between the second processor and the second memory.

[ 0052] The second processor is configured to execute a program in the second
memory to implement any of the methods for information processing applicable to the
management platform.

[ 0053] The embodiments of the present disclosure also provide a second edge node,
which includes a third processor, a third memory and a third communication bus. The third
communication bus is configured to implement communication connection between the third

processor and the third memory



[ 0054] The third processor is configured to execute a program in the third memory to
implement any of the methods for information processing applicable to the second edge node.
[ 0055] The embodiments of the present disclosure also provide a computer-readable
storage medium, which has one or more programs that, when executed by one or more
processors, implement the above methods for information processing.

[ 0056] The embodiments of the present disclosure also provide a system for
information processing, which includes the first edge node, the management platform and the
second edge node mentioned above.

[ 0057] The embodiments of the present disclosure also provide a computer program,
which includes computer-readable codes. When the computer readable codes run in a first
edge node or a management platform or a second edge node, a processor of the first edge
node is configured to execute to implement the method for information processing applicable
to the first edge node, or a processor of the management platform is configured to execute to
implement the method for information processing applicable to the management platform, or
a processor of the second edge node is configured to execute to implement the method for
information processing applicable to the second edge node.

[ 0058] The embodiments of the present disclosure provide a method for information
processing, an apparatus, a device, a system, a medium and a program, attribute information
of a first edge node and a number of nodes in a node group including the first edge node are
acquired, and registration request information is generated based on the attribute information
and the number of nodes, where the node group includes the first edge node and a second
edge node with the same attribute information; the registration request information is sent to a
management platform; an authentication certificate and a first installation package
corresponding to the registration request information sent by the management platform are
received, and a first application is installed based on the authentication certificate and the first
installation package, where the first application on the first edge node has a first function and
a second function; the second edge node is controlled to install the first application through a
remote control module in the first application, where the first application on the second edge
node has the second function. In this way, by dividing edge nodes of the same type into a
group and performing batch registration on the management platform, instead of, as in the
related art, requiring the edge nodes to register, download and install related user software on
the cloud one by one, the registration process of edge nodes of the same type on the cloud is

simplified and registration time is also shorten.



[ 0059] In order to make the above objects, features and advantages of the present
disclosure more apparent and understood, preferred embodiments are set forth below and are

described in detail with reference to the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[ 0060] In order to more clearly illustrate the technical solutions of the embodiments of
the present disclosure, the accompanying drawings required for use in the embodiments will
be briefly introduced below. The accompanying drawings, which are incorporated in and
constitute a part of this specification, illustrate embodiments consistent with the application
and together with the specification serve to illustrate the technical solutions of the present
disclosure. It should be understood that the following accompanying drawings merely
illustrate some embodiments of the disclosure, and should not be considered to limit the
scope. Other relevant accompanying drawings may further be obtained by those of ordinary
skill in the art according to these drawings without creative work.
[ 0061] FIG. 1 is a schematic flowchart of a method for information processing
according to an embodiment of the present disclosure.
[ 0062] FIG. 2 is a schematic flowchart of another method for information processing
according to an embodiment of the present disclosure.
[ 0063] FIG. 3 is a schematic flowchart of another method for information processing
according to an embodiment of the present disclosure.
[ 0064] FIG. 4 is a schematic flowchart of another method for information processing
according to an embodiment of the present disclosure.
[ 0065] FIG. 5 is a schematic flowchart of a node group registration according to an
embodiment of the present disclosure.
[ 0066] FIG. 6 is a schematic flowchart of performing remote batch control to a second
edge node(s) by a first edge node to install a first application according to an embodiment of
the present disclosure.
[ 0067] FIG. 7 is a schematic diagram of an edge node management architecture
according to an embodiment of the present disclosure.
[ 0068] FIG. 8 is a schematic flowchart of performing access control to an edge node
according to an embodiment of the present disclosure.
[ 0069] FIG. 9 is a schematic diagram of an edge node group management architecture

according to an embodiment of the present disclosure.



[ 0070] FIG. 10 is a schematic flowchart of access of a node group with 10 edge nodes
according to an embodiment of the present disclosure.

[ 0071] FIG. 11 is a schematic diagram of access of edge nodes to a management
platform according to an embodiment of the present disclosure.

[ 0072] FIG. 12 is a schematic diagram of another access of edge nodes to a
management platform according to an embodiment of the present disclosure.

[ 0073] FIG. 13 is a schematic diagram of a message flow of an application and/or a
device after an edge node is removed according to an embodiment of the present disclosure.

[ 0074] FIG. 14 is a schematic structural diagram of a device for information
processing according to an embodiment of the present disclosure.

[ 0075] FIG. 15 is a schematic structural diagram of another device for information
processing according to an embodiment of the present disclosure.

[ 0076] FIG. 16 is a schematic structural diagram of another device for information
processing according to an embodiment of the present disclosure.

[ 0077] FIG. 17 is a schematic structural diagram of a first edge node according to an
embodiment of the present disclosure.

[ 0078] FIG. 18 is a schematic structural diagram of a management platform according
to an embodiment of the present disclosure.

[ 0079] FIG. 19 is a schematic structural diagram of a second edge node according to

an embodiment of the present disclosure.

DETAILED DESCRIPTION

[ 0080] The technical solutions in the embodiment of the present disclosure will be
clearly and completely described below with reference to the accompanying drawings in the
embodiment of the present disclosure.

[ 0081] It is to be understood that "an embodiment of the disclosure" or " the foregoing
embodiment" mentioned in the whole specification means that specific features, structures or
characteristics related to the embodiment are included in at least one embodiment of the
disclosure. Therefore, "in an embodiment" or "in the foregoing embodiment" used in the
whole specification does not always refer to the same embodiment. In addition, these specific
features, structures or characteristics may be combined in one or more embodiments freely as
appropriate. It is to be understood that, in each embodiment of the disclosure, a magnitude of

a sequence number of each process does not mean an execution sequence and the execution



sequence of each process should be determined by its function and an internal logic and
should not form any limit to an implementation process of the embodiments of the disclosure.
The sequence numbers of the embodiments of the disclosure are adopted not to represent
superiority-inferiority of the embodiments but only for description.

[ 0082] In order to understand the features and technical content of the embodiments of
the present disclosure in more detail, the implementation of the embodiments of the present
disclosure will be described in detail below in combination with the accompanying drawings.
The attached drawings are for reference only and are not intended to limit the present
disclosure.

[ 0083] The embodiments of the present disclosure provide a method for information
processing, which is applicable to a first edge node. Referring to FIG. 1, the method includes
the following operations.

[ 0084] In S101, attribute information of the first edge node and a number of nodes in a
node group including the first edge node are acquired, and registration request information is
generated based on the attribute information and the number of nodes.

[ 0085] The node group includes the first edge node and a second edge node with the
same attribute information.

[ 0086] In some embodiments of the present disclosure, the attribute information of the
first edge node may include, but is not limited to, the following information: Internet Protocol
(IP), operating system, kernel version or Central Processing Unit (CPU) of the first edge node,
and the attribute information of the first edge node may also be attribute information of a user
equipment accessed to the first edge node. The present disclosure does not limit the specific
reference to the attribute information of the first edge node.

[ 0087] In some embodiments of the present disclosure, in response to the attribute
information of the first edge node and the second edge node being the same, the first edge
node and the second edge node are classified as edge nodes of the same type, that is, they
belong to the same node group. The number of edge nodes in a node group may include at
least one.

[ 0088] In some embodiments of the present disclosure, the content of the registration
request information may include, but is not limited to, attribute information of edge nodes in
the node group and the number of edge nodes in the node group including the first edge node.
The content of the registration request information may also include the positional

relationship between edge nodes and the like.



[ 0089] In S102, the registration request information is sent to a management platform.
[ 0090] In some embodiments of the present disclosure, the management platform is
provided by a cloud associated with the first edge node and the second edge node, that is, the
cloud provides the management platform to manage the first edge node and the second edge
node. A sending manner in which the first edge node sends the registration request
information is not limited in the present disclosure. Further, the registration request
information may be displayed in the form of text, character, image and so on, and the specific
form of the registration request information is not limited in present disclosure.

[ 0091] In S103, an authentication certificate and a first installation package
corresponding to the registration request information sent by the management platform are
received, and a first application is installed based on the authentication certificate and the first
installation package.

[ 0092] In some embodiments of the present disclosure, after the first edge node sends
the registration request information representing the node group corresponding to the first
edge node, the management platform on the cloud generates the authentication certificate and
the first installation package corresponding to the registration request information. The first
installation package may be an installation package corresponding to the first edge node for
installing the first application, i.e., Agent software. In the following embodiments of the
present disclosure, the Agent software is used to refer to the first application.

[ 0093] In some embodiments of the present disclosure, the Agent software may
include, but is not limited to, the following function modules: an edge application
management module, a message processor module, a device control module and a remote
control module. The first application on the first edge node has a first function and a second
function; the first function may be a function, such as, message processing, device control and
the like, and the second function may be a function, such as, remote control and the like.

[ 0094] In S104, the second edge node is controlled to install the first application
through a remote control module in the first application.

[ 0095] In some embodiments of the present disclosure, the first edge node may
perform information interaction with the second edge node through the internally installed
first application. The first edge node may realize information interaction with the second edge
node through the remote control module of the first application; and the second edge node
installs the first application through information interaction between the first edge node and

the second edge node.
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[ 0096]In some embodiments of the present disclosure, the first application on the second
edge node is different from the first application on the first edge node in function
implementation, where the first application on the second edge node may include an edge
application management module, a message processor module, a device control module and
so on. In other words, the first application on the second edge node has the second function;
that is, the first application on the second edge node has a function, such as, edge application
management, message processing, device control and the like.

[ 0097] In the method for information processing provided by the embodiments of the
present disclosure, attribute information of a first edge node and a number of nodes in a node
group including the first edge node are acquired, and registration request information is
generated based on the attribute information and the number of nodes, where the node group
includes the first edge node and a second edge node with the same attribute information; the
registration request information is sent to a management platform; an authentication
certificate and a first installation package corresponding to the registration request
information sent by the management platform are received, and a first application is installed
based on the authentication certificate and the first installation package, where the first
application on the first edge node has a first function and a second function; and the second
edge node is controlled to install the first application through a remote control module in the
first application, where the first application on the second edge node has the second function.
In this way, by dividing edge nodes of the same type into a group and performing batch
registration on the management platform, instead of, as in the related art, requiring the edge
nodes to register, download and install related user software on the cloud one by one, the
registration process of edge nodes of the same type on the cloud is simplified and registration
time is also shorten.

[ 0098] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a method for information processing, which is applicable to a management
platform. Referring to FIG. 2, the method includes the following operations.

[ 0099] In S201, registration request information sent by a first edge node is received,
and an authentication certificate and a first installation package corresponding to the
registration request information are generated.

[ 00100] In some embodiments of the present disclosure, the management platform is
provided by a cloud that interacts information with a first edge node. The management

platform receives the registration request information sent by any edge node that needs to
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access the management platform, and receives a keep-alive message and device message sent
by any edge node after the edge node successfully registers on the management platform.

[ 00101] The management platform may generate the authentication certificate
corresponding to the registration request information through an internal certificate
management module, and the management platform may generate the first installation
package of Agent software corresponding to the registration request information through an
internal node software management module, and send the first installation package to be
downloaded to the first edge node.

[ 00102] In S202, the authentication certificate and the first installation package are sent
to the first edge node.

[ 00103] In some embodiments of the present disclosure, the management platform
sends the generated authentication certificate and first installation package through
information interaction with the first edge node.

[ 00104] In S203, first access information sent by the first edge node and second access
information sent by a second edge node are received.

[ 00105] The first edge node and the second edge node belong to the same node group,
and attribute information of the first edge node and the second edge node is the same.

[ 00106] In some embodiments of the present disclosure, the management platform
receives the first access information sent by the first edge node and the second access message
sent by the second edge node after sending the authentication certificate and the first
installation package to the first edge node.

[ 00107] The first access information is information sent by the first edge node after
successful registration on the cloud, and the management platform verifies whether the first
edge node is accessed normally to the management platform based on the first access
information. The second access information is information sent by the second edge node after
successful registration on the cloud, and the management platform verifies whether the second
edge node is accessed normally to the management platform based on the second access
information. The first access information and the second access information may include, but
are not limited to, attribute information, registration order of the corresponding first edge node
and second edge node.

[ 00108] In some embodiments of the present disclosure, the management platform may
verify the first access information and the second access information through an internal

access control module, thereby verifying whether the first edge node and the second edge
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node are accessed normally.

[ 00109] In S204, status information of nodes is updated in response to determining that
edge nodes in the node group are accessed normally based on the first access information and
the second access information.

[ 00110] In some embodiments of the present disclosure, firstly, the management
platform parses the acquired first access information and second access information through
the internal access control module to acquire a parsing result: a node group message. The
node group message may be node group information corresponding to the first edge node and
the second edge node; secondly, the management platform, through the node group
information, acquires and determines whether the number of edge nodes successfully
accessing the cloud in the node group reaches the upper limit of the access number allowed by
the corresponding node group.

[00111] In some embodiments of the present disclosure, the access control module
within the management platform determines the number of the acquired first access
information and second access information, and determines whether the number is less than or
equal to the number of nodes in the registration request information. If so, it is determined
that the node group is accessed normally to the management platform, that is, the access of
the node group belongs to legal access and successful access; otherwise, the access of the
node group belongs to illegal access, and the cloud sends an alarm to notify the corresponding
edge nodes at the same time.

[00112] In some embodiments of the present disclosure, the first access information is
access information of the first edge node successfully accessed to the management platform,
and at the same time, the second access information may be the access number of the second
edge nodes successfully accessed to the management platform, and based on the first access
information and the second access information, the management platform determines the
number of edge nodes in the node group including the first edge node successfully accessed to
the management platform, that is, the first number; then the management platform matches
the first number with the number of edge nodes in the node group including the first edge
node indicated in the registration request information sent by the first edge node, and
determines whether the node group is accessed normally based on the matching result.

[ 00113] In response to successful access of the node group corresponding to the first
edge node, the management platform updates the status information of the edge node in the

node group corresponding to the first edge node through the internal node management
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module. The status information of the node includes the corresponding node status, IP and
kernel version of the first edge node and the second edge node.

[00114] In the method for information processing provided by the embodiments of the
present disclosure, registration request information sent by a first edge node is received, and
an authentication certificate and a first installation package corresponding to the registration
request information are generated; the authentication certificate and the first installation
package are sent to the first edge node; first access information sent by the first edge node and
second access information sent by a second edge node are received, where the first edge node
and the second edge node belong to the same node group, and attribute information of the first
edge node and the second edge node is the same; and status information of nodes is updated
in response to determining that edge nodes in the node group are accessed normally based on
the first access information and the second access information. In this way, by dividing edge
nodes of the same type into a group and performing batch registration on the management
platform, instead of, as in the related art, requiring the edge nodes to register, download and
install related user software on the cloud one by one, the registration process of edge nodes of
the same type on the cloud is simplified and registration time is also shorten.

[ 00115] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a method for information processing, which is applicable to a second edge
node. Referring to FIG. 3, the method includes the following operations.

[00116] In S301, access information is sent to a first edge node.

[00117] In some embodiments of the present disclosure, the access information is
information used by the first edge node to access the second edge node.

[ 00118] In some embodiments of the present disclosure, the access information
includes an access manner in which the first edge node remotely accesses the second edge
node through an internal remote control module.

[00119] In some embodiments of the present disclosure, the first edge node stores
acquired access information of the second edge node according to a preset rule, and stores the
access information to a specific directory within the first edge node.

[ 00120] In S302, based on the access information, a second installation package sent by
the first edge node is received, and a first application is installed based on the second
installation package.

[ 00121] In some embodiments of the present disclosure, the first edge node accesses

the corresponding second edge node through the acquired access information and sends the
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second installation package for installing Agent software to the second edge node. The second
installation package is determined through parsing the first installation package by the first
edge node, and the first application on the first edge node is different from the first application
on the second edge node in function implementation.

[ 00122] In some embodiments of the present disclosure, the first application on the first
edge node and the first application on the second edge node may have different versions.

[ 00123] In S303, second access information is sent to a management platform through
the first application based on an identity transport protocol.

[ 00124] The second access information is used for the management platform to verify
whether the second edge node is accessed normally.

[ 00125] In some embodiments of the present disclosure, the second edge node sends
related information to the management platform through the installed first application.
Information indicating successful registration of the second edge node may be sent to the
management platform through the message processor in the first application.

[ 00126] The identity transport protocol may be Transport Layer Security (TLS).

[ 00127] In some embodiments of the present disclosure, the second access information
is information generated after the second edge node is successfully registered on the
management platform provided by the cloud. The management platform may use the second
access information to verify whether the second edge node is accessed normally.

[ 00128] In the method for information processing provided by the embodiments of the
present disclosure, access information is sent to a first edge node, a second installation
package sent by the first edge node is received based on the access information, and a first
application is installed based on the second installation package, and second access
information is sent to a management platform through the first application based on an
identity transport protocol, and the second access information is used for the management
platform to verify whether the second edge node is accessed normally. In this way, by
dividing edge nodes of the same type into a group and performing batch registration on the
management platform, instead of, as in the related art, requiring the edge nodes to register,
download and install related user software on the cloud one by one, the registration process of
edge nodes of the same type on the cloud is simplified and registration time is also shorten.

[ 00129] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a method for information processing. Referring to FIG. 4, the method

includes the following operations.
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[ 00130] In S401, a first edge node acquires attribute information of the first edge node
and a number of nodes in a node group including the first edge node, and generates
registration request information based on the attribute information and the number of nodes.

[ 00131] The node group includes the first edge node and one or more second edge
nodes with the same attribute information.

[ 00132] In some embodiments of the present disclosure, the number of nodes in the
node group including the first edge node may be the number of second edge nodes in the node
group counted by the first edge node plus 1; where the second edge node is any edge node
except the first edge node in the node group, and the number of the second edge nodes in the
node group may be any positive integer.

[ 00133] In S402, the first edge node sends the registration request information to a
management platform.

[ 00134] In S403, the management platform receives the registration request
information sent by the first edge node, and generates an authentication certificate and a first
installation package corresponding to the registration request information.

[ 00135] As illustrated in FIG. 5, a schematic flowchart of a node group registration is
provides. The start step is started, and the registration process is performed, which is divided
into two cases, that is, the number of edge nodes in the node group being 1 and the number
being not 1. The registration of the edge node or the edge node group is performed
correspondingly, that is, first edge node registration and node group registration illustrated in
FIG. 5. Node registration is that a node group is generated by default, and an upper limit of
the number of nodes in the node group is 1 (=1), which means that there is only one first edge
node in the node group in the embodiment of the present disclosure. The first edge node sends
the registration request information to the management platform, the management platform
generates the authentication certificate and the installation package of the first application
corresponding to the registration request information based on the registration request
information, that is, generates the certificate and Agent software, and then the management
platform sends the generated information to the first edge node to complete the registration
operations, i.e. the registration process ends.

[ 00136] In S404, the management platform sends the authentication certificate and the
first installation package to the first edge node.

[ 00137] In S405, the first edge node receives the authentication certificate and the first

installation package corresponding to the registration request information sent by the
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management platform, and installs the first application based on the authentication certificate

and the first installation package.

[ 00138] The first application on the first edge node has a first function and a second
function.

[ 00139] In S406, the second edge node sends access information to the first edge node.
[ 00140] In S407, the first edge node receives the access information for accessing the

second edge node, and determines an access manner based on the access information.

[00141] In some embodiments of the present disclosure, the first edge node may
acquire the access information for accessing the second edge node according to a prompt
collection instruction given by the management platform provided by the cloud. The prompt
collection instruction is used for prompting to collect the access information of the second
edge node.

[00142] In some embodiments of the present disclosure, the first edge node parses the
access information to acquire an access manner for accessing the second edge node. The
access manner may be a remote access manner, remote access may be realized based on a
remote connection generated by an application program within the first edge node, or may be
realized through a remote desktop connection provided by the internal system of the first edge
node, which is not limited in the present disclosure.

[ 00143] In S408, the first edge node parses the first installation package and generates
the second installation package.

[ 00144] In some embodiments of the present disclosure, an order in which the first
edge node performs the operation in S407 and the operation in S408 may be arbitrarily
changed, and the first edge node may also simultaneously perform the operations in S407 and
S408.

[ 00145] In S409, the first edge node sends the second installation package to the second
edge node in the access manner through the remote control module, and controls the second

edge node to install the first application based on the second installation package.

[ 00146] The second installation package is generated by parsing the first installation
package.
[ 00147] In some embodiments of the present disclosure, the second installation

package is generated through parsing the first installation package obtained from the
management platform by the first edge node, and the second installation package and the first

installation package are both installation packages corresponding to Agent software.
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[ 00148] In S410, the second edge node receives the second installation package sent by
the first edge node based on the access information, and installs the first application based on
the second installation package.

[ 00149] As illustrated in FIG. 6, a schematic flowchart of performing remote batch
control to a second edge node(s) by a first edge node to install a first application is provided.

[ 00150] In 1, a user or a first edge node enters remote access information of an edge
node to be installed in advance, that is, remote access information of the second edge node(s).
[ 00151] In 2, perform installation: the first edge node performs information interaction
with the second edge node(s) through the remote control module of the internal first
application; where there is at least one second edge node. It may be realized by the following
operations in 2.1 to 2.3. In 2.1, Agent software package without a remote control module is
copied to the second edge node; in 2.2, remote login is performed; in 2.3, installation is
performed. At the same time, when the node 1 control nodes 2~N to install corresponding
Agent software, the installation operations may be performed by multiple threads in parallel.

[ 00152] In S411, the first edge node sends first access information to the management
platform through the first application based on the identity transport protocol.

[ 00153] The first access information is used for the management platform to verify
whether the first edge node is accessed normally.

[ 00154] In S412, the second edge node sends second access information to the
management platform through the first application based on the identity transport protocol.

[ 00155] The second access information is used for the management platform to verify
whether the second edge node is accessed normally.

[ 00156] In some embodiments of the present disclosure, the first edge node and the
second edge node simultaneously send the corresponding first access information and second
access information to the management platform, the management platform analyzes the first
access information and the second access information through the internal access control
module to determines whether the access number of the edge nodes in the node group
corresponding to the first edge node reaches the upper limit. If not, it is determined that the
node group corresponding to the first edge node is accessed legally and successfully.

[ 00157] In some embodiments of the present disclosure, the time at which the first edge
node performs the operation in S411 may be the same as the time at which the second edge
node performs the operation in S412, or the operations in S411 and S412 may be sequentially

performed according to an order of the first edge node and the second edge node in the node
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group. The node group may arranged the first edge node and the second edge node in order
according to the physical positions of the edge nodes, and may also arranged the edge nodes
in order according to the generation time of the edge nodes.

[ 00158] In S413, the management platform receives the first access information sent by
the first edge node and the second access information sent by the second edge node.

[ 00159] The first edge node and the second edge node belong to the same node group;
and the attribute information of the first edge node and the second edge node is the same.

[ 00160] In some embodiments of the present disclosure, the operation in S413
performed by the management platform may also be implemented by the following operations
in 413a and 413b.

[ 00161] In 413a, the management platform receives the first access information sent by
the first edge node through the first application based on the identity transport protocol.

[ 00162] In 413b, the management platform receives the second access information sent
by the second edge node through the first application based on the identity transport protocol.
[ 00163] The first application on the first edge node has a first function and a second
function, and the first application on the second edge node has the second function.

[ 00164] In S414, the management platform updates status information of nodes in
response to determining that edge nodes in the node group are accessed normally based on the
first access information and the second access information.

[ 00165] In some embodiments of the present disclosure, the operation that the
management platform determines that edge nodes in the node group are accessed normally
based on the first access information and the second access information in S414 may be
implemented by the following operations in 414a to 414b.

[ 00166] In 414a, the management platform acquires node group information from the
first access information and the second access information.

[ 00167] In some embodiments of the present disclosure, the management platform
counts and acquires the node group information corresponding to the first edge node, that is,
the number of nodes corresponding to the node group information, through the internal access
control module. The number of nodes also exists in the registration request information sent
by the first edge node to the management platform.

[ 00168] In 414b, the management platform determines that the edge nodes in the node
group are accessed normally based on the node group information.

[ 00169] In some embodiments of the present disclosure, the management platform
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counts the acquired number of nodes and compares with the number of nodes in the
registration request information sent by the first edge node, to determine whether the edge
nodes in the node group are accessed normally. In response to the number of nodes counted is
less than or equal to the number of nodes in the registration request information, it is
determined that the edge nodes in the node group are accessed normally; otherwise, the access
of the edge nodes belongs to illegal access.

[ 00170] In some embodiments of the present disclosure, the management platform may
perform the following operations in S415 and S416 after performing the operation in S414.

[ 00171] In S415, the management platform opens a node message queue.

[ 00172] In some embodiments of the present disclosure, after the management platform
determines that each edge node in the node group accesses successfully based on the internal
access control module, the access control module opens the node message queue. The node
message queue is used for receiving messages reported by applications and/or devices of each
edge node that has accessed to the management platform and successfully accessed.

[ 00173] In S416, the management platform receives, based on the node message queue,
first keep-alive information sent by the first edge node and second keep-alive information sent
by the second edge node according to the first preset period.

[ 00174] In some embodiments of the present disclosure, the management platform may
open and close, based on the node message queue, the path for receiving the first keep-alive
message and the second keep-alive message according to a certain preset rule. The keep-alive
message is used for the management platform to monitor the state of the corresponding edge
nodes, and open and close the node message queue synchronously based on the keep-alive
message.

[ 00175] In some embodiments of the present disclosure, during information interaction
between the management platform and the first edge node and the second edge node, that is,
reception of the first access message, the second access message, the first keep-alive message
and the second keep-alive message may be encrypted and authenticated by TLS.

[ 00176] As illustrated in FIG. 7, a schematic diagram of an edge node management
architecture is provided. The edge nodes are connected with the cloud management, that is,
the cloud is connected with the edge in FIG. 7. The cloud management is the management
platform; the device terminal is edge node access devices, which may include, but are not
limited to, terminals associated with industrial manufacturing, security monitoring, smart

homes, Augmented Reality (AR)/Virtual Reality (VR) terminals, mobile terminals and the
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like, as illustrated in FIG. 7; at the same time, the edge nodes manage the devices accessed to
the edge nodes through internal edge applications, and the cloud implements the unified
management of the edge nodes on the cloud through the cloud management platform.

[ 00177] As illustrated in FIG. 8, a schematic flowchart of performing access control to
an edge node is provided. The start step is performed. The management platform receives a
node message sent by an edge node, that is, receiving information; determines whether the
node message is a keep-alive message, if so, receives the node keep-alive message, and
determines whether the node keep-alive message is timed out; if the keep-alive message is
timed out, updates the node state corresponding to the edge node to be offline, and does not
count the edge node to the number of accessed nodes in the node group in such case; if the
keep-alive message is not timed out, performs the corresponding operation normally, such as,
opening the corresponding information channel, to open the node keep-alive message to
monitor the channel, and ends the operation. If the node message is not a keep-alive message,
the management platform determines whether the message contains node group information,
if so, receives the message and determines whether the number of accessed nodes in the node
group reaches the upper limit based on the internal access control module; if the number of
accessed nodes in the node group reaches the upper limit, generates alarm information and
notifies the user, that is, the corresponding edge node; if not, that is, the number of accessed
nodes in the node group does not reach the upper limit, notifies the node management module
to perform: 1) updating the number of accessed nodes in the node group; 2) updating the edge
node information, that is, IP, kernel version, status information corresponding to the edge
nodes, then opens the node message queue and receives the edge application and/or device
message corresponding to the edge node, and then opens the node keep-alive message to
monitor the channel and ends the operation.

[ 00178] Description of the same operations and contents in the present embodiment as
those in other embodiments may refer to the descriptions in other embodiments.

[ 00179] According to the method for information processing provided by the
embodiments of the application, edge nodes of the same type are divided into a group and
registered in batches on the management platform, and meanwhile, encryption authentication
is performed and the number of nodes in the node group is determined when the management
platform performs interact information with the edge nodes. In this way, the registration
process of edge nodes of the same type on the cloud is simplified, registration time is shorten,

and security of management of edge nodes by the cloud may be improved.

21



[ 00180] As illustrated in FIG. 9, a schematic diagram of an edge node group
management architecture is provided. The device terminal includes: terminals associated with
industrial manufacturing, security monitoring and smart homes, AR/VR terminals and mobile
terminals. The edge terminal, that is, the first edge node, includes an original edge application
and Agent software downloaded from the management platform. The Agent software includes
an edge application management, message processor, device control, remote control and other
modules. The edge application management is to interact with the original edge application to
manage the edge application and/or edge device. The message processor is used for the edge
application management and the device control to exchange information. The device control
is used for managing user equipment of the device terminal accessed to the first edge node,
and performing information interaction with the message processor. The remote control is
used for controlling the second edge node to remotely install the corresponding Agent
software, which may be operated by the user or automatically controlled by the device.

[ 00181] The cloud management platform on the cloud has node management,
certificate management, node software management, edge application/device management,
access control, message processor, node message queue and other modules. The message
processor in the cloud management interacts information with the message processor within
the edge node through TLS encryption, and at the same time, the message processor forwards
the node access message and the keep-alive message sent by the edge node, and reports and
issues data of the application and/or device corresponding to the edge node. The data of the
edge application and/or device may be sent from the edge node to the cloud management, that
is, the management platform, only after the edge node successfully accesses to the
management platform and the node message queue is opened by the access control module;
the access control module determines whether the edge node is allowed to access according to
the node access message, i.e., the node group message carried in the reported access message,
to ensure the access security of the cloud. At the same time, the access control module
determines whether to open the node message queue according to the node state within the
keep-alive message sent by the edge node, the node message queue is not opened when the
edge node is not accessed to the cloud, and the cloud management, that is, the management
platform, does not process the data reported by the application and/or device associated with
the edge node, so as to ensure that the cloud management capability is merely provided to the
edge nodes that have been accessed to the cloud management platform. The cloud

management provides a unified download platform of a node software (i.e., the Agent
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software) for edge nodes through node management, certificate management and node
software management, as well as life cycle management for edge nodes and the node group
and state management for all edge nodes corresponding to the node group, so as to realize the
node group registration function, that is, node activation. At the same time, based on the
access control module, the shunt of the edge node registration message and keep-alive
message of the edge node with the application data corresponding to the user equipment
controlled by the node may be realized. In addition, the operations of node group registration,
software installation, software download, remote installation, and certificate/software
generation may be implemented by user operations in FIG. 9.

[ 00182] FIG. 10 is a schematic flowchart of access of a node group with 10 edge nodes
according to the present disclosure. Taking management of 10 edge nodes with community
enterprise operating system 7 and CPU type x86_64 as an example, the first edge node
performs the start operation and the operation of registering node groups (one node group
only needs to be registered once). The node group registration is performed in the
management platform on the cloud illustrated in FIG. 9, the corresponding Agent software is
downloaded, the first edge node is selected to install the Agent software, the remote control
module of the first edge node enters the access manner for other second edge nodes, and starts
the remote control module to remotely install the remaining 9 second edge nodes, that is,
completing the registration process, which may be performed simultaneously and processed
concurrently. The first edge node and the second edge nodes send access information to the
cloud after completing the download of the Agent software, to activate the first edge node and
the second edge nodes, thereby completing the access process of the edge node group.

[ 00183] FIG. 11 is a schematic diagram of access of edge nodes to a management
platform according to an embodiment of the present disclosure. If the maximum number of
nodes in node group A is 10, and 9 edge nodes in the node group have been successfully
accessed, that is, the first edge node Al to the second edge node A9 have been accessed to the
cloud, in such case, execution of the node access operation will have the following results:
when the user manually installs the Agent software on his node, the second edge node may be
successfully accessed, that is, the second edge node A10 successfully accesses to the cloud.
[00184] FIG. 12 is a schematic diagram of another access of edge nodes to a
management platform according to an embodiment of the present disclosure. When the user
installs another two second edge nodes in batches through the remote control module of the

existing edge nodes, only one second edge node may successfully access to the management
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platform, and the other second edge node cannot successfully access because it exceeds the
maximum number of management nodes of the node group, and the user may receive an
alarm notification that cannot be successfully accessed.

[ 00185] FIG. 13 is a schematic diagram of a message flow of an application and/or
device after an edge node is removed according to an embodiment of the present disclosure. If
the maximum number of nodes in the node group A is 10, and one first edge node and 9
second edge nodes in the node group have been successfully accessed, one second node A10
is disconnected from the network, and removed from the cloud so that the cloud no longer
manages A10; and then another second edge node Al1 is accessed to the cloud, that is, the
management platform, and in such case, the number of nodes has reached the upper limit. If
the network of the second edge node A10 is restored under the above conditions, the data
reported by the application or device in the second edge node A10 will not be processed by
the cloud, because the second edge node A10 has been removed from the cloud, the
corresponding node message queue is closed, and the data reported by the corresponding
application or device will be discarded after passing through the message processor since
there is no corresponding node message queue.

[ 00186] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a device for information processing 14. As illustrated in FIG. 14, a
schematic structural diagram of a device for information processing according to an
embodiment of the present disclosure is illustrated, and the device for information processing
14 includes a first generation module 1401, a first sending module 1402, a first receiving
module 1403 and a control module 1404.

[ 00187] The first generation module 1401 is configured to acquire attribute information
of a first edge node and a number of nodes in a node group where the first edge node is
located, and generate registration request information based on the attribute information and
the number of nodes. The node group includes the first edge node and a second edge node
with the same attribute information.

[ 00188] The first sending module 1402 is configured to send the registration request
information to a management platform.

[ 00189] The first receiving module 1403 is configured to receive an authentication
certificate and a first installation package corresponding to the registration request
information sent by the management platform, and install a first application based on the

authentication certificate and the first installation package.
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[ 00190] The control module 1404 is configured to control, through a remote control
module in the first application, the second edge node to install the first application.

[ 00191] In some embodiments of the present disclosure, the control module 1404 is
configured to receive access information for accessing the second edge node and determine an
access manner based on the access information; parse the first installation package and
generate a second installation package; sent the second installation package to the second
edge node in the access manner through the remote control module, and control the second
edge node to install the first application based on the second installation package.

[ 00192] In some embodiments of the present disclosure, the first sending module 1402
is configured to send first access information to the management platform through the first
application based on an identity transport protocol. The first access information is used for the
management platform to verify whether the first edge node is accessed normally.

[ 00193] The embodiments of the present disclosure provide a device for information
processing 15. As illustrated in FIG. 15, a schematic structural diagram of a device for
information processing according to an embodiment of the present disclosure is illustrated.
The device for information processing 15 includes a second generation module 1501, a
second sending module 1502, a second receiving module 1503 and an updating module 1504.
[ 00194] The second generation module 1501 is configured to receive registration
request information sent by a first edge node, and generate an authentication certificate and a
first installation package corresponding to the registration request information.

[ 00195] The second sending module 1502 is configured to send the authentication
certificate and the first installation package to the first edge node.

[ 00196] The second receiving module 1503 is configured to receive first access
information sent by the first edge node and second access information sent by a second edge
node. The first edge node and the second edge node belong to the same node group, and
attribute information of the first edge node and the second edge node is the same.

[ 00197] The updating module 1504 is configured to update status information of nodes
in response to determining that edge nodes in the node group are accessed normally based on
the first access information and the second access information.

[ 00198] In some embodiments of the present disclosure, the second receiving module
1503 is configured to receive, based on an identity transport protocol, the first access
information sent by the first edge node through a first application on the first edge node; and

receive, based on the identity transport protocol, the second access information sent by the
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second edge node through a first application on the second edge node. The first application on
the first edge node has a first function and a second function, and the first application on the
second edge node has the second function.

[ 00199] In some embodiments of the present disclosure, the device for information
processing 15 also includes a determination module. The determination module is configured
to acquire node group information from the first access information and the second access
information; and determine that the edge nodes in the node group are accessed normally based
on the node group information.

[ 00200] In some embodiments of the present disclosure, the device for information
processing 15 also includes an opening module. The opening module is configured to open a
node message queue; and receive, based on the node message queue, first keep-alive
information sent by the first edge node and second keep-alive information sent by the second
edge node according to a first preset period.

[ 00201] The embodiments of the present disclosure also provide a device for
information processing 16. As illustrated in FIG. 16, a schematic structural diagram of a
device for information processing according to an embodiment of the present disclosure is
illustrated. The device for information processing 16 includes a third sending module 1601
and a third receiving module 1602.

[ 00202] The third sending module 1601 is configured to send access information to a
first edge node.

[ 00203] The third receiving module 1602 is configured to receive a second installation
package sent by the first edge node based on the access information, and install a first
application based on the second installation package.

[ 00204] The third sending module 1601 is configured to send, through the first
application based on an identity transport protocol, second access information to a
management platform. The second access information is used for the management platform to
verify whether a second edge node is accessed normally.

[ 00205] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a first edge node 170, which may be applicable to the method for
information processing provided by the embodiments corresponding to FIG. 1 and FIG. 4.
Referring to FIG. 14, the first edge node 17 may include a first processor 1701, a first
memory 1702 and a first communication bus 1703.

[ 00206] The first communication bus 1703 is configured to realize communication
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connection between the first processor 1701 and the first memory 1702.

[ 00207] The first processor 1701 is configured to execute an information processing
program stored in the first memory 1702 to implement the following operations.

[ 00208] Attribute information of the first edge node and a number of nodes in a node
group including the first edge node are acquired, and registration request information is
generated based on the attribute information and the number of nodes. The node group
includes the first edge node and a second edge node with the same attribute information.

[ 00209] The registration request information is sent to a management platform.

[ 00210] An authentication certificate and a first installation package corresponding to
the registration request information sent by the management platform are received, and a first
application is installed based on the authentication certificate and the first installation package.
[ 00211] The second edge node is controlled to install the first application through a
remote control module in the first application.

[ 00212] In some embodiments of the present disclosure, when the first processor 1701
is configured to execute the program stored in the first memory 1702 to control the second
edge node to install the first application through the remote control module in the first
application, the first processor 1701 may implement the following operations. Access
information for accessing the second edge node is received, and an access manner is
determined based on the access information; the first installation package is parsed and a
second installation package is generated; the second installation package is sent to the second
edge node in the access manner through the remote control module, and the second edge node
is controlled to install the first application based on the second installation package. The
second installation package is generated by parsing the first installation package.

[ 00213] In some embodiments of the present disclosure, after the first processor 1701 is
configured to execute the program stored in the first memory 1702 to install the first
application based on the authentication certificate and the first installation package, the first
processor 1701 may implement the following operations. First access information is sent to
the management platform through the first application based on an identity transport protocol,
and the first access information is used for the management platform to verify whether the
first edge node is accessed normally.

[ 00214] The specific implementation process of the operations performed by the first
processor in the present embodiment may refer to the implementation process in the method

for information processing provided by the corresponding embodiments of FIG. 1 or FIG. 4.
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[ 00215] Based on the foregoing embodiments, the embodiments of the present
disclosure provides a management platform 180, which may be applicable to the method for
information processing provided by the corresponding embodiments of FIG. 2 and FIG. 4.
Referring to FIG. 18, the management platform 180 may include a second processor 1801, a
second memory 1802 and a second communication bus 1803.

[ 00216] The second communication bus 1803 is configured to realize communication
connection between the second processor 1801 and the second memory 1802.

[ 00217] The second processor 1801 is configured to execute an information processing
program stored in the second memory 1802 to implement the following operations.

[ 00218] Registration request information sent by a first edge node is received, and an
authentication certificate and a first installation package corresponding to the registration
request information are generated.

[ 00219] The authentication certificate and the first installation package are sent to the
first edge node.

[ 00220] First access information sent by the first edge node and second access
information sent by a second edge node are received. The first edge node and the second edge
node belong to the same node group, and attribute information of the first edge node and the
second edge node is the same.

[ 00221] Status information of nodes is updated in response to determining that edge
nodes in the node group are accessed normally based on the first access information and the
second access information.

[ 00222] In some embodiments of the present disclosure, the second processor 1801 is
configured to execute the information processing program stored in the second memory 1802
to receive first access information sent by the first edge node and second access information
sent by the second edge node, the second processor 1801 may implement the following
operations. Based on an identity transport protocol, the first access information sent by the
first edge node through a first application on the first edge node is received. Based on the
identity transport protocol, the second access information sent by the second edge node
through a first application on the second edge node is received. The first application on the
first edge node has a first function and a second function, and the first application on the
second edge node has the second function.

[ 00223] In some embodiments of the present disclosure, the second processor 1801 is

configured to execute the information processing program stored in the second memory 1802
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to determine that edge nodes in the node group are accessed normally based on the first access
information and the second access information, the second processor 1801 may implement the
following operations. Node group information is acquired from the first access information
and the second access information. It is determined that the edge nodes in the node group are
accessed normally based on the node group information.

[ 00224] In some embodiments of the present disclosure, after the second processor
1801 is configured to execute the information processing program stored in the second
memory 1802 to update the status information of the nodes, the second processor 1801 may
implement the following operations. A node message queue is opened. Based on the node
message queue, first keep-alive information sent by the first edge node and second keep-alive
information sent by the second edge node are received according to a first preset period.

[ 00225] The specific implementation process of the operations performed by the
second processor in the present embodiment may refer to the implementation process in the
method for information processing provided by the corresponding embodiments of FIG. 2 or
FIG. 4.

[ 00226] Based on the foregoing embodiments, the embodiments of the present
disclosure provides a second edge node 190, which may be applicable to the method for
information processing provided by the corresponding embodiments of FIG. 3 and FIG. 4.
Referring to FIG. 19, the second edge node 190 may include a third processor 1901, a third
memory 1902 and a third communication bus 1903.

[ 00227] The third communication bus 1903 is configured to realize communication
connection between the third processor 1901 and the third memory 1902.

[ 00228] The third processor 1901 is configured to execute an information processing
program stored in the third memory 1902 to implement the following operations.

[ 00229] Access information is sent to a first edge node.

[ 00230] Based on the access information, a second installation package sent by the first
edge node is received, and a first application is installed based on the second installation
package.

[ 00231] Second access information is sent to a management platform through the first
application based on an identity transport protocol, and the second access information is used
for the management platform to verify whether the second edge node is accessed normally.

[ 00232] The specific implementation process of the operations performed by the third

processor in the present embodiment may refer to the implementation process in the method
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for information processing provided by the corresponding embodiments of FIG. 3 or FIG. 4.

[ 00233] According to the first edge node, the management platform and the second
edge node provided by the embodiments of the present disclosure, edge nodes of the same
type are divided into a group and registered in batches on the management platform, and
meanwhile, encryption authentication is performed and the number of nodes in the node
group is determined when the management platform performs interact information with the
edge nodes. In this way, the registration process of edge nodes of the same type on the cloud
is simplified, registration time is shorten, and security of management of edge nodes by the
cloud may be improved.

[ 00234] Based on the foregoing embodiments, the embodiments of the present
disclosure provide a system for information processing, which includes first edge node, the
management platform and the second edge node as provided in the foregoing embodiments.

[ 00235] The embodiments of the present disclosure also provide a computer-readable
storage medium, which has stored one or more computer programs thereon that, when run by
one or more processors, execute the methods for information processing in the foregoing
embodiments. The storage medium may be a volatile or non-volatile computer-readable
storage medium.

[ 00236] The embodiments of the present disclosure also provide a computer program,
which includes computer-readable codes. When the computer readable codes run in a first
edge node or a management platform or a second edge node, a processor of the first edge
node is configured to execute to realize the method for information processing applicable to
the first edge node, or a processor of the management platform is configured to execute to
realize the method for information processing applicable to the management platform, or a
processor of the second edge node is configured to execute to realize the method for
information processing applicable to the second edge node.

[ 00237] Those skilled in the art will appreciate that embodiments of the present
disclosure may be provided as methods, systems or computer program products. Therefore,
the present disclosure may take the form of a hardware embodiment, a software embodiment
or an embodiment combining software and hardware aspects. Further, the present disclosure
may take the form of a computer program product implemented on one or more computer
available storage media (including, but not limited to, disk storage and optical storage)
including computer-available program code therein.

[ 00238] The disclosure is described with reference to the flowcharts and/or block
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diagrams of the method, the device (system), and the computer program product according to
the embodiments of the disclosure. It should be understood that, each process and/or block in
the flowchart and/or block diagram and the combination of processes and/or blocks in the
flowchart and/or block diagram may be implemented by a computer program instruction.
These computer program instructions may be provided for a processor of a general-purpose
computer, a special-purpose computer, an embedded processor or other programmable data
processing devices to generate a machine, so that a device for realizing the functions specified
in one or more processes of the flowchart and/or one or more blocks of the block diagram is
generated through the instruction executed by a processor of a computer or other
programmable data processing devices.

[ 00239] These computer program instructions may also be stored in the computer-
readable storage medium capable of guiding the computer or other programmable data
processing devices to operate in a particular way, so that the instructions stored in the
computer-readable storage medium generate a product including an instruction device. The
instruction device implements the specified functions in one or more flows of the flowchart
and/or one or more blocks of the block diagram.

[ 00240] These computer program instructions may also be loaded on the computer or
other programmable data processing devices, so that a series of operations are executed on the
computer or other programmable devices to generate the computer-implemented processing,
and the instructions executed on the computer or other programmable devices provide the
operations for implementing the specified functions in one or more flows of the flowchart
and/or one or more blocks of the block diagram.

[ 00241] The above is only preferred embodiments of the present disclosure and is not

intended to limit the scope of protection of the present disclosure.

INDUSTRIAL PRACTICALITY
[ 00242] The embodiments of the present disclosure disclose a method for information
processing, an apparatus, a device, a medium and a program. The information processing
method is applicable to a first edge node, and includes the following operations. Attribute
information of the first edge node and a number of nodes in a node group including the first
edge node are acquired, and registration request information is generated based on the
attribute information and the number of nodes, where the node group includes the first edge

node and a second edge node with the same attribute information; the registration request
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information is sent to a management platform; an authentication certificate and a first
installation package corresponding to the registration request information sent by the
management platform are received, and a first application is installed based on the
authentication certificate and the first installation package; and the second edge node is
controlled to install the first application through a remote control module in the first

application.
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CLAIMS

1. A method for information processing, applicable to a first edge node and comprising:

acquiring attribute information of the first edge node and a number of nodes in a node
group comprising the first edge node, and generating registration request information based
on the attribute information and the number of nodes, wherein the node group comprises the
first edge node and a second edge node with the same attribute information;

sending the registration request information to a management platform;

receiving an authentication certificate and a first installation package corresponding to
the registration request information from the management platform, and installing a first
application based on the authentication certificate and the first installation package; and

controlling, through a remote control module in the first application, the second edge

node to install the first application.

2. The method of claim 1, wherein controlling, through the remote control module in the first
application, the second edge node to install the first application comprises:

receiving access information for accessing the second edge node, and determining an
access manner based on the access information;

parsing the first installation package and generating a second installation package;

sending, through the remote control module, the second installation package to the
second edge node in the access manner, and controlling the second edge node to install the

first application based on the second installation package.

3. The method of claim 1, wherein after the first application is installed based on the

authentication certificate and the first installation package, the method further comprises:
sending, through the first application based on an identity transport protocol, first

access information to the management platform, wherein the first access information is used

for the management platform to verify whether the first edge node is accessed normally.
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4. A method for information processing, applicable to a management platform and comprising:

receiving registration request information sent by a first edge node, and generating an
authentication certificate and a first installation package corresponding to the registration
request information;

sending the authentication certificate and the first installation package to the first edge
node;

receiving first access information sent by the first edge node and second access
information sent by a second edge node, wherein the first edge node and the second edge
node belong to the same node group, and attribute information of the first edge node and the
second edge node is the same; and

updating status information of nodes in response to determining that edge nodes in the
node group are accessed normally based on the first access information and the second access

information.

5. The method of claim 4, wherein receiving the first access information sent by the first edge
node and the second access information sent by the second edge node comprises:

receiving, based on an identity transport protocol, the first access information sent by
the first edge node through a first application on the first edge node; and

receiving, based on the identity transport protocol, the second access information sent
by the second edge node through a first application on the second edge node;

wherein the first application on the first edge node has a first function and a second

function, and the first application on the second edge node has the second function.

6. The method of claim 4, wherein determining that the edge nodes in the node group are
accessed normally based on the first access information and the second access information
comprises:

acquiring node group information from the first access information and the second
access information; and

determining, based on the node group information, that the edge nodes in the node
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group are accessed normally.

7. The method of claim 4, wherein after the status information of the nodes is updated, the
method further comprises:

opening a node message queue; and

receiving, based on the node message queue, first keep-alive information sent by the
first edge node and second keep-alive information sent by the second edge node according to

a first preset period.

8. A method for information processing, applicable to a second edge node and comprising:
sending access information to a first edge node;
receiving, based on the access information, a second installation package sent by the
first edge node, and installing a first application based on the second installation package; and
sending, through the first application based on an identity transport protocol, second
access information to a management platform, wherein the second access information is used

for the management platform to verify whether the second edge node is accessed normally.

9. A device for information processing, comprising:

a first generation module, configured to acquire attribute information of a first edge
node and a number of nodes in a node group comprising the first edge node, and generate
registration request information based on the attribute information and the number of nodes,
wherein the node group comprises the first edge node and a second edge node with the same
attribute information;

a first sending module, configured to send the registration request information to a
management platform;

a first receiving module, configured to receive an authentication certificate and a first
installation package corresponding to the registration request information sent by the
management platform, and install a first application based on the authentication certificate and

the first installation package; and
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a control module, configured to control, through a remote control module in the first

application, the second edge node to install the first application.

10. A device for information processing, comprising:

a second generation module, configured to receive registration request information
sent by a first edge node, and generate an authentication certificate and a first installation
package corresponding to the registration request information;

a second sending module, configured to send the authentication certificate and the first
installation package to the first edge node;

a second receiving module, configured to receive first access information sent by the
first edge node and second access information sent by a second edge node, wherein the first
edge node and the second edge node belong to the same node group, and attribute information
of the first edge node and the second edge node is the same; and

an updating module, configured to update status information of nodes in response to
determining that edge nodes in the node group are accessed normally based on the first access

information and the second access information.

11. A device for information processing, comprising:

a third sending module, configured to send access information to a first edge node;
and

a third receiving module, configured to receive, based on the access information, a
second installation package sent by the first edge node, and install a first application based on
the second installation package;

wherein the third sending module is configured to send, through the first application
based on an identity transport protocol, second access information to a management platform,
the second access information being used for the management platform to verify whether a

second edge node is accessed normally.

12. A first edge node, comprising: a first processor, a first memory and a first communication
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bus; wherein the first communication bus is configured to implement communication
connection between the first processor and the first memory; and
the first processor is configured to execute a program in the first memory to

implement the method for information processing of any one of claims 1 to 3.

13. A management platform, comprising: a second processor, a second memory and a second
communication bus; wherein the second communication bus is configured to implement
communication connection between the second processor and the second memory; and

the second processor is configured to execute a program in the second memory to

implement the method for information processing of any one of claims 4 to 7.

14. A second edge node, comprising: a third processor, a third memory and a third
communication bus; wherein the third communication bus is configured to implement
communication connection between the third processor and the third memory; and

the third processor is configured to execute a program in the third memory to

implement the method for information processing of claim 8.

15. A computer-readable storage medium, having stored one or more programs thereon that,
when executed by one or more processors, implement the method for information processing
of any one of claims 1 to 3, the method for information processing of any one of claims 4 to 7

and the method for information processing of claim 8.

16. A system for information processing, comprising: the first edge node of claim 12, the

management platform of claim 13, and the second edge node of claim 14.

17. A computer program, comprising computer-readable codes, wherein when the computer
readable codes run in a first edge node or a management platform or a second edge node, a
processor of the first edge node is configured to execute to implement the method for

information processing of any one of claims 1 to 3, or a processor of the management
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platform is configured to execute to implement the method for information processing of any
one of claims 4 to 7, or a processor of the second edge node is configured to execute to

implement the method for information processing of claim 8.
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