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Receive a smart contract invocation transaction, where

the smart contract invocation transaction carries an encrypted
to-be-authenticated user element that is provided by a user
client and that is used to determine authenticity of a user

identity
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In response to the smart contract invocation transaction,
invoke encryption conversion logic in a smart contract, decrypt
the encrypted to-be-authenticated user element in a trusted
computing environment on a node device, and further perform
secondary encryption processing on a decrypted to-be-
authenticated user element, where a decryption key
corresponding to the secondary encryption processing is
maintained by a user element authentication authority, so that
the user element authentication authority obtains a to-be-
authenticated user element obtained after secondary encryption
processing, decrypts the to-be-authenticated user element
based on the decryption key, and performs user element
authentication based on the decrypted to-be-authenticated user
element

v

Obtain an authentication result submitted by the user

element authentication authority to the smart contract for the

to-be-authenticated user element, and store the authentication

authentication result user connected to the blockchain obtains
the authentication result from the distributed ledger of the
blockchain, and determines, based on the authentication result,

authenticity of a user identity provided by the user client
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