SYSTEM AND METHOD FOR NETWORK- BASED OBJECT AUTHENTI CATI ON  CROSS- REFERENCE
TO RELATED APPLI CATI ONS [0001] This application is a continuation-in-part
of U S. Application No. 11/068,350, filed February 28, 2005, which clains
priority to U S. Provisional Application No. 60/565,300, filed April 26,
2004, both of which are incorporated herein by reference in their entirety.
The applicationis also related to U S Application No. 10/847,962 (' 962
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{0004] One approach to the formation of a latent image is to optically encode the image so
that, when printed, the image can be viewed only through the use of a corresponding decoding
device. Such images may be used on virtually any form of printed document inclading legal
documents, identiﬁcation cards and papers, labels, currency, stamps, etc. They may also b_e.

applied to goods or packaging for goods subject to counterfeiting.

[0005] - Objects to which an encoded image is applied may be authenticated by decoding the
encoded image and comparing the decoded image to an expected authentication image. The
authent_iication image may include information specific to the object being éuthenticatedor
information relating to a group of similar objects (e.g., products produced by a particular
manufacturer or facility). Production and applicétion' of encoded images may be controlled so
that they cannot easily be duplicated. Further, the encoded image may be configured so that-

tampering with the information on the document or label is readily apparent.




[ 0006] Authentication of docunents and other objects "in the field" has
typically required the use of hardware decoders such as lenticular or
mcro-array |lenses that optically decode the encoded inages. These | enses
must have optical characteristics that correspond to the paraneters used
to encode and apply the authentication i mage and nust be properly oriented
in order for the user to decode and view the image. [0007] Because they
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[0009] An aspect of the invention provides a method for determining whether an object is an

aathentic object to which an expected encoded image has been applied. The expected encoded
image having been constructed by encoding an authentication image using a set of one or more
encoding parameters. The method comprises receiving a digital image of at least a portion of the
test object including a target area where the expected encoded image -would be applied if the test
object is an authentic object. The method further compiises determining the one or more
encoding parameters and applying a digital decoding algorithm to the captured digital image to
establish a decoding result. The decoding result may then be compared to bbject-authentication
criteria to establish an authentication result. In particular embodiments of the invention, the
actions of receiving, determining, applying and comparing are carried out by an authentication

server and the digital image is received from an inspection processor over a network.




2 BRI EF DESCRI PTI ON OF THE DRAW NGS [00010] The invention can be nore fully
understood by reading the follow ng detailed description together with the
acconpanyi ng drawings, in which |ike reference indicators are used to
designate |like elenents, and in which: [00011] Figure 1 is an illustration
of the use of an optical decoder to decode a printed encoded i mage;

[00012] Figure 2 is a flowhart of a nethod of authenticating an object
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be usedisi enbodi nents of -the invention; and [00018] Figure 8 is a flow

-di agram of a networ k-based nmethod of providing an interactive  inmage
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{00015] Figure 5 is a schematic representation of a digital decod.iﬁg systern that maj be used

in embodiments of the invention;

[00016] Figure 6 is a schematic representation of a network-based decoding s'ystem_that,may

be used in embodiments of the invention;

[60617] Figure 7 is a schematic representation of a network-based decoding system that may

be used in embodiments of the invention; and

[00018] Figure 8 is a flow diagram of a network-based method of providing én interactive

image decoding service to a user.

DETAILED DESCRIPTION OF THE INVENTION

[00019] The present invention provides systems and methods for authenticating documents,
commercial products and other ohjects using optically decodable encoded images. The methods
of the invention provide for digitally éapturing an encoded image applied to the object to be
authenticated. This may be done using a scanner or other imaging device to produce a captured
digital image. A data processor equipped with a digital decoder may then be used to identify and

decode the encoded image from the captured digital imnage and to extract indicia and/or




Il information fromthe decoded result. The extracted indicia and/or
informati on may then be used to authenticate the object or docunent to
whi ch the encoded i mage was applied. In sone enbodinments, the decoded

i mge need never be viewed by a human being. In sonme enbodinents, the
encoded i mage may be captured by an on-site inspector who transmts the
captured inege to a separate processor (or series of processors) where the
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advantage of the ability of certain types of lenses (e.g., a lenticular lens) to sample image content
based on their optical characteristics. For example, a lenticular lens can be used fo sample and
magnify image content based on the lenticule frequency of the lens. The images used are
typically encoded by one of several methods that involve establishing a regularizéd periodic
pattern having a frequency corresponding to that of the Jenticular lens to be used as a decoder,
then introducing distortions of the pattern that corresponds to the content of the image being
encoded. These distortions may be made so small as to render the image difficult or impossible
to discern.from the regularized pattern with the naked eye. Encoded images of this type can be
produced in an analog fashion using specialized photographic equipment as disclosed in U.S.
Patent No. 3,937,565 or digitally as is disclosed in U.S. Patent 5,708,717 (“717 P_atent), both of

which are incorporated herein by reference in their entirety.




Patent No. 3,937,565 or digitally as is disclosed in U S. Patent 5,708,717
('717 Patent), both of which are incorporated herein by reference in their
entirety. 4 [00022] Digitally encoded i mages can be enbedded into a
background or into other images so that the nere presence of the encoded
image is difficult to discern. Wth reference to Figure 1, an encoded
image 10 may be established using a primary or source inmage 20 and a
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seconnggeelgﬂéégg%g%g&gg&@g%glgﬁgg(g&v?ﬁ@g&dt@ e %F@ﬁ?@?&fﬁ% Péefg%'f&-t he decodi ng
devi cenBelding rogy herreednpiished fiesuglet ay iy teghadarywinegr is ewpduiasitas the
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encodi ng paraneter t i s establrshed prior to Enbeddi ng

t he sdeoprfdryye] fagreodqiopezsi0 2T the corcherisgtapgn. aitkerpxpmple sbEigwrddrthe i mage i s

enbedded iRk dREAGE 2 Workddntal Sl ABA YertidNBRAE3 £ 24 tREedbiidgth1B4Qs { Wo general
approaches. In the first approach, a regularized periodic behavior is
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pr edet er mi ned fr,eqjuen%y. The secondary inmege is then mapped -to the primary
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at | ok iseRshIBRdEisPORAEJIthel6d tHingen: hethRneandary i mage that include

i mge ~content. The alterations are small enough that they are difficult
for theohtimaTheyehdd beivededrim secondary image is embedded or merged with the primary

image can be divided into two general approaches. In the first approach, a regularized periodic
behavior is imposed on the primary image using a predetermined frequency. This is primarily

_ accomplished by rasterizing the primary image at the predeteri:n_ined frequency,. The secondary
image is then mapped to the primary image so that the regularized behavior of the primary image
can be altered at locations corresponding to those in the secondary image that include image
cqntent. The alterations are small enqugh that they are difficult for the humén eye to discern.
However, when a lenticular lens having a frequency corresponding to the predetermined
frééuency is placed over the primary image, it will sample the primary image content in such a

way that the alterations are brought out to form the latent secondary mage.




However, when a lenticular |ens having a frequency corresponding to the
predeterm ned frequency is placed over the primary imge, it wll sanple
the primary imge content in such a way that the alterations are brought
out to formthe latent secondary inage. 5 [00024] In the second approach,
the regul arized periodic behavior is first inposed on the secondary inmge
rather than the primary image, with alterations in that behavior occurring
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dec Odffé unﬁ%f %V}!ﬁét%]e%nv%ﬁfetd\é@ﬁ@onp%ﬁ%guﬁ&' §$nol?1§: %Hélflérﬁl Fed accordi ng
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of encoding parameters. The deviations are made agpparent through the use of a decoder having

" characteristics that correspond o one or more of the encoding parametérs. For éxamplt_e_, one of
the encoding parameters may be the frequency of the regular periodic behavior. The decoder
(whether hardware or software-based) must be configured acc;)rding to that frequency. For
example, in the case of a lenticular lens, the lens frequency is established so that the frequency of
the regular periodic behavior is equal to the lens ﬁe@uency or an even multiple of the lens
ﬁ:equehcy; The lenticular lens may then act as a content sampler/magnifier that emphasizes the

deviations from the regularized behavior and assembles them into the secondary image.-

[00027] A lenticular lens can be used to decode both visible encoded images whose content
- has been systeratically scrambled and encoded images embedded into a primary image or -

background. As described in U.S. Patent Application No. [1/068,350, ("350 Application)
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frequency. The lenticular lens may then act as a content sanpler/magnifier
t hat enphasi zes the deviations fromthe regularized behavi or and assenbl es
theminto the secondary image. [00027] A lenticular |lens can be used to
decode both visible encoded i mages whose content has-been systematically
scranbl ed and encoded i nages enbedded into a primary inage or background.
As described in U S. Patent Application hb 11/068, 350, (' 350 Application)
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di gi t@hnté@émodedﬁltrag@sltlg:t harle bemcoskeeti mrmgﬁ&-mmyy btaer Iﬁéaﬁﬁlintd clfg@@ﬁorﬁrrbedded

into und e.images that have been
systeﬁﬁ?&%g 8?5%% 1%%%FB%?%?%%B&¥HE”§?§ﬁEWVimﬂﬁ%ﬁ%?ﬁﬁvfhe a bl ank
i mage omﬁﬁbd"rﬁszﬁlem%’em tﬂai l&v&:‘@ﬂ&h eviten(adcdly scramlediyr rbﬁb@ulzﬂlffd Iy phifiadn act ual
image with dISC %%ple content . ﬁ%gOOZQQIEOftmare f %fétall decodi ng

di gi t SPREE AT RE ¢ e HEE° T TBESFY G618 O PrRT IR at &

pr ocegsfe withalisckiiblgunpase of practicing the authentication nethods of the

present invention, the software may use any decodi ng net hodol ogy i ncl udi ng,
but nﬁmomnniSeﬂwm@ﬁnd@hdhnbuh@dBﬁQE$@mb@ﬁdmmmsnhgbéﬂﬁ&pémmHMﬁation. Thi s

| ud f th
pr i s gty e AR Sl R BE AL or bl Rtie bRy S P cary

i mage steseanahvér@ion rtbe w&d!sretntvamsecmaymi@ftodngqmﬂrcdolagymﬂodmgmw\h@dﬁgﬁted agar di ng

i mage ten Bak 2dge of the
encodﬁﬁ&mﬂggaﬁgtersmh@é&%agig%nc%ggﬂngéaﬁﬁﬁé§q¥ﬂ£ﬁggggﬁ ary i mge. [00029]
As detoringéeh ¢mihe fraitehBEBhcAppian Ciatago e prdndirg dnegrootet diepagesy ady be scanned
or d &p&gr Jodislah 8280 £ iR used herein,

t he t%%%%ﬁﬂ;ﬁﬁa (%%§#$F0nadedyﬁgg mé&ﬁQ6any%%%§?%é&%§lsys%en1used to
capt ucatat. lﬁmbdﬁfé@ealeaxo@ Breszeaniferageledse o thequeedmeriaraspetesbjsedto or t ar get

porti8Q§¢§%ﬁ%ﬁ@&imggﬁ&%m%q&%#§ltlOn devices include but are not Ilimted to
scanners igital caneras, and systens having a conbinati on of -an anal og

canmer gogsy]  As fidsaiRd o dbben Apgﬁlftaubrrr@g@te@mua@uﬁagaa nth§\He GinRBYrbe adapt ed
for capturlng i mages using lig in the visible or non- V|5|ble (e.g., W

and | HpUBlCERBiTe UERE PHBaE Bé%%l%%fbwsﬁ &5 g5d bptetinthe term “image

acquisition device” means any device or system used to capture or produce a digitized image of a

document or object or target portions thereof. Image acquisition devices include but are not
limited to scanners, digital cameras, and systems having a combination of an analog camera and
a frame grabber. The image acquisition device may be adapted for capturing images using light

in the visible or non-visible (e.g., UV and IR) portions of the electromagnetic spectrim.

[00030] A captured encoded image (i.e., a printed encoded image that has been scanned or
otherwise digitally captured using an image acquisition device) may be processed by a decoding
processor adapted to apply one or more software-based decoding algorithms to produce a
decoding result. Using such methods as optical character recognition (OCR), the decoding
processor may also be adapted to extract indicia and/or information from the decoded image and

to compare the exiracted indicia and/or information to predetermined authenticaiion criferia. As .




[ 00030] A captured encoded inmage (i.e., a printed encoded i mage that has
been scanned or otherwise digitally captured using an image acquisition
device) may be processed by a decoding processor adapted to apply one or
nore software-based decoding algorithns to produce a decoding result.
Usi ng such nethods as optical character recognition (OCR), the decoding
processor may al so be adapted to extract indicia and/or information from

e SoEEtebae L 0 OIS, S ANLARELEM] U L Ry o7 et o

decodidegicpr ocessor nmay be at a location renote fromthe |mage acqui sition
device. [00031] Wth reference now to Figure 2, a basic authentication
met hoc[OMB@D ai@’ttbmﬁ:mng:emowmgurp@&s@sit aythangpation mefimé &8 00 seodiingtthitheabi [ ity to

digitally deco Il M 00 be used to
i ns pe&resamtuévs? Qg ? B% lhﬁﬁqne |% ; ng(jéle-mg mrgg éenr?g%ge%’a%ermqg% has been
appl i eﬁhtmdmevm@mma)t bmzse&penﬂpeﬂammbﬂeﬁo ﬂﬂargienehﬁm medmﬁmc(aip@hn@d to all

aut h egia%geefl ﬁ%éhegtth eéo eceiuesxﬁgcte eegl(%l ed i &E% a mrgn eenaUt ﬂe%qt I I cally

i ndi c n uce RoTizé e or in an
aut hordbged. Hans@rhereﬁhmeemmé‘emb@htle’h@plm indieagpe thasambjaenwm:tmﬂucadafysl on of a

pr edet er mi ned .aut hent.i cat i.on expect ed. .encaod e may be the
e FareRier s Ser SEMRAdARy 1P B e TR ER e R 1 rage € ha
i s di fvesicant aiamdeteraumheddujthemicanonAmygeoﬁ]hecxPected ercadadyinmgg mdyeaeeme@em& ed encoded

b - {: t
. OREe BRe i ey e Ok P Bl e Bl Rl ) 0052
The nmﬂyoﬂgemwcmme atpe@dl@Oodad tnagt 18y bd Gssameli tg“bt:aidxqaumgénmﬂ t he test
obj ectauﬁqénm&gp% HR, v%%ﬁa@sle%a,earsmﬁma%glsﬂea&ﬁe&egghg%\ﬂ §%n aik aﬂlg‘a captured digital

i mage nma or a ortiron o as it includes a

.targ a on an
aut heﬂ??ogﬁgqu\egg?& eﬁmﬁgﬁ gg?%ﬁagghﬁiggﬁllggggﬁﬁ@%%fg%ﬁ? gﬁgétgdso that only

the tcapteyed usned mpze ggriiterdeice faluggifgiighimage may inglade atha at ar get  ar ea

Is i ngJoHQﬁ@f ine o%eét% 9RE Vi §\Muddsh 18hiRRE v&@&%e éxB@ct&iaéﬁEMe@gnd pRgaamey al so
include identifiable ofientation nmarks that allow the entlfl cation and

pr operPeaPRlERPRRT BIBHC phiett Hiagariust é5itgmesonaidie qo%ﬂ%%@pspmaéerﬂm fgi t al

| mage. i aréia&@ptuﬁeh%r aRPbaERH @b Oidiad: HTRGE abeh iSRAAIQn Alr@b RGNt i cation
processor. As wll be discussed, saone or_all of the aut hentlcatlon

pr oced8 hepgaye ke @B ARpEEANaN AR nchide idﬁgtﬂ)%a@ﬁ Bigni@kqngmarks @at allpydhe | gcat i on
wher e ;tdAgfichigh 4@l progeRgeerefiot bahé RSkt 08 Reton & teappiied)sid@ngagome or al | of
the S120, the captured digital image is sent to an authentication processor. As will be discussed,

some or all of the authentication processor may be co-located with the inspection site (i.c., the

location where the digital image of the test object is captured) and some or all of the

authentication processor may be remote from the inspection Site. In either case, the

authentication processor may be connected to the image acquisition device over a network. -

[00033] . The authentication processer may be configured to automatically carry out soxﬁc or
all of the remaining steps of the method M100. At S$130, the authentication processor determines
one or more of the encoding paramet;:rs that were used to encode the authentication image to
produce the expected encoded image. The number of parameters required may depend on the
specific digital decoding methodology used. The encoding parameters may be obtained frorﬁ

data storage where they are placed at the time of encoding. This data storage may be a part of or

8



aut henti cati on processor nmay be renote fromthe inspection site. In either
case, the authentication processor may be connected to the inage

acqui sition device over a network. [00033] The authentication processor
may be configured to automatically carry out sone or all of the remaining
steps of the nmethod MLOO. At S 130, the authentication processor determ nes
one or nore of the encoding paraneters that were used to encode the

aut henti cation.i to _produce the pect ed. encoded .i The nunber of
A L e R S S A A L e

met hodpkagyr adesdble T tBe AMEAGIaNGH RSHIRERE 5 ndMyrkDEhOBfAie8e: Hiiy0Mo dat a
storage where they are placed at the tinme of encoding. T IS data st or age

may bdakg Hiaformof a Brenelic :Eps, BieAcEE: SRt Rt RSO HPhEWR: FeRonoRin P d&essor or may

be di spas@dhidhtaRbSHPRIER: QAR 3SEnHNRE BH&Dted With SRILIRT diF@SHI bl e to the
aut hentication processor over. a network. The data storage may al so take

t he foPfAds? TarsTatARBYSde The picpding pasausicry 2l gr the guthenticalion impgedeadsor chi p,

Menor Yy %bﬂ e&ﬁc Bthay eQER ML & V\Earﬁéiﬂhr'@& oPBbkL dn MmeAnltRaRRH st s%nﬁrorOt herw se
associated with an object. to ich.an encoded |mage is applied. The

encodizi@t B‘ﬁﬁﬁ?%‘%@%faﬁlﬁfﬁmé‘?ﬂytbﬁ EPogiechH U CAE0HNE TPFREY AT AsiriRed from the
obj ect,HPRGF feGmade. MRY be constant for a particular set of objects. In sone
enbodi nents, sone or, all of the encoding parameters may be received with

an engeghsep r;aca;w@theanm&@kgrdmpmess&ﬂmds@@bje&Iaaalﬂﬁks @forefiehd g@ee. [ 00034]

At S 140 t he aut henti catian praces e obj ect ndmarks to orient
the t &Fgef meé?@%e‘gglg%éﬂ%ﬁ Frdreding Eﬁﬁsawwg%ﬂ% ‘?fJo?ﬁtH@l nheffis e
| andnagdperrByr ﬂbﬁ)bjbaﬁ(ﬁ:(dla@ be tfReifitNhepaRt at eome ik ¥n@kied hegohjgsiedas My be

specifically. ap ne the en ded i nma lied to authentic
by ecruBoarepRER b Rier kB dhd Mol R SRE G UT e bR B d be. used
as an ahmbﬁﬂcadion oaedkh emm aaﬁmamoem 6}2 kmseldf 0W1ﬂa|ry .J.ml mnmﬁsmmdthbmgttﬂose of

or di nar ski | I g P& i.f g i g S,£ap tured in such a
way th’& 8o, Jel%F“C a“’&?’ ‘381%'? “days “%%E‘f’ cle’S‘/a" ?ﬁé“e fay relative to
t he i magezea@ﬂuaumagtﬂacqmsdmmde\eqe thlaerxmymaym beedrfor digietlofickatidh gi hal ori entati on

of the inma i.f the hjects_ are.docunents that
can beipFaintier, FisRne e S AP S s ot R HE G PR o SR e T ar g

area Heysbansigf the mueeatatlbryofcmmgngatrﬁreatdmtbe@uﬂﬁenanf&t topstamgfthat heenttiaptithed di gital
I mage |p§urg&1 gﬁ Z‘g&‘uﬁq nBQcQ%%gr Once the target area.of the captured digital

i mage I's orl e authentication processor applies a digital decoding

et NOGRIS8Y (hcd EERPIY R thelafth ol liigh GG d 1 RERIEE afthentication
processor applies a digital decoding methodology to the captured digital iﬁiage to produce a
decoding result at S150. The decoding result may then be compared to anthentication criteria to
determine an authentication result at 5160. This may be accomplished by displaying the
decoding result for visual comparison to the authentication irﬁage. Alternatively, OCR or other
patiern recognition software can be used to compare the decoding resﬁlt to the authentication
image. In instances where the authentication _imager contains information that is object-specific,
the infonﬁation content of the decoding result may be compared to information derived d'u'éctly

from the object rather than to the original authentication image.

[00036] At S170, an authentication determination is made based on the comparison of the
decoding result to the authentication criteria. This determination may be made by a human-

reviewer of the decoding result or may be made antomatically by the authentication processor.
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decoding result at S 150. The decoding result may then be conpared to
authentication criteria to determne an authentication result at S 160-
This may be acconplished by displaying the decoding result for visual
conparison to the authentication inage. Alternatively, OCR or other
pattern recognition software can be used to conpare the decoding result to
the authenti-cation image. In instances where the authentication i mge

cont ai I githdnf cake el a0medtiadonirssul ijag 6t 516106 &ididr €aturnéd 6 aiuBrQF p@EF On content  of
t he decodi_n%%éresult rrﬁ}/rg)e _congared to informatjon derived directly from
an ¢ n

t he ol BOHZFFEHEF IR Fiigiern 2udgriratinn dekrpisptioningede £060036] At S

170, aBcadibi Ritid Bath iR Mnsgekion i@t b@RentiSaiFREReRARA6h A% bd@asRMRALJ Son of the
decoding result to_the authentication criteria. This determ nation nay be

made BY° BsHaHmser &k BRI s 39d%Yecodi ng result or may be nade

automatjcally t he authentication processor. 9 |n either, case, the
aut her{bﬁ)(@g—«li o‘ﬁa\ﬁéﬁg‘ifﬂce freiyee s W@BOCEWW%MP@FW?FE@S@BCW%@@W ot her

aut horihveatod @aESdaaTel Bht uslig a8 Ghed iieaisanoh 8¥sent 1R BHLAGAL 4 Gdfdion
determ nation is nmade at a |ocatjion renote fromthe inspection site, the
aut hetPREATYR BRI HATIIGR TS 61O PERESTLRd Thepbichethontsntien i on site.

The meyhied 1engey ato Bmb8E anlAEE int¥htior 84@Ia8ND W nfay BHIuded hide Mt hod
MLOO and ot her met hods according to the invention may be carried out using

an objREIIRRFEAR WA e GRS IOmMPIS eSSy 185 Phicchaudiagiieation systeay0acqui si ti on
devi ces dhfigaadfoamsputifientiacatdionidane eesHREts 12RxiyTe pRRiBcH Aut hent i cati on
system ?1&)(2510 g@gﬁ al SO €0 rise aﬂ enco in%‘ei nf or mat i on dat abase 130 t hat
may be PHOFLLLPRES? Magh LB ARMIREE 20 T B ERFOtiRE PERRHEREPERei on processor
120. THh@enipitetimagt hahbicaailt tB abyisiteohQRagei gy Riok@un & cheydidgnspect i on and

aut hentj cat.io f test gbjects to verify th resence of an encoded
aut hery P]&’fflf)%ﬁa Qf’r%aeglg’aﬁ%&f’éﬁw ATEHTTES Lc“' tﬁﬁe aB‘f%e‘{)t‘r%uoé‘r?E‘Eﬁﬁ?Sﬁ’guﬁar aneters and
the nticati ' d t,q _encode the aut tication inmpge may be
st or 0 UHEY 1 dTE BRI B I RE B SRR LS S B nrr ey ERe
acces sigee! ttdetshepainn v titci teathjen cproces 8 Grgel 26 in Y0003 hutfldvaci mage
acaul hilio N dEN%Geu LG IR, BS.A00 HEYLER AARRTBEL kb efer dlng. @ digital
i mage at least a porti on_o? the test object contal ning & target area in
whi ch 12@manbe siereiaeroceiractisgurefouneddegiadypriveningcigiabimagemgewi | | have
b een %&H&d&i@gion-&b%es@&tﬁ@ MHclugad dnQfha g r@&?ﬁﬁ%&odu}f??z2%¥ tg:lefcn‘.:jl ecg’gét a processor
configured for ‘receiving and processing digital I mapges. e authentication
pr oc e sepRuication {eth (fgdvagericqusige deaice L 1] ¢ feroawivng@piugdaligiatinfages sel ecti ve

therefrom. The image receiving module 122 transfers the captured digital images to an image

- processing module 124, The éaptured digital timage may also be stored in a database in the

authentication processor. The image processing module 124 may be adapted for performing any

preprocessing required before the captured digital image can be digitally decoded. This may

include identifying landmarks in the target area and orienting the captured digital image

accordingly.

[060039] The authentication processor 120 also includes a decoding module 126 and an
authentication module 128. The decoding module 126 may be programmed with digital
decoding software adapted for performing one or more decoding algorithms on the captured -
digital image to produce a decoding result. The decoding module 126 may obtain from the

encoding information database any information (e.g., the authentication image and encoding
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comuni cation with the i mage acquisition device 110 and for receiving
captured digital images therefrom The inmage receiving nodule 122
transfers the captured digital inages to an inage processing nodul e 124.
The captured digital imge may al so be stored in a database in the

aut henti cati on processor. The image processing nodul e 124 nay be adapted
for perform ng any preprocessing required before the captured digital

| TBgE paAhelaf) dbdich Aol i Bl R ot Yimae! %yg&%g%gdﬂ Jccol andmarks in

the target area and orien ?the capt ured rdingly.
[ 0003FpssThie thetrkartivatian modulp Fife whisheonRe:s shesicchmglrmbso aedenodi ng nodul e

126 angyaflica@it KRGk t&@{tébﬂ%}}e%gagﬂﬂaﬁwgt gresﬂgeﬂge dgge%?dm&gf*a (r)r?t %I e 126 may be

programmed with dig tware a Erfornlng one or
nor e déf@@ﬁiCﬁngﬂdP@Jétrqr beitrenag he sipred mammnrya@r inchi Jgéal ed refnomgexabase, pr oduce a

deCOdhﬁgﬁ%%ﬁﬁa%ﬁgé Oggﬁggﬁ%gmqumggm%ZG may obtain fromthe encoding

i nfor se any 1 ntormation ., the authentication i mage and

encodl 0 i tured.encoded i mage. The
ecod B ot o 0 ATk B TR SR PR 825, it e

co rrpaﬁ@?bl@ meeageRelgiing oyes g uétwotko Tbﬁ@lﬂmmmmeproemmﬂ ¢P0 maptakothe ¢irintogri a t o
estab I r.es h
Ia?l e Ao heNidyeatd.PR Hayf l?e%%%e bJ Q—?mﬁli%g‘lgg 1n5%Ector onggPttn ﬁla%d | ocal or

aut hen on result or oth e store
r enot beld #paps as@Lisin deyice mgaw@dﬂﬁbéer sceamer dyyligital @mesi).t Ia soms p@biddnerdy Ot her

ser e GRIP i System be
Fnterg%%%géggﬁmgﬁa an 9&§§ﬁ§n9&gkﬁg%2§5?ﬁaﬁ ﬁﬂ%§9o¢§%§ BHE%WﬁXQ?yThe
aut heftagedd Bl aFinskeagiso Alismgivielyythe Hikeectonmay oamm @iy 2 digipdreqabltenpr ocessi ng
devi Cgevidaal o MY isREcGRE e O¥H1AR a'r&gété,{lkf %&Q’Jed IPZEQI%&IU%B 2 (gfd%t h a hand-

hel d i mage acquisition device (e.qg., scannar  or i'gital canmera).
| n soR¥ SEHBRIEH nsrdne dstics may ?Wé’?ﬁlﬁf@ﬁo S‘?ﬂﬁé Cﬁﬂ’mqé irpaeq 0 & kuthemtideohce and t he

aut hepbigak b9 BlcRF ARESE0 I TRYher é‘y@a‘}sdlbﬁel b ¥ ﬂh@ﬁee\glﬁﬁtrrﬁlgl 8480 2L e unit.

Al terpatively, the inspector arrge ita ursrtion device
110 tbrapsed @ @%@?@Pl@%ﬂﬁﬁ‘é W@éfté‘bﬂ‘é ayt ﬂélc‘%f@ﬁm‘@woﬂ @esa ed aut hentication

pr oc e@&@dmrﬂxlztﬁcauEﬁHneB%&HpA%racﬁcaS%Hﬂ!tlﬁﬂ o8GR BY sREarfARiayred to Send a
captured Igﬁ%ﬁ- ut hentication - grocessor by el ectroni ¢ mail.

anot hRs¥engg %W? Cbggmﬁﬁﬁﬁﬁmﬁ$95 P RPN gSiEnpersias pipneand  be used to

capt upten&iin hﬁfﬁg&n&dﬂaﬂiofi fH’q\A\ﬁt' @ ah buth@uiitiRn LR ITEa bl BhiPLRESSTPr over a

tel eco nlcatlg S, het wo A pra ctlcal gqglcatlon of this aspect is a
scenafd chiime ﬂ the requestor over the phone network i, for cxample, a text message.

- [00041}  The authentication system 100 is well adapted for use in authenticating a large
number of similar objects such as, for example, packaged items in a warehouse or a large number
of similar documents. ‘The authentication processor 120 may be adapted so that information
relating to individual objects may be entered or derived from the captured digital image. This
allows the association of the captured digital i image with the partmula.r object. This, in turn, -
allows the retrieval of ObjE:Ct—SpCCIﬁC encoding mformatmn which may be required for decodmo

the captured encoded image or for deternnmng an authentication result.

[00042] It will be understood that if the encoding information is not object-specific, a group of
test objects with the same expected encoded image can be anthenticated by the authentication
processor 120 using a single set of encoding information. This set of encoding information can

be obtained from the encoding information database 130 once and stored in the memory of the
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potential purchaser of a product captures an inmage of the product using a
canera phone and phones in an authentication request to an authentication
processor. The authentication result could be returned to the requestor
over the phone network in, for exanple, a text nessage. [00041] The

aut hentication system 100 is well adapted for use in authenticating a |arge
nunber of simlar objects such as, for exanple, packaged itens in a

war ehaeuhentiostion praeger 120 mbere it ipficcsssifrlel ta fhe dordimg andauthEhigcation meditléscat i on

pr oceﬁgé) éLZO may be adapted so that information relating to individual

obj ec y be entered or derived fromthe captured digital inmage. This
allo assogi ation particul ar
obj e\é\’io(fogﬁ %% & ?I 400 L Lft&%tl&ﬁﬁﬁwé%g srolﬁjg%gtﬂ@{ eéaglgggwoé%gceﬁ c encodi ng

i nf or pedcessing dwhcec Whmabmstea«hbn digdbiftal angheg o glundity effpeocesspsuvigch macoded i mage
or for determ ning an { under st ood
t hat i%‘cf’ Ef’icong%c(t:eg Ag T 01?% I%lhgrh hﬂgncr?glﬁz %g&mg% Qrggg efilfér d\é\wdhlr&bLg up of test
obj ectsptikd éncbded imagee tabxplat e céa;actsdedjﬂlbd@tgémgam weawhmnesldfamd by the
aut henti cat i rogessor Si formati on.
Thi's %?tor(?%i (2“ ng |n?%%cﬁsﬁ%%eg%v%%ﬁgusg 58 rtecgié%%] %Erlom e%%gdl ng

i nf or WEitH referctlad @FHme: 4, 30 auhmecaing systeor 20 cpmpﬂ;ﬂqeomzrmoye iofpetthe 11

t heriti cat i o oocite 11 |
s heteatt o RLSEFIRSEAER IR bty S SRERR DL AR TR 0
aut hendhmaiicoion pith oessothenee dnenpimobenctearkd B, it 28h a si ngl e pr ocessi ng

device. They may, instead be distributed anong a plurality of processors,
whi ch [meii] b&adhrinspraion newetsed 280 &nin porproynigatikn WY preh@morg #peocaidodi ng

inforg e%[f:ip 'cfeﬁgesfz% ac@&?ge%egx&rh% digaP; E@@sdof%n%ﬁig iSPeeS, t aken from
test 0 | ¢ e decod authentication results may be stored in
dat ababjegs totiatauiéﬁrémé@ft%h mslé,ﬁctl%l Rrefebon 320 met igclpdean pge e@iEnor a di fferent
Net WOLk e Wi Miah@h R RRGSink Qo -6 i B irn s Abkh RQMataCRY i Gibns 18 M 200

conprises one or nore jnspection processors 220, an-authentication server
240 afle BSpateHaeEssErfanay by iiclpde g dala fryanissisrmriicat AHRtHIth one anot her

Vi a oRg, QP &?ad&%hm%&e%;’e@b in@udng B8Capul QA mEa:g@Eb thO BARGEEMDRPr 0CESSOr

220 is I n _comruni cation wt one or npre assocl atgl g{aypgrg a.CC]UI sition
lF.B

devi ceyve 240 a‘éféﬁtﬁé%lnef“(‘f?fkgé%t%V?W?@“’%Wgtﬁ BAnSREGR &0 St &° portion of

test  hierdisivl aude (Pt henabotve2soEa0ke mm@ﬁ&amem PeagPesDL 220 My
i ncl ude an i nmage rece|V|ggr nodul g 222 CeIVL ng. captured

da
(i g1  OCEEGRR TRy b RS B TG B AU B e o ¥

particular digital image has been captured. Altematwely, the inspection processor may be

provided with software for processing the captured digital image to identify and store
information related to the object. For example, the captured digital image may include
recognizable indicia such as a bar code or numerical identifier which can be decoded to provide

information relating to the object.

[00045] The inspection processor 220 may optionally include its own image processing,
decoding and authentication modules similar to those previously described for the authentication
processor 120 of authentication systém 100. Decoding and authentication results produced by
the inspection processor may be compared to results obtained from the authentication server or

may be stored for later use. To facilitate image decoding, the inspection processor 220 may be

12




The inspection processor 220 may al so include a data transm ssion nodul e
224 adapted for transmtting an authentication request including the
captured digital inmage to the authentication server 240 over a first
network 280. Alternatively, the transm ssion nodule may transmt the
captured digital image to the database server 250 for |ater authentication.
The i nspection processor 220 maybe configured for entry of data associ ated

Wi th t&ﬁﬁ@é}k@ﬁireﬁemnm@paamm@mﬂéﬁenﬁﬁagbﬁ alagisTRgembasakeen capt ured.
Al ternati vel&q t he inspection pr ocessort(ljt > e _ provi ded with software for
@v € %‘&ﬁs

pr ocessryeg 23heves a prearders vty F1la P hichaige bt IS REVOEOTY- i hf or mati on
related to the object. For_exanple, the c?cptured dla_:tal i mage may. i ncl ude
r ecogni®®8Hile FW@F‘BIS%‘%WO‘B’%C ZA Ry bg adwtes FOT fRAPRITRE oo i BRRYCR Sy whi ch can

be decpded: §2r Bk ot S@wolkDROr ABkAIAMh ©ehahphied tRitinea@hiethasniOQA45] The
i nspection processor_ 220 may ogtl onally include its own i rra(g@@rr ocessi ng,

decodi feguesidaairhenitiany! é)‘ﬁorﬁ’é‘ R %?Claéqdmiqha}f‘e gt ere &P &R y descri bed

for thg AULACHhEAL ITAR mddRHRIS 50 debeBngd: adttdtieRtldnGakir Prodsdahe Ml 00.
Decodi ng "and authentication results produced by the_inspection processor

may beingrsaiirly BacopsT #90s e sarBrtiselintase prd ame assoipehiofametiodaydiever or  may

be st ofpgdmiiRl diddi§ o H8 ButhchBcdtidf bdridr AiEor B IE (ARG NGorel bRtk ASRRES | ON
processor 220 may be 12 configured to retrieve encqodi ngliﬂparaneters and/ or

aut henterea2iber PR SEVEBnieHE R Palbs SEhenEeAtioR ferss 344, e 2yMeRcatRP net wor k
230, \Aﬁhﬁé@t HBY a1 REnE R S@&ABnaBSfdrARidnl b8 as MEFbWRLIKn 28fing id tﬁg’%ﬂ’@dula]: he

transm ssi on nodul e 224 may be adapt ed for transmtti ng aut henti cation
T equesmSRFGEn RIPRESIO §rgfor H’étl‘%ﬁﬁ‘?%’r?% USET YO ‘P{"B‘ﬁatfoﬁ #-Re CapREE digital

i mage, pdshiforlly, 8 SdPaSsH Bihe ifispepues tited®y. i ncl ude additional information

associ at ed with the object fromwhich the digital imge was captured. This

nmay | np)k)gm ame Ateaibng servecd4d e toapdide adatn esdiving pmcmidlst@ad ctnfigtileé

i nspe essor ture TR, ny associ at ed

i nfor n%’f Fe(ﬁﬁ eﬁépm?ﬁgéﬁg%@? S EC ‘qumt%m%ﬁe aﬁcfl ﬁ ec{;‘ Iy%?lceéseo fver 240
or nay2die Thedporaciving metide 248 gy attﬂamatds&bahaé@tmraﬁy Veconﬁ@ﬁted) foranot her server
for later acce 1Q§frg‘rltlt ec{]%ab Fér%}rl%@&y {he%élc%hdﬁ oﬁc%P%ngl cation

5,8
reques‘fetrf?ﬁ?gaﬁlso |ncal ude a orrra ron such as 1 Aformation
rel ati digfeteox rtehmrkpaTlteldatalra:mvmlgmmd@ct%bmapbmsts@to wnitly oer ertisniiskspdct or / user,

e SERUE bl RETRILAR LGyl o HRGeORTR ROy AASSUREALrblial g0t on o

the i n%pec Site aut hent'i cati on server
conpri 24 IaaydaaiOépe cegeingil froirarpi b ée@ad 2f e nitheptieeiepn request if the user

credentials or security information provided indicate that the request does not meet

predeterniined authorization criteria.

[00048] The authentication server 240 includes image processing, decoding and authentication
modules 244, 246, 248 similar to those previously described for the authentication processor 120
of authentication system 100. Upon establishing that the authentication request was obtained
from an authorized user and is associated with an object for which associated encoding
information is available, the data receiving module passes the captured digital image to the

image processing module 244 to initiate the decoding process. One or more of the authentication
server modules 242, 244, 246, 248 may be adapted for retrieving information stored in the -
database seiver 250. The database server 250 may include an encoding information server 252, -

on which may be stored some or all of the authentication image and encoding parameters used to
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for receiving the captured digital inmage and associated information from
the i nspection processor 220. The data receiving nodul e 242 may
alternatively or additionally be configured for retrieving such
information fromthe database server 250 over the second network 230 or a
different network. The data receiving nodul e 242 nmay be adapted to verify
user credentials and provide a request acknow edgnment back to the-

i NS pegtdo@thP LABEBIEAIon iR achatited SRRV objgetnimhy wthe@dtAterny wall o be confi gur ed
to transmt a denial of the authentication request if _the user- credentials
or s eBRACHSPdith SItERTOIHS PR HITR NS Sﬁoé?defgf Hat et“ﬁ%‘b?(?aﬁlgéf’t oes not. meet

pr edetghdpkipeak SRl Z5td: QRupd fof £¥drdty of 0RR4BEsTHR: Atirhemdni iCatdeomt server 240
i ncl udes i nmage, processi ng, decodi ng and authentication dutllhes 244, 246,
245 sbHFd a8 B GUPHIY BTN POt ML SE AIHSEHCER “EHE S SEHEHIEREF on pr ocessor

120 ofpu@it NS ifaei0dr SHS teme v Riorkph w5t hkddyimgidbhats hbwle
aut hent’i cati on request was obtained f romﬂ;&é}ggé&on zed user and is

assoc P4t edrafiieh? eisoYng wett apd by (R PURenisE98; CFFNEE 2 nf or mation is
avai | ghl,ei-difag rdaka recei ving nodul e passes the captured digital inmage to
the 1nmage processing nodule 244 to initiate the decoding process. One or
nmore @jpokdie apd Aehiicabl Qhver SEIMBT RS addd]t uddbdnissdhGnoddk@4pmy be
adapted for retrieving informati on_stored in the Wg{at asgjﬁser.\[er 250. The
dat abadgted & EsTISIHEGSThE YHEEAT SHEHTP T PITHE SIHETESY BV Y52, - on
whi ch iRy 1805t HBiSERE the Feqatsk redfontd1@ayeulidindideaint deodingraget satvdr encodi ng
paraneters_used to 13 e_nco,gne t he aut henti c&ti'on{r%ggge assocj.ated with the

obj ecPERBIHH™, FRERE e tf® TP PO U AYETETE T RESBFEH encodi ng
i nf or gRkdses 200y keerptacady figfgnaed gripenminte firohetwnikelzat €k  aut henti cabl e
obj ects _and obj ect groups for arie f client ..users. The information is
retri é%ﬁ‘tlc%’ﬁgé?fu]&r‘?g‘fcﬁﬂlgéﬁflgé)f g?tﬁf%‘ly F’f@%?%ﬁdﬁ FoVi agcélgo\img? PR ¥ Renti cati on
I equegle sedondl pstivud @36 f@motdaein maphentedictidgiabab 254relje anthewichtionThe retri eved
i nfornmation jmy be.used b he dec nxgauggjg% %g decodi ng
resul Haatékf?ﬁe %Sglargﬂeresé%t%e et‘%é%:aé%sf cs)%verrr% {)JPE | $ e%’efo(fzoo ?Jcté% tgglh%%gtﬁvt%ﬁ%nt i cation
r esul £30.[DRA48EnIEhenatatiwaRidonty onsle selentivéld Becgsiblalioooe conpei se a resul t
transnm ssi.on modul e. 249 adapted to.as55emhhe AN LANSMinaRalthentication
r equeé‘ftg?nél %lgﬁgg’%}tcﬁ%:nl ddihg ?Ee alt _%_en_t ication res &?t " I'n sone embodi ment s,
t he r eueesst the eshoniseiondytazsio niamdbliddvidhd aadewdilnye pabentcatiend/ or ot her
obj ec'gngfcr)l_;enlag‘gnegdis{;{i&{cgat ion. The request response may be transmitted to the
i nspection B

(000501 It will be understood that the networks 230, 270 and 280 may be the same or differe;ﬂt

- networks. Any or all of thesehmay be any form of local or wide area network. Any or all may,

for e)i'ample, be or include the Internet to allow a large number of widespread users. Network

280 may alsobe a telecommunications network over which digital images may be transmitted

from iméfge acquisition devices such as camera phones. If will also be understood that the

modules and functions of the authentication server 240 may be distributed among multiple

interconnected servers and processors.

[00051] - The authentication systeras of the invention are highly flexible and can be used ina
wide variety of authentication scenarios. In a typical scenario, an encoded authentication image
is applied to the packaging of a client manufacturer’s product that is subject to counterfeiting or -

tampering. An on-site inspector equipped with a portable inspection processor and an image -
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processor 220 or other previously designated recipient via the first
network 280. The authentication result, decoding result, or both may
alternatively or in addition be transmtted over the second network 230
for storage in an authentication database 254. The authentication database
254 may reside on the database server 250 or another server connected to
the network 230. The authentication database 254 nay be made sel ectively
accessichisitib® dORE: Mly P¥isBatctRd Ik kikchlal O RalRdkd Qhd:0Y REPSIERSIS: 260 over a
third network 270. This allows authorized users to access thée

aut herBrp@tsi Fhserat-a b Bspedormmiuscone ge 9qHisiion deidcede prgn ax 9lE™isat hent i cat i on
- i nf oLpRld Mg dmadeal th%ttargesmi &%@QLCHP&O@MPL,C@% %&&ﬁfoﬁm%m& oh the

net wor ks 230, 270 and 280 same or erent networks. Any or

al | ofsuglhessttarfijperecasng, PFCGF%‘%STEI Tebs!- el Al eenigredbinbe wegckior Afymeor al | may,
for examl ffolRBuion mhm{eﬁ%eﬁ chidt %ﬁaaﬁ&uﬁtm ue%écas olUMIP fe 1

w despread users. Network 80 may al so cat1 ons network
over \ihspedici Rypecator is sayensd il ithewn fespding @Itdeﬂﬁtheﬁtrcétmmsnﬁ@ma@w sition

devi cggs Cpéaspm@aﬁ@eﬁ%a@e BQRES: produciirdleafleRP pﬁ{%nﬁa%%ééslgg&mdab afcthe nodules

and functions of the authen |cat| on server Fstributed anong
mul t i phepectonpepiesnnEer kedisekp vaY ! srfythprtsedugoqusst. t‘f 90gBK autheticatiethent i cat i on

syst engef ANBerdibMRALIRRAE DG bY af 1 n&mdﬁmﬁmqflg NS At %ﬂ]r&ﬁ W' de

vari ety of authentication scenari os. ypl cal scenari o,
aut hermubertigagpn iﬁ’r‘?ﬁﬁeﬁﬂd P%Wafﬁ?ﬂ Aredpct léfoﬂﬁﬁmﬂa‘i@lz{ &ofilastyd &It mepliglle esititems

manuf agt Wekitsd :Qrp@ﬂlé% sﬁé]@&utﬂeﬁm%k{&i R&lest %%%Hﬁﬁc?a{u & & e le@mpering. An
on-site inspector equipped portabl e inspection processor and an

i mage DPeHcE IFLTIPOR baaeH 6@%"5@“8@ ofR ReyERTE Kerhettinae eilieet agiherticationa war ehouse
Wher € B.Gf P pRfaliBAGHA0REs, REDIHEBodhenetb @k s, thN6:iSRBGH HieRY USE the

i mage acqui sition device to scan or otherw se capture a digital imge of
the t argeto &redPBiing *sielsech pratictiopsdrage. Additional “i nformation such
as dat roduct serial nupnber, etc., may be entered by the

| ocatio
i ns peéﬁ?ﬂé So M?f‘?”f‘ﬁ%% QRWFW%%IBWE’%’S?%@? ﬁ‘F?FﬁP‘?WPSPSSB% Tent er ed
aut orr&bthexaichyorbs;ervteh@mmﬂeﬁeq&st RERSESHS iequirdd infaB€encbdSPREIHn@ibAPr OCessor s

equi p th its ecodin d. aut h nt i catl af t wa t he inspector
o PR Fe® i e SR A et Pt O A o ey
addi t iimage it h@codadrmpemhjaanemltprm&smenﬁgaubmmsmmdeteﬁmm an aut hentication

requeSttheggwaho rnP & 5 eenﬁ%lgc?i% Llesou E&F &%{1 \s/t%red lIlAﬁ'ﬂE Q&Qenﬁ z%toln aabasqugSt s may be
sent onan in ua asl S. er na rvely, capture

representative of Lhe manufacmrer or other anthorized user is then able to access the
authenficaiion results by connecting to the authentication database. In some embodiments, this
may be accomplished by logging into a security-conirolled website and submiiting a request for

authentication results for the test objects.

[00053] In some embodiments, the authentication server may be configured for access through
a web site. Authorized users can log onto the web site, upload scanned images, and immediately
receive an authentication result on their browser. Results can also be stored in an authentication

database for fufure reviews.

{00054] In some embodiments, a web-based authentication service may be implemented using
standards for interface and data represéntation, such as SOAP and XML, to enable third paities

to connect thelr information services and software to the authentication service. This approach
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aut henti cati on i mages and associ ated product information may col |l ected for
multiple test itens and submtted as part of a single authentication
request. This would allow, for exanple, the inspection processor to be
used i ndependently of a network connection to collect authentication data
froma plurality of test itens, then connect to the network (e.g., by

| ogging into an Internet website) for submtting a single batch

aut henvowdtiable sea:qlas&hﬂ]e:[t{aﬁl&ﬁﬁqu&%pdﬁ%@éw&ﬂ&g@@rg@gfa{?&%iaﬁ tion request
fromth§ insgﬁgéa'.on processor, the authentication server validates the
v

request, "FetFrevesany required i nmage encoding i nformation fromthe

encodi i-nf o tion dat abase and processes the captured digital image. The

capt ur g"gsgl na‘ésre%fcg 558 g'?)od %gi?eﬁ‘&me%%é@eé’ﬂthﬁﬁmﬁ%@r%’ Beeghng thelrethens ohtheon

cr |t erduhcbitaiot méhoing anneuldhan s i@l ashd 4 snel D AblER] bagh on resul
iV

i's thebrédsﬁ r§% nthe aE{_henti cation database. A~ representa of the
manuf acturer or T SthEF R NG redeLreresios: thimegpibedimsntsforszempleg

aut herthé deabdinnandestikitiain (GRABRGHING chiBed B8 b‘%“dﬁfﬁf‘eﬁg}i}rﬁ}&ggo%n A%géc%‘sb&s e. In
sone ec{jc‘go%dl :ﬁ]enc%is s hi s rra%y be acconplished by | ogging 1nto : '
secur | 5P EEAFIBPIECHENS: PR dhfared SR uing A gngle pengessertor £ pluratiguathent i cat i on
r esul tostwfodlted pheeds@st obj ects. [00053] I n sone enbodi nents, the

aut henti cation server may be configured for access through a web site.

Aut horf00086] uFeguess Sehillhngreoyial tybemael dsddifie ask@act, $RaMREGL] RRges. - and

i medi ive a entication result on their browser. Results can
al so 6%&2{1%;%{5@:&% Sa%syéﬁf“haggh??f@%‘?ﬁ coding A pLaREddistalinnge iy evi ens. [ 00054]
| n sowendidne distrenths:, may cnebrikeanyth it RBsdigalrbRmos $fMing 8n e be | npl enent ed
usi ng ' r-4nterface and a representation, such as SOAP and
XML, ta%q%es%%gﬁé‘qtéﬁirad T{ﬁgéetcf}%%g PP %855005%[}&5?0‘&%@76 19 Redrerraptrsa digielyi ces and
sof t wémages o He datatahentitiaakiionas erackGehenT it 16qaRP iR e ddeciMey d enabl e
seam €s5s;: aplhenih Gatd est/response flow anong diverse platforns and
sof t war e_t appl i cat %g’%:%f%%g%??%igo |g§%3u§”§%&hea?8 %t?gf’tqﬁ’éedffﬂﬁ%ﬂi’yé?ﬁ’sa of the
aut heparfiedar ideteding dicginlgnaimdolobe  Smoid wrE obfhe bieding irhi@ntibcaliiRA Het hods of
the iaxaliR0 sbBYardS o &d t J. a single data precessor or may be
di stri but ed grsmngarnula}t‘:?i) tggcfjiﬁt?ﬁeérdgg%dﬁ%gqr%c SSBFgfcoeaélgﬁf??ﬁ’wrgﬂﬂ%ﬂé’rﬁoodi ment s,
for eX&hple, the decoding and authentication functions nmay be carried out

by di @f&_@int rocessors. Aspects of decoding functions thensel ves may be
carri 8893t idRePdipedrorgtser %Pd‘é’é%&ﬂaﬂbm‘ﬂadw spregh ot yrirmdr that allows the

user of the stand-alone decoding system 300 to scan a package or doctraent and immediately see

a decoded result. The result may be stored or it may be used solely as an “on-the-spot” '

inspection system in which the resuit can be discarded after viewing by the userfinspector.

[00058]  Another approach to the decoding system provides for the gathering of multiple
captured images and associated article information, which can then be sent in a batch to

centralized decoding processor or server. With reference to Figure 6, a decoding systeﬁl 400 of
this type may COmprise one or more inspection stations each having an image acquisition device |
420 in communication with an inspection processor 410 having an Image processing application
resident thereon. In a typical embodiment, the image acquisition device 420 may be a scanner

and the image processing application is configured for receiving scanned images from the

scanner. Scanned images may be transferred individually or collectively to a data gathering
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net wor ked processors. [000561 Figures 5-7 illustrate typical systens for
decodi ng according to the invention. Wth reference to Figure 5 a system
300 for digital decoding of a captured digital imge is a standal one
systemthat nmay conprise only a single decoding processor 310 and an i nmage
acqui sition device 320. The decodi ng processor 310 is configured to receive
captured digital inmages fromthe data acquisition device and process them

as I egptbdetabr 480. prm\ahtdgataerdlgcpﬁﬁbsaq43oemybémsaihmvée@@ﬂhﬂgatraﬁmst&or 310 maybe
configured.with thq“%oftmere reqﬁlred f§r agg %_ a. particul ar decoding
di gi t ARSBFE R 0SS T6H o | T3P0 HEPOHESi Pﬁcerwwea%?rr%u. red by

t he degedbe@nsafrédrapanaad bﬁanﬁttaq:lllﬂﬂlty Bf mﬁgasd@me@medocrb@&ema&%o -and/ or

may be provided b user 000 The decodi ng processor 310 wi ||

t ypi caﬂtPW?Iﬁ%FOJH%XaéaWE%PIB SﬁS’F er that allows the user of the

st and- al codi n stem 00 t a or docunent and

e VBT SHE SR T 28 St oS B AR i B ePe B nay be
used- s@lietimensscamed. ONhetdag- gamef&ng Pro@ROE4300my DY Sl pradi fBr BBi6h: tpRideesul t can
be discarded,after vie e user/i ctor. [00058] Another approach
to the™g&esat ﬁﬁ%%@#ﬁ%%ﬁ%@g G0y i E%P BICHEP o508 PPe Thc apt ur ed

i Mgescaphfbd aB5RE hal Racarl bbka ulfﬂrfnﬁllhﬂiﬁﬁtrhﬁﬂib gaWateamn@mxﬂlmrhtbesﬁﬁ@t in a
batch to centrallzed decodlngégrocessor server, Wth reference to

Fi gur 7% 03 ReEBEPHYSSY ST s 4 66 BYer aPi’ﬂ"’grk&?fe 8kp PPRRIIBERS B “nor e

| NS peGietvaik S4CBik Hﬁﬂh&elﬁa@hd rmawedmgxn@@rdcma5aequ¢esseﬂlveani ephge Deét?dﬂlg n
communi ¢ trog E |ns ection Qéoce sor havi ng .an i1 nage processi ng
appl i ¢& ‘%PF" P& %r%‘ﬁ e"‘f“ﬂlé BSResSG o2 s GAPERENE PIREESTHYG

acqui Sivkr peacal@\ieeriddiD timaynahbe te saaméie firamewiolled40mage processi ng
application is configured for receiving scanned i nages fromthe scanner.
Scannd@diefngds a mpicalyecthriais keng e decodidg syisaoadODyingpectos|staGiathegt Jabdlo a dat a

gat her a ] o r [QGessol 4% ) Ry be in
eIectl@%m%%W§E%%%£§?%ﬁé§%Fﬁxpﬁdgﬁ%%éggggﬁgﬁﬂ% ReLeor ffﬁlgjg?ga net wor K.
| n sorke lemb@cl wirera the padiage wnwéquo@tqﬁmd@esswpdw&anﬂmtbe ecOifriegtlr ed to

gather ﬁH%%p b |nfornat|on '
at one- t%@ﬁ8§¥§ﬁ§§t‘%??%bh%?%§§§§ %ﬁ@&?%%%ggﬁpf%% Scanned i mages
may béaatchfairrg thedpeoding [Pensesson 450, Wherothepare @worleér dbf dgrotlperdsaltobjeizt  or
docunent.. ¢ e a&%mngpﬁ)c&@&r%r At RELD 08 e8R Ak A3Q BRY: BE nadapt ed for

recel ving captur ed
~ accessible to authorized monitoring processors 470. In a particular embodiment, the decodmcr

results may be received over the Internet and may be viewed using a web browser, which
displays all scanned and decoded images, as well as the other data provided by inspectors at the

time of scanning.

[00061] The separation of data gathering and decoding enables distributed information
gathering, and centralized, web based decoding. This also enables centralized storage of the
decoding results and facilitates automated autheniication. The results can be shared among
members of a specific user group (e. g a brand protection team) and may be reviewed by their
management. Analysis of the curnulative results can help in the detection of global and local
counterfeiting trends. Tt can also provide an insight into the efficiency of the current deterrent
measures in the different markets. Another advantage of the separation and independeﬁce of

data gathering and decoding operations is that customers can hire contractors for package
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i mages and associ ated object information fromany nunber of inspection
processors 410. The captured inmages and associ ated object information my
be gathered and submitted at the same tinme to a decodi ng processor or
server 450 over a network 440. In a particul ar enbodi nent, the network 440
is the Internet and the decodi ng processor 450 is accessed via a webpage.
Decoding results produced by the decodi ng processor 450 nay be accessed by
a ”Dngéagﬁihggt RAGESSRYs, $iffbur RYSinAdSLRANForpREMPHKuARR chhaifefmy be the sane
as the tirst network 440. [00060] In a typical scenario_for -using a
decodimtpresymtibepabaze. nnsgisien orsgecserndp R dfedgeinteapprd netgerk geretinisY s using t he
'”ﬁgeneae%%%fd%% tFARY b6 ch%goéaﬁﬁéﬂaﬂ?%e?gp% QREIAIrS worl @yRLLAN (€. 9.,
the | ocation ere the package was col | ected, date and tin®, product seri al
nunbemeelgt c.) for each captured image; At- the end of the work day, the
scanned i mages and corresponding data are batched to the decoding

pr oce§9621450n saplvegasest sy vesrag ippectt athy MTHdC eBTWriy2 fiadeites Hay be stored

at the deGodl 0 i Pr9EBESPhe Ainc il iRaSEPELARE H3URRANRY afiSuclRR Ng results
are naJe accessi-ple to aut orlzed”nnnltorlngﬁgrocessors 470. In a

par t i gathermgendotingaspretilydpey dsedng g authesisriicn. Fafhasdhe dgEbwedtl over the

I nt er net i ?ééﬁ-{i cBQa180 WRR RO WSS moht Sl faPkA¥sisal | scanned
and dé 5%%Q%Fﬁgé£%?ﬂ§£ we ?&gg t%e othertdata pfbvideémq%ﬁiﬂg%egtors at the
§

time GbmgbasimaRgPropEEDEIfe Frslgamsaisatand fuere Hamiesrkohtis ditp oxaRingecodi ng
enabl %gaﬂiaﬁ?.%tﬁ\ie%cﬁgfo} afi%{ AR GREARY IsNGetviRbap8BibR 7R viadkehy based

decodi n I's also enables centralized storage of the decoding results
and f aplohdinma eingle srappd fitsfondreoding 30d dnrefiatelyieceving ane d15pla¥inge shared anong

menbers. 8%1 ﬁlage_eﬁhé InGdd! 8 §hrt INOUPsERT G the @nRkEdTEn RiGhaGhicaRydaam) and may be
revi ened y their rmanagenent. ‘Analysis of the cunulative results can help

in t hevhitbtileecinsRsAODIPSYINGH A LeRAEE MERSAF usipDY HER PR HERE FEr¢gesite) e can al so

provi gg,afyicAsiahid d sife® chftSre@irides hRNeYei e diifhg LuUbs@H cadflanient measures
in the Hlfferent mar ket s, Anot her advantage of t.he separation %Qd

i ndepérdesic dhiTaPPgatiay it irerisigUssig b S aT G tperaeiRBhEntcde fHBEC cust oner s

can hka&ag&%&ﬁ@& Qf Suldok npaciAGambE, SEAPRIMNEIA vatapliaihdiEtded S, W t hout
revea jnp detail ed informati on about an%i-counterfg%#%qg. features on the
packag@slc SERIgEr oh? [T HSIEEATYPE YRS WBE nEess arPHE Bt 84 Th& hor k access-

they TnesglyaiifeCanpact: valdika sderadbnghgprinegssouisidec@siconaliky (e.g., at
the e rggmpogteraéonvw:;elt’:tgblg Pl fntevr\r?ert,lintra\llq\gteopother communications network through which a

decoding server/processor can be reached.

[00063]  Figure 7 illustrates a network-based decoding system 506 according- to an
embodiment of the invention. The decoding systern 500 may _include one or more inspection
processors 510 in selective communication with the decoding server .’)_'40 over a network 530.
Each inspection processor 510 may have an associated image acquisition device 520 for
capturing digital images and transferring them to the inspection processor 510. It will be
understood that the image acquisition device 520 and the inspection processor 510 may be |
combined into a single processing unit. In a typical embodiment, the image acquisition device
520 is a scanner and the inspection processor 510 is configured for receiving a scanned image .

from the scanner and selectively uploading it to the decoding server 540.
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[ 00062] In sone cases, however, an inspector may need to authenticate a
single item If netwirk access is available at the tinme the imge is
captured, the distributed approach to data gathering nay unnecessarily
del ay decodi ng and authentication. Further, the distributed approach may
require the presence of dedicated software to accommodate nultiple file
upl oads fronlthe client's processor to the central processor and ensure

th f t h |
sccod TP LACTER IR it
upl oaglirfigt,ar alcalgjlﬁ osctﬁmdetofnnmmc#t@ﬂs m@& fioe panERulanemplhidiraeat 9f thecei ving and
S{)ﬁ'ﬁ L%E@%g gyﬁtq%ﬁ't%g)r ﬁgpétgg&%ao i '&JeslnthgteAud\'}\% &sﬁg%g%@&g& sysgful in the

System I n inspector logs on to a
decodigugpuesth bével Sidagerac mbhﬁxroommmcatiﬂsu vngl thd@cv@met@r 540rBrougingpect or can

upl oad a_single ture sult on his
blroows‘é?bsml' Pﬁiglﬂgﬁﬁ‘?lg’é{ C&B rvr%ﬁg1 {()J'e %?S tﬁ‘g%/a%i)(br@ i g‘?‘g‘gg‘}t%gﬁé’gm ng to

aut Eemg g@&fd@;osﬂtnggﬂoeiss maﬂi(@gie?ptme?dxtgﬁm 1mlage icopibaied® thesdedodifpyerax a][rpl e, by
a phar naci st_ wan 0 _au nti.cate a forensic
excam O A FETE L8 SRR e g B s itf 1A A Fed0

r equi i@ ¢hsp&ubR pRBEssoMdvtldtbplag ocprmdagner (or ot her i mage ach|S|t|on deV|ce)
and a conputer connectable to the Internet, Intranet or other
CONMUMOsEE] | OMSe deebdiny dervehT40ugly inohide hr Jsave dacsdd pep o aropedatabrse8ssor can be

reached. 00 63 re 7.l ystem 500
accor Hf“ﬁ}@ T84%A ]mfgiﬁ%g el If#%%{]lﬂta?ﬁ{"/lﬁ% %?%ﬁﬁgéha@%ec o@qﬁgg%dég}gzm 500 may
i ncl ughea pRGWEr WBr éhlsms?pnmanoxomay wroeesseortel Bitloa preduselivectricve spefifini cat i on

W t h th decadi ng _se v LK 5300 beEasdl doRSRaRt | ON processor
510 niy ‘F?és\/oé 8%11%811%031"’% efgr uS’n%{dgga%:é%:’i?ll oﬁ%eg}l ce 520 for capturing

di gi t edcodimBgeseraticandanstierif b ngtviemser s eted tadgsee PP BriprSEESEH 510 It

will be. und fjpe image acquisition device 520 and the
i nspetti&n ro%téagggcrﬁg%esrm be combined into a single processing unit. In

a typt} e”RC}HétﬁB%fo probiag: ﬁﬁgeﬂeabdmgng&nﬂ&wh &€intcblvd endorgcanner and
the i spe t|on rocessor §1o 'S conflgured g a. scanned i mage -

f r om ‘béved %QWFII%ME%IEF%{%&/EPWGW% G F%OOt 0“1‘%%6“6 oUi Hi§° Eer ver 540.

18 [OQ%QﬂueEh@th@@ﬁs}e&ﬁBn 53Q 53R BisARY viE QT BLsat @BEnReippickiosuah - as t he
Internet, an Intranet, or a cellular or other tzl econmu |cat| ons -networKk.

In a PaA% i Lararert Geire Top HHBSPHOB PRRCs yLf &f BJeIUcY ﬁéaynet work 530 is
the | &%ﬁxﬁ@@ﬁseﬁﬂgletaﬂ@pdsﬁﬁ:@@ﬁw@ﬂthﬂr 19Q8%8 Ater hif@rmation. At $230, the log-on

_information is reviewed to determine if the log-on is valid and a decoding session should be
established. If the log-on information is not associated with a valid user account or the
associated security information does not match information for the specified wser, the method
proceeds to S232 where a check is performed to determine if a predetermjned mumber of
consecutive log-on failures has been reached. If not, an error message may be trapsmitted and

the method returns to SZIO The predetermined faﬂure limit has been reached, the user account
is bIocLed at S234 and the method ends at S236.

[00067] If a valid log-on is receivéd, the method proceeds to $S240 where encoding
information is obtained based on information associated with the user account and/or information
supplied by the user interactively. Usér—supplied information may, for example, include product

or document identification. The encoding information may be obtained from a database in which
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equi pped with a web browser to establish comrunication with the decodi ng
server 540 through a website adm nistered by the decodi ng server 540. This
provi des the capability for an interactive, web-based decoding process in
whi ch a captured digital inage is uploaded to the decoding server 540
where it is processed to provide a decoding result. The decoding result is
then returned to the inspection processor for display or-printing. [00065]
The degodiffnSRh ¥eikscahRd Wi ubdrahdier@nctiafegnagion eSataimenosdingdr nor e dat abases
in which encoding information is stored for. use in applying the -

appr opiPERAEOY BEH @SR RETRE dbibe Y5F S8R OHPEo% | ar user. This information
may be pre-associated with a ﬁr oduct Jéi neho[ﬂgeven specific §r.§%ucts or
docurb$fl068] Ldiser-SRRlGA iiPTBHOMAY B Rt d S5thp (REQL THIEG 8T T8 WP RYd¥ed so t hat
the. 0RGAALNG pERipEEnSARC ANhOGELS Mipaeionfraepat Th g phraculaser is entitled to
| ogon on to the systemor to receive a.particular decoding result. [00066]
A et lsstodimens §6 AHOHNGS SR Giay §rveis ‘ijléheﬂ‘éEBHﬁr‘Wghaé’%?‘i?F%éo P AR Tht er act i ve
net Worgk:. 1 Ras SithuSASSd B hin® tebil piS1assatie with fhe gser 6r Ber cTite. TREb0d, Dbegi ns at
S200. At S210, a lob on page .is transmtted to the inspection processor
for didsgiding coREEUERLGRICHFENBHOBDE IRY Parseq (AP ¥R RIS A22°5¥20,  a | og- on

r eque Skerdrshe 51%Q§dt§,/§6bu]°:r1%ﬁ%§rbxtJ&rbgﬁ&ﬁc’@pdﬂnﬂ@dﬂﬁ@ﬁﬁ Dig-onldie phtigal@ruséequest  may

i nclude a usernane and passwor and/é)_r ot her required Hser i nformation. At
S230, thervlecqding SHCr PR BRHL 1 61 of be foTap et Byt aPRTHe P P& og-on i's

val i d ,30faRnflesomt RAnSeSsRN psdteubiGo@spl8ab alhi@hehk uskf mih@ed @fpcon
information is not associated with a V%I&i d ﬁser acc un% g.r.the associ at ed
secur its/depefing GPREFUEHOA SRECRIGEE TREDE AP 81 M PPBIT B ThiBe LISt PResd user, the
met hogy, pdiR6Red SipbidreS237: 10b e’ s Selaion knd decquitgfposoersdr inay ted ethine i a

pr edet er m ned nunber of conge&%ti ve 4.0 -on failures has been reached. I|f
not, A&RCAEMEAHORRILRREATHY IFedt PAARNHTL BHS4nd the nethod returns to 5210.

The predeterm ned failure ligit has been. jort r it is

bl oc kBT Sumtinb vt et haanr Sy s R PRl SR o BERAN D
r ecei wgdstichlaemmeth ddr propeeid siay be 824Baryiief de enwodiayde s¢aphasratat i on is
obt ai ned. based on infornatio Late i th ot .and/ or

i nf or AREF ﬁmnseﬁ%% T ed c%?/;% F]hézgl?sag@ g%lrrlu'?ig‘f gléﬁ%lgﬁt%@rg@g%%ﬁ?% ii]?ér‘c:lf ormati on

may, f@theespapbreprotenel t dispiap dliztuseigpaydbenherinr oligBYiss FPeEt hofizi®the encodi ng
i nformation

' S lpvephi ch h inf |
| T OT T4 A0 ol o: 851800 3L 00 M LE M Rr Al #hage, el ch 19 such 1 nfor mat i on

user product information. Certain encoding
[00076] At S260, the captured digital image file is received from the user/decoding requester.

At S270, the encoding information and the appropriate decoding methodology are used to
process the capturéd digital image and obtain a decoding result. At S280, the decoding result is
transmitted to the user where it can be displayed or printed. Any number of additional images
may be uploaded and decoded in 2 particular interactive session. At 5290, a log-off request is

received and the method ends at S299.

[00071] It will be readily understood by those persons skilled.in the art that the present
invention is susceptible to broad utility and application. Many embodiments and adaptations of
the present invention other than those herein described, as well as many variations, modifications

and equivalent arrangements, will be apparent from or reasonably suggested by the present .
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information may al so be included in the user-supplied information. [00068]
User-supplied information may be included in the | og-on request or may be
provided 1in response to pronpts transnmtted to the user's inspection
processor. In a particular enbodinent, the decoding server nay have stored
therein or may have access to one or nore decoding configurations that
have been pre-associated with the user or user class. These decoding

conf i guveatidroasl foreprigsdntrippipt ibemsf, whixtut depyrtibeiros &t substalecodeopsarther ed | mages
of dlfferent products, docunents or other objects. Upon validating the

| og- orf® G %lpartlcular user, the decodi ng server may retrieve a |list of
the d nf rati o ansmt the |ist
to thgﬁﬁﬁégec g%ﬁbgﬁﬁﬁg? gﬁmﬁ h%méié%iéﬁﬁgfdgégun Qggg%r may t hen

sel ectinvelién, etegmdjemgdmﬁdltlyauﬂ:abnmmoammoobmtaite tﬁemonmetmmb:‘jmtdsed hat has been
captured.in_.the di be decad rece|V|n user's

sel ecthEBH: njfhﬁénvcﬁ%t‘% B oclgg n&heﬁaff/emt QO&gﬁltéH?Lﬁ%F NS Sﬁ’ﬁl i nf or mati on
needed;t@edRCadduiche captured i mage. [00069] A particul ar decodlng '
configuration may require that the digital imge be captured in a
particul ar manner. For exanple, it may be necessary that the inage may be
scanned at a particular orientation. Accordingly, at 5250, scanning
instructions may optionally be transmtted to the inspection processor for
di splay. The user may then scan or otherw se capture the digital inage in
t he appropriate manner and upload it to the decodi ng server. [00070] At
5260, the captured digital inmage file is received fromthe user/decoding
requester. At S270, the encoding informati on and the appropriate decodi ng
nmet hodol ogy are used to process the captured digital inmage and obtain a
decoding result. At S280, the decoding result is transmtted to the user
where it can be displayed or printed. Any nunber -of additional imges may
be upl oaded and decoded in a particular interactive session. At 5290, a

| og-of f request is received and the nethod ends at 5299. [00071] It wll
be readily understood by those persons skilledin the art that the present ,
invention is susceptible to broad utility and application. Many enbodi nents
and adaptations of the present invention other than those herein
described, as well as many variations, nodifications and equival ent
arrangenments, will be apparent from or reasonably suggested by the present
20 invention and foregoing description thereof, w thout departing fromthe
substance or scope of the
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invention. [00072] While the foregoing illustrates and describes exenpl ary
enbodi nents of this invention, it is to be understood that the invention
isnot [imted to the construction disclosed herein. The invention can be
enbodied in other specific forms without departing fromits spirit or
essential attributes. 21 CLAIMS Wat is clainmed is: 1. A systemfor
determ ning whether a test object is an authentic object to which an
expected encoded inmage has been applied, the expected encoded i mage having
been cordi4M$ed by encoding an authentication inmage using a set of one or
nore encoding paraneters so that if the expected encoded inage is printed
the authentication inage is not discernible to a viewer w thout an opti cal
decodi ng Wkatiicdaineediisty characteristics corresponding to at | east one of
the set of one or nore encodi ng paraneters, the system conprising: a
digital image acquisition device adapted for capturing a digital inmge of
at least 1.a g@@cem foRdémiifia %%&epzpie%bjécﬁ%' MAuEnd 6@%&% whicRanWhere the
expect ed encode i mge, mﬁ was consStructed so th if the expected
encoded ieBEfEEd esl%dqdnmeae hfﬁéveemnpélﬁ@ ithaeinseted pranged msagnchtawag bearnible to a
vi ewer Wi V, =Te r|st|

correspo ngﬁg(r?]l%tea%g%ﬂ% andﬁl?}%qt &g]ﬁ)ﬂ“ﬁ%hg usi}?goén%ggﬁon%ta)}’r e en?:%cd d‘“é

par anet erpsl;ammmﬁ sb thet 1ﬁmelaxpcbtedf ercbdedtimate Bipriatd theaulendedtivaniage 9bj ect; and
a data pro ﬁSSIH S st em havi an | e recejving nodul e adapted for

recei vi nélof écedPg%e élﬁ erﬁ?ﬁsﬁg"ﬁ“f’%ﬁ“ PHea gf’ogﬂdfr% eVIFEGRVING GRATSSERS devi ce, an
encodi ng cbiéPondihg aatdedsedrse 1eoRf bTuHeef nfos exﬁ:b@[hggsraﬁi‘ete@é thB8femone of

the set consisting of the authentication i mage and the set of "one or nore
encodi ng “OPEf#RRt ers, a decodi ng nodul e adapted for applying an encoded

i mage de;C’d' Ng di a0 dok REY i Qb GevilieHdbgbd hﬂ%&uﬁﬁ’g eP&%gh'ICiﬁlaEe ges9dk9

resul t
a portion of the test object including a target area where the expected encoded image,

which was constructed so that if the expected encoded image is printed the authentication
image is not discernible to a viewer without an optical decoding device having
characteristics corresponding to at least one of the set of one or more encoding
parameters, would be applied if the test object is an authentic object; and
a data processing system having
an image receiving module adapted for receiving the digital image from
the digital image acquisition device,
an encoding information database configured for storage of at least one of
the set consisting of the authentication image and the set of one or more encoding
parameters,
a decoding module adapted for applying an encoded image decoding
algorithm to the digital image to produce a decoding result; and
an authentication module adapted for comparing the decoding result to

object authentication criteria to determine an authentication result.

2. A system according to claim 1 wherein the data processing system comprises an

inspection data processor that includes the image receiving module.
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an aut hentication nodul e adapted for conparing the decoding result to

obj ect authentication criteria to determ ne an authentication result. 2. A
system according to claim1 wherein the data processing system conprises an
i nspection data processor that includes the imge receiving nodule. 22 {

3. A systemaccording o claim2 wherein the inspection data processor
further includes at | east one of the set consisting of the decodi ng nodul e
and the authentication nodule. 4. A system according to claim?2 wherein the
i nspect i dnAdRstaMBeeRiding orelainn2 whereinikg inerestion daaprecessemfrnthersidndasetiul e in
sel ecti V. cOiR | P , 1.5Si on. nodul e bei ng
adapt ed ?%ar trangl%ia%et %S}%lﬁgoﬁflglﬁ%égﬁfn nnﬁ%dg%o%lg&ﬁet #éﬁeﬁg? évﬂé)?lih,md?lzlfnd wher ei n
the data processing system further conprises an authentication server
includin data recei ving nodgule in. selective communication wth the

et wor kS S BeR AL alb BT 0F asPeiah e GRS NoR BT IS

i nspect i datadiahanigsios 8RR in Seledkive Yo RThREGH Wit 8 nbtdofd, ®dhafa Wherein the

aut henti cati on server, includes at |east one of the set consisting of the

d - 1
decodi ng UABHRIFEORmAdyls dcingaduted forirrrsmiving thedigigl imagaaveetheasdwili ng to
claim4 Wby | . -] dat abase
e ver i B S ATl R S BRI TR aer ver
bei ng i ninchusiinga daieresoivingtiedld mrselsetive conenundtation kithThe weteysgtaah accor di ng

to claiml further. conpsisi an_.aut hepti cation result database adapted
for stor BgaearenREE BT R HLp Rl adg fom 1B ipecla tie PRSFeEE er mi ni ng
whet her a test object is an authentic object to which an expected encoded

i mge hag een appliﬁq, t he. expected_encoded i mage hav“gg been constructed
by encodi nfgS&ﬂefaGP‘w_é pe Eutlpgh? Migre e rGenicaden wrves ielusies wdeast edcodi ng
par amet eqging Qe ddbistidg Jiife &XBEGRL SEhIBRGAT AL JuiRERcAdn B{ddﬂﬁw the

authentication image 1s not diS8cernible to a viewer w thout an opti cal
decodi ng devi ce having characteristics corresponding to at |east one of

t he set qf r . ' s ters. the syste onprising: at
east ong AroredrelREBs FLAaH T BRI ATELR: Brock R el SRl PP RS ofgi ¢l
i mge database server including the encoding information database, the database server being in

selective communication with the network.

7. A system according to claim | further comprising an authentication result database

adapted for storage of the authentication result.

8. A system for determining whether a test object is an authentic object to which an
expected encoded image has been applied, the expected encoded image having been
constructed by encoding an authentication image using a set of one or more encoding
parameters so that if the expected encoded image is printed the authentication image is
not discernible to a viewer without an optical decoding device having characteristics
corresponding to at least one of the set of one or more encoding parameters, the system
comprising:

at least one digital image acquisition device adapted for capturing a digital image
of at least a portion of the test object including a target area where the expected encoded
image, which was constructed so that if the expected encoded image is printed the

authentication image is not discernible to a viewer without an optical decoding device

23




of at least a portion of the test object including a target area where the
expected encoded inmage, which was constructed so that if the expected
encoded image is printed the authentication imge is not discernible to a
vi ewer w thout an optical decoding device 23 having characteristics
corresponding to at | east one of the set of one or nore encodi ng
paraneters, would be applied if the test object is an authentic object; at
| east one inspection data processor conprising an inmage receiving nodul e
adapt ed fhg¥ing sbapeprigics parespefiding tojairiege one ofthanet cfosoer mpwtnosdingdf t he at

| east on Qhﬂﬁ (I kS L j ; ta.transm ssion nodule in
sel ectiv acom%%i%dgﬁg%a%%tgﬁﬁgh%ée%&b?e%ﬁgggﬁyﬁg?&ﬁh@J%ét a transm ssi on nodul e
bei ng adapt ed af lpast branspedtivh datatpheeegiogedmaprisingmage over the first network;

an aut hentication setver conpri Si a.data.recejving nodule in_selective

communi cati on wi t hP {82 rF%etmﬂ%ﬂ?/ag]ﬁ_adﬂ’r‘i‘ﬁiafﬂéfeﬁﬁwﬁﬁég‘f &%‘tﬁdmag"e@%‘?\ﬂ“pg t he

digi tal imge atdoomicidvae af tHe@aRhst QRS dighaINRak: AYuisitindicRIcecessor, a first

decodi ng nodul e adapt ed for_ appl yldng_an encoded i mage decodi ng algorithm
Hi&d

to the digital imag&aéraprpigeier redadsenleryve earumunication with p fisy _
authent i cati ofedRetllic. SALRLEIRI AOMRAEd 0. dBRaFSALAARIRERY tgilip _OPI eCt

authentication criteria to determne an a rcatiron res nd a first
dat abase ser vémagsorver ihsifing netwarkicodi ng i nf or mati on dat abase configured for
storage of at Ieat L .one of the set. consisting of the authentication inmage
and the set of‘ngﬁg%lrcaﬁ%l}%er‘éeﬁ(??)lapﬂﬁng paraneters. 9. A system according to
claim8 further coadhiasbdeivitg ;06686h Siicahassinbenivalon Witttk Eedt n¥vork

conmmuni cati on vvi{jh t he aut hentication server, the second database server

i ncl udi ng an 28d/PHBHEJPiRd fonrereivine thetigiial #arge fypva theias lqapfong desppriionat abase
server may begihersae®:, server as the first database server. 10. A system

according to claim9 further conprising an authentication nonitoring
a first decoding module adapted for applying an encoded image decoding

algorithm to the digital image to produce a decoding result, and

a first authentication module adapted for comparing the decoding result to
object authentication criteria to determine an authentication result; and
a first database server comprising

an encoding information database configured for storage of at least one of
the set consisting of the authentication image and the set of one or more encoding

parameters.

9. A system according to claim 8 further comprising a second database server in selective
communjcation with the authentication server, the second database server including an
authentication result database, wherein the second database server may be the same

server as the first database server.

10. A system according to claim 9 further comprising an authentication monitoring
processor in selective communication with the second database server over a second
network, the authentication monitoring processor being adapted for requesting and
receiving authentication result information from the second database server, wherein the

second network may be the same network as the first network.
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processor in selective communication wth the second dat abase server over a
second network, the authentication nonitoring processor being adapted for
requesting and receiving authentication result information fromthe second
dat abase server, wherein the second network nay be the sane network as the
first network. 24 11. A nethod for determ ning whether a test object is an
aut hentic object to which an expected encoded i mage has been applied, the
expect ed encoded inage havi ng been constructed by encoding an

aut hent i ddt Aanethorhlge detorminhiang Witetheh e taskplaedt échnemvtieddelobjrstge wihich apr i nt ed t he
aut hent i i i | I ! i e - W thout an optical
decodi ng%gé‘!\:/c?%&eé av?ﬁgﬁgﬂg&ﬁgg%@%&sﬁ? ?’?slg?:ﬁ g?%%%%cr?g%]lgmatgs hgizmggg%]t one of the
set of orengnctedbyeneniigrimaptipatieativhémage JohRatibhb etpacrdrRnt&led Gmagedsei vi ng
an aut henti ;gt;lon I equest .over. a ng.twor.F froma req[Hestor, the

aut hent i EEGA"S atjondmags i5gondisgegribleito p gyt Bithayt apoptical s portion of

the test debidued devideHabiiz RBarActb@dtRe borddsBéh it lh& BXBEGLSE RaeEed | mage,
whi ch was constructed so that if the expected encoded image is printed the
aut hent i ¢2Qre epcodimgarametersitheinghed 6pPEsiE® a  vi ewer wi t hout an opti cal
decodi ng devi i . rSti I | east one of
the set of ong&gw ér}‘gaugﬁr@glgﬁr?g r%@%gﬁfﬁfég&a%ﬁfﬂﬁgge@%%ﬁgg if the test
obj ect i swthamticativhequest irehjdcg g digivgliyhaggofaat thagfi af palrti dheefabk tegt dtjgori thm to
the captured.digjital image to estaplish a, .decoding result; c ring the
decodi hg MRS 2558 aje qvner Ain SRRt PO IR, WIS o8 SPgyupieq Sh et

aut hent i Gedht eRpdcEhécdeadadd id pafel tHen@itHeGcativh RAAYeI S AS BRef@REtda t O the
requestor, 12. A nmethod according to claim 1l wherein the authentication
criteri a VIGTEr yabaut aifptied deeadingde vigediguing sharagteristiss Farersponding taat least

aut hent i ¢gat LPfe! g 0 [ : ' ult to
obj ect aut hent Fggﬁggﬂé%%gﬁng&%%g%%gs &é{)%t&?igé)? ?H%l&%dg@gg%ggiﬂﬁ%ﬁ% a from
t he decodnnythemsudbiset;and conparing the decoded indicia to the

et oA AL e ELYS ASGRATB R LI, s

decoding result;

comparing the decoding result to object authentication criteria to establish an
authentication result; and

transmitting the authentication result to the requestor.

12. A method according to claim 11 wherein the authentication criteria includes
authentication image indicia included in the authentication image and the action of
comparing the decoding result to object authentication criteria includes: extracting
decoded indicia from the decoding result; and comparing the decoded indicia to the

authentication image indicia.

13. A method according to claim 12 wherein the authentication request includes test
object-specific information and the action of comparing includes: comparing the decoded

indicia to the test object-specific information.

14. A method according to claim 11 further comprising: storing in an authentication

database at least one of the set consisting of the decoding result and the authentication
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obj ect-specific information and the action of conparing includes: conparing
the decoded indicia to the test object-specific information. 14. A nethod
according to claim 11l further conprising: storing in an authentication

dat abase at | east one of the set consisting of the decoding result and the
aut hentication 25 result. 15. A nethod according to claiml 1 further
conprising: receiving a request for the authentication result froma
nonitoring processor; determ ning whether the result request is valid; and
in respoAg¥ltto a determination that the result request is valid,
transmtting the authentication result to the nonitoring processor. 16. A
nmet hod according to claim 1l wherein the authentication request is received
via el edﬁrAnnilqthcnincbordilr@ toAlaﬂmtlﬂnfuiﬂa:ccmthisi‘l@ treeblidy atedilesvhieri®d N t he

aut hentic {hl on ues‘% is received via é@ ness ‘gg ﬁ smtted over a

Lel ecommuTERieHRE Rt fighe mostorRE iR Rea AEIERIN My e WIS of n t he
aut hent i Gaddlidnaridsiatbdponse th haBEFhinhBsh thtthe RIsHIE FdqBB & viRiH! trankRittidy fHEL hod
according to claiml 1 wherein the authentication result is transmtted via
text nessygentsghen '&S‘E'éf%‘ééﬁ%?ﬂﬁi)r@wm@%mﬁetmrk 26

16. A method according to claim 11 wherein the authentication request is received via

electronic mail,

17. A method according to claim 11 wherein the authentication request is received via

text message transmitted over a telecommunications network.

18. A method according to claim 11 wherein the authentication result is transmitted via

electronic mail.

19. A method according to claim 11 wherein the authentication result is transmitted via

text message over a telecommunications network.
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