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(54) Title: FULLY HOMOMORPHIC ENCRYPTION BASED ON NON-CYCLOTOMIC RINGS

(Optionally) encode ane or more plaintexts to an element of a plaintext quotient ring
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Obtain an encryption key thatis a ring element
and (optionally) one or more randomizers and (optionally) one or more noise values
310

Encrypt the element of the plaintext quotient ring to an element of the ciphertext
quotientring, utilizing the encryption key and (optionally) the randomizer and (optionally)
noise values
315
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{Optionally) store data derivative of one or more randomizers, to facilitate decryption
320

Fig. 3

(57) Abstract: A processor-based method of fully homomorphic encryption, comprising: encrypting an element of a first non-cyclo-
tomic ring to an element of a second non-cyclotomic ring; wherein the first non-cyclotomic ring is a quotient of: a third non-cyclotomic
ring that is derivative of an irreducible non-cyclotomic polynomial, and a first non-trivial ideal of the third non-cyclotomic ring, and
wherein the second non-cyclotomic ring is a quotient of :the third non-cyclotomic ring, and a second ideal of the third non-cyclotomic
ring, wherein the second ideal is not the first ideal.
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