2 0 AUG 2004 METHOD AND APPARATUS FOR DI A TAL CONTENT COPY PROTECTI ON
Field O The Invention The present invention relates to el ectronic copy
protection of digital docunents, and in particular, to protection of
di gital docunents agai nst unauthorised copying and access. Egﬁkgﬂg)xgnd Wth
the rapid growth of the Internet and nultinedi a technol ogé,0 S ution
of digital content, hereafter referred to as digital docunents, is
pervasi ve. Such digital d nent.s i ncl é_ tware prograns,
graphics, video or audio (ETHOL . non-di gi tal docunents,
digital docunents can m!?gpi@ébgﬁ!-ﬁwm?éﬁid y w thout any
degradation in quality: : T igital docunents are
easily copied because of inadequate copy protection adversely affects
commerce including consuner interests. Hence, security of digital
docunents is critical to ensure a comercially stable environnent.
Conventional Iy, the security ofjafl BftrHe ﬁ%g%ﬁt s involves using a
cryptographi c systemto prevent unauthorised copying of such docunents. A
cryptographi c system or cryptosystem has an encryption key to convert
pl ai nt ext into_ﬁ_iléhertex,t and a decryption key to recover the plaintext

er

fromthe ciph REesent ’”ﬁ’ﬁ@t[%ﬁlﬂﬁsit@@‘%?@&ﬂ"?%@“&@@@b@f datdley are

i denti cal , Y. L : i rypiosystem If the
enor ypt 1 onqea oS A RITARELE, R &L B QAL e inE AR LTy the
decr ypt i onuneeyhdrisech capyégeared gptésm key is conputationally infeasible, the
cryptosystemis called an | 2 0 AUG 2004 asynmmetric key cryptosystem or
public key cryptosystem In a public key cryptosystem anyone can encrypt
a nessage using the public encryption key. However, only the hol der of the

correspondi ng private decryption key can
Background

With the rapid growth of the Internet and multimedia technology,
distribution of digital content, hereafter referred to as digital documents, is
pervasive. Such digital documents include text, software programs, graphics,
video or audio in digital formats. Unlike non-digital documents, digital
documents can be copied and disseminated easily without any degradation in
quality. Obviously, a market in which digital documents are easily copied
because of inadequate copy protection adversely affects commerce including
consumer interests. Hence, security of digital documents is critical to ensure a

commercially stable environment.

Conventionally, the security of digitai documents involves using a
cryptographic system to prevent unauthorised copying of such documents. A
cryptographic system, or cryptosystem, has an encryption key to convert
plaintext into ciphertext and a decryption key to recover the plaintext from the
ciphertext. If the encryption key and the decryption key are identical, the
cryptosystem is called a symmetric key cryptosystem. If the encryption key
and the decryption key are different and determining the decryption key from

the encryption key is computationally infeasible, the cryptosystem is called an



decrypt the ciphertext and recover the message. Another common aspect of
digital docunent security is the use of digital signatures, which is an
el ectroni c anal ogy of hand-witten signatures. In a digitgly 8i/gnopy e
schenme, a user has a private signature key, or private key and a public
verification key, or public key. Only the holder of the private key can
generate a valid digital signature on a nessage, but anyone with the

cor r espongdyremettd key &s@md@@tétﬁbirg))ﬂb_ﬁ@ﬂleyetyp%éy%té}ﬁ. & ﬁgbﬁ(:: E‘é si gnat ure.

In a public key cryptosystem or digital” si'gnature sche s often

i mpor t ant CryBtosyslem.canyanierrareenespt @ message tusinchibel puilici enargpticser ' s 1 D.

Such a bigdjn b i ' h uplic .k ertificates, which
contain a%gq' Eg’ﬁa{ﬁﬁe‘gﬁ'ﬁﬁgéﬁﬁeﬁé’m‘?go} rﬁ?%%‘fﬁ?g BUB‘%‘C&W“%%%C%I idity
time intede@ypt theciphiertalt gindaebyver theefesdigea certification authority. A
one-way hash function h() has the properties that: 1) for any nmessage m

the hash h(nm) is easy to conmpute; 2) given h(m, finding rr?is ]
conput ati onal | y,.i ' ; i ik ndi t hat phave the sane
hash i o ol so  NablePEShG p8BCt oo doRdrehE SEETRT 8 Tt 1408
crypt osysdigital, sighafuted, wdigniat an elestroaiean2logy ofdandasitchuighatanss. 1and
public ke cetrﬁLi ficates, reference is nade to A. Menezes, P. Qorschot, and
5. Vanst dhéld RIgHABIE SChaRis: PatPeh@sibBFEPR Fignatie ey os privetsskeyor C.
Kauf man, . : [ : t | = B
Conmmuni ca%doﬁﬁdr?ﬁ%@sﬂﬁﬁié%%ﬁ?? p%ﬁ? Ergin(?ﬁé( gh@%ﬁ& c@rﬁﬁ? Q\E\)I/(olé%ai@f ffs, NJ,
1995. U. S:arPgenersite ayatid sligitt sitmsturelesa messiagedbof anytmehwitbltmt ingndl(‘jO(rj ) 5
‘protecting software against copying wth.,a c | epnge ,mechani sm enbedde
8 AUG 200&?”'%‘?02@5}9 B'?@tcg@ye‘&arw"e"ﬁé?e é’@'f"ﬂ%‘l’r}g!‘el il sianate®. It Ae chal | enge
mechani s SNt 0 ) b server. The
Si gnaturerﬁ u%@?ﬁr&%’%ﬁg theagﬂgﬁ?gﬁgé&b}gﬁaﬁt E’ Eﬁé?@%@}rﬁ@%ﬁ@&e key and
t hen r et ugassirely bind a public key with the legitimate user’s ID. Such a binding can be
achieved using the public key certificates, which contain at least the user's
identity, his/her public key, and a validity time interval, and are digitally signed
by a certification authority.
A one-way hash function h() has the properties that:
1) for any message m, the hash h(m) is easy to compute;
2) given h(m), finding m is computationally infeasible; and
3} finding two messages that have the same hash is also

computationally infeasible

For more information on cryptosystems, digital signature scheme, one-
way hash functions, and public key certificates, reference is made to A.
Menezes, P. Oorschot, and S. Vanstone, Handbook of Applied Cryptography,
CRC Press, 1896, or C. Kaufman, R. Perlman, and M. Speciner, Network
Security — Private Communication in A Public World, PTR Prentice Hall,
Englewood Cliffs, NJ, 1995.

U.S. Pat. No. 5,935,246 describes a method of copy protection for
protecting software against copying with a challenge mechanism embedded



t he signed challenge to the chall enge -mechanism The chal |l enge nechani sm
then verifies the signed chall enge, using the custoner's public key, and

prohi bits the customer fromusing sone or all of t-he pr‘@he&@gdzg'gu*em of
software unl ess the verification is successful. However, "U. S’ Pat. No.

5,935,246 uses a public key cryptosystemthat requires each user to have a
private key and public key pair. Hence, disadvantageously, anyone wth

know edgenefach dregictedritée ofsefivape) Madgerktiyn,ohs omﬂléﬁ%e aisthanisnpr ot ect ed
software entjtled to the legitimate user. U S. Pat. . 5,513, 260 descri bes
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on t he nebeaignadychvdiiengedpyhe chakarigeomechanisan MThecschallBhgeraéctighisth this
signature, i s such ;hat th Cg%ﬁnature,is not transferred to illicit copies

made on P ¥eplies e sighe IYiUsiNg thegustomgr's public keyparged, t Ee
' I 3 t the
presence @hniig fié 8ot wm&égpe |l ofltRe @35%%@&8%%%” yp

program data. However, en a co prote ayed, the
absence aioftware sinjgest theevetifiogtion tshaiqoeayfet. Hovewrelad ePhtaNee dat a, which
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P erome | BoP8 oAb s st PUBINSy SyBtisUatary LadlTGi Fos. aprh HOPEIBAMR By o and
such a‘gdiﬁri\/ﬁﬁé k&P aHA FRBliE RBY Ypaftdfiente ai@ﬁd%ﬁggegﬂ‘é |§,%%yoﬂa Wwitgyers. U S.

Pat . . 4,903, 296 describes copy proi ection war'e on nmagnetic
medi um wiknewdedgseof allegittyateausers privatakeycamsaikress anderusiprbtended of t he

magneti c ' . rks are in the formof absence of material
and domiﬁg{axg]tenliﬂﬁig? %Iil)%e)le%@mt& lb‘ﬁfertonvent ional magnetic disk wite
heads. Additionally, an encrypted key, which is critical for running the

application, is built into a special purpose hardware subsystem Hence,
software or cdidufat 8955,@&&2&@9&@;@%@6@&@ fwopytight protegiionforhe 3 20

G#fGorztogf\f at%ﬁeﬁ%xs ﬁ%ﬁ(?@ﬁﬁj HediLSH 94 BoRipath SiscEEDNCodnidd it e
combination of symmetric and asymmetrical encrypting methods, an’
authentication signature is recorded on the media only when copy protection
is required. The nature of this signature is such that the signature is not
transferred to illicit copies made on CD recorders. When an original protected
disk is played, the presence of the signature causes the player to correctly
decrypt the program data. However, when a copy of a protected CD is played,
the absence of the signature causes the player to generate false data, which
prohibits the disk from playing normally. However, the copy protection
scheme in U.S. Pat. No. 5,513,260 requires modification to CD players and

such modification undesirably adds to the costs of such CD players.

U.S. Pat. No. 4,903,296 describes copy protection of software on
magnetic medium with a special key having two marks made on the surface
of the magnetic medium. These two marks are in the form of absence of
material and domains that cannot be formed by conventional magnetic disk
write heads. Additionally, an encrypted key, which is critical for running the
application, is built into a special purpose hardware subsystem. Hence,
software or computer systems need the hardware subsystem to apply the



makes copy protection as described in U S. Pat. No. 4,903,296 |less flexible
for adapting to existing software or conputer systens. U S. Pat. No.

4,866, 769 describes a nmethod of copy protection of personah go ter
software distribution in diskettes through the use of a 2 #n H e

i dentification stored in read-only-nenory of personal conputers. A source
IDis provided with every software distributed. A personal conputer ID is

used wi t lrcdpyepretaotion teEhritiua ofilsSr PhtitNmnt, 903,206t Unfartumatelycihisin encoded
check word HSi ng an eng@/rf)éis(én net hod. This check word is then used to

h
verify tHABKEhEORHPIRE esriPefs Bl on Ratabls: 4ibeePhlassdlexible onput er .
However, g §da|5’1%09 ¥d\9xisﬁn§§§%\&/§|% blsc@rhﬁﬁte'i‘% stehfi bl e in copy protection as

a separate and ferent” co of a software I's required for each personal
conput er. W9842098 descri bes a technique of digital rights nanagenent in

whi ch di gi t,al duct i t df distributed t h
e for Tod 'O BAE! qsbeR MBS ¥t RS RlaRS R o' 9h
pr oduct ?@s@hél%&teﬁ@éﬁﬂé%’di@%ﬁ?h%H%@(@ﬁ@gwgﬁ%é‘lﬁ%e%ftd“ a |license

server. custonmer ~uses a reader software to purchase a license. Such
reader sdfniqee Eieréiﬁaaiimstmr&aﬁt-enEg#memoegadépe&yaabmmputmsaemop a reader

system signature. Usi t reader, system si gnature, the |icepse_server
encrypt s wUEY H:éﬂ&Proa’é%%}gﬁﬁ@Helye@()f&“ﬁ%‘etqeﬁtr@@%ffipt QQEfSPQSﬁ‘é?ﬂ"PE%r?Qhe
product deeskaiitthekedured Do GsEBUtibY dfskeBratprsdud SnldhgBdegovi ded to
t he reader e;i;/Stem When the customer wi shes to use the digital product, a

new r eadeiheskvesh using AREMCE Rtiongeathosk dhis chankowgististthen gsgiital product .

it or m 16 Mo StfhRSi5EIRG 88 ot RSB AA aer Bl LB 6 s ore
users mayHowevdre LLBPat. ik |46866117601i9 alsath st irs nR) Fi‘dﬂé&[dméé an.
Furthernore, the |icense server —encrypts docunents only upon transm ssion

of such SPghaeand diffgrenticopy of appfiuaredarequirasbtaiisashPessenald in t he
| i cense S &ltef' © not encrypted and, hence, can be fraudulently accessed
by unaut hor i Sed users. 4

WQ09842098 describes a technique of digital rights management in which a
digital product is encrypted and freely distributed through uncontrolled
channels. Security fragment(s) of the encrypted digital product are withheld
and provided only upon communication with a license server. A customer
uses a reader software to purchase a license. Such reader software
examines components of a reader system to develop a reader system
signature. Using the reader system signature, the license server encrypts a
product decryption key and the security fragment(s). The product decryption
key and the security fragment(s) are then provided to the reader system.

- When the customer wishes to use the digital product, a new reader system
signature is generated to decrypt the digital product. However, the technique
as described in W0O9842098 requires personal information of a client to be
provided to the license server and some users may not be comfortable
disclosing such personal information. Furthermore, the license server
encrypts documents only upon transmission of such documents to a client.
Consequently, documents stored in the license server are not encrypted and,

hence, can be fraudulently accessed by unauthorised users.
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2 0 AUG 2004 SUMVARY According to one aspect of the invention, there is
provided a nethod for copy protecting encrypted docunents in a
client-server systemusing an unsecured conmunication channel, the
client-server systemhaving at |east one client and at Q?ﬁﬁ% EE server
for storing encrypted docunents, the nethod including ﬁ% é@ of :

recei ving an encrypted docunent fromthe server by a client;

aut henti cati ng comruni cati ons between the client and the server;

decrypting by the client the encrygiﬂ? ment using a decryption key when
the step of authenticating is successful to derive a decrypted docunent;
preventing storage of the decrypted docunent on a storage device at any of

th t | . cl.i t: ] t . t h | tt
save t he deipSpiing oael et SEREHenthy’ (s bicifedia ToebRE 7 661h o host
speci fi ¢ pkstecting 8A6HyBtRIdéUMent8sn &l diitRt-séeP sPMtbALuSing BnAiHsetRla(

docunent; saving the re-encrypted docunent in a storage device of the
client; cegmagicalipn ehamgldhaiclipabservensysiemavingat leagbene clientiandeger N, a

one way Aot iR Bt Yor FEARY BBt AbodRi e R dineBifairid, Sach of

sai d at kbtastofone server and enbedding X" into a nodule of said client in

accordance with said, selecting step and said conmputing step. According to
anot her aspect of€CEHENG ﬁO&ﬁ‘PIKPge,d@ﬁ@‘#'@eﬂgfrﬁmﬁm@rbyaﬁ)ﬁbﬁlﬁt us for copy

protecting encrygiedndos rﬁrl'niuﬂic%tﬁh% Betwed] el cikhe Eﬁgltﬁ% LOg,epn

unsecur ed comruni cat1 on” chfannel, e client-server system having at | east
one client and décryptisd bpitiee skientéhe Bacrypted dogumect ygihgd deyptiom s, the
apparatus 5 key when the step of authenticating is successful to derive a decrypted
document;

preventing storage of the decrypted document on a storage device at
any of the at least one client;

in response to a user request at the client to save the decrypted
document, encrypting the decrypted document with a host specific key
associated with the client to provide a re-encrypted document;

saving the re-encrypted document in a storage device of the client;

selecting, by said at least one server for a positive integer N, a random
secret value Xy

computing X, = f(X,+1), where 1 < n < N using a one way hash
function; and

issuing said random secret value Xy to each of said at least one server
and embedding X, into a module of said client in accordance with said

selecting step and said computing step.

According to another aspect of the invention, there is provided an apparatus
for copy protecting encrypted documents in a client-server system using an
unsecured communication channel, the client-server system having at least one

client and at least one server for storing encrypted documents, the apparatus



2 0 AUG 2004 including: nmeans for receiving an encrypted docunent fromthe
server by client; neans for authenticating conmunications between the
client and the server; means for decrypting by the client the encrypted
docunent using a decryption key when the step of authen®ilc&tfing00s
successful to derive a decrypted docunent; means for preventing storage of
the decrypted docunent on a storage device at any of the at |east one
client; neans for encrypting the decrypted docunent with a host specific
key assqgdi@dipg: With the client to provide a re-encrypted docunent; means
for saving the re-encrypted docunent in a storage device of the client;
means for sel ect imegnshigr remietyirg ah eastypberbdeeuvent fram the sesidaribyeclient,eger N,

a random secret val ue XN; aps .for conmputing X, = f +3)., ere 1 < n <
N using a one way 'Ca5dR" ?"lﬁtﬁgf‘ '%5”%%“’%@3@“86? bﬁg’%‘iﬁ('h@es‘é'ﬁﬁwaﬂ secr et
value XN to egehygdf said at least one server and enbedding X' into a

nmodul e of said client in accordance wth said, selecting step and said
conmputi ng step. Meapsdondedyping by theecliend plae enofyptatedociunent using ahere i s

D Computer odahmon SRR BEaer or ABHRB A G icBapofE e "
protecting encleypipted docuwment;s in a client-server systemusing an

unsecured comruni cati gn channel, the client- server system having at | east
one client and afe@Bgder ps¥eridng, sioragy oktherdergyprted dogbmemt @dcunent s, t he

COTPYLeL, b OBE RS AR R ORI ELIERRID € b 00La S0 Teare
readabl e progranmeads foremsypling et deoryptedtdoagment with a host specific key
associated with the client to provide a re-encrypted document;
means for saving the re-encrypted document in a storage device of
the client;
means for selecting, by said at least one server for a positive integer
N, a random secret value Xy;
means for computing X, = f(X,+1), where 1 < n < N using a one way
hash function; and
means for issuing said random secret value Xy to each of said at least
one server and embedding X, into a module of said client in accordance

with said, selecting step and said computing step.

According to a further aspect of the invention, there is provided a computer
program product having a computer usable medium having a computer readable
program code means embodied therein for copy protecting encrypted documents
in a client-server system using an unsecured communication channel, the client-
server system having at least one client and at least one server for storing
encrypted documents, the computer program product including:

computer readable program code means for receiving an
encrypted document from the server by a client;

computer readable program code means for authenticating



6 2 0 AUG 2004 communi cations between the client and the server; conputer
readabl e program code neans for decrypting by the client the encrypted
docunent using a decryption key when the step of authenticating is
successful to derive a decrypted docunent; conputer reagqplg pQgggan1code
means for preventing storage of the decrypted docunent "on a storage devi ce
at any of the at |east one client; conputer readabl e program code neans
for encrypting the decrypted docunent with a host specific key associ ated

with the cliegbnirRuEdriehatwebAtREClivM Al HREFRat ; conputer readabl e
program code neans for saving the re-encrypted document in a storage

devi ce of the clé@npytesseqdatie pregraabtadgmegna forodetsyptingiisy ther cliesitect i ng,
by the at |ea ROSIfd Ve i nteger random secret val ue
XN, conput er ﬁe Sﬁﬁ%ﬁeﬁ%@#‘ﬁﬁ%ﬁé a#?gnf Piion & %MP%H’%# Q;‘Q(Xn+1) wher e
1 < n < N usi agtrerdicatiNgis iaskssiunil deiie fddcspralitecurhemdabl e program code
means for issuing the randomsecret value XNto each of the at |east one

server and enbedd@MBUtr readable progsam eodss mﬁﬁés &or @'ﬁt’enﬂﬂgﬁt@@%@fo@m th the
sel ecting st eP ?fﬁ{étédﬁoc BRubA Q%écéréa@ dDe%f Qta't ?Bn&;&erlg;g‘é“ tngs

Enbodi ments o I nven on ar e here| naf er WI

the draw ngs, i ncoshpaler réddablé pragrambiariskmeang famendryptiily thki de@rgpted
client-server s steg%)waéh a server, a client and a transm ssi on channel

there bet ween9PRURE hoshispreHic kﬁyé\séPFiétﬁdeW%@h%ﬁﬁ”téq’ PFMEde Avent i on;

FIG 2is a f}@\éﬁ[g?pgecpaoélmﬁeﬁperatlon of the server of FIG 1 when
preparing documnen

computer readable program code means for saving the re-encrypted
document in a storage device of the client;

computer readable program code means for selecting, by the at least
one server for a positive integer N, a random secret value Xy;

computer readable program code means for computing X, = f(Xps1),
where 1 < n < N using a one way hash function; and

computer readable program code means for issuing the random secret
value Xy to each of the at least one server and embedding X, into a
module of the client in accordance with the selecting step and the

computing step.

Brief Description of the Drawings

Embodiments of the invention are described hereinafter with reference to
the drawings, in which:

FIG. 1 is a block diagram illustrating a client-server system with a server,
a client and a transmission channel there between in accordance with a
preferred embodiment of the invention;

FIG. 2 is a flowchart of the operation of the server of FIG. 1 when
preparing documents;



2 0 AUG 2004 FIG 3 is a block diagram show ng conponents of a Copy
Protection Docunent Reader (CPDR) nodule within the cli ent of FI G 1, FIG
4 is a flowhart of the operation of the CPDR nodul e of

downl oadi ng, processing and protecting docunents; FIG owchart of
the operation of the CPDR nodule of FIG 3 when view ng a copy pr ot ect ed
docunent; FIG 6 is a flowhart of the operation of the client of FIG 1
using an nth version of the CPDR nodule of FIG 3 for viewing a

copy- prot ect ethGOQLié@'Block é%@rfﬁ%ho%ﬁéc@m@bﬁéﬁtscﬂf Bﬁﬁfﬁ’ﬂ'otéetlﬁ‘rra”p' e of a

conput er systemin which nbodi ments can be a |ed Det
Descri pt RacumenitRratier4&Piamadule \allﬂdneih@ohmltafﬂ@r dyram pr oduct are

syst em usi ng 10 this BT ER TR ek Eh SHERTEPOR moede T ibonimen
descri pt UQw,nldadi@gquéceéiﬁﬁ taha ©cHfg dbetimentsac! udi ng, for exarrple
specific content r7a 2 4 addressing techni ques |i ke hashing. It

wi |l be appar &6 £ds 6rf@‘@halﬂl @cdhﬁrﬁpﬁh%“orh@ the{geRanodulgaf FGe3pyharent
i nventi O iR, P’eﬁfﬂfm %d%&hﬁ’l%t these specific details. In other
i S, 9 u i

i nst ance res are’'not described in detail so as not to

obscure the prGeBtis arﬂmmiha@lmf thé@pendtid ofthbslioht ¢fiRIG. veihd an rith ovi de a
ital plain text docunent is encrypted

client-server s e h a_di

bef or e béﬁw%aﬁﬁ &%bﬁi ﬁof Flgs. %of@r vigydeg fi conyaRroledted §eeUrEeBl with the
client ignysed to encrypt the digital plain text docunent. This is an
advant age conpared to prior art client-server systens in that storage of a
di gi tal docunédG. Bys a hbclediagrammf eneamplamf essompitet sgsienniaiwhitlas been

encrypted. Anot her dvant e i,n using the host specific key KH of one
client fBIF WE’F’@BP %‘%@ﬂ e.g“t hat any digital

Detailed Description

A method, an apparatus and a computer program product are described
for copy protecting encrypted documents in a client-server system using an
unsecured communication channel. In the following description, numerous

details are set forth including, for example, specific content-

fa



docunent copied and transferred to another client cannot be decrypted by
the latter for lack of the host specific key KH of the former. In this
detail ed description of the preferred enbodi nent of the X@g , the
following notation is used throughout: e(K, M . encrypt?&n sage M
with key K and a symmetric key cryptosystem h(X Y) : a cryptographic
one-way hash function wth input "X Y', where X Y represents the

concat enaddvessifg mmm%muammg\l [SW,I“ beappammitoentskilfedtingheyst em ar e

descri bed nodul es. . A nodul e, and Icular its functionality, can
be inple i’@(‘l"qvﬁre‘?’?hm‘e pieseRbiRvention Eﬁ&%ﬁpéaculsﬁ diithasbtheds e sense, a

modul e i;slp%fcﬁfc%ﬁéﬁs Iﬁb?rgcfrgﬁ%tgn%%%%ﬂ kﬂ&wmsé@ﬁées%l @& SSitBey jRer forms a

parti cul unction or | ons war e sense, a nodul e
i s a funcietaihad abarad @ obsouriet thegeresgmtddvéntionuse wi t h ot her conponents or
nodul es. For exanple, a nodule may be inplenented using discrete

el ectronic conponents, or it can forma portion of an entire electronic

t h
circuit suc %@Qnﬁ%ﬂﬁmé%lﬁﬁhémﬁférﬁibﬁ roiHg 1‘3 n@\é\kgrlé‘a/% %%004 the art

Nuner ous ot her e(E)os& bilities exist. Tho ski |
wi || apprvédcha lgiﬁ@ltplalndesymcermemtnsalnsojpbed basﬁjrertamgadaw Bn a clenti nat i on

f hard d t d f nt t
20 Tor arhrp8 SheditEEN RuaRESUBRA MBS SionieLeRt R shehmeite JRRaR ey var o
12 ref er i téxlddb“diﬂ‘ﬁéﬁt ¥alsviran éd\?éntgg@&bﬁh%r@d to piidesrt efiert et

docunents including but not restricte form to text, graphics, video,
audi 0, scstemeinihaisiorepeisf adigital dasamsstt by/a clientris prevsinted uhiesael 14

16 The that e BEAAChaT R Rt Al SR e e I So b gRotE Sy "

communi caspeetficrkeyuk g obonaetient for ehchption@Euh is ehatinisdigitaladi o frequency

(RF) chanpels, satellite |links, diskettes or other storage nedia.
document copied and transferred to another client cannot be decrypted by the

latter for lack of the host specific key Ky of the former.

In this detailed description of the preferred embodiment of the
invention, the following notation is used throughout:

e(K, M} : encryption of message M with key K and a symmetric key
cryptosystem;
h(X]Y) : a cryptographic one-way hash function with input “X|Y”,

where X|Y represents the concatenation of message X and Y.

Also, some components of the system are described as modules. A
module, and in particular its functionality, can be implemented in either
-hardware or software. In the sofiware sense, a module is a process, program,
or portion thereof, that usually performs a particular function or related
functions. In the hardware sense, a module is a functional hardware unit
designed for use with other components or modules. For example, a module
may be implemented using discrete electronic components, or it can form a
portion of an entire electronic circuit such as an Application Specific
Integrated Circuit (ASIC). Numerous other possibilities exist. Those skilled in



Without |oss of generality, the server 12 is assunmed to publish digital
docunents through a World Wde Wb (WWN server and the client 16 runs a
web browser. However, the nethod and apparatus accordi ng L}g éhm

enbodi nents of the present invention can be realised by On/dd b1ed in
the art through neans other than web servers and web browsers. FIG 2 is a
flowchart of the operation of the server 12 in preparing and publishing

docunent shirart Will apprusiatettia ¢hespstdiment alb Heienglesrendd ageention. Al the
file names of co %oﬁr ot ected documents have an extension field

cor r esporfAmggnat aardw Qf@fﬁﬂ%%PfMﬂ”ﬁrﬂgﬁ'ﬂ%e I nternet Mail Extensions

(M M) type (see N Borenstein and N. Freed, "Miltipurpose Internet Miil
Ext ensi ons”, | ETF RFC 1341, June 1992). At step 100, the new M ME type is
regi stered to Ahockadisgran 2f asilienht-servef systewat®pfe, digitalelocsenardr . This web

started dsserpiafondt BsTated o Bt Areeruet 12 B iRisicse AoEHMERLASHREpar  ng
copy- pr ot ﬁéf ﬁ%ﬁ&&wygggg%@@ aseumEhfsS.hcaua.r@ trﬁcﬂyrtes@ﬁaféwﬁ.%r&{' s

encrypte ng a sec and a symmetri ey cryptosystemto
pr oduce atotendcg;qnl‘eccb dmﬂmmmd;ce(smﬂwalh&orﬁhycemmmdtmmﬁmm is given a

fil th t field j th ME_t 9 .20
AUG 2004 IS EPBETERNSL 2 raRGSSris AP o0 PRI LIt YHCE AT RTRHeniS | &
i nserted ddlivered NER cliGRIES. (Tfheﬂtrar?srhgbbn%n'ﬁ%ﬁ%%’kguﬁ@@bﬁt ,fschéﬁccess by

legitimate clients in 130. Steps 120 and 130 may be repeated to add nore
docunent dimigddo any somniyrdeatian mgdeie @‘rmmdtagstuﬂnmnempslt@fnawcdm

the ol i qReeTBeUE FEY e bR, SuaRe ke ) ohetks or RELSRIAE i i cat i on i

the web egaser of the client 16. The CPDR nodule 200 is a specially
desi gned nodule used to view and to protect copy-protected docunents
downl oaded fromthe server 12. The CPDR nodul e 200 conprises a key

generator 210, yanoGf 5 29 5RRGKHity ML 6rnet 4 238 %sBul R UBT Uniith Higita 230
documents through a World Wide Web (WWW) server and the client 16 runs
a web browser. However, the method and apparatus according to the
embodiments of the present invention can be realised by those skilled in the

art through means other than web servers and web browsers.

FIG. 2 is a flowchart of the operation of the server 12 in preparing and
publishing documents in the illustrative embodiment of the present invention.
All the file names of copy protected documents have an extension field
corresponding to a newly defined Multipurpose Internet Mail Extensions
(MIME) type (see N. Borenstein and N. Freed, "Multipurpose Internet Mail
Extensions”, IETF RFC 1341, June 1992). At step 100, the new MIME type is
registered to the server 12, such as, for example, a web server. This web
server, hosting web pages that point to copy protected documents, is then
started at 110. At step 120, operations of the web server when preparing a
copy-protected document takes place. First, a plaintext document M is
encrypted using a secret key Ks and a symmetric key cryptosystem to
produce an encrypted document e(Ks, M). The encrypted document is given a
file name with an extension field corresponding to the new MIME type



The key generator 210 generates a host specific key Ka froma secret value
Reader Secret enbedded in the CPDR nodul e 200 and from uni que host

identification information Host ID (such as the I P address, o ezrggi ng
system seri es nunber or the Ethernet address of the cliehf Mﬁf.ﬂ ery time
KH is generated, the key generator 210 reads Host-] D fromthe client 16,
conputes KH from Reader Secret and Host ID using, for exanple, a one- way
hash fundegisteredzat steg ReGdeinalBe dhe enepted Dpcmenk isyingened intora @&b er ases

Host 1D and fro nory as soon as, these paraneters are no nger in
Use. The RGP (ehds URDD SpaimAde aoaladl taareess By el bt RE190:
document staps 126 HRY Y30 mied BE feprdtbdtd andenaRcdSlurkémsKc used to chal l enge
and to authenticate the sérver 12. For security reasons, the keys KS, Kc,

and the secret value Reader Secret should never be rel eased outside of the
process domali f t:he nodul e .200. The keys. Ks.a Kc, ar e .shared
betveon ¢ he s&ide? 112 GRER AR e CamSRETm D & Rt de P SRIBr e 1 s a

val ue | o@dcureettResdér (CRDRY nddui? po0UTife 2FDRMmdde Q00G0hs 19thel0 2 0 AUG
2004 The c.ryet ographi c engine 220 is a cryptographic |ibrary performng

symet r i ©liRBY 18 aerd/pendraloae application erme A Rbtg-inuapplicetionpeihe wehs. The

; L G Aiehen . q
w th an SYPERE! o TR AERL 5; TRETRDR o RO B AAbHaaP o oo ot
step 10Gnoduleagedtty iéwidnd tofipRtatbduppprétecict dugineaitedomnldadedper ati ng

system of the client 16. The docunent viewer 230 is a generic term as
appl i ed Heas thggenerd2. ThaePGRmadile 290 cpsmriisesa kenosnemtql 2t &l ayer

thereof - R5oRg e SRR Pl SR ENIEY S 2T T P and i spl ay”
are also generic ternms and can refer to "playback” for audio or video
content. The key generator 210 generates a host specific key Ky from a secret

value Reader_Secret embedded in the CPDR module 200 and from unique

host identification information Host_ID (such as the IP address, operating

system series number or the Ethernet address of the client 16). Every time Ky

is generated, the key generator 210 reads Host_ID from the client 16,

computes Ky from Reader_Secret and Host_|D using, for example, a one-

way hash function:

Ky = h(Reader_Secret|Host_ID)
The key generator 210 erases Host_ID and K from memory as soon as

these parameters are no longer in use.

The key generator 230 holds the secret key Ks used to encrypt
documents at the server 12 and a challenge secret key K¢ used fo challenge
and to authenticate the server 12. For security reasons, the keys Ks, Ke, and
the secret value Reader_Secret should never be released outside of the
process domain of the CPDR module 200. The keys Ks and K¢ are shared
between the server 12 and the CPDR module 200, while Reader_Secret is a
value local to the particular CPDR module 200 of the client 16.
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The above assunes that the docunent server 12 and the CPDR nodule 200 are
applied in a symretric key cryptosystem for encryption and authentication.
For persons skilled in the art, it is known that part or all of such a
symmetric key cryptosystem can be replaced by a public X@RES VA0asystem or
a digital signature security scheme. FIG 4 is a flowhart illustrating the
operation of the CPDR nodul e 200 when downl oadi ng and protecting a
docunent from the ceptagnaphi. eng'imdnaﬁﬂ is hasyptofraphizlilariary perfarmingr of t he

| i i J b b . At st
S00- ™ he i oRTTRRS b uRfE des AT hedh fuonbrasdiiant T the server”
12 usi ng @RIeER iewst D3k Rfiiftaic’d \héw.n@r Proté_@l%gj?éh@@hvm&@idd&%rﬁ&a”S

dommloadlng a desired encrypted docunen step 305.
Accor di ngvitl aniextensien éeetarrenspondingito thlameaeM}ME typegegisiered atttséep client

rocei vi ng el raie U8 SRR RESUTE PN BrosREHIRI he 3ot syl
browser atfthBeliehi ¢t 16 | oads t he CPDR nodul e 200 that supports the above

M ME type docunent and starts the CPDR nodul e 200 program Fromthis point
on, the CPDR nodul e 200 takes over the responsibility of processing and

AUG 2004 accestorobREEEn AT 230 8 e R sehd Pl RS S a veb ser ver
and di stviewsr fordekthor veover dorupeerite caliido stayer foMJI,debf‘tﬁJr{tBElRaﬁlﬂldu? at step
310 sends a challenge signal Sc to the server Ies of chal |l enge

signal s Rlpgert Qﬁ@Hﬁi%‘iﬁfﬁ@?fsorﬁﬁombﬂf@t@ﬁéhﬁéeoﬁ@ﬁ @H't@@@‘ﬂ'ﬁr@nit% chal | enge
| S ”
chal | enge koW, BRUER Lo\ I iRy GRAES Beiefd Brpd e B8RS AV |

usi ng a dp@ybagkhftsaudicoctvideo.coAterdt ep 315 in the flowhart of FIG 4, the

CPDR nodul e 200 receives the response signal SR fromthe server 12 and
verifies the response signal SR based on the chall enge signal Sc and the

chal | enge secrffe kBYv&assiiees thathtRe document server 12 and the CPDR
module 200 are applied in a symmetric key cryptosystem for encryption and
authentication. For persons skilled in the art, it is known that part or all of such
a symmetric key cryptosystem can be replaced by a public key cryptosystem
or a digital signature security scheme.

FIG. 4 is a flowchart illustrating the operation of the CPDR module 200
when downloading and protecting a document from the server 12. Without
loss of generality, a user of the client 16 is assumed to access the server 12
using a web browser. At step 300, the client 16 authenticates itself or makes
a payment to the server 12 using protocols well-known in the art. The client
16 then starts downloading a desired encrypted document, say e(Ks, M), at
step 305. According to the file extension field, the server 12 sends to the
client 16 the MIME type followed by the encrypted document e(Ks, M). After
receiving the MIME type and the encrypted document e(Ks, M), the web
browser at the client 16 loads the CPDR module 200 that supports the above
MIME type document and starts the CPDR module 200 program. From this
point on, the CPDR module 200 takes over the responsibility of processing
and protecting the encrypted document e(Ks, M). To prevent unauthorised

11



CPDR nodul e 200 decides if the response signal SRis valid at step 320. If
the response signal SR is not valid, the CPDR nodul e 200 erases the
encrypted docunent e(Ks, M and raises an alarmat step 325. If the
response signal SRis valid, the CPDR modul e 200 decryp®d) BUEudBH: e(Ks,

M at step 330 using the secret key KS stored in the key generator 210. At
step 335, the user is pronpted whether to view or to print the unencrypted
docunent aadess lof thehenanyptasl dosumest e(ase Mjpsettingtup & weibssdragreandr printed at

340. .1 f. f , shi i nt i | ew th
cochrons bbb BRaR AR bosbibheLiRachliher BB sthAs: Soaldl’ "Re! e
Wants to g8 4 BRalldMRRCIIYRAIE, ARy EBAler 19, Exaind&® oRBRARINdeSsigRals! he

Ks; M and the pl

i
ci phertext docunment §&( . pl ai nt ext ‘unencrypted doCunent'M are
erased f rassmrandomgrombetsnand tismeoyiampisi Afteopetting toPDRaleniye sigh@DSi,s st opped

at step 5. Ho r if..the answer fro e user_t.o th uery in step 350
'S vee! {RRseEA AERiPuICsg APLLe s B St i R oERend or 510 Lo
read the shasd tHeetlishigeaddcpat ey L, Nl =PRI PusihgtdenémMasks and
generates the host spgcific keej);,f K%@h?@%alnﬁgdl e9200 thea?q;t step 370
encrypt s fungkeTsr ypt ed document M using host specific key KH and a symetric

key cryptosystemto obtain e(KH, M and assigns the file nane of the
encrypted docunment an extension field corresponding to the MM type

supported by 14 stef 349 iptRE Bbwichart FPPRGMdtecCROR niodudd RO rédeigéep 380,
the re-encrypted docunent e(KH I s saved and t he downl oaded ci phert ext

. M N
encr ypt edhasespriRe sigral Snfrorntne senent 3 apdaeriiondie Fesnasse®idiahSn M ar e

rerased fr ' : e I I do
enerypt e anerih B RistendlSiofATSE FREM|Coepd8 shofy i R RE
f I owchar tCBDR imedalzc2@0 deovides iftthe rekpemse ignahSx is/vali atgstep 320cH! |y stored

copy protected docunent, using the CPDR _ppdule 200, At step 400, the CPDR
modul 6 2000 68RRANSE ideal Ty IsHeh Rlidgie RERR mosiiiepfierases the

encrypted document e(Ks, M) and raises an alarm at step 325. If the
response signal Sr is valid, the CPDR module 200 decrypts document e(Ks,
M) at step 330 using the secret key Ks stored in the key generator 210. At
step 335, the user is prompted whether to view or to print the unencrypted
document ‘M. If the answer is yes, the document is displayed or printed at
step 340. If the answer is no, or after finishing printing or viewing the
document, the CPDR module 200 at step 350 queries the user whether
he/she wants to save the unencrypted document ‘M'. If the answer is no, the
ciphertext document e(Ks, M) and the plaintext unencrypted document ‘M’ are
erased from the memory and the operation of the CPDR module 200 is
stopped at step 355.

However if, the answer from the user to the query in step 350 is yes,
the CPDR module 200 at step 360 instructs the key generator 210 to read the
host identification information Host_ID of the client 16 and generates the host
specific key Ky. The CPDR module 200 then at step 370 encrypts
unencrypted document M using host specific key Ky and a symmetric key
cryptosystem to obtain e(Ky, M} and assigns the file name of the encrypted
document an extension field corresponding to the MIME type supported by

12



M. At step-410, the CPDR nodul e 200 instructs the key generator 210 to
read in the client 16 Host ID, and conputes the host specific key: KH =

h( Reader _Secret| Host 1 D). The re-encrypted docunment e(KH, Nbﬁli @tecrypt ed
usi ng host specific key KH and a symmetric key crypt osﬂsﬂt& a t ep 420.
At step 430, the CPDR nodul e 200 checks whet her decryption is successful.

I f the decryption was successful only if the newly generated host specific
key KH i $he @8R caddule 200af-inallyedt stepB8Qd tivereeHetypidd dotiirnbnt e(Kyir n

i nplies at the Host 1D and the, Reader,K Secret are both correct. If the
dobrypt i O BESVAG G e ASIpadeh ePhERER SRATHPECA o Bl RarVa Rt at st ep
440. Oh ' | | f S5 Fribl?ﬁ ocunent is
di spl ayegﬁ%\?ﬁaz?tggt ﬁ%%%Qﬁfgdyﬁﬁq&P%H q\ﬂgzg%ﬁ;specﬁ [ cml?cej@,e K eg?]% pl ai nt ext
docunent £RIDR repdglecd2G0 only redioasydasinsrds enatyptéd yithrtbe host spegifici n use. The
server 1% tl sue_new versions of the CPDR nodul e 200, periodically or
ot her wi se&Y OREBRYEY reasons. A new version of the CPDR nodul e 200
contains a new set of secret values Ks, Reader Secret and chall enge secret

key Kc so that_a conprom sed CPDR nodule 200 that is g)revi ously issued is
not able to r&G. Srshowsag dewshad«fthe opefationafitbe clignt tGiwies Wewkigons of

nguggﬁgﬁ%‘bﬁ%@%" Béﬁ%hgqﬁeg%ggqg&h’gﬁ%’}ti“{sﬂﬁ @%E%B%m%ﬂ%@b%%@ 2004 200
be readaltsp 200 aeeSPDR S08vId206 foade’ S iceatly eforéd elochPRRntshy @Q@PO n
order to neet this requirenent, the Reader Secret values in different

ver si ons MpAtstrp ¢PDRNedd PR module 200 imstiusts the key geieratos 29840t i ve i nt eger
Nis th f i . .to be i db
N1 e 3 i 8 s B TR gbAc g 1 b | 5ved

function. The Reader Secret value to be enbedded in the nth version of
CPDR is Xn = f(Xn+1 n = 1, N2, .. ....., 2, 1. The nth version of the
CPDR nodul e ZoéHe‘n'E@f@dr%m%%UE'@S?_éP)-t he secret key Ks,

The re-encrypted document e{Ky, M) is decrypted using host specific
key Ky and a symmetric key cryptosystem at step 420. At step 430, the CPDR
module 200 checks whether decryption is successful. If the decryption was
successful only if the newly generated host specific key Ky is identical to that
used to produce e(Ky, M), which in turn implies that the Host_ID and the
Reader_Secret are both correct. If the decryption was not successful, the
CPDR module 200 raises an alarm at step 440. Otherwise, if the decryption is
successful, a decrypted document is displayed at step 450. The Host_ID, host
specific key, Ky, and plaintext documents are erased from memory as soon

as they are no longer in use.

The server 12 may issue new versions of the CPDR module 200,
periodically or otherwise, for security reasons. A new version of the CPDR
module 200 contains a new set of secret values Ks, Reader_Secret and
challenge secret key K¢ so that a compromised CPDR module 200 that is
previously issued is not able to read or to access documents protected by
future versions of the CPDR module 200. At the same time, it is highly

desirable that documents protected by past versions of the CPDR module

13



Reader Secret = X,,, and the challenge secret key Kc (note that Ks and Kc
can be chosen randomy). In addition, such an nth version also includes the
versi on nunber n. The server 12 rel eases the CPDR nodule 200 starting from
version 1, then version 2, ...... , up to version N. For dgff Bé&n208kr si ons
of the CPDR nodule 200, all the operations in FIG 2 and FIG 4 remain the
same as earlier. However, the saved re- encrypted docunent e(KH M, in
step 370 4ifHbe regdaide ospceessible hntewereversionsad dhe GRIDBanodiyetddd. Wrer si on

nunber n e . . . wFl fi h f. the operation
of the clclﬂ'éﬁ{ &lw%gﬁﬁﬁgpgﬁ%%ﬁ%% Ug}r gﬁgﬁeigq\'gﬁ%tq@yt%m@ﬁfggeﬁdsr§|ﬂn I ewing a
| ocal | y séfahe CRDRYmMpdGeeEsre RasudeRtiolldWs. st ep 500, a locally saved

copy- protected docunent, say e(KH, M, is |oaded and the version nunber i

of the CPDR nodule 200 used to encrypt the docunent is read. The CPDR

nodul e 200 t heﬂgﬁgm%gnéehe} Ni iS tﬂ]??@ﬁleﬁm{}e%f \g‘%].g%quéoqttﬁ% dd-_lrgﬁ(;Rver si on nunber

of the CPDR no use. 'l answer cess

t er m nat enodiile 20tetcaine Wated Dyythe seiver 1CPDRt M & sedf) velupanes() be- 1 =

f (Reader _Secret = Xn Xn-2 = f%Xn-l), ..., X, = f(Xi+1) at _step 520. The
CPDR nod{@ 8nevRy-hasit iynchen. The ReadshsSesret valleite begrpaddedinithie gener at es
a host s Iy el S;Iﬁ-b—- Xi ddpsty | DLy The £PDR ul rypts the
docunent Hgtﬁ Vf?’!%%“?i an% iégéu(ack i étrﬁerN;ﬁh@ ggééf'yg??brﬁegﬁgu\%géééful at
st ep 550.0flthe GRDRenogpei2) eaibexls rew abhes fosthesewdt key Kgf ep 560. |f the

decrypti I s syccessfyl, t docunent is displ d a 14 2 0 AUG 2004
570, The Readeradatra oo HKLDECTAISHO? SPoIRbSH e GOIL SRS Kt - i
Xn-2, - -anPiél cifosdr CRBRINE.YIPSddifién, SURARIT ttPYerSiofalsd hcldifediRCr | Ded

her ei nbefore, the enbodi ments of the invention can be 1 nplenented using,

f or exanpleggion rewnipen rerTheyserer 62 delehses thenCPOR module 20pataitiogl ar, t he

CPDR nodyl e 200 .cag e ingl enented as software,, or a conputer program
execut i nﬁ“ﬂﬂ VERoR nﬁfﬁ"ay "§§P§‘[ m- 600"P A LR By steps for copy protecting
encrypted docunents are effected by instructions in the

For different versions of the CPDR module 200, all the operations in
FIG. 2 and FIG. 4 remain the same as earlier. However, the saved re-
encrypted document e(Ky, M), in step 370 and step 380 of FIG. 4 include a
header indicating the version number n of the CPDR module 200.

FIG. 6 shows a flowchart of the operation of the client 16 using the nth
version of the CPDR module 200 in viewing a locally stored copy-protected
document. At step 500, a locally saved copy-protected document, say e(Ky,
M), is loaded and the version number i of the CPDR module 200 used to
encrypt the document is read. The CPDR module 200 then checks if i is less
than or equal to n, the version number of the CPDR module 200 in use. If the
answer is no, the process terminates. If the answer is yes, the CPDR module
200 computes X,.1 = f(Reader_Secret = Xy), Xn2 = f(Xn-1), ..., Xi = {(X+1) at
step 520. The CPDR module 200 at step 530 then reads the client 16
Host_ 1D and generates a host specific key Ky = h(X;JHost_ID). The CPDR
module 200 decrypts the document at step 540 and checks whether the
decryption is successful at step 550. If the decryption fails, an alarm is raised

at step 560. If the decryption is successful, the document is displayed at step

14



software that are carried out by the conputer system 600. Again, the
software may be inplenented as one or nore nodul es for inplenenting the
nmet hod steps. That is, the CPDR nodul e can be a part of a conputer.,K program
that usually performs a particular function or rel ated f&ﬂtﬂ%&j%l‘fn
particular, the software may be stored in a conputer readable nedium

I ncl udi ng the storage devices described hereinafter. The software is

| ﬁadedhi 870. The GMDRuﬁedulg%&l(Bma&@@ Hagh nhl, hiee deoppted doewmdaht,&yyedi um  and
then the_conputer system 600 carries out, its operatigns. A conputer
program %Gggm-z: +n@nddedrom ammpondheipstoppd tﬁPns%gvi ng sucr:rﬁ sof t war e
or a conputer programrecorded on it that can be carried out by the
conputer system 600. The use of the conputer program product in the
conput er  systand&iPibpddierembeforef fhecermbadineartia gé ths invpptiomcands f or copy

tectir ted d ts | d ] mbadi f th
Prvent | oRTPIATSRLE s 1o SXanp 08 IS et FRIWBUS, TG 11 dBo di spl ay
604, and p'af!iﬁaflflar‘,jﬁ'Yé eEHR Aodf 200! danasiinkpieentd® a§ SERWaRE, syt em 600 can

have any o nunber of other output devices including line printers, |aser
pri nt er s copipterpmgramd esetdingrepthedcampuier systese 600 onhe netbod stepre

oo C darny e R iRt et a6 B SR g s B80Tt e
comuni cabkares iratnab c@h@e@aeﬂb@ﬂn@cémsm@rr%gmgweget iAQyaen, AREN, an

el ectronic network, or the like. The netwo i nclude a | ocal area

net wor k spftadre maybe éimplesaented wsrong erpre mpdutes fodmplementdng thee

it estaRy e TR It GBOR hRlaulcte) B BT o BTRARE 0 hor) "

that may ﬂrﬁ?ﬂdﬂﬁmatr@u@ afBAAS amAricylal RiNdioat relatst fniciionenory (ROV) ,
I nput/ out pu (10) interfaces 612 and 618, a video interface 620, and one

or nore storage devices generally represented by a bl ock storage device

o i e o in oL iR Softkl fad e SRR RIS bBinpRierte8agbIET™" © Of the

following: a f
medium, including the storage devices described hereinafter. The software is

loaded into the computer system 600 from the computer readable medium
and then the computer system 800 carries out its operations. A computer
program product includes a computer readable medium having such software
or a computer program recorded on it that can be carried out by the computer
system 600. The use of the computer program product in the computer
system 600 preferably effects advantageous apparatuses for copy protecting
encrypted documents in accordance with the embodiments of the invention.

The computer system 600 includes a computer 602, a video display
604, and input devices 606, 608. In addition, the computer system 600 can
have any of a number of other output devices including line printers, laser
printers, plotters, and other reproduction devices connected to the computer
602. The computer system 600 can be connected to one or more other
computers via a communication interface 612 using an appropriate
communication channel 610 such as a modem communications path, an
electronic network, or the like. The network may include a local area network
(LAN), a wide area network (WAN), an [ntranet, and/or the Internet.
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a hard di sk drive, a magneto-optical disk drive, CD-ROM nmagnetic tape or
any ot her of a nunber of non-volatile storage devices well known to those
skilled in the art. Each of the conponents 612 to 622 is typically
connected to one or nore of the other devices via a bus 624 that in turn
can consist of data, address, and control buses. The vi2i§dliGtkace 620
I's connected to the video display 604 and provides video signals fromthe
computer 602 for display on the video display 604. User input to operate

t he conputer Vi n evi qes via the

i nterface 618%&8&@%%& 'Qgﬁ'gﬁ Sﬁtr@gﬂmﬁgﬁs'f’ﬂé&%&%ﬁ )ﬂ 606 and/or a
poi nti ng re®rEetEHs b pii&céé@rm@#élﬁaﬁgﬁ 614, Iarrﬁéh'ﬁﬁ‘){ GHBIQHét ey ifgugenput er
602. The conputer system 600 is sinply provid | lustrative purposes

and ot herraaéﬁm aeressiroamot (RHM) angl read iy m&mrydaﬁwnnguwdﬁut he scope

of compulQF ntdtfasdiFERhdibte, B! ERRIAS: 30 e b B BR800 act i sed.
Typi cal | ydevides @émaﬁysﬁ@pr@éerﬁtbd Qldjcmﬁtér% gerdvis62I2 it FRS. BofThware or a
program recorded on hard di sk (gener ally depicted as storage device

622 i n FItorage %@Vl%é?%@ﬁﬁlﬁ@ﬂsﬁ 95@@9@@ m@r@mﬁhe sollowinaoa faBEpy disks 011 | ed
th 1 nedi a

cont ont  dafartEEER L8 AmadHbTRRea dek HALEXDAROM inBo SRR, ol g

usi ng theanpeulheyoBéz&unptnmsafbiqn-wlamerst@nagevdé\dfcetsIWewkncb\ageod!ayse:e 622. 16

20 AUG 20 nst ances, the program nmay be supplied to the user
encoded %ﬁ%{l@[ﬁgﬁ@d or a floppy disk (both generally depicted by the

storage device 622), or alternatively could be read by the user fromthe
network via a nodem device connected to the conputer, for exanple. Still
further, the doaguokthe mpemrﬁ@@‘i&atn G224d typiealyocdnmeoted toaneher conput er

L??g&bi © rredl uﬂ%pootner dQ&Xeé UI% altjgus @gﬂﬁa{ turﬂjcén corla?gg{ o{détm egrated

address and control buses.

The video interface 620 is connected to the video display 604 and
provides video signals from the computer 602 for display on the video display
604. User input to operate the computer 602 can be provided by one or more
input devices via the interface 618. For example, an operator can use the
keyboard 606 and/or a pointing device such as the mouse 608 to provide
input to the computer 602.

The computer system 600 is simply provided for illustrative purposes
and other configurations can be employed without departing from the scope
and spirit of the invention. The foregoing is merely exemplary of the types of
computers with which the embodiments of the invention may be practised.
Typically, the processes of the embodiments are resident as software or a
program recorded on a hard disk drive (generally depicted as storage device
622 in FIG. 7) as the computer readable medium, and read and controlled
using the processor 614. Intermediate storage of the program and media
content data and any data fetched from the network may be accomplished
using the memory 616, possibly in concert with the storage device 622.
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optical disk, aradio or infra-red transm ssion channel between the
conputer and anot her device, a conputer readable card such as a PCMCI A
card, and the Internet and Intranets including enmail transm ssions and
information recorded on web sites and the like. The foregoing is nerely
exenpl ary of relevant conputer readable nediums. O her bt 004 eadabl e
medi uns nmay be practised wthout departing fromthe scope and spirit of
the invention. Security Considerations Synmetric or public key

t t ed, i th b nbodj t .t t plai t ext
docurent . | mHBEORIR PSaNges. BepPBa 8ok PE stepliedtd I tiesiaheadeg
confi denignal CtDLlIJQg]Mtd?ea fiSsEek fodh HcRalfPdeSEReaR} e Sotaycidéce

nodi fications s as editi'ng cuts or pastes.” Unaut’hori sed "personnel may
try to vie@Ryter alteenaidmly pooiddus read by thenesartfrom diné oetveri via & roodeie

client-server syste f,.such persannel ge L0 LI e co of the CPDR
nodul e ZG@V%QW&%& %eec%&étef'go!}@é@gg}ed%@ﬁ&#@%&%ﬁ@&rusi ng the
secr et k?_(lsté?n 660%an 18683he MbitwatdBBni HiePbairputérreadalemativh can be
decrypted”fromthe encrypted docunent e(Ks, M using the CPDR nodul e 200.

To det er Tinimmayonciide mageeli iapeon ROYLeEintegratesheiraliieaguagreto12, a user

nmust aut henticate hinsel f/ e S an

el ectron iogt'ﬁﬁc‘ﬁéﬁ’ta f %&9 & "i}gé'?/%‘# {rfégl{ngs%ﬁcm %ﬁﬁel ?0%8'9 é%’bﬁ%%’@h ere
eavesdr Oppid¥hdthel AEEEE ERELAPULST rRadapieeddid sUBR astd RPCMTHS tard, enannel 14
between the client 16 and the server 12 should be secured with a

communi c4he drferneiand injrapets issbiding emall dransenisiens anddefleemation2 o0 AUG 2004

12%0r ¢ ndeEaRg LB RS ARREPe k8. M Rlodtie B B EREIa L T oS hove.
copy- pr otreRivadt dompirirtraadable mediais:, Oer conputeneadabbnimetifurms anot her

client 16. However, decryption of a_re- encrypted, docu t e(KH, the new
client 18na¥ Pe Arastisedryitdoutdeparting frophihe srape anpdepiri ?E’W“Kﬁﬁ%erat ed by

the CPDR npbdule 200 in the new client 16

Security Considerations

Symmetric or public key cryptosystems are used in the above embodiment
to encrypt plain text documents. Importantly, all encryptions are secure in
protecting confidentiality of the documents and are not susceptible to data

modifications such as editing cuts or pastes.

Unauthorised personnel may try to violate the copy protection scheme at
various points of the client-server system. If such personnel get a legitimate
copy of the CPDR module 200 software and are able to access documents
encrypted using the secret key Ks (e.9., e(Ks, M)), then the plain text
document M can be decrypted from the encrypted document e(Ks, M) using
the CPDR module 200. To deter unauthorised accessing of documents from
the server 12, a user must authenticate himself/herself to the server 12 or
must make an electronic payment to the server 12 to purchase the
documents. Where eavesdropping or interception is a concern, the
transmission channel 14 between the client 16 and the server 12 should be

secured with a communications security protocol such as the Secure Socket
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is different fromthat used to encrypt the re-encrypted e(KH, M docunent .
Knowi ng the Host ID of a client 16, and trying to guess the correspondi ng
host specific key KH = h(Host | Dl Reader Secret) is extrenely difficult

wi thout the know edge of Reader Secret, enbedded in agq) pygt 26ded by the
CPDR nodul e 200. Yet another possible violation is for an unauthorised
person to first register at the server 12 as a legitinmate user, replace

t he CPDR hstrgcd (§§8)-W|Thﬁ ahioye pesaible viglations dssuprecacdess talthewsntérm t o save

docunentgébrﬁre,t i’ssM'n)ch o) g_aded fromthe server 12 to his own
uch an u

storage devi ce. una I'sed person can then set up a web server
and sell or distribute these docunents. To prevent this unaut hOI’hI sed use,
the CPDR noqul e 200 ipn steps, 310 and 315 FIG 4 authenticates the server
12 by sendi MOHKE RAssibIR Migkatioy ighaimaye eepyapiiested desunisntade.ohe response

[ | S q R el Liagidl in reply
w Eh val ey <pEL RBesHy Bherkta to qtineRlehs B HREEF. S dta fén: " copy
protecti cancwmeérdoarbnaentelr(]lK@,M}tgemew clisrﬁtwrwiﬂtfaﬂ.SThisGsfbt&cgegeﬂge ‘s from

i ts: 1), .Onl t hori sed user n access encrypted docunents fro
5@3:’5;; X S?éP?éﬁPé‘egr’&g%?Wﬁi‘%d by the CROFE mpdlule gAPyn He%aew&hgnteg?lr e an
AUt hor | SagCeaeHRal B BRI DP R AR M EEmdi Rout o use
exi st i ng KnowingrbeHbshadPdelea elient)16, antdteyisgtr gtiesete airrddpondRigR m)?ﬁl eClZDg%
i bt ai ned, f I . di fferent version of software in e
ImS;dch)I Eaalzgﬁséghg%ggﬂ)(ggv %‘égt( Oe%u@wRéaﬁiief-té‘?%’ﬁﬁ @@?(Erf’%ﬁﬁ}ba'%%”e‘wﬂmlgvi ously
encrypt edhg Raumkstige of RBBIET Scart, ¥/ibeiaBd fin _@Hglﬂr@ﬁifcgé’dprﬁgftﬁé peshgannot vi ew

documents encrypted with the different version. revent's unaut hori sed
readi ng dﬂodldélﬂ%qts encrypted with the different version.

Yet another possible violation is for an unauthorised person to first register
at the server 12 as a legitimate user, replace the CPDR module 200 with his
own plug-in software that allows him to save documents (i.e., e(Ks, M))
downloaded from the server 12 to his own storage device. Such an
unauthorised person can then set up a web server and sell or distribute these
documents. To prevent this unauthorised use, the CPDR module 200 in steps
310 and 315 FIG. 4 authenticates the server 12 by sending the challenge
signal Sc to and then verifying the response signal Sg from the server 12.
Thus, only legitimate servers 12 can reply with valid responses.

It is highly desirable that a digital document copy protection system of a
client-server system meets the following requirements:

1) Only authorised users can access encrypted documents from designated
clients or servers.

2) Such servers only need to prepare an unencrypted document M once and
~ the same document M is sent to all authorised users;
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The client-server system as described in the above enbodi nents of the

i nventi on advant ageously neet these requirenents to thereby overcone or at

| east all eviate one or nore di sadvantages of conventional systens. In the
foregoi ng description, a nmethod, an apparatus and a conpudy Ajgr @80Ham
product for copy protecting encrypted docunents in a client-server system
usi ng an unsecured comuni cati on channel are disclosed. Only a small

nurmber of3)eThe dbpy proteation dpsten Steslild Idseasdsting dr stahdardehargwarent to one
skilled in the art in view of these enbodi nents that numerous changes
and/ or nodifications can be made w thout departing fromthe scope and

Spirit .9@ I SBYRAIEPL of it EPBRMBEDS0TCLBRIME I RAIATChAY, theRY
protecting encrypte cuamentsS in a client-server systemusi’ng an
unsecur ed cdifferemtoarsion of Baftware irsthedCEDRemiodsitr 200 cab yet providedi ng at | east

one client and at | east one server for storin enc ted docunents, said
net hod i ncl §HPF‘|@ Q'hﬁreéltéfﬁés'@? Cap yieyy Preyieusly @ﬂ%@fﬁc{eégmﬁ%nt fromsaid

server by auplicRat ianArBBAlA RIS OB HIRTSidIPIYaReRa) d ol Tent and

sai d server; rypting by s I'ent said encrypted docunment using a
decrypti on &egrypteshwithitie diffepentfveasiohenti cating is successful to derive a

decrypted docunent:  preventing storage of said decrypt d.% unent on a
st or age dev?ﬁ@‘ RIevents LBTaU?Q%St?%ar aﬁg}gg?f regqﬂgmcn?’pﬁe&g\g gtr?]'?e to a user
request at gmfefetVe@fibnt © save said decrypted docunent, encrypting said

decrypted docunent wth a host specific key associated with said client to
provide a re-encrypted docunent; saving said re-encrypted docunent in a

‘st orage devi ce.of sai.d client: selecti. . said. at | esserver for
o Doartive | n Ui SeRerisiam 25 R Bg iR he Ao E b RRhe e T 51 |
wher e 1< tRe driidhnavaneifolaly ashtHdseaeyailéments to thereby overcome

or at least alleviate one or more disadvantages of conventional systems.

In the foregoing description, a method, an apparatus and a computer
program product for copy protecting encrypted documents in a client-server
system using an unsecured communication channel are disclosed. Only a
small number of embodiments are described. However, it will be apparent to
one skilled in the art in view of these embodiments that numerous changes
and/or modifications can be made without departing from the scope and spirit

of the invention.
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and issuing said random secret value XN to each of said at |east one server
and enbedding X, into a nodule of said client in accordance with said
selecting step and said conputing step. 2. The nmethod as clainmed in Claim
1, further including the step of displaying said decrypted docunent. 3.
The method as clainmed in Caim1l, wherein said encryptlng teg [ hcludes the
step of generating said host specific key based on host it 14004t i on
information and an enbedded secret value. 4. The nethod as clained in
Claim 3, wherein said generating steaflgipgs! udes the 20 .2 0 AUG 2004 step of
retrieving said host identification information and said enbedded secret
value fromstorage within said client. 5. The nethod as clainmed in Caim4,

further incl ux&tlrﬁsthb@ﬂarszbsppf&edﬁhg@héwbﬁéad%@brﬁent&%%ﬁém%ﬁférdocumnt in
response to a user uest to display said re-encrypted docunent. 6. The

net hod as cl af %f“l”ﬁ'” a&l%SS‘:“rﬁﬂ’lé?’@FW"%?ﬁﬁW ‘érta@ﬁe]o’Fa'@IF%ﬁﬂt'é?i"ﬁb i ncl udes the

steps of: geneyaémmgmglamela@s@nescﬂi@ﬁt andatliEast BAS 8EnvBRfoP dlofing oSt
identification informati on and sai d enbedded secret value; retrieving said

re-encrypted 8o HriEr dopyrpRRte a1ad E‘FHP&Q%C%W%SWdecryptl ng with said

host specific kepcsigihg ahenelpedricedmeAcHIR Bhid sérvef Bpa®iddiod as clainmed in
Claiml, and further including the step of remoyving from nmenory said

decrypt ed docunetttiendisatingiroaimunications l?;eq@?“ saig clipnk 8aq said §aVerf i cat i on

i nformation and m@nﬁgb?dg@%néﬁ%bﬂteﬁ(ﬂp@}d&umEhteusmz Qeé |tﬁ1|!€%! med in
Claim1l1, wherein said dec:%u%t step includes the ppI y| ng a

symetric keyW@?Qﬁ?'Sss&‘%ﬁ%f '”Qé%wﬁce%‘}' to dgfive %ewteqtgg?cwmn ng conmon
to both said at preasttingBeradd cﬂ@bnddﬁ@w@ﬁéd‘iio%&mbﬁt%ﬁa SBfagRYeViRE at any of

said at least one client;

in response to a user request at said client to save said decrypted document,
encrypting said decrypted document with a host specific key associated with said
client to provide a re-encrypted document;

saving said re-encrypted document in a storage device of said client;

selecting, by said at least one server for a positive integer N, a random
secret value Xy;

computing X, = f(X,.1), where 1 < n < N using a one way hash function;

and

issuing said random secret value Xy to each of said at least one server and
embedding X, into a module of said client in accordance with said selecting step
and said computing step.

2. The method as claimed in Claim 1, further including the step of displaying
said decrypted document.

3. The method as claimed in Claim 1, wherein said encrypting step includes the
step of generating said host specific key based on host identification information

and an embedded secret value.

4. The method as claimed in Claim 3, wherein said generating step includes the
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9. The nmethod as clainmed in Caim8, and further including the steps of:
using a symmetric key at said server to encrypt a plain text docunent to
provi de said encrypted docunent; encrypting said synmetric keﬁ/ at said
server using a server public key associated with said ci®8rAlG 2002 o0 AuG
2004 decrypting said symretric key at said client using a client private
key; and decrypting said encrypted docunents using said symmetric key as
said decryption key. 10. The nethod as clainmed in Claim1, wherein said

aut hent i cat i ngteptog petﬁmingsm hbélgderﬁifiﬁﬁ&n @fforndtioh baa ghiag;nmédfaaa ﬁetlﬁléf ver
using a server rivat ey, ..,.ana. . response to sal st ep or cnall engl ng,
o' e sioRoh Wit S disp

verifying by ¥ er public key associated with said
server. 11. An apparatus for copy protecting encrypted docunents in a

client-server stem , usin n ypnsecured co ni cati on channe|, said
client-s&r verT§§§'}e§ﬁqdﬂ%ﬁ/‘i’!ﬂ‘g’e§t'n ltl'\llaé'%i's‘t']f F %H’tg tgﬂc“tteﬁt"fldé%&?ty'”@ﬁé'dser ver
for storing erseypymed dosmmanirressdise to 8RPETraluEst todisplay 44 rdBRGptE@T
recei ving an ggcr ed docunment from said server by client; means for

aut hent i cat i n§°%¢ ni cati ons between said client and said server; neans
for decrypting by said client said encrypted docunent using a decryption
of , aut henti.c to derive a decrypted

piefustbagalbes TGRSR T SRR ANT R 8]
storage devistepabf:any of said at | east one client; nmeans for encrypting
said decrypted docynent.w th & NOS! &S thbSa &S ¥aid host
identification information and said embedded secret value:
retrieving said re-encrypted document from said storage device;
and

decrypting with said host specific key said re-encrypted document.

7. The method as claimed in Claim 1, and further including the step of removing
from memory said decrypted document, said host specific key, said host

identification information and said embedded secret value.

8. The method as claimed in Claim 1, wherein said decrypting step includes the
step of applying a symmetric key cryptosystem with a secret key, said secret key
being common to both said at least one client and said at least one server.

9. The method as claimed in Claim 8, and further including the steps of:
using a symmetric key at said server to encrypt a plain text
document to provide said encrypted document;
encrypting said symmetric key at said server using a server public
key associated with said client;
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associated wth said client to provide a re-encrypted docunent; mneans for
saving said re-encrypted docunent in a storage device of said client;
nmeans for selecting, by said at | east one server for a positive integer N,
a random secret value XN, neans for conputing X' = f(Xn+l), where 1 < n <
N using a one way hash 22 1 0 AU G 2004 function; and neans fqQr issuing
sai d random secret value XN to each of said at |east ond &éUer08hd
enbedding X, into a nodule of said client in accordance with said,
selecting step and said conputing step. 12. The apparatus as clained in
Claim 11, further including means for displaying _said decrypted docunent.
13. The apparat us SECYPUNGRAF ?W@@Fﬁ?l@ts%@ﬁéﬂﬂﬁ'%ﬁ6"%@?%i ng means
includes neamsyfor generating said host specific key based on host
identification information and an enbedded secret value. 14. The appar atus
as claimed in dai @43, wherein said generating neans includes neans for

retrieving said hogkcrygi#igtdald Srtbypstt dotlieRRiusP sarickyRmhdlieraioesy secret
value fromstqrage.within said client. 15. The "apparatus as clained in
daim 14, fur CREYPIINEYdi ng neans for displaying said re-encrypted
docunent in response to a user request to display said re- encrypted
docunent ., 16. _The aratus as clainmed in Caim15, wherein said displaying
means i n¢Pudedh® ”Wg'g%sasf‘a?'”ﬁgﬁé i g Whstedn said autbpalicating sieeyndiles dheon sai d
host identifie@pson information and said enbedded secret val ue; neans for
retrieving said re- eé]créﬁt Bd docunent from said_storage device; and neans
for decrypting w t FRIENGNG Q¥ said Server veinka gervar Rivate kécr ypt ed docunent .

nd

a

in response to said step of challenging, verifying by said client using a
server public key associated with said server.

11. An apparatus for copy protecting encrypted documents in a client-server system
using an unsecured communication channel, said client-server system having at
least one client and at least one server for storing encrypted documents, said
apparatus including:

means for receiving an encrypted document from said server by client;

means for authenticating communications between said client and said server;

means for decrypting by said client said encrypted document using a
decryption key when said step of authenticating is successful to derive a
decrypted document;

means for preventing storage of said decrypted document on a storage
device at any of said at least one client;

means for encrypting said decrypted document with a host specific key
associated with said client to provide a re-encrypted document;

means for saving said re-encrypted document in a storage device of said

client;

means for selecting, by said at least one server for a positive integer N, a

random secret value Xy;

means for computing X, = f(X.1), where 1 <n < N using a one way hash
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17. The apparatus as clainmed in Caim 11, and further including neans for
renmoving fromnenory said decrypted docunent, said host specific key, said
host identification information and said enbedded secret value. 23 2 0 AUG
2004 18. The apparatus as clained in Caim1l, wherein said decrypting

means includes neans for applying a symetric key crypt; it h a
secret key, said secret key being common to both said a?ikggg??%%é client

and said at | east one server. 19. The apparatus as clainmed in Caim 18, and
further incluélinagon;neans for using a symetric key at said server to
encrypt a plain text docunent to provide said encrypted docunent; neans
for encrypting s#iY symetric key at said server using a server public key

associ ated Wi t h maarth fof isedihg saRaasdINPBedtBCMRE X & &thdf SaidERlbsCoreey at

said client using a ¢client, private key; and & neans for decrypting said
encrypt ed docﬁ%%'i%”‘ﬁ%mﬁ%&é%qp "'”gﬁﬁrﬁ\?fm'ﬁd’?ﬁ%‘g Cﬁ%”té'h?‘asoé%‘rc%‘t"géﬁ'dkey. 20.
The appar at us selsctitigasteyesand saiCcamputin stehier ei n sai d aut henti cating neans

i ncludes: nmeans for challenging by said server using a server private key;
and neans for verifying by said client using a server public key

associ at ¢2l W The apparateraéelaimeéd in Glai® TP UWuRhehAGdiRG REASHYE HishRYingY @
conput er usabl e ,nedi U{é]gh Vi n conput er readabl e program code neans

a
embodi ed t her 89 9EGYP CB'ng‘Tecti ng encrypted docunents in a
client-server systemusing an unsecured comuni cation channel, said

client-server stem having.at .| east one client and at |east one server for
storing i%crygﬁ%ap%ﬁtﬂﬁé“ﬁtc ,‘m§%i'b&@6r|‘rgﬂrt“lénerfm(§6|da?rﬂcmp8%Eleaf‘%E‘!CWHPﬁg:
conput er r eadaehes fIrQ@haRting d8idMBaNSpekRit ke ©atad HUhe iRMafiddIbRd docunent

information and an embedded secret value.

14.  The apparatus as claimed in Claim 13, wherein said generating means includes
means for refrieving said host identification information and said embedded

secret value from storage within said client.

15.  The apparatus as claimed in Claim 14, further including means for displaying
said re-encrypted document in response to a user request to display said re-

encrypted document.

16. The apparatus as claimed in Claim 15, wherein said displaying means includes:
means for generating said host specific key based on said host identification
information and said embedded secret value;
means for retrieving said re-encrypted document from said storage device;
and

means for decrypting with said host specific key said re-encrypted document.
17. The apparatus as claimed in Claim 11, and further including means for removing

from memory said decrypted document, said host specific key, said host
identification information and said embedded secret value.
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fromsaid server by a client; conputer readabl e program code neans for

aut henticating comrunications between said client and said server;
conput er readabl e program code neans for decrypting by said client said 24
2 0 AU G 2004 encrypted document using a decryption key Rﬂbﬁuﬁagﬁo%tep of
authenticating is successful to derive a decrypted docunent; conputer
readabl e program code neans for preventing storage of said decrypted
docunent on a storage device at any of said at |east one client; conputer

readabl e 1pr ogTamappatatuseansaimet i CRini At | WHersR shid@6dryRing hdalPe WthifesW th a
host specific _ke ?ssoc' ated with s%i d client to provide a re- encr%pt ed
c

docunent; co P 1Y ERRYEIGA BHYPEMKEY GYPIRSYHEM W 2 SRGRif ey asald pecBhcr ypt ed

document in akey beiageomensnaie both sad dt lehstasie; cliemandisaid 4t9asbbhé serivegr am code
nmeans for selecting, by said at | east one server for a positive integer N,

a random secret value XN, conputer readable program code neans for
conput i nd9X" THe(agpadtus adelaienct in Tlaim<1 9\ andifighe iRy hash function; and

conmput er readabl e program code neans .for issujing said randomsecret value
XN to each of said 4t Fil%{é’ts' (FeSYOUPREe E%)h?fsé‘i?‘lﬁg\éﬁr%e@@wﬂtﬁtp@'%t%dul e of
said client i doaonertdapagids daid emirgbts@teainméty; st ep and sai d conputing step.
22. The conputer pro rag\ produFt as. clained in Caim?21, further including
conput er readabl e %ﬁ'? ThERGYRINGESAIE SYamelic &BY 8l SRS s E & SARYREd
docunent . 23. piibi icyraRudaatepitpsam gieaguct as clainmed in Caim21, wherein

said conmputer readabl e _program code neans. for enc ting includes conmputer
readabl e program @Wé‘sﬁ‘gﬁ%gwf’ gfj’é‘ﬁ&”éﬁ"ﬂ'i'@ kg)éf’foeqf{)é ny 3 flienkey based on

host identif pdedte ay;i nf ormati on and an enbedded secret value. 24. The
conput er program praggluct as claimed in Claim23, wherein said conputer
means for decrypting said encrypted documents using said
symmetric key as said decryption key.

20. The apparatus as claimed in Claim 11, wherein said authenticating means
includes: _
means for challenging by said server using a server private key;
and
means for verifying by said client using a server public key
associated with said server.

21. A computer program product having a computer usable medium having a
computer readable program code means embodied therein for copy protecting
encrypted documents in a client-server system using an unsecured communication
channel, said client-server system having at least one client and at least one server for
storing encrypted documents, said computer program product including:
computer readable program code means for receiving an encrypted document
from said server by a client;
computer readable program code means for authenticating
communications between said client and said server;

computer readable program code means for decrypting by said client said
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readabl e program code nmeans for generating includes conputer readable
program code neans for retrieving said host specific key and said enbedded
secret value fromstorage within said client. 25. The cogﬁﬁégé gﬁ gram
product as clainmed in Caim24, further including 25 20 0 nput er
readabl e program code neans for displaying said re-encrypted docunent in
response to a user request to display said re-encrypted docunent. 26. The
conmput er program product as clained in Caim25, wherein said conputer

readabl e pr ogencrysted @oomaas usbh dldepplivh Rey WReh BaiaStepCoEtHcplicAtR@gdabl e
program code neans f()rfo%ener ti ng sa(Log host specific key based on said
host identifi EatS oMY} RIBFHRPIOSAVRIFY W5 PeBibedded secret  val ue: conput er

readabl e progr anoppdeer MERiadlcl Mograst ddde\h&hs @i leventing stoyajeast saocunent from
sai d storage devi rogram code neans for

e, and conputer readabl _
decrypting w ?\c%%ﬁ‘adﬂﬁwerﬁgﬁ’eac?tf’fa@e@'c ﬁ%%@-?ﬁ%?&'ﬁ?‘&‘?_"&&ﬁ%nt. 27. The
conput er progr amop’r;xmcttméam;kgﬂ)rabmdcd)c]!b eahgior éncr@?ﬂiﬁd’lﬁid HesHped hg
conput er readabl e program code ns for. repoyin .om nmenory sai
dectypted doctvRdent §aih g NestepesiEkey pesqeinsd wilh SR GlgntiQiBRYVIEi 238t on
i nformati on aectrgsted decdmesided secret val ue. 28. The conputer pr ogrglm
product as clained in Cajm27, further including: conputer readable
progr am code rreact‘?g'q“g‘?’ r%%da% ng%rﬁ'ﬁlrﬁdfai'Ee%)foraﬁavggisﬁ'dsr@ﬁ?@'?ypf@ encrypt a
plain text docundmetmentinrastordge salice engdigpiledd docunent; conputer readable
program code neans f ' key at .sajd server using

a server public R u%g%%ﬁgpe%loaﬁ S&Ig% %ggq?fg%%eﬁquw %‘5 pUgEONE program
code neans f oserdedioyp positivesiniedesMaeirdom sdest valuesagi d client using a client
private key; andcomputer readable program code means for computing X, = f(X,..1), where 1
< n < N using a one way hash function;

and

computer readable program code means for issuing said random secret
value Xy to each of said at least one server and embedding X, into a module of

said client in accordance with said selecting step and said computing step.

22 The computer program product as claimed in Claim 21, further including
computer readable program code means for displaying said decrypted document.

23. The computer program product as claimed in Claim 21, wherein said computer
readable program code means for encrypting includes computer readabie
program code means for generating said host specific key based on host
identification information and an embedded secret value.

24, The computer program product as claimed in Claim 23, wherein said computer
readable program code means for generating includes computer readable
program code means for retrieving said host specific key and said embedded

secret value from storage within said client.

25. The computer program product as claimed in Claim 24, further including
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conput er readabl e program code neans for decrypting said encrypted
docunents using said symmetric key as said decryption key. 29. The conputer
program product as clainmed in Claim21l, wherein said conputer rgadabl e
program code means for decrypting includes conputer read@d 8U862 9'0_ AUG
2004 program code neans for applying a symmetric key cryptosystemwth a
secret Kkey, said secret key being common to both said at | east one client
and said at |east one server. 30. The conputer program product as clained
in daim2l, wbepeienrezdable poogameaode reads irelisplayihigasaicedehcipids f or

aut henti cating | es: conputer readabl e program code s for

chal | engi ng b§°§§ﬁ%‘¥g"e'fé\?8?"5%3%Fﬁ’a%re%‘?‘i%"rd*%?'?ﬁéﬁ"@@e&WV&%@?‘O%Wt er
readabl e program code neans for verifying by said client using a sagrver
public k as i d wth said server. 27. T D APPARATUS F

DG TAL CENTENTS EHeRRpRrRT ek dimed m BB 45 WhTRMARLCATRISY comput er
pr ogr am pr oduetadable mplegram doeld nfiezns dapdisplgyinet incitidery encryﬁt ed ;:Iocugents in a
client-server syst j.n n.unsecured . communi cati on channel, Thg
client-server syst %Mgisergﬁq%gﬁlgspr?q,{gyl 48 nbeagg?c‘);eqen(e@?g 5?‘891°§t_t§ﬂelcﬁ5
encrypted dockeghésed dinsaig post iledbituation inforeatigreand saidpmbeedddegerated by a
client (16) fr L§ he server (12). Communications on a transm ssion channel
(14) Dbet Weenvgﬁle’ client (16) and the server (12) are then authenticated.

Such communi cat i orsmalieordadabla peogedre codomieangiay retidving said reasred/piad a user
using the cli S ticating or paynent, an encrypted

. Upon, aut hent i ¢
docunent can tﬁé%m%é§p°8%%$§sk°é?ﬂe°/eSr"{°8r decrypting, the unencrypted docunent
i s displayed but pregented

computer readable program code means for decrypting with said host
specific key said re-encrypted document.

27. The computer program product as claimed in Claim 21, further including
computer readable program code means for removing from memory said
decrypted document, said host specific key, said host identification information
and said embedded secret value.

28. The computer program product as claimed in Claim 27, further including:
computer readable program code means for using a symmetric key at
said server to encrypt a plain text document to provide said encrypted document;
computer readable program code means for encrypting said symmetric
key at said server using a server public key associated with said client;
computer readable program code means for decrypting said symmetric
key at said client using a client private key;
- and
computer readable program code means for decrypting said encrypted
documents using said symmetric key as said decryption key.

29.  The computer program product as claimed in Claim 21, wherein said computer
readable program code means for decrypting includes computer readable
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fromstorage at any client (16) unless re-encrypted using a host specific
key KH associated with the client (16) to thereby provide a re-encrypted

docunment. FIG 4 acconpanies this abstract.
20 AUG 2004

program code means for applying a symmetric key cryptosystem with a secret
key, said secret key being common to both said at least one client and said at

least one server.

30.  The computer program product as claimed in Claim 21, wherein said computer
readable program code means for authenticating includes:
computer readable program code means for challenging by said server
using a server private key;
and
computer readable program code means for verifying by said client using

a server public key associated with said server.

27





