; €3eb% t $b$6$T% . - 5 MAY 2003 | MAGE PROCESSI NG APPARATUS, METHOD THEREFOR
AND RECORDI NG MEDI UM STORI NG | MAGE PROCESSI NG PROGRAM BACKGROUND OF _THaay 2003
I NVENTION 5 Field of the Invention The present invention relates to inmage
processing for protecting the copyright of the image or the |like. Related
Background Art Standardization of notionlimage encoding 10 technol ogy is
progressing rapidly in recent years. There are already determ ned encodi ng
standards such as MPEG 1, 2, H. 261 and H. 263 (these encodi ng net hods bei ng
internationally standardized by 1SO (I nternational Organization for

St andar di zat i I ' I [ ' i : d
e et o) oS dRs. FHok PRk ERREk e, SAOPRE faLbongini o)) an
gener al - pur posg\Rexk--gaRefat MEBIEH' 54oRE b%ﬁi‘@@%ﬁ@cééé‘ﬂ@?? ﬁ'né@@i&he n

vari ous areas such as comnputer, broadcasting and comuni cation. These 20

encodi ng technol ogi es have advanced the digitization of images, stinulating
rapi d progress in the accumul ati on and communi cati on of notion imge data.

For exanpl e igackerdMiEsdr BurOin@NTI®m@e scene of a given instant is
regarded as a group of constituent 25 objects such as "person”,

"aut onobs | ", Fidbbd kgt otinel" Invenrsiet, "video" etc., and highly efficient
encodi ng of the notion inmage data is achieved by appl yi ng adaptive -5
M AY 2003 - 2 enchbaengréseneaciveabiiem .relntdwe tufinagshjposiceswiodi ng

t echnol ogy such as MPEG 4, a scene is represented by the conbi nati on of
conpr essi on efeBdRECERFEERS . tiy reeRieiahy ehdilterimagr die i bikeasily
represented in the MPEG 4 data, by re-utilizing object data from ot her
MPEG 4 data. NPiRtedhcPIGFEERNREy AFtsuch digital encoding standards as

menti oned above, the issue. of copyright protection is being strongly
requested from t he tandar 1zatlo£ o%qmot on image encodling

10 technology is progressing rapidly in recent years.
There are already determined encoding standards such as
MPEG-1, 2, H.261 and H.263 (these encoding methods
being internationally standardized by ISO
(International Organization for Standardization) and

15 ITU (International Telecommunication Union)), and
international standardization is being in progress for
MPEG-4 as the general-purpose next-generation multi
media encoding standard usable in various areas such as
computer, broadcasting and communication. These

20 encoding technologies have advanced the digitization of
images, stimulating rapid progress in the accumulation
and communication of motion image data.

For example in the MPEG-4, a motion image scene of
a given instant is regarded as a group of constituent

25 objects such as "person", "automobile", "background",

"music", "video" etc., and highly efficient encoding of

the motion image data is achieved by applying adaptive
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10 contents-rel ated busi nesses. The issue is that good contents cannot be
safely provided with 'the standard that cannot ensure satisfactory copy MNp 1003
protection. This issue is serious in MPEG 4, because the encoding is
executed for each object in MPEG 4 as 15.,expl ai ned above and can therefore
be mani pul ated or nodified. Consequently” in the nufti-object encoding as
in MPEG 4, the protection of intellectual property in the unit of each

obj ect is an obvious request in consideration of snmooth re-utilization of
each object, 20 and the protection of portrait right is also requested in

case the objegt, 4.:8:85P2630Backh8p§beEe, for the purpose of protecting the
copyright of a part 8f a notion ihage, there is conceived a nethod of

tenporarily stopping tthe facedipyjabtoéntbeingt teshhangeyi Buenhders not to
reproduce such part of the notion inmage. Mdre specifically, in

consi der ati onMpEG-de aopyenghtisorepoeseatédrbghthencohbinatibnMa¥ 2003 - 3
notion image, the decoding is stopped in a portion relating to such rights,
and i s startedocagaiessabnepnsadhdpobitohsi s Gvrgeasanhlrethodbes however
associated with the 5 follow ng drawbacks. For the notion inage, there is
general | Y enplsegee @ﬁ@oé?nQaﬁﬁgﬁoH§PH?F?PE?ﬂglPnFE?fWﬁﬁﬁ‘éo@? Pat it®h. Anpng
t hese net hods, well known are H 261, H 263, MPEG 1, 2 ng MPEG 4. |In these
met hods, the &RCHFNGZi8916PB5SEtARFD éﬁ%@u?gaeﬁymﬁﬁ?rgn 8&fpensati on,

referring to a pregeding,trane of; RLeSedLNg, a8 TS teedLnd hpames in
standards as mentioned above, the issue of copyright
protection is being strongly requested from the
10 contents-related businesses. The issue is that good
contents cannot be safely provided with the standard
that cannot ensure satisfactory copyright protection.

This issue is serious in MPEG-4, because the
encoding is executed for each object in MPEG-4 as

15 explained above and can therefore be manipulated or
modified. Consequently, in the multi-object encoding
as in MPEG-4, the protection of intellectual property
in the unit of each object is an obvious request in
consideration of smooth re-utilization of each object,

20 and the protection of portrait right is also requested
in case the object is a person.

Therefore, for the purpose of protecting the
copyright of a part of a motion image, there is
conceived a method of temporarily stopping the decoding

25 of the motion image in order not to reproduce such part
of the motion image. More specifically, in

consideration of the copyright or portrait right in the



time. Fig. 1 shows the node of reproduction by H 261, H 263 etc., in_which
| indicates a franme for which 15 infraframe encoding is executed wh b MAP 2003
indicates a frame for which interfranme encoding is executed. In Fig. 1,
TIME indicates |apse of tinme; SECURITY shows the period (black zone) during
whi ch the decoding is stopped; CODE indicates the arrangenent of franes in
20 the order of encoding; and DI SPLAY indicates the arrangenent of franes
in the order of display. It is now assunmed that the decoding is stopped for
the encoded data P4 to P9 for the purpose of protection (security) of the
intellectual praqperty riaght (for e rig ) odi ng of the
noti on i1 mage Wgﬁgfgbﬁg i%f 5%? gﬁ%%gﬁé%rﬁggg%gg%Fﬁeg&%ﬁtggﬁﬁggﬁhisplayed

until the dec%lﬁ:ciié% jel %:u%rht edgnts, MY 23ttt agdii tAaneQus with the

stoppi ng of the ng, e witing of the encoded data into the buffer

i's stopped, squidiatpdhiaengedededata P4 to P9 are discarded. Therefore,
when the decoding is re-started fromPIO 5 after the inage protection

period, the decodi mhdh araIDd HEMHAWe vean aekded aexxec utiath pmeperly since P9,
to be referred to by PIO, is already discarded, so that the inage in each
frame is Jert vrdidebvwimg I agdbegdisng operation is interrupted in a period of
PIO to P13 before 10 the decoding of the intraframe encoded I1. Al so, the
MPEG 1, 2 or 4 encd@imdgheetmedd cenpinege ,bitdierec tiso ggnerstlilon eouhssresht i on
executing prediction forward and backward in tine. Fig. 2 shows the

encodi ng node Snecslicly mettheds Btis iizdage dnders rameme ordie Waiian -

bidirectional interfrane encoding is _executed. In Fig. 2, Tl i ndi cat es

| apse of ti ne;A"ﬁﬁJﬁhP?esH}?\ﬁg‘otdﬁe B’@ﬁio W%W%Sﬁ@)%lduﬁ'k&%ni%ﬁf'he
decodi ng i s stoppged; ng% j ndi cat es.the arrangene of fr?pes i.n. the order
of encodi ng; alrfdng(?rﬁl LKJYQ‘i'nd?@a?cgs?stehé“e&?irogﬁge%n o) rares 1n the

d f, i spl : j f & i t
?Lafr 019 1Odrj: ;Pnﬁslcglﬂgp%g%ugﬁoﬁ%%q{o%o% co?@%%%ra%%‘?ﬂesre%érfﬁrr\%“ td rom

I mag e presence O anes. It I's now assuned

that the decodi RgrdceBitRPREGMO b2 prickeaneoded dalrdBld dP Ay fde
pur pose of protection of the intellectual property right (for exanple
copyright). Sitiee.notion conpensation is not properly
Fig. 1 shows the mode of reproduction by H.261,
H.263 etc., in which I indicates a frame for which
15 infraframe encoding is executed while P indicates a
frame for which interframe encoding is executed. 1In
Fig. 1, TIME indicates lapse of time; SECURITY shows
the period (black zone) during which the decoding is
stopped; CODE indicates the arrangement of frames in
20 the order of encoding; and DISPLAY indicates the
arrangement of frames in the order of display.
It is now assumed that the decoding is stopped for
the encoded data P, to P, for the purpose of protection
(security) of the intellectual property right (for
25 example copyright). The decoding of the motion image
is stopped at P,, and the image is thereafter not

displayed until the decoding is re-started.



- 5 MAY 2003 - 5 executed as in the case of Fig. 1, the inages of the
frames 830, B31l, 840 or B4l cannot be properly executed, so that théﬁéWM%@m
result perturbation of the inmage in each frane or interruption of the
decodi ng operation. 5 SUMVARY OF THE | NVENTI ON I n consi deration of the
foregoi ng, an object of the present invenfion is to provi de an i mage
processi ng appar atus capabl e of adequately processing 10

reproduction/ stopping of the image for protecting the intellectual property
right (for exanple copyright) of the inmage, a nethod therefor and a

recordi ng nedigg%gigéﬁgg%%nwi@@. @rggggﬁﬁégy5¥C%Héugiéég%ﬁ%9vgﬁgentioned

obj ect can be attaine according to a eferred er nt, by an inmage
processi ng app@f at tgd "BE hode Wk Shu £O T4 £ 8 etn €4 Bhd Nl § FBYE; dak Bospeqded
wi th plural encoding  nodes and security data for protecting the i nmage dat a;

di scrim natingsobesed oie lHecS@SUrddya dBt ao Wesherdibea2fedepr oduction of
the encoded inmage data is permtted; judging the encoding node of the
encoded i nage Taéfefend, decodi fige t decediogletks | ragetatated besed by t he
results of discrimnation and judgnent. Al so according to another preferred
enbodi mens, 25afhereths jpnaye dedotectiayepgr todssting dppad atasprechsd whi ch
conprises entering i mage data encoded with plural encodi ng nodes and
security data foempPat eenhnng bheexecutediyropesly sincemfe dw doe

di scrim nating, based on the security_data, whether the regroduction of the
encoded i mage BREATTRIpEPPYtRd; f8dEIREEHKedLRERHIRG. nBde tBP Tt hBSencoded

| mage dat a; degggéggiﬁhgaggc 9§geif§g§e9€£95e§”g& the decoding
operation is interrupted in a period of P,, to P,; before
10 the decoding of the intraframe encoded I,.
Also, the MPEG-1, 2 or 4 encoding method employs
bidirectional motion compensation executing prediction

forward and backward in time.

Fig. 2 shows the encoding mode in such method. B
15 indicates a frame for which bidirectional interframe
encoding is executed. In Fig. 2, TIME indicates lapse

of time; SECURITY shows the period (black zone) during
which the decoding is stopped; CODE indicates the
arrangement of frames in the order of encoding; and
20 DISPLAY indicates the arrangement of frames in the
order of display. The order of encoding of frames
becomes different from that of original image due to
the presence of B frames.
It is now assumed that the decoding is stopped for
25 the encoded data B,, to P; for the purpose of protection
of the intellectual property right (for example

copyright). Since motion compensation is not properly



5 controlling the synchronization of the decoded i mage data based on_i@ﬁ
result of discrimnation and the result of encodi ng node judgnent. Al Y 2003
according to still another preferred enbodi nent, there is provided a
recordi ng medium 10 storing process codes of an inage processing nethod,

whi ch conprises an input step of entering® mage data encoded with plural
encodi ng nodes and security data for protecting the inage data; a

di scrimnation step of discrimnating, based on the security data, whether
the 15 reproduction of the encoded inmage data is permtted; an encodi ng

node judgi ng step of judgi ng the encodi mode, of _ t he, encoded i e data; a
decod{nggstgp 8¥g8353 i fﬁet%ﬁc%%%% ?ﬁgﬁhgda}a'gﬂﬁ HU?%%?t?ﬁggF e decoded

i mge data; an rgmggcgding step gﬁé@gfggﬁghﬁgﬁ?g&ﬁg&g?%;§¥§#§¥ggased on

the result of drscrinifatidn of®° e result of
j udement of thg.e i de. i ugd bk £S5 ASE£ 0L 9L NGy sthll
anot her prefer?gd@gﬁgoggﬁggt,a¥he§§§?g %%g?%ed a record?%g n%%?un125

storing procesgaERAEsaRE SR I HBILrRHOLES ShAGHE dha WY Chp&pPARELSES an
i nput step of entering image data encoded with plural encodi ng nodes and

security data - 5 MAY 2003 for protecting the imge data; a
discrimnation step of discrimnating, based on the security data, whether
t he reproducti suMBARY heFenBPJENVENRD@Ndata i s permitted; an encodi ng node
judgi ng step of judging the encoding node 5 of the encoded i mage data; an

i mage decodi ng st eplofcdesbdéngtite ehctoediénegeinat aanapdjact of
synchroni zation control step of controlling synchronization of the decoded
i mge data basElSoRTERENFeiRYENBEORI 12 PP PERTVIPF o PRI eBEPECHFLPAdgnent
of the 10 encodingﬁnnde. ures and advantages of the

O he ob'ecés, fe
i nvention will°BB ﬁﬁu?u??9aﬁ£%a?£n? IO EHe BOPFLUE I det ai | ed
descriptign taken. i njunction.wth _the acconmpapnying draw ngs. .15 BRI EF
DESCRI PT?%N cnlfl‘S %?E%ﬁ%gﬂ%t?ﬁ?lﬁg i 2f VT el r%vmp%f; ‘?ﬂ%é%%m%le’g%f o

rames) 20 Fig o ek hef CRFoltn R ol At TOAE e EREPIRE g i

frames); 20 Fi 2 1s a view showmng the no o]

case of protecth@nihgdn 4ANREERSONPRSLLES dndFPa BoddARBSY mefiGm 3 IS a
bl ock di agram showi ng the configurati on of an i mage processi ng apparatus 25

constituting astorshgeahodnagat ppdctdei ms esesramyention; Fig. 4 is a view
showi ng the security encoded data
The above-mentioned object can be attained,

15 according to a preferred embodiment, by an image
processing apparatus/method which comprises entering
image data encoded with plural encoding modes and
security data for protecting the image data;
discriminating, based on the security data, whether the

20 reproduction of the encoded image data is permitted:;
judging the encoding mode of the encoded image data;
and decoding the encoded image data based on the
results of discrimination and judgment.

Also according to another preferred embodiment,

25 there is provided an image processing apparatus/method

which comprises entering image data encoded with plural

encoding modes and security data for protecting the



- 5 MAY 200 _8_in the first enbodi nrent of the present invention; Fig. 5is
a bl ock di agram showi ng the configuration of a security decoding uni-j KApP4)03
inthe first enbodinent; 5 Fig. 6 is a block diagram show ng the
configuration of a vi deo decoding unit 1005 in the first enmbodinent; Fig. 7
is a view showi ng the node of decoding Tn"the first enbodinent; 10 Fig. 8
is a view show ng anot her configuration of the video decoding unit 1005 in
the first enbodinment; Fig. 9 is a view showi ng the configuration of the

vi deo decoding unit 1005 in a second enbodi nent of the present invention;

15 Fig. 10 i h th th d t
Fig. ! gl is ;Sbf%%iggﬁazﬁwr&s %emﬁgﬁoﬁqﬁn%’odqe?ggdra L o ofseeacﬁgcln;%eg%?oc;gg?ng
appar at us ConStr';tHJiéP l?etlhé zqmﬂ@fﬂir{'%ﬁ He HEREF MO dvention; Fig.

12 is a view sh oW ng t e co ent a menory 30Z in the thhird enbodi nent;

Fig. 13 is a 5;5@1!’\‘:@@&\!&}193& i ISP Ot tah RNGORE thadad &4 rtﬂélaarid%d{é’d
enbodi nent ; Fig. 14 is a tlow chart showi ng the i mge processing

operation in theadgdidatenbisiokiriy thay.erkdpdes] aindgcldaliaagramnd showi ng t he
- 5 MAY 2003 _ g _ configuration of an inmage processing apparatus
constitutbng acédwmtrehl enpodcheresynairdriezgriesemt the decoded image
data based on the result of discrimination and the
result of encoding mode judgment.
Also according to still another preferred
embodiment, there is provided a recording medium
10 storing process codes of an image processing method,
which comprises an input step of entering image data
encoded with plural encoding modes and security data
for protecting the image data; a discrimination step of
discriminating, based on the security data, whether the
15 reproduction of the encoded image data is permitted; an
encoding mode judging step of judging the encoding mode
of the encoded image data; a decoding step of decoding
the encoded image data and outputting the decoded image
data; and a decoding step of decoding the encoded image
20 based on the result of discrimination of the
discrimination step and the result of judgment of the
encoding mode judgment step.
Also according to still another preferred
embodiment, there is provided a recording medium
25 storing process codes of an image processing method,

which comprises an input step of entering image data

encoded with plural encoding modes and security data



invention; Fig. 16 is a view show ng scene describing encoded 5 data in the
fourth enbodinent; Fig. 17 is a view showi ng security encoded data & MME)N
fourth enbodinent; Fig. 18 is a view showi ng video encoded data in the
fourth enbodinent; 10 Fig. 19 is a bl ock dgiagram showi ng the configuration
of a systemdecoding unit 3004 in the foufth enbodinent; Fig. 20 is a bl ock
di agram showi ng the configuration of a security decoding unit 3005 in the
15 fourth enbodinment; Fig. 21 is a block diagram showi ng the configuration
of a video decoding unit 3006 in the fourth enbodinent; Fig. 22 is a bl ock

di agram showi n ' t] f A ' i t upkt 3008
in the fourth g?r%gﬁf%g%‘t%){% gw%ai‘?ésb% %%e%yg%?ﬁ%ﬁ%%g@o%eggcggi ng in
the fourth enbgdi8entindt dhg 24dsed M Whes g haasesurinyrieasodrd 25
data of another configuration in the fourth enbodinent; Fig. 25 is a view

showi ng the seggpibyucpcodess daia icsddd |imd hetcL£ond i garmal teadi nahhe
fourth - 5 MAY 2003 - to enbodinent; Fig. 26 is a flow chart show ng the

entire functi canebddihe hode t huddgdregli swes ;ofanfhdging 2the serchd b dodgr am
showi ng another 5 configuration of the synchronization control unit 3008 in
a fifth ehbodi aEnthefenbteded esenge | davemnt | M. 1NBERAI dRBPOESCRE PIPY ONEOF THE
PREFERRED EMBODI MENTS

decoding the encoded image data; and a synchronization
control step of controlling synchronization of the
decoded image data based on the result of
discrimination and the result of judgment of the

10 encoding mode.

Other objects, features and advantages of the
invention will become fully apparent from the following
detailed description taken in conjunction with the
accompanying drawings.

15
BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a view showing the mode of conventional
decoding in case of protection of an image (composed of
I, P frames);

20 Fig. 2 is a view showing the mode of conventional
decoding in case of protection of an image (composed of
I, P, B frames);

Fig. 3 is a block diagram showing the

configuration of an image processing apparatus
25 constituting a first embodiment of the present
invention:

Fig. 4 is a view showing the security encoded data



In the followng there will be given a detailed 10 description on a first
enbodi nent of the present invention, with reference to the acconpanyd RMAY 2003
drawings. Fig. 3 is a block diagram showi ng the configuration of an inage
processi ng apparatus, constituting the first enbodi nent of the present 15
invention. Referring to Fig. 3, a menory 8evice 1001 stores notion image
data, which are conposed of encoded data of each notion inmge, and security
encoded data in which information for protecting the copyright is 20
encoded. In the present enbodinent, it is assuned that the security encoded

data are transpithed prigk dihdddd@nsimsal g dledhe MRl mage data.

However, such Tret not restrictive, e security encoded data may
be transmtted by tgye-shared, myddipl exd bR 3 thd hg,dot i on i mage dat a.
I | ai

In the present enbodinent, there wll be explaineda case where the notion

i mage encoded gahfipifaeiwOUSE a seduMAY b ainkl ubiyt t1heodPEG dhencodi ng
met hod. The MPEG 1 encoding nethod is detailedly described in ISOIEC

11172-2 and wi firsotembdreimdior e, be expl ained further. For the purpose of
brevity, it is assuned that the encoding is 5 executed in the unit of a
frame, and the dat aFimnst sis of Bldalkankbisagmmistowing ridie ane encoding i s
conducted and P frames utilizing interfrane correlation. For the notion

i mge data, thevwrfigyrdelenpbyed idgo aretling netitodl QA [iziveefranes of
intraframe encoding and 10 interframe correlation. Naturally there may be
enpl oyed encodf WSt rPtPRALMERt Of a field. Fig. 4 shows the configuration of

the security encoded, data.. Referring to Fig. .4, there are shown a code
| ongth 15 code 2001 i At iy T SR Aie diodthe S etrray @ntded
data; an IP CQQ%;Z?Q@é%rggéégiﬁ' he information required for certification
of the intellectual property right” (copyright being taken as exanple in the

present ggbodi ment )g1 g SPCL id %o AbRInGidd et 2003 g\l catangothe time

for starting the copyright protection; and a security en me code 2004
indi cating thectd Ridey dd&BSIPAidNe 100 i QNP0 | ibod Indhe; present

enbodi nent, data 2002 to 2004 can designate one portion to be secured in
t he Fig. 9 is a view showing the configuration of the
video decoding unit 1005 in a second embodiment of the
present invention;
15 Fig. 10 is a view showing the mode of decoding in
the second embodiment;

Fig. 11 is a block diagram showing the
configuration of an image processing apparatus
constituting a third embodiment of the present

20 invention;

Fig. 12 is a view showing the content of a memory
301 in the third embodiment;

Fig. 13 is a view showing the security encoded
data in the third embodiment;

25 Fig. 14 is a flow chart showing the image
processing operation in the third embodiment;

Fig. 15 is a block diagram showing the



25 notion image data. Therefore, if plural portions to be secured are
present in divided manner, plural sets of data 2002 to 2004 are presenMAY 2003
consecutively, - 5 MAY 2003 - 12 corresponding to such plural portions
(cf. Fig. 4). Again referring to Fig. 3, conmmuni cation circuit 1002 is
conposed of a LAN, a public communication™line, a wireless line or a
broadcast wave. A comrunication 5 interface 1003 receives the notion inage
data fromthe conmunication circuit 1002. There are al so shown a security
decodi ng unit 1004 for decoding the above-nentioned security encoded data

and instructi ngogkOPRERG 8N £ €53t Ahddd G B cd s 1:6PT O8fiet 4 O t hr ough _
conparison with certification data; a video decoding unit 1005 for decoding

the nmotion i meggngpeedetngal arbhefieimpepiRVEi NP R i Preddmge; and a

nonitor 1006 for displaying the reproduced notion i mge. 15 The processing
of the notion iregetdata in the apparatus of the above-described
configuration will be explained in the following. At first an unrepresented
operat or sel ects theigotlénisnageiaatshdwide sepiodieschihiom ¢heodedory 20
device 1001. The notion i nage encoded data and the security encoded data of
the sel ecPed nddFaninntlye feathrembedmenid are respectively supplied to

t he video decoding unit 1005 and the security decoding unit 1004. Fig. 5 1is
a detailed block diB§Fant 6fifhe $ERWIrFRYWLY (RO Wy BECTed4dat@ds éPring

to Fig. 5, there are shown an_input termnal 151 for entering the security
encoded dat a; Ehe fourth embodiment;

Fig. 18 is a view showing video encoded data in
the fourth embodiment;

10 Fig. 19 is a block diagram showing the
configuration of a system decoding unit 3004 in the
fourth embodiment;

Fig. 20 is a block diagram showing the
configuration of a security decoding unit 3005 in the

15 fourth embodiment;

Fig. 21 is a block diagram showing the
configuration of a video decoding unit 3006 in the
fourth embodiment;

Fig. 22 is a block diagram showing the

20 configuration of a synchronization control unit 3008 in
the fourth embodiment;

Fig. 23 is a view showing the mode of decoding in
the fourth embodiment;

Fig. 24 is a view showing the security encoded

25 data of another configuration in the fourth embodiment:;

Fig. 25 is a view showing the security encoded

data of still another configuration in the fourth



- 5 MAY 2003 - 13 security decoder 152 for decoding the security encoded
data thereby acquiring certification information and infornmation on_tsh@ay 2003
time for executing copyright protection; a security certification unit 153
for 5 analyzing the certification information thereby determ ning whet her

or not to inhibit decoding; a tiner 1547f¥9'generating time for properly
reproducing the notion inmage; a control signal generator 155 for generating
a signal for controlling the video decoding 10 unit 1005 according the
determ nation of the security certification unit 153;and an output unit 156
for outputtinge$gedfgnt£pl signal generated by the control signal generator
155 to the video %eco%?ng unit 1005 154 for generating tine for properly

repr oduci ng t he mt#?ghig@gfsaac &%hﬁgwoﬁﬁgﬁgre&éﬂéor generati ng

a signal for contro g the video decodi ng uni according the

determ nation gfintPecosesHr thy £8EEid COAMIPMINE L dwB; and an output unit
156 for outputting the control signal, generated by the control signal
generator 155 to theiyi dep flecodbngerindiadfdibh. showiy dobtiowéng there wil |
be expl ained the 15 decodi ng function of the security decoding unit 1004 of
t he abovesdesceobhetgenatiouraf i tne dShrectseouridtyienoodedradateniend@féd into
the input termnal 151, are decoded in the security decoder 152, and the
code | ength coiie @sfiétihdenbddmenheotods RESFVWLRVEIFEEON4 t 0 recogni ze
t he ambunt of the entire encoded data. Al so on each portion of copyright
protection, there are decoded the I P code indicating the information

CTart time 25 GEBLERR: CRTPRET THOY Cha o PR TG RIRPRUEY BNt

protection and the securit dtinme_code indjcating the ting for
ternminating the copy?i ght %#fﬁé%&?%ﬁFQﬁﬁF w%; _ :ﬁék?q 34ééfﬁég?gspeptive
| nformatien argeachubiety die, ALOLERLLANfpdul 1ol Ol geLdlfication is
entered 1n the security certitication unit 1b3. Tn fhe ‘absence of

instruction frombheiSECUiity FEFFALAEON R WidorpahyiRg &PBLERLSSI gnal
generator 155 generates a control signal fromthe output signal 156 to the

vi deo decoding unitri§053 i# sushock neiweran heowiey vileo decodi ng unit
1005 executes decodi ng of the notion imge data. 10 The security
certification comfiddBatkenud£sarohpeage spveddiridieamgetatusati on
information acquired in advance or entered by the operator, thereby judging
whet her or notceespetutingethrli fitkst rekadinktodhgthes peesented, the

perm ssion is informed to the control 15 signal generator 155. In case the
control YPgnal 17%eR3F$@Rdy generated so as that the video decoding unit 1005

execut es decoding of fhe 101100 }[mge, dal 3y such fONI Lol 5402l 018,

motion image data, which are composed of encoded data
of each motion image, and security encoded data in
which information for protecting the copyright is

20 encoded. In the present embodiment, it is assumed that
the security encoded data are transmitted prior to the
transmission of the motion image data. However, such
method is not restrictive, and the security encoded
data may be transmitted by time-shared multiplexing

25 with the motion image data.

In the present embodiment, there will be explained

a case where the motion image encoded data are encoded



On the other hand, in case the decoding is 20 inhibited, the security
certification unit 153 sends a signal for inhibiting the decoding toq}ﬂgyzwz
control signal generator 155, which conpares the information on the tine o
correspondi ng copyright protection (information decoded fromthe security
start tinme 25 code), entered fromthe §e&gfrty decoder 152, with the tine
entered fromthe tinmer 154, and outputs a signal for stopping the decoding
of the notion imge fromthe - 5 MAY 200 - 15 termnal 156 when the
starting time for the copyright protection becones equal to the

bove- ment i ti e, | : i nf Jtels ' f
above: ment | onegl LT o A SO, GATHAY SR | NUOITHGn o iR Lige of

correspondi ng pyright protection ormati on decoded fromt

end tine code)y il the ddvm rey ebddamdde  ingy, bz, 1 ah opt g s a

signal for re starting the decoding of the notion inmage fromthe term nal

156 when the epdi Nohd+ MecHfe Ad¥R CHY Id:gNta iRt aGidtHebecamms agal to the
above-nentioned tine. 10 The video decoding unit 1005 receives the notion

i mge encoded glatpodd bl thievIRADr Vi e\ CRsshiMil anthi hhe asridad isg gnal from
the security decoding unit 1004. Fig. 6 is a detailed block diagramof the
vi deo decddi ngexerutdd0bn e Refigr g tirdhiey. d 10k idafixat@ssanti mage
data input termnal for entering the notion inmage encoded data fromthe
menory devi ce 9DOH; feawees 0 Wi datiexf 2 fooma dncadgme  isimrndwsiedal for
entering the control signal fromthe security decoding unit 1004. 20 103

i ndi cates a buARerP fiorangsry gt ke e itdredd TRRS GPEIRGE B udetPHatRe and
104 indicates a separator for reading the EG 1 encoded data fromthe

buT T er 103 and QBRI AR K I (R GIF (ST SHth G Th Rt S  of
codes, a notion conpensation code for executin i on, epnsation, and
data encodi ng ?rgf)a‘htsflolrzrrla[}q on Coet fquzilggrﬁ%sa%rfd% irgr?\{dé%d; ’%gn%n%eader

decoder Jgr deodig LRE coprd MO0 iy SRSt Dpaser | nf or mat i on,

t hereby acquiring start codes, 1nage size and éncodi ng node of each frane.
106 indi cat es @énpdya SUmENsAtionriecndsr Jora daeadi ng the notion

conpensati on code, thereby decoding 5 encodi ng node of each nmacrobl ock,
notion vector etc. Eiyg. at@hawanghenfarmiitguwors riequigfedkHeorsdderimogi on
conpensation, and 107 indicates a texture decoder for decoding the code
t her eby acqui remepdpdirdataati on coefficient, quantized result of DCT
transformation 10 coefficients etc. 108 indicates an inverse
quantization/IDCTlﬁﬁﬁefring to Fig. 4, there are shown a code length
15 code 2001 indicating the code length of the security
encoded data; an IP code 2002 indicating the
information required for certification of the
intellectual property right (copyright being taken as
example in the present embodiment); a security start
20 time code 2003 indicating the time for starting the
copyright protection; and a security end time code 2004
indicating the time for releasing the copyright
protection. In the present embodiment, data 2002 to
2004 can designate one portion to be secured in the
25 motion image data. Therefore, if plural portions to be

secured are present in divided manner, plural sets of

data 2002 to 2004 are present consecutively,



for receiving the quantization coefficient, quantized result of DCT
coefficients etc., also executing inverse quantization and inverse DGIMAY 2003
t hereby acquiring pixel 15 data or error data by notion conpensation. 109
i ndicates an adder for adding the result notion conpensation and the
error data nentioned above; 110 indicates a reference frane nenory for
storing a reference frane required for the notion conpensation; 20 and 111
i ndi cates a notion conpensator for executing notion conpensation on the
content of the reference frame nmenory, according to the result of the

moti on vector decpdefod@fng 143 duch Gt esa R shSPldys fr&ee wpgpry)for 25
tenporarily storing the 1nage of the decoded franme for the purpose of

di splay; and 112 inﬁ@&ﬁaeﬁepeﬂﬁﬁ% foadei gli sy i 41 Bshinf @i tiesetyiagithe
encodi ng node of the - 5 MAY 200 - 17 frame fromthe header decoder 105
and di scrim naioog isfeampoesd R rangan The gulsite: neshemeh 5€4 t tdbnal ohe 112
control the reference frame nenory 110, the display frame nenory 113 etc.
114 indi cates anwitthets time nat & BovadeAputwavey. t e ootmonicatgendata to
the monitor 1006. In the followng there will be expl ained the decodi ng
operationSi n theterfiece dEROYi recedves 1005 ndtidre Hrye-drserfped the
configuration. 10 In case the control signal fromthe control signal input
ternminal 102 ifeMeEREsatier ¢hecyeeotiMyr i s possible, the buffer 103

recei ves the nDtionTina e encoded data fromthe, i nage data ingug i i nal
102 and stores suchTHETE ATh L2 THERGhTEI L GhalcFToHe Hebik tOREr ol
) | . ) c A ; ¢ i s i nhibit th
bufTar 105 doetohuietodiity | b SGs. (it et diedSeatiifly Sl Al Oh L 8ta I8

first there w éﬁdb&%@{wség%pgwpiﬂ whene 4 hey contgol signal

i ndi cates that the decoding 1 poOSSi The separator 104 receives the

encoded data fropgrédecPibh eEhdddyh bk SePesat asi thecdeadel cap{enmation

i ndi cating the content of codes, the notion conpensation code for executing
noti on conpensastan, a 2oided ddéeodiwpdeti tlal@Df fETdeced{ingi eneés. The
header decoder 105 decodes, fromthe header information separated by the
separat or 104, mybionubnagarencotked, data thereby reproducing motion
image; and a monitor 1006 for displaying the reproduced
motion image.

15 The processing of the motion image data in the
apparatus of the above-described configuration will be
explained in the following.

At first an unrepresented operator selects the
motion image data to be reproduced, from the memory

20 device 1001. The motion image encoded data and the
security encoded data of the selected motion image data
are read, and are respectively supplied to the video
decoding unit 1005 and the security decoding unit 1004.

Fig. 5 is a detailed block diagram of the security

25 decoding unit 1004.

Referring to Fig. 5, there are shown an input

terminal 151 for entering the security encoded data; a



- 5 MAY 2003 - 18 immge size and encodi ng node of each franme, thereb
acquiring these information. The notion conpensation decoder 106 decd%HAYZ%J
the notion conpensation code separated by the separator 5 104, thereby
decodi ng the encodi ng node of each macrobl ock, notion vector etc. and
acquiring the information required for Totd on conpensation, and, in case of
a P franme, sends these information to the notion conpensator 111 to execute
the notion 10 conpensation. The texture decoder 107 decodes the encoded
data separated by the separator 104, thereby acquiring the quantization
coefficient, quantized result o coefficients etc. The de

quanti zed dat gs%?%rjlgye ?%Cr’ée%r i %?%qt:r%lé (:;%?/Céc?lsneg qtaéentlge%% ]f%#l%gu%?t 108
to determne the. pi el 43 8 QuibnPrédf ¢ 08 G OYorTid A fOEPSRSahdon. The

above-nentioned error data are added, in the adder 109, to the output data

from the noti oy 2OrkOEPENSEH Ofhd 1dimd heo ol Ay eipenseigidl execut es
noti on conpensation on the reference frame nenory 110, according to a val ue

"0" in case ofprot@ctDbhock fotut ity addatier BRcothmoumnit of ferfbse accor di ng
to the notion vector obtained fromthe notion conpensation 25 decoder 106,
and out puds t henakf=imncehalatertOf 1dret Hodein iOua Tien ptixetelval ues obt ai ned
in the adder 109 are - 5 MAY 2003 - 19 stored in the reference frane
menory 110 andd¢bhermisphaywlie bmer nenorgt 4@, itk i redpcedinrg 5t @r edmén t he
di splay frame nenory 113 are supplied through the output termnal 114 to
the nonitor 10D%%afer dWPRETenS tHes obPr BIPRHELY OT$INPHCIRErEPRi I | be
expl ai ned the decodi ng operation in case the control sifggl instructs the
g

i nhi bition of BRELW MY F¥DM A LALLM ThIRTGHT Mg 137 pbrhitted. 10 The
e 1036t endheclipul oloibopcso. andh LoPR Apenddnvldon Globhg,beader

decoder 105, i on compensatt on deco i on conpensat or and
texture ggcodenniP7;008 ASGcdY b%ﬁ% %@Qé%xﬁiﬁéti&’? Sefehencechirapg nmenory

110 and the display frame nmenory 1 13. As a result, the inage data of the

| ast decoded frarei MdCaOtbPUIALE f5DMihe HutPutpderamnel 194d4scL0nsequently
the nonitor 1006 continues to display the |ast decoded frame. In the

fol |l ow ng t hereuwphttieg ekipd atdrethrd hes Pghallec gk mgr Opsd dby Oothd ncéaseot he
control signal instructs the re-start of decoding by permtting the

decodi ng from sigtal egevmeratohel Pecoali the iwldethiddeedting henbuf 1@05103
re-starts the input of the codes, and activates the header decoder 105,
whi ch detects and 257 teRefol Hewirxtthers twkbbde |exrbabnedetBeart code of

a franme i s recogni zed, the encodi ng node of such frane is suEpIied to the
frame note di sSEFPRHRY ofungbion of "the security decoding unit 1004 of

the above-described configuration.
The security encoded data, entered into the input
terminal 151, are decoded in the security decoder 152,
and the code length code is decoded from the codes
20 shown in Fig. 4 to recognize the amount of the entire
encoded data. Also on each portion of copyright
protection, there are decoded the IP code indicating
the information required for certification of the
intellectual property right, the security start time
25 code indicating the time for starting the copyright
protection and the security end time code indicating

the time for terminating the copyright protection and



- 5 MAY 2003 - 20 1In case the encoding node indicates a P frame, the frame
node di scrimnator 112 does not re-start the function of the nntion_5 Y 2003
conpensati on decoder 106, notion conpensator 111 and texture decoder 1%%
and maintains 5 the state of inhibiting the update of the reference frane
menory 1LO and the display frame nennrj'ffo In case the encodi ng node
indicates an | frame, the franme node discrimnator 112 re-starts the
function of the notion conpensation decoder 106, notion 10 conpensator 111
and texture decoder 107 and re-starts the update of the reference frane

menory | 10 andtﬁgerg%$ggégbér | O{$§qgah %gﬁﬁéﬁgéEH the function of

various units s continuéd un e contro I's shifted to inhibit

the decoding. Thus fie di sPLAYE 08 Lo e dPNEd.0rch006r § Sa tiagiat £d wher eby
the notion imge display is re-started. According to the above-descri bed

procedure, in gaserédieidecwsi serhsite-cdatieibativn piwcesss3s started from
a frame of intrafranme encoding thereby easily 20 preventing perturbation of
the i mage in taesémamreodHringtenctidn ofrod the swoodity opertafiocntids an
exanple, in case the decoding is inhibited by protection (security) of
copyri ght5Sin amndhcbd? ngtife apenperl otiidmel PR estatholwbd igeryRtgds &he
frame P3 25 immedi ately before the security period is continuousl

di spl ayed fronFPherat af1gedl stkem seeiredipPutait ante decodihgtie YEd_Part ed
fromthe next él frame mherefgbs -, 5 MAY 2003

ecoding unit in such a manner that the video
decoding unit 1005 executes decoding of the motion
image data.

10 The security certification unit 153 executes
comparison with the certification information acquired
in advance or entered by the operator, thereby judging
whether or not to permit decoding. In case decoding is
permitted, the permission is informed to the control

15 signal generator 155. 1In case the control signal is
already generated so as that the video decoding unit
1005 executes decoding of the motion image data, such
control signal is maintained.

On the other hand, in case the decoding is

20 inhibited, the security certification unit 153 sends a
signal for inhibiting the decoding to the control
signal generator 155, which compares the information on
the time of corresponding copyright protection
(information decoded from the security start time

25 code), entered from the security decoder 152, with the
time entered from the timer 154, and outputs a signal

for stopping the decoding of the motion image from the



- 21 avoided is interruption or perturbation of the inage, and the
operator is relieved fromthe unpl easant image display. In the pres@%tMAYZMJ
enbodi ment, during the period of 5 inhibition of decoding, there is
outputted the i mage decoded i medi ately before such inhibition, but it is

al so possible to stored a predeterm ned Fﬁage in advance for exanple in a
menory and to output such predetermned inmage. 10 Also in the present

enbodi ment, the nenory configuration is suitably nodifiable. It is also
effective for the communi cation data, by executing simlar operations on

the motion i dat d f t i.cat | i C Ui hr ough
he 1. conmuni GTTGHY At RS 1005 E T o Ror aar & SoskrBe dy
reconstruct Synﬁomegguiﬁ 'b%(%MeL e;(gl%la% Q',:[\ ata%o%tegme%i%d %ﬂ% .t of

decodi ng, by &%OVI i Ng  an outp rm nal 9 as shown Iin Fig. 8 and

external Iy outputting ti e%%éﬂ?r@%ﬂ&'ln@ioﬁﬁ@:i@ﬁ%ﬂ IR Qdete 100, for

exanple information on t coding tine of the frame (such as decoding

resul t of time.GodesddiaithdgAHyQigHITREeR Mt i¢eC qdinFdimesildn afed@igpor al
reference code for a picture). 25 Fig. 9 is a block diagram show ng the

configuraion ffort hehey i e diagodingg timied cHIRD iwith SeeondrenmiEodiemt of the
present invention, wherein i ' - 5 MAY 2003 - 22 conponents equival ent
to those in therdm rigte eniyodi ek, amel mapmwadenteed igynadorfaes pendi ng nunber s
and will not be explained further. In Fig. 9, there are shown a notion
conpensat or 5 YGrgEpatine sfeasiddinde @l dh@ Madtliosh EegsedFan oS or the B
frame in addition to notion conpensation for, the P frame; and reference
frame menori esteIBNdlg3 Fwhan (ihey eneidide fdd@sr Fate SN GRS ST t he
noti on conpensation and functionin imlarl 5%9 t he reference 10 frane
Terory 110, A BTG 1 SRRSO ETada Furd GRS METEAIST e EHEE i spl ay
frame pry 113 bt recel Ve d ts fr. & I f LQQ§§1jraqﬁﬂﬁﬁﬂpries
T 1 h
202, 28?l In addition %0 Jtcfleeo gd}(fé)r %%““f%n} tr(ljta)t hé:%f%ﬁ oW ng Shere Wil be
expl ai ned the gdecodifg RHLL RS d FAR tHIGRMIGSOHRA diNitlod 0 hLTeide
control signal from the security decoding unit 1004.
Fig. 6 is a detailed block diagram of the video
decoding unit 1005.
15 Referring to Fig. 6, 101 indicates an image data
input terminal for entering the motion image encoded
data from the memory device 1001; and 102 indicates a
control signal input terminal for entering the control
signal from the security decoding unit 1004.
20 103 indicates a buffer for storing the entered
motion image encoded data; and 104 indicates a
separator for reading the MPEG-1 encoded data from the
buffer 103 and separating header information indicating
the content of codes, a motion compensation code for
25 executing motion compensation, and data encoding DCT

transformation coefficients.

105 indicates a header decoder for decoding the



above-described configuration. At first there will be explained the

decodi ng operation in case the control signal indicates that the 20_5 MAY. 2003
decoding i s possible. The separator 104 receives the encoded data fromthe
buffer 103, separates various information, and distributes the codes to the
header decoder 105, notion conpensation décader 106 and texture decoder

107. 25 The notion conpensator 106 decodes the encodi ng node of each

macr obl ock, the notion vector etc. thereby acquiring the information
required for notion - 5 MAY 2003 - 23 conpensation, and, in case of P or
B frame, enters t£¥§¥%drﬁég LU d MG ‘%'ﬁﬂdf@byﬂaH&HE¥¥&§ <Lt her eby
executing the $ot i on conpensation. In case of a P frane, the notion

conpensat or  2Q), AXEC UL, 0L QN fhd UMY Abdd felddd) fxtartdie content of
the | ast renewed one of the reference frames 202, 203. In case of a B

franme, the notion caypensiidaied S enatidire ddnparafaridmgldapddre fef er ence
frames 202, 203 and taking the content of the | ast updated frane as the
reference 10 fdesmiiofg frenarct igpre dicotpeorsagnicnt keodst, herhdrehre dscadieng
reference frame of rearward prediction. The texture decoder 107 and the

i nver se chant i @atodivid DEAaimf <G8 detcerablmek henqiidhael tteooretdhe error
data by notion conpensation, and the adder 15 109 adds the error data and
the result fromd Fecawitdiorn donisemsttiom 2@Ruiged 8 tHe fiodetowal ues
(decoded i mage) determ ned by the adder 109 are an | or F franme, they are

stored in one HIMRIEF A et (AU WERR TS RIEXBFLEECUYT iTy a frane
cecoer oA | Sl ki A M SR R oy
t2 gg d?gfol Ia; ;?%én%ﬁn%é%rgl@’clil%&%?ita te;reétﬁgee;g%ogcﬁgecof t ecyré@trziaér}r{e ;23 t(r)\e
out put tiereofdort NS LHisPledy= menory. I n case the pixel values (decoded
i mage)
108 indicates an inverse quantization/IDCT unit
for receiving the quantization coefficient, quantized
result of DCT coefficients etc., also executing inverse
quantization and inverse DCT, thereby acquiring pixel
15 data or error data by motion compensation.
109 indicates an adder for adding the result of
motion compensation and the error data mentioned above;
110 indicates a reference frame memory for storing a
reference frame required for the motion compensation;
20 and 111 indicates a motion compensator for executing
motion compensation on the content of the reference
frame memory, according to the result of the motion
vector decoder 106.
113 indicates a display frame memory for
25 temporarily storing the image of the decoded frame for

the purpose of display; and 112 indicates a frame mode

discriminator for receiving the encoding mode of the



- 5 MAY 2003 - 24 determned by the adder 109 are a B frane, they are
stored in one of the reference frame menories 202, 203 but transferrgaiyogn;
the display franme nmenory 204 only. The inmage data stored in the display
frame nenory 5 204 are outputted through the output termnal 114 to the
nonitor |1 006 and di spl ayed t hereon. In~th Following there will be
expl ai ned the decodi ng operation in case the control signal instructs the

i nhibition of decoding froma state where the 10 decoding is pernmtted. The
buffer 103 stops the input of codes, and stops the function of the header

decoder 105, MoLLaN SONPYASALLAR GeaadRlel080sMhh0R: CRMFNRAIGLY and

texture decoder “107. Sso inhibits renewal referencé frane

menories 202, 20303 e digp! aynkr arRneemehy d94crlihihBedh ane node
discrimnator 112 identifies that an | franme has been decoded, the

i nhibition of JpE3A ithet eRlifidteede lfframePrkbmar® hae, bete decpded, 20 the
decoded and witten content is read fromthe reference frame nenory 202 or

203 and tr ansffaramed remdriye 1di3s pitay f 1dde imdiorye?04nawd tpledn taknitrtsd
updates are inhibited. If a B frame has been decoded, the | ast updated
content % reddr ovhpuidimgf dhende tioamd magep A tas teoher mpgd tard
transferred to the display frame nenory 204 and then all the updates are

i nhi bited. As 3®0%sult, the inmage data of a frame |ast - 5 MAY 2003 - 25

In the following there will be explained the
decoding operation in the video decoding unit 1005 of
the above-described configuration.

10 In case the control signal from the control signal
input terminal 102 indicates that the decoding is
possible, the buffer 103 receives the motion image
encoded data from the image data input terminal 102 and
stores such data. In case the control signal from the

15 control signal input terminal 102 indicates that the
decoding is inhibited, the buffer 103 does not store
but discard the motion image encoded data.

At first there will be explained the function when
the control signal indicates that the decoding is

20 possible.

The separator 104 receives the encoded data from
the buffer 103, and separates the header information‘
indicating the content of codes, the motion
compensation code for executing motion compensation,

25 and the encoded data of DCT coefficients. The header
decoder 105 decodes, from the header information

separated by the separator 104, various start codes,



decoded in tinme are outputted fromthe output termnal 114. Therefore the
nmoni tor 1006 continues to display the last frame for which the decodi BgayS0p3
permtted. In the following there will be explained the 5 decodi ng
operation in case the control signal instructs the re-start of decoding by
permtting the decoding froma state wherld the decodi ng is inhibited. The
buffer 103 re-starts the input of the codes, and activates the header
decoder |05, which detects and 10 judges the next start code. In case the
start code of a frane is recogni zed, the encoding node of such frane is
supplied to the franme, node discrimnator.112  1n.case the encodi ng node

i ndi cates a P bPPE1PafE, 2Phe"Pra n%"é%d%i%fcrefan?}hgf%aréel’lz&ogésjb%ot re 15
start the function. of th@ noti on c&ggggéﬂi on decoder 106, notion

conpensat or 201°ERH* +8%t P eS Qe oHer ahd maintains the state of

I nhi bi ting the updatge Ofiot gn T E6REENES: { 52T SEIRF | B56 2033 8RE the

di splay franme nenory 204. 20 In case the encodi ng node indicates an |

frame, the fraggtiBdecohsensatish Ofodd ZséSasd Bed Sof Nend Wephpatet the
noti on conpensati on decoder |06, notion conpensator 201 and texture decoder

107 and re-starbs, t Bretpopt @e0bdihg tied esetisdidd amsdarendre®sh 202, 203 and
25 the display franme nenory 204. The encoded data of a B frame, next to the
| frame, are noécdebbdekl, anditheveatteretde alstosiqgifimgttiom of various
units is - 5 MAY 200 - 26 continued for executing ordi nary decodi ng and
updat e oper at i bnormgehionngedvnbned hEot Nl e tgmreRRTRHP Mg #nér PR rane,
until the control signal is shifted to inhibit the decoding. Thus the

di spl ay on t heCAdRi PbrasP1608Mes Fends abhete wieterle tHe nb?i Bei mage

display is re-started.
ptay motion compensator 111 to execute the motion

10 compensation.

The texture decoder 107 decodes the encoded data
separated by the separator 104, thereby acquiring the
quantization coefficient, quantized result of DCT
coefficients etc. The decoded quantized data are

15 entered into the inverse quantization/IDCT unit 108 to
determine the pixel data or the error data by motion
compensation.

The above-mentioned error data are added, in the
adder 109, to the output data from the motion

20 compensator 111. The motion compensator 111 executes
motion compensation on the reference frame memory 110,
according to a value "0" in case of a macroblock for
intraframe encoding or otherwise according to the
motion vector obtained from the motion compensation

25 decoder 106, and outputs the reference data to the
adder 109.

The pixel values obtained in the adder 109 are



According to the above-described procedure, in case the decoding is
re-started, the process is started froma frane of intrafrane encodngMy2m3
thereby easily 10 preventing perturbation of the inage in the frane or
interruption of the decodi ng operation. Ag an exanple, in case the decoding
is inhibited by protection (security) of “Copyright in an encoding frane
period BIO to P3 as shown in Fig. 10, the frame P1 15 properly decoded

i mredi ately before the inhibition period is continuously displayed fromthe
frame i medi ately preceding such inhibition period to the 11 frane first

appeari ng af tefe sheh J N UL SO, 0 e 0eqqd g Sfe- started from

the Il frame where avoi I's I nterruption perturbation of the

i mge, and th &ggﬁr Ofrdre Mdndi%ed 1f.omrihe iiRleeasant Jumar disply. 1N
t he present eeero I ment ,r during the period of li nhi bi ti on of decoding, there

is outputted tdhesdrmgerinderadad 1mediral eupphaker ehseriyh ”Hdi tion, but
it is also possible to stored a predeterm ned i mage i n advance for exanple
in a nmenory ansutpu©utetiisdich 14 -td WY miZor 2D06preedetdrsp netd nage.
Fig. 11 is a block diagram showi ng the configuration of an inmge processing
appar at uss consthéxgomg a third enbodi nent of the present 5 invention. In
Fig. 11, there are shown a central processing unit (CPU) 300 for

control ling the ent¥methepriatarwirgndhensee wildg brasix®ls inestddres; and a
menory 301 providing nenory areas, required for the operating, systems(m),

10 sof twares RFREIRAUIRFGH S SASE fide SO isdgnae Presett

apparatus. There ar | so. provi ded a .bus 302 for_.cqnnectin arious units
and exchangi ngtrb%tjar%éﬂ?]‘l%locg o dgelc ﬁaa11ns°'; %Orrr"er?orsfa eeviwgleer F%r storing

notion inmage d @éd% ﬁ&r{r%é%?i cation circuit 304 conposed for exanple
of a LAN, a public c ni%atl on Tine, a wireless channel or broadcasting

wave. Thege are furdlhier, praul dess (P WHLAHRE of codes, and stops

the function of the header decoder 105, motion
compensation decoder 106, motion compensator 111 and
texture decoder 107. It also inhibits update of the
reference frame memory 110 and the display frame memory
15 113, As a result, the image data of the last decoded
frame are outputted from the output terminal 114.
Consequently the monitor 1006 continues to display the
last decoded frame.
In the following there will be explained the
20 decoding operation in case the control signal instructs
the re-start of decoding by permitting the decoding
from a state where the decoding is inhibited.
The buffer 103 re-starts the input of the codes,
and activates the header decoder 105, which detects and
25 judges the next start code. In case the start code of
a frame is recognized, the encoding mode of such frame

is supplied to the frame mode discriminator 112.



interface 305 for receiving the notion image data from 20 the conmuni cati on
circuit 304; a display frame nmenory 306 for storing franme data of theé MAY 2003
notion image to be di splayed; and a nonitor 307 for displaying the
reproduced notion image. Fig. 12 shows the status of use and storage of the
25 menory 301. The nenory 301 stores am &ferating systemfor controlling
the entire apparatus and operating various - 5 MAY 2003 - 28 softwares,
a system decoder software for decoding the encoded data containing
information for synchronization control of the audio data and the notion

i mge, a security coder sqgftware f.or decpdi.ng,.t co 5 r
e, Pl e IR o ST B P e e

copyri ght protectiorn %ot Wwar e for

ot i on i mage, and an, andi o decqder, Saf ey e da HRcadnghhe audi o data.

There are al so provided an 1 nage area for storing the decoded inage for the

purpose of di sy n &f SENGER {1 Un EdnBr It GRS 0N 8 C.moBéh a
wor king area for storing various operational paraneters. In the

above- descri begbmperhs Gtation, ardh ecsyairemaieseitar 190f tavat end inaetnyat ed
prior to the processing, in order to independently nonitor the

synchroni zat i othd S5sedtd hef moih i tiragectendigdeteaudi cchdntze fmmce he noti on
i mge data, conposed of security encoded data, notion i mage encoded data
and audi o encoffeane atemory el EKhtaredHe chsheyredname d@nee 3083 or t he
comuni cation interface 305 and stored in the work area of_the nenory 20
301. In the fol | ow hy RS ri vty Mdeon s eshied Td% ar e

assuned to be encoded by ‘%‘fggrfngG'l encodi ﬁhoqc, but there may, al so be
enpl oyed any otR@riEHtDdl o L A 2131 SO Torerddat T Y Y. 13
shows the confjiguration of the security 25 encod ata .enpl oyed in the
third enbodi rre%’?.{%em%‘é]c?ﬁi(f?/mpe‘?ﬁsoadtel Ha eacosqﬁeorv\nilq%% IJ—]?%tl '3 contain, in

additionléo th@ fﬁgkékfgrtf¥ﬁféﬁdntexéiﬂéwéégggéf f&b éH§K¥EI§¥Er§§0““ in
Fig. 4, an ANV T ag 2005 for discrimnating whether the copyright is for

audi o or the update of the reference frame memory 110 and the
display frame memory 113. Thereafter the function of
various units is continued until the control signal is
shifted to inhibit the decoding. Thus the display on
15 the monitor 1006 is updated whereby the motion image
display is re-started.

According to the above-described procedure, in
case the decoding is re-started, the process is started
from a frame of intraframe encoding thereby easily

20 preventing perturbation of the image in the frame or
interruption of the decoding operation.

As an example, in case the decoding is inhibited
by protection (security) of copyright in an encoding
frame period P, to P, as shown in Fig. 7, the frame P,

25 immediately before the security period is continuously
displayed from the start of such security, and the

decoding is re-started from the next I, frame whereby



for motion image. In the following there will be explained the 5 decoding
operation of the CPU 300, with reference to a flow chart shown in Fi_%. %’42[]03
At first a step SO1 discrimnates whether a stream has been entered, am ,
if entered, the sequence proceeds to a s ép S02, but, if not, the sequence
is 10 termnated. A step SO02 activates t security decoder software for

di scrim nating whether the decoding is permtted in the above-nentioned
notion image data. If the result of decoding by the security decoder

i ndi cates 15 perm ssion of decoding, the sequence proceeds to a step S03,
but, if inhibitd Sﬁgé@ﬂqgj i o t B 93
activates the érr%ﬁ%%é ih%age deco eﬁ%%ﬁ%ﬁﬁ%de%heﬁn%ti ong?mage
according to thed 26hdRisadatlecodi ngs RS, £ravidl Heonasp tdes glee otiedgé mage i n
the image area of the nmenory 301. Then a step S04 transmits the i nage data
of the imge adesplayihe display frame nenory 306 in the order of display,
t hereby executing display on the nonitor 307 and the 25 sequence returns to
the step S01. A stepn SO% deastenatasbadianarot. chiiimgyechvearierodobf ware. As
the security can be independently set for - 5 MAY 2003 - 30 the audio
data and ¥he mmwvm@fth¢W% i OYgatE e sYhR hi®#¥2ed manner
in order to secure_the synchronization even whjle the decading, is,
interrupted, bYRCPHRA rEUEHA LY LHATSIHLY IH N IR iyt atBal®f 5 the
menory 301 but are nere]y, discarded.. A next.step S06.discrimn nates whether
the re-start o?f%%c%%‘f 1% Fastrratd W?q?etes’gﬁﬂqqymba&eod]e? and, if
not, the sequence retugns to the step SO05 ut, if. i ructed, the sequence
proceeds to a g %?)n %Oﬁoe}f?mg?me%s Tart "befmod‘bcoad}dngt? s%sl%tr%lﬁ ue Cerclj fromthe
security decodgl dSt&m S04 - ifagd €P SO7 activates the notion inmage decoder
software fromthe stopped state, but at first executes decoding to the

PTYPE coge i ndi catiAgsd hen f#ears e ©fer@cdli ddrddT®. the memory

configuration is suitably modifiable. It is also
effective for the communication data, by executing
similar operations on the motion image data entered
from the communication circuit 1002 through the

15 communication interface 1003.

It is furthermore possible to reconstruct

synchronization with the audio data etc. at the re-
start of decoding, by providing an output terminal 199
as shown in Fig. 8 and externally outputting the

20 information of the header decoder 105, for example
information on the decoding time of the frame (such as
decoding result of time code for a group of images or
decoding result of temporal reference code for a
picture).

25 Fig. 9 is a block diagram showing the
configuration of the video decoding unit 1005 in a

second embodiment of the present invention, wherein



15 Then a step S08 discrimnates whether the PTYPE indicates an | frane,
and, if otherwi se, the sequence returns to the step S07 to decode t ed N&% 2003
PTYPE code, but, if I frame, the sequence proceeds to a step S09. A step
S09 re-starts the decoding after the PTYPE 20 code, thereby decoding the
notion i mage according to the MPEG 1 detdd nmy nethod, and stores the
decoded image in the inmage area of the nenory 301, whereupon the sequence
proceeds to a step S10. A step S10 transnmits the image data of the inage 25
area to the display frane nenory 306 in the order of display, thereby

executing display on the nonitor 307 d the, sequence then returns to the
step SO1. - %O%ﬁ@%ﬁﬁ equhvalent i ﬁ@‘?%etﬂé ﬂb%v&’b%%c‘?'l‘%%‘%i”@%?&cti on
procedure, the gntiéeraggaégégg Lo e?é"‘r i, 408 solcan. be geal{ zed by
softwares. It P&%af SR FeRdered hosTi breP o appl’y Secutity for profecting

the copyright gr the b;likesipdependently for the audio data and the notion
image. In the ol%oé%nb t%er% mﬁ?f be given a detail ed description on a

fourth enbodi ment ofnthegpresephetdVard | Shbwi 4 Mndef & efeRpéRsdberat t ached
drawi ngs. 10 Fig. 15 is a bl ock diagram showi ng the configuration of an

I mage probessi DOl apppslal &iSef Clonditddtidgan Motidin emyoshs@ettonf fdhe present
invention. In Fig. 15 a nenory device 3001 is provided for 15 storing the
notion i mage daba, Bwhirahe aie addpobed of rmostencadusorsption fodethsecurity
encoded data containing information for protecting the intellectual
property rightP(€6pY¢hgand ghe foeenee t Bkate deewor @l € i 903 hEopr esent
enbodi ment), video encoded data of each 20 notion inmage, and audi o encoded
data. In the f3fPeinAgreferende | fraeesy rared i andte diPbHRhe scene

description encoded dat a. Fig %6 shows, t he pon{ﬁgyratio of the scene
descri ption enegﬂgﬁnﬂ%fbgn and functioning similarily to the reference

10 frame memory 110.

A display frame memory 204 functions similarly to
the display frame memory 113, but receives inputs from
the reference frame memories 202, 203 in addition to
the adder 109.

15 In the following there will be explained the
decoding process in the video decoding unit 1005 of the
above-described configuration.

At first there will be explained the decoding
operation in case the control signal indicates that the

20 decoding is possible.

The separator 104 receives the encoded data from
the buffer 103, separates various information, and
distributes the codes to the header decoder 105, motion
compensation decoder 106 and texture decoder 107.

25 The motion compensator 106 decodes the encoding
mode of each macroblock, the motion vector etc. thereby

acquiring the information required for motion



25 In Fig. 16, there are shown a ODUpdate-tag code 4001 indicating the
start of a sequence; an ESD-tag code 4002 indicating the start of -5 MAY 2003
description on each - 5 MAY 2003 - 32 object; an ES I D code 4003 for

di stingui shing each encoded data; a DecConfD tag code 4004 for designating
t he decoder to be used for decoding; a stdeam Type code 4005 indicating the
king of the succeeding encoded 5 data; an | PMPD tag code 4006 i ndicating
the start of description on the security encoded data; an | PMP data code
4007 describing certification of security or start timng of security; a

CCConmmand code_4008 cont ai ni ng, encoded | nst rycti qns ir generating
CG anong 10 t ha”SREN° geder iap 1 'on- €0t esse; r.baén lﬂ\uocﬁ %efc%aglgg’c oeﬁgt%l%%Q

i ndicating desgyipli e ' qg@q%ic . Tg{gj %ldwcode code
4010 i ndi cati n'g}[l %sc?%%%%%@t drl‘eé)?/i eo enclg%}egzo ta.saalln the foll ow ng
there will be bnegh d hee A7y ST ¥; SNCfsh il @i ol 9. 1 To8hovs¢t he
configuration %F%ﬁ%ysecuérlﬁﬁs%ncoded dlat a. In Fig. 107, therecare shown a

CodeLength codg A0dlahdidi G Imgeddte Shffed RGN 1 theasiecak Ihyt epgoded 20
data; an | pcode code 4012 indicating informati on necessary for certifying

t he copyrsght ; camSecsdtiySt ard fld i g ae> 43 ddrtienat id1y tihe Tagre for
starting protection of the copyright etc.; and a SecurityEndTi ne code 4014
i ndi cati ng thereneeed cyn@endhegrepfatanvie drafes HOZ,043 ghtIrtcasen the
present enbodi ment, the data 4012 to 4014 can designate a portion to be
secured in theofotiBnfTaRge, the Melgion igompenagid Ipois ez uRdirlY portions
to be secured are present in divided manner, plural sets of the data 4012

to 4014 will DECPRESEM 9 ohsRIRTAESTERRRES dteesPohddny tK5@h pl ural
ti f. Fig. 17). 5 1pn the foll ow t i1l b | ained th

Ui oo encoded IO 16F sHbvsl THe BT GUAATEN 37 CHS W ebs Bfitoded

data. | ig. h 0, Vi -Qbj ect. - - -cod

(VS50) chle aoBie M T HE T ot o W N & e Geo

object layer stafl-Lde (xS COdE AP JAMlicAligy the start of the
notion image; a vop tinme 1 ncrenent resol utlon code 4023 indi cati ng the 15
resolution in tine f& fepEWHHLIIIMOP dVigeDd ¥ eGlverse
quantization/IDCT unit 108 determine the pixel data or
the error data by motion compensation, and the adder
15 109 adds the error data and the result from the motion
compensator 201.
In case the pixel values (decoded image)
determined by the adder 109 are an I or P frame, they
are stored in one of the reference frame memories 202,
20 203, storing a frame decoder earlier in time. In case
a B frame continues thereafter, the decoded image of
the I or P frame is not stored in the digsplay frame
memory 204, but it is transferred from the reference
frame memory 202 or 203 to the display frame memory 113
25 after the decoding of the B frame and the output
thereof to the display memory.

In case the pixel values (decoded image)



pl ane); a vop start code code 4024 indicating the start of VOP, a vop

codi ng type code 4025 indicating the encodi ng node of VOP, nanely | £§aW/ M3
frame/B frame; and a vop time increnent code 4026 indicating the 20
relative display tinme of a frame. In the _present enbodinment, there will be
expl ai ned a case where the notion i magé éficoded data are encoded by the
MPEG 4 encodi ng net hod. The MPEG 4 encoding nethod is detailedly described
in SO IEC 14496-2 and 25 will not, therefore, be explained further. For

t he purpose of brevity, it is assuned that the encoding is executed in the
unit of a fra and. th t.a C j - Y -3 rames in
whi ch infrafr géan%t%%"gloncﬁ(ﬁgbq?s&ceo%giu%&%&Ozgnéélgwér z’aazrrquc%lﬂel’l f]tz}}e% Alrneft erfranme

correl ation. F&og@ irn)ta'rg] d#Mage dalfr ey & T henimlay et any, @icodi ng

method utilizing frames of intrafrane encoding and 5 interfrane

correl ation. Nejureddnstdiereds MRy te eRipwed eRGRedimishdry tdo Wity of a

field. Referring again to Fig. 15, there are shown a communication circuit
3002 conposed for ex@minadge ANa atareld dd ithe dEsplagl exsachammedror

br oadcast wave; 10 and a communi cation interface 3003 for receiving the
notion i nkge dal4 dremudthm tceimthreatghortha oetipu t33@2EmiHwr el 1ok et@l so shown
a system decoding unit 3004 for decoding the above-described scene

descri pti on codes mprsiger i 100 ¢desutidignldved30d&fagn .decodi ng t he 15
security encoded data and instructing the stopping and re-start of
reproduction of thetﬁroif*}%rfq]#ég‘é%r"gl?gl‘? ddgames axBliaimachethertifi cati on

data; a video decodjing unit 3006 for decodi ng the tioon iymge encoded data
t her eby reprooq}"tﬁcf“ib“iqgéjﬁﬁﬁqtdﬁq ndy &354n f%@ gi?c‘ﬂtgocrn{g(,sdtﬂ’}‘?gl B 1 or
decodi ng t he audi o, encoded dat hergby reproduci.ng audi o or_sound signal;
a synchr oni zatath'ben Jcrbnltcbr%lounnﬁfaé%ﬁéjﬁé‘yg gﬁrltooﬁutat iSTG the &S déf resul ts in
synchronjzati oy ol ; ) for displaying the reproduced notion
imge. 25 Int ec?d&%%ﬁrg;g%ﬁ{elr%%%gl | be explained the processing for the

noti on image data ithd ha;erpanaids1@pd Raahoyrrdescrddirg cHd BESLL on.
-- 5 MAY 2003 - 35 At first the operator selects notion inage data to be

reproduced frothd heureridry cewnee nibr Hiecseena cdeseidtpidron encoded dat a
of the selected notion i mage data are read and supplied to the system
decodi ng unit &odtidsatom tdeereiant |106)e rexyilca rRethpdmsadetailisl afnd he system
decoding unit 3004. Fig. 19 is a block diagram show ng the configuration of
t he syst em decorttiiyraifacs3od . 100 | dtriad.sol g nhtifpdrtes aremestrowe farthenput
termnal_400 for_entering scene description encoded data; a system decoder
401 for ‘RecodiTREYHRNGE dfemfeStaMPtiesh D7coddd @da:the Wi aledomRy
controller 402 foOrr co&hrol ling the start etc. of decoding of the video
encoded data; 15 and ‘an out put termnal 403 for outputting the control

signal, supplied framthe yideo decoding gontraller, tq4h& video decoding
unit 3006 and the sync‘%r oni zat1on control "unit ?505}.
that an I frame has been decoded, the inhibition of
update is continued. If a P frame has been decoded,
20 the decoded and written content is read from the
reference frame memory 202 or 203 and transferred to
the display frame memory 204 and then all the updates
are inhibited. If a B frame has been decoded, the last
updated content is read from the reference frame memory
25 202 or 203 and transferred to the display frame memory

204 and then all the updates are inhibited.

As a result, the image data of a frame last



There are al so provided an audi o decoding 20 controller 404 for controlling
the start etc. of decoding of the audi o encoded data; and an out put

term nal 405 for outputting the control signal, supplied fromthe aJ&iMAYZ%}
decoding controller, to the audi o decoding unit 3007. 25 There are further
provi ded a security decoding controller 3%6“for controlling the start etc.
of decoding of the security encoded data; an out put 5 MAY 2003 - 36

term nal 407 for outputting the control signal, fromthe security decoding
controller, to the security decoding unit 3005 and the synchroni zation
control unit 3008; and a CG generator 408; and a CD i mage 409 5 generated
by the CG gené?efeted i tHaS AURHE Y HER WA B APt Hecodi ng
function of t yst n1de§od|qg]un|t §904 @%ér1 bove d cq

r monl o] a
confi gurati on. CEHe dascri Pt ion code ‘received Trom t e |npdet A0

term nal 40003%@%;4@%4% 308 BShemlecRrera 40l s The.Sysiam decoder 401

decodes the date tag code 1n e encode ata of the configuration

shown in Fig. 16 therahy mtlwllrgp fhe-stants de @x?ﬁcaae{m tHehen it
decodes the ESD tag code 4002 to detect the start of 15 description on each

obj ect. Then idedteendeoddratiod R adesAGh: tderai) aci@al nhdtheucts
information for distinguishing the encoded data of each object. It then
decodes t he Detonfe->tagt cofeletii ng e tpermmiind: itntge Wher gblsrodionde used for
decodi ng the selected 20 encoded data. The stream Type code 4005 indicates
whet her the enStima@ eslcudediidaten tdree deoashicogdds datreibisesiri ty encoded
data, video encoded data or audi o encoded data. Based on these results, the
decoder is sel ect ed'hdrufifern ddbdingy stemtoltihe siraret &t i%he ehdeos,
Thereafter, the subsequent codes are decoded whereby acqﬁl red is

i nf or mati on dedRd iy aRsh "é}fbchﬁﬂi%td& ofeE dui r“@l:lL fBRETIR e

ent er ed to the V|de decodi roIIer 402 audi o
decodi ng“)(:ont r%‘l‘?%?s 4%53 segthrl:%&s}r ecof ngo'[corﬁ 01 I er fO ah C&?generat or
409. More specific Vi s LIS %ﬁg |4 cQJd %ﬂfiﬁq 4010 is
supplied to the vi eéo l5S ecodi n contro I%er 402 at of t Audi ‘oDecode

code 4009 is suppdissh tn thie &L&jl&éirﬁé?%d& d:lcaurrlcad irereA0414 he decoded
results of the IPMPD tag code 4006 and the | PMP data code 4007 are supplied

to the security dechdiduse ot Griceyd4QH,;meaatd e cdeended 7 estilg of the 10
CGCommand code 4008 is supplied to the CG generator 408. These descriptions
contain the tifiwrange oftltectxdimyg neide difsca@iohi rencoddd ataesantbia pot nt er

i ndi cating the storage |ocation of each encoded data. Based on the decoded
result of>the sfaehDdepdeiridticode 40t ndieiar deniesediimn catedst er 402
reads the video encoded data, stored in the nmenory device 3001, in the

timng of dispt@S, ‘Ff%a‘%‘?% qq{@@nﬁfé@rd&%dlw drattusosiaerdsediie #eoding,
gﬁger ates the £o r’g tqnnealStsaoteaso n%n%blltelndg; stq‘!eayupégtse/nézpr Q—E‘é zat i on,
reference frame memories 202, 203 and the display frame
memory 204.
20 In case the encoding mode indicates an I frame,
the frame mode discriminator 112 re-starts the function
of the motion compensation decoder 106, motion
compensator 201 and texture decoder 107 and re-starts
the update of the reference frame memories 202, 203 and
25 the display frame memory 204. The encoded data of a B

frame, next to the I frame, are not decoded, and

thereafter the decoding function of various units is



20 executes output to the nmenory device 3001 and the synchroni zation

control unit 3008 through the output term nal 403. Al so based on the
decoded result of the Audi oDecode code 4009, the audi o decodi ng controMAR03
25 404 reads the audi o encoded data, stored in the nenory device 3001, in
the timng of display, causes the audi ¢ coding unit 3007 to execute
decodi ng, generates the i 5 MAY 2003 - 38 control signal so as to enable
reproduction in synchronization, and executes output to the nmenory device
3001 and the synchroni zation control unit 3008 through the output term nal

405. 5 A b t d . I f | P\P, . , th
50,03 AT LS BL LR Ab e R G gAY, (i

security decod?ﬂb ContT o e security e stored in

the nenmory device 3001 gggﬁ;% & nf AN AmmdiddRAle 150 AdBnap! £

decoding in the security odfhg unit 3006, and 10 executes output to the

menory devi ce 3004, £ SGer i idecadi nrittidl 230QRANd & ke issehrni zat i on
control unit 1008 through the output term nal 407. Al so based on the

decoded resul tifigie HCommiepde MRS, tHN&1iEp Iggnesmatiie 4bhgener at es
the CGinmage 15 by lettering, and outputs the CG data to the

synchronizat i oro@®nts ote 8t dr 300 yHdyatyg tHehenatitqpu tintegyamdiiad p 409 Bnd, at
the sanme tine, the control signal on synchronization to the synchroni zation
control unit 3008stabw there will be explained the details of the

security decoding unit 3005. Fig. 20 is a bl ock di agram show ng the
configuration of tHEGAUNT yEUSWIiFRPIRTdesRFIPed PIaGFIVE there are

provided an input termnal 25 501 for entering.the security. encoded data
fromthe _rrermr‘%%f‘aevﬁee %&l%dlsaﬁq—r‘i%iﬁr%e mthxaq PS5 Eht B The"T he
control signalcfromthe sooti ity decodindn dadng 2008

39
controller 40 50 provi a securirty deco ¥ or decodi ng
the secuyity %?%ﬁ&gmﬁ?%%éﬁghfo%&gﬂ%{'&% | Bt QOGS or
certification informati an I e for copyri t protection; and a
security certifigati g i to 0L el idbthagertification information
t hereby determ ning whether to permt or 1nhibit the decoding.

As an example, in case the decoding is inhibited
by protection (security) of copyright in an encoding
frame period B,, to P; as shown in Fig. 10, the frame P,
15 properly decoded immediately before the inhibition
period is continuously displayed from the frame
immediately preceding such inhibition period to the I,
frame first appearing after such inhibition period, and
the decoding is re-started from the I, frame whereby
20 avoided is interruption or perturbation of the image,
and the operator is relieved from the unpleasant image
display.
In the present embodiment, during the period of
inhibition of decoding, there is outputted the image
25 decoded immediately before such inhibition, but it is

also possible to stored a predetermined image in

advance for example in a memory and to output such



There are further provided a video decoding 10 control signal generator 505
for generating a signal for controlling the video decoding unit 3006 MAY 2003
according to the determ nation of the security certification unit 504% én@
an output termnal 506 for outputting the_control signal, generated by the
vi deo decodi ng control 15 signal generat ¥ 505, to the video decodi ng unit
3006 and the synchronization control unit 3008. There are further provided
an audi o decodi ng control signal generator 507 for generating a signal for
controlling the audi o decoding unit 3006 according 20 to the determ nation

of the securit ré:darti fnil.cnaetcj arrlnatérgt 504; an output term nal 508 for

outputting th con%treo i gnal1, generated by the audi o decodi ng control

signal generator 5Q7q tq 1t he alq)10HecAd At RiHowIAY7 crnd an out put
term nal 509 for outputting, to the 25 synchronization control unit 3008, a

control signalcdiieh fatd tibvat el itnhRyedemedicde iing iappddidiags by the
security. iio- MAY 2003 - 40 In the following there will be explained
t he decodi ng fatedtiotuting he 1M idnbadBerRAith@ funide 3@t t he
above-descri bed configuration. The security encoded data entered fromthe

i nput 5 t®rm nadlvéeadiar.e decoded by the security decoder 503 according to
the control signal fromthe security decoding controller 406. Anobng the
codes shown in Fi g.Irl%Eig hel ICoddleargytarec sdhewf0 Bl dentdedodeasssictii re t he
amount of the entire encoded data, and, for each 10 portion of copyright

protection, tHEVPER UE (iR CANTHPUIHEI G FRGIAE ARREEYS frd
certifying the copyrjght, the SecuritySt a.rt‘lr'igge code 40%%ndi calcifgﬁ t he
start Tims of SEPTYM FHOCBE MARCSRRE S nE S AU ETI 0 RiHE %015
indicating the gnd fi [Eq of An ‘gjtquditg[?t ot g)cetriaqﬂn?' esé; g§9§ctd%/)el y decoded
to acquire the Security ihforhation. The I nformation n cessargl or
certificgiion dSeEMAILGLANA IR SEBH e iddy Gl b iida D04y which
the present apparatus.
There are also provided a bus 302 for connecting
various units and exchanging data and control signals;
a memory device 303 for storing motion image data; and
15 a communication circuit 304 composed for example of a
LAN, a public communication line, a wireless channel or
broadcasting wave.
There are further provided a communication
interface 305 for receiving the motion image data from
20 the communication circuit 304; a display frame memory
306 for storing frame data of the motion image to be
displayed; and a monitor 307 for displaying the
reproduced motion image.
Fig. 12 shows the status of use and storage of the
25 memory 301.
The memory 301 stores an operating system for

controlling the entire apparatus and operating various



executes conparison with the certification information 20 acquired in
advance or entered by the operator, thereby discrimnating whether LQFM Y 2003
decodi ng of the object video or audio encoded data is to be permtted. An
case of perm ssion of decoding, the perm.ssion for decoding is infornmed to
t he vi deo decodi ng control 25 signal gén@@afor 505 or the audi o decodi ng
control signal generator 507. In the absence of instruction fromthe
security certification unit 504, the video - 5 MAY 200 - 41 decoding
control signal generator 505 outputs the control signal fromthe out put

termnal 506 to the video decqdi ng uni.t 3006.so0_as to enahle therein the
decodi ng of tH¥ 'V%?erc?sen@ocfé'cf%(?& %.ecﬂldseg i %‘Cﬁ’ & ot OF aﬁgl%c()fir} e%}}'née absence

of instruction fro he ,securit.y. riifi i ni ; si gna
i s generated f%?ﬁﬁ%n%aéﬁjﬁnj ﬁéﬁﬁﬁﬁiﬁ ﬁﬁﬁ?ﬁﬁ?ﬁ;ﬁg é&ﬁ?géﬁg%o fﬁgﬂ%%?%13007
so as to enablg,{hedeidy tdie RRAY RGQf dde edindtarsodethgtataa 10 In this
state, if the video decoding unit 3006 has already generated the control
signal for exesdtidigy edderodigtg artheod deeoeneedeathedatra;odut Maont r ol
signal is retained. On the other hand, in case the decoding is 15

i nhibited thefeecupstnyigrer tndateattiiom,ud mABG4rodimages deasidpral i nhi biting
the decoding to the video decoding control signal generator 505. Based on

t he i nformati cspf{omre narr Weatsbod nda me tdecudimagst, amd e codd)o on t he
time of copyright protection, entered fromthe 20 security encoder 503, the
vi deo decodi ndd e |safi e daterdacsdizngs e puddo g + hef i ut
termnal 506, a signal for stopping the decoding of the notion inmge. when
the time for A&t tﬁf@vdéﬁfiadhtl"ﬁgﬁ @&qaorfq%s SEOFIRE .t %%%&f)%sed on

the information (obtain by decodi ng the SecurityEndTi ne _caode) on the tine
of copyri ght plr"b%ge%ttﬁoornetq]‘et pouulipﬁustes,ogff rd}c}lr%pt f& Gt %ﬁ%r%nﬁe qu§) MAY 2003 -

10 motion compensation etc., and a working area for

storing various operational parameters.

In the above-~described configuration, the system
decoder software is activated prior to the processing,
in order to independently monitor the synchronization

15 of the motion image and the audio data. Then the
motion image data, composed of security encoded data,
motion image encoded data and audio encoded data, are
entered from the memory device 303 or the communication
interface 305 and stored in the work area of the memory

20 301. In the following description, the motion image
encoded data are assumed to be encoded by the MPEG-1
encoding method, but there may also be employed any
other encoding method employing motion compensation.

Fig. 13 shows the configuration of the security

25 encoded data employed in the third embodiment.

The security encoded data shown in Fig. 13

contain, in addition to the codes of the first



term nal 506, a signal for re-starting the decoding of the notion inage
when the tinme for ending the copyright protection is reached. The vi%eg
decodi ng unit 3006 receives the notion 5 i mage encoded data fromthé ﬂ%
devi ce 300l and the control signal from pe security decoding unit 3005.
Now there will be explained the details the video decoding unit 3006.
Fig. 21 is a block diagramshowi ng the 10 configuration of the video
decoding unit 3006. In Fig. 21, there are shown an inmge data i nput

termnal 601 for receiving the notion i nage encoded data fromthe nenory

device 3001 NG UnRNA #100UY 1 8LTWIAL (438 Hefos Gefl Vi ng Lhe

control signal romthe security~decdding anit here are al so

shown a buf f erg 803 £ S MR LR edpiRtieR iiRgeenceded data; and a
separator 604 for reading the MPEG 1 encoded data fromthe buffer 603 and

separ ati ng t herf mpaikeadataganf ormati on 20 representing the content of the
codes, a notion conpensation code for executing notion conpensation, and
encoded data of tharDEhedeflfliceiient heAechedddr bdeexgdn ib@s ftdre decodi ng t he
separated header information decodes various start codes, inmage 25 size and
encodi ng ode defcahcly farsmma titdre rodh yehac §Fr 30§ , c orirtds pefdinepdenftor mat i on. A
noti on conpensati on decoder 606 decodes the - 5 MAY 2003
flow chart shown in Fig. 14.
At first a step S0l discriminates whether a stream
has been entered, and, if entered, the sequence
proceeds to a step S02, but, if not, the sequence is
10 terminated.
A step S02 activates the security decoder software
for discriminating whether the decoding is permitted in
the above-mentioned motion image data. If the result
of decoding by the security decoder indicates
15 permission of decoding, the sequence proceeds to a step
S03, but, if inhibition, the sequence proceeds to a
step SO05.
A step S03 activates the motion image decoder
software to decode the motion image according to the
20 MPEG-1 decoding method, and stores the decoded image in
the image area of the memory 301. Then a step S04
transmits the image data of the image area to the
display frame memory 306 in the order of display,
thereby executing display on the monitor 307 and the
25 sequence returns to the step SO1.

A step S05 deactivates the motion image decoder

software. As the security can be independently set for



- 43 encodi ng node, notion vector etc. of each macrobl ock, thereby
acquiring informati on necessary for the notion conpensation. A texture
decoder 607 decodes the codes thereby acquiring the quantization -5 MAY 2003
coefficient and 5 quanti zed result of the DCT coefficients. An inverse
quanti zation/ I DCT unit 608 receives the dfantization coefficient and the
quanti zed result of the DCT coefficients, executes inverse quantization and
i nverse DCT transformation, and acquires the pixel data 10 or the error
data by notion conpensation. There are al so provided an adder 609 for

adding the resylt of_ .notjqgn co nsatigon and_the above nent error
data; a refere Fidie drfé:rﬁ)ﬂ?r%%@ef&p Stor ilﬁlﬁlgae’r%?‘gr gﬁggdfe%g%e%traequi red
for the motion, 5 Compansalion. A0d s Mkl GATBEAR3! N ditblhd or
executing notion compensati*on on the content of the reference frane nenory

610 according 40, e di83M ilorOfe e wilhieO R HeO FReBsa hi0n dacrder /A% An

out put termnal” 612 detects the encodi ng node 20 of the frame fromthe

header decodery BO5rand-id RIS idrd adthetayrahrionithal o kGeRf rdledidt 3008.
An out put term nal 613 outputs the decoded notion i mage data to the

synchronizat i cthe itdnicdly BU1 B0&GraAniegialivnali seh4 diesi.pr ovi ded for acquiring
and 25 outputting the information on the reproducing tinme of a frane from
t he header decoder Z0Gxthatedp S0 cdmetriiod nartesherhgitdyglrayche s -diased on
the result of decoding of - 5 MAY 2003

of decoding is instructed by the security decoder, and,

if not, the sequence returns to the step S05, but, if

instructed, the sequence proceeds to a step S07.

10 If re-start of decoding is instructed from the
security decoder (step S06), a step S07 activates the
motion image decoder software from the stopped state,
but at first executes decoding to the PTYPE code
indicating the frame mode of each frame.

15 Then a step S08 discriminates whether the PTYPE
indicates an I frame, and, if otherwise, the sequence
returns to the step S07 to decode the next PTYPE code,
but, if I frame, the sequence proceeds to a step S09.

A step S09 re-starts the decoding after the PTYPE

20 code, thereby decoding the motion image according to
the MPEG-1 decoding method, and stores the decoded
image in the image area of the memory 301, whereupon
the sequence proceeds to a step S10.

A step S10 transmits the image data of the image

25 area to the display frame memory 306 in the order of

display, thereby executing display on the monitor 307,

and the sequence then returns to the step SO01.



- 44 the vop tinme increnment resolution code 4023 and the vop tine

i ncrement code 4026. In the followng there will be expl ai ned the de%%ﬂhQ%B
process in the video decoding unit 3006 of the 5 above-descri bed -
configuration. In case the control signal fromthe control signal input
term nal 602 indicates that the decodi ng3its-pernmitted, the buffer 603

i nputs notion i mage encoded data fromthe inage data input termnal 601
stores such 10 information. In case the control signal fromthe contro
signal input termnal 602 indicates that the decoding is inhibited, the

buffer 603 does not, store but discard the .notia imagg erjccoded data. At
first there will béEFHWedd FUEET RGPS P atTdf ' Lhase the control

signal indicates tkg;lt th% dee%%(%iin %%g%%%sciugl & 'gh%agépacrh%ér%roé 4 leceives
ufter n er in

the encoded d&&aFT oMt he separates the hea ormati on

representing e Gty of, e dedes e 1ol L9R20ramens gdan pade for

executing notion conpensation, a the encoded data of the

coefficients. thedigadeledagadersf0préaeedasg fthemdope Mepderod ifras mat i on
separated by the separator 604, various start codes, inmge size and
encodi ng 5de"lide eatieddraientdy tfaer abye acgdior idagat aedc atvee sfpanicimg
i nformati on. The synchroni zation control unit 1008 receives the encodi ng
node of each fimsp=fromthe termnal 112 and the
In the following there will be given a detailed

description on a fourth embodiment of the present

invention, with reference to the attached drawings.

10 Fig. 15 is a block diagram showing the
configuration of an image processing apparatus,
constituting a fourth embodiment of the present
invention.

In Fig. 15, a memory device 3001 is provided for

15 storing the motion image data, which are composed of a
scene description code, security encoded data
containing information for protecting the intellectual
property right (copying right being taken as an example
in the present embodiment), video encoded data of each

20 motion image, and audio encoded data.

In the following there will be given an
explanation on the scene description encoded data.

Fig. 16 shows the configuration of the scene
description encoded data.

25 In Fig. 16, there are shown a ODUpdate tag code

4001 indicating the start of a sequence; an ESD tag

code 4002 indicating the start of description on each



i I v - 5 MY 2003 - 45 information on the reproducing tinme of frame from
the termnal 614. The notion conpensati on decoder 606 decodes the nqgiﬂ 2003
conpensati on code separated by the separator 5 604, decodes the encodi g
node, notion vector etc. of each macrobl ock thereby acquiring the

i nformati on necessary for notion conpensé®i on, and outputs these
information to the notion conpensation unit 611 in case of a P frane,

t her eby executing notion conpensation. 10 The texture decoder 607 decodes

t he encoded data separated by the separator 604, thereby acquiring the

quanti zation cqefficient, t uant i resultt of DCT cqefficients etc. The
decoded quant ic%éc?ciﬁt ke p%ofégd 4'@@gt &7 H\}g(f)té‘é‘gﬁl&g "Pat3°Gn! | DCT uni t

108, 15 there ini_ng t i a_or: t r rQr [ on
conpensation.Q%ﬁgﬁ%ﬁig%ﬁggtg E%ﬁ?%@%@&qggbggdgrg%g%de R&#ﬁgaéﬁéégﬁ%nn dat a

of the motion Gompensalar Blhd hiddae fadder80ngThe MR Gymensaior 611

executes ~notion 20 conpensation on the referenCe frane nenory 610, based
on a val ue "0"400% GaRA RftihgMHORi9eK of thef sabtare iekcedidigi«r ot herw se
according to the notion vector obtained fromthe notion conpensation
decoder 606, atEtaputgrUtIPMHDE tagf eodiecd0dat dnda chhe ngddee A% rtlet pi xel 25
val ues deternined in the adder 609 are supplied to the reference frane
menory 610 andidswigttigut drerthenalectii3 tyl enchdetoldavai:ngrt e widtda be
expl ai ned the - 5 MAY 2003 - 46 decoding operation in case the control
si gnal indi cat®siq HRO% Kesgadddingg cies tidhichities. ofhessurfidy 603 staps t he
code input and termnates the function of the header decoder 605, notion 5
conpensati on dedbd¥r BoFeHFteH CoMFeRTTenen cote 4998 containing

encoded instructions required for generating CG among
10 the scene description codes; an AudioDecode code 4009
indicating description on the audio encoded data; and a
VideoDecode code 4010 indicating description on the
video encoded data.
In the following there will be explained the
15 security encoded data.
Fig. 17 shows the configuration of the security
encoded data.
In Fig. 17, there are shown a CodeLength code 4011
indicating the code length of the security encoded
20 data; an Ipcode code 4012 indicating information
necessary for certifying the copyright:; a
SecurityStartTime code 4013 indicating the time for
starting protection of the copyright etc.; and a
SecurityEndTime code 4014 indicating the time for
25 ending protection of the copyright etc. In the present
embodiment, the data 4012 to 4014 can designate a

portion to be secured in the motion image, so that, if



texture decoder 607. It also inhibits the renewal of the reference frane
menory 610. As a result, the output term nal 613 outputs the inage qfﬁﬁYﬂﬁS
the | ast decoded frane. 10 In the following there will be expl ai ned
decodi ng operation in case the control signal instructs the perm ssion for
decoding froma state in which the decod? g-is inhibited, thereby
re-starting the decoding. 15 The buffer 603 re-starts the input of codes
and activates the header decoder 605. The header decoder 605 detects and
discrimnates the next start code. In case the start code of a frane is

recogni zed, the frane de is decoded and .the encoding node .of, the frame is
20 out putted ﬁ§*¥f §Vﬁ§ﬂf@ﬁif§t%§nsggﬁfﬁglaﬁﬁipr§58§% A ?éggi%%ﬁ encodi ng

node of the frane is a.P.fra t der..de r .60 es. .nqgt Je-start
the function 8F“Fﬁ%”n6%ﬁ5ﬁlc§%53n§§t?gﬁ g&é%d%?qgoég %gg%bﬁugghﬁ%%sator 611

and texture degoden60% Al oLslalRS riRe?S Shakedbbntiieh dfiedat e of

the reference Trane nenory iI's I nhi n case the encodi ng node of
the frame is 30 dral pordYRNsZQ@F .- F44. fikgme, the header decoder re-starts
the function the notion conpensation decoder 606, notion conpensator 611
and textw e decoderirbGheamdlnewiingr tthetree wipdabve ekpillad neef erence daane
menory 610. Thereafter the function of 5 various units is continued until
the control sigraldddnhidiia.s t he decoding. Now there will be expl ai ned the
details of the synchronization control unit 3008. Fig. 22 is a block

di agr am showi ng t héim dénfsihgusatthen confiparafionr 6f a8 odeentrol unit
3008. In Fig. 22, there are shown an input termnal 701 for receiving the
frane node frFRAWE %R decodi ng unit 3006; a frame node di scrininator

702 for discrirrinatinrgr,,thel nt%red frame nge; a tinmer 703 for 15
synchroni zation; a Tefii%all®704"E5E PECeSTRHG 2
10 visual object sequence start code (VSSC) code 4021

indicating the start of the video encoded data; a
video object layer start code (VOLSC) code 4022
indicating the start of the motion image; a
vop_time increment resolution code 4023 indicating the
15 resolution in time for renewing the VOP (video object
plane); a vop start code code 4024 indicating the start
of VOP; a vop coding type code 4025 indicating the
encoding mode of VOP, namely I frame/P frame/B frame;
and a vop_time_ increment code 4026 indicating the
20 relative display time of a frame.
In the present embodiment, there will be explained
a case where the motion image encoded data are encoded
by the MPEG-4 encoding method. The MPEG-4 encoding
method is detailedly described in ISO/IEC 14496-2 and
25 will not, therefore, be explained further. For the
purpose of brevity, it is assumed that the encoding is

executed in the unit of a frame, and the data consist



i nformati on on synchroni zation and synthesis fromthe system decodi ng unit
3004; and a synchroni zation signal controller 705 for controlling thgiMAYZMS
synchroni zati on based on these infornmation. 20 There are al so shown a
termnal 706 for receiving the notion i ge dat a, obtained by decoding the
vi deo encoded data, fromthe video decodriig unit 3006; a terminal 707 for
receiving CGimge data fromthe CG generator 408 of the system decodi ng
unit 3004; and a 25 termnal 708 for receiving audi o data, obtained by
decodi ng the audi o encoded data, fromthe audi o decoding unit 3007. -5

MAY 2003 - 48 , déeﬂH F a9 (Hen’ ]j.]'hfqra%.r%%%v eded qfi ok Og%mggéﬁddeéét oring

the data in order to adjust the synchronization ther respectively

store motion RIS A5t fne CG H1TRYS ridatid 2RG A @ od2ta atd oHer & er{dir t her
provi ded a video synchroni zation controller 712 for synchronizing and

out put ting t hendWidrdnrdgRy i=Aat,aitha reCreyn Gy @ipd alyiedn aegntdrlda@img/13 for
synchroni zi ng and outputting the CG inmage data; an audi o synchroni zation
control |l er 7l&adodsutcilrieding fyah@saed dutyratfidang emecelichico sdat a; a

synt hesi zer 715 for synthesizing the CGimge data and the notion inmge
data; a t%erm nalterifdmy cogtmpldetiieg -t hdladypmeldyi Ad¢nees@vt =0 t he noni t or
3009; and a termnnal. 7Z7 for outputting the reproduced audio data to a
speaker 3010. eMPIpyEdk enceoding Her theowinddd odn a A& t-ermi nal 718 for
receiving the information on the reproduci n% tine of the frame fromthe

vi deo decodi ng uni tReIFFEI @I T Hut ier hionaltPPEs B3 A& Vithg, fromthe

security decodi ng unit 3005, .infar n _indi catd whet her, eac dat a

are secured and u&fﬁ%tgl%é:rlg lithY%I Ir?%’l 5"E8 = te FEME r?gr}‘t]ﬁ\gre will
b | ai ned .odi [ h j [ unit 3008
€ expialne gﬁ;gp(:‘%"j%%d'ﬂ%efr Qe %&Sr.él%stsT%h%m@ir Q! %@tgggg;aagsgwége uni t

of the above- ed "conf’i guratio he notion inm i‘'mage dat a,

and audi 25 daif LUSREA IdaAPINE @Rl 30096 .£0£0 Lecli& L dHRspectively
stored in the buffers 709, 710, 711. The synchroni zation control signal

control l er 70me0mpar@fsge daxaVi¥od0@3e cbhmuhiealtid®nngs refuite@orduced

out puts of various data fromthe system decodi ng unit 3004 and the
reproduci ng tine ofTHdre mtd @l soragewihataa sysiteh deeddimg amhitthedddrer 303
and generates signals for controlling the video 5 synchronization

controll er 71Zon Wed0@ igyndineo mibpati-descarited Iseengl 8emod ifthe caudi o
synchroni zation controller 714. According to these signals, the video
synchroni zat i SIP3ontd G9cer ify? decreing syvidhPORISz dorodecestimd Itére 713 and

t he audi 0. synchroni zation controller 10 714 read and_output the data from
t he buf f]gr’r s  76SCYFEGY PIEAdRds (AR G0z AMSER UCTRESNST 0 F SRR E WA and t he
CG i mage data, outputted from the video synchronization controller 712 and
the CG synchrdni zation CoRtPSICEr 8, C&r e 5 "SYAPRed™ 88 by "&M%hgerment or

def ormati on, cTedotel} NG Qe dhf QLmtiqn._qn Sy Si .am t he term nal
704, and out puttec?qjéLs the ]‘ltt}r?r’ag‘]%1 d%ﬁa@%hrgﬁghot hgtaggr'm%nfé{l%rfn& to the

noni tor 3009 thelRRWPING diodrl 2ved debkeueel. thkstoihenudigdata are
outputted through the termnal 717

encoded data thereby reproducing the motion image; an

20 audio decoding unit 3007 for decoding the audio encoded
data thereby reproducing audio or sound signal; a
synchronization control unit 3008 for outputting the
decoded results in synchronization; and a monitor 3009
for displaying the reproduced motion image.

25 In the following there will be explained the
processing for the motion image data in the apparatus

of the above-described configuration.



20 to the speaker 3010 and reproduced therein. \Wen security is applied to
the notion i mage and the decoding is inhibited, such status is, recegwﬂg2m3
fromthe termnal 719. In response, the synchtoni zation signal controller
705 so instructs the video 25 synchroni zation controller 712 to term nate
the synchroni zation on the notion image data. In response, the video
synchroni zati on controller 712 stops the - 5 MAY 2003 - 50 display of
the notion inmage data. Thus the CG inmage data al one are outputted through
the synthesizer 715 to the terminal 716. Wen security on the notion inmge
is relieved and 5 the decoding is re-start such statuys is received from

d,
the termnal 719. ASwEd&ESt the Q?ﬁEﬁFBﬁifﬁﬁﬁﬁﬁsswaﬁépncéﬁﬁpglF@ra76§’does
not inmedi ately activate the vid synchr oni .Qn tro r . but
recei ves the c5&?ﬁ§%#8§g gfogagﬁefﬁgwgr rgégﬁhg ?ggﬁfnakhgofléﬁg 10
di scrim nates . c ae Lfar ' upbi-k oan i aldeame i s
identified. vﬁ%%ggﬁ%%qﬁpg%g%PgégnFS?EdP?tEgergggggﬁggngb?ﬁﬁg 3#89%2 frame
is entered fromuhe derliaakndl8apd ks €oMRaLedyWcEh BBecUimg @hithe timer
703. Thus there is given an instruction so 15 as to activate the video
synchroniszat i @moagntrol I er 712 fromthe encoded data of the |I frame, and
the notion imge data of the | frame are read fromthe buffer 709 and
supplied to the symhesiheee %will Aecexgilagntd the dbtwdldesdr ithed sel ection
20 procedure, in case the decoding is re-started, the informati on of the
frame node i s sysdenf decoynolr omiizaBO06d -control to secure the
synchroni zation with other data and to start the synchronization fromthe
frame of infrafranfi€ncddi A§ o krekydagrey SHOPLBFestPng perturbation of

the image in the frame or interruption of the decodin ration. As an
exanpl o, i n cEODHRETASION RG (100 ARFBFRedCoAIhdoUbRY 604 - 81 by
protecti (securi of cqpyri,ght in_an_encaoding.frane, peri.od,P P9 as
O LR Pl R TR LA B A i Do U A Gl

security. Fb“@%EYEnkﬁgi% dE%e%%ddggc??k%%gﬁnbkngehodQ%a§ %eeﬁeﬂgﬁ#d- The

decoding is re-starte om the next ame and the synchrorization is

re-adj usted, whelplRy aval ¢ed kecbRLAEr YRL QBAE BBELWADBaLLAN 2kdd@ | mage,
and the operator is relieved fromthé unpl easant imge display. 10 In the

present enbodigspt;, aduiiides beeopengododtrbnheki tbanfek deaddiong.irdere is
outputted the i mage decoded i medi ately before such inhibition, but it is
al so possi bl e the sttered excpr edetiecoined bifageei niddvaroeotied exampl e in a
menory and to output such 15 predeterm ned inage. In the present

enbodi nédt , t lsedcemf iogrpatti drravinehe 4RBnbpiresusprettingstheakioptmedi fi abl e.
Also simlar effects can be realized for the comunication data, by
executing si ni&"dpefiPPIAS R TPRe thEt VéASPnEgECHARg controller, to

the video decoding unit 3006 and the synchronization
control unit 3008.
There are also provided an audio decoding

20 controller 404 for controlling the start etc. of
decoding of the audio encoded data; and an ocutput
terminal 405 for outputting the control signal,
supplied from the audio decoding controller, to the
audio decoding unit 3007.

25 There are further provided a security decoding
controller 406 for controlling the start etc. of

decoding of the security encoded data; an output



20 entered fromthe comunication circuit 3002 through the comunication
interface 3003. The detection of the frane node may naturally be rep%ﬁﬁﬂp
by the detection of the start code for a group of pictures, and the~ 2003
reconstruction of synchronization 25 with the audio signal etc. at the
re-start of decoding can be easily achFe@Qd'by enpl oyi ng the decoded result
of a tinme code of the group of picture |layer or a - 5 MAY 2003 - 52
tenporal reference code of the picture, instead of the vop tine increnent
code. For the purpose of brevity, the foregoing description has been nade

the | d R , A f i.zat | t I
on e L <00 el & g O eiiey oy UGHDIAGH 1 cangatually

be achieved sim n case o rame. i guration

of the securityh£ade. S PladddbitR doh 2l aXPhdy Red idedilis £pr egoi ng.

Fig. 24 shows a configuration in case plural objects are 10 present in the
MPEG 4 net hod. gl #hd Surtiddesbdn S QgL e 423 ifrt idirs tddigirshi uigi ach

obj ect, so that security can be applied to each object. It is therefore
possi bl e to senos; tdrel sy mhrgaHeratitican 408 ;i reependentingeeodiaty of pl ural

obj ects, by preparing 15 the video decoding unit 3006, shown in Fig. 15, in
plural urbts cEnespontling tre tdee ganshertaaf. t he objects to be decoded and
operating these units in parallel. Also a configuration shown in Fig. 25
may al so be adopt edi™ aitf thrd Gt fdregan e Ir eseamled ngd s8vh as 20 the

certification is executed. Fig. 26 is a flow chart show ng the above

descri bed decd%ﬁwld’p%rfd{r}cdﬁog%toﬁ ithe sysdied) IeFe e M hatB¥ viblet her t he
vi deo encoded data are entered fromthe nemory device 25 3001, and, if
entered, the s éﬁ&?ﬁﬁé%ﬁﬁﬁﬁﬁﬁi)%Q rlgid%but, if not, the sequence is
termnated. A StEp,FEg.égé%giéggggf% fggﬂé%'éigg%éfﬁé iéﬁém the input
10 terminal 400 is entered into the system decoder 401.
The system decoder 401 decodes the ODUpdate tag code in
the encoded data of the configuration shown in Fig. 16,
thereby detecting the start of a sequence. Then it
decodes the ESD tag code 4002 to detect the start of
15 description on each object. Then it decodes the ES_ID
code 4003 thereby acquiring the information for
distinguishing the encoded data of each object. It
then decodes the DecConflID tag code 4004 to determine
the decoder to be used for decoding the selected
20 encoded data. The stream Type code 4005 indicates
whether the ensuing encoded data are CD encoded data,
security encoded data, video encoded data or audio
encoded data. Based on these results, the decoder is
selected and the decoding controllers are activated.
25 Thereafter, the subsequent codes are decoded whereby

acquired is information describing each encoded data.

The acquired information are entered into the



- 5 MAY 2003 - 53 decoding unit 3005 permts decoding in the above
mentioned notion image data. If the result of decodingiin the securLﬁy 002
decodi ng unit 3005 indicates that the decoding is permtted, the seq JW?J
proceeds to a step 5 S12, but, if inhibited, the sequence proceeds to a
step S14. A step S12 activates the vidéo33e60ding unit 3006 to decode the
notion i mage according to the MPEG 4 decodi ng net hod. A next step S13
enters the decoded 10 inage into the synchronization control unit 3008, and
di spl ays the image in synchronization on the nonitor 3009, whereupon the

sequence returns;1o gg%é§{§)égg%rqﬁﬁ%%??gﬁﬁgﬁ%%?%é%éﬁ%ggégpe vi deo decodi ng

unit 3006. In order 10 secure sync 15 data are read

i synchr oni 2at . sves Whid © ddhtd8s0didad g MiedeDUogIg At St or ed

in the working area of the nenory and di scarded. Then a step S

di scri m nat esdamsmoxt herd e- sid YecdaGeding i xHHddsdLd fdam¢ he
i ng

security deco 20 unit 3005, and, if not, the sequence returns to the

step Sl4, but,of fridistidkdmbodeh@ iRy ueNe@e iRy eereds dd w sirep Hldeo | f the
re-start of decoding is instructed fromthe security decoding unit 3005
(step S1%, a &dEPiSkP cdhtacililat D A;heHaradar whec ederi GEcmie tdmlesecurity
decodi ng unit 3005, thereby executing decpding up to the vop-codi ng-type
code 4025 i ndi4¥9 nis tshpdlimte trodhe aud avillecz0ig Bhtasfllecdd4iane, and
sends the result of decoding to the synchroni zation control unit 3008. Then
in a step S17,therddegpfiadt oifistditicowfcdie JIPMPD_tag code 4006 and the

IPMP_data code 4007 are supplied to the security
decoding controller 406; and the decoded result of the
10 CGCommand code 4008 is supplied to the CG generator
408. These descriptions contain the timing of decoding
etc. of each encoded data and a pointer indicating the
storage location of each encoded data.
Based on the decoded result of the VideoDecode
15 code 4010, the video decoding controller 402 reads the
video encoded data, stored in the memory'device 3001,
in the timing of display, causes the video decoding
unit 3006 to execute decoding, generates the control
signal so as to enable display in synchronization, and
20 executes output to the memory device 3001 and the
synchronization control unit 3008 through the output
terminal 403.
Also based on the decoded result of the
AudioDecode code 4009, the audio decoding controller
25 404 reads the audio encoded data, stored 'in the memory
device 3001, in the timing of display, causes the audio

decoding unit 3007 to execute decoding, generates the



unit 3008 discrimnates whether the result of decoding, 5 of the vop coding
type code 4025 indicates an | frane. |If otherw se, thefsequence retgrnrﬁmlﬁm3
the step S16 to decode the next vop-codi ng-type code 4025, but, if a

frame, the sequence proceeds to a step Ség. A step S18 re-starts the
decoding after the 10 vop coding type co 4025, thereby decoding the
notion i mage according to the MPEG 4 decodi ng net hod, al so decodes the vop
time increnent code thereby adjusting the synchronization of reproduction,
and the sequence proceeds to a step S19. 15 In a step S19, the

synchr oni zat | o0, GO Qs It <3098 dLSBIANS of BEIBHLARLIRGR data on the

nmoni tor 3009 in synchrom zation, € sequence returns to the step S10.

Such sel ecti on, N BGRAUNS BlJOWa N0 iRhita® Blleplie t80 tRRPAAMS, OF a part
thereof by softwares. It Is also rendered possible to apply secCurity, for

protecting copuvigid 3001t had ithe, siyndapendeathynoaohiecauding tdattmsand t he
notion image. Fig. 27 is a block diagram show ng the 25 configurati on of

t he synchr oni zairoayhc amier @lutpuitt t83@@8nian 406i.ft h enbodi nent of the present

i nvention, wherein conponents equivalent to those in the fourth enbodi nent
- 5 MAY 2003 - 55 Adee bepedsent athebylecodeds pesdilirg ofurdber Pdird datdd not be
explained further. In Fig. 27, there are shown a stop tine discrimnator
801 for determafiengtOdYe tthee siecurtityh decoddmgi tpnitgodpeiri @6 aedds
synchroni zation signal controller 802 for controlling synchronjzation. In
the fol | owi ng tfers@crnityhensosesdi fédar hé te&e8ditRy thFofedere i \ire
synchronizatigﬂﬁﬁpntrol uni t 898 of thﬁ above-describ%d con&j uration. 10
As in the fou entfSHSTATES (hE FORTERY F4gE2daf’, 6cnmE5E d4t a and audio

data are respegtively, toRed I ANG BULLers 709, 1105 ELL The
| St |

synchroni zati on control signal control I'er conpares tHe timngs of

reproduces outdds Qs VRFIAMS @Atdd RS Waeiskskemideceding whit 3004
and the reproducing tine
decoding unit 3005 and the synchronization control unit
1008 through the output terminal 407.
Also based on the decoded result of the CGCommand
code 4008, the CG generator 408 generates the CG image
15 by lettering, and outputs the CG data to the
synchronization control unit 3008 through the output
terminal 409 and, at the same time, the control signal
on synchronization to the synchronization control unit
3008.
20 Now there will be explained the details of the
security decoding unit 3005.
Fig. 20 is a block diagram showing the
configuration of the security decoding unit 3005.
In Fig. 20, there are provided an input terminal
25 501 for entering the security encoded data from the

memory device 3001; and an input terminal 502 for

entering the control signal from the security decoding



of the notion image data, with the time of the timer 703 and generates
signals for controlling~the video synchronization contyoller 712, LQFNQQNM
synchroni zation controller 713 and the audi o synchroni zata.on controller 20
714. According to these signals, the video synchronization controller 712,
the CG synchronization controller 713 and%the audi o synchroni zat ~. on
controller 714 read and output the data fromthe buffers 709, 710, 711 in
synchroni zation. 25 Wen security is applied to the notion inage and the
decoding is inhibited, such status is entered into the termnal 719. The
stop time discrimnator 801 5 MAY 2003 - 56 records the tinme of entry,
in order to néﬁgﬂ?%ﬂﬁﬁg'éﬂgp time during which the reproduction is stopped
by security, infor t he synchroni zati.on .signal.  c raller. 80 f
interruption of decod iy and Fﬁépfﬁg%gephg §%€P5§§&s§ﬁg Pg%}fggﬁgﬁﬂs
controller 712 to j.nter t onj .an t ,on | ta. The
vi deo synchro%gﬁﬁéﬁﬁg 5%%?FE%%@%Q%i%hﬁgbﬁ?ngggg ?ﬁgggkgpﬁgﬁgg?qt e notion

i mage data, wherehyn, 1€, Cad mge aka ral-ane oal eneul-puttied throughd he

synt hesi zer 715 to the 10 termnal 716. Wen the security on the notion

i mage is geliennd cup il tdesedidig ioh ;I englt ar tedurstgh cetratis dax ient er ed
fromthe termnal 719. The stop tinme discrimnator 801 determ nes the stop
time during whirdh t30 rfepr eshadtyizamgl Ehies cetrdpfedalyy ose dmfioryyatfiicam t he ti nme
of inhibition of decoding. This tine and the re-start of decoding are

i nformed to thHéengiohdetieratiindmas iwdpedhegofor plelrevi t30Z. ipdvidnidr thise
synchroni zation signal controller 802 does not imediately activate the

vi deo synchr ol 16 -20 controller 712, but enters the encodi ng node of
each frame fromthe term nal 701 and discrimnates the franme node. Such

state is retained (Fig1e &F9 FISTBFOViidenPeVddSOWREFCSH ™ frame i s
entered,, the reproducti.on tine is calculated fromthe.stop ti.ne _and the
decoded]é% reéﬁf-t%§itﬁh?qﬂﬁ)qaqﬁgaﬁﬁ%}§@§ngogo 8“&65%189 ﬁhglﬁggﬁb and is
conpared with 4] Al 703.5.I0 1S ;G a '%Eﬂd' ion to
activate the védgggcoq%[ﬁ\#%ggfe- Qfé‘?egs?ﬁgtﬁ?ghgzg?ﬁgn\é@@r?t r%é):ll er #% from

the encoded daif e IR drrfirdBorid R Beicun tymeee tdatizaafidhaidid rane
are read fromthe buffer 709 and supplied to the synthesizer 715. 5 Such

sel ection procEduyr ernd atasetpfut’ eesidhialln@Othe ote oadipng tanigowhe 0 restore
the synchroni zation by referring to the stop tinme and to start the process
fromthe frameamftdalt rdfgreaie @eeediatgd dyd thiee viyeoh dexiozidnigocorgnr die
securely restored even after the 10 stopping of a |long period that cannot
be reprdsent edignalhgadereded PESUl ttoofthehe idep demedingr ewmdrt 366e. The
decoded result of the vop tinme increnent code can only described the tine
up to 256 frafdd e semehnprdadicracedtTean upd tc3P08-at ed from the stop

ti in 15 ' ith t ded r. It _of th ti, i t
code 4026, The. pr o2 AFnti B ety PAPYIOBE BpPEdSL AoEo8Bem consi St i ng
of plural equigIEnt, (fQlynaR JIORL GRAPULE! el BHiAGe SJRNisea, Teader,

printer etc.) or
for controlling the audio decoding unit 3006 according

20 to the determination of the security certification unit
504; an output terminal 508 for outputting the control
signal, generated by the audio decoding control signal
generator 507, to the audio decoding unit 3007; and an
output terminal 509 for outputting, to the

25 synchronization control unit 3008, a control signal
indicating whether the decoding is inhibited by the

security.



20 an apparatus consisting of a single equipnent (such!as a copying machine
or a facsimle apparatus). Al so the present invention ﬁncludes a casg|mnqmg
t he program codes of a software realizing the aforenentioned enbodi nents
are supplied tp a computer 25 of a system or an apparatus connected to
various devices in order to operate the d€vices so as to realize the
functions of the foregoi ng enbodi nents and - 5 MAY 2003 - 58 the
functions of the aforenentioned enbodi ments are realized by operating the
devi ces by the conputer (CPU or MPU) of the above-nentioned system or

apparatus according to the programcodes. 5_ln such case t rogram codes
t hensel ves of the gld"ft% efcgééﬁ“i]i’@ (RETFUN o RE Sf‘pﬁﬁénfdt;&@%enti oned
enbodi nment s, d . the pr 0 CO e es.a e nor. jum storing
t he program co e%o%gqrit%(ﬁgfso %gfsgi%sg%t%lu:éﬁ\s/cgn{&%gtﬁﬁlfge néycrre%ré; Onf1ssdi um

storing such }@r%@_q%s&ﬂ%é@,cé{ngﬁﬁ?%o%ma fl oppy disk, a hard di sk,

an optical disk, a nagnetooptical a magnetic tape, a

non-vol atile menor ypHardhQfriaRAMcolRl Rizeseh e éentdr @ alnko jinfplwdes not
only a 15 case where the functions of the aforenentioned enbodi ments are

realized dy thgmxiatdlt iDL Gfrd iRdRRE PYOPhamseedes VY ddivaeamma®r but

al so a case where an operating systemor the like functioning on the
conput er execumm@inmrta tpar tcaftrdle sdgnadl fpoocadeese2Mninger t he
control of such program codes thereby realizing the functions of the

f or egoi ng enbotgrtiing cantyldsentdGnvedmony fthet Bedsisnshedes ia dEHse
wherein the prqgran1codes read fromthe nmenory nediumare once stored in a
function expansiortBodrfeifg e s i4Wld fiFe IesRFIGet 0P TR tihsh

expansi on uni t__connect to the conmputer,, and a CPU provided in the
function expanaélf%‘ﬂlqbooaffcaidk?r FHe U0 deXfafisi R%nifer each

10 portion of copyright protection, the IPcode 4012
indicating the information necessary for certifying the
copyright, the SecurityStartTime code 4013 indicating
the start time of copyright protection, and the
SecurityEndTime code 4014 indicating the end time of

15 copyright protection are respectively decoded to
acquire the security information.

The information necessary for certification is
entered into the security certification unit 504, which
executes comparison with the certification information

20 acquired in advance or entered by the operator, thereby
discriminating whether the decoding of the object video
or audio encoded data is to be permitted.

In case of permission of decoding, the permission
for decoding is informed to the video decoding control

25 signal generator 505 or the audio decoding control
signal generator 507. In the absence of instruction

from the security certification unit 504, the video



- 5 MAY 2003 - 59 executes all the process or a part thereof according to
the instructions of such program codes, thereby reallzing t he functlgqf %E
t he af orenenti oned enbodi ments. 5 In the foregoing descrlptlon t he™ 9 MAY 2003
decoding is started in the unit of a frazg _but such case is not
restrictive and the decoding nmay al so be Started in the unit of a field or
pl ural macrobl ocks. The format of the security encoded data, the 10
certification nethod, the nmethod of designating the portion for protecting
the copyright etc. are not Iimted to those in the foregoing enbodi ments

but may nal ur aldoedied eRlAsed e aUmmLS Spsobisp er th{d cat i on

nmet hods. 15 Al's regoi n nents, the per od of security is

determ ned i n adwange.sYHaSuchnd D o tpk keshihehi ¥es kY @xanpl e the
user nmay determine the timng of releasing the security for exanple by

entering a passwdd dedodiflgeasiing 3006 secuas ty, etath120 thelredsi rhd he
security after the password is certified. In other words, the foregoing
descri pti on ofdenhbidigrerft thes viceo gneededodaithl.usPisb Ve paseEoses only and
not be construed as inposing any limtation in every respect. 25 The scope
of the irventianis, irhentef absence lod desdrmpictddns diremy tne tseeumlivowi ng
clainms and not limted by the text of the specifications and - 5 MAY 2003
- 60 alteratiesstifhdd@ Wiarh vanide &4 ;e diiev gloafrroflo stligaadc dse gshetretad ai ns
fall within the true spirit and scope of the invention. - 5 MAY Z003 - 61
VHAT |'S CLAI MEIFQ1s: the %?H%d’@%l@@és&oﬁg t&pﬁ&@a?ﬁgl@4ﬁﬁchlﬁ§ Ua{)l‘i nput
means for ent e.{dd‘ﬂ mage data %%i vmth Iural %ncodl tr;lodes

security data 1ot 5%Drot et |eﬁ’ga eﬁ&dé’ e Pt nat i lrﬁs\ans f or

di scrim nating,haged fsaid security data, whet her the repr oductl on of
said
10 In this state, if the video decoding unit 3006 has
already generated the control signal for executing the
decoding of the video encoded data, such control signal
is retained.
On the other hand, in case the decoding is
15 inhibited, the security certification unit 504 outputs
a signal inhibiting the decoding to the video decoding
control signal generator 505. Based on the information
(obtained by decoding the SecurityStartTime code) on
the time of copyright protection, entered from the
20 security encoder 503, the video decoding control signal
generator 505 outputs, from the output terminal 506, a
signal for stopping the decoding of the motion image
when the time for starting the copyright protection is
reached.
25 Also based on the information (obtained by

decoding the SecurityEndTime code) on the time of

copyright protection, it outputs, from the output



encoded inmage data is permitted or not; c) encoding nDbe j udgi ng neans for
judgi ng the 10 encodi ng node of said encoded i mage dat@; d) decodi ng neans
for decodi ng said encoded i nage data and outputting said decoded i mageMAY 2003
data; and e) control means for controlling the decodi ng operation of said
decodi ng nmeans according to the 15 outpusg ef said discrimnation nmeans and
Sai d encodi ng node judging neans. 2. An apparatus according to claiml1,
wherein said plural encoding nodes at |east include an intra 20 encodi ng
node and an inter-encoding node., 3. An apparatus according to claim 2,
wherein said plural encoding node include a bidirectional prediction

encodi ng node.teifalAbOfppar stignadc ordirrg steréiagmthe wWeeodiimas sifd
control neans is adapted to stop the decodin - 5 MAY 2003 - 62

operation of sdi% MR g ageamders than t&ﬁ‘ﬁa%&f—”u§n§é€@r dheg CoRYAigh 4,
wherein said control neans |s ted to re-start the decoding 5 operation
of said decomqﬁfﬁﬁﬁi 5%& ratus according to claim2, wherein said

control nmeans is aﬂr}@%% aed’ d%%%%lg,g ubERr 3866 Egeel%e@ertmet sy, sai d

di scrimnati on nea roma state which the reproduction iIs

inhibited; to sf{on HRROHAG Q&%&@%@nmtegaofrg}edb@tl@- apeadedd nage data
after the reproduction is permtted. 7. An apparatus according to claim 2,

wherein 15 saighe@1r Qi gRaNErich &%@pts%@urlﬂtycaé@oah@gr epriadweiomon is
permtted by said discrimnation neans froma state

Now there will be explained the details of the
video decoding unit 3006.

Fig. 21 is a block diagram showing the

10 configuration of the video decoding unit 3006.

In Fig. 21, there are shown an image data input
terminal 601 for receiving the motion image encoded
data from the memory device 3001; and a control signal
input terminal 602 for receiving the control signal

15 from the security decoding unit 3005.

There are also shown a buffer 603 for storing the
entered motion image encoded data; and a separator 604
for reading the MPEG-1 encoded data from the buffer 603
and separating therefrom header information

20 representing the content of the codes, a motion
compensation code for executing motion compensation,
and encoded data of the DCT coefficients.

A header decoder 605 for decoding the separated
header information decodes various start codes, image

25 size and encoding mode of each frame, thereby acquiring
corresponding information.

A motion compensation decoder 606 decodes the



in which the reproduction is inhibited, to re-start thée decodi ng operation
fromthe infra-encoded i mage data after the reproductibn i's pernitteg. 3
An apparatus according to claim~., wherein said control neans is ad BM% W3
in case the reproduction is inhibited by said discrimnation nmeans, to
out put the i mage data decoded before the4Beproduction is 25 inhibited. 9.
An apparatus according to claiml, wherein 5 MAY 2003 - 63 said control
nmeans i s adapted, in case the reproduction is inhibited by said
di scrimnation neans, to output a predeterm ned inmage at |east during the
period in which the reproduction is inhibited. 5 10. An a%Paratus accordi ng
to claiml, wBEHRMPIade daa VELMoEiten Pla§edal@cTPPLo&K -appar at us
according to cl.aim,10, wherein 10 said_encoded i nage gata re dat.a encoded
|

according to NPEGSPY PEAUAT G APECISo4eosr §FRE S5 181 &%h 10 Wr&™h said

encoded | mge data.are.data anceded aceording 8,18 MEG2. A3 AL,
apparatus according to clalm ) erelrn sai encoded | nmage data are dat a

encoded accor dirg:dify MG 4120 b ARAIRAIALHS agoondingd Qi aim |

wherein said encoded i nage data are data obtained by dividing an imge into
N obj ect s5 (N hfiditidzdmtidliLe RiFhee) poandoRrFadirkgteach of said objects.

25 15. An apparatus according to claim 14, wherein said decodi ng neans
execut es decodi ng fraor ieasdrsef @aintizatiDnyAYCA0QDit 608 aledeisetss thel6. An
apparatus according to claim 15, wherein said control neans controls the
decodi ng procesmntizdtgion coefficient and the quantized result of
the DCT coefficients, executes inverse quantization and
inverse DCT transformation, and acquires the pixel data
10 or the error data by motion compensation.
There are also provided an adder 609 for adding
the result of motion compensation and the above-
mentioned error data; a reference frame memory 610 for
storing a reference frame required for the motion
15 compensation; and a motion compensation unit 611 for
executing motion compensation on the content of the
reference frame memory 610 according to the result of
the motion compensation decoder 606.
An output terminal 612 detects the encoding mode
20 of the frame from the header decoder 605 and outputs it
to the synchronization control unit 3008. An output
terminal 613 outputs the decoded motion image data to
the synchronization control unit 3008.
A terminal 614 is provided for acquiring and
25 outputting the information on the reproducing time of a

frame from the header decoder 606, namely information

on the display time, based on the result of decoding of



5 unit of each of said objects. 17. An apparatus according to claim 14,
wherein said security data at |east include a code foriidentifying 5%1@” 2003
object. 10 18. An apparatus according to claiml, wherein said securi

data at |east include a code for protecting intellectual property right. 15
19. An apparatus according to claim1, -wddrein said security data at |east
include a code for certifying copyright. 20. An apparatus according to
claim1l1, wherein 20 said encoded i nage data include a code for identifying
sai d encodi ng node, and said encodi ng node judgi ng nmeans judges the
encodi ng node by said code. 21. An image processing apparatus cbnprising:
25 a) input neE YeR_lefeedinmg anaife tescd WHEsd SRR 493 @l % odi ng
nodes and security data for protecting said i mge data; - 5 MAY 2003 - 65
b) di scri m natVYOh- eMhsl TN 19999 2RX4%1g, based on said security data,

whet her the reproductiqn o ai d _encoded i e.data i.s .permtted or not; c
encodi ng node Fudgiu]rc{b ﬁéear%ﬂfsloorwj]'r@d&?ﬁ&et I‘i"gﬂg é’ﬁcgd‘ipr}ﬁlpl?ﬁégt sai d encodeZ:I
i mage data; d)gdJmg %999@ ; f Qs [decedi .S.a] odpet i at a;
andge) synchrz)%‘%zatﬁloﬁ conteg% m?rﬂ&%? %rd%%o%%ﬁgﬁlﬁ%lg%tnﬁg&sync r%%igt?jae?i on of

sai d decogled i|Jmgee dald A0 af CUH iRF e ity out puts of said
discrimi-iation neans and sai d encodi ng node judgi ng neans. 22. An

appar at us accor di ngrd G#daithe bonMieeigl grild frvputcHE® dhdol wlemecodi ng
means for entering

input terminal 602 indicates that the decoding is

permitted, the buffer 603 inputs motion image encoded

data from the image data input terminal 601 stores such

10 information. In case the control signal from the

control signal input terminal 602 indicates that the

decoding is inhibited, the buffer 603 does not store

but discard the motion image encoded data.

At first there will be explained the decoding

15 operation in case the control signal indicates that the
decoding is possible.

The separator 604 receives the encoded data from
the buffer 603 and separates the header information
representing the content of the codes, the motion

20 compensation code for executing motion compensation,
and the encoded data of the DCT coefficients.

The header decoder 605 decodes, from the header
information separated by the separator 604, various
start codes, image size and encoding mode! of each frame

25 thereby acquiring the corresponding information. The

synchronization control unit 1008 receives the encoding

mode of each frame from the terminal 112 and the



15 encoded information data and decoding said i nformation data, and said

synchroni zati on control neans is adapted to control syhchronization

o .
decoded i mage data and sai d decoded information data. 20 23. An appé}iyﬁgkﬁj
according to claim 21, wherein said i mage decodi ng neans is adapted to

contr ol

di scrim nation neans and sai d encodi ng node judgi ng neans.
apparatus according to claim2l, wherein said plura

t he decodi ng operation accordi rg4bo-t he out puts of said

| east include an intra - 5 MAY 2003 - 66 encoding node and an
i nter-encodi ng, nbde. 25. An apparatus according to claim?21, wherein said

i mage decodi ngtHETR YoM Pihte CEPIONERS &1 8Ec Odi ﬁgaﬂ‘ﬁerfftmbﬁ%cordi ng
to the output of saiqhq#%érinination means. 26. An apparatus according to

claim 25, wher&iH" i

25 24. An
encodi ng nodes at

ge decoding neans is adapted to re-start the 10

decodi ng operation ﬁgec%oq!dﬂ% ;C%ﬁn‘t?ge%sg%}%%t iﬁ%fog%qj %O%i %%rdorgeg&?he&%orreans

and sai d encodi ng no

e judgdln ns appar atus accor

cl aim24, Whenel ok SlfbiG P UL KABaCaRkOby TRARS dehaddaRed, 1n case

the reproduction is permt

y sai

iscrimnation neans froma state in

whi ch thesrepregictdcibdess iHHYE RiHRMA1ng0 moRteSt @bt 1SN GRICHIZ &ldn c¥ccor di ng
to the intra-encoded image data after the reproduction is 20 permtted.

each macroblock thereby acquiring the information

necessary for motion compensation, and outputs these

10

15

20

25

information to the motion compensation unit 611 in case
of a P frame, thereby executing motion compensation.

The texture decoder 607 decodes the encoded data
separated by the separator 604, thereby acquiring the
quantization coefficient, the quantized result of DCT
coefficients etc. The decoded quantized data are
supplied to the inverse quantization/IDCT unit 108,
thereby determining the pixel data or the error data by
motion compensation.

The error data mentioned above are added with the
output data of the motion compensator 611 in the adder
609. The motion compensator 611 executes' motion
compensation on the reference frame memory 610, based
on a value "0" in case of a macroblock of infraframe
encoding or otherwise according to the motion vector
obtained from the motion compensation decoder 606, and
outputs the reference data to the adder 609. The pixel
values determined in the adder 609 are supplied to the
reference frame memory 610 and the output terminal 613.

In the following there will be explained the



28. An apparatus according to claim2l, wherein said slynchronization
control means is adapted, in case the reproduction is pernitted by SﬁW%YZ%}
discrimnation 25 means froma state in which the reproduction is
inhibited, to re-start synchronization according to the period in.which the
reproduction is inhibited. ‘- 5 NAY'Z%%S’- 67 29. An apparatus
according to claim?2l, wherein said i nage data are notion i nage data. 30.
An apparatus according to claim?2l, wherein 5 said encoded i mage data are
dat a encoded~according to MPEG 1. 31. An apparatus according to claim 21

wherein sai d cpcaded  mBaeadata ahecdatacaacaded aecaidhag LAalRNBEG 2.

32. An apparatus according to claim erein said efcoded i mage data are

data encoded age@r ¢had akeoNREG 4s 1Bh3BithR.apparatus according to claim
21, wherein said encoded i magée data are data obtai ned by dividing an i mage

into N objects (N hekenguzrbat 608l stupbethe addeenfipdingndath rafi nsaies
objects. 20 34. An apparatus according to clai m33, wherein said i mge
decodi ng nmeanghex gumiced otdeoddithg hendeacicobdeai 806hj motson25 35. An
apparatus according to claim 33, wherein said security data at | east

i ncl ude & codedmpensgdrionf gepgdeai §06bj motion fompgnsaAyop0b3dl- a8 36. An
apparatus according to claim21, wherein said security data at | east

i ncl ude a cod&sF3MLEr deeOrAg Pt el FEcRLEP PPBHELET F%@hff.enswei. SAn
apparatus according to clair~i 21, wherein said security data at | east

i ncl ude a cod&hﬁoF%EEF?PF?iﬁﬁa@SpVPWSHV.GéQ: AﬁSaBp£F§P§§'a5gﬁrding to

claim 21, wherein 10.said _enc d inage data includ code . for .identifying
sai d encodingcﬁ%ﬁ@% §ﬁ5m§£ﬁg gg o&VﬁBgﬁﬁdg%Fuaﬁﬁﬁﬁ ﬁ%g sogu ggslﬁﬁg
encodi ng node iy said cade. 39. An apparatus according to claim 22, wherein

10 In the following there will be explained the
decoding operation in case the control signal instructs
the permission for decoding from a state in which the
decoding is inhibited, thereby re-starting the
decoding.

15 The buffer 603 re-starts the input of codes and
activates the header decoder 605. The header decoder
605 detects and discriminates the next start code. In
case the start code of a frame is recognized, the frame
mode is decoded and the encoding mode of the frame is

20 outputted to the synchronization control unit 3008.

In case the encoding mode of the frame is a P
frame, the header decoder 605 does not re-start the
function of the motion compensation decodéer 606, motion
compensator 611 and texture decoder 607 a;d retains the

25 state in which the update of the reference frame memory
610 is inhibited.

In case the encoding mode of the frame is an I



15 said information data are audi o data. 40. An inmage brocessing met hod
conprising steps of entering i nage data encoded with plural encoding %
nodes and security data for protecting said i mage dat a; discrininafi%§1yzm}
based on said security data, whether the,reproduction of said encoded image

data is permitted or not; ; judging the é€ncodi ng node of said encoded image
25 data; and decodi ng said encoded i mage data acc4rding to the result of
said discrimnation and the result of said - 5 MAY 2Q03 - 69 judgnent.

41. An inmage processing nethod conprising steps of 5 entering i mge data
encoded wi th plidfal @pcoUe Mdes ahd ey daka i ol dilef &4d ng sai d

i mage data; discrimnating, based on said security data, whether the

reproduction gfosRif @MRIRGHiRIeddard $OBEr Hoitliest Qompeinsak®dd urgi ng the

encodi ng node of said encoded i mage dat a; decodlng sai d encoded i nage data;

and control | i nghd he:sdiehaaticmrir @070fangairé -¢eeeded thapge e e atigli ng to
the results of said 15 discrimnation and said encodi ng node judgnent. 42.
A conput er 1 eadsismerac dirgineg mEptirymELOr. r berdiafgean theadaiprtoces siig
program sa-~.d program conprising: 20 a) a process code of an input step o~
ent eri ng ¥ nagevatieuenvdded M deniigugd emdddi igens@esdradd signal

inhibits the decoding.
Now there will be explained the details of the
synchronization control unit 3008.
Fig. 22 is a block diagram showing the
10 configuration of the synchronization control unit 3008.
In Fig. 22, there are shown an input terminal 701
for receiving the frame mode from the video decoding
unit 3006; a frame mode discriminator 702 for
discriminating the entered frame mode; a timer 703 for

15 synchronization; a terminal 704 for receiving
information on synchronization and synthesis from the
system decoding unit 3004; and a synchronization signal
controller 705 for controlling the synchronization
based on these information.

20 There are also shown a terminal 706 for receiving
the motion image data, obtained by decoding the wvideo
encoded data, from the video decoding unit 3006; a
terminal 707 for receiving CG image data from the CG
generator 408 of the system decoding unit 3004; and a

25 terminal 708 for receiving audio data, obtained by
decoding the audio encoded data, from the audio

decoding unit 3007.
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security data for protecting said image data; b) a prdcess code of a
discrimnatiorh step of discrimnating, based on said security data,
whet her 25 the reproduction of said encoded i mage data is pernitted‘é%MNHWW
c) a process code of an encodi ng node judging step - 5 MAY 2003 - ~o0 of
judgi ng the encodi ng node of said encodefi®i mage data; d) a process code of
a decodi ng step of decoding said encoded i rage data and outputting said
decoded 5 i mage data; and e) a process code of a decoding step of
controlling the decoding said encoded i mage data according to the results

f id di i m natj t d id di de | i tep. 1Q 43.

of a1 d discr m ol on SLebend 5l d7g1cd ng s Ludaing step 10,
program <27 BadLAMSATHLLS! 19 2he. BEOGAYAAROURLCL,ARNLNL e of
for protectingaaledd Mg dakdechlv1pr atsss ABEEoA! iRagbomsl,nad on step

of discrimnating, based on said secuiity data, whether "the reproduction of

sai d encoded iy data L$.a2@uRgkMgki-ed or not; c) a process code of an
encodi ng node judgi ng step of judging the encodi ng node of said encoded

i mge datsma; d) a preeess sgedeuefhar brageddacadingest epnehrdbidecadimg said
encoded i mage data; and e) a process code of a synchronization control step
of control | i nganterodyrshi7ari fatri sgnchreaididgcedddoutputting the

motion image data; a CG synchronization controller 713
for synchronizing and outputting the CG image data; an
audio synchronization controller 714 for synchronizing
10 and outputting the audio data; a synthesizer 715 for
synthesizing the CG image data and the motion image
data; a terminal 716 for outputting the synthesized
result to the monitor 3009; and a terminal 717 for
outputting the reproduced audio data to a' speaker 3010.
15 There are further provided an input terminal 718
for receiving the information on the reproducing time
of the frame from the video decoding unit 3006; and an
input terminal 719 for receiving, from the security
decoding unit 3005, information indicatiné whether each
20 data are secured and decoding thereof is inhibited.
In the following there will be explained the
decoding process in the synchronization control unit
3008 of the above-described configuration,
The motion image data, CG image data.and audio
25 data entered from the terminals 706, 707, 708 are
respectively stored in the buffers 709, 710, 711. The

synchronization control signal controller 705 compares
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the terminal 719. In response, the synchronization
signal controller 705 so instructs the video

25 synchronization controller 712 to terminate the
synchronization on the motion image data. In response,

the video synchronization controller 712 stops the
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However, the audio and CG data continue to be

5 reproduced. The decoding is re-started from the next I,
frame and the synchronization is re-adjusted, whereby
avoided is interruption or perturbation of the image,
and the operator is relieved from the unpleasant image
display.

10 In the present embodiment, during the period of
inhibition of decoding, there is outputted the image
decoded immediately before such inhibition, but it is
also possible to stored a predetermined image in
advance for example in a memory and to output such

15 predetermined image.

In the present embodiment, the configuration or
the memories etc. is suitably modifiable. Also similar
effects can be realized for the communication data, by
executing similar operations on the motion image data

20 entered from the communication circuit 3002 through the
communication interface 3003.

The detection of the frame mode may naturally be
replaced by the detection of the start code for a group
of pictures, and the reconstruction of synchronization

25 with the audio signal etc. at the re-start of decoding
can be easily achieved by employing the decoded result

of a time code of the group of picture layer or a
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1(()? prese t in the MP )G 4 metho(c)l hg‘e is added an
Objectcode 4030 for distinguishing each object, so that
security can be applied to each object. It is
therefore possible to secure the synchronization in
independent decoding of plural objects, by preparing
15 the video decoding unit 3006, shown in Fig. 15, in
plural units corresponding to the number of the objects
to be decoded and operating these units in parallel.
Also a configuration shown in Fig. 25 may also be
adopted, and the decoding can be re-started as soon as
20 the certification is executed.
Fig. 26 is a flow chart showing the above-
described decoding operation.
At first a step S10 discriminates whether the
video encoded data are entered from the memory device
25 3001, and, if entered, the sequence proceeds to a step

S11, but, if not, the sequence is terminated.

A step S11 discriminates whether the security
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to decode the motion image according to the MPEG-4
decoding method. A next step S13 enters the decoded
10 image into the synchronization control unit 3008, and
displays the image in synchronization on the monitor
3009, whereupon the sequence returns to the step S10.
A step S14 deactivates the video decoding unit
3006. In order to secure synchronization, the encoded
15 data are read in synchronization even while the
decoding is inhibited, but are not stored in the
working area of the memory and discarded.
Then a step S15 discriminates whether the re-start
of decoding is instructed from the security decoding
20 unit 3005, and, if not, the sequence returns to the
step S14, but, if instructed, the sequence proceeds to
a step S16.
If the re-start of decoding is instructed from the
security decoding unit 3005 (step S15), a step S16
25 activates the header decoder 605 of the security
decoding unit 3005, thereby executing decoding up to

the vop_coding type code 4025 indicating the frame mode
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decode the next vop_coding type code 4025, but, if an I
frame, the sequence proceeds to a step S18.
A step S18 re-starts the decoding after the

10 vop_coding type code 4025, thereby decoding the motion
image according to the MPEG-4 decoding method, also
decodes the vop_time increment code thereby adjusting
the synchronization of reproduction, and the sequence
proceeds to a step S19.

15 In a step S19, the synchronization control unit
3008 displays the motion image data on the monitor 3009
in synchronization, and the sequence returns to the
step S10.

Such selection procedure allows to realize all the

20 apparatus or a part thereof by softwares. It is also
rendered possible to apply security, for protecting
copyright or the like, independently on the audio data
and the motion image.

Fig. 27 is a block diagram showing the

25 configuration of the synchronization control unit 3008

in a fifth embodiment of the present invention, wherein

components equivalent to those in the fourth embodiment
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decoding procedure in the synchronization control unit
3008 of the above-described configuration.
10 As in the fourth embodiment, the motion image
data, CG image data and audio data are respectively
stored in the buffers 709, 710, 711. The
synchronization control signal controller 802 compares
the timings of reproduced outputs of various data from
15 the system decoding unit 3004 and the reproducing time
of the motion image data, with the time of the timer
703 and generates signals for controlling the video
synchronization controller 712, the CG synchronization
controller 713 and the audio synchronization controller
20 714. According to these signals, the video
synchronization controller 712, the CG synchronization
controller 713 and the audio synchronization controller
714 read and output the data from the buffers 709, 710,
711 in synchronization.
25 When security is applied to the motion image and

the decoding is inhibited, such status is entered into

the terminal 719. The stop time discriminator 801
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synchronization on the motion image data. The video
synchronization controller 712 terminates the display
of the motion image data, whereby the CG image data
alone are outputted through the synthesizer 715 to the
10 terminal 716.
When the security on the motion image is relieved
and the decoding is re-started, such status is entered
from the terminal 719. The stop time discriminator 801
determines the stop time during which the reproduction
15 is stopped by security, from the time of inhibition of
decoding. This time and the re-start of decoding are
informed to the synchronization signal controller 802.
However the synchronization signal controller 802 does
not immediately activate the video synchronization
20 controller 712, but enters the encoding mode of each
frame from the terminal 701 and discriminates the frame
mode. Such state is retained until an I frame mode is
entered. When an I frame is entered, the reproduction
time is calculated from the stop time and the decoded
25 result of the vop_ time increment code 4026 of the frame

and is compared with time of the timer 703. Then there

is given an instruction to activate the video
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the decoding allows to restore the synchronization by
referring to the stop time and to start the process
from the frame of intraframe encoding, and the
synchronization can be securely restored even after the

10 stopping of a long period that cannot be represented by
the decoded result of the vop time increment code. The
decoded result of the vop_time_increment code can only
described the time up to 256 frames, but the
synchronization can be calculated from the stop time in

15 cooperation with the decoded result of the
vop_time increment code 4026.

The present invention may also be applied to a
system consisting of plural equipment (for example host
computer, interface devices, reader, printer etc.) or

20 an apparatus consisting of a single equipment (such as
a copying machine or a facsimile apparatus).

Also the present invention includes a case where
the program codes of a software realizing the
aforementioned embodiments are supplied to a computer

25 of a system or an apparatus connected to various

devices in order to operate the devices so as to

realize the functions of the foregoing embodiments and
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according to the program codes.
5 In such case the program codes themselves of the
software realize the functions of the aforementioned
embodiments, and the program codes themselves and the

memory medium storing the program codes constitutes the
present invention.

10 The memory medium storing such program codes can
be, for example, a floppy disk, a hard disk, an optical
disk, a magnetooptical disk, a CD-ROM, a magnetic tape,
a non-volatile memory card or a ROM.

The present invention also includes not only a

15 case where the functions of the aforementioned
embodiments are realized by the execution of the read
program codes by the computer but also a case where an
operating system or the like functioning on the
computer executes all or a part of the actual processes

20 under the control of such program codes thereby
realizing the functions of the foregoing embodiments.

The present invention further includes a case
wherein the program codes read from the memory medium
are once stored in a function expansion board inserted

25 into the computer or a function expansion unit
connected to the computer, and a CPU provided in the

function expansion board or the function expansion unit
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1031 started in the unit of a frame, but such case is not

restrictive and the decoding may also be started in the

unit of a field or plural macroblocks.

The format of the security encoded data, the

10 certification method, the method of designating the
portion for protecting the copyright etc. are not
limited to those in the foregoing embodiments but may
naturally be replaced by other formats or other
certification methods.

15 Also in the foregoing embodiments, the period of
security is determined in advance, but such form is not
restrictive. For example the user may determine the
timing of releasing the security for example by
entering a password for releasing the security, and

20 releasing the security after the password is certified.

In other words, the foregoing describtion of
embodiment has been given for illustrative purposes
only and not be construed as imposing any limitation in
every respect.

25 The scope of the invention is, therefore, to be

determined solely by the following claims and not

limited by the text of the specifications and
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c) encoding mode judging means for judging the
10 encoding mode of said encoded image data;
d) decoding means for decoding said encoded image
data and outputting said decoded image data; and
e) control means for controlling the decoding
operation of said decoding means according to the
15 outputs of said discrimination means and said encoding

mode judging means.

2. An apparatus according to claim 1, wherein
said plural encoding modes at least include an intra-

20 encoding mode and an inter-encoding mode.

3. An apparatus according to claim 2, wherein
said plural encoding mode include a bidirectional
prediction encoding mode.

25
4. An apparatus according to claim 1, wherein

said control means is adapted to stop the decoding
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5. An apparatus according to claim 4, wherein
said control means is adapted to re-start the decoding

5 operation of said decoding means.

6. An apparatus according to claim 2, wherein
said control means is adapted, in case the reproduction
is permitted by said discrimination means from a state

10 in which the reproduction is inhibited, to stop the
decoding operation to the intra-encoded image data

after the reproduction is permitted.

7. An apparatus according to claim 2, wherein
15 said control means is adapted, in case the reproduction
is permitted by said discrimination means from a state
in which the reproduction is inhibited, to re-start the
decoding operation from the intra-encoded image data

after the reproduction is permitted.

20
8. An apparatus according to claim 1, wherein
said control means is adapted, in case the reproduction
is inhibited by said discrimination means, to output
the image data decoded before the reproduction is
25 inhibited. |

9. An apparatus according to claim 1, wherein
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10%HH&'()'@Q}E¥%%ete}QQHQH image at least during the period in which

the reproduction is inhibited.

10. An apparatus according to claim 1, wherein

said image data are motion image data.

11. An apparatus according to claim 10, wherein
10 said encoded image data are data encoded according to

MPEG-1.

12. An apparatus according to claim 10, wherein
said encoded image data are data encoded according to

15 MPEG-2.

13. An apparatus according to claim 10, wherein
said encoded image data are data encoded according to
MPEG-4.

20

14. An apparatus according to claim 1, wherein
said encoded image data are data obtained by dividing
an image into N objects (N being a natural number), and
encoding each of said objects.

25
15. An apparatus according to claim 14, wherein

said decoding means executes decoding for each of said
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16. An apparatus according to claim 15, wherein
said control means controls the decoding process in the

5 unit of each of said objects.

17. An apparatus according to claim 14, wherein
said security data at least include a code for
identifying said object.

10

18. An apparatus according to claim 1, wherein

said security data at least include a code for

protecting intellectual property right.

15 19. An apparatus according to claim 1, wherein

said security data at least include a code for

certifying copyright.

20. An apparatus according to claim 1, wherein
20 said encoded image data include a code for identifying
said encoding mode, and said encoding mode judging

means judges the encoding mode by said code.

21. An image processing apparatus comprising:
25 a) input means for entering image data encoded
with plural encoding modes and security data for

protecting said image data;
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c) encoding mode judging means for judging the
S encoding mode of said encoded image data;
d) image decoding means for decoding said encoded
image data; and
e) synchronization control means for controlling
the synchronization of said decoded image data

10 according to the outputs of said discrimihation means

and said encoding mode judging means.

22. An apparatus according to claim 21, wherein

said input means includes decoding means for entering
15 encoded information data and decoding said information
data, and said synchronization control means is adapted

to control synchronization of said decoded image data

and said decoded information data.

20 23. An apparatus according to claim 21, wherein
said image decoding means is adapted to control the
decoding operation according to the outputs of said
discrimination means and said encoding mode judging
means.

25

24. An apparatus according to claim 21, wherein

said plural encoding modes at least include an intra-
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26. An apparatus according to claim 25, wherein

said image decoding means is adapted to re-start the
10 decoding operation according to the outputs of said
discrimination means and said encoding mode judging

means.

27. An apparatus according to claim: 24, wherein
15 said synchronization control means is adapted, in case
the reproduction is permitted by said discrimination
means from a state in which the reproduction is
inhibited, to re-start synchronization according to the
intra-encoded image data after the reproduction is

20 permitted.

28. An apparatus according to claim .21, wherein
said synchronization control means is adaéted, in case
the reproduction is permitted by said discrimination

25 means from a state in which the reproduction is
inhibited, to re-start synchronization according to the

period in which the reproduction is inhibited.
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said encoded image data are data encoded according to

10 MPEG-2.

32. An apparatus according to claim 21, wherein

said encoded image data are data encoded according to

MPEG-4.
15
33. An apparatus according to claim 21, wherein
said encoded image data are data obtained by dividing
an image into N objects (N being a natural number), and
encoding each of said objects.
20
34. An apparatus according to claim: 33, wherein
said image decoding means executes decoding for each of
said objects.
25 35. An apparatus according to claim 33, wherein

said security data at least include a code for

identifying said object.
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means judges the encoding mode by said code.

39. An apparatus according to claim 22, wherein

15 said information data are audio data.

40. An image processing method comprising steps
of:
entering image data encoded with plural encoding
20 modes and security data for protecting said image data;
discriminating, based on said security data,
whether the reproduction of said encoded image data is
permitted or not;
judging the encoding mode of said encoded image
25 data; and
decoding said encoded image data according to the

result of said discrimination and the result of said
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10! Sl 10% &' ( modeHOlnt0decurity data for protecting said image data;
discriminating, based on said security data,
whether the reproduction of said encoded image data is
permitted or not;
10 judging the encoding mode of said encoded image
data;
decoding sald encoded image data; and
controlling the synchronization of said decoded

image data according to the results of said

15 discrimination and said encoding mode judgment.

42. A computer readable recording medium for
recording an image processing program, said program
comprising:

20 a) a process code of an input step of entering
image data encoded with plural encoding modes and
security data for protecting said image data;

b) a process code of a discriminatiom step of
discriminating, based on said security data, whether

25 the reproduction of said encoded image data is
permitted or not;

c) a process code of an encoding mode judging step
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e) a process code of a decoding step of
controlling the decoding said encoded image data
according to the results of said_discrimination step
and said encoding mode judging step.

10

43. A computer readable recording medium for
recording an image processing program, said program
comprising:

a) a process code of an input step of entering

15 image data encoded with plural encoding modes and
security data for protecting said image data;

b) a process code of a discrimination step of
discriminating, based on said security data, whether
the reproduction of said encoded image data is

20 permitted or not;

c) a process code of an encoding mode judging step
of judging the encoding mode of said encoded image
data;

d) a process code of an image decoding step of

25 decoding said encoded image data; and

e) a process code of a synchronization control

step of controlling the synchronization of said decoded
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image data according to the outputs of said
discrimination step and said encoding mode judging

step.
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