METHOD AND SYSTEM FOR MOBI LE | DENTI FI CATI ON, COMMERCE AND AGREEMENT
TRANSACTI ONS FI ELD OF THE | NVENTI ON [ 0001] The present invention relates to
a met hod wodosywism t hat uses the USSD (Unstructured SupprsSceetidangsds®er vi ces
Data) protocol for facilitating comrerce and agreenent transactions and
retrieval of identification information. BACKGROUND [ 0002] There exi st today
nobi | e paynment schenes where a user can use nobil e devices to nmake paynent
and transfer noney using GPRS (General Packet Radio Service). However, this
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net wor k I'le roam ng) when overseas 0003] Usi ng’ SM5 (‘Short Message
Service) protocol to mﬂGEEEM)E&‘mAA‘F 8r noney on a nobil e device

is nore econom cal than using GRPS. However, security measures and issues
ar e FIFRDOF JHE INVENTION nat ure of SMS bei ng a 'store and forward'
protocol, where nessages sent or received can 'be retrieved by soneone
easi her ef SVen i to
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mes sdipsirustused dSupplementanhiSesvicksy Data)mpratesol oforsfavilitating ycommercet ard message
isp | need for a secure nethod
t hat g%\??rggﬁsgtt%lgrgg (?%%ggtr%t?fegséeioifg%ﬁ% ?%%gil?gdrﬁaﬁlggr mati on and have it sent
to their nobile device. There also exists a need for a secure nethod that
al l ows users to upload, view and confirm agreenents. [0005] Therefore, the
obj e BAGQKGRIOUNDvention is to provide a solution that overcones the above
di sadvant ages or at | east provides a novel nethod and system for

fact g N9 CHHIR! CeP I AR BhhEANSA HeQ%e?éaq 151 Vale fbbile

i den ation information NTT ON According to an
enbodnvmatto anaket proenent ané svansise angnsy usingdGRBS i(Generpk Packet Badio Service).

However, this method can be rather costly when the user is registered to a foreign mobile

network (mobile roaming) when overseas.

[o003] Using SMS (Short Message Service) protocol to initiate payment or transfer
money on a mobile device is more economical than using GRPS. However, security measures
and issues are compromised due to the nature of SMS being a ‘store and forward’ protocol,
where messages sent or received can be retrieved by someone easily. Therefore, the SMS
protocol may not be the most appropriate to input confidential data, as the confidential data
will remain in the message, stored in the mobile device memory or SIM memory until the

‘message is permanently deleted.

. [o004] There also exists a need for a secure method that allows users to retrieve
identification information and have it sent to their mobile device. There also exists a need for

a secure method that allows users to upload, view and confirm agreements.

[o005] Therefore, the object of the invention is to provide a solution that overcomes
the above disadvantages or at least provides a novel method and system for facilitating

commerce and agreement transactions and retrieval of identification information.

SUMMARY OF INVENTION ‘
[0006] According to an embodiment a method is described for sending identification

information from a server to a mobile device. The server has at least one application and the



information froma server to a nobile device. The server has at |east one
application and the server is operatively connected to a database. The

dat abase woape48ise i dentification information of a pl urarisceofooesser s and
each user has a universal identification nunber and a password. The net hod
first involves the server establishing USSD comruni cation with the nobile
devi savands tolperatnpelsh'cmgleanadanplai database. tThet kletabaﬂmi b@reka\ﬂixe:édemiﬁwgtld)iSSD The
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nobi | e device using a tel ecomuni cati on protocol. The server then sends a
nmessage to the nobile device contact munber of the second user. The server
t hen establishes USSD comruni cation with a second nobil e device and pushes
an application to the second nobile device using USSD. The server then
recel ves fromthe second rmbl I e deV| ce Vi a USSD a payrrent confl rrratl on, t he

o Y M o . —— o



conprises the step of calling the first nobile device under the guise of a

predeterm ned individual to verify the situation. [0014]1n another

enbodi merwQ 20487 ecommuni cat i on protocol is anyone of PCESGRai1loossng:

USSD, SM5, MMV and HTTP. WD 2012/ 044257PCT/ SG2011/ 000340 [0015] I n anot her
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number of the second user. The server then debits the payment amount from the account of

the first user and credits the payment amount to the holding account. The server then issues
a transaction number and sends the transaction number to the first mobile device using a
telecommunication protocol. The server then sends a message to the mobile device contact
number of the second user. The server then establishes USSD communication with a second
mobile device and pushes an application to the second mobile device using USSD. The server
then receives from the second mobile device via USSD a payment confirmation, the
password of the second user and the transaction number. The server then debits the

payment amount from the holding account and credits the payment amount to the account

of the second user.

[o012] In another embodiment, the password of the first user is an emergency use
password. ' '
[o013] In another embodiment, the method for using a server to pay further

comprises the step of calling the first mobile device under the guise of a predetermined

individual to verify the situation.

[o014] In another embodirr‘lent,‘the telecommunication protOcol is anyone of the
following: USSD, SMS, MMS and HTTP.



[0020] Figure 3 is a flow chart illustrating a nethod for initiating an
agreenent transaction in accordance with a preferred enbodi nent of the

i nvent i orwO[2002}3F7gure 4 is a flow chart illustrating &CESGaed/0has0
agreeing with an agreenent in accordance with a preferred enbodi nent of the
i nvention; [0022]Figure 5 is a flowchart illustrating a nethod for

di salp@®sl ng wi Imapethsypabadiment,p methodda dessribed fvr&elpdleg @rmpesdageising aent  of
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met hgdmber, zP?deilQ defic@ cBRtadt REmBEE aﬂat bAsRERD rﬁen;f.@mwdtft}seu% e§thed

enbodi nent’ of _the invention; [0025] Figure 8 is ow chart ustrating a
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i nveRoPbys. emmq_ﬁ@g qup of a first user, a send message request, a universal

identification number of a second user and a series of text. The server then pushes via USSD
the series of text in a message to a second mobile device based on the mobile device contact
number of the second user, wherein the message is not stored in the second mobile device

and will automatically disappear after an active session period.

[0016] The invention will now be described in detail with reference to the

accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

[oo017] In order that embodiments of the invention may be fully and more clearly
understood by way of non-limitative examples, the following description is taken in
conjunction with the accompanying drawings in which like reference numerals designate

similar or corresponding elements, regions and portions, and in which:

[0018] Figure 1 is a diagram illustrating a system in accordance with a preferred

embodiment of the invention;

[0019] ‘Figure 2 is a flow chart illustrating a method for retrieving identification

information in accordance with a preferred embodiment of the invention;

[0020] Figure 3 is a flow chart illustrating a method for initiating an agreement

transaction in accordance with a preferred embodiment of the invention;

[0021] Figure 4 is a flow chart illustrating a method for egreeing with an agreement

in accordance with a preferred embodiment of the invention;

[0022] ~ Figure 5 is a flow chart illustrating a method for disagreeing with an

agreement in accordance with a preferred embodiment of the invention;



[0027] Referring to the drawi ngs, Figure 1 shows an exenplary system 100 for
facilitating comrerce and agreenent transactions and retrieval of

i denti fi calDi2012/G4m850r mat i on usi ng a nobi |l e devi ce. The sPeTSGRAAMIGSINPri ses
a server 101, a database 102, and registered users 103. [0028] The server
101 contains applications. The server 101 can be connected to a database
102. [9923dr nat i Viguye 6tiha flgwt chigrtsiBustoatinigsa miethwidrfor payisg i accotdibee withser 103
can corporate user. After registration, the
data§§§§??%§ﬂ3§ ﬁﬁggﬂﬁggﬁgggﬁg?les of the users 103. The database 102 can
al so have hol di ng accounts of various currencies. [0029] The server 101 has
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"pul leagsby" a Kigyre 8 igeavflew chartiBustrating & meghad fovcollectingf frem a boldingse rat e.
The aRBLhCRlc Rahdaatith Qﬁre?@r‘ié’@émb&ﬁmﬁﬁpéfftﬁgﬁwteﬁﬂén juser 103 include an

"NRI C' appli catl on that allows users 103 to check their identification,

"Ofer" and "Agree" applications that allow users to provide and confirm
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The various,_ap atjons are described in further detail in the subsequent
dr amrvr%éeprﬁ?‘éregérffb@rh@w%ﬂ?dnmw a website which allows users access to
it and its applications. Tie-ups wth the respective |ocal service
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i ndi vidual can al so upload his/her identification information into the

dat abase 102. This identification information can non-exhaustively include:

identity card information, passport ifaformation, nenbership informtion

medi cal history, driving license and vehicle registration information. This

identification information can be text based or can be a picture, for
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[ 0034] A snal | -si ze sticker can be issued to the individual that can be
pasted on the back of a nobile phone or a snmall key chain. The snall-size
sticker oao2oeva4isnf ormation |ike the individual's Uni vecssiG20d®nadbi cati on
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corparate user undey. the guise of redet erm ned associ ate of. the
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102. An individual can also upload his/her identification information into the database 102.

This identification information can non-exhaustively include: identity card information,



information. In step 201, a user uses his nobile device to establish USSD
communi cation with a server. This can be done by the user either calling a
parti cul awophnmmnnber or sending a short-code string wca/SG38DooBIe server
captures the user's nobile device details |ike nobile phone nunber and | MEI
nunber. [0042]In step 202, the server pushes the "Main Menu" application to
the pewspOY infobnhdorianemberskiprigformation; theditaltiistotyk drivingistnsezmidorehidlé |

appe e d t have
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and selecting the "NRI C' application. V\D 2012/ 044257PCT/ SG2011/ 000340
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server authenticates the password niversa ntification nunber by
checking them against the entries in the database to see if the password
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nat | BAIATElyTahin A emsleenauies pPSHOrLHOPHaRdlVoR varifisation mesterd craleihi cat i on
pr ot @S‘signed%\tlﬁﬁn@lﬂﬁiu@f ThBs: gabwérds Bk chd@iableSMS, MVB (Ml ti-nmedi a Messagi ng
Service) and HITP (Hyper Text Transfer Protocol). The display also has an
option for a user to select if the user wants to receive a picture of his

i denfdadgedat i onAcalieiuse pashhbrd ik Q%Ylifén’tlcﬁlhEpasgﬂard fdﬂ@uﬂ&ﬁflca{tﬁﬂl%ﬁbﬁsd‘spr a

pi ct eof his.identification cargtob nt . T‘%OM I n st 208,.the
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an individual, the server 101 dispatches a caller to call the individual under the guise of a

predetermined associate of the individual (for example, family member or friend) to speak to
the individual to verify the situation. If the caller establishes that the individual is indeed
under duress, the caller will contact the local authority to take action to help locate the

individual.

[0037] A corporation registers with the system by disclosing corporate particulars,
main and supplementary users (i.e. corporate users) and the GSM mobile numbers, GSM
IMEI numbers of all corporate users. The server 101 then assigns each corporate user a
Universal Identification Number. The corporate user’s personal particulars and Universal
Identification Numbers are then stored in an entry in the database 102. A corporate user can
also upload his/her identification information into the database 102. This identification
information can non-exhaustively include: identity card information, passport information,
membership information, medical history, driving license and vehicle registration
information. This identification information can be text based or can be a picture, for
example a picture of the identity card or passport. The database 102 may also contain

agreements or contracts which have been uploaded by a corporate user.



identification information of another user. In further enbodi ments, the
user can instead of choosing the "NRIC' application, choose fromthe

"l dentitywo=ot/oa2sa a " Passport” application or a "MnbecsisicGpiliapgstd cati on
or a "Medical history"” application or a "Driving |license" application or a
"Vehicle registration"” application if the user wants identification
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of the active session period, in the event that the offeror forgets t he
agreenent nunber, the server provides_an "I nbox" application and a "Qutbox"
app! 1Qd0l on f oA trugsusss paspwerd:is avioavensiesel nsHPorteios aydentitosppumosssep 303,
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server. This can be doné by the offeror either ca a par |cu ar phone
nunbfor exsmplerfithecosparatsyser edtndﬁ Anregs end hassksn fvrr@dge m@rsfee Sgndsr Ber t he

of f egaimpsle, VPNl the dB1MEE 901%t ifeslthdtGan@héd en&e»ygeq%m;raqla%@@@ﬁsm | MEI
number 0053] In s p 304, e se ver H ﬁi)aﬁﬁ Mai n Menu" application to
t he prate H%S’B’l S&é‘(ﬁrde 8[y2 ‘T’h’t—? e QOEPRFate PSS Wer She wi | |

appegnse%f arprediraimtine® amciat@optﬁeeé&]boﬁtm&url (@ord@téhf;ﬂ?e fARdyiméabéaee W | |
ave sug)rrenus for, the offeror . to

ect. from__The Cash"
51 PR Ftak 19 e adgpgaerisnt  VarE 1 Sietiolf e cAlag b ihis RS A
" For etpomt€sser is 1Hdééﬂlmfdér Makss ahdcalldebvﬁﬂ cont&f) DHd lloﬁalslhelibrﬁﬁﬁ) takbactidif er or
navi%g#gg to tége "Offer” appl i cation by selecting on the "Agreenent”
sub- logate ‘f‘éoc,rf’?lf?e't’sr?e 'Offer” application. [0055]1n step 306, the
offeror enters in his password t he agreerrent nunber and the offeree's
uni v i den ti;on n nth ‘Ofer” |I.C<'3.tl cl..cks OK,
ther@i%qlendl ngf i % %}h Mor nar{lgtimg 1e(:hseru@eerr call,lSI %m gﬁ’ cﬁeﬁ‘gﬁg%t?%r
pr ociedorasationi &n apazviphfuser nsguds tnobtile Qlssilce rto etstrathOUSSD hensenrieation
aut nefh!~akes, e Ol BE Bbn HHAREUREC AL GRRRNL OMTREL: AMOL{fhES0F

UnIVGI’S I dent’i IC&IOI’] nu agal n e en r|eS|nthe
dat agsading o skere-codestriagevia HISSH. The server captures the user’s mobile device details

like mobile phone number and IMEI number.

[0042] In step 202, the server pushes the “Main Menu” application to the user’s
mobile device using USSD. The “Main Menu” application will appear as an interface on the
user’s mobile device. The interface will have sub-menus for the user to select from. The sub-

menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very- secured-msg-pager”, “promo-
ads”, “Forex-rates”, “Password-MGT” and “Help”.

[0043] ~ In step 203, the user navigates to the “NRIC” application by selecting on the
“Identity” sub-menu and selecting the “NRIC” application. |



[0057] I n step 308, the server pushes via USSD a display that contains an
option for the offeror to select if the offeror wants to confirmthe offer.
WO 2012/ OW028i2RET215$G2011/ 000340 [0058] 111 step 309, theProfrisecar/ooeaéi rms
the offer and this is sent to the server'via USSD. [0059]In step 310, the
server retrieves the offeree's nobile nunber fromthe database and pushes
the B9d4ad conf I siepiand, the uses eptare inbisspaspwondeansblisomiversal ddentification

tele ' ' » sl E fier ' ' bl : eror's
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transacti on bei ng accepted by the offeree in accordance with the invention.
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browser, an ogin wth his true-use password and universal iden I cation
nunbE?S.SW‘PﬁEaltﬁ ‘F@V@”éaltlﬂﬁﬁlﬁ@a’ﬁwlgaﬂ@be‘tQferh]éd-agreenent view URL. [onbBl] After
the offeree has read the agreenent, the offeree nust click a ' CGenerate
Acknowl edgenment. Nunber' button as an indjcation of acknow edgenent.
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St epcfidZnurhbé, FiestVidid BSNE4AE 8atihaBEK M 86k el bf BirtlbedataRE iueheReit in a
VSMP. nessage viag USSD to th of~fer§§'? {mbi | e gﬂgb%ar ﬁ@l{g %&i,l e npunber
bei nEflFQMIIERIEAHON, BRfQMRL c3fh Pg 9ae Of dRe fellowdng: l§ MSt MM3 (Matianedia
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Wi .so,.be displ ayed. t he offeree's. browser. . the | D nessage W
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t he MM$.ve session period, in the event that the offeree forgets the
acknow edgenent nunber, the server provides an "I nbox" application and a
"Qut box" application for the offeree to view past VSMP nessages. [0063]In
st eple®®] the of ftepeoybessdrirequustsfbea denire of his idsttiflchticincdil@$dbe sent.

communi cation with a server. This can be done by the offeree either calling

a particul ar phone nunber or sending a short-code string via USSD. The
ser vEro48dpt ur edn step 2018f Hreowreer pubhésevia MNE do diat vidr's holike duvivielagpicture

devi SF{hQ h'lg&fzs iﬁgﬁ@ﬁtfaﬁgﬂ Qalld\gél w&f";{?)aetrext reminder to delete the picture after verifying

or viewing the picture. .

[0049] In another embodiment, a user can use the “NRIC” application to retrieve the
identification information of another user. In further embodiments, the user can instead of
choosing the -“NRIC” application, choose from the “Identity” sub-menu a “Passport”
application or a “Membership” application or a “Medical history” application or a “Driving
license” application or a “Vehicle registration” application if the user wants identification
information pertaining to passport, memberships, medical history, driving license, or vehicle

registrations.

[o050] | Figure 3 shows an agreement transaction being initiated by an offeror for an
offeree. Both offeror and offeree can be individual or corporate users. In step 301, an offeror
uploads an agreement or contract onto the server via a website. The offeror does this by
accessing the website using a browser, and inputting his true-use password and universal

identification number. The offeror then navigates to the agreement upload URL (Universal



WD 2012/ 044257PCT/ SG2011/ 000340 [0064] I n step 404, the server pushes the
"Main Menu" application to the offeree's nobile device using USSD. The

"Mai n MerwiO 2apppl4ezsat i on wi || appear as an interface on trh@/sckéarees+4s nobil e
device. The interface will have sub-nenus for the offeree to select from

The sub-nenus can be "Cash", "Bill", "lIdentity", "Agreenent",
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appllcatlon [0066]In step 406, the offeree enters in his password, the
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the offeree’ s passwor d, eror's universa cation nu
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ent r gRplaydd bhehd 3&&%? S Brdvises S5 fH%eV%l\ﬁf’ ?néé@ége%ﬂl[ cﬁ%%%%llpﬁgﬁle@]e %Ql%e? %)g 69] I n

server pushes to the offeree's device via

st ep thepofferppg mopile dewice gtter §hen enchpkthgaaesive pepsionneriadk ot ee@@etrﬂmt thermber
t he @H’EL%E' %rg%télﬂieV&rrﬁéheﬂtdﬁﬁﬁbéﬂ GRE sOReh Bmesaé}g “Ilbex 2 IpHIRARBh {%M”Per on

t he dj and cli t her éby sendin his information to the server
usi ngbU%S é;’éFhep‘?ng%"s@é@eWHii%Vé’M AMEsTRLeS mat i on of acceptance.
[0070]In step 410 the server processes and updates database. [0071]1n step

to th ff nobi | e device and the offeree's
o1 [ORFY T co. IRCIEBCaphats Gferohast fBp. mobie device {0 establish USS

communication with the server. This can be done by the offeror either calling a particular

phone number or sending a short-code string via USSD. The server captures the offeror’s

mobile device details like mobile device/phone number and IMEI number.

[0053] In step 304, the server pushes the “Main Menu” application to the offeror’s
mobile device using USSD. The “Main Menu” application will appear as an interface on the
offeror’s mobile device. The interface will have sub-menus for the offeror to select from. The
sub-menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very-secured-msg-pager”,

“promo-ads”, “Forex-rates”, “Password-MGT” and “Help”.

[0054] * In step 305, the offeror navigates to the “Offer” application by selectmg on the

“Agreement” sub-menu and selecting the “Offer” application.

[o055] In step 306, the offeror enters in his password, the agreement number and the
offeree’s universal identification number on the “Offer” application and clicks OK, thereby
sending this information to the server using USSD. The server processes this as an offer

request.

[0056] In step 307, the server authenticates the offeror’s password, agreement
number and offeree’s universal identification number by checking them against the entries in

the database to see they are valid.

[0057] In step 308, the server pushes via USSD a display that contains an option for

the offeror to select if the offeror wants to confirm the offer.
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[0072] Figure 5 shows a scenario where the agreenent is not accepted by the
of feree. Steps 501, 502, 503, 504 mrror the steps of 401, 402, 403 and 404
of Fi gur ew0.20{20073)I n step 505, the offeree navigates t@®Crise201M08eEgo ee”
application by selecting on the "Agreenent” sub-nmenu and sel ecting the

"Di sagree" application. WO 2012/ 044257PCT/ SG2011/ 000340 [0074] I n step 506,
the offeree enters in -his password, the offeror's universal identification

01 Sl apph SAP e, S LR REne eI RONE e AU RE IR on 10

t he §88Dber using USSD. The server processes this as an agreenment rejection.
[0075]In step 507, the server authenticates the offeree's password, the

of feror's universal identification nunber, the acknow edgenent nunber and

t he pgmednment Hursker 3by, dtaesdmvag retiemes flee offerdess niohile umbarafrase they see

th Lid. 6

oo 86t eh8, phABEoflel clfef Podifimalifl P IUHE! oRHEFESmioBlt Mo SRS ¢ 1
hi s telesompnuhicativn amtmu eafge condivmation hilloshaw dhe figrorse paiyersal

| de”{ Lhﬁ%t&ogg%tgﬂ th@ 9ok HEnBALAHEF hd METERL HAk"DFerd 1B l@ecalt G4 | ks

ere |s Information to e server using USSD. The server
proceplsa@e di.s as a conflrmatlon of rejection. [0078]In step 510, the
server processes and updates database. [0079]In step 511, the server pushes

to the offeror's nobile device and the offeree's nobil e device the
rej etaaée®d of t Higuee feshows an agreement transaction being accepted by the offeree in

accordance with the invention. In step 401, the offeree clicks on the URL link, enters his
true-use password and universal identification number and views the agreement on a
browser. Alternatively, the offeree may also access the website using a browser, and login
with his true-use password and universal identification number. The offeree then navigates

to the agreement view URL.

[0061] After the offeree has read the agreement, the offeree must click a ‘Generate
Acknowledgement Number’ button as an indication of acknowledgement. Clicking on the
‘Generate Acknowledgement Number’ button is not an indication of whether the offeree
agrees or disagrees with the agreement. It simply indicates that the offeree has read the

agreement.

[0062] After the offeree has clicked on the ‘Generate Acknowledgement Number’
button, in step 402, the server generates an acknowledgement number and pushes it in a
VSMP message via USSD to the offeree’s mobile number, this mobile number being retrieved
from the database as it is tagged to the offeree’s universal identification number.
Simultaneously, the acknowledgement number will also be displayed on the offeree’s
browser. As the VSMP message will disappear from the screen of the offeree’s mobile device
after the end of the active session period, in the event that the offeree forgets the
acknowledggme‘nt number, the server provides an “Inbox” application and a “Outbox”

application for the offeree to view past VSMP messages.

[0063] In step 403, the offeree uses his mobile device to establish USSD
communication with a server. This can be done by the offeree either calling a particular
phone number or sending a short-code string via USSD. The server captures the offeree’s

mobile device details like mobile device/phone number and IMEI number.
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[ 0080] Figure 6 shows a paynent transaction between a custoner (i ndividual
user) and a nerchant (corporate user). In step 60oi, a custoner uses his
nobi | e dewOce12m@4253t abl i sh USSD communi cation with a sePe@sG2diiogoadan be
done by the custonmer either calling a particular phone nunber or sending a
short-code string via USSD. The server captures the custoner's nobile
device details |like nobile devi ce/ phone nunber and | MEI nunber [008i]In
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processes this as a paynent request. [0084]1n step 605, the server

authenti cates the custoner’ e@ééassword and the nmerchant's universal

i denkA9%0¢ at i onlhutirertoy thtofierasg erteemimdys massware, éhe offezorisnuniversdht abase
t 0 s@entification Iﬂﬁﬁ'ﬁé’i‘)'ﬂ‘i’e ﬁ%d#ﬂéd@%hﬁzﬁk duﬁ%'i"afnﬂ%te'&?eé?ﬁgmeﬂu éﬁ@'ﬂ'léj- The

server al so checks e if t ynment amunt (1In ant def aul t
cur r 8ESP) aBRlcaLIgR apg gl 1‘3%59%%?”@%@ ‘Ehl%léf%”ﬁ@élon[t@@&ﬂer‘f?rslﬁ@ﬁuﬁﬁ@ t he
Ser VElie fedt@Podefsds Mis @8 h QMRptanclBRjuest. devi ce via USSD a display that has
an option for the custoner to select if the custoner wants to confirmthe
paynent to the merchant. [0086]1n step 607, the custoner confirms the

paynieis7hnd t hirs step Mtthé Q;ei'\ha@ dAuthdticates &hb)%‘ﬂ@reefsoﬁgsavbfﬁ sthe Poffedrs t he

server. dehi fromthe custoner
universa 1dent1ft11cat18 ﬂnowleg%ement number and the agreement number

by checking them the entries in the database to see they are valid.

[0068] In step 408, the server pushes to the offeree’s mobile device via USSD a

display.
[0069] In step 409, the offeree enters in his password, the acknowledgement number,

the offeror’s universal identification number and the agreemént number on the display and
clicks OK, thereby sending this information to the server using USSD. The server processes

* this as a confirmation of acceptance.
[o070] In step 410, the server processes and updates database.

[oo71] In step 411, the server pushés to the offeror’s mobile device and the offeree’s

mobile device the acceptance of the offer.

[0072] Figure 5 shows a scenario where the agreement is not accepted by the offeree.

Steps 501, 502, 503, 504 mirror the steps of 401, 402, 403 and 404 of Figure 4.

[o073] In step 505, the offeree navigates to the “Disagree” application by selecting on

. the “Agreement” sub-menu and selecting the “Disagree” application.
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account bal ance (in accordance with nerchant's default currency) and
credits the nerchant's account balance with the paynent anount. [0088]In
step 609,wOhe12sau25¢r pushes to the customer's nobil e dePCESGCR1A/080340

t el econmuni cati on protocol the debiting anbunt, the new bal ance of the
custoner's account and a text rem nder to the custoner to allow the
merchant to verify the custoner's universal identification nunber (which

My PSoAfOWN Ofin Bst& I KJ6E that 5f%ggnkf dnfeds G efliggﬁgsgﬁorgh € )df{e%ﬁQrOSS Ynlveej ep 610,

. rsa .
t he servér pushes_to the nerc s nobil'e device Via a econnunicati on

pr ot #leatifieaiion parmbes, rihe aeknewledgemeent swniher ancethsf agreemendr mitabér en dbe ount
and epfsexlee” SHPIREE6N bR litks t e i ' | Y§hsal
dont DERge’ SIRAAGD bf The A Sk aﬁ%bycsgﬁe@%dﬁ&t‘h?’gm\%?{‘?% ?%rﬁéys';(senbgif he
i s alUSSRaVhesarvernrocgssesithis ag an agieementisjestionj ust paid himis. WO

2012/ 044257PCT/ SG2011/ 000340 [ 0090] The server al so has a "Rfund"

appl fcation (refund nodul e) which works in a reverse manner fromthe
" Pay 0%5dppl i c&R iSHP GRBr Bet seEvareruthenticatesftha dffereeds passwprdiatbe ofterotie

cust gfRersal R fiditHaH RImberathé RkEMNe8sdrhdfR | Ninde Wnd FtH@Xgi%Q{?eLf] ﬂﬂﬁlﬁ%{]' on
betﬁgﬁ%tgp i pdi vi dual, users, a_ payor and a payee. Figure shows e

pay mehtngs nﬁég?lp eniFieg h the databassdpsee theyaraalid. t o a hol di ng account .
Figure 8 shows the paynent being transferred froma hol ding account to a
payeg' s account. [0092]In step 701, a payor _uses his nobile device to
estaEc?(Vé Uss Ibéh’uﬁ? e cKTVar tpbshess i thg offquee’s reabiledevdemuiahSSPiea payor
ei t héisplagl | i ng a particul ar phone nunber or sending a short-code string via
USSD. The server captures the payor's nobile device details |ike nobile
devi ce/ phone nunber and | MElI nunber. [0093]In step 702, the server pushes

t K\/g [ddyh Men Ll'hl a5 g; alhe @ﬂfelré@eﬁtbﬁ iﬁaﬁ@pésgwai;zp H}E@a&ﬁ&@v@t&%&ﬁ&ﬁ%m g_hle

" Mai u".,a | cat.l,on. J a ar. as..an interface on payor's nobile

devi e Stbtr P iReepal i tom SERER, <AL ieartrmetiar i ondhe BRARY acm  The

sub- clizhs ©OK; dherbly Setialing’ thid Hfdnhr'ia,tio'h!jtd&hé bdryer, usiB@ USSDEThe server prgcm;,\s/é_res g

"Ver y~secu - - et .. "prono-ads", "Forex-rates", "Password- " an
e BRI B gon

" Hel the payor navigates to the "XFER- TO' application
(transfer to :

[0078] In step 510, the server processes and updates database.

[o079] In step 511, the server pushes to the offeror’s mobile device and the offeree’s

mobile device the rejection of the offer.

[0080] Figure 6 shows a payment transaction between a customer (individual user)
and a merchant (corporate user). In step 601, a customer uses his mobile device to establish
USSD communication with a server. This can be done by the customer either calling a
particular phone number or sending a short-code string via USSD. The server captures the

customer’s mobile device details like mobile device/phone number and IMEI number.

[0081] In step 602, the server pushes the “Main Menu” application to the customer’s
mobile devipe using USSD. The “Main Menu” application will appear as an interface on the
customer’s mobile device. The interface will have sub-menus for the user to select from. The
sub-menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very-secured-msg-pager”,

“promo-ads”, “Forex-rates”, “Password-MGT” and “Help”.

[0082] In step 603, the customer navigates to the “Paydir” application (pay direct

module) by selecting on the “Cash” sub-menu and selecting the “Paydir” application.
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nodul e) by selecting on the "Cash" sub-nmenu and sel ecting the "XFER TO'
application. [0095]In step 704, the payor enters in his password, the
payment awount2/d4msdol | ars and cents, the paynent currenegT&edotilveouni ver sal
identification nunber of the payee on the "XFER- TO' application and clicks
OK, thereby sending this information to the server using USSD. The server
processes this as a paynent request. [0096] The payor can input the paynert
curr by keyi C o) opnt exanpl e,
1 ROSKAY ot e Bk el AR AR s ahlon MR dalrERE SRl T 001
or i deHersmxdt @ntmmi)élwrsmversa} rcbnt;ﬁcammnbnumher' &GDmerblganiom thek@Baydin” 065.
For r , deS|gned
For ARt e Ao R, et B B ok R ro o PR B B0 s "o
accoawetwocﬁeswmymemmqp&?or onIy has an USD account and a SGD
account, the payor can only choose USD or SGD as the paynent currency. WO
2012/044257PCT/862011/000340 [0097]In step 705, the server authenticates
the bRl s padsvierl Gosd ﬂlhesep‘eeye@ltbenlmamrﬁal custiemer’s |p@aetwomd anchitke by
checigldighdripg AL SHeddiftaBOh ufiber by BeckHeARRAL oL And el dnedile s S VO!
and universal 1dentificatlon nu re va e>Server alse ¢ sto
see {dptabpse tQé?‘?r\f tle pasviond a(ndrummrsad, identificatiomayumber arevalish cha)e serveedss t he
payo t stiep Vv
Dayo IS e BNE Ut A5 Rend HREM O HRP R bent R BELL Gl TS Bkl KRE or
to sengemer’s agepunthalaiicenant s to confirmthe payment to the payee. [0099]1n
step 707, the payor confirns the paynent and this is sent to the server via

UssD | oo]In step 708, the server debits the payment_ apount fromthe
p aon ‘g‘géccotnt In stel:P 606, the server pushes to the customer’ E n¥ob11e device via USSD a

display that has an option for the customer to select if the customer wants to confirm the

payment to the merchant.

[0086] In step 607, the customer confirms the payment and this is sent to the server
via USSD.

[0087] In step 608, the server debits the payment amount from the customer’s
account balance (in accordance with merchant’s default currency) and credits the merchant’s

account balance with the payment amount.

[0088] In step 609, the server pushes to the customer’s mobile device via a
~ telecommunication protocol the debiting amount, the new balance of the customer’s account
and a text reminder to the customer to allow the merchant to verify the customer’s universal

identification number (which may be shown on a sticker attached to the mobile phone)..

[0089] In step 610, the server pushes to the merchant’s mobile device via a
telecommunication protocol the crediting amount, the new balance of the merchant’s
account and a text reminder to the merchant to verify the customer’s universal identification
number. The merchant can skip this verification step if he is already certain who the

customer who had just paid him is. -
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bal ance and credit a hol ding account bal ance wth the paynent amount. The
server issues a transaction nunber. [ooloi]ln step 709, the server pushes
to the payoror/auisi’l e devi ce via a tel econmuni cati on pr @Cosckotiveozaew

bal ance of the payor's account, the transaction nunber. [00102]1n step 710,
the server pushes to the payee's nobile device via a tel econmunication

pr ot goohok he pdaihersesvenrlsodras al “Rfchedit afplicatiorofrefundheodulé)wehioh ywarrksimanme, t he

a ] ency and the transaction.nu r, for .t payee
o o TBlerfRher el phicp bt BRBeRRR ikGe S BERTaR RsthiPaRe momr s n et o
80i , tatheaypstomeses his nobil e device to establish USSD conmuni cation with a
server. This can be done by the payee either calling a particular phone
nunber or sending a short-code string via TJSSD. The server captures the

payedoeorivbi | e Figues ey dadad| ®llecthelynshowea deayimeat phvasectinnribetweend twd/El

nunber 3. er: he " NBi.n ny' application to
the Sk 1 R a0 e paded mB RO RN R B B A BB |
appe®@ayers arpounitte afhodding actduat. ftiguwre' Sshowisi the papuentdeinphransitreed from avi | |

have - § , o select from The sub-nenus can be "Cash",
"Bil Pﬁ%&né@ﬁﬁﬁ?{@'a,ptap%g%%gér%r%tt ", "Very-secured-nsg-pager", "prono-ads",
"Forex-rates", "Password-MGT" and "Hel p". WO 2012/044257PCT/ SG011/ 000340
[ 001 step e i ' LERLion by

el o0t on't ha Sipatia BRKERACHE 4E)R8 doliol W oot (ESP ARAUGRIGEE, 17

- [ oovithea server. dihiscan be deng by dbe @ayar ejthien calliog sapartionldr phore oninber onl

I dentybdd; i hol n | . | sal
 dens i LSS PLTRE bl Qe b o LN 2y
sendiikgmabile deviee/Pharg aymber andd Mfdparbaisi ng USSD. The server processes
this as a collection of transferred anount request. [00107]In step 805, the

server authenticates the payee's password, the transaction
f0093lj In step 702, thg s}a/rver pughes the “Main Menu” application to the payor’s

mobile device using USSD. The “Main Menu” application will appear as an interface on the
payor’s mobile device. The interface will have sub-menus for the user to select from. The
sub-menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very-secured-msg-pager”,

“promo-ads”, “Forex-rates”, “Password-MGT” and “Help”.
P

[0094] In step 703, the payor navigates to the “XFER-TO” application (transfer to
module) by selecting on the “Cash” sub-menu and selecting the “XFER-TO” application.

[0095] In step 704, the payor enters in his password, the payment amount in dollars
and cents, the payment currency and the universal identification number of the payee on the
~ “XFER-TO” application and clicks OK, thereby sending this information to the server using

USSD. The server processes this as a payment request.

[0096] The payor can input the payment currency by keying in the corresponding 3-
digit country code. For example, if the payor wants the payment currency to be in “USD”, he
would key in 001 or if he wants the payment currency to be in “SGD”, he would key in 065.
For countries that share a common country code, a special code can designed for them. A
payor can only input a payment currency that he already has an account in. For example, if a
payor only has an USD account and a SGD account, the payor can only choose USD or SGD

as the payment currency.
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nunber, the payor's universal identification number and the payee's
uni versal identification nunber by checking them against the entries in the
dat abase WO 20284157t he password, universal identificati @oTsGaingrgo3and
transacti on nunber are valid. [00108]In step 806, the server pushes to the
payee's nobile device via USSD a display that has an option for the payee
to sdbegr] i f tHe sepyges,ihstssrven antidnticates tite payorsrpasswadnind {HOBHREEN st ep

807, : LT nts to coll.ect  the n{ .arount..and
i & PiverBTRuARRo by SRR rl Babt HRConuti B0 RRY FRiabalToare tepi «
t he phe passworthandhtiniversal idaetificition munster avavalithThe servanalse chebiks 3o béwif payee' s
acco ' t unt . oni]hkn.step 809, 't erver
pus hggé P%ﬁ@%%aoye{eagmn%%e?%éﬁadga\) |uc§%g1l,2 \(;Wérerééyﬁ 1‘%& T oW f- t he
new bal ance of the payee's account and that the paynent anount hasbbleen
col | . [ 001 Lver pushes.tq the . 's..mobil e
devi ggéﬁia a teﬁll?ém;ﬁgea%}‘geﬁ pé)lrggﬁsgtgo e??éfgf)né)i’ Hﬁﬁ?“ﬁ%‘gg%gh aa@g@ﬂy ed by
t he pkatdwsandptioatfor the paypntmseleatdhdmgiayonwhass tbeenfinomnin paydent[t0Ghd 3] The
"CLCL5d8’ application acts-as an extra check in the event that funds had
been"transferred to a wong user. Mreover, as only a person with the
correct universal identification nurber and password can collect the funds
fromthe _hol ding account, this nmethod is very secure. Hence, even |.f a
payeé®®9loses i stepsion) equypreontirms thaprrmhentandihis ipsoitdo the sdreepayee’ s
nobi [ygsgevi ce is unable to collect the funds fromthe hol ding account as he
woul d not know t he payee's password and/or correct universal identification
nunber. WD 2012/ 044257PCT/ SG2011/ 000340 [00114]If the "CLCT-FR'

' ' ' ithin a tinme period fromthe
app| toccililtolo?n 'S Irﬂostcepe%(oe ,%g ger\%l:[ elbri]ts the Ipaymgnt amount from the payor’s account

balance and credit a holding account balance with the payment amount. The server issues a

transaction number.

[o0101] In step 709, the server pushes to the payor’s mobile device via a

telecommunication protocol the new balance of the payor’s account, the transaction number.

[00102] In step 710, the server pushes to the payee’s mobile device via a
telecommunication protocol the payor’s universal identification number, the payor’s name,
the payment amount with its currency and the transaction number, for the payee to execute
the “CLCT-FR” application (collect from module).

. [00103] . In step 801, a payee uses his mobile device to establish USSD communication
with a server. This can be done by the payee either calling a particular phone number or
sending a short-code string via USSD. The server captures the payee’s mobile device details

like mobile device/phone number and IMEI number.

[00104] In step 802, the payee pushes the “Main Menu” application to the payee’s
mobile device using USSD. The “Main Menu” application will appear as an interface on the
payee’s mobile device. The interface will have sub-menus for the user to select from. The
sub-menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very-secured-msg-pager”,

“promo-ads”, “Forex-rates”, “Password-MGT” and “Help”.
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execution of the "XFER-TO' application, the paynent anmount will then be
automatically credited back to the payor's account. For exanple, this tine
peri od camoke12244150ur s but can be set to any period of PCESGR¢11t0b@S46er ver .
The server has a tandem of applications: "PPOO' application (Prepay on
Order Module) and "CLOD' application (Caimon Delivery Mdul e) which works
si ni lle@105]t o t hén stepcRag, dlie bageERaTighteatplthe SCLONFRAAppKdaGdn Ay sebefihi cat i on,
exce {9 the " ' | i.cat. he nt..currency is the payor's
def at%?ltthgﬁéars'lénsc@mglﬁagtg %Js%gcgﬁléﬂtﬁgc@?%ﬁ&/ agﬁlﬁ%ggnbe specified by the payor,
and the transaction nunber is pushed only to the payor and not to the payee

(unl i ER-T th ion nuober is.pushed to.hoth.payor and
payeé?&m? er ef (C)irn \é\é,}%%eo“p%/% %%g%%\%\%rf’ Hﬂ(r}fl‘fﬂ PARYYOr .S Aye ﬁ’lr’lg‘?ﬂfgfcaéﬂ’él t hus

t he paipber,sthextzansaction ovhmbee atdithiDpapmyy inizeisahidentificdtioachuraber bunds unti |

t he 3 Dl t 5] Fl.aure.9. shows. a .s¢genari o where the
VP ACEERS AR i 0 s B, MR aaY Gl bR 45 Y StrPr e

(i ndiUPSBuZhe sesuer)proeessesithisas hicollectian ofitransfendd amonramyuestd t hat he can come
and collect it. In step 901, the nmerchant uses his nobile device to

est abl i sh. USSD communi cation with a server. This can be done by the

mer cFREIO7ki t herlncsien 8A5, thesarver euthentipiten thapasiee’s passverdditegtranssibos - code

st ri REmyL sfhes , r ' bile.device.details
i ke rrré%ihlla}e p 'oﬁézﬁﬁﬁgayg%gﬁ?%%ﬁral %@.@ﬁ??ﬁﬁeﬁs "{slﬁ‘éeﬁéagé%n%u%r ver

pus hBYmMPRE by \ehegking rthemapgainst athieoentries tingheetatdbmse 'te seebif [the qesswardysi ng

USSDuniV&@al ittt NBOH nuabRld itk 8Radhdd n ﬁaarr%%i&in interface on the

merchant's nobil e device. The Iinterface w ave sub-nmenus for the
merchant to select from The sub-nenus can be "Cash", "Bill", "ldentity",

" AQrEsuTeB) . " VBY Yrep€20d, GHe BEHRP FShes to BIeOHRRYSmobil - LAl B8s

" Pasguoy d:MaL. and PHelatp".e[oml ]Inesstf(,)eg{eQ o8 monild E s BB3SDAs 1o

t he ’g%rﬁib s apNtopAfor the PIyes &9 selestrif thmpayse wavts ip eollectr the-pasmpeptiger
sub- amountand sel ecting the "SEND VSMP' application. [00118]1In step 904, the

merchant enters in his password, his contact nunber, the custoner's
uni versal identification nunber, and a text nessage on the "SEND VSMP"

appl Eo&nbblt)) n <1':1_ ndn etepday, B, pdy@eé@ﬁ?ﬁgﬁﬁﬁlﬂ' WQwhits 30 '\b/dsgkegf fRtja9heh aﬁltsanf er ¥ﬁr
usi n . erver [ es IS as a sen nessage request. e
S il B e ORI,

t ext message w in the VSMP nessage. The text nessage can
either be keyed in by the nerchant or chosen from prepared tenplates. WO
2012/ 044257PCT/ SG2011/ 000340 [00119]In step 905, the server authenticates
the [994sador d arfe ster §e8,3he sdrdentebits tad paymeny aheunbiromithe kiliing hesuagai nst
t he ' AR if . password and uni ver sal

iden}%?%ri{dc‘igtﬁ id8%%%2%%@%?2%%&%&8?%%&%ﬁlr? psa?'léﬁgn H@?uﬁhe server pushes to
the nerchant's nobile device via USSD a di splay that has an option if the

Mer ciaggf]want sy Q&P N§dg, Mrengieg Iglﬁ‘ﬁesv Stlgptl[irgsfﬁgees tr%oi)ﬁ'ee SRR -
| telecommunication protocol the new balance of the payee’s account and that the payment

amount has been collected.

[o0112] In step 8io0, the server pushes to the payor’s mobile device via a
telecommunication protocol that payment has been accepted by the payee and that the
payment transaction has been completed.

[o0113] The “CLCT-FR” application acts as an extra check in the event that funds had
been transferred to a wrong user. Moreover, as only a person with the correct universal
identification number and password can collect the funds from the holding account, this
method is very secure. Hence, even if a payee’s loses his mobile device, the individual who
picks up the payee’s mobile device is unable to collect the funds from the holding account as

he would not know the payee’s password and/or correct universal identification number.
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[00121]In step 907, the nerchant confirms that the VSMP nessage is to be
sent to the custoner. [00122]In step 908, the server pushes to the

mer chant 'worotyd4esdevi ce the VSMP nessage via USSD. [ 00P23isicnonioeqs4@09, the
server pushes to the customer's nobile device the VSMP nessage via USSD.
[00124] The "Very-secured, msg- pager” sub-nmenu al so includes "Inbox" and

"Qut box" applications which allows users to retrieve fromthe server VSW

 sorronal Pocy (Eme IR rR“UplRieblTe HOEbrech @l ymtat L TR Ron ety o

a self-collection scenarl custoner or
ner cB¥esutiontod the SKEERTQageplicstion, theepdyRent lamouappml ahén ba autormstigallpt her

t he "Paydir”
o e el e g b £ Gl b e 9350 s eX¥OhTr It omp cat  on
nunb&¢ setitp 4By petied @ﬁéﬁ@%bﬁthecsawechoose to manual |y record the cust ;)Eer ) ZEND
“ t
VaNp TiERercl 4 4 Lo Bkl FapiEbEhs VRO ARG PR chRFUpEFERRRL AR o
goodsC VS " eRBlicatins | (Claigy ow DelivggModnle) svbich th(svmtmlaﬂyz totthe tamdstﬂnzﬁts OI st o
mﬁ d dr%q“ t «

\r/]\gll;)5| te alllttgv\? pggérre@rng{\hgn; to i;lé"‘@b@%ﬁn &%a%tztsﬁg% %P%Qpﬁp'i‘f *’tpy UOWy st oner s
at t H¢ Rayment icpErencphis the payers defaylt simenaysandathegrayoeie coremryecannot bean t he

CuSt g5Beified byfthy ﬁiy%' arldd88 tlahbdedibh Qlﬁnﬂ}é% ushibd 6K rto fle a;}a% 5’1?(? E?ﬂ‘é é{‘ he phone

d t nputting the customer's un Vers fon
tngngé%’ee [(Bglcl%’fk%fvﬂy Q:Ia 51% thg t%@S%Fé@@ Rumpsrdsptished togwtle phyarsindaragee).
envi TheteRné ahe bay&m;dh m@m\a& @R HsactlbMuf: DA M ﬂﬁt yeeP le)?%ﬁn%'ﬁ
nunb ave a conputer installed a e entrance of
t he sﬁi&lﬁt ﬁPBll‘faPé?PéﬂFO S%F ﬁ’@éﬁ% ds wngil ahe payse hands kinethe goods.
2012/ 044257PCT/ SG2011/ 000340 servi ces A custoner sinply needs to scan t he

b f th tick ted at ack of the phone to generate
qﬁreugoﬁgﬂger a dlgsquﬁfgt ‘T‘Qf"'g%tsgﬁénﬂﬂfeﬂ’ &‘F i MR dgyuieade & Merehank(ipdixidual can

t henum)awansnscto é)ebiSh’R:ummg(ﬁldlﬂdﬁilals@HStbQBﬁfrni Binf @hdthis tR BUesQBia of his
tur ngap He an concl)é: grtld I’ilect it tl?lestgpogcplt ‘iahe Itnglaé arrllte usrer:lél 'fns rngl? eege%lée to establish
USSD communication with a server. This can be done by the merchant either calling a
particular phone number or sending a short-code string via USSD. The server captures the

merchant’s mobile device details like mobile phone number and IMEI number.

[00116] Instep 902, the server pushes the “Main Menu” application to the merchant’s

mobile device using USSD. The “Main Menu” application will appear as an interface on the

merchant’s mobile device. The interface will have sub-menus for the merchant to select from.

The sub-menus can be “Cash”, “Bill”, “Identity”, “Agreement”, “Very-secured -msg- pager”,
“promo-ads”, “Forex-rates”, “Password-MGT” and “Help”.

[o0117] In step 903, the merchant navigates to the “SEND VSMP” application by
selecting on the “Very-secured-msg-pager” sub-menu and selecting the “SEND VSMP”
application. ’

[00118] In step 904, the merchant enters in his passwdrd, his contact number, the

customer’s universal identification number, and a text message on the “SEND VSMP”
application and clicks OK, thereby eending this information to the server using USSD. The
server processes this_as a send VSMP message request. The text message will form the text in
the VSMP message. The text message can either be keyed in by the merchant or chosen from
prepared templates.
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[00127] Whi | e exenpl ary enbodi ments pertaining to the invention have been
described and illustrated, it will be understood by those skilled in the

t echnol ogyocoresmuased that many variations or nodificati ®ns/siGavialoveny
particul ar design, inplenmentation or construction are possible and may be
made without deviating fromthe inventive concepts described herein. WO
2012/ 044257PCT/ SG2011/ 000340 CLAIMS 1) A nethod for sendi Rg i denti f: cation
|nfor n fr er il e ver, ha |n east
one a Pgatl ogﬁ] §e§ %ﬁ sg%vgsr %ergp% %sco?lﬂr%’e a% Ve a§§eal t he
dat a fieatinn pymbae by tbecking them mgamst dummtrma mftha c}atablasad td yeeofg uheﬁr s,
each n number and a passwor t he

met hpﬂ%ﬁ\{?ﬁ%ﬁ{%Iﬁglg@g[sﬁf‘i%ﬁﬁﬁ&lnob%%ﬂ{ qthhl ng USSD comuni cation with the
nobi | e devi ce; pushing an appllcatlon to the nobile device u?lng USSD;
rece from I hRQ8S LT ser, an
|dent{e|{(:‘)1|@gz]it| on Frhngtg t6| ghéjfe\gg% s\éh@S ?@K{I%ﬁl vers Blﬂ%g%?&fwggés n nunber
of adisplaydhaighassasy option if the memehamit veantstp comfirpassndingdthe VSMR nfessage taser and

the wH MRfordr. | dentification nunber of the selected user; pushing the
identification information of the selected user to the mobi | e device using
a tel ecommuni cation protocol. 2) The nethod of claimi wherein the

| dentédieeRt | ON Tk 584, ItAE et QBRATs tME OV AGsLDE & AN Qi 1) dent ity

card, passport, merbership, nedical hi story, driving ense an icle
regi thecustogper. 3) The nethod of clains i or 2 wherein the selected user is
the first user or a second user. 4) A nethod for usi ng ahserver to send an
of fe t he server having at |east one application, and the server

oper L‘E‘?lﬁfy corfleteR §oPothe spsveamRIshRes f%ghﬂme%’@@és smdile fgvige phe VAMR y of
user mes€ge hiaus$sD.havi ng a uni versal identification nunber, a nobile device
contact nunber, and a password; the nethod conprising the steps of :-

[oo123]  In step 909, the server pushes to the customer’s mobile device the VSMP
message via USSD.

[o0124] The “Very-secured-msg-pager” sub-menu also includes “Inbox” and “Outbox”
applications which allows users to retrieve from the server VSMP messages received by and

sent by the user.

[oo125] VSMP can also be used in a self-collection scenario. A customer orders goods
or services from a merchant. The customer pays using the “Paydir” application or some other
mode (credit card, cash etc). If the customer uses the “Paydir” application, the merchant
- would have captured his universal identification number. Else, the merchant can choose to
manually record the customer’s universal identification number. Merchant can then either
access the “SEND VSMP” application to send a VSMP message to the customer to collect the
goods via the website or via USSD. In using the website, the merchant is not bound by a
“session timeout which is the case when using USSD. Also, the website allows a merchant to
send VSMP messages to a plurality of customers at the same time. The merchant can also use
a bar code scanner to scan the customer’s universal identification number sticker at the back

of the phone to avoid incorrectly inputting the customer’s universal identification number.

[00126] ~ VSMP can also be used to promote a “paperless” and environmental friendly
environment. VSMP can be used to replace queue number tickets. A merchant can have a

computer installed at the entrance of the shop with different bar code readers for different
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receiving an upl oad of an agreenent by a first user using a nobile device;
i ssui ng an agreenent nunber to the first user; establishing USSD

comuni cawpani 244157t he nobi |l e devi ce; pushing an appl i cRCirsG201a/006330 mobi | e
devi ce usi ng USSD; receiving fromthe nobile device via USSD t he
password of the first user, an offer request, the agreenment nunber and the
uni vesrsies. iAdestonidreahplymeadsioacawthedbas @66k thé Sticker pasted AthBBALK F3hé Ng t he

password of the first user, the agreement nunber, and the unjversal ,

" denb 1S B TN Arsius Atiher Bd FHliateabe ueue waiting arHEPcan Tt merchagt ¢ he
nobi tan theniuse sewdh MSM P undssageab thé eustemeneh Howely the ctidoet 6f RBAUFRIAAEAL | ON
protgcql .. .. WO.2012/ 044257PCT/ SG2011/ Q00340 5) A nethod for using a server
to a@lgg(ﬁ?ané)ﬁlO(gﬁ?ee?o,un{eﬁgﬁ%t&e\fg?s Wé?ﬁeﬁg?%t | east one application, and the

server operatively connected to a database, the database storing a
plurality of users, each user having a universal identification nunber and
a password; the nethod conprising the steps of :- displaying an agreenent
to alassey]l the Whide dxamiphagy aembddilrente \pectiaining ui tig aveatisnOnhved BagNt

nunb : fiter the user . has read th ree t;.establishjng USSD
commechiBed B2 HRBlrafte, Bl tR 38R o 85 Hoef AL B RS sol6H PBcaried rmobi | o
devi thet usamyy vestipns or modificatiosisn inviolving tpaeticuddri desigigvirtpleitieatdds8Dot he
passwor. : tan request .. the.acknow edgnrent nunber and
Pho histhublior B pixgthle A1 SR ABAF IFUHE At Bm B TEHER retiihg e
passdgsedbest herpi@. user, the acknow edgnent number and the uni versal

identification nunber of the user; sendi ng an acceptance confirmation
to the nobile device using a tel ecomruni cati on protocol.
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6) A nmethod for paying using a server, the server having at | east one
application, and the server operatively connected to a database, the

dat abase weaworg4a57|1 east one hol di ng account and stori ngCa/Sohorabéduy of
users, each user having a universal identification nunber, an account, a
nobi | e devi ce contact nunber and at | east one password; the nethod
conpELAIMS the steps of :- establ i shing USSD comuni cation with a first
nobi | e devi ce; pushing an application to the first nobile device using

USSD:) A métbeaiff sl%ﬁdifnrﬁ(iﬂé%tiﬂ%afibﬁ flforftidnerr GG Yl fefveY kta ange taﬁ&i@é/ TRt
a

request, .the password o [irst _user, a paynent anount e unl versal
i denf§TYTRV IRt

@he appligation, apd thessepver operativelyicoracteddpiarigtatiaee, phs swor d

of t BgtabadeSdtoting thefiéntifieatiohl Mesradtiond Y bfurfIRl | A hsBATBEh ?gertlﬁ@i z?f)nd
user; Jdebit.,ng.t he aﬁ nt %gnunt fromthe account of the I Tst user;
credP?Wﬁﬁab'@%ﬂ%?Hﬁﬁp gﬁﬁﬁﬁ? # BagsHertiol di ng account ; issuing a
transacti d{bmumibebompﬁsﬁlgmﬁéﬁgpgm_t ransacti on nunber to the first npbi I e
devi ce usiq a. tel ni catiaon protocol; sending a nmessage to the nobile
devi ce coﬁi%@FhﬁﬁﬁﬁgﬁgggnFW€“§EEBﬁﬂ %FF%@§§§EF$shing USSD communi cati on
wWith a sepasiingmbhpplicdevn &ethe PrisHiledigvied usipRlUssdt i on to the second nobile
devi ce usin f.ro he second npbil e device via USSD a

. USSD; receivin :
payment cﬁeﬁ%%fqiogh,th? Hgoﬁ’%’s sd\ﬁi?lcg Bt ¥ s@@oﬂ‘i‘fsﬂggf ohry firfle usetaramct i on
nunbieentifietioniinfprinhdom syamesttandrhe DhiveFsalndeefidagbg hﬂ&b@ﬁ@?&‘{bﬂéctteﬁiv@er;c ount of

iti e accou
2012/ 04@%]@%&%8%8 :{E}]l‘é Sé)s%%&od St t%(ej Iﬁtrétnu%exE Qx?d &aeyur;l?\?etrsa?i elflrt]iﬁcatci)on number
t he second user:
- of the selected user;

pushing the identification information of the selected user to the mobile device using
a telecommunication protocol.

2) The method of claim 1 wherein the identification information is anyone of the
following information: identity card, passport, membership, medical history, driving license

and vehicle registration.

3) The method of claims 1 or 2 wherein the selected user is the first user or a second
user. '
4) A method for using a server to send an offer, the server having at least one

application, and the server operatively connected to a database, the database storing a
plurality of users, each user having a universal identification number, a mobile device
contact number, and a password; '

the method comprising the steps of :-

receiving an upload of an agreement by a first user using a mobile device;

issuing an agreement number to the first user; '

establishing USSD communication with the mobile device;

pushing an application to the mobile device using USSD; ,

receiving from the mobile device via USSD the password of the first user, an offer
request, the agreement number and the universal identification number of a second user;

authenticating the password of the first user, the agreement number and the
universal identification number of the second user; '

sending an offer to the mobile device contact number of the second user using a

telecommunication protocol.
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The nethod of claim6 wherein the password of the first user is an
energency use password. The nethod of claim 7 further conprising the steps
of :- calwDngi2diesfi rst nobil e device under the gui se ofPCa/Spred®veqom ned

i ndividual to verify the situation. 9)The nethod of any one of the
precedi ng cl ains wherein the tel ecommuni cation protocol is anyone of the
follow ng: USSD, SM5, MVS and HTTP. i0)A nethod for sending a nessage using

seryer, ,t i.n Lgat t he
oper 811 vefy HESRL K WY1 Gyl | F880eoP 25 G (R b 180he ANBRBRL |
user spplicatibn,uared theisérvegr apenatively sehnededto fa database, therdetabase stobingea devi ce

cont gﬁ#ﬁ%ﬁﬁggqc@u&@ﬁﬁmg9ﬁnm%agﬁfengﬁ?agggﬁ{o%@egga&gg)ag%qa, of :-

esta comuni cation wth a evirce;, pushing an
appl i cat i the methodeomprisingiabsteps efevi ce usi ng USSD; recei ving from

the first ' ' ' m,y}%r . irst user, a send
messalge rgggggr%ag%éh%\%e;ﬁgg?yﬁﬁh%g% cati o %&%%‘?‘d%}fmrea second user and a
series of issuiegan acknowledgmentmymhes ted@msehafterdhe userdias readithe ngreementage to
a second Enbhididlaysasohasklianoh MnPhidadaries contact number of the

second user; wherein the nmessage is not store the second nobil e device
and wi || aushingen applioption tthesegbilgidewice usinadiSSPe sessi on peri od.

receiving from the mobile device via USSD the password of the user, an acceptance
request, the acknowledgment number and the universal identification number of the user;

authenticating the password of the user, the acknowledgment number énd the
universal identification number of the user;

sending an acceptan'cevconﬁrmation to the mobile device using a telecommunication

protocol.

6) A method for paying using a server, the server having at least one application, and the
server operatively connected to a database, the database having at least one holding account
and storing a plurality of users, each user having a universal identification number, an
account, a mobile device contact number and at least one password;

the method comprising the steps of :-

establishing USSD communication with a first mobile device;

pushing an application to the first mobile device using USSD;

receiving from the first mobile device via USSD a payment request, the password of a
first user, a payment amount and the universal identification number of a second user;

authenticating the password of the first user and the universal identification number
of the second user;

debiting the payment amount from the account of the first user;

crediting the payment amount to the holding account;

issuing a transaction number and sending the transaction number to the first mobile
device using a telecommunication protocol;

sending a message to the mobile device contact number of the second user;

| establishing USSD communication with a second mobile device;

pushing an application to the second mobile device using USSD;

receiving from the second mobile device via USSD a payment confirmation, the
password of the second user and the transaction number; '

debiting the payment amount from the holding account;
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crediting the payment amount to the account of the second user.

7) The method of claim 6 wherein the password of the first user is an emergency use

password.

8) The method of claim 77 further comprising the steps of :- ,
calling the first mobile device under the guise of a predetermined individual to verify
the situation. '

9) The method of any one of the preceding claims wherein the telecommunication
protocol is anyone of the following: USSD, SMS, MMS and HTTP.

10) A method for sending a message using a server, the server having at least one
application, arid the server operatively connected to a database, the database storing a
plurality of users, each user having a universal identification number, a mobile device
contact number and a password; |
| the method comprising the steps of :-

establishing USSD communication with a first mobile device;

pushing an application to the first mobile device using USSD;

receiving from the first mobile device via USSD the password of a first user, a send
message request, a universal identification number of a second user and a series of text;

pushing via USSD the series of text in a fnessage to a second mobile device based on
the mobile device contact number of the second user; wherein the message is not stored in

the second mobile device and will automatically disappear after an active session period.
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