MONI TORI NG AN OBJECT W TH | DENTI FI CATI ON DATA AND

TRACKI NG DATA BACKGROUND OF THE | NVENTI ON FI ELD OF THE
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nmet hods and systens for nonitoring an object. Mre

particularly, the present invention relates to

nmonitoring an object with identification data and

tracki ng data. RELATED ART In general, nonitoring

systens have been devel oped for specific applications.
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First, the high accuracy in identifying objects is
spatially linmted. That is, the objects have to be

wi t hi nRELAIED ARTar di stance of the identification
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rel'rable tracking senSors to track the activity of the
olgtheskindsfipkieale t he scope of the identification
sensors. Alternatively, nonitoring systens that focus
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accuracy in identifying the objects. However, these monitoring systems typically
are deficient in several ways. First, the high accuracy in identifying objects is
spatially limited. That is, the objects have to be within a particular distance of the
identification sensors of the monitoring system to maintain the high accuracy.
Beyond the particular distance, the accuracy can drop significantly. Secondly,
since the focus is on identifying the objects, these monitoring systems typically
lack or fail to provide sufficiently reliable tracking sensors to track the activity of the

objects outside the scope of the identification sensors.

Alternatively, monitoring systems that focus on tracking what is happening
in the monitored environment can track the activity of the objects in the monitored
environment, where the monitored environment typically can be any desired size
or shape. For example, the monitored environment can be small or large in size.
Unfortunately, the accuracy of these monitoring systems typically decreases as
the size of the monitored environment is increased. Moreover, these monitoring



Unfortunately, the accuracy of these nonitoring
systens typically decreases as the size of the

woumcioosed environnent is increased. Mreover, PCIAS2005/022688
noni tori ngsystens tend to assign tracking identifiers
to each nonitored object. These tracking identifiers
usually are unrelated to the real identity of the
nonitored object. A nonitoring system capabl e of
provi ding automated nmonitoring wth the desired | evel

of accuracy and flexjbility is needed. OF
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apparatus is utilized to nonitor the object. The
nonitoring _apparatus has a first _interface for . .
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sysdireiedboegucaracy ahe flexibilityds negdexppar at us i ncl udes a
second interface for receiving tracking data froma
tracking system Additionally, the nonitoring

apparatus further includes a nerging unit for nerging
and storing the identification data and the tracking
data of each nonitored object to formnonitoring data
for each nonitored object. BRI EF DESCRI PTI ON OF THE

DRAW NGS The acconpanyi ng drawi ngs, which are
incorporated in and forma part of this specification,
illustrate enbodi nents of the invention and, together
with the description, serve to explain the principles

of the present invention. Figure 1 illustrates a
nonitoring systemin accordance with an enbodi nent of
the present invention. Figure 2 illustrates a bl ock

di agram of the nonitoring unit of Figure 1 in
accordance with an enbodi nent of the present '

invention. Figure 3 illustrates data structure of
noni toring data in accordance with an enbodi nent of
the present invention. Figure 4 illustrates a flow

chart show ng a nethod of nonitoring an object in
accordance with an enbodi nent of the present

invention. Figure 5 illustrates operation of
identification systemand tracking systemin
accordance with an enbodi nent of the present *
invention. Figure 6 illustrates nonitored environnents

i n accordance with an enbodi nent of the present
i nventi on.



Figure 7 illustrates operation of the nonitoring
systemof Figure 1 in accordance with an enbodi nent of
woOheospoesent i nvention. Figure 8 illustrates ceopaISR®EN022688
functionality of the nonitoring systemof Figure 1 in
accordance wi th an enbodi nent of the present
invention. Figure 9 illustrates a first error recovery
functionality of the nonitoring systemof Figure 1 in
accordance wi th an enbodi nent of the present
I nvention ures 10A and 10B illustrate a second
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and scope of the invention as defined by the appended
claims. Furthernore, in the follow ng detailed
description of the present invention, numerous
specific details are set forth in order to provide a
t horough under standi ng of the present invention. In an
enbodi ment of the present invention, a nonitoring
system nerges a tracking systemand an identification
systemto obtain the desired | evel of accuracy and
flexibility. Although the description will focus on
non-i nvasi ve tracking systens, it should be understood
that the present invention is equally applicable to
I nvasi ve tracking systens. A non-invasive tracking
systemis configured to provide tracking functionality
i ndependently of the tracked object. For exanple, a
tracki ng systemthat uses caneras as sensors to track
the object is a type of non-invasive tracking system
An invasive tracking systemis configured to provide
tracking functionality dependent on something in the



possessi on of the tracked object. For exanple, a
tracking systemthat uses radio frequency transmtters
woaeuplmeds4b0 t he obj ect and radi o frequency sSenBaTAISRMS/022688
track the object is a type of invasive tracking
system Figure 1 illustrates a nonitoring system 100
i n accordance with an enbodi nent of the present
i nvention. As depicted in Figure 1, the nonitoring
system 100 i ncludes a nonitoring unit 10, an
identification sys , acki ng system 30.
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Figure 8 illustrates comparison functionality of the monitoring system of
Figure 1 in accordance with an embodiment of the present invention.

Figure 9 illustrates a first error recovery functionality of the monitoring
system of Figure 1 in accordance with an embodiment of the present invention.

Figures 10A and 10B illustrate a second error recovery functionality of the
monitoring system of Figure 1 in accordance with an embodiment of the present

invention.



detail in the description of the activity (or events)

and the nonitored objects involved is achi eved by
wobRdeiopiaag t he tracking functionality and the PCT/US2005/022688

identification functionality. For exanple, a person

can be described by uni que neani ngl ess code, nane,

enpl oyee nunber, passport nunber, height, the shape of

the iris, or any conbination thereof. Moreover, the

noni toring system 100 is sufficiently flexible to
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Figure 1 illustrates a monitoring system 100 in accordance with an
embodiment of the present invention. As depicted in Figure 1, the monitoring
system 100 includes a monitoring unit 10, an identification system 20, and a
tracking system 30. The identification system 20 and the tracking system 30 are
coupled to the monitoring unit 10 via connections 25 and 35, respectively. The
monitoring system 100 allows users to be aware of what is happening in the
monitored environment (or event) and who are the objects involved.

The monitoring system 100 merges tracking and identification
functionalities from the identification system 20 and the tracking system 30 to
exhibit several beneficial characteristics. The monitoring system 100 is able to



generated by the tracking system 30. This tracking

data is sent to the nonitoring unit 10 and processed
wegoeased bed bel ow. Continuing with Figure 1, PCiAIS2005/022688

identification system20 identifies the object by

mat ching the object with one of the plurality of

identities stored by the identification system 20.
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fystin120 i s higher than the | evel of accuracy of the

rackin

" stem 30. Thi bl
TBNOF PPIeRtS B9- SRR iges, 32%} pa gzteC%\ &, %“&e"‘her Kind
i objéetyin & h@ht@’ed zenmmrm(-:u:mtm caroreage irsizevisers sral 1o r&e

L et f b A@ﬂﬁwsﬁémﬁw
i Sysieg 30 Brare OhEE rmgnony)f s ek plenieyia the

He&iRg sehgors 6fembmfacnag byaters @Ot (mar?émbemmeht tHezteacking
i %Yg?ﬁm %:16 glgtlteg ﬁ g&))g%l% Lsgﬁ‘smc‘é/ %cﬁﬂ% fﬁ\é'ﬁ\%Sﬁ/%ﬁé% &qnonltorlng

tsystaral 06 onehe SO ETVIRTIRG (PIPGHETs m@ﬁﬁm%ssgﬁ’f%ﬂ 00
bi¥ aBIeCtﬁ Ihe&t§e %8 sRPE thbhdﬁntnﬁd%@h Slatahieorn &ssidentificationsystem 20

L e

piatrh enonitosegp daiatforeach mcgutpreﬂam@ot @@gglmgt angjysisjgndgiueries of
rﬁfsorﬂé‘r‘n’{ohﬂﬁdatfa' ngerprint recognition, voice

recogni As anot her exanpl e, the automatic
i dentification syst em can be based on RFID (radio
f r equeTiRymisetfrgt offiriacking am) identiiiatioh dgctiorerities maiws the

aut @@?ﬁ 3ij ‘?ﬁ“ibé b&%&)le%r §L¥}6ﬁ1‘é{809rlnbﬁl’éﬁln§"ah§|n6ﬁ5automated

omog&mrlnggqphgat&)nﬁpﬁgwllgla@g@scnpgqj gglé);lvl}a:lqygl oﬂaccBlpacy in the
' ﬁ‘&c%hd ﬂuﬁ@ﬁdn@ﬂy%métﬁﬁm? Auiomatgdahonikviag Bhplicatient is aghiefed by

qug@dgﬁCtg%cgjrr]% |55'ntﬁg:ﬂ{%ﬁ\ 'fl?rﬁ:%n%iﬂ{ gﬁ\lgcp %:Hggtr]&ﬁe%el of
vveletgthin thstt@peﬂpt@hzéthegaﬂﬂvwa(pf e@\t@@glgégg mﬁlgor@g ﬁ)ﬁo@@ts
aﬁ@s&ﬁ e%?acfhmba by %ﬁli‘z{dﬁgh? ggclétiﬁgf fuh€idndiy bind theddertiifiestion

nt i
ofunciigRaliy.  Ca1 S BRPle Ao ey TDREDY e FEAploRSs
sy6tiemante, ehipleydecember) passpor ndabar.ineighéripe shapef the iris,

r'g)P bﬁgfx#rﬂgln‘fs{wﬁ t&%%o?nﬁlo%o%? %%ﬁnoﬁﬁorﬁ@%?éiehﬁﬂbd)i%|sQchentIy

A MR ORI RKL I STy

t yRelatsd by essadfieappiidatiodent i fi cati on and
description obtained on the identifi ed obj ects. For

exanple, if the object is a person,
Refernng to Figure 1, the tracking system 30 IS a%le to determine/detect

the presence of objects in the monitored environment. Moreover, the tracking
system 30 associates a unique tracking identifier with the object. Furthermore, the
tracking system 30 tracks the position of the object at desired time intervals to
obtain a trajectory (e.g., in a coordinate system) for the object within the
monitored environment. The unique tracking identifier distinguishes the objects.
Maintaining the correct association between the unique tracking identifier and the
object affects the accuracy of the tracking system 30. Also, the tracking system
30 can be several tracking subsystems that are functionally integrated or
functionally independent of each other.



recogni tion using vision sensors provides a detailed

description but |ower identification accuracy conpared
woaodshve4dthl D t echnol ogy. Yet, both face recognpCras2@sd22688

RFID technol ogy do not provide the information about

the citizenship of the person that could be obtained

with a passport check at a security point. Thus, the

identification system 20 can be a combination of

mul ti sensor, multi-technol ogy, and human-assi st ed
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S sh e e B I8 PR B Y e
amfgltype_ahn@ guallty bf the rgcking sersors useidn J heyracking spgiem 30 is not
o = : . g :
oAty pruElibfBe b rdqpg Rt AP Ry IR PKTD
2eysiaid 30 Wees frarkincepngatsdhatasparReras, 'RERFn ﬂg‘%)EYaeﬁ‘??é%?S of
il\/g{gﬁ??lrfﬂfoging _@?stﬁﬁfﬁt g6 the rocvitorddemunogeenandxanpeesf t he
icatio t [
g ety e 8 BoRRY svolem P AR oA asc B canc
mohite caneerasiinfeared (IBReaneras rndiraegn Famarasi GAMEREL And
R O et Thi s data B
) 0. i rpre

r épYieR W&'ﬁ@”ﬂpﬁ‘éﬁpﬁg&'ﬁ be E%c%egh ogj eclt Sasgit Sngg t he
gnlt%? t racki gg [ den';qiefi e% S;(ﬁand as identification

ata T eendiyRhe fhof Srisbiastoae @ deeiieamsveRaRsbsdation of
Smith. “AFTer 'th f j
dHhedrachPd BRRS AR PEIPBD bR TRCReL e, e pasory of He
n%bltédrdldtj@t,ﬁy\dtlmmrjiaﬁb irakingpdertifiertané exaraplas akiracking data
repr i ifa i .-
- SBhsiaBiy e 0K it THE PRl bitaigbento i mofifing
i dlel’ﬁtmfan@'d?tr%ﬁ’ﬁsﬁﬁ@é depciires BelWt i fi cation system 20
repl aces the unique tracking identifier assigned by

ot §oFEAARRVEAPRYP TR el SRR Hodlnbdthe cie
urblytmaiiohing theoolfiewyithdonecof gheplualit dfddanbiies %tpr%’gPVdfgga
§m W%rgggag A %g&g@%ﬂ %é;]hegélg, ’d'rl?@i Qv éfitaba@ faoyiottat idehtificatiaie h
PR DTG ARG B PorTRg SRS PR systtth, S Tris s
Figesibledechlsestheddertificationsysteni 2yisd0nabf Thaids, fismPRiettihg
gﬂ&ﬁ@é’d Ha génfﬂbm&r bcdiBn A MREARR Gk iWbhificaioresyaRmMh BB BAN be
) present | nventl_‘pn., As depj ct In Elgure 2. é&g
iple RS B Vet RGN SurRBTSITR e SRy nbdiged
i rdreuirfcaesaly Iftidbendare okeadhngher. Hence, the identification system 20 can
utilize automated identification systems, human-assisted identification systems, or
a combination of both. A typical human-assisted identification system is given
by a police officer that checks the passport number from the people passing
through a security point. An automatic identification system can be based on
pattern recognition (e.g., face recognition, iris recognition, fingerprint recognition,
voice recognition, etc.). As another example, the automatic identification system
can be based on RFID (radio frequency identification) technology. This type of
automatic identification system allows wireless recovery of the numeric code on
an ID-tag equipped object, using a RFID reader.

Further, the identification system 20 can retrieve the identity of the object
and gathers additional data about the objects. For example, if the object is a



identification data fromthe identification system 20

(Figure 1). Additionally, the monitoring unit 10 has a
wonrewkiongosystem i nt erface 220 for receiving tPaTRISDWS/022688

data fromthe tracking system 30 (Figure 1).

Furthernore, the nonitoring unit 10 includes a nerging

unit 230 for nerging and storing the identification

data and the tracking data of each nonitored object to

formmonitoring data 235 for each nonitored object.
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a plurality of nonitoring data groups 310, 320, and
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e e e P R, b o
| GhegHitofdacatéon i rgetgedathe(mcnitarihg system 100 interprets this data as

representing tracking data for an object assigned the unique tracking identifier X
and as identification data for an object identified as a person named John Smith.
After the identification data and the tracking data for each monitored object is
merged, the monitoring system 100 interprets this data as representing tracking
data and identification data for a person named John Smith. In effect, the
identification made by the identification system 20 replaces the unique tracking
identifier assigned by the tracking system 30 from the perspective of the
monitoring system 100.

Additionally, the monitoring unit 10 is configured to process the monitoring
data (merged tracking data and identification data for each monitored object).



be descri bed bel ow in connection with Figures 4 and 5)
of a nonitored environnent. The identification system
waQoqeiognane 1) generates the identificati on daPar/us2005/022688

350A- 350C. Each nonitoring data group 310-330 incl udes
tracki ng data 360A- 360C associated with the nonitored
obj ect 342, 344, and 346. The tracking data 360A-360C
is generated when the nonitored object 342, 344, and

346 is | ocated withi n the nonitored environnment. The

tracki ng system 30 re 1 nerat t
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noni t ored object 342, 344 and 346 interfaces with the
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crlplono e identified object and the identity

Figure 3 illustrates data structure of the monitoring data 235 in accordance
with an embodiment of the present invention. In an embodiment, a computer-
readable medium has stored therein the data structure of the monitoring data 235.
Examples of a computer-readable medium include a magpnetic disk, CD-ROM,
an optical medium, a floppy disk, a flexible disk, a hard disk, a magnetic tape, a
RAM, a ROM, a PROM, an EPROM, a flash-EPROM, or any other medium
from which a computer can read.

As shown in Figure 3, the data structure of the monitoring data 235
includes a plurality of monitoring data groups 310, 320, and 330. Each
monitoring data group 310-330 is associated with one of a plurality of monitored
objects 342, 344, and 346. Moreover, each monitoring data group 310-330
includes identification data 350A-350C associated with a monitored object 342,



of the identified object are exanples of

identification data 350A-350C received fromthe
woOdeostaoid4cat i on system 20. Simlarly, the descPCpSo5/022688

of the tracked object, the trajectory of the tracked

obj ect, and the unique tracking identifier are

exanpl esof tracking data 360A-360C received fromthe

tracking system30. In the nonitoring data 235, the

identified object and the tracked obj ect are merged

into th ' d obje .
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dat a 3?9@@%@@6@@% %%@é 8C500ARA208 FigUNe BYFeptesents

b
ioelion woris BerRm rLAc L i el BeshEagl o A
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| Idatstayat es operatl on of identification system 20 and
tracking system 30 in accordance with an enbodi nent of

| dent | Mlrspvas S BgAeBORAET I oL e e L aRLRIG Fioure
ara |éj®|ﬁk/§wz§ll§’/ dr togiaaiiy )} srtitaned peca Gen)-monitaredsnvirennesnt, the
e HRBERA ga%é\ﬁays Or BckbGHsFE204 Bfid BBOB t&A B utilized to
determine whether monitored objects have entered or left the monitored
environment 510 and 540. The monitored objects transition from the non-
monitored environment to the monitored environment and vice versa via an
identification gateway (e.g., 520A). Moreover, monitored objects transition from
the monitored environment 510 to another monitored environment 540 and vice
versa via an identification gateway (e.g., gateway 520B).

As described above, description of the identified object and the identity
of the identified object are examples of identification data 350A-350C received
from the identification system 20. Similarly, the description of the fracked object,
the trajectory of the tracked object, and the unique tracking identifier are examples
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environnment 510 is (physically or Iogically)

partitioned froma non-nonitored environnment 530. The
woumistiosad envi ronment 510 has one or nore PCT/US2005/022688

i dentification gateways (or checkpoints) 520A and

520B. I n an enbodi nent, nonitored objects transition

fromthe non-nonitored environnment 530 to the

nmoni tored environment 510 and vice versa via an

identification gateway (e.g., gateway 520A). Mbreover,
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_ ange~ot sizes 'and shapes. Exanples of
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_ e same nonitored environnment or in different
noni tored environments. For exanple, it is possible to
i mpl engBteovsf, tes mdnitarirer data group@he-3ahofteach dnonitored object
e I, . . ; i .
e AT 24, Brichl) Ghen HeQRIE BIGRES0 Mot ) provics
miracking defaSE0AIBIRERWNG EapctorieRiitae ARG OCLs 342, 344,
is Bﬁﬂ ?@?,%a?ﬁ@g?&iﬁébr?in%ﬁ d)fnmbrwti?vhg tretwegu menioredrobjects 342,

| fi i on sys d oyed such that when

t %2411%\% qc%rl%yacogﬁaégﬁ%égﬁjg?gﬂg% at and transitions

through any identification gateway 520A and 520B, the

g‘;g't L%Fggré’?ﬂﬁé;taatés?% 2%19 Bﬁéftf Slﬁﬁvri]rlib’a gdwt\ddimuldffmmwir@an

S Sbkmecotonc el S3cabodnel Bint BB h iR reribns s

S Wigiestd Figuréd &3 aanded. f lnrect éropedithent;, theagethod 408 s configured as

; l%gﬁ\bg%'?l%%ééﬁtﬁi@l ?n%?r[]&ﬁ{ﬁ% sRire®RA cohplREr-redBalSle medium, such

y alTows | ementatiopn of different . .

t estvpargtiediskohhR ,(ﬁnr@tlp é?ﬁ({']tﬂmc%ﬂ?w élgk, a flexible disk, a

1; ?ﬁ?d Hi@{aﬁ ﬂgrbgnéﬂc_tthb@,td I?AIVB alRONda RAGM cart EBROYAtacias)-

DR o A i kiR P BRE RS S

gdiusiratiee @peration of identification system 20 and tracking system 8 in
accordance with an embodiment of the present invention. As depicted in Figure
5, the identification system 20 and the tracking system 30 are deployed to
monitor an object(s) in a monitored environment 510. In particular, the monitored
environment 510 is (physically or logically) partitioned from a non-monitored
environment 530. The monitored environment 510 has one or more identification
gateways (or checkpoints) 520A and 520B. In an embodiment, monitored
objects transition from the non-monitored environment 530 to the monitored
environment 510 and vice versa via an identification gateway (e.g., gateway
520A). Moreover, monitored objects transition from the monitored environment
510 to another monitored environment 540 and vice versa via an identification
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where the identification data is associated with each
nmoni tored object |ocated at an identification gateway
woeo@/o4@at eway 520A or gateway 520B) of a nonPCDUSE005/022688

environnent. The identification data is generated by

an identification system 20 depl oyed such that when

the nonitored object is |ocated at and transitions
through any identification gateway 520A and 520B, the
nonitored object is identified by the identification

orrova (exy, SHPRRESEHS. ThedroniGTed paviebnat 510 s havs ?h
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'tracki ng system 30. At Step
wqemtapp@anpba]rqm angietgie tracki ng data of each
nonitored object is nerged and stored, form ng the

noni t dat
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object 770 within the nonitored environnment 710.
Mor eOV@énturfuh@ Wil 5; itd identificatiemsyaiem 20 dreépigyed such

}uq@t Y"L @]etmcgﬂ@tn{]cﬁqbé '18558 QR RG angl?lgné Frduphaingd at
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identification gateway or in different identification gateways.

Referring again to Figure 4, at Step 410, identification data is generated,
where the identification data is associated with each monitored object located at
an identification gateway (e.g., gateway 520A or gateway 520B) of a monitored
environment. The identification data is generated by an identification system 20
deployed such that when the monitored object is located at and transitions
through any identification gateway 520A and 520B, the monitored object is
identified by the identification system 20.

Continuing with Step 420, tracking data is generating, where the tracking
data is associated with each monitored object located within the monitored
environment 510 and 540. The fracking data is generated by the tracking system

30.



nmonitoring unit 10 receives the identification data

(e.g., the name John Smith, the passport number X,
woOdeostaoid4cat i on occurred at identificati on gat ec@uszZEemN22688

at t=T1 , etc.) fromthe identification system 20.

Simlarly, the monitoring unit 10 receives the

tracking data (e.g., object assigned unique tracking

code Y is positioned at P1 at t=T1 , where Pl

represents the identification gateway 720A) fromthe

tracki ng system 30. Since the identification data and

the tracking data indicate object 770 is at
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the 1dentification data enables the
rmnltorlng unit 10 to determ ne whether the nonitored
obJ ect Opdatiors ofthe awiniorirng system of Figuretidn iapeprdance icip.
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dﬂ@ mrédv@f afe Wiehtifidakien syaemeam isroiaploped a@crdt’aa’awgemtm@
Al nﬁgleg frlalf ’H(fig %:g%d%\g 2h& %ﬁﬁ@%g%n )&ﬂeﬁﬁfﬁﬁt‘ﬁ)ﬁ he
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tfc%?uEﬁd%ﬂoﬁ@?sﬁeMZ(ﬁ positioned at P2 at t=T2) fromthe
tracking system 30. The nonitoring unit 10 determ nes

whet her the uni que tracking code Y has been assign
to anyAtrta:rT1t theebjexh 7 8@ is loGitedt at ld@mﬂpavmaig\fvesc?ﬂg%oThus

t e, gﬁt'ifﬁgﬁfh %}%?egﬁ' Bh ?Héﬁtlﬁés%ﬁg ij@cFPﬂ‘)e Alshat 418, the tracklng
it 10, s
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meitd. } e e @gmglcgtawstem 30 Slmllarly, tl'Sle mon‘%onng unit 1% receives
the tracking data (e.g., object assigned unique tracking code Y is positioned at P1
at t=T1, where P1 represents the identification gateway 720A) from the tracking
system 30. Since the identification data and the tracking data indicate object 770
is at identification gateway 720A (or position P1) at t=T1, the monitoring unit 10
determines that the received identification data and the tracking data should be
merged since the position (as provided by the identification system 20 and the
tracking system 30) is the same within the same time (as provided by the
identification system 20 and the tracking system 30). Hence, the monitoring unit
10 merges the received identification data and the tracking data to form the
monitoring data for monitored object 770. Moreover, if the monitored object 770
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Moreover, the tracking data in the nonitoring data

group would indicate the nonitored object 770 has the
wonejemotaany 780 in the nonitored environment 7PLO/USAI05/022688

t=T3, the nonitored object 770 is |ocated at

identification gateway 720B. Thus, the identification

system 20 identifies the nonitored object 770.

Mor eover, the tracking system 30 continues to track

the nonitored object 770. The nonitoring unit 10

receives the identificati t 0.« th
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gateway 720B provides a transition fromthe nonitored

env! ronnment 710 to a non-nonitored environnment, the
moni t o t=TEh freanoiiitded sbjpct 176rig) ocatedrst idﬁntiﬂpaﬂsm opieway
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gateway /20B provides a transition frgmthe nonit.or
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gﬁaﬁ'a tp%%ﬁ%@ﬁ?l 8ot X/ it8nlifkalidtPoRLRES alfBhiiafsh gateway 720B at
t=T3, etc.) from the identification system 20. Similarly, the monitoring unit 10
receives the tracking data (e.g., object assigned unique tracking code Y is
positioned at P3 at t=T3, where P3 represents the identification gateway 720B)
from the tracking system 30. Since the identification data and the tracking data
indicate monitored object 770 is at identification gateway 720B (or position P3)
at t=T3, the monitoring unit 10 determines that the received identification data and
the tracking data should be merged since the position (as provided by the
identification system 20 and the tracking system 30) is the same within the same
time (as provided by the identification system 20 and the tracking system 30).
Hence, the monitoring unit 10 merges the received identification data and the
tracking data and stores it with the monitoring data of the monitored object 770.




The nonitoring data 235 (Figures 2 and 3) can be
analyzed to find the cause of a problemin a

woandeioowd4ar area within the nonitored environmeat/ug26/022688
For exanple, if the nonitored environnent 7 10 is an
aisle in a warehouse or data center, an analysis of
the nonitoring data 235 can identify the nonitored
objects that were in the particular area within the
nmoni tored environment 710. In addition to supporting
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i dgmtification gateway 820A (or position Pl) at t=T1 ,
the nonitoring unit 10 nerges the received

identification data and the
Figure 8 illustrates comparison functionality of the monitoring system 100

of Figure 1 in accordance with an embodiment of the present invention. The
tracking system 30 tracks the monitored object 37 within the monitored
environment 810. Moreover, the identification system 20 is deployed such that
when the monitored object 37 is located at and transitions through any
identification gateway 820A and 820B, the monitored object 37 is identified by
the identification system 20.

At t=T1, the monitored object 37 is located at identification gateway 820A
(or Gateway1). Thus, the identification system 20 identifies the monitored object
37. Moreover, the tracking system 30 detects the monitored object 37 and
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tracking data and stores it with the nonitoring data
of the nonitored object 37. Since the nonitored object
wOZomlweady is associated with a nmonitoring dapaTgisens/022688

(as described in Figure 3), the nmerged data is stored
with the nonitoring data group. At t=T2, the nonitored
object 37 is |ocated at identification gateway 820B

(or Gateway2?). Thus, the identification system 20
identifies the nonitored object 37. Mreover, the
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merges the recelved identification data and the tracking data and stores it with the
monitoring data of the monitored object 37. Since the monitored object 37
already is associated with a monitoring data group (as described in Figure 3), the
merged data is stored with the monitoring data group. Moreover, the tracking
data in the monitoring data group would indicate the monitored object 37 has the
trajectory 890 in the monitored environment 810.

Since the monitored object 37 is identified at identification gateway 820B
(or Gateway2) and identification data is generated, the monitoring unit 10 is able
to compare the new content of the monitoring data (generated at identification
gateway 820B) with the prior content of the monitoring data (generated at
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Under the facts of Figure 8, "nunber of suitcases is

changed" warni ng nessage 870 woul d be generated
woesmse4b he nonitored obj ect 37 had two sui t cREBAISA105/022688

identification gateway 820A at t=T1 but had only one

suitcase at identification gateway 820B at t=T2. As

di scussed above, each identification gateway provides

the opportunity to recover fromerrors arising from

the tracking system 30. One type of error arising from

the tracki tem3Q | d | 0Sj .
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ohf=@kihg d4tal with the correct monitored object. The identification data generated
by identifying a monitored object at the identification gateway after the tracking
system 30 reduced the level of certainty facilitates recovering from this type of

error. This case will be illustrated in Figures 10A and 10B.

Figure 9 illustrates a first error recovery functionality of the monitoring
system 100 of Figure 1 in accordance with an embodiment of the present
invention. The tracking system 30 tracks the monitored object 37 within the
monitored environment 910. Moreover, the identification system 20 is
deployed such that when the monitored object 37 is located at and transitions
through any identification gateway 920A and 920B, the monitored object 37 is
identified by the identification system 20.
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identified by the identification system20. At t=T1 ,

the nonitored object 37 is |located at identification
wgabeway4820A. Thus, the identification systenp@0/US2005/022688

identifies the nonitored object 37. Mreover, the

tracki ng system 30 detects the nonitored object 37 and

starts tracking the nonitored object 37. The

nonitoring unit 10 receives the identification data

(S gt,fthet name John Smth, identification occurred at

identification 920 t t
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bef-9] i€ slpePwith tHe' A6HioRly db@idebup.at t=T3, the tracking
system 30 detects an object 99 From t he perspective

of the tracking system 30, the assunptl on can be made
t hat ol ede, 9@2rack|ngmys1lem 20llosey wack & theymoaitored object 37.

c q—lrWleg/FF 'tﬁ@trédkﬂfg BRdinRRS hﬁnﬁﬁingmgﬁhp would iRdigate the
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UYL Snd BERPEERK! of R iho Ghfri'BY, tRE ak8sthption can be
made that object 992 is monitored object 37 after considering time and position.
However, if this assumption is incorrect, the monitoring unit 10 will incorrectly
merge tracking data and identification data, raising the possibility that the ability to
unwind the incorrectly merged data may be lost.

Thus, the tracking system 30 starts tracking the object 992, after assigning
it the unique tracking code M. The monitoring unit 10 receives the tracking data
(e.g., object assigned unique tracking code M is positioned at P3 at t=T3, etc.)
from the tracking system 30. However, the monitoring unit 10 will determine that
in the monitoring data 235 (Figure 2 and 3) none of the previously monitored
objects has been assigned the unique tracking code M by the tracking system
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Thus, the tracking system 30 starts tracking the

obj ect 992, after assigning it the unique tracking
woQoms/Wee4The nmonitoring unit 10 receives the tPaTRISDWS/022688

data (e.g., object assigned unique tracking code Mis

positioned at P3 att=T3, etc.) fromthe tracking

system 30. However, the nonitoring unit 10 w ||

determine that in the nonitoring data 235 (Figure 2

and 3) none of the previously nonitored objects has
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Additionally, the monitoring unit 10 modifies the monitoring data 235
(Figures 2 and 3) to merge the monitoring data group associated with monitored
object 992 (which was assigned the tracking code M by the tracking system 30)
and the monitoring data group associated with monitored object 37 (which was
assigned the tracking code Z by the tracking system 30). Moreover, the tracking
data in the monitoring data group would indicate the monitored object 37 has the
trajectory 990 in the monitored environment 910. In an embodiment, the
analyzer unit 240 (Figure 2) provides this error recovery functionality that enables
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noni tored object 37 already is associated with a
nmonitoring data group (as described in Figure 3), the
worl@ad4adat a is stored with the nonitoring dat2CUUSAD5/022688

Additionally, the nmonitoring unit 10 nodifies the
nonitoring data 235 (Figures 2 and 3) to nerge the

nmoni toring data group associated with nonitored object

992 (which was assigned the tracking code M by the

tracki ng system 30) and the nonitoring data group

associated with npnitored object 37 [ ch :
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At t=T2, the tracking system 30 continues to track the monitored objects
37 and 5. However, the monitored objects 37 and 5 move to a location where
they are near each other such that the tracking system 30 becomes confused and
is unable to distinguish the two monitored objects 37 and 5. Although the
tracking system 30 is unable to distinguish the two monitored objects 37 and 5,
the tracking system 30 determines that they are at positioned at P2 att=T2. The
monitoring unit 10 receives the tracking data (e.g., object assigned unique tracking
code X is positioned at P2 at t=T2, object assigned unique tracking code W is
positioned at P2 at t=T2, etc.) from the tracking sysiem 30. Since the monitored
objects 37 and 5 already are associated with a corresponding monitoring data
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at P1B at t=T1 , etc.) fromthe tracking system 30.
Since the nonitored objects 37 and 5 already are
wesssmoai4ed Wi th a correspondi ng nmonitoring dapPaTgisens/022688
(as described in Figure 3), the tracking data for each
nonitored object 37 and 5 is stored with the
correspondi ng nonitoring data group. At t=T2, the
tracking system 30 continues to track the nonitored
objects 37 and 5. However, the nonitored objects 37
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At t=T4, the tracking system 30 continues to track monitored objects 1001
and 1002. As discussed above, the tracking system is 50% certain that
monitored object 1001 is monitored object 37 and is 50% certain that monitored
object 1001 is monitored object 5. Similarly, the tracking system is 50% certain
that monitored object 1002 is monitored object 37 and is 50% certain that
monitored object 1002 is monitored object 5. The monitoring unit 10 receives
the tracking data (e.g., object assigned unique tracking code X or unique tracking
code W is positioned at P4A at t=T4, object assigned unique tracking code W or
unique tracking code X is positioned at P4B at t=T4, etc.) from the tracking
system 30. Since the level of certainty related to correct association between
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| evel of certainty related to correction association
bet ween tracking data and nonitored objects. The
wounistiosd4ng unit 10 receives the tracking dat aPCeUg2005/022688

obj ect assigned uni que tracking code X or unique

tracking code Wis positioned at P3A at t=T3, object

assi gned uni que tracking code Wor unique tracking

code X is positioned at P3B at t=T3, etc.) fromthe
tracki ng system 30. Since the level of certainty
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stored with the corresponding monltorlng data group.

Referring to Figure 10B, since the monitoring unit 10 is 100% certain that
monitored object 1002 is monitored object 37 due to the identification system
20, the monitoring unit 10 can determine with 100% certainty that monitored
object 1001 is monitored object 5. Thus, the monitoring unit 10 modifies the
monitoring data 235 (Figures 2 and 3) to merge the monitoring data group
associated with monitored object 1001 and the monitoring data group associated
with monitored object 5. Furthermore, the monitoring unit 10 modifies the
monitoring data 235 (Figures 2 and 3) to merge the monitoring data group
associated with monitored object 1001 and the monitoring data group associated
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nmonitoring unit 10 receives the identification data

(e.g., the nane John Smth, identification occurred at
woOdeostaoid4cat i on gateway 1020B at t=T5, etc.) fPrPomuShm®s/022688

identification system20. Simlarly, the nonitoring

unit 10 receives the tracking data (e.g., object

assi gned uni que tracking code X or unique tracking

code Wis positioned at P5A at t=T5 where P5A

represents the identification gateway 1020B, object

assi gned uni que tracki.n ode Wor, uni que tr.ackj
o RN cso) 6P T Senbe tzcipd fatd e oRRERD Bt
tgraobs. wouBlyisdieate 812 mShitored bbject 3Tames the trajectony #@A%IN the

|
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obq)Qﬂ:lﬂ ﬂl@U@“ﬁQﬁ@ﬁ“Y‘ﬂ%\ﬁTﬂqrﬁl 049 W%%@Q@TGT%QW Funit
PO&d tRigUte E?ﬁbov@“es&h@' Brrott feeovary furatiomagityuthiat erfdblesmegaery
e receiv
nﬁwﬂ@greé@r At RS B EL e end, o
winabilitydo distingsishonprioredigectaiigt gnemeééem &heth t he
nonitoring data of the nonitored object 37. Since the

t d obj ect 37
Toni t ARG PR edt e HsERp it ecyiable
m?fstladlodas’@redsmsatmrmmtwreadahlﬂamdmﬂe§p@h@ﬁ agagnetic disk, CD-
nEt@l\?l ot %lcgl%é’dlgﬁ\o& RopREdi€k, f@lb‘ié’dlgk HHRd HSR, a Fiaghetic

e o ot FON PREL A P M S hair b Al T4} 8

[ ﬁ@aﬁu’nﬁ frﬁmtwhk[h a;gmmﬂfan reb@& nonitoring unit 10 can
determne with 100% certainty that nonitored object

1001 is nonitored object 5. Thus, the nonitor uni t

10 nodiThe éeregaieg Aesarplensef sPeclic eawodime)iis 8&“2 BRPNS)

t %\)é?f‘ &?Iaé\?bgoéghfbrégéntéw&ﬁ pumpoges upillasistion ahe deséription. They
noni tor.e e
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assocl| at e ore
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5.en@blerottiars ekillddin the art ta vegt dtiliza theninvérdiomant varousy dat a

9 re%% ALeTIIN ?lgg ggﬁcﬁfétrﬁ odifteifRhd %%‘E'ut@@ioetﬁé pﬁﬁlcmaﬁuédﬁe

trajec ory e nonitored

wiehieTniateso s biandeqiadhe SCOReof the S RaT e 5 MUY he
| IClhigs dppentied adre@cnamdmrrmmvh(enm In an enbodi ment,
the analyzer unit 240 (Figure 2) provides this error
recovery functionality that enabl es recovery
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froman error arising fromthe tracking system 30
caused by confusion and inability to distinguish
woumcioosed obj ects that are near each other. | RCENS2005/022688
enbodi nent, the invention is configured as
conput er - execut abl e instructions stored in a
conput er -readabl e nedi um such as a magnetic di sk,
CDROM an optical nedium a floppy disk, a flexible
di sk, a hard disk, a magnetic tape, a RAM a ROM a
PROM an EPROM a flash- EPRpMpq®r any ot her medi um
fromwhich a conputer can reaa’| The foregoi ng
descWhatis Giedmed isspeci fi ¢ enbodi ments of the present

i nvention hay /?mgﬁ%ﬁnﬁbﬁﬁa?é‘th@@ﬁ%mﬂﬁr@%es of
illustration and description are not |ntended to
be exhaugtfirsénterface§210) Fﬁrfeqenlg\g 'ﬁ%‘ﬁ?ﬁ‘“&ﬂ daig ‘Eoﬁba’br eci se

for n’,ge,q‘@gﬁdp,ss@gtenﬂgg}, rrany modi fications and variations
are possible i'n t he above tea

e o reraeecqiis R 0P SRRy PR dhaorm f YeansL o¢

expl gjsferh (B®);RINGNCI pl es of the invention and its

pr actl cal |icat to thereby . enabl e

PiT 1 ed” iaeRipant 40) fk ferditd FmsTRger Baifidien gaa
var i gré saataciingmits oidach moaitdred sbjawidé forro atontberingaiatae(285)

suited to the particular use contenplated. It is
At e%&@&‘ﬂi WS?'tCFﬁio@%cg'pe of the invention be defined by

the Cains appended hereto and their

equi val eny s. Grﬁ‘elé’[\fﬁp é S’argl]u?'(@gs ?e%lte&' AaifPuktRér N9

appar at us®'(10) I nter ace (210) for
r eceicompgsinglent i fi cati on data froman identification

syst em ( 28] andiz3PG940) 1S r&%ggnégémnomérmb%@ (285)9

tracki ng omatrac I'ng system (30);
m& ging unit (230) for merging and storing said

i dentificati ogggﬁoﬂnt?nﬂ?; a%ﬁorgtljsr(ﬂ?)@srﬂ&lt@mrﬁd@fm Eﬂﬁé\'em

noni t or ed obj nitoring data 23%%
each saishartaiyzethnit{p4® facilatesTermAasing NeW corentoh & frgaitoring

(10) @%a (2%8} 5feaqn6rﬁtogd%bfgct1wﬁﬁjﬁr¥d? B6ntERIBPEAIS IridBitoring data

(235) of said monitored object.

20
4, The monitoring apparatus (10) as recited in Claim 3 wherein

said analyzer unit (245) generates a message (245) based on result of said

comparison of said new and prior content.

25 5. The monitoring apparatus (10) as recited in Claim 2 wherein if
said tracking system (30) loses track of a first monitored object (37) within a
monitored environment (910), said analyzer unit (240) determines whether a
second monitored object (992) represents said first monitored object (37) lost
by said tracking system (30).
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an anal yzer unit (240) for processing said nonitoring

data (235). 3. The nonitoring apparatus (10) as
woegisieds4dn Cl ai m 2 wherei n said anal yzer unit PC2A482005/022688

facilitates conpari ng new content of said nonitoring

data (235) of a nonitored object with prior content of

said nonitoring data (235) of said nonitored object.

4. The nonitoring apparatus (10) as recited in Claim3

wherein said analyzer unit (245) generates a nessage

(245) baged gRy Fr%ﬁ#ﬂrfng%&pa?ﬁﬂug (F0YBR AGHE@T Clhintaivlersiaw
and prior content

RO P 740) FskPeRIR SiomHaion FLIBRRTGe  m

( 30)|dén9ﬁ€a%oﬁ 5?&&11 o) diehiifying sammitst ﬁfoﬁﬂ:brabplﬁjectt (f{73 Bfter said
hin a noni

Ui tie0King FredRem GOHOsLEAdNAb P Ao ek s (5 oerein

apj %td £rdf28r drRRA® eidFies 8kid nfonfteringrdatd 0265)emhsetbpresald
(37) | ost by sai d tracking system (30).6. The

noni deRMHgI8Hpar at us (10) as recited in G aim5
wherein said analyzer unit (240) makes said

det t t

System (30) THETPTGTRARRApS (P L HERe b P ERh 2herdn

( 37) said fradkirgadysteht (A0)KreKs 8 plstatity df B®)itdree pb]pq;tam I@ﬁ

T8l PR 0 55 A IR R oo

( 235perbmerbiated meaodectasmannabm@ﬁen frackingdaipand i ng
t d

£ BNy Slteif saf b2 R (0T Ercgais @l eharly ““E"ed

obj ecdsponsetth lsaldadamﬁﬂatlm wt@h@o) l@ﬁh‘éﬂf‘g phileash e ficpa|c

sai d [qff'é‘réa BGedY %ﬁé‘r@b (o3 Bkkih G SHEER (308 Fddatet said edraired t o

corr 8Ct assocration between tracking data and said
Mdni t ored objects, said analyzer unit (240) increases

sai d certqint Yhé ﬁoﬁn?o‘-‘rﬁ@ %ﬁ&arét@s %ﬂ]) ds retfed infOImﬁﬂ wimerein
systen1(20& denti f
g

one of sai
obj eseid aas L@al(%ﬁ 81@%@6"%9@9'&%&“9%‘? WPSHH‘S és'gégég
certabftidy. 8- The nonitoring apparatus (10) as recited
in d a|n1¥ wherein said analyzer unit (240) nodifies
said nonitoring data upon increasing said certainty.

20 9. A monitoring system (100) comprising:
an identification system (20)for generating identification data
associated with each monitored object focated at an identification gateway of
a monitored environment;
a tracking system (30) for generating tracking data associated with
25  each monitored object located within said monitored environment; and
a monitoring unit (10) coupled to said identification and tracking
systems, wherein said monitoring unit (10) merges and stores said
identification data and said tracking data of each monitored object to form

monitoring data (245) for each monitored object.
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9. Anonitoring system (100) conprising: an
identification system (20)for generating

woOdesstdoid4sat i on data associated with each noni POTAE2005/022688
object located at an identification gateway of a
noni tored environment; a tracking system (30) for
generating tracking data associated with each
noni t ored object | ocated within said nonitored
envi ronnent; and a nonitoring unit (10) coupled to
said i deﬂ)t [ f| ? 46%f'iﬁoﬂﬁ&l BnobRbESHd mdifidei n sai d
noni t ori ng un| S rges an stores said
i derbmprigieggd:i on data and said tracking data of each
moni tor & n‘étﬁtlﬁﬁﬁqbeﬁ'\‘t?ﬁcfa%mé'@ Q!sgo@faléalgmtﬂlf&aah Mﬂﬁdre(ﬁ olsject

each nonttore
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system (20); generati n a associated with
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dat aggécteach nonitored object to form noni tor| ng data
(245) for each nonitored object.
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