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WD 2004/ 091134 PCT/ GB2004/ 001484 METHOD AND SERVI CE
FOR THE AUTHENTI CATI ON OF A PUBLI C KEY CERTI FI CATE BY
WORAMNEI @B+ QUALI TY CHARACTERI STICS Field of theCT/GB2004/001484
invention 5 The invention relates to security
mechani snms for electronic transactions; specifically
METHOD Wi® S©IRVRUDIHOR ey acTnHtrogi@pRyof or pusitichent iceatimarads by MEANS

el ectroni c (di gigt 8barSvoadkREFeS:Ts@fet det ermi nati on of
the quality |level of such authentication and signature

procedures. 10 Techni cal background Aut hentication
(proof of identity) is crucial to many applications
and services in the electronic world. Today, this is
TAFAISF BRTOMEFFEIR8d 15 by username and password. A
password is an inherently weak nechani sm Furthernore,

passWaledsnSai8, 3Rphi&s b ose@hhﬂry AEEHAN 8L RASAL:t0hni c
SRS REC LB 2RO QoD LI BLERl, Ol L LB E N
aélutb%rattlucawcaluﬁe%%leswswé@hﬁb@r ssﬁ%nat&ge% §8erdgsggipation of
tive| duaddyoirdvel hafy eutin auhieenrtangei cof 22D sigernaresrardures.
password for different 20 services on the Internet.
Tecgnl%%gbgr kof usgir nanmes and passwords is expected to

ar ow, 4s 1he nunber of services offered on the
I nternet increases. Electronic |IDs based on public
key auypémgrapinn apctbagent iifdesates i25Srussaledobyarsy applications
ahﬁugr%;duc&e it f4L %&@ctﬂ%&lh@rv\}o&Yd ( %ha@f ftﬁis aily malnly accomplished
al ternat | Ved apsos aﬁ?} A p'o\ascertcll]CI an Qﬁc’tlg' w ar];emg&a%:v_sm

B UBT e R PR HEY or mati on

F@F%‘Eﬁm@’ﬁ?c pﬁasvr?eﬁ?%ésaa@e@%mrt@s O’a*f*ﬁf meﬁt?ﬁltlé%éﬁﬁﬁed on shared

spotant)i ahdul driepldacEagnal forudefTrames artapasswoeds rigr password

ah@ﬁeﬂt@caﬁ@tnde’fhei Fs’%!@idtf@.oggiﬁlﬁﬁkﬁpﬁo@géwﬁm%J&Bﬁe,t Re a user today
ctionality o el.ectronic sign [ .

"Véioﬁc‘]:lucr?emﬁ‘?IEEL %on r'ép %h afrony % nd-estabri sa&né ?gwo? B for disferent

SEEEIAE D n?%ﬁ-”ﬂ%‘h afharwiogr (oéoﬁﬁlaléﬁtﬂf Fct prsgygrds is

eikpé@gadi ty )grofn.as ehectumber of | f2rwiibés edfistst ooftile 3nternet

jeerddbkcates and correspondi ng key pairs (public keys

in certificates and private keys. held by the owner of

the electronic ID) depending on the need for

di f f ELEREr G sIDEnhEtY 911 fHURAL @ Y5 HE O I ¥t CGERfécates
igsughat ur eruenst ¢pttidn cattuphemtricat (@) of Not en tdlgernagive

2BbE&HHOM Cce!r&ﬁlr&aeym@a@laenaﬁa Reaissied . afhce this
Sycp %:L(arti Q.%t Can ktjl'?e %Ile tron:x.c %é.}( pner ﬁggds t()\% 1{3& QQBF'E
onyny. 8

pseu %anlsa I'ons and ganlsatlona
counterpart p entia ly replacing all usermames and passwords for the ID

holder. Public key cryptography offers the added functionality of
electronic signatures on documents (non-repudiation), and establishment of
secure communication channels (confidentiality and integrity). An
electronic ID will consist of 1-3 certificates and corresponding key pairs
(public keys in certificates and private keys held by the owner of the
electronic ID) depgnding on the need for different keys and certificates
for different usage (signature, encryption, authentication). Note that. an
electronic ID in principle may be issued to any subject that can be -given
a name: persons (real name or pseudonym), organisations and organisational

units, roles, computers, services, network addresses, and so on.

A Public Key Infrastructure (PKI) consists of one CA, or several CAs

in a common system. A PKI may be anything from a simple system serving one
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units, roles, conputers, services, network addresses,
and so on. 40 A Public Key Infrastructure (PKI)

W@ o0gi0st134 of one CA, or several CAs in a conmP€I/GB2004/001484

system A PKI may be anything fyoma sinple system
serving one WO 2004/ 091134 PCT/ GB2004/ 001484 2
organi sation to a community service issuing the
el ectronic parallel of official, physical ID cards.
Egeni seténn | fonht fargun iy seopaet B5IHBY | Hiet etequpapt¢ @arallel of
F¥s)a1,t BeFa carerp sas@veral hundred PKls world w de,
Wth nore to cone with an increasing focus on

el ectronic | Ds and el ectronl c_signatures nab r )
of EFEBtYHH CIETHEBITE STHSs ‘b%‘esipr 5bl 2%5 % 57, there are

sverdly huhditedr 866 \wesl@mrldel adtR gwre FDCoRH é"’lF‘Qél ¥ ﬁ-@cj- easing
Rank Vo BRPYetrbhec MdkNaj ebht@mniat eiglikureSemmrhiglers of

élré cg'xlrlgt Mﬂ%pcé S)fgg.géosés lﬁuﬁiéﬁé POt QﬂtQLki:lyeBﬁa@ﬁfecelves an

nd
?]ﬁcbﬁ"rntlicc{ﬁ ar%gg ﬁe‘}ﬁq@?%?é’; T?B?BHP bf % E%b‘f‘aélélt pﬁg‘bﬂeegls are Saf e

managenent of the public keys of the CAs, used to
Vegihanhtt heiehspretek €6t reph xS gNatiHI BS noA a problem) of

Cef'f' v KkDnti e, UEHIfYhRGicu
(LB ey, P a0 e hates o 4B e e

of lE%‘?J‘F’FF‘FﬁPEs"ft [T e “HEE ar ed invalid before )
+ hehfe menagdnenk pify yhe iowplic kBet axfnthatdpen wied ke verify the CAs
quah édoropic theneertifdcatecitieheatronic 1Ds my have

Wi g\gér caQEL&{ %5@&211’1%”‘3‘:'. Iet yv&h’L %%& ec'ilb@tﬂl'féscejthfIBé@e 1s not on the

i nvention focuses an bl e rm |

of lﬁ’ﬁélngq%lﬁ e_bst—i §€e1:er6.ﬁfhca§|e§e age?¥e frcge ?re% :ana dobefore
Detbein patmadnemdinvhéinpual ity of a certificate that is
abouteh@n e ACEL Mhedqias i 8y P th@fcerhifichsk elagement IDs may

I‘ %\?ed %Sglyo fdl % E@eBE qu-gﬂ_‘e_t:? tckgmtlgrgé tltcla €

enti cat’i on procedure I's an i mportant paraneter
vvhen deci di ng upon the access ri ghts to grant to an
aut hefitiisc i t toufeergsar pn Wsekaidrs 2RRPLFas SRbPEIpgyion of the
he1enpugheontya f@keld cdrichi el eeebrofnaativhoti sa iguakity of a
&gr\éﬁfeljﬁ{a.lagagﬂagﬁlé I%%Eu@ﬂ:oakg az&:'é@ﬁté@.%s a?'@g.Q{Qdf EH@ rlslé&management

icatl el ectropi e .caonpar

i5oatssauirl T Sbr GHGERe AT | € a ST BheL A Garporee 1e &
nDonpapntgbasenenet whet edesifding EEO%Itihes%?G\ﬁsée@gh\?\ﬁe‘iP ﬁﬁ%nt to an
Llraehtieatea |BuhSersed. Besige andpassriti, mahibehemmgh bely for a
rﬁ]nl}ﬂgi l’l@@éf ocfoﬁ&{h%g.sattl%ﬁsj [Yé&n Qe Wiglihefa O anN@ttREr has
spo%%écg Ct):rrlllecauthentlca ion A weak electronic ID may be comparable to a
password in strength, while a strong electronic ID may give full access to

all services.

When the electronic ID is used to sign a ;iocument, which may be a
valuable contract, the issue of whether or not the electronic ID has the

necessary quality may be even more important.

Today, quality classification is almost emntirely up to the RP.
Several products offer the possibility of configuring the quality level of
an authentication mechanism. As one example, Netegrity’s SiteMinder
product uses a scale from 1-100. However, the RP must itself determine .
which number an electronic ID (or other mechanism) shall take, and

configure this in the authentication server. The classification, in
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necessary quality nmay be even nore inportant. 35
Today, quality classification is alnost entirely up to

W b@4/89134 Several products offer the possibiliPgr/6B2004/001484

configuring the quality level of an authentication

mechani sm As one exanple, Netegrity's SiteM nder

product uses a scale from 1-100. However, the RP nust

itself determ ne 40 which nunber an electronic ID (or ‘

st et ndrec hanied i) s lvaint Larakeodughe, icofitdtgar Butbiers 19y revealing
the asthealicabhRitissr M dheettasshid aation, in WO

2004/ 091134 - PCT/ GB2004/ 001484 3 SiteM nder as wel |

as simlar products, is just a nunmber, not ve

Tor & BERPAF PRRESF nf AR | BH SSHO Gt 16 61 e P ?‘fftfgnlc Ips, the
Mpdth imsspect teon nor dqebjidied vertlbssre| cat fofiref by the EU
ﬁi:.eééﬁ:i@é]ioﬁ LB rdhie <bodMRsted MPOI t@nthd esm t18 “Federal Bridge”’ CA
ﬁ(]su %l e%dsgmeer Piiél%@E ell.lev%,sts Q% Itn§ %Abﬂ{a& rs)s%lgj:% when

TVe on electronic signatures n the US the [4] for

C%e?%ﬁ“@%@gé"wﬁs F%%Fﬁg F5eredt %PS { T FECOPRERS

i dratera CA nmy-asel idgoedihertiticesss Gare | TafeAPt oRargs at defining
I:Ilﬂa-e mgﬁd@'aé&nﬁrehQgﬂmatgﬁraﬁtéﬁ%@mmﬁd@haldmy[@ﬂﬂ af egrtificate. &

alieac.if'c’edocer Q E&%al %XL %%lycb%r tLiigat esnl §ZQ fﬁﬁkﬁﬁs afl the

I Nl ng € nmal n_para ters

EW&EIF%’FFs@%atFﬂ elnq G4 z?rtdyn%t'floga% e]retgllf é.f)n Rwever, the term has
1iuaki fdled omstdd idat BY. Fam Gl jatse tP‘é@Ué‘HOﬁ;Sf“C?ﬁ%lfeAd with the
f‘éﬁécrb.h Ssrabbe t h8a SRYUEFRFBBES 1St edtadnimsELi @@ value outside of

at IUQ n aéTSII 2% In%Ll ﬁ%la%%f i %’ Ve Shenkihia chel énxgggly bistd | @day .

I U8" out Si de t ew CAs have today
cr oss-certified with the Federal Bridge, and such
cr ossetent F¢ cattomthbisefart { |tdevHIMEBtIAR BrEEIISF aHopRk approach -
LS. rEISHng N rgusdof tigd bﬁemmr;daﬁbmnlgswaemekychasedflcatlon

Oda %Jﬂgd\{lg{] CtAge A ate- é%fmet thﬁneaféclltlhﬁ:lnﬁv% R@PNs risk

es a novel approach relieving the RP from
?ﬁ?gﬁﬂ?%n of perform ng qual | ty classification for
i ndividual CAs, at the sane tine facilitating the RP's

bi sk o2@-dTBBAGRMEMentibh SCl OSUure of the invention The
i nvention provides a nmethod and a service for

conmparison of 25 quality characterjstics of p
certi Fhe dreentionar iyl ieR & BeftiofefithPsSHfVigpsioracomgrison o
abul iict Scipebyiaesales of assith fsetas cowdrdyg the respipéments of RPs. A

eritaria sé‘Pv:L%B Bre %@Qé‘élrﬁgﬁrgc%oﬂﬂﬁxgsﬂﬁ(ﬁeﬁ:t@ﬂl criteria. An RP’s

accardin Lia Jhe h .
ﬁ‘?%f‘ﬁ%%‘% na% %Célgf?rg%ta CSF c n’pap:?ls?o%a\é%;l%g%trll? e nvention

e
prasdes i ama bt oRecasiy IRP Cioélaiﬁ]fsé’ﬁ”e?ﬁ §erté‘1rfd.cﬂ:]e class:L ications and
RArddqaitteriensslggestisn psetiofular ceptédtscate of a certificate

classification service to implement the arrangement.

The classification scheme is not specified by the invention, and can
range from merely one overall value (e.g. 1-10 with increasing gquality) to
a detailed breakdown of the CA’s service into quality components with

assigned values.

The invention relieves an RP from the burden of determining the
quality of different electronic IDs (certificates) itself. Thus, the
invention assists the RP in its risk management decisions, related to the
required quality of electronic IDs that shall be accepted for business
critical and other purposes. The invention makes it possible for an RP to

accept a certificate from a CA that is previously unknown to the RP,
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30 classification service to inplenent the
arrangenent. The classification schene is not

w@p@aiopiled by the invention, and can range frpoT/GBR@4P01484

one overall value (e.g. 1-1,0 wth increasing quality)
to a detailed breakdown of the CA's service into
guality conponents with 35 assigned val ues. The
invention relieves an RP fromthe burden of
wetvéded whagck hed iggatédtty fofatgsf farehterelcéztyidhed dcpgrding to the
foekbid iceatgsy.itsel f. Thus, the invention assists
the RP in its risk managenent decisions, related to
the 40 required quality of electronic |l ‘H‘eQ&a shal |
be ac%é’ﬁtl-‘é’dlgf B?rtg’ug‘?% ing (SEVFE T 8t %%ﬁ po§ELperations
wile drffentiomisnkesageneppsisidylieerfenes ad RRCHige asdpen a‘—he
Gekhit{dncabe fromaveAl Balying pieveoualy drdcaeow: Loality
Jehbﬁ %1 WO 2004/ 091134 PCT/ GB2004/ 001484 4 provi ded

and its certificates have been classified
according to the relevant criteria. Arelying party
may défeivad Sewer dirgualsbeyt Fhof dvestidiopropdratd owshod for the
thBndicht e5:£8E d ipsklimnragesmnt f1Lqyi HEBRASISAnd SofY €t must
&%&89 u%gnt s ]?'%/ %QLI&Q‘ c:la%gr Vc%a§§é’t%q:§£ed[ ghy'&l{ég: the method

erent u requi renents. Viewe

rtres wt
gt seer Fha doblpEcy TSt GHUTERI b P B hote @alicy of
ther cetid fidreamdhahei Gt birack Zutpabl e thaly beeridsfued athe
ey ar Tk ¥i MGopaiday té Rall 1 Pasti nedl et derilap OfedctiriiSing Ahé Rgrality

J:% E.J!‘Jn!eﬁ@g %’f &g@r@%&ﬁ'{gj ﬁgpcyj Qc&ﬁ%‘in&h:% gﬁé t%que well-defined

rises oW Ng. step
C&égg@?neﬁ?mpafl%é B R GPscodignt qPh P 2L HiIRgPERY  elity
Bartidricpbs e andt HAr Fiy aupbitvhal thesoetifheateces t9apeaie or
aceaddlisagd tpavely rdefirenentGy, | fitiheati@d@sad iddiageddieficate.
gquality 15 requirenents of the relying party accordlng
to the same wel | -defined, criteria; conparin

qual 1 F SRR ST PSR M PEI RGCAPEy? éﬂeag%é iFfyctaimed in
dledmil.enweensdn thed cpfiparheorual pesfoshed fpy ‘é@rﬁf?ﬁ&@ﬁﬂepﬁ%y
equal to or exceeds said quality requirenents,

aut hentkgakh PO mabf Lokt i fiGal & 20 Ref 5abhy dbBarison to be -
p%r sent. | nventi gn ﬁ as.clainmed in

PeE, l’?/\lr"f‘eF%]ftﬁffEaeteCSﬂ%saﬁll%%%tlog HEFOFmed by the

relaying party. Preferably the present invention
proviudesed Gioh he seasfEanbsan the beepeard anvedibm ovides a method

£8r tid LgalLclasshiicat bx%ll%eﬁé&} CBrrifdeatd eved, Lo party
tig.tc:: orpu%taggca.%te &plg% QJ.[ues eln tlhre]zvggl}tllg ﬁr ovc':hda.%gctgerq.%te oin that, the
method comprises the following steps: sending a request for authentication
of the certificate to a certificate classification service; the service
performing an assessment of the quality of the certificate and the
Certificate Authority that has issued the certificate according to
well~defined criteria; describing the quality requirements of the relying
party according to the same criteria; comparing the said guality
assessment and the relying party’s quality requirements; and returning an

indication of the result of said comparison to the relying party.

Preferably the present invention provides a method wherein the
indication is returned as a list of deviations between the certificate

quality and the relaying party’s quality requirements.
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for the authentication of a public key certificate for
a relying party that nust decide upon trust in the

wa@eoniopilsat e: characterised in that, the net hpdI/GB2004/001484

conprises the follow ng steps: sending -a request for
aut hentication 30 of the certificate to a certificate
classification service; the service performng an
assessment of the quality of the certificate and the ‘
Cer t i o€ SR AUEHO PFESPh AR VeSOt SSAEFIShéot éhei Hiddaeklon to be
@cooral Ay 4 yeswvel langedd.ned criteria; describing the
quality requirements of the relying party according to

the sai d

€ SP%:”?eC” %Z{klf%gr y| ﬁ 'Veg%%?n .prov:td | ? mett%og wherein in the

assessnen y
JeEgETBReth $he a‘ﬁ’@lﬁ@t WENFRRy CaRELG AT 46| B ioEmehen data made

aveslditleofors abtd cempird Sanrd=0 thwe pelsdongsparty.
Preferably the present invention pr ovi des a net hod
wherejn_.th ication. is retur
ov! S LS obb SR TR EFer HEh e PRt A E RS abargie o2
Jeera\AthGR (Par £S5 gl ryTHiesurntenehttde Vﬂ%@@i}gﬂ%ﬂ made
aRPETIEB2 0 0813 8érvirePref smabt ynet be present i nvention
provides for the indication to be returned as a
%?gc:}o 9 n%ﬁé@r fﬁl@r S%\%re%g ym}ehi%t%r %gquelsg\slg%%oé] w]helt*ehiél the
rgeats £y t‘é’fe t”‘ﬁ%ﬁsée?ﬁ ot c Bt alijer phrivedovitidatat sragetored in a
caviaifiabte pfrofilsairdgsaryi f Lacqreabtitsierel On request.
Preferably the pr esent i nvention provides a method

scrl n, of the uaI|t

wh
er %ref Ig_%l%dt%e ?th 9 :angntlofogrov dF bﬁ' e%g cgcf nge:aeln the #

of thé reél

dggFripELen r‘?fr%%ﬁ qtl?%’éyoﬁe‘%%ﬁ%ts o &fer abivyoe ﬁ?élrty is stored inm
aprelsent pagvenddodhleregicges dcomibhed reheiwiad .t he
result of the assessrrent of the quality of the

cert %é certifi ate
IV V?%f %ronf 5 elltlrr i s eecvai:he fge.lqj? i él}ﬂé{ tlol% ﬁ>rov1des a service

IS
£ AT PO EIRARG (150! R 18 TRt AOKF AR 81 netaf@cterioed wherein
ng@sc Epptaetniefinbhéatguatdt ¢ Cequfiermentstioi-ithehnel hhsngssued
sRad tfrtxihed @dal PerrBriley bAGdRALdNEnRr Of ithe L8dii8) & the

Cé)ﬁglflg;tee gttrhleeé/%tlflgg:e ktgt%eorltt% %@Cgr&ltl]llgr go Seﬁf—gc{efined

I nven
LAt MEFEF ProTe S fUbld Gakey eBra P} Ccparty 2nd describe the
Jedlatactenisewnsheriche mBanhsy frercy etcrovlinggtdaha $ameneriteria;
m@ar@e E&t fdogad € nfut dxer bﬁé’lﬂt@aiséé@§mér§ts Hﬁtﬁjtthél?féitylng party’s
perf.o g assessnment_ .o
fe%%%gaﬁeggscgahdl %%%:%t gé‘rgﬁgn Jhnéq E%rjtndflf%galt%% of the result of

S?&ﬁ ﬁ8‘P ﬁs%ct(?r Grh J L6 e PREef i ned

Viewed from a fourth aspect the present invention provides a service
for the authentication of a public key certificate, characterised wherein
in the service further comprises: means for storing the result of said
assessment in a certificate profile register; and means for storing said:
description of the quality requirements of the relying party in a relving
party profile register.

Viewed from a fifth aspect the present invention provides a computer
program product loadable into the internal memory of a digital computer,
comprising software code portiong for performing, when sald product is run

on a computer, to carry out the invention as described above.
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25 criteria; neans for retrieving data froma relying
party and describe the quality requirenents of the

w0 edogiopg3party according to the same criteri a; PCTYeBa®4/001484
for conparing said quality assessment and the relying
party's quality requirenments, and neans for sending
an indication of the result of said conparison to the
relying party, 30 Viewed froma fourth aspect the
Byiek desciinrdat iafn the cgirerdims a service for the
aut hentication of a public key certificate,

C har %Scﬁin%ﬁgs Véﬁe?_ﬁé anelrl]\:lolﬁe ﬁerd\éé eH r1§41%€v del detail, by way

onprises: neans_for Stori esu t
°§s§5éa§§’i‘r%rﬂnl¥n i theFtioFrRat é‘ropFﬁ PPECTRagY St Frawifgs in which:
means for storing said 35 description of the quality

r eqwﬁlga&e@tlssxoéwst Qean@,bMéﬁg apggfztam &&a@llﬁgeltylé nﬂitePQ(gttl)éns
bgl;v?ee!nl gh treernt vm o1 sr OP% esernazl Pe%t the

resent i nven iOn Provi iTpEter - program pr oduct
Ioadable into the |nternal menory of a digital

peomiutiedescrdftioanpf |Skengnsatismr e code portions for

perform ng, when said product is run on a corrputer to

carry. out the in i on .as .descri

5004 B8 LTI HICT Eap06TT 001 A k=T g BF ds P | RFERaG: o the
2PPRACaF alii g Evbodi ment s of the invention are descrl bed

bel ow in detail, by way of exanple only, with

[: ef e&ﬁn&fe E@eﬁmoaﬁg@mﬁﬂﬂméﬂ&waﬁn@ rba%@, qirarz Bas received a
hows . a [ofe],
%?eer ac ent V\%le vve n ?]ﬁftlaai% 9.ssu c'p%%aéAz m %t be u?ﬁ'? to

I ons’ er en onen

Vﬁ}%éﬁttfienﬁwteﬁe BEE Ahdsene d%@?ﬂ‘?(%ﬂel 6?1 @R’ icélallty level. :To
déaidentih dme dfplThebiliventd ahe widrkificwtbe REgsquétied the

cgle:tlab.l:aﬂ@ cﬁ@ésﬁ&'@@a@tﬁoﬁoséﬁgce mewgﬁz@ EbOW @iy kPailiR8 ves -or
scenario shown in Figure 1, Relying Party RP2 has

"Yeceived a 15 si gned docunent, where a certificate
i ssued by CA2 nust be used to validate the signature.
RP2 hastheogkearow BeyeebérsCA2' 5 nqued ivbyidwewebfilteoregistered for
REEGHLEE OR Eélﬁ:l@@@éltﬂec@bésiéltfyc:a&floﬁhﬁer‘}ﬁéé| ﬁ)&b.@@ﬁl@xg RPZone towards
%eer cor?flﬁnred %r.{] fSVI g?cg&le c?ts%Aifgl Cat I o:gcc?se‘li'l)x/el %%swerd is “yes® or

“no” dependent on whether the proflles match or not.

While this 1g the primary response model offered by the invention,
other interaction scenarios and responses are possible, as described in

section.

Example

The main problem to an RP is: “Can I trust the presented
certificate?” An example may illustrate this: A person accesses an
e-merchant (the RP) to buy something. The buver electronically signs an
order using a certificate igsued by the Certificate Authority CAl. The
e-merchant has no relation to CAl, and instead has its certificate from
CA2. The two CAs (CALl/CA2) have no bilateral agreement, like
cross-certification, on certificate quality. The two CAs may have
different certificate policies concerning technical security, financial
guarantees etc., and they may operate under different legislations. For
the actual transaction, however, the RP may still accept certificates

issued by CAl if it can evaluate Cal‘s quality of service and determine
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In the query, RP2 refers to a named policy profile
registered for RP2 with the certificate

w@eb@gsdfiBcati on service. Matching is done towaPCUBEGB2004/001484

pre-configured quality profile pf CA2's service. The

answer is "yes" or "no" dependent on whether the

profiles match or not. 25 While this is the primary

response nodel offered by the invention, other

that eftdet 1 DrrusEEHant ofrrahbe mespotrs es kand. pBsisi bie beagecomplished

IQ'E‘B:&E icped YdertsEehtON:1akXBiTRheion3 e e 43 LSBT 118, this
e S0 "Can | trust the presented certificate?" An

exanﬁ1e may illustrate this: A person accesses an

e-nmerchant (the RP) to buy sonething. The buyer

el ect¥ofcal F§rdicgnss ame-drdet £isgi ngpch REEY tdefpodst ere pre-defined

inSsdie@d By thBesdoeyr hbddiGates 1Al her iskbyvi{Al and endRis can be

UL Qaéeglglsﬁlt%t tﬂgtt Be Q@St%@ ;@étc%@g i 135 LS e

certificate fr ave no

BFFa8r Hie §é¥ee‘°ﬁeﬁt SIRPRS ma@r%es?al‘:‘élﬁ‘% PPT ¥ rP9agRst CAL'S

seeyidef i it @l%aalgat-lyst The GAwoGAgupsey inavies cgirfffdcem

ceesdiisf bgaion pakiiekes concerning technical security,

financial guarantees etc., and they may operate under

&éif@rsﬂséﬁ%ﬁl@y@p% < J4Q.4he actual transaction,

however, -the RP may still accept certificates issued
by CAl if it can eval uate CAl's quality of service and
det emabae pM2Q04/ &0 1134 RCIALIB3200440044 8bscfidddatn this

sL.JE‘&l%n',S ﬁéﬁé#}aﬁ&%@% Jl%siﬂ%a&‘&;o%ﬁe ! fgﬁn:,%rt ﬁc%t@)éan be

use certirticat

Sfﬂai’se £ af%%sr?léé? 188"“*’&%‘%%@58&%’&%?%?% the invention, - and
C%@@ﬁeﬁtfros perefalone geenpléevdlyepfe-ocl AsK) fidd ingpepsing
B i3 vilernadsen e cpnacdeidmess thl teTNBesf cbhensatgality

cm%lentsq%‘:ﬁtéésggneﬁienrgi&e% aﬂ&‘s@ﬁ%%ef@@u?f yleld {fairly) -~

é? t b ecJS|on tg rusl(f lnot EUS t he o s
S‘i:aétrlt‘: Hl ate jcoé‘n Bl OnFaREh 2T tHENTIS LR H%’rr&ﬁﬁ% Yajoms -
efenaretied oot ohry agedifsratOme keingepnd ceampist. A¢wel
cBfalinstatany éﬁ%uﬁ@rﬁﬁegdféﬁiylmb1abﬁeCHy’bhfévhaﬁékdkothat is blghly
eS| farceaap%ﬁg&g@scesuc@% Ido¥ £la38i $4,.0301 0RL0f . 2

S service Based prinmari on the infornmation
sources described in this section, a generalised
cl as¥pqy euelicy Setvarhetioricert pi@atese safldssed in its

Certificate Policy (CP). All public CAs are expected to publish their CPs,
while intra-organisatiomnal CAs and the like may be run without defined
CPs. Today's cas operate according to highly different CPs, and thus have
highly different quality characteristics. Usually, the two most important
guality parameters are the assurance level with respect to the
authenticity of the certificate (the CA’s procedures to guard against
acceptance of a faked reguest for certificates, resulting in a fake
electronic ID), and the assurance level with respect to misuse of the
certificate (e.g. guarding against production of a faked signature).
However, there are also other important factors that affect the trust in a
given certificate, such as financial guarantees and responsibiiities

related to (mis-)use of a certificate.

' In the following, this document uses the term CA. If all CAs in a PXI have the sarne quality characteristics,

e.g. using the same certificate policy, then the text will apply to the whole PXJ,



10

15

25

30

35

40

15 defined. The classification schenme is not specified
by the invention, and can range fromnerely one

woredabiizval ue (e.g. 1-10 with increasing quaPCT/EB210a/001484

a detail ed breakdown of the CA'gs service into quality
conmponents with assigned val ues. Most paraneters wl|

yield (fairly) static information but one may al so

include information that to some 20 extent varies over

time,2 érbdialapaifingtbwi nf vFe’ exaaple; mast kehsider all elements
8 sa&d ffihe atHeo Ak S adt d-Her ef axablnenber denby RNonly the ca

fval taterdhat.js highly trusted for such purposes,
such as Det Norske Veritas (DnV). Most quality

characteristics of a CA are reflected inits 25

Cetkd fCie_EﬂiIf&cE@a!z I50Y 1 &CRkP) ,Alwhic_ﬁﬂ-lb.lsi @h&'ﬁéi_ﬂrcﬁacﬁ%&ﬁﬁﬁvgg‘x respect to
to publish their CPs whi |l e intra-organisational CAs
anBRHEY | 9% SSTEyhe Tt GRPHH CRRTRCtGETTHiEd- CPs. Today' s

—Cﬁéeﬁﬂgic?étgoﬁcﬁ%rcgiw stQ:- dHah! bC‘Pgb fcﬁe%f&%escﬁéw %drequirements‘
thus have highly different quality characteristics.

Us®hlthy, CR Restes fdStrarhissrt ArfiPS Hialtef§r par Anetreps documents,
ar e.gt.he:_t&_ssasmetb enhel sew'u_trhty esperd Choitdt@188cion. B CP may be
UM L L £SELLT MR CL8 BLOCEALES o
cecl-ri?qclaf1 ?%dat gme rcég Nadiil ﬁeﬁaﬁa?ealgge %sgﬁ?td%flcuf Of° dpryments but
t heSag TR €~1/678| Jf T -espect to misuse of the

-—? ef:ctulsleﬁ.%teg éc@fig.es %ngdlxg r20AlASE, %%RQJFJQASQM%:LQ the same PKI

aked signature). However, there are also o

i NPoRR agithef atitior se tchamenfefralip tthehiqmasthigs ar 3% gi ven
Ceddosbtcateri Gitebn agrhhdaRstal guarant ees and
responsibilities related to (hm s-)use of a

~C TR GREESIN St A BPT0RE ARt FE S HABRTient Peivesn ke C2 =nd
t efgReCActbs alih GASilt1A PR ({%ﬁ&%dé&@m%ﬁtfﬂ#@'ﬂtﬂ Yssues
C I X 1CS g SN Sa cer | e ,
oLy, Phen R (Ot R TR RS e Bfacsgpion
2004POO L83 Bt/ exhbY/ 651984 otBeA Rd| (599 BEITIORE dtuloRt point)
ofetg . CAlssCHUdlonl ¢ gnyst ehsedel l aiHesel brmeb sbutt haplicit

defgrendnRe £ cbhahithe CA is a nenber of (may be only
the CA itself). These are: 5 - The Certificate Policy

~( EPFrifiicren fosmehelrraf R edoctifeAt RATChCHegpBatinge CRU :

quakit¥ri0ht S HeYbes 18R Rk Nesr¢haL dELETd Sl 68 deFined if CRLs are
Certi.fication Practice Statement (CPS) describes how

tﬁgeréquirenents' of the CP are nmet in practice. A
~CRGra®brted emdt oclidit el Fe0aUIBRiaSion 811G rrdthon .

respect to the security of the CAinstallation. ACP

may be 10 nore or |ess detailed, which may require a

CPS Whide Fhke ICB48 ssrvier 6s hetcaie’d by Sdree eOawende aistve is the
na&iep asgitce of hthedeBgdddipi tx0oh N theOadRe Uit Ssbtdsponsible for the Ca

is also of interest per se. As one example, a statement of liability in
case of errors may have little value if the economic situation of the
actor in charge is that it may go bankrupt if the liability is claimed.
The customer base and market penetration of the CA may be important, as
two parameters that describe the chances that the CA will survive over
time. One may say that not only the CA service, but also the actor behind
it, should be trusted.

With respect to CPs, a few standard formats are defined, and most
CAs follow one of these. The normal case is a structure according to -
RFC2527 {2]. In Europe, ETSI has defined a CP framework [3] that is
recommended for a CA that issues “qualified certificatés” according to the
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use a conmon CP/CPS docunent. - Trust nodel defines
how a CArelates to other CAs, within the sane PKI or

w0 pooatopas4 PKI s, e.g. menbership in hierarchi esPCr/GBR001501484

cross-certification arrangenents. - Formal agreenents

that regulate the rel ationshi ps between the CA and

other actors, in particular the CA's custoners (that

it issues certificates for), but also actors |ike

& BAEYCRPS , O'RegPSigoat ¢ srignarher [ 1i. eET{IRA) demwdnthylef fyges a
fahping hewatds RFSER 7RI @ﬂﬁm.bdﬁijﬂfl@@ldﬂkkléibdﬁéﬁ alkBedefines a

cﬁ%t§ﬂ9&" h@vgp V&L S t:o@x_'r s eaké vteg Sﬁnpo;‘é&?ts Ey& r%éggéc!tc lcg

ments are onvenl ent
T%Fi’)? 19965, S MG TP aﬁé?lll @EF%\ralﬁ%rﬁﬁ'?g ’@Qfmm?r@é’ltf??l[éét%"r issuers
Revoematiuan fiedt )cqprdfidagesusn tliesdShethtepbphiot Féc@RESlations of
e " FéiEedl 28 dgeDinectbles rntkihheitdRaBSHft0r as these define

é&ftQIﬁT%EP{kydhéééﬂsb%f %@osw«s L&émt% %oéa&rd\éi C&. %u%l?ge, and

escr | bg (%) | epent g Qve 1S e__maln $

& T asst l&ﬁ?l%‘r‘? et Jc?"‘&ﬁo? rFa?Fle‘F‘% r’*@épb‘t‘f??b & Por
AgsecBAionk adlsgohasf reenmueeddtipes foe, Cs one exanple, a
statenment of liability in 30 case of errors may have

little c‘éaﬂb%llifhi-\}%etﬁec‘%@?iﬂvﬁgé'Jo‘:&%ﬁ@é“ QE%JJZ‘JF’mg a&t 9£c2527 [2]:

in charge is that it may go bankrupt I abi
is clainmed. The custoner base and market penetratl on

~of At hye€PomaY  BeidanBgy it 8l sonaSreds\WBoP A NERLRE 81 dhal
descri be the chances that the CA will survive over

i nmblcmaermyneac)espdsr&ubmmtl@alqu ther£&Ans edatioee, (rblﬂhbly the Ca,

al so the actor ehin | d be trus
regpecflsf t}l % ar%ﬁ dsifegr s ﬁcr’%neatéfarhd aurlsdlCtl;én,

angrFesyY 5t@A§m€Fftﬂsll S@Fﬂéllbﬁlﬁ%@émwln%?%Fl‘?}’eﬁse is
) ﬁtre%wrcgm@g&p LALNG LR BF %é%&&@ﬂw Liy BULORS, o gJ ?

defi ne f r anewor k I's 40 recomren
foJPrceFe@AretShép Yerg G sthaguidig fSA etberatidnf ieafregtcordance with CP,

accry dhagidreridle pYE2<04/293134 1B6d/ GB2004/ 001484 9
EU Directive on electronic signatures [5]. ETSl'
“ORTMEREREF| TR OF PIRBRITTG fOwdrERiREeaSp, a%@uf%%watlon in

" Qe B Gerd ickkeatieacalisoudRf,i RESng, MSbiicdaukeyehd rules
thal QLoguLsed So¥Pla Limatt anl wh fespect to
as a

certificate classi |ca on
- egvaehdatl oanlidpndros fesSuersi Rcote QOl@uakéxfdcadion logging
recome i ons

tificat L.n_t
T EBHEr ] SH LG LT SRBURG b PRRO AL Qv roLiover) for
aceBuft, 1@ hede- def i ne

— Requirements for publishing (directory services etc.) for certificates,
CRLs, and other information.

~ Disaster recovery plans for the CA, and procedures for termination of.
the service or transfer of the service to another operator.

— Physical, logical, and administrative security related to operation of
the service, including requirements for equipment and operators.

— Technical security measures related to treatment (life-cycle from

generation to destruction) of private and public keys, including

requirements for storage of private kevs.

— Parts of the profiles for certificates and CRLs.

— Responsibility and procedures for maintenance of the CP itself, and for

publication of changes.
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certain quality levels for cross-certification towards
the bridge, and thus may feed into the classification

wa@ edvael134ABA (American Bar Associ ation) al so hBGT/GB2004/001484

recomrendations for CPs. 10 A;GP should have the

followi ng contents, according to RFC2527 [2]: -

Al | owed -or intended application areas for the

certificates. - Liabilities and responsibilities of

di f f ekertabed ebgvq . nbrabbyt tivgofent dSoddie clusbemprdity of a CA
dree t P eafet iBAS Jagal €98k a RN ek ONNRALeBNEAng WheSH &dali@lbns against

HB. 'u¥@%j‘f ﬁ%@&a@:@eﬁﬁ “&9 %QL X:hg‘éz S«%a%&%]%g}lck@ve a false request for

con I ons. I nternal con ni snNs

P Fé‘%%ﬁ? VACERT 94 7B aﬁthc%LFd‘Pt (e S BEEhTPe97 85 et feaquirenents
fofratdenre L G tdperatd arthiestiqrtace orfdameld caitsh ERY thEPSerational
mddeduteer DRlo1pEOCOEMiR deSsalivptd MASs 2Rnot RRABLFQBBNt Sontrolled

@ng/ &[ B{l@ %:%%Hgl.eénef’lgg flogeggolrfaéé: aotfl Bplv%@g kex C/s, in particular use

aut hentication in

9ts 8ttty Faﬁdoﬁnoﬁg‘?thﬁﬁdh%@%%?duF%tr&H‘dt‘? &Ité%nglﬁ’ol‘o reducing the
riapplication for) certificate revocation. -

Operational requirenments for certificate issuing,

dopi Dk O £l 0gginiag qanoeeddies, archival, key

managenent (in particular key rollover) for 25 the CA
itself, etc. - Requirenents for publishing (directory

ser vilbesCRtrepyedapts cahei fdigarass oORItye wgad gedéty level of the
danéQIRE| AN. proddasasd atr) eeeVAlY iptans 1l SfockhErdeh adN@etually

fB??&%@ur%sf OEeJt‘i%E%aPc%U:Pé‘ss%fslcanSn %gl%X'r%% Q5 Maﬁ‘@éﬁ‘e the

e service to anot per at or . ySi ca
IFEYICLP, LA BHFCAT st 8?111%&%%% BEFESPY EF aﬂ“élda‘f%lal operation
ngp&rlati on of the service, including requirenents for ‘

equi pnent and operators. - Technical security measures

rebated fo kg @g&p&?gnce(éngée yEYElecl T gener at i on (o

dest.ruction) private an . i ncl udi n‘g]

“r et SO ETRTAGE' nﬁpr?Psvgf‘?ﬁI?e%“dsBartYP tiFs) -

—of Suxtvel prayice| ag-hpoiticer ¢itfitéed &9 errfkCRLs CAZs operation. This is
Resqpnsédiin hystapeuiraee ddkesad apsumight @RAAES=DLettifFicates”

CR.d 4 | a 0f - ghan <
SO B el

O anit s JeechEC*blfeStﬁfé &68?? t%?rBthIl&a*@APn éF%mceﬁethat the
pr@c astﬁ’f@ﬁs ofgainAisteduakencpes tidsed die Sthemaarhiees in such
precadyéassagai nst  m suse of private keys. The risk

~thal- sefeone 2R havg 4 gk se 18RSt af®rs015408 [7] for

organisation, equipment or systems.

Quality of serwvice and risk management

An RP’s decision to trust or not, for a particular purpose, a given
certificate is in fact a risk management decision. This may well be the
most crucial part of the RP’s decision to accept the transaction that is
about to done. The risks are in particular related to acceptance of a fake
certificate (e.g. issued to another person than the one named in the
certificate) or a faked signature, but also to the RP’s possibilities to

follow suit in case of these or other events.

A certificate policy is a textual document. The certificate
classification will transform this, and other quality parameters as

discussed above, to a representation that iz fit for comparison.
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certificates accepted by the CA can be eval uated
against the requirenents 5 for identification and

waedaohentiBecat i on of applicants, and the operat i POEIGB2004/001484

procedures involved. Msuse of .private keys cannot be

entirely controlled by a CA but requirenents for

storage of private keys, in particular use of smart

cards or other hardware, contribute strongly to

Gogdaerarditdier, en He wil CGesgitibante wetlrrehaitmedn (uel sdme

\ilamg‘hagzhe ﬁlaﬁegﬁasmx& éﬁ@%rnﬁ%ﬁ. lelaéﬁ $00fdy th@flEl%%' suitable
a ve t if a rocedur.es

%%SL%\%J ntern afth Iraé%%egg?gs lg}érnéanagiaﬁari ;d; a?ldﬁ owed.

Thus, cert ificate classification also has to eval uate

the 1% shsuriantest ewsd. tké atledsifh.cebhpl isahoe bet weeiust a

fRaanel @edual- mpe&a&f@an RIVQL 2B rement ﬁ&ﬁ%ﬂgta{ﬁed as “5 or

Jja h It I Th ;
hg%g%rt Sgg ? %ﬁqsg}/ 8£ s%rg'a? Ir%g iuécrhtentléaag?rp % %adx%ggé, ncluding
SSHRREN P fS‘ﬂ%%F?lﬁlééc%trﬁ F»talr‘é'&eﬁo Ieheckunchionedity offered
topey &tvi eome Boksertd cariogupra@dety. Mostéveaoupts Resmisgr d€gAsie on the
JdrS8UAYe" gual éét%@‘mgﬁrntgl ficahesity 8ecokdl At ordiReifEdies that

Q%%eﬁqt IWXeCAosr) ei%tgup Cji (ﬂ‘in S’&}%n QL “J %S [ i%t.helﬁtlcag °<§n"§§(£ ﬁé’]n{ can be

Wi erarchi’eés and cross-cert |
hapdledepri o pRPEt GFS affdf3edyi lFaeWeﬁ? sfﬁfés@ef 69 Jmtﬁevechmcal and
lparl i@stent,sauh PS5t ABsangdméatis .the Capetfncatesieduddr a thorough
aAS1BSE799 4 i, 1S09000, and 1S015408 [71 for
organi sation, equipment or systems. Quality of service
and ri sk managenent_ 30 An RP's decision to trust. or
not , WSrC%’”tﬁg%Tart@uF]ﬁssbﬁjr%%%n ""é?r@’i“-’?ﬁé‘ﬁntc%%gfﬁki’eéaf% Ghds
dpnurﬁmt off qrisskughanege fene-adetisi enalyRissofdyf fgdeht bmality
chifacd@sitiCkUChal 1 palzt @lalihe IAPestegeshonyten a6e8Rlkaually, to

bghxgaécg'xéa %%ELQE‘ ta@@% ézlgr lf}bgg &gmgrgﬂse J.{Lgkéljles l&§a95ri%ication

to acceptance of

mé%—’:ﬂ? PFE%Qré‘eﬁenga F%@’&éﬂ RV HIfSt hEF pePSbiv PRt Fe of the
bppdemafiethalysinh 6285 Toerdusfli tawepiote defakdded for a Ca can of

cBLEHRAbEN BsusBdt acos9 di@réhetREDsS possibilities to
follow suit in case of these or other events. A

cert|f| cate oI i.C |s a textual docunent. The

cert "EFR A€ %‘ft&g? S]tarsﬁﬁf%ﬁa}tllc’?r%ﬁﬂf%‘?' CRRITEY TP define
rotiver pouElliesywirdr awet erslaxed” 4Gadisogssed cabovwdating @ desired’
1660 @3N dlehboimd Bate iasviddichOrrropMmadseSodui YWents on at least

&R0 34 PGHGB2004/ 001484 11

The benefit of using such a clasgification system is that an RP can
get an immediate recommendatilon aboubt trust or not in a certificate issued

by a CA that is “unknown” to the RP.

Note that the answer from the certificate classification service
should in principle be treated as a recommendation. Trust is a subjective
property, and trust decisions will be taken independently by different
RPs. A certificate classification service describes quality, not trust
(quality being only one aspect that supports trust decisions). A
certificate classification service can only judge about the RP‘s trust
decisions to the degree that these are reflected in the RP’'s defined
policy profiles. In practice, however, one must expect that an RP more
often than not will automatically follow the recommendations of the

certificate classification service.
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Correspondingly, an RP will describe its requirenents
in the sane "language". An RP may define one or nore

wa@ewh/opaBi cy profiles, suitable for transacti POEGBRG0A/001484

different risk management denmapds. 5 In the sinplest
case, the classification scheme may be just a grading
(say, 1-10), where an RP's requirenent nay be stated
as "5 or higher". Such grading of strength of
Fagttremail cdésaatiptiemhani sns, including strength of

s hisr eptpshttiddgate services, is a functionality
of fered today by sone aut hentl cation products.

However, the RP nust decide on the 10 grading, e.g. by
det er'i AR goeperiguaddvnyinfrigueA'ls BRyiThi RarntphiZedas received a
siadd d6ahyenkn oMerEAS ceeoifiicgus el thhecRP G ®We used to

véyicikﬁc%t kﬁ@tglgﬂatwét &P, ﬁé& n@e]mdaa@g&ee@f &1239 g gtcy Re1. 10

are fair t echni cal
BB Shotee Ar i Tg: o Rsbew T LA o T o et
Cﬁé‘@eféﬁat%rcla%#ércém seivdlcpsiml gbty kEPk & FeThr no answer.
certificate classification arrangenent described in

this Ind%él%gl—y OEEErr%fQPsC 'lo”erFamfear}c?o‘l%%'ﬂl%glf{@eﬁét%red for

cteristics
ity DAL O LAFEY ARATSCOUR A OTTOAR| JiocoEiFo e done tovsras
angcived ayarAstuapiry prefibde RP 2838 Teamier s Thalawgwer He “ves” or
“Bbasepbhdalti of w20ty the prer i snRacdly (8. SNt Ge quality level is

(H&%V'tggﬂ)’ SuRBEL6L] &Y pg the RP of the burden of .
anal ysing CPs. The quality profile determ ned for a CA

can of course be reused across different RPs. Wth
Altrrogbive freeprveecheedisfi cati on service, one may al so
define 25 policy profiles with nore "relaxed"

reqtuﬁggrgggg§fl cf%%giff}gFf%ﬂj%%kélce is d%e eé% %cted to the mode

acceptlng sSone | ONns romthese requi renen
oL toneEaktor SRR &ﬁaﬁ“ﬁ?&f%ﬁ s?%scha%efséﬁéﬁ PrPRIEE|qfgthe service
isydhtaitimasshds cattiidncahes ramiiity vidt RAnrdRRicamrent80 nget the use
ofmyNpRiiateard @eorgrandsut ir@Qp&QQUﬁtoderlUSﬁxaQ\blé@tofi fMt@rnative

rg oﬁugé'n%%teﬁ |asr%ued by a CA that is "unknown" to the
Note that the answer fromthe certificate

cIaSS|f|cat|on service should in principle be treated
- adhg rRcommendasimriicimustiles ta Subjcectifieat85lassification
prsepeldsy atafik tikslordeCiish@Nsisvbdd Beptakelistering profile(s).

i &%@pgéﬂqewtebxlgs%% g%n FéPsfvléé Cr%F&Ms' gﬂé Rerpiticate’s

cl as IcatLon service descri
(&&8?%‘139 PBRtHE BRI ot H%Jp%“cpefwsw&paﬁ@wungards policy

deecigiarshts Aocglit-i ficate classification service can
- Omkyijtidge Bdiaeen tdle RZcSriddis! qualeel Siensnd @t Bolicy
deQLEe-dAAL s LHESFRlEed &b 861 &Y, 1t B RECS mdebhnRds |

All these models depend upon advance registration of the CA’s
quality profile in the certificate classification service. It is also
possible to pass a CA quality profile as a parameter to the certificate

classification service at the time of calling.
Communication
The description does not mandate any particular protocol or other

means of communication towards the certificate classification service.

However, note that the certificate classification service may be combined



40 policy profiles. in practice, however, one nust

expect that an RP nore often than not wl|
waedoaetidcal |y follow the recommendati ons of tPET/GB2004/001484

certificate classification seryice. WO 2004/091134

PCT/ GB2004/ 001484 12 Functional description Pri mary

response nodel In the scenario shown in Figure 1,

Relying Party RP2 has received a 5 signed docunent,

wifier® cereceficete catleddtsouesenyy cEAWhALIS tcabehargsidd tare aspects of

déatmla;aeetmcaw&@tw%eh&@ o&aeh@epkr@whegge of CA2's

~gg‘?%x% %\%éé!é?yt@ 2t%e eJ: Ilglct:ahge xt/v:lgt% axp?]f Cc%tagl lrlet\rXcgtf:Lon and expiry.
| BEFr Mt |°6nc%“?§|1@3r<<‘?éeaﬁ&“g*‘§t %n%ﬁéﬂa%lﬁes Blemghat the complete
answieriiiddrd nsthresqiliary thkR21L&ftdps 4ovacaanmed policy
—p{@tﬁédk%f a@l@&ﬁﬁ@ff@e R s%ﬁ:thgt H@y C%ﬁéﬂtgf' eRd Q:‘A s signature on
c [ C done to

r?éconlf&agplrc gge ]ta%teyb%e f° ncicfegssteor Vi %e %te

an‘é‘?r‘v’éﬁ‘1 iL%a Yes" or " no" dependent on whet her the
-pr Bfariséstivat oh ififosuat@i’ i1 quaddttiyitanseto iamxi{iotyeinformation,

t rh@:f‘:)ab@jﬂfcfdx@{rﬁ{bt bedr Aftes k8sAHlgENaAlJVEL rRIRPNSCrumber and so
nogs| ge;@%l%e;_]{ ficate. cl SéSIcL!,tC?tI an service is not
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met hdG=For TRe Ul cBITonBT 4 ?ﬁJCF '\gjé’ﬁzng party according

teekl¢ FRratwelbylefine@loyipgrigarty that nmust deci de upon
trust in the certificate, 5 characterised in that the

met h Q!?amﬁ%&' &S q&&ﬁt}r%é s%%ﬁ&- SEEPShe PELLAL 'Ba{}%%zag quality

assessmsnt of the quality of the certificate and
RIS e*® it hority that has issued the certificate
accordlng to 10 well-defined criteria; describing the

qual iittytiequirierest shef céhesi @ty N uALL Ytoa6e OfxicBEs said
dhf1idhe s Mgl dﬁftha@ﬁﬁlc%hﬁgf@a@d Je@tQPiHA@E' ng the *

quallty assessment and the relying party's quality
requirenents; and if the quality of the certificate is
Zequa|A rethed @y@éeﬁgedsaql glaim 1, wherein the comparison is performed

by the relaying party.

3. A method as claimed in claim 1, wherein the comparison is performed

in a certificate classification service.

4. A method for the authentication of a public key certificate for a

relying party that must decide upon trust in the certificate:
characterised in that, the method comprises the following steps:

sending a request for authentication of the certificate to a

certificate classification service; the service

performing an assessment of the quality of the certificate and the
Certificate Authority that has issued the certificate according to

well-defined criteria;

describing the quality requirements of the relving party according

to the same criteria;
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qual ity requirenents, authenticating said certificate.
20 2. A nethod as clained in claim1, wherein the

weorpariison is performed by the relayi ng partBRCT/8B2004/001484

method as clained in claim1, wherein the conparison
is performed 25 in a certificate classification
service. 4. A nethod for the authentication of a
public ke% certificate for a relyi ng art% t hat rmnust

deci dE"BROHS FUStS3 A TR CerFrrIThPE: S750 “eharaktist PR 'S
qualipatreqtirengetdrodndonpri ses the fol | owi ng steps:
sendi ng a request for authentication of the

cert I:Iét%@ltilﬁ’lgt Qn ain ?tg&:t.lo%l gétt%eci‘e%%‘i{:féfc @%@%oﬁﬁiﬁ’ms@ﬁ to the

t he service performng an assessnent he qual |
ﬁlyt?%p8§?¥lfl cate and the Certificate Authority that
has issued the certificate according to well-defined

rit el mathdeserdiBings tinecoial bl Wwheegit re8eRds «ofidhhes returned

%o Zt%%ﬁ%& e Ol 001 481 6 Eomar i Che kal g meievine

P@ﬁ&?’lst VUKL ESEFHEATS55TF St he rel ying party's quality

requi renents; and returning an indication of the

g.esuld nefncaahd QAR 150814i@ L hehebeirebydNGtpad tig. x&turned as a
AIBi had,as clainmed in claim4, wherein the indication

is returned as a list of devi at| ons between the

certificate quality and the relaying party's quality
Trrequik aadrdsas XQasredA inetirda Arrchaiwhedeim ipl giamegsessment of
chBeqeility Rdi €8 icePtifS ched UlNBsk Remed oye8d 20 madsS \@hilable for

sAlﬁesté}QgceainCiéiAlm?ﬂné QnCla@Lo or 6, wherein in the

assessment of the quality of the certificate is
performed on data made avail able for said service in :
Sr-eal X haghognay edadned 18. claimed tnwdS agheFaiméde i desekiitrirn of the

qﬁaD:[tyBredM’l&éﬁeh:ftst be wheseslvahy qrartpf:.s hee aﬁ}'blﬁiaﬂlké for saidy

Sreggig gg%ta§ ,plfmetgzazre%[lggtng party is nade avail abl e
for sai d” 20 service in real tinme on request. 9. A

met hod as cI aimed in claim5 or 6, wherein the result
90of t Remethod as claimed in claim 5 or 6, wherein the result of the"

assessment of the quality of the certificate is stored in a certificate

profile register for later retrieval.

10. A method as claimed in claim 5 or 6, wherein the description of.the
quality requirements of the relying party is stored in a relying party

profile register for later retrieval.

11. A service for the authentication of a public key certificate,

characterised wherein:

means for retrieving data from a Certificate Authority that has
issued said certificate and performing an assessment of the quality of the
certificate and the Cerxrtificate Authority according to well-defined

criteria;

means for retrieving data from a relving party and describe the

quality requirements of the relying party according to the same criteria;

means for comparing said guality assessment and the relying party’s

quality requirements, and



assessnment of the quality of the certificate is stored
in acertificate profile register for later
w0 edogiogmad . 25 10. A nethod as clained in cl ai P@BGBR008/001484

wherein the description of the,,quality requirenents

of the relying party is stored in a relying party

profile register for later retrieval. 30 11. A service

for the authentication of a public key certificate,

char gtseeri Sad sodingi an imdderriporofr 6he ineebhy ofasald comarison to

neCeelihycatrevAut hority that has issued said

certificate and perform ng an assessnent of the

%uallty of, thg 1%certlﬂcat and the Certificate

ut hdt PEY HECOPTITE TORBH AT R6d™ RPHERriey; SHeanscate:

5 Fhara¢iEr et ivher eiat anftrlmrsarmebyfwgh%rqoypmv@sd escri be

the quality requirenents of the relying party

accorgli.ng 42 E{@mﬁ B LLLLAN 8% <48 JRa Eémefn%r 9 & certificate

ring, sai ality assessnent and the rel

Eﬁﬁ?? g® ﬁﬂ?Frf%g%eqU|renents and WO 2004/091134

PCT/ GB2004/ 001484 17 neans for sendi ng an indication
10 of t heahesitht sfriggi chiaoggakisOidnt 6f thBeqd8kYY NGquirements of

@rééiylﬁg’r pa'%t;?efvécﬁelfy%ggl e gyiend %&iﬁ% Of a

public key certificate characteri sed erein in

the service further conprises: nmeans for storing the

result of said assessnment in a certificate profile

egi st esnpudkd hdgARANG o8OIt SbOTHAbNg Sabdrite SatdHal Ofler@fy of a
15 dtlaﬁcaﬁu@&ﬁﬂuxefe% Fﬂ@.ﬂt_gsscﬁftwaféﬁ%o&@lp%kggon@a%gly p'e@f@rmn.ng, when

arty Ile reqgister ut er progra
%o&’ ? ‘]fooéaajb e °f'nt §°PA ‘gceirntte% ﬁﬁfryné’%rgf)ofméenti% ot clains 1
tﬁlﬂ?tal conmput er, conprising software code portions
for performng, when said product is run on a
conputer, to carry out the invention of clains 1 to

20 10. 20



