
DISCOVERY, QUALIFICATION, AND ACTIVATION OF SOFTWARE
ADD-IN COMPONENTS BACKGROUND [0001] 1. Background and
Relevant Art [0002] Computer systems and related
technology affect many aspects of society. Indeed, the
computer system's ability to process information has
transformed the way we live and work. Computer systems
now commonly perform a host of tasks (e.g., word
processing, scheduling, and database management) that
prior to the advent of the computer system were
performed manually. More recently, computer systems
have been coupled to one another and to other
electronic devices to form both wired and wireless
computer networks over which the computer systems and
other electronic devices can transfer electronic data.
As a result, many tasks performed at a computer system
(e.g., voice communication, accessing electronic mail,
controlling home electronics, Web browsing, and
printing documents) include the exchange of electronic
messages between a number of computer systems and
and/or other electronic devices via wired and/or
wireless computer networks. [0003] Software
applications (e.g., word processors, electronic mail
clients, etc.) are often designed in a modular fashion
such that different software components of an
application interoperate to provide a desired
function. As such, modules of an application may be
assembled by an end-user at run-time and are often
provided by different vendors at different times. This
modularity allows an application's feature set to
change dynamically and promotes efficient distributed
development of larger 



applications.[0004] For example, different teams of
developers can work on various modules of an
application in isolation, and combine the modules at a
later time. During development, the different modules
can be designed to intemperate with one another at
runtime. Often, members of a software development team
are aware of one another, and may all be employees of
the same company (e.g., that are specifically assigned
to develop a specified application). On the other
hand, different teams of developers may be given
software specifications to provide certain modules and
the different teams are not aware of one another.
[0005] Application development can include developing
interfaces for interoperation with other (and
potentially subsequently developed) modules (e.g.,
addins) that provide additional and/or different
functionality not originally designed into the
application. For example, a Web browser typically
includes the functionality to load plug-ins, for
example, to facilitate proper processing of formatted
content (e.g., flash animation, portable document
format documents, etc.) that could not otherwise be
processed. Although potentially developed by
developers of a target application, plug-ins and
add-ins are often developed by third party developers.
That is, developers of an add-in are often not the
developers of the application the add-in is designed
to operate with. [0006] As a result, applications and
corresponding add-ins are often installed (or stored)
onto a computer system at different times. To load an
add-in, an application calls the appropriate interface
with the name of the add-in. However, for an
application to load an add-in, the application
typically must know the location (e.g., in 



a file system) and name of the add-in. As such, the
path of an add-in directory is typically hard-coded
into an application. For the application to utilize an
add-in, the add-in must be stored in the appropriate
add-ins directory.[0007] Since each application can
have a hard-coded path for a different add-in
directory, there may be a number of add-in directories
on a computer system. Some add-ins may be designed to
provide similar functionality (e.g., a dictionary) to
a number of different applications (e.g., word
processor, electronic mail client, spread sheet
application, etc.). However, to provide the similar
function to a number of different applications, a
separate copy of the add-in must be stored in the
add-ins location for each of the applications. As a
result, an add-in may be redundantly stored in a
number of locations at a computer system. In some
environments, an add-in with desired functionality may
be stored at a computer system but is unknown and/or
inaccessible to an application because the add-in is
stored in the add-ins directory for a different
application. [0008] Development of add-ins typically
requires that an add-in developer know the interfaces
used by an application to load add-ins. Thus, if an
add-in developer desires to provide similar add-in
functionality to a number of different applications,
the add-in developer must develop the add-in with an
appropriate interface for each of the different
applications. Further, if an application update
changes an application interface, the add-in may also
need to be updated for compatibility. Thus an add-in
developer may need to frequently release new versions
of the add-in for compatibility, even when no new
functionality is included in the add-in. [0009] As
previously described, accessing the functionality of
an add-in typically 



includes loading an add-in by name from an application
specific add-in directory. However, before loading an
add-in, an application has little, if any, assurance
that the add-in will operate as intended and that the
add-in is secure. Typically, the only mechanism that
can be used to determine how an add-in will operate is
to load the add-in and test it at run-time. Thus, an
application may be forced to load and run
aninappropriately configured add-in to determine that
the add-in is inappropriately configured. An
application's use of an inappropriately configured
add-in can cause a computer system to malfunction.
[0010] Use of add-ins also poses a security risk,
since malicious code in an add-in may be able to gain
access to otherwise protected system functions by
interfacing with an application. However, an
application may have limited, if any, mechanisms for
determining that the add-in includes malicious code
without loading and running the add-in. One solution
is to prevent applications from utilizing any add-ins.
However, this solution prevents an application from
using appropriately configured add-ins that enhance
application functionality.BRIEF SUMMARY [0011] The
present invention extends to methods, systems, and
computer program products for discovering, qualifying,
and activating software add-in components. In some
embodiments, a computer system discovers an add-in is
available to an application. An add-in component
manager receives a request for available add-in
components from an application. The request including
a selectable add-in component property indicative of a
specified type of add-in component the application is
requesting. [0012] The add-in component manager
compares the selectable add-in component 



property to the contents of an add-in component entry
for an add-in component. The add-in component entry is
included in an add-in component index that also
includes add-in component entries for other add-in
components of the computer system. The add-in
component entry includes one or more properties
indicative of the functionality of an add-in component
identified during a registration process with the
add-in component manager. The add-in component manager
determines that the add-in component is of the
specified type requested by the application based on
the results of the comparison. The add-in component
manager indicates to the application that the add-in
component is an add-in component of the specified type
that is available to the application. [0013] hi other
embodiments, a computer system determines if an add-in
component available to an application is qualified for
use with the application. An add-in component manager
accesses one or more identified properties for a
candidate add-in component that is available to an
application. The one or more identified properties
indicate functionality associated with the candidate
add-in component. The add-in component represented in
an add-in component entry in an add-in componentindex
that also includes add-in component entries for other
add-in components of the computer system. [0014] The
component manager receives a request from the
application for add-in components that satisfy one or
more qualification constraints. Each qualification
constraint represents functionality that is to be
associated with an add-in component for the add-in
component to appropriately operate with the
application. The component manager compares the one or
more qualification constraints and the one or 



more identified properties. The component manager
determines if the candidate addin component is
qualified for use with the application based on the
results of comparing the one or more qualification
constraints to the one or more identified properties.
[0015] In further embodiments, a computer system loads
an add-in component for use with an application based
on requested add-in component functionality. An add-in
component manager discovers one or more add-in
components at the computer system are of a specified
type of add-in component requested by an application.
The add-in component manager qualifies at least one
discovered add-in component based on the at least one
discovered add-in component satisfying one or more
qualification constraints. The one or more
qualification constraints representative of
functionality that is to be associated with an add-in
component for the add-in component to interoperate
with the application in a desired manner. The add-in
component manager activates a qualified add-in
component in accordance with the one or more
qualification constraints for use with the
application. [0016] This summary is provided to
introduce a selection of concepts in a simplified form
that are further described below in the Detailed
Description. This Summary is not intended to identify
key features or essential features of the
claimedsubject matter, nor is it intended to be used
as an aid in determining the scope of the claimed
subject matter. [0017] Additional features and
advantages of the invention will be set forth in the
description which follows, and in part will be obvious
from the description, or may be learned by the
practice of the invention. The features and advantages
of the invention 



may be realized and obtained by means of the
instruments and combinations particularly pointed out
in the appended claims. These and other features of
the present invention will become more fully apparent
from the following description and appended claims, or
may be learned by the practice of the invention as set
forth hereinafter.BRIEF DESCRIPTION OF THE DRAWINGS
[0018] In order to describe the manner in which the
above-recited and other advantages and features of the
invention can be obtained, a more particular
description of the invention briefly described above
will be rendered by reference to specific embodiments
thereof which are illustrated in the appended
drawings. Understanding that these drawings depict
only typical embodiments of the invention and are not
therefore to be considered to be limiting of its
scope, the invention will be described and explained
with additional specificity and detail through the use
of the accompanying drawings in which: [0019] Figure 1
illustrates a computer architecture that facilitates
discovery, qualification, and activation of software
add-in components. [0020] Figure 2 illustrates a flow
chart of a method for discovering an add-in component
that is available to an application. [0021] Figure 3
illustrates a flow chart of a method for determining
if an add-in component available to an application is
qualified for use with the application. [0022] Figure
4 illustrates a flow chart of a method for loading an
add-in component for use with an application based on
requested add-in component functionality.DETAILED
DESCRIPTION 



[0023] The present invention extends to methods,
systems, and computer program products for
discovering, qualifying, and activating software
add-in components. In some embodiments, a computer
system discovers an add-in is available to an
application. An add-in component manager receives a
request for available add-in components from an
application. The request including a selectable add-in
component property indicative of a specified type of
add-in component the application is requesting. [0024]
The add-in component manager compares the selectable
add-in component property to the contents of an add-in
component entry for an add-in component. The add-in
component entry is included in an add-in component
index that also includes add-in component entries for
other add-in components of the computer system. The
add-in component entry includes one or more properties
indicative of the functionality of an add-in component
identified during a registration process with the
add-in component manager. The add-in component manager
determines that the add-in component is of the
specified type requested by the application based on
the results of the comparison. The add-in component
manager indicates to the application that the add-in
component is an add-in component of the specified type
that is available to the application. [0025] In other
embodiments, a computer system determines if an add-in
component available to an application is qualified for
use with the application. An add-in component manager
accesses one or more identified properties for a
candidate add-in component that is available to an
application. The one or more identified 



properties indicate functionality associated with the
candidate add-in component. The add-in component
represented in an add-in component entry in an add-in
componentindex that also includes add-in component
entries for other add-in components of the computer
system. [0026] The component manager receives a
request from the application for add-in components
that satisfy one or more qualification constraints.
Each qualification constraint represents functionality
that is to be associated with an add-in component for
the add-in component to appropriately operate with the
application. The component manager compares the one or
more qualification constraints and the one or more
identified properties. The component manager
determines if the candidate addin component is
qualified for use with the application based on the
results of comparing the one or more qualification
constraints to the one or more identified properties.
[0027] In further embodiments, a computer system loads
add-in component for use with an application based on
requested add-in component functionality. An add-in
component manager discovers one or more add-in
components at the computer system are of a specified
type of add-in component requested by an application.
The add-in component manager qualifies at least one
discovered add-in component based on the at least one
discovered add-in component satisfying one or more
qualification constraints. The one or more
qualification constraints representative of
functionality that is to be associated with an add-in
component for the add-in component to interoperate
with the application in a desired manner. The add-in
component manager activates a qualified add-in
component in accordance with the one or more 



qualification constraints for use with the
application. [0028] Embodiments of the present
invention may comprise a special purpose or
general-purpose computer including computer hardware,
as discussed in greater detail below. Embodiments
within the scope of the present invention also
includecomputer-readable media for carrying or having
computer-executable instructions or data structures
stored thereon. Such computer-readable media can be
any available media that can be accessed by a general
purpose or special purpose computer. By way of
example, and not limitation, computer-readable media
can comprise, computer-readable storage media, such
as, RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic
storage devices, or any other medium which can be used
to store desired program code means in the form of
computer-executable instructions or data structures
and which can be accessed by a general purpose or
special purpose computer. [0029] In this description
and in the following claims, a "network" is defined as
one or more data links that enable the transport of
electronic data between computer systems and/or
modules. When information is transferred or provided
over a network or another communications connection
(either hardwired, wireless, or a combination of
hardwired or wireless) to a computer, the computer
properly views the connection as a computer-readable
medium. Thus, by way of example, and not limitation,
computer-readable media can comprise a network or data
links which can be used to carry or store desired
program code means in the form of computer-executable
instructions or data structures and which can be
accessed by a general purpose or special purpose
computer. 



[0030] Computer-executable instructions comprise, for
example, instructions and data which cause a general
purpose computer, special purpose computer, or special
purpose processing device to perform a certain
function or group of functions. The computer
executable instructions may be, for example, binaries,
intermediate format instructions such as assembly
language, or even source code. Although the subject
matter has been described in language specific to
structural features and/ormethodological acts, it is
to be understood that the subject matter defined in
the appended claims is not necessarily limited to the
described features or acts described above. Rather,
the described features and acts are disclosed as
example forms of implementing the claims. [0031] Those
skilled in the art will appreciate that the invention
may be practiced in network computing environments
with many types of computer system configurations,
including, personal computers, laptop computers,
hand-held devices, multi-processor systems,
microprocessor-based or programmable consumer
electronics, network PCs, minicomputers, mainframe
computers, mobile telephones, PDAs, pagers, and the
like. The invention may also be practiced in
distributed system environments where local and remote
computer systems, which are linked (either by
hardwired data links, wireless data links, or by a
combination of hardwired and wireless data links)
through a network, both perform tasks. In a
distributed system environment, program modules may be
located in both local and remote memory storage
devices. [0032] Figure 1 illustrates an example of a
computer architecture 100 facilitates discovery,
qualification, and activation of software add-in
components. Depicted in 



computer architecture 100 are components of a computer
system. The computer system can be connected to a
network, such as, for example, a Local Area Network
("LAN"), a Wide Area Network ("WAN"), or even the
Internet. Thus, the computer system and other network
connect computer systems can receive data from and
send data to other computer systems connected to a
network. Accordingly, the computer, as well as other
connected computer systems (not shown), can create
message related data and exchange message related data
(e.g., Internet Protocol ("IP") datagrams and other
higher layer protocols that utilize IP datagrams, such
as, Transmission ControlProtocol ("TCP"), Hypertext
Transfer Protocol ("HTTP"), Simple Mail Transfer
Protocol ("SMTP"), etc.) over the network. [0033]
Computer system architecture 100 includes application
101, component manager 102, and storage 103. Within
computer architecture 100, items residing in (or
interacting with) system memory are surrounded by a
solid line. For example, application 101 and component
manager 102 are loaded in system memory. On the other
hand, items residing in storage 103 are surrounded by
a dashed line. For example, components 121, 122, and
123 and component entries of component index 104
reside in storage 103. At different times, the same
item can reside in system memory and/or in storage
103. For example, component 122 can be activated
causing portions of component 122 to load from storage
103 into system memory (yet still also residing in
storage 103). [0034] Generally, application 101 is an
application configured to utilize software add-in
components to enhance functionality. For example,
application 101 may be a word processing application
capable of loading external dictionaries or a Web 



browser capable of loading plug-ins for particular
types of content. Application 101 can have a program
interface for interoperating with software add-in
components. Application 101 can also include a
user-interface allowing a user of application 101 to
specify types of software add-in components and
constraints that software add-in components are to
comply with for interoperation with application 101 .
[0035] Component manager 102 is generally configured
to provide available software add-in components to
applications. Component manager 102 can be included in
an operating system and/or can be a portion of
middleware that manages software add-in components for
applications. Component manager 102 includes the
functionality to receive application requests for
software add-in components, identifysoftware add-in
components that satisfy the requests, and return
identified software add-in components back to the
application. [0036] Also, as part of a registration
process, when a software add-in component is installed
onto computer architecture 100, component manager 102
can access the software add-in component. For example,
component manager 102 can access component 122.
Component manager 102 can analyze an accessed software
add-in component (e.g., based on installation
information) to identify a location, such as, for
example, file path and name, where component 122 is to
be stored at storage 103. [0037] Component manager 102
can also analyze an accessed software add-in component
to identify (e.g., through reflection) the type of the
software add-in component and operational capabilities
of the software add-in component. For example,
component manager 102 can analyze attributes on
component 122 to identify the type and operational
capabilities of component 122. Software add-in 



component types can include, for example, a
dictionary, a content processor, etc. Software add-in
component operational capabilities can include an
entry point for a software add-in component, isolation
boundaries needed or supported by a software add-in
component, and security settings associated with a
software add-in component. [0038] Component manager
102 can construct a component entry including one or
more properties indicative of the identified
functionality (i.e., type and operational
capabilities) of a software add-in component. For
example, component manager 102 can construct component
entry 131 for component 122 including at least
properties 141 and 151. Properties in a component
entry can indicate the type of a software addin
component, such as, for example, a dictionary, a
content processor, etc. Properties in a component
entry can also indicate a location (e.g., in a file
system) where a software add-in component is
stored.[0039] Properties in a component entry can also
indicate a contract (or entry point protocol) used to
implement the interface for the software add-in
component. A property representing an entry point can
be included in an extensible Markup Language ("XML")
manifest that adheres to a specified manifest schema
and that defines the assembly or assemblies that
included in the software add-in component. Component
manager 102 can analyze a software add-in component to
identify an entry point and represent this in a
property in a component entry. An entry point can be
an instantiable class in an assembly. The class can
implement standard protocols used by a host
application for initial hookup and control of the
software add-in component. The following code example
represents an entry point protocol: Public interface
IEntryPoint Protocol : IProtocol 



{ void Startup(IProtocol hostObject); void Shutdown();
} [0040] Properties can also indicate a location (or
isolation boundary) for running the software add-in
component. A location can indicate if a software
add-in component is compatible with running in process
or out of process with the requesting application or
in the same or a different application domain as the
requesting application. Supported or needed isolation
boundaries can include local application domains,
shared application domains, private application
domains, and other processes. [0041] Properties can
also indicate security settings associated with the
software add-in component. For example, properties can
indicate a set of permissions for running a software
add-in component.[0042] Component manager 102 can
store constructed component entries for software
add-in components in component index 104. Component
index 104 can be virtually any data repository, such
as, for example, a system registry, a shared SQL
server, an XML file, an Active Directory server, the
Internet, or a file system directory. [0043]
Subsequent to or in parallel with component manager
102's analysis of a software add-in component, the
software add-in component can be stored in storage
103. For example, component 122 can be stored along
with components 121 and 123 (as well as other software
add-in components represented by vertical ellipses) at



storage 103. Thus, each software add-in component in
storage 103 can have a corresponding component entry
(with one or more properties indicative of
functionality) in component index 104. For example,
component entry 131 can correspond to component 122,
component entry 132 can correspond to component 121,
etc. [0044] Component manager 102 can sort component
index 104 by criteria known to component manager 102,
such as, for example, the developer of the add-in, the
developer of the application, etc. By sorting the
index, retrieval using these criteria, such as, for
example, during discovery, is made more efficient.
[0045] As previously described, properties in a
component entry are indicative of the functionality of
a corresponding software add-in component. Thus,
properties 141 and 151 can indicate functionality of
component 122 and properties 142 and 152 can indicate
functionality of component 121. Component 123 as well
as other components at storage 103 can also have
corresponding component entries in component index 104
containing one or more indicative properties. Although
component entries 131 and 132 each depict two
properties, virtually any number ofproperties can be
included in a component entry based at least in part
on component manager 102's analysis of a corresponding
software add-in component. [0046] Figure 2 illustrates
a flow chart of a method 200 for discovering an add-in
component that is available to an application. Method
200 will be described with respect to the components
and data in computer system architecture 100. [0047]
Method 200 includes an act of receiving a request for
available add-in components from an application (act
201). The request including a selectable add-in 



component property indicative of a specified type of
add-in component the application is requesting. For
example, component manager 102 can receive request
111, including property 112, from application 101.
Property 112 can indicate a specified type of software
add-in component being requested by application 101.
In some embodiments, property 112 is pre-configured
into application 101. hi other alternate embodiments,
application 101 receives a user-selection of property
112 (or some other selectable property). [0048] Method
200 includes an act of comparing the selectable add-in
component property to the contents of an add-in
component entry for an add-in component (act 202). The
add-in component entry included in an add-in component
index that also includes add-in component entries for
other add-in components of a computer system. The
add-in component entry including one or more
properties indicative of the functionality of an
add-in component identified during a registration
process with the add-in component manager. For
example, component manager 102 can issue query 113
against component entries in component index 104.
Thus, it may be that property 112 is compared against
properties 141 and 151 (indicative of the
functionality of component 122) in component entry
131.[0049] Method 200 includes an act of determining
that the add-in component is of the specified type
requested by the application based on the results of
the comparison (act 203). For example, component
manager 102 can determine that component 122 is a type
of software add-in component requested by application
101 based on the results of comparing property 112 to
property 141 (or some other property in component
entry 131). It may be that component manager 102 also
determines that 



one or more other components are also components of
the specified type. Component manager 102 can compile
a list, for example, component list 114, that
identifies any components of the specified type.
Component list 114 can also include other properties
(in addition to type), such as, for example,
properties indicating operational capabilities of a
software add-in component, from a component entry.
[0050] Method 200 includes an act of indicating to the
application that the add-in component is an add-in
component of the specified type that is available to
the application (act 204). For example, component
manager 102 can indicate to application 101 that
component 122 is a component of the type indicated by
property 112. When a list of components of a specified
type of is compiled, for example, component list 114,
component manager can send at least a portion of list
to application 101. For example, component manager 102
can send partial list 114P to application 101. [0051]
Partial list 114P can include properties that identify
each software add-in component of the specified type.
Component manager 102 may retain other properties
indicative of software add-in component operational
capabilities without sending them to application 101.
Alternately, component manager 102 may send properties
indicative of software add-in component operational
capabilities to application 101. Accordingly,
application 101 can be made aware of any
availablesoftware add-in components of a requested
specified type (and potentially other functionality of
the software add-in components). [0052] Method 200 can
be repeated for each entry in an add-in component
index (e.g., each entry in component index 104) to
potentially identify other add-ins of the 



specified type (e.g., components 121 and 123). Thus, a
number of add-ins of a specified type (i.e., a subset
of all registered add-ins) can be discovered.
Accordingly, add-in components can be identified
(discovered) based on information provided to an
add-in manager (e.g., component manager 102) when the
add-in is registered. Method 200 can be used to make a
coarse grain selection on add-in components that are
potentially useable by an application to implement
specified functionality. [0053] Figure 3 illustrates a
flow chart of a method 300 for determining if an addin
component available to an application is qualified for
use with the application. Method 300 will be described
with respect to the components and data in computer
system architecture 100. [0054] Method 300 includes an
act of accessing one or more identified properties for
a candidate add-in component that is available to an
application (act 301). The one or more identified
properties indicate functionality that is associated
with the candidate add-in component. The add-in
component represented in an add-in component entry in
an add-in component index that also includes add-in
component entries for other add-in components of the
computer system. For example, component manager 102
can access properties 141 and 151 (indicative of the
functionality of component 122) from component entry
131. Alternately, component manager 102 can access
properties 141 and 151 from component list 114 that
was previously compiled in response to discovering
software add-in components of a specified type.[0055]
In other embodiments, component manager 102 accesses
other information associated with component 122 that
is not stored in component entry index 104. Other
associated information can be accessed separately
and/or in combination with 



information that is included in component index 104.
Other associated information may or may not be
accessible or available to component 122 and may or
may not have been provided to component manager 102
during a registration process. Further, component
manager 102 may choose to discard or ignore
information received from components during a
registration process. Thus, even if component 122
provides associated information to component manager
102, the associated information may not be included in
component entry 131 (and may not be in component index
104 at all). [0056] Method 300 includes an act of
receiving a request from the application for add-in
components that satisfy one or more qualification
constraints (act 302). Each qualification constraint
representing functionality that is to be associated
with an addin component for the add-in component to
appropriately operate with the application. For
example, component manager 102 can receive constraints
116 from application 101. Constraints 116 can
represent add-in component functionality that is to be
associated with a software add-in component for the
software add-in component to appropriately operate
with application 101. For example, constraints 116 can
indicate that a software add-in component is to
utilize a specified entry point protocol, run in a
private application domain, etc., when operating with
application 101. [0057] hi some embodiments, an add-in
component registers one or more constraints in a
component index that specify a corresponding one or
more properties an application is to satisfy before
the application can interoperate with the add-in
component. Thus it may be that component 122 registers
one or more constraintsindicating properties
application 101 is to satisfy for interoperation with
component 



122. Component manager 102 can send constraints for an
add-in component to an application. For example,
component manager can send constraints 116 (e.g., for
component 122) to application 101. [0058] Add-in
component constraints can be used to check application
for behavior or to request that an application alter
its behavior for interoperation with an add-in
component. For example, application 101 may default to
running all add-in components in the same application
domain. However, component 122 may constrain
application 101 to running component 122 in a separate
application domain (e.g., used only by component 122).
Thus, in some embodiments a qualification process can
be viewed as a negotiation between an application and
an add-in component. That is, an add-in component may
need to satisfy constraints of an application and the
application may need to satisfy constraints of the
add-in component for appropriate interoperation
between the application and the add-in component. The
bi-directional arrow depicted for constraints 116
represents a negotiation. [0059] Method 300 includes
an act of comparing the one or more qualification
constraints and the one or more identified properties
(act 303). For example, component manager 102 can
compare constraints 116 to properties 141 and 151.
Method 300 includes an act of determining if the
candidate add-in component is qualified for use with
the application based on the results of comparing the
one or more qualification constraints to the one or
more identified properties (act 304). For example,
component manager 102 can determine if component 122
is qualified for use with application 101 based on the
results of comparing constraints 116 with 



properties 141 and 151.[0060] That is, component
manager 102 can determine that operational
capabilities indicated by constraints 116 are
operational capabilities that can be implemented by
component 122 (as indicated properties 141 and 151).
For example, if a constraint indicates that a software
add-in component is to run in a private application
domain and a property of a software add-in component
indicates that it is capable of running in a private
application domain, the software add-in component
satisfies the constraint. On the other hand, if a
constraint indicates that a software add-in component
is to implement a specified entry point protocol but a
property of a software add-in component indicates that
it is not capable of implementing the specified entry
point protocol, the software add-in component does not
satisfy the constraint. [0061] Method 300 can be
repeated for a number of (previously discovered) addin
components to create a list of potential add-in
components that are qualified for use with an
application. Thus, a number of add-ins satisfying
qualification constraints can be qualified for use
with an application. As previously described, add-in
components can be qualified based on information
provided to an add-in manager (e.g., component manager
102) when the add-in is registered as well as other
information not provided or retained by the add-in
manager. Method 300 can be used to make a fine grain
selection on (previously discovered) add-in components
that are potentially useable by an application. [0062]
It should be understood that the description of
constraints, properties, comparisons, and satisfying
constraints are merely examples. It would be apparent
to 



one skilled in the art, after having reviewed this
description, that embodiments of the invention can
utilize other constraints, properties, and comparisons
and that constraints can be satisfied in other ways,
in addition to those expressly described.[0063] In
some embodiments, method 200 and method 300 are used
in combination to provide a list of add-in components
indicating that the add-in components and an
application are qualified to interoperate with one
another to implement specified functionality. A coarse
grain discovery process can be used to discover a
subset of available component add-ins by comparing one
or more received properties to properties in component
index entries. When a component index is sorted, the
discovery process can efficiently provide a subset of
available add-in components satisfying the one or more
received properties. From the subset of discovered
add-in components, a fine grain qualification process
can qualify one or more add-in components and the
application for interoperability. Qualification can be
based on information in the component index and/or
other information associated with an add-in components
or the application. Qualification can be
bi-directional (a negotiation). That is, add-in
components may need to satisfy application constraints
and the application may need to satisfy add-in
component constraints. [0064] Qualified software
add-in components can be included in a list, for
example, qualified component list 117, and sent to
application 101. hi some embodiments, application 101
is pre-configured with selection logic to select an
appropriate software add-in component from a list of
qualified components. In other embodiments,
application 101 can present a user-interface allowing
a user to select an appropriate software add-in
component from a list of qualified components. 



[0065] Application 101 can return a component
selection, for example, component selection 118, back
to component manager 102. In response, component
manager 102 can activate the selected software add-in
component. For example, component manager 102 can send
activation 119 to a file system to activate component
122. Activation 119 can include an identifier, such
as, for example, adirectory path and name, for
locating component 122 in storage 103. Activation 119
can include commands to activate component 122 in
accordance with constraints 116. For example, if
application 101 requested a shared application domain,
component 122 can be activated in a shared application
domain with application 101. Activation 119 can cause
component 122 to be loaded into memory and a
communication path to be established between
application 101 and component 122 in accordance with
constraints 116. [0066] One type of communication path
that can be established in accordance with satisfied
constraints is a pipeline, such as, for example,
pipeline 181. A pipeline can include one or more node
application programming interfaces (hereafter "APIs"),
one or more adapters, and at least one pipeline
protocol. Such pipelines may include APIs, adapters,
and pipeline protocols in varying quantities and
combinations, and need not necessarily include all of
the pipeline elements. APIs refer to a set of routines
used by an application, program, function, and other
assemblage of programmable and executable code to
direct the performance of procedures therefore by a
corresponding execution environment, such as an
operating system or runtime execution environment.
Adapters refer to modules or objects that are capable
of communicatively adapting one API to another API,
and may be linked serially or via 



a pipeline protocol. Pipeline protocol refers to a
specification or contract through which objects, of
which an API is a non-exclusive example, may
communicate. [0067] Thus, a pipeline (e.g., pipeline
181) can be a chain of code modules or objects that
flow from a host API adapter to an add-in API adapter,
via a pipeline protocol, to connect a first node
application (e.g., application 101) to a second node
application (e.g., component 122). However, it should
be understood other types of communication paths can
also be established in accordance with satisfied
constraints.Thus, it would be apparent to one skilled
in the art, after having reviewed this description,
that embodiments of the invention can utilize other
types of communication paths, in addition to
pipelines. [0068] In alternate embodiments,
application 101 can include constraints 116 along with
property 112 in request 111. In these alternate
embodiments, component manager 102 can query component
index 104 for software add-in components of a type
indicated in property 112 and that satisfy constraints
116. Software add-in components satisfying the query
can be returned to application 101 in qualified
component list 117. [0069] Figure 4 illustrates a flow
chart of a method 400 for loading an add-in component
for use with an application based on requested add-in
component functionality. Method 400 will be described
with respect to the components and data in computer
system architecture 100. [0070] Method 400 includes an
act of discovering one or more add-in components at
the computer system are of a specified type of add-in
component requested by an application (act 401). For
example, through comparison to properties in component



entries, component module 102 can discover that one or
more of components 121, 122, and 123 are of a
specified type (e.g., a dictionary, a content
processor, etc) indicated by property 112. [0071]
Method 400 includes an act of qualifying at least one
discovered add-in component based on the at least one
discovered add-in component satisfying one or more
qualification constraints (act 402). The one or more
qualification constraints representative of
functionality that is to be associated with an add-in
component for the add-in component to interoperate
with the application in a desired manner. For example,
component manager 102 can qualify any of components
121, 122, and 123,which satisfy constraints 116.
Satisfying constraints 116 (e.g., through comparison
to properties in component entries) represents that a
component includes functionality to interoperate with
the application 101 in a desired manner (e.g., has
appropriate permissions, has a compatible entry point
protocol, can run in an appropriate application
domain, etc.) [0072] Method 400 includes an act of
activating a qualified add-in component in accordance
with the one or more qualification constraints for use
with the application (act 403). For example, component
manager 102 can activate component 122 for use with
application 101 in accordance with constraints 116.
[0073] Embodiments of the present invention facilitate
dynamic and flexible software add-in component
selection without applications having to include the
logic for making such selections. Software add-in
components can be discovered by type even when
software add-in components are stored in various
different locations. Software add-in components can be
qualified for appropriate functionality before 



being loaded for use with an application. Qualifying
software add-in components reduces the likelihood of
loading inappropriately configured or malicious
software add-in components. Accordingly, embodiments
of the present invention promote efficient and secure
use of software add-in components. [0074] The present
invention may be embodied in other specific forms
without departing from its spirit or essential
characteristics. The described embodiments are to be
considered in all respects only as illustrative and
not restrictive. The scope of the invention is,
therefore, indicated by the appended claims rather
than by the foregoing description. All changes which
come within the meaning and range of equivalency of
the claims are to be embraced within their
scope.CLAIMS What is claimed is: 1. A computer program
product for use at a computer system including an
add-in component manager, the computer program product
for implementing a method for determining if an add-in
component available to an application is qualified for
use with the application, the computer program product
comprising one or more computer-readable storage media
having stored thereon computer-executable instructions
that, when executed by a processor, cause the computer
system to perform the following: access one or more
identified properties for a candidate add-in component
that is available to an application, the one or more
identified properties indicative of functionality
associated with the candidate add-in component, the
add-in component represented in an add-in component
entry 



of an add-in component index that also includes add-in
component entries for other add-in components of the
computer system; receive a request from the
application for add-in components that satisfy one or
more qualification constraints, each qualification
constraint representing functionality that is to be
associated with an add-in component for the add-in
component to appropriately operate with the
application; compare the one or more qualification
constraints and the one or more identified properties;
and act of determining if the candidate add-in
component is qualified for use with the application
based on the results of comparing the one or more
qualification constraints to the one or more
identified properties.2. The computer program product
as recited in claim 1, further comprising
computer-executable instructions that, when executed,
cause the computer system to perform the following
prior to comparing the one or more qualification
constraints and the one or more identified properties:
receive a request for available add-in components from
an application prior to accessing the one or more
identified properties for the candidate addin
component, the request including a selectable add-in
component property indicative of a specified type of
add-in component the application is requesting;
compare the selectable add-in component property to
the contents of the add-in component entry for the
candidate add-in component; discover that the
candidate add-in component is of the specified type 



requested by the application based on the results of
the comparison; and indicate to the application that
the candidate add-in component is an add-in component
of the specified type prior to accessing the one or
more identified properties for the candidate add-in
component. 3. The computer program product as recited
in claim 1, wherein computer-executable instructions
that, when executed, cause the computer system to
receive a request from the application for add-in
components that satisfy one or more qualification
constraints comprise computer-executable instructions
that, when executed, cause the computer system to
receive a request for add-in components of a specified
type.4. The computer program product as recited in
claim 1, wherein computer-executable instructions
that, when executed, cause the computer system to
determine if the candidate add-in component is
qualified for use with the application comprise
computer-executable instructions that, when executed,
cause the computer system to determine that the
candidate add-in component is qualified for use with
the application. 5. The computer program product as
recited in claim 4, wherein computer-executable
instructions that, when executed, cause the computer
system to determine that the candidate add-in
component is qualified for use with the application
comprise computer-executable instructions that, when
executed, cause the computer system to formulate a
list of candidate add-in components that satisfy the
qualification constraints based the results of the
comparison. 6. The computer program product as recited
in claim 1, wherein 



computer-executable instructions that, when executed,
cause the computer system to determine if the
candidate add-in component is qualified for use with
the application comprise computer-executable
instructions that, when executed, cause the computer
system to determine the candidate add-in component has
an entry point protocol that is compatible with the
application. 7. The computer program product as
recited in claim 1, wherein computer-executable
instructions that, when executed, cause the computer
system to determine if the candidate add-in component
is qualified for use with the application comprise
computer-executable instructions that, when executed,
cause the computersystem to determine the candidate
add-in component has the appropriate permissions to
interoperate with the application. 8. The computer
program product as recited in claim 1, wherein
computer-executable instructions that, when executed,
cause the computer system to determine if the
candidate add-in component is qualified for use with
the application comprises computer-executable
instructions that, when executed, cause the computer
system to determine the candidate add-in component can
run in an application domain requested by the
application. 9. The computer program product as
recited in claim 1, further comprising
computer-executable instructions that, when executed,
cause the computer system to perform the following:
receive a component selection from the application
indicating the that the candidate add-in component is
to be activated for use with the application; and 



activate the candidate add-in for use with the
application in accordance with the qualification
constraints. 10. The computer program product as
recited in claim 1, further comprising
computer-executable instructions that, when executed,
cause the computer system to perform the following:
receive a request from the candidate add-in that the
application satisfy one or more other qualification
constraints, each other qualification
constraintrepresenting functionality that is to be
associated with the application for the application to
appropriately operate with the add-in component;
compare the one or more other qualification
constraints to properties of the application; and
determining if the application is qualified for use
with the candidate add-in component based on the
results of comparing the one or more other
qualification constraints to the properties of the
application.. 11. The computer product as recited in
claim 1, further comprising computer-executable
instructions that, when executed, cause the computer
system to perform the following: access the candidate
add-in component during installation of the candidate
add-in component at the computer system; analyze the
candidate add-in to determine the functionality
included in the candidate add-in component; create the
add-in component entry for the candidate add-in
component, the add-in component entry including the
one or more identified properties 



indicative of the functionality of the candidate
add-in component; and store the add-in component entry
in the add-in component index. 12. The computer
product as recited in claim 1, further comprising
computer-executable instructions that, when executed,
cause the computer system to perform the following:
sort add-in component entries of the component index
based on a subset of add-in component properties used
for add-in discovery.13 The computer program product
as recited in claim 1, wherein the addin component
index is stored in a data repository selected from
among a system registry, a shared SQL server, an XML
file, an Active Directory server, the Internet 5 and a
file system directory. 14. At a computer system
including an add-in component manager, a method for
determining if an add-in component available to an
application is qualified "~ for use with the
application, the method comprising: 10 an act of
accessing one or more identified properties for a
candidate add-in component that is available to an
application, the one or more identified properties
indicative of the functionality of the candidate
add-in component, the one or more identified
properties accessed from an add-in component entry in
an add-in component index that also includes add-in
component entries for 15 other add-in components of
the computer system; an act of receiving a request
from the application for add-in components that
satisfy one or more qualification constraints, each
qualification constraint representing add-in component
functionality that is to 



be associated with an add-in component for the add-in
component to 20 appropriately operate with the
application; an act of comparing the one or more
qualification constraints and the one or more
identified properties; and act of determining if the
candidate add-in component is qualified for use with
the application based on the results of comparing the
one or more 25 qualification constraints to the one or
more identified properties.15. A computer program
product for use at a computer system including an
add-in component manager and an add-in component
index, the add-in component index including one or
more add-in component entries, each add-in component
entry including one or more properties indicative of
the functionality of an add-in component at the
computer system, the computer program product for
implementing a method for loading an add-in component
for use with an application based on requested add-in
component functionality, the computer program product
comprising one or more computer-readable storage media
having stored thereon computerexecutable instructions
that, when executed by a processor, cause the computer
system to perform the following: discover one or more
add-in components at the computer system are of a
specified type of add-in component requested by an
application; qualify at least one discovered add-in
component based on the at least one discovered add-in
component satisfying one or more qualification
constraints, the one or more qualification constraints
representative of functionality that is to be
associated with an add-in component for the add-in 



component to interoperate with the application in a
desired manner; and activate a qualified add-in
component in accordance with the one or more
qualification constraints for use with the
application. 16. The computer program product as
recited in claim 15, wherein computer-executable
instructions that, when executed, cause the computer
system to discover one or more add-in components at
the computer system are of a specified type of add-in
component requested by an application comprise
computer-executable instructions that, when executed,
cause the computer system to query the add-incomponent
index for add-in component entries having a static
property indicative of a specified type of add-in
component. 17. The computer program product as recited
in claim 15, wherein computer-executable instructions
that, when executed, cause the computer system to
qualify at least one discovered add-in component based
on the at least one discovered add-in component
satisfying one or more qualification constraints
comprise computer-executable instructions that, when
executed, cause the computer system to qualify at
least one discovered add-in component based on the at
least one discovered add-in component having an entry
point protocol that is compatible with the
application. 18. The computer program product as
recited in claim 15, wherein computer-executable
instructions that, when executed, cause the computer
system to qualify at least one discovered add-in
component based on the at least one discovered add-in
component satisfying one or more qualification
constraints comprise computer-executable instructions
that, when executed, cause the computer system to 



qualify at least one discovered add-in component based
on the at least one discovered add-in component having
appropriate permissions to interoperate with the
application. 19. The computer program product as
recited in claim 15, wherein computer-executable
instructions that, when executed, cause the computer
system to qualify at least one discovered add-in
component based on the at least one discovered add-in
component satisfying one or more qualification
constraints comprise computer-executable instructions
that, when executed, cause the computer system
toqualify at least one discovered add-in component
based on the at least one discovered add-in component
being able to run in an application domain requested
by the application. 20. The computer program product
as recited in claim 15, wherein computer-executable
instructions that, when executed, cause the computer
system to activate a qualified add-in component in
accordance with the one or more qualification
constraints for use with the application comprise
computer-executable instructions that, when executed,
cause the computer system to construct a pipeline
between the application and the qualified add-in
component. 


