DI SCOVERY, QUALI FI CATI ON, AND ACTI VATI ON OF SOFTWARE
ADD- | N COMPONENTS BACKGROUND [ 0001] 1. Background and

woreiewarar7 Art [ 0002] Conput er systens and rel aP@riusS2006/035389

technol ogy affect many aspects of society. Indeed, the
conmputer systenis ability to process information has
transfornmed the way we |ive and work. Conputer systens
now commonly performa host of tasks (e.g., word
processi ng, scheduling, and database nmanagenent) that
prior to the advent of the conputer system were

per f or ned B?@é'@

el ectronic devi@ §W‘§%@E§ ; é?:?fs

have been coup

conmput er networ ks over which the conputer systens and

ot her el ectronic devices can transfer el ectronic data.

As a result, many tasks perforned at a conputer system
(e.g., voice comunicati BACIKGREMINBg el ectronic mail
control ling honme el ectronics, Wb browsing, and

pooeai ng HoBaukftosndiand Releviniargxchange of el ectronic
nessages between a nunber of conputer systens and

aystie] Oth&hp@bessiN nddR¥H&ER Mgy ARt AR Upects of 'society.
‘W rel ess conputer networks. [0003] Software

a (o I

o Fitlck 3ht BRAndiEr donl i) AER0RE roh AR pfBlrhet the way
such.that, different software conponents of an

SRR EIROn; G OpREEFEs PSP BEE RGTME host of tasks (e,
function. As such, nodul es of an application may be
a¥OEHBresgsIng. sphedydingsand datahasm mappgemand) Hekpoet nthe advent of
provided by different vendors at different tinmes. This
migudcampittgr spistepwsyean perfpiniadamporlly. f Mare recesidy, ¢computer systems
change dynam cally and pronotes efficient distributed

dixel sgeaedupled td ah@efiother and to other electronic devices to form both wired

and wireless computer networks over which the computer systems and other
electronic devices can transfer electronic data. As a result, many tasks performed at a
computer system (e.g., voice communication, accessing electronic mail, controlling
home electronics, Web browsing, and printing documents) include the exchange of
electronic messages between a number of computer systems and and/or other
electronic devices via wired and/or wireless computer networks.

[0003] Software applications (e.g., word processors, electronic mail clients, etc.)
are often designed in a modular fashion such that different software components of an
application interoperate to provide a desired function. As such, modules of an
application may be assembled by an end-user at run-time and are often provided by
different vendors at different times. This modularity allows an application’s feature
set to change dynamically and promotes efficient distributed development of larger

applications.



appl i cations.[0004] For exanple, different teans of
devel opers can work on various nodul es of an

wa@pplioe@ri on in isolation, and conbi ne the nModEECEESENG/E35389
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| ater time. During devel opnent, the different nodul es

can be designed to intenperate with one another at

r (00H#he. Kdrtexamphep diffarentabamas sbidvetupersdevelafimentarioaamodules
are aware of one another, and may all be enpl oyees of

t be aﬁa;p'?h@aimamylsélan@a , aridh@$mithe fisP Bfedliics ak lay 1ags g ed During
to dev op a specified application). On the other

hd e Qlﬁfférgl?trfﬁocﬂflesd@d\ﬁeé eocﬂagfgﬁem nﬁ’&o%) gt% Rwith one another

SO t re speC| I cations to provi certaln ul es

Lffer t eans ar e war e .of . one ot her
[Bfoaﬁff%pfﬁi‘t%% BB ST e oo el BD T aF g of one
inteyfaces for eration with other (and
pBRERE; an W%ﬂ@ﬁ @ﬁfqyye%%f/@eosa@&)cmay 8.8 dhgf are specifically
addi ns) that provide additional and/or different
f astanied il devglop @t speeiffigd mpplicatide)si Gnelie ofteo hand different teams of
application. For exanple, a Wb browser typically
i develepess tiag beugiedn ofavard ypdeifidaties ol prgvide serthi@rmodules and the
exanple, to facilitate proper processing of fornmatted

C @iffed: tdansthre nbt Avdte 8fbiBBnb@Ry. Portabl e docunent
format docunents, etc.) that could not otherw se be

P @g?gsedApﬁ#ctaﬁ&yglae é%ﬁl% jrald dlﬁgﬁh?pgijdsyﬁéplgﬁ d interfac;as for

pers o target ‘app |ca i on

2 U R A AR s e

devel opers . of the application the add-in is designed. )
BIS})B’@F a’fOéfl‘% 1&%8@)6?0%@ srmbéwtlon%n@wglﬁﬂg' dgstened into

corresFondlng add-ins are often installed (or stored)

ofecpaliediput Bar expmplemaalveblibfdvesce tipicallyescludes thefundionality to

add-in, an application calls the appropriate interface

wioht pﬂ@m@ﬁfm exbmblep taathdilitate priPse pedcessiy oBfdbrmatted content (e.g.,

application to load an add-in, the application

t HhCAlitMYti SR %rtﬁﬂ@%o%ﬁﬁeﬁt%ﬁﬁét%cﬁﬁeﬂts, etk.) that could not otherwise
be processed. Although potentially developed by developers of a target application,
plug-ins and add-ins are often developed by third party developers. That is,
developers of an add-in are often not the developers of the application the add-in is
designed to operate with.
[0006] As a result, applications and corresponding add-ins are ofien installed (or
stored) onto a computer system at different times. To load an add-in, an application
calls the appropriate interface with the name of the add-in. However, for an
application to load an add-in, the application typically must know the location (e.g., in
a file system) and name of the add-in. As such, the path of an add-in directory is

typically hard-coded into an application. For the application to utilize an add-in, the

add-in must be stored in the appropriate add-ins directory.



a file system) and name of the add-in. As such, the
path of an add-in directory is typically hard-coded

WO paoa/0a97appl i cati on. For the application to upPCT/USBOGOBS389
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add-in, the add-in nust be stored in the appropriate
add-ins directory.[0007] Since each application can

hgo087h hagihce et apsiichtidiotanthalicl § Rer@od@&dfathYor a different add-in
directory, there may be a nunber of add-in directories

Oﬂirébt@@/?ﬁi&@h@yo%taeﬁ'&m@?@_aa@-ﬂ% b SCtHBY (gf% t@?%h@t@? stéln. Some

S
providé simlar functionality (e.g., a ary)"to

a e f. dj |+ 0N o O rd -
e Ctaf g o ey ABRK b kol SRk dcionay) 10 &
appl j cat etc.),. However, tq provide the simlar_

F Bfebrio Sfesoh il (e ebltogspmm elseioms mail Cient, spread
separate copy of the add-in nust be stored in the

ashest aBPlcsEaR off.)f oowexss iof ProMisleahp|simdarn Hmstiomgo a number of
result, an add-in may be redundantly stored in a

ndaffeeent cipplicatmins,om se@rata copyrplitths add-it amst ba ss@ed in the add-ins
environnents, an add-in with desired functionality may

bRycaie Rl eadh & 156 BPPIicBiorY K CMeBuE, ahSddAK Hﬁw(})eii&ﬂhﬂﬁnﬂy stored

i naccessible to an application because the add-in iIs

siof Renb& &fh@caﬁgﬁ% iltrhsDceo\qliﬂ ugégﬁg%%{mg?ﬁ g@rgg bl it Bt an )a/tdd—in with

application. [000 | RS typl c?
r equi hat ..an_add-in devel oper know the jnterfaces
g a0 o) o S Eima R SR A 1S andro

add-i n .devel oper_.desires to provide simlar add-in _

f eSSy |tPta}?paPBh%?tWHr?E%%uS%Fh%oqdﬁfla A& plored i the add-gglirectory for
t he add-in devel oper nust develop the add-in with an
appHEspentapplicatiper f ace for each of the different
applications. Further, if an application update

clii8ks dPevapypinienabi add-insttepitalbereqtites thetlan addy déessper know
need to be updated for conpatibility. Thus an add-in

denahRpRtesTiied Besh hplich@SHIRNdaY A18lRAS ThikE W Y8 8l 9D Yeveloper
of the add-in for conpatibility, even when no new

LRI R o e R—
e %Hg-ilil ﬁe\tfe\fgpie% %dsydevelop the add-in with an appropriate interface for each of
the different applications. Further, if an application update changes an application
in"terface, the add-in may also need to be updated for compatibility. Thus an add-in
developer may need to frequently release new versions of the add-in for compatibility,
even when no new functionality is included in the add-in.
[0009] As previously described, accessing the functionality of an add-in typically
includes loading an add-in by name from an application specific add-in directory.
However, before loading an add-in, an application has little, if any, assurance that the
add-in will operate as intended and that the add-in is secure. Typically, the only

mechanism that can be used to determine how an add-in will operate is to load the

add-in and test it at run-time. Thus, an application may be forced to load and run an



i ncl udes | oading an add-in by nanme from an application
specific add-in directory. However, before | oading an

wa@adaiomo7an application has little, if any, asBUI/ERIE6/035389
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that the add-in will operate as intended and that the
add-in is secure. Typically, the only mechani smthat
camppeprisiely vonfiintred radddn tovdetsimantd that the | ddddpeis aingpprépriately
to load the add-in and test it at run-tine. Thus, an

appifiguddd. OAn ABYliddEoh RMEEdf bR idapRdpAREly d¥Afigured add-in can cause a
ani nappropriately configured add-1n to determ ne that

tg&n?ggf$@m5§Khﬂg. BBLiately configured. An
applTc

ati'on' s use of an inappropriately configured

agd-ihh C C .2 conput er system.to. mal fynction., . .
HIBT O a8 AR RYS sSUBLT B P tiaus g0de i an addin
si nc l.icious code in an add-in may be able to gain )
ABEELE TRC &R 1RGPS Icop@ETEF Byecite FFit Hapesiopy by interfacing
interfacing wth an application. However, an
apphiaeasppieativay Heweveri an applicatidn may havelm#ed sifeny,anechanisms
determ ning that the add-in includes nalicious code

Widr hieterminiag] ihag tieengtid-nninclndest Melidoids dodle viditus WadidgOihd running
is to prevent applications fromutilizing any add-ins.

HpleeY@l-in. thhS sBRIibhI RNDHANSAE SpAiitafbR IfkR] 'Lﬁﬁ'iﬁfl{}%o Yhy add-ins.
usi ng appropriately configured add-ins that enhance

applicat i [ ity FE. SU Y.[0011] T

PBEE® M0 sk bR o BN A e okl configured
copput er pr.ogram products for discovering, qualifying,

a ({{Plgg?tfa\yg?]?a%ﬁe g@ﬁl“\?{ﬁ?lé%ﬁ‘ﬁ{ﬂgrfaﬁ‘ Xonponents. In some

enbodi ments, a conputer system di scovers an add-in is
avai |l abl e to an application. An add-in conponent

manager receives a request for available add-in

conponents froman application. The request including

a sel ectabl e add-in conponent property indicative of a
specified type of add-in conponent the application is
requesting. [0012] The add-in conponent manager

conpares the sel ectabl e add-in conponent



property to the contents of an add-in conponent entry
for an add-in conponent. The add-in conponent entry is
WO p@bodod i n an add-in conponent index that alBOT/US2006/035389
i ncl udes add-in conponent entries for other add-in
conmponents of the conmputer system The add-in
conponent entry i ncl udeBRIEE SUMIMARYDr operti es
i ndicative of the functionality of an add-in conponent
' g(ﬁll_tlllf | ethélpebdd irfeh®e Sltéritfsit® thePioAs &Y 8teds! shd dnputer program
add-in conponent manager. The add-in conponent manager

e . o o . _
< BRRHSO6P albifer P Bihf, SRR iipfie wiEin gorgponents. In
the results of the coqﬁaris n. é?e add-in(#ﬁpponent
rEPAG TPIRES P g PYRHE SHIPP cHETUAS: ALt AYHE Kdvqileble to an
conponent i s an_add-in conponent of the specified type )

5t ARRlIGaloBy AN A¢-E CMPRETE BIINALCA TPesHVes[PYupst Hpr @wégle add-in
enbodi nents, a conputer systemdetermnes if an add-in
c oppoeraants e | atbl applicatiom. apphd caqiesh includingl af bedectitde add-in
use with the application. An add-in conmponent nmanager
acompsmsit opwparty nndeativendfi bi gibcifledpeydel @8 ddi-ind component the
candi date add-in conponent that is available to an
apphlicabh Rreqidi@ngne or nore identified properties
i ndicate funcCtionality associated with the candi date
a c i . - 0 |
AFO0La. o TRERR oG ida S SRRRRR td SRCERECH AL Gmponen
thateﬁggo i ncl udes add-j.n conponent entries for other

10 ABEPPEHY 40 st an id-18 SRBIPBYN! SPEY doh 2 Wtsrdy coptgnent. The

conponent manager receives a request fromthe .
ap-itt sempenenb ptge if- inpluderhBorie pddsin eppepongn| Biox gié alsp includes
nore qualification constraints. Each qualification

coddir edpmponeppemsents otharctlid-emabmpyndntsaef ths comphter system. The
associated with an add-in conponent for the add-in

c adpanesmpdrenegnrydpcludéseing od pRiréb@pettich indi@itive of the functionality

appl i cation. The conponent nanager conpares the one or
"B @nOMR-inf t&BpoRAt GRIRIEA! (P JedibRatRCpRess with the add-in

15 component manager. The add-in component manager determines that the add-in
component is of the specified type requested by the application based on the results of
the comparison. The add-in component manager indicates to the application that the
add-in component is an add-in component of the specified type that is available to the
application.

2“0 [0013] In other embodiments, a computer system determines if an add-in
component available to an application is qualified for use with the application. An
add-in component manager accesses one or more identified prpperties for a candidate
add-in component that is available to an application. The one or more identified

properties indicate functionality associated with the candidate add-in component. The

25  add-in component represented in an add-in component entry in an add-in component



nore identified properties. The conponent nmanager
determnes if the candi date addi n conponent is

wa@e@bioidoed for use with the application based POT/URE06/035389

10

15

20

25

results of conparing the one or nore qualification
constraints to the one or nore identified properties.

[ Db khdt alsolintlnéss widkiadonpohant eatried TRUStRE: ®MSheBpeasss of the
an add-in conponent for use with an application based
Oborhp@teesisegh.add-i n conponent functionality. An add-in
conmponent” manager di scovers one or nore add-in

gﬂﬁggem’%lﬁ ﬂb%eﬁ%?&r reSh P& (fag%t ?Ifomath% %?ﬁfa{altlgg for add-in

n conponen requeste

The add- Cc ent nana |f|es a

PSRRI AR CoEIanE BUBHAGAT CHe atff o dih gpglification
di scovered add-in conpgonent satisfying one or nore

qg@strptné senresentsoiyactionalitysthatyig do e ssnciatest with an add-in component
qualification constraints representative of

f forctheondd-int yconipmhents tat @ppepdstshycioptrett wiithh tien application.  The
conponent for the add-in conponent to interoperate

Vbdhipdiieat Aaphdet dbinpires the@nd 66 Moeed?mntaaton cOnstraf@d-ah@ the one or
conmponent manager activates a qualified add-in

CRRRONRRGfibdp PRt aMeec ]?Jhehbﬁlaﬂ r Qéte EH?ﬁl@s if the candidate add-

gualification constraints use
a I [ T

P bR s qhinbg 104 R T aPBP%a%gP%Seﬁi By s o
that are further descrl belom1|n t he Det ai
CEUERATS U, OBn s St g tﬁd Koo GEnsRirtnaR 0% 75 G ARGTF ydentified
key features or essential features of the
cm@PW@@SUbJect matter, nor is it intended to be used
as an aid in deterntnlng the scope of the clained
sligjlert ratfueher dphddifhentd dicompntelr sysah Usadds aanadd-in component for
advant ages of the invention will be set forth in the

descritpth epplivatiehbiel bawequesttd addriPédnhpidehd fuﬁ@u&ﬁﬁtyo W$ add-in
frontthe escription, or may be | earned by the

dtfeﬁt %aﬂa?@r LIRS Ofle ofNfRioff BHEEE ToRPEnARY P UAI GDmputer

e I nvent

system are of a specified type of add-in component requested by an application. The
add-in component manager qualifies at least one discovered add-in component based
on the at least one discovered add-in component satisfying one or more qualification
constraints. The one or more qualification constraints representative of fttnctionality
that is to be associated with an add-in component for the add-in component to
interoperate with the application in a desired manner. The add-in component manager
activates a qualified add-in component in accordance with the one or more
qualification constraints for use with the application.
[0016] This summary is provided to introduce a selection of concepts in a
simplified form that are further described below in the Detailed Description. This

Summary is not intended to identify key features or essential features of the claimed
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may be realized and obtai ned by neans of the
i nstrunents and conbi nations particularly pointed out

WO poovloesoappended cl ai ms. These and ot her feat uP€rUS1006/035389

the present invention will becone nore fully apparent

fromthe followi ng description and appended cl ai nms, or
mebj b nhadter,med ibit interdqdr tadicivsed ad an bigl inrfletstinining 8% w6pe of the

forth hereinafter. BRIEF DESCRI PTI ON OF THE DRAW NGS

[ ORik8dd dubjeet HRttelt © describe the manner in which the

above-recited and ot her advantages and features of the

[ i on ot e . - :
0087} .A(‘fcﬁﬁ?ﬁ)ﬁ f é&ﬁpadﬁn%g%se?fﬁgéﬁ V%Hﬁ(?i‘gxévglg sgf Jorth in the

description of the invention descr _

R et R S e —
dr awi ngs.  Under st a.tﬂi%ng t hat these draw ngs depict ) _
o[ﬁavea%y.tbﬁprae%eo@ﬁn HEventan. « Hee fepRiessiand s uaniasss ef thstinvention

therefore to be considered to be limting of its
stepebe trpdizedvant iobiringd by bmeatss of ithe dnstrionentp|aail neminbinations
Wi th additional specificity and detail through the use

opartibdady goiped putidn dicawppegded Blaiths. C MThebd QA Joti HiBrel of the
illustrates a conputer architecture that facilitates

dpresent eivéntio Ml bécomid Mbre AN aﬁﬁrézﬁf _%lid'n? ﬁle%né@fng"égﬁcgq\'ﬁﬁon and

add-in conponents. [0020] Figure illTustrates
: et ' j . adds j,n . t
f ﬂg{e}lﬁlég{ g@%ﬁ%a@?%a ?’ea%h%%(g;ﬁsgdgg igporﬁalc[aelo Zif']re] lclé? fogle% set forth

[ eIru.siél ates a flow chart of a nethod for determ ning
i T8R4 Hd- i n conponent available to an application is
qualified for use with the application. [0022] Figure
4 illustrates a flow chart of a nethod for |oading an
add-in conmponent for use with an application based on
request ed add-i n conponent functionality. DETAI LED
DESCRI PTI ON



[0023] The present invention extends to nethods,
systens, and conputer program products for

wale@coveri ng, qualifying, and activating sof t WaeBUS2006/035389

10

15

20

add-in conponents. In some enbodi ments, a conputer
system di scovers an add-in is available to an

applicati on. BRIERDESCRIPFIIONOFTEHEBPRANINGSes a

request for avail abl e add-in conponents from an

apgu1sfat i BNordEN Qo raBS#MS! thb AL N8 Whisk! RS taemeere%figd lad other
conmpohent property indicative of a specified type of

%@va’n’ﬂ L £0TRAN ekl SRR 'lﬁfehggﬁ doft pES §1tnla £9n I% 241Jart1cular

e ad mponent nmahna ares

d-i.n co nent roper onte dd-i
COFSHRU CLite v orBion et dlsPorivgg ABgre el ﬁer g ireterence to
conponent entry is included in an add-in conponent
i FRESIOG remtbodiments heraefe viveld-are ilbsiatatene tBat pneadeddrawings.
ot her add-in conmponents of the conputer system The
atiadenstapdimgcharthesendrawinign cepidiesnlyrigpical emirodimpedpef thecimvention
indi cative of the functionality of an add-in conponent

| dethériefrioe thegtforiend ba coagdatd &t belimRGTSs skéhe) theliBvention will be
add-in conponent manager. The add-in conponent manager

dgéRfiBed 88d bAhinbd iRAGitbna PEReARRY 2hd dRfaill Rfou 5\ the use of the
specified type requested by the application bas §

t rison. The add-in conponent
ngﬁggg’%ﬂ%hgl ca lkgse]tnc‘m application that the add-in
c ent in nent of .the specifi.ed type

¢ S <" atieab Hhfitena SBBREaelGHECTS08S] i nbistufiacovery

errbodl nments, a corrputer system determnes if an add-in
cawpdication, @Véﬁcta\tﬂtléntoﬁscsfﬁwgpdd gneqneponiesisqual i fied for

use with the application. An add-in conponent manager
af¥28kes Kigered? ilimstrates deflowf chad @f o mesthode $orf discovering an add-in
candi date add-in conponent that is available to an
apghp&aht Bt is BRE1DNetotmh dpphicatiodent i fi ed

[0021] Figure 3 illustrates a flow chart of a method for determining if an add-in
component available to an application is qualified for use with the application.

[0022] Figure 4 illustrates a flow chart of a method for loading an add-in
component for use with an application based on requested add-in component

functionality.



properties indicate functionality associated with the
candi dat e add-in conponent. The add-in conponent
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conponenti ndex that al so includes add-in conponent
entries for other add-in conponents of the conputer
system [0026] The cDEFAIRED DESGRIPTIONE ves a
request fromthe application for add-in conponents

t [e0235 at | Be/presedt HvemfdrCex@dalk itd hféﬁfdd@,rbtyﬁt@ﬂﬁ,t 4l dhfhuter program
Each qualification constraint represents function L|t€

{ . s 0cCh at: ; - ! or
tEf‘Hdubﬁ hP dREoRsH ,ndlpfhglg)q%%‘ dnll v g%éooperg?cgcp\;ﬁ\fé%mgcﬁgnts. In

e add-in compon propria e
' i on,. Th t nager conpares .t he one
B¢ ey AR R TR Ak Bl 0 an
g

[ i fi ro ties. The conponent manager

R o AT S EARAGEL BARRT ACCSbisp oriBARes dor available add-in
qualified for use with the application based on the

r eayupansnist froohparr iapplieatienonellr reqprest Gualiidihg cat sedevtable add-in
constraints to the one or nore identified properties.

[ @8@Fdnehn drapértyerindickiddi WEN4 Sspesifie@ NPy bf SAGALIAMobAPSSent the
add-i'n conponent for use with an application based on

r gspresti@tisaeglektingsonponent functional ity. An add-in
conponent rranagerg:di scovers one or nore add-in

Cfoopee nt% az{ddiiﬁ %oﬁg%& ﬁ{ang eééc?xgﬂgg{ﬁ th%fse 6%lgﬁagaiéi{g1:—i§%9mponent

type of add-1n conponent re an aI
Th d-i p _conponent ager qualifies_ at |egst one
T TR
' red add-in cqnponent satjsfying one or nore
BRSSP S ARSI G compapme index that also includes
qualification constraints representative of _
f agidlcini eomarianeyt qnitiags fios other béd-asempatests ofithd campaerisystem. The
conmponent for the add-in conponent to interoperate
vaddrintdoempapgitienary iwudes ofie BesbfeSstop@tiaeidichiies Gt Fihctionality
conponent manager activates a qualified add-in
CSIMROAALin | SbnBfonehtdARARHNM Ulrihd S PEstioNYrEcess with the add-in
component manager. The add-in component manager determines that the add-in
component is of the specified type requested by the application based on the results of
the comparison. The add-in component manager indicates to the application that the
add-in component is an add-in component of the specified type that is available to the
application.
[0025] In other embodiments, a computer system determines if an add-in
component available to an application is qualified for use with the application. An
add-in component manager accesses one or more identified properties for a candidate
add-in component that is available to an application. The one or more identified

properties indicate functionality associated with the candidate add-in component. The

add-in component represented in an add-in component entry in an add-in component



qualification constraints for use with the
application. [0028] Enbodi nents of the present

WO pwe/03490n nay conpri se a special purpose or  PCT/US2006/035389
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gener al - pur pose conput er including conputer hardware,

as discussed in greater detail below Enbodinents

wirtdek hat htsosndpéesodddtineompesan eniriey ént dther @ldsil components of the
i ncl udeconput er-readabl e nedia for carrying or having

C eYRpiitef syB@cut abl e i nstructions or data structures

stored thereon. Such conputer-readabl e nedia can beI

a ai l ' . r .
0B C! AR R e GBI PRAE A B PROROR for add-in
exanpl e, ,apd, not limtation, conputer-readable ia .. .
caiPR e st P 3 af SRR e g haRs, . 1R ioaliication
as, RAM ROM EEPROM CD-ROM or other optical disk

sPHgRt repgisats unefianpliy; thataigdo be agsasiatcdigh e add-in component
storage devices, or any other nedium which can be used

t rsthgr eddtésicoapopedgrampproddatatyanpenate whth flor mpplication. The
conput er - execut abl e instructions or data structures
acshpdrienhmanapeb eorapaes e dnbyr mogeqeailificatiol @Ssiaifts and the one or
speci al purpose conmputer. [0029] In this description

aprd fehiifed Hlob&cs 9TRE BbiiBoneRt mARIMP kierhiBedB thOEHd@Bite add-

one or nore dak)a links that enable the transport o

el e i t : syst-ens_ and/ or

I EhaEohG I3 haRBLITEN SRETRY Fhe SRR PG s dhgrests of
over a. network or another. conmuni cations connection . X
(SRR P (Rfer Fgmory AEREIGANOT, FoRSTagNin o, 49 BFF F more identified
hardwi red or wireless) to a conputer, the conputer

pPIOPEHICY vi ews the connection as a conputer-readabl e

medi um Thus, by way of exanple, and not limtation,

cl99R¥} er -Indadhér enbatinants,an compptei spstem rlesdsoadd-ior coaaioment for
i nks which can be used to carry or store desired

pliseow e asidicaganbased oh Iﬂ@;u%ﬁédrhdﬁ-irp@ﬁ@&l%t ﬁﬁﬁfdﬁhﬁﬁrl An add-in
instructions or data structures and whi ch can be

aEARSOIRAL MandgGCHRERerd BhO QR EmBFe SREE! bmPUARRS &t the computer

conput er .

system are of a specified type of add-in component requested by an application. The
add-in component manager qualifies at least one discovered add-in component based
on the at least one discovered add-in component satisfying one or more qualification
constraints. The one or more qualification constraints representative of functionality
that is to be associated with an add-in component for the add-in component to
interoperate with the application in a desired manner. The add-in component manager
activates a qualified add-in component in accordance with the one or more
qualification constraints for use with the application.

[0028] Embodiments of the present invention may comprise a special purpose or
general-purpose computer including computer hardware, as discussed in greater detail

below. Embodiments within the scope of the present invention also include
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[ 0030] Conputer-executable instructions conprise, for
exanpl e, instructions and data which cause a general

WwW@ogos@7Tonput er, speci al purpose conputer, OPCEHEPSIO@H3S38Y
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pur pose processing device to performa certain
function or group of functions. The conputer

e¥@apiitdhladible iedd fopRarimy dbSaving!cotparmlekectibl@idsB8etions or
internmedi ate format instructions such as assenbly

| 889 UREr AT stGYE TS QM. C SuGPCSnp bl AN T8 §iCiny available
matter has been described I n l'anguage specific to

B i R P LR R B bl . 5

t under's ] r
t he appended. cl ai is.not necessarily limted . to the ]
dB8¥, Phetfarele 140 Tof  LBaliQl scamer KAAPE Redifcgan comprise,

t he described features and acts are disclosed as
esanpiter-fesdahle gtoragepmediansiiely as,NBAM.aRED, EBBBOM,TEDSBOM or
skilled in the art will appreciate that the invention
mathebeptpahdisk sethgenmagthatiordiskeaonpgd dngthemmagminBtursge devices, or
Wi th many types of conputer system configurations,

| fig) ottleN@ledin@SRIOR bart BeiNeH €6 Stord @dRire® pfRiRN t6dcSmeans in the form
hand- hel d devi ces, multi-processor systens,

%Pé&ﬂﬁlﬁ&eéégﬁtaﬂ@%%Qrugﬁorﬁr&glﬁﬁmw&es%ﬁm gan be accessed by a

el ectronics, network PCs, mniconputers, nmain

c t nobi | e. t el ephones, . PDAs, pagers, and the

R Blbos DB Pish SRS RE e pr act | ced | n

dj | buted system envirqnments where | ocal and renote
ct@ééi er 18yhis descrinfien @pd 4 éhq fOilve@vm glpie @ ‘gtwork” is defined as

hardw red data |inks, wireless data |links, or by a
combpaprodaty linkathahbrable tedranspet ebeledemic Hatalbsiween computer
t hrough a network, both performtasks. In a

dsystemsoanidént nsodesm Wheti indormatibn igotkagfeared o0 pudveded @aer B@retwork
| ocated in both |ocal and renote nenory storage

devarfetiger cofPdBlicatiofl Eenbctidd (sthEAhRawaBd, S¥RERLE oPh Bmbination
conputer architecture 100 facilitates discovery,

g%ﬁﬁiﬁp%&ég%?% bP%gSIPeEtQ etgcalté.r?\ﬁﬁ)tuité},nthgfcoﬁa%ﬁfe%%%eﬁg%é.vos the connection
as a computer-readable medium. Thus, by way of example, and not limitation,
computer-readable media can comprise a network or data links which can be used to
carry or store desired program code means in the form of computer-executable
instructions or data structures and which can be accessed by a general purpose or
special purpose computer.
[0030] Computer-executable instructions comprise, for example, instructions and
data which cause a general purpose computer, special purpose computer, or special
purpose processing device to perform a certain function or group of functions. The
computer executable instructions may be, for example, binaries, intermediate format

instructions such as assembly language, or even source code. Although the subject

matter has been described in language specific to structural features and/or

11



conmput er architecture 100 are conponents of a conputer
system The conputer system can be connected to a

wmedonoudo77 such as, for exanple, a Local Area NetTO82006/035389
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("LAN'), a Wde Area Network ("WAN'), or even the

Internet. Thus, the conputer system and ot her network
cortiedblogorp ut®ey itsigstbels understved ehatethelaubjett plttandefined in the
send data to other conputer systems connected to a

NEdpRABKd cIREROTsHI Abdbssdrile HERIFRUWS Blo RSN fea®fes Vel described
connected conputer systens (not shown), can create

rESaRnerAnLell n T AR TESSAD AR A o o

hi gher | ayer protocols that utilize IP dat agranms, such
ggpq té%%%’ﬁ iﬁﬁm Tont r ol Prot ocol (" TCP") Hyper t ext

Transfer Protocol ("HTTP"), Sinple Ml Transfer

PHOS8L o1 Yosgpkillpd “b"thé ayt Wle%ppm@t% thehihednventign 3pay be practiced
Conput er system architecture 100 includes application

10 , netwenko resmpuiia g a gevirob@®ntsa rwiitls t mamyg etyp@8. ofWdoliputer system
conputer architecture 100, itens residing in (or

| cdreffgaedtiong, includings petkennl Rempuers 8ptop coppead hyd-Beld devices,
solid line. For exanple, application 101 and conponent

NBRAYBFocddr ar@stbpgd eﬂuérﬂ}tol%}ée?sts&%ﬁ@&m rof $Belan b econsumer
hand, |tenB rediding in storage 103 are surfounded by

%@@tﬁt}g X efork Bs ﬁ?ﬁ%ﬁ%ﬁ@&o %?ﬁt’aml% cgtﬁéuteljszﬁigbﬂe (éelephones

nponent éentries

hde in sto 0 fferen b
B ontetrs R BRI Jue bive %Wym?osmr?cﬂcgff wrfigﬁguted system
103., For exanpl e, conponent 122 can be activated
cedongept Whg docst apd rsenie spmpyier sYteadviielommedined geither by
103 into systemnenory (yet still also residing in
shaydwiyed 1B8) link§08upleGedan dirky, onpyl & camboratid lofi kardwired and
application configured to utilize software add-in

coirpleedita linksphiapben hetnoil, ot péfornt@iskeX BRI @stributed system
application 101 nmay be a wor d processing application

CaRafhtett, frogdhNtholfes A beisdatedNA b&R BEal%andéRmote memory

storage devices.

[0032] Figure 1 illustrates an example of a computer architecture 100 facilitates
discovery, qualification, and activation of software add-in components. Depicted in
computer architecture 100 are components of a computer system. The computer
system can be connected to a network, such as, for example, a Local Area Network
("LAN"), a Wide Area Network (“WAN"), or even the Internet. Thus, the computer
system and other network connect computer systems can receive data from and send
data to other computer systems connected to a network. Accordingly, the computer,
as well as other connected computer systems (not shown), can create message related
data and exchange message related data (e.g., Internet Protocol (“IP”) datagrams and

other higher layer protocols that utilize IP datagrams, such as, Transmission Control

12



browser capable of |oading plug-ins for particular
types of content. Application 101 can have a program

wo paoeoi@ce for interoperating with software adBeT/nsS2006/035389
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conmponents. Application 101 can al so include a
user-interface allowi ng a user of application 101 to
spagodal (‘YOPS), oflypafeknalnsfstdPiofocdD (PEMERT)S Siffhle Mail Transfer
constraints that software add-in conponents are to

CORRbY1 (FSNITPOY, efc)loRELREhakJopE Wi th application 101 .
[ 0035] nponent rmanager 102 is generally configured

DY) 05 S SPLAURNE, 30 BIRALA D copooncns
R SR iR BN Bl fepiang i

appl i cati ons. Conponent manager 102 includes the

f Efﬁcmteé%mgt.‘ylth)ossﬁm IMeanog ) (3¢ sdrounded dxyue selid flipe. For example,
software add-in conponents, identifysoftware add-in
cappmabon $01 had cempomsdhy ntaheger dGRexs¢ fyadediéh syastemi memory. On the
identified software add-in conponents back to the

aphki Gasd,ofem§ 0&3Ehg Ah Stora@s 10R ke Bfirréurdd@di it haldsked line. For
process, when a software add-in conponent is installed

[
OB L0 R fIneRs AR 881 URE 1390nd CORBORAGR tnfiRE39Ebm ?%ent index

3
can access the software adé-ln con%@nent. or exa
c L. man r,402 access C onent 122, Sy
CUESAER nRRRRE 1 03 AL BRrTRE ke BP0 e R gpig i system
add-in conpponent (e, qg., based on installation. )
i REBIORA ARG 10 sEoT éf‘elﬂqﬁ fEPT §xamBRlst GBRPOnSHfch 2£4n by gptivated causing
exanple, file path and nanme, where conponent 122 is to '
beotéipsy ef campeneit g8 taderd fron3tprage Afd netatsystamagemon0 fyet still
can al so anal yze an accessed software add-in conponent
t also dsiting in terage 103)hr ough refl ection) the type of the
software add-in conponent and operational capabilities

of00BAE s ahénapdlB, agislicatios POPRNENipplitAiorCdBlRA to utilize software
conponent nanager 102 can anal yze attributes on

CHLBNERa L 8 RSB O0A 101 e
word processing application capable of loading external dictionaries or a Web
browser capable of loading plug-ins for particular types of content. Application 101
can have a program interface for interoperating with software add-in components.
Application 101 can also include a user-interface allowing a user of application 101 to
specify types of software add-in components and constraints that software add-in
components are to comply with for interoperation with application 101.

[0035] Component manager 102 is generally configured to provide available
software add-in components to applications. Component manager 102 can be
included in an operating system and/or can be a portion of middleware that manages

software add-in components for applications. Component manager 102 includes the

functionality to receive application requests for software add-in components, identify

13



conmponent types can include, for exanple, a
di ctionary, a content processor, etc. Software add-in

w@eowpomdnt operational capabilities can incl udeCENS2006/035389
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entry point for a software add-in conponent, isolation
boundari es needed or supported by a software add-in

cenfpoare tid-iardmpendints that saisfy ftgsregasts iaad edtumi identified software
software add-in conmponent. [0038] Conponent manager

1084 -padonRnsits Badk @ (RORFPMSRn. entry incl udi ng one or

nore properties indicative of the identified

f Bk o_n%l%,;’asgj fa 1% Sl Qgsrs,a%h&pglsofr’%\{v?re’:aéird-in component

capabilities a sof Cware add-1n’ conpone

B, SRS T P e PP s e

properties .141 and 151. Properties in a conponent

emfﬁvre AR geappent o Fojpexagiple, eomrapshle Me@ags 102 can access
conmponent, such as, for exanple, a dictionary, a
cenmnpenent L 3% dsyoponest maniges J2tdansanalyze apmepessehsoftware add-in
entry can also indicate a location (e.g., in afile
syahpomentrey. chaaed oft inwddl latiau thfomnationpwnidsitifiyS location, such as, for
stored. [ 0039] Properties in a conponent entry can al so

| exeling A, FilepHRAha adie(Wher Bérh?or%jt M2 RIOHESRL HSBTaded 03.
i npl ement the interface for the software add-in

BBINENt . cAnpSRRE Ma}ﬂa%e? H@?Zc%i}%g%ﬂ 78 %r%cgsgéc{}kﬁﬁ\?ﬂe add-in

c
be 1 ncluded 1h an extensib anguage

mani f est. t ha heres to a,specified ni fest schema i
AR ef‘ﬁ&?{’glgyt(ﬁ'g"a@%%gﬂ}l %%ﬁ?uod’js@tﬁr&y?%sosft g software add-in
included in_the software add-in conponent. Conponent
neciaRpEenY god opsratinnly sapahilidies afathe sodiavary addripeainonert.  For
identify an entry point and represent this in a

pr@pwie, ycampaueno mpoagert 1&htory . anlyze ndtiribuEsi on  coatpohent 122 to
an instantiable class in an assenbly. The class can

i idphtefyeht tgpeaankhogeliondcabsbilis@dobyorBpdiRat 122. Software add-in
application for initial hookup and control of the

SenhpiRkRt 8f6s il GRIRAN&BE ex%gltﬁef Qldi&igu Q{%’,, GOESHEN B Ssor, ete.

represents an entry point p ocol : ic I1nterface

| & % E8Yn %5191&)81981"[ oi)ellaﬁ&?atl %ggzlbilities can include an entry point for a

software add-in component, isolation boundaries needed or supported by a software
add-in component, and security settings associated with a software add-in component.
[0038] Component manager 102 can construct a component entry including one
or more propetties indicative of the identified functionality (i.e., type and operational
capabilities) of a software add-in component. For example, component manager 102
can construct component entry 131 for component 122 including at least properties
141 and 151. Properties in a component entry can indicate the type of a software add-
in component, such as, for example, a dictionary, a content processor, etc.
Properties in a component entry can also indicate a location (e.g., in a file system)

where a software add-in component is stored.
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{ void Startup(lProtocol hostObject); void Shutdown();
} [0040] Properties can also indicate a |location (or

WO s@atdoon boundary) for running the software BOOUSI006/035389
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conmponent. A location can indicate if a software
add-in conponent is conpatible wth running in process

0[{0039] ofPrPpatiest addnpdnbat drRGURS talsddndibat h@ahirdd (& entry point
in the sane or a different application domain as the

F BRUISS) a&da&pimﬁahbﬁntheﬁﬁmaé ¢S e éb%%g@ all @ %ungenent A

boundar’i es can i'ncl ude oca appli cation donains

SRR A o SAED B3 AL 43 SVBB ) B vk

also indig ur, set S associ, t d with the
Shiiwiaee Gayly S el L g e mpraition rPHrY ebomamd that
indicate a set of perm SSI ons for runnl ng a software

adefines the aprsHbht o1 sapblicobpbinededmdn shpesoftFope @ddrin component.
store constructed conponent entries for software
atidmponespamresat $02 car enplyne at softweex add4n cGoppomentd identify an
i ndex 104 can be virtually any data repository, such

asntry poine A Rpserd thiy Sﬁ e ?‘dﬁ%ﬁlyiﬁ Yonipobéiledtty S@n entry point can
server, an XM file, ctive Directory server, the

| Bé ah nl%'%antf%leaclefsb i a8 3é§steﬁﬂ91 TRE LAY carl ﬂgﬁgﬂlen’c standard protocols

Su sequent to or in parallel wth conponent nanager

S a s Q en .
SRR P B RS P08 o SRARER! iy Bare an
103 For e onent 122 can be stored alon
WP oﬁ@%ilo‘mg 8 fample Zeprients ANy et PEDGLT
add-i n conponents re%r esented by vertical ellipses) at
Public interface IEntryPoint Protocol : IProtocol

{

void Startup(IProtocol hostObject);

void Shutdown();
}
[0040] Properties can also indicate a location (or isolation boundary) for running
the software add-in component. A location can indicate if a software add-in
component is compatible with running in process or out of process with the requesting
application or in the same or a different application domain as the requesting
application. Supported or needed isolation boundaries can include local application
domains, shared application domains, private application domains, and other
processes.
[0041]  Properties can also indicate security settings associated with the software
add-in component. For example, properties can indicate a set of permissions for

running a software add-in component.
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storage 103. Thus, each software add-in conmponent in
storage 103 can have a correspondi ng conponent entry

W@ 2d0vl46dme or nore properties indicative of PCT/US2006/035389
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functionality) in conponent index 104. For exanple,
conmponent entry 131 can correspond to conponent 122,

cfoodahentCanponent IZanager 0 rces poord dodsigwii@b Rebodstd , entries for
etc. [0044] Conponent manager 102 can sort conponent

| Befpward QAd Y c6mbbRintRinkddMWonb@ iBAMPPNENEoMBORIE IndtR204 can be
such as, for exanple, the devel oper of the add-in, the

t
deyel freol i [ ' .
IS MU 01 BBl EELA MO s s
o R e R N L

conponent entry are indicative of the functionality of
adEesiospondi ng sof tware add-in conponent. Thus,

properties 141 and 151 can indicate functionality of

c 1043 h e ntSubsequentitoperoiperaralist with2coamnés2meager hel’ s abalysis of a
functionality of conponent 121. Conponent 123 as wel |

asofovdre radd anpom@oicht,athe sbfwagedlidd oaipoatfahdéastored in storage
correspondi ng conponent entries in conponent index 104

C oMY, Al 6Y BGAnPIE cBRpBREHR 12D SR s¥RAMAREK AT BSmpdehoding 123
conponent entries 131 and 132 each depict two

PLAREEL o OB SRR ESBELL) B9 A i) o

a conponent

on co ent_ manager 102's alysis of a. correspaondi ng
SOPREy B adcin EOTnUHBRES AR SPTOgEH oI ol Pat e have 2

a flow chart of a nethod 200 for discovering an add-in.
cenfpRsRering heempeneny a¢tyb|(Witho org  ap plpratirepertiphktindigative of
200 w Il be described with respect to the conponents
afihctiontadity)ninc ooppomnt gydexe)hr divirt eeple ddthonbMOditty 131 can
Met hod 200 includes an act of receiving a request for
ay@tdsphh® t@ demponed®@ MRRNedHhSorlehO Bhtey 13D Rhih Gafrbpdnd a6 tcomponent

201). The request including a selectable add-in

121, etc.

[0044] Component manager 102 can sort component index 104 by criteria known
to component manager 102, such as, for example, the developer of the add-in, the
developer of the application, etc. By sorting the index, retrieval using these criteria,
such as, for example, during discovery, is made more efficient.

[0045] As previously described, properties in a component entry are indicative of
the functionality of a corresponding software add-in component. Thus, properties 141
and 151 can indicate functionality of component 122 and properties 142 and 152 can
indicate functionality of component 121. Component 123 as well as other
components at storage 103 can also have corresponding component entries in

component index 104 containing one or more indicative properties. Although

component entries 131 and 132 each depict two properties, virtually any number of
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conmponent property indicative of a specified type of
add-in conponent the application is requesting. For

wex@nmph@;77 conponent nmanager 102 can recei ve repUEEE2006/035389
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111, including property 112, from application 101.
Property 112 can indicate a specified type of software
agfbpleftics AP 8B MYludda iAG corgpomsihtechtlybas@phi 1eadt i Part @h-component

In some enbodi nents, property 112 is pre confi gured

| iR &PR bk‘%%h ?fﬁs 391 cotils Qﬁ&]ﬁ% s@tlt\;/ﬁ% Rad (51?8(916% nts,

application 1 recel ves a user -sel ectlon of” property

A
%B&Fgﬁ% ‘%ﬁeffé% g??t aalg af!: l%tag%ﬁ&\ﬁ%hgy gﬁgtwlgdgg) desqried with

add in conmponent entry included in an add-in conponent

i FREBSC thike campenerig i ammmte@@w?m@mhl@mq for

ot her add-in conmponents of a conmputer system The

afi047h cdvipibné k00emthudes aelaodofi geosivéngr meguest for available add-in
properties indicative of the functionality of an

aeémpsheaten etappHetiohf(h@DoUMr TRY reueR Ghdhdiak laQBlectable add-in
process with the add-in conponent nanager For

brfent gﬂﬂg&gﬁ NhadRPRIGE 4 O%) eEﬁi%d' €ofl uaﬁfdylgi E8mponent the

agal st ¢ t entries |n onpone |ndex 1

piech ém g%‘%gl%%’u%g %g Trll,e1 X 8{1}%\2986% n‘g recel%e request
1§E [ 8&81@“%@%%@5" °'£aq”t a0 aieR 408 ”E?Poig%@?ﬁfzﬁmgmdmate :

t hat the add-in conponent is of the specified type

r rpedieddphof sofevaip pild-dmeoroporisat being mequssicd dywippcagion 101. In
the conparison (act 203). For exanple, conponent

msorag embbdiznansy) pledeetym 12eist fraicoafigmed dnto dpplicationaldlypén other
of software add-in conponent requested by application

18erhas @Ehbolinkdies, appdation b1 GEIERRE 'an&epﬁﬁﬂﬁfoﬁlyoflp}gpérﬁl 112 (or
property 141 (or sone other property in conpone

ewrﬁé’oﬂléﬂgeiechepotlélﬁ%%)? hat conponent manager 102 al so

determnes t

[0048] Method 200 includes an act of comparing the selectable add-in component
property to the contents of an add-in component entry for an add-in component (act
202). The add-in component entry included in an add-in component index that also
includes add-in component entries for other add-in components of a computer system.
The add-in component entry including one or more properties indicative of the
functionality of an add-in component identified during a registration process with the
add-in component manager. For example, component manager 102 can issue query
113 against component entries in component index 104. Thus, it may be that property
112 is compared against properties 141 and 151 (indicative of the functionality of

component 122) in component entry 131.
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one or nore other conponents are al so conponents of
the specified type. Conponent manager 102 can conpile

w@200784697f or exanpl e, conponent |ist 114, thatPCT/US2006/035389
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identifies any conmponents of the specified type.

Conmponent list 114 can al so include other properties
([0948Hdi tMethod @00 ypd)des anatt dfietebainigxmapihe add-in component is of
properties indicating operational capabilities of a
Stietspadifie@ tihe irueoieR R RS aplicATBEb 00 BR AR Mesi B R 5th, i
[OOSg?dNEtﬁ%d %bo i nc udegxgn act of indicating toegﬁgmuwon
appl beAt i thabet =] i =i .n

o S8 - ble, Dl RebATP 0T, WA PR Bpgonent 122

nponent of the spec IS aval
i 0 A 485 208 IR BRI s on e

conponent 122 is a conpagnent of the type indicated by )
plf%g‘éﬂr P? CPIPATIRG RHTOREIY di2oi0 BIORBGH elrﬁvls (Q5f squme; leqrf prggerty in
type of is conpiled, for exanple, conmponent |ist 114,
cenmnent entandgor licaay bedbataomipenstt maragert 1@halsé defesthines that
to application 101. For exanple, conponent manager 102

cene sranorepulidricaipbhatts dré4Rotconppptrits af the8pdddfed fyp@S5thmponent
Partial list 114P can include properties that identify

e@eha®p i DVREL cafid B 1160 THOB8RIIQ colpBnaR ekt T 14£dniBhntifies any
Conponent nmanager 102 nay retain other properties

e o e BRI S AR R PP af 4R Touce omer
(PR Gu o ERERE NP sy for camaBRoMOPBeY Hiana opeiatonsl

capapilities to application 101. Accordingly,

2GRBRPILLES B gty ke A GemImenaRa framat compnent entry.

avai | abl esoftware add-i n conponents of a requested

sk9889Y i edMiethod 208 maklndsts entactd indiottive toftheappliatidn thyt thie add-in
the software add-in conponents). [0052] Method 200 can
bevniement &dai @dd-é@conpohént éMthadnspadighcd Nys® MRANE Mvailable to the
i ndex (e.g., each entry in conponent index 104) to

PIpEBAH R I(Xct! Z0)L T Tbr OdBRI 1A Al middSeer 102 can indicate to

application 101 that component 122 is a component of the type indicated by property
112.  When a list of components of a specified type of is compiled, for example,
component list 114, component manager can send at least a portion of list to
application 101. For example, component manager 102 can send partial list 114P to
application 101.

[0051] Partial list 114P can include properties that identify each software add-in
component of the specified type. Component manager 102 may retain other
properties indicative of software add-in component operational capabilities without
sending them to application 101. Alternately, component manager 102 may send
properties indicative of software add-in component operational capabilities to

application 101. Accordingly, application 101 can be made aware of any available
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specified type (e.g., conponents 121 and 123). Thus, a
nunber of add-ins of a specified type (i.e., a subset

w@booaloheoregi st ered add-ins) can be di scover ed. PCT/US2006/035389
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Accordingly, add-in conponents can be identified

(di scovered) based on information provided to an

agsktwave NBIGAEE Corfifor@nts G0APRERtcd BRRIRA PE) (add Gdtdnfi@lly other
add-in is registered. Method 200 can be used to nmake a

cﬁﬁ{cﬁsnﬁ{t?bﬁm%%b%e%d% c%gaﬁéﬁtsﬁpnponen_t s that are
potentially useable by an application to inplenent

L S hRASH) OIS F o S B e
OO o 8 BB 52 BB e of e

W th respect to the conponents and data in conputer

s siaceindabri (ecst eamepopents 1200sa] 188X hddus oo npmbk @€ addnns of a
act of accessing one or nore identified properties for
aspaiftiddgpe (iad d-suhset ofrplbregistertd add-is) earnshd dibdoweted. @rcordingly,
application (act 301). The one or nore identified

PROPET édrBsoreRdicanbe idedtified @ictblékd) hiatd bis indeefionpesyided to an
with the candi date add-in conponent. The add-in

C rese R+ =i o
A o B (R NofbohBuahaftit| [U5DARANGAL 2

c n entries for other add-i.n ¢ onents. of the
BIRARER 0 S b i o i Aoa P i SRREROT g ayionents that
can acces roperties 141 and 151 (indicatjve of the

f Bl 9%3?6 DARFPRERIONS9 ympleBient Hepdied Atnclinpalify.

131. Alternately, conponent manager 102 can access
pi®)58t t | SigueB dlnwetrateria flowwhewd nb e mwthod 306t fon defetnpiging if an add-
was previously conpiled in response to discovering

sof tovapenemtldviaitabdo hp anepplicatibn ds gjpekifidd &d wsgpwith @S Spplication.
In ot her enbodi nents, conponent manager 102 accesses

oMtliod BO®HAM b RsRHSA G REpM §d) t1eOrIRYIRBkts Jaﬁ% dabdfh computer

Is not stored in conponent entry index 104. O her

aﬁy}f&ﬁ@kﬁﬂe&%ﬁ@@mi on can be accessed separately
a

or I1n conbination with

gfl?llﬁl egistered.

[0054] Method 300 includes an act of accessing one or more identified properties
for a candidate add-in component that is available to an application (act 301). The
one or more identified properties indicate functionality that is associated with the
candidate add-in component. The add-in component represented in an add-in
component entry in an add-in component index that also includes add-in component
entries for other add-in components of the computer system. For example, component
manager 102 can access properties 141 and 151 (indicative of the functionality of
component 122) from component entry 131. Alternately, component manager 102
can access properties 141 and 151 from component list 114 that was previously

compiled in response to discovering software add-in components of a specified type.
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information that is included in conponent index 104.
O her associated informati on may or may not be

wa@eaensiobt e or avail abl e to conponent 122 and PEIyUS2006/035389
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may not have been provided to conmponent manager 102

during a registration process. Further, conponent

MPOUBBEN 1% tHEenfdaRshtd, QoS thalhgdr 402 hEcesses other information
i nformati on recei ved from conponents during a

r %&ioéi fedt évﬂﬂ 0%&1%{021\3@ %%:131 Wit iEY%6D fsf.ofrec‘f: ﬂ{m&ﬁﬁ{;ﬁerr% %?ltrg rindex 104.

provi des assocCl ormati on to compone nag

1 t he associ.ated. i nformation not be.j ncl uded. i .
OB ReTIR Py o A0 ko rord BperHiehaR bh ohpor pigaon with
104 at all). [0056] Method 300 jncludes an act of ]

r SEETRAtiRY atrljédﬁ%lg%ledf PosArERnacRippiet P40 Othgrasgesdatpd information
conponents that satisfy one or nore qualification

c o1Rytor aiaynet peaeecegnible or Bvailablpualchmponant dA2 ewhwiay ai may not have
representing functionality that is to be associ ated

Wotdn provididi to coonporeninahadertloe @dihgl O regisgniv@ntrotdds. Further,
appropriately operate with the application. For

eXaipbient GRARSHEIDL HRPEEKREe IdisCAl o §5RIY Safsiiohabfived fr
11%ﬂ?ro#iapplggatiSEEQ01. %bns?raints§§%6 can ' om

r = g ctiopal i ty:qd IS .t .
B EaRRL Bty B RO, bl RO 6 g, B2 Brovides
sof twar e .add-in conmponent to approptiately operat )
PR RisE REARROA T pompaRent BRs T2 PRPHACA 1hErigfion may
indicate that a software add-in conponent is to )

ufpl e imckdsd & pompepeahentyy hah (And gt Bridie incgmpopeny index 104 at
private application donain, etc., when operating with

apll.i cati on 101. [0057] hi sone enbodi ments, an add-in
conmponent registers one or nore constraints in a

¢ (0036 entMethde 300 hddludeg @@iabyofre€eiving SReqEtsNGo@NBe @fplication for
nore properties an application is to satisfy before

t RE3-AP R hFHehRNh&ed iRt &{e%%@ﬂee%dﬂﬁhbatfo%ecoﬁ%ih@_(act 302). Each
conmponent. Thus it may be that conponent 122 registers

B T 1S W

¢ ?nnpo%rl]peoqltent for the add-in component to appropriately operate with the application.
For example, component manager 102 can receive constraiﬁts 116 from application
101. Constraints 116 can represent add-in component functionality that is to be
associated with a software add-in component for the software add-in component to
appropriately operate with application 101. For example, constraints 116 can indicate
that a software add-in component is to utilize a specified entry point protocol, run in a
private application domain, etc., when operating with application 101.
[0057] In some embodiments, an add-in component registers one or more
constraints in a component index that specify a corresponding one or more properties

an application is to satisfy before the application can interoperate with the add-in

component. Thus it may be that component 122 registers one or more constraints
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122. Conponent manager 102 can send constraints for an
add-in conponent to an application. For exanpl e,

wa@eowomdnt nanager can send constraints 116 (ePQr/US1006/035389

10

15

20

conmponent 122) to application 101. [0058] Add-in
conponent constraints can be used to check application

f aididing \préertids dppliceipiesll ishatsafdFy appinta@apérafiorivitBrcomponent
its behavior for interoperation with an add-in

CPPPO rafd?ﬁapﬁngﬁrm_%;f%@ he2 cap eéﬂd:edds&%nés%r BYadd&h ¥dhdpohht to an

running all add onponents I n the same applicatron

d kN, ver nmpenent 122 may constrain . .
BRI B oot SR SRRt S f S g g e e for
applicati domai n (.e. used only by conponent 122).

TH PoﬁqﬁigaﬁoéWﬂH@&ﬂ%EQE a qualification process can

be vi ewed as a negotiation between an application and
afP0S8l- i NAddb i saBpEnetheansiraintsy gam die- vprde dhpdeeln tapphigation for
need to satisfy constraints of an application and the
apeliavoatar oo revagstribatchnt appéiedtionf attec in bthaviortfor ofterbperation with an
add-in conponent for appropriate interoperation

bed ®ae Borhpéhed PIFoE 8t drBple 2dpplitReonatdl- iy GefR@NeHunnihB&ll add-in
bi -directional arrow depicted for constraints 116

r € mgssin I NEYY dplibAn doARP] H%EM%O%%H‘GHH Z‘liqﬁac‘y constrain
an act o conmpari n the one or nore qual 1 T cati on
[

const rain nd t.ne one or e identifie roperti.e

(R GB 151 RHnliE sPRBoREy T8 B4 Sl A e B P 2. used
co re constraints, 116 to propertjes 141 and 151.

VER 3&/ eRPangRY 17fas TaHS 4B s0@e cHbodimsnty #gualiicafign process can be
candi date add-in conponent is qualified for use with

t Miewed @i s idationdbueasran dpplicatinm angl agf addeinmsamipogenthEhat is, an
one or nore qualification constraints to the one or

maddin dentpohérednjpyopedsd iteSsatiat cofaintd-arf exagpllieation and the
conmponent manager 102 can determne if conponent 122

| gppsiieatibd bR feed 1 S@tit tBnaRRté %Nﬂeoiﬂd_l@%colﬂﬁﬁﬁgn%r taBfropriate

results of conparing constraints 116 wt
interoperation between the application and the add-in component. The bi-directional

arrow depicted for constraints 116 represents a negotiation.

[0059] Method 300 includes an act of comparing the one or more qualification
constraints and the one or more identified properties (act 303). For example,
component manager 102 can compare constraints 116 to properties 141 and 151.
Method 300 includes an act of determining if the candidate add-in component is
qualified for use with the application based on the results of comparing the one or
more qualification constraints to the one or more identified properties (act 304). For
example, component manager 102 can determine if component 122 is qualified for
use with application 101 based on the results of comparing constraints 116 with

properties 141 and 151.
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properties 141 and 151.[0060] That is, conponent
manager 102 can determ ne that operationa

W@ apalidort i es i ndi cated by constraints 116 ar ePCT/US2006/035389
operational capabilities that can be inplenented by
conponent 122 (as indicated properties 141 and 151).
Feooeexanpligst id, Sofipdieht ambhadendigRt &5 tdefimdhes thdtWapBrational
add-in conponent is to run in a private application
d LA . . t r i
| b RR Ao RicRRNS! hnduids 375, 48, Spebilinel| AABRANE that can be
applicati domai n, .t of twar e add-i.n 0
< DB R b B a2 GO Bt SEERSI T For axample,
constraint indicates that a software add-in conmponent .
gt &Opﬁlmca&ss%ékﬁfﬁowaﬁw@%% GPRPORHH AR TURUR @ private
property of a software add-in conponent indicates that

5 | epplation dempiaisind agfroperp efhe saftwaye rié-is peopdricatiindivateg that it is
poi nt protocol, the software add-in conmponent does not

sedpableyoft hentgnst 4 privdte appliéatibn Moitadry tBOGoftwirel@dd-in component
repeated for a nunber of (previously discovered) addin

C 9AREBE MeScdnBirsiheaR Melotifdr Hhd POtLdsBhinBAfidales that a software
conmponents that are qualified for use with an

. . Thus L . .
SR bR S peURDR Bl By L 004 propey o
it licatiaon. . As.. ' d i bed, .add-i .

ooBHE PR ARRPLE BRL kYo R0 AreRiaicf dplerenting the
provi ded to an add-in_manager (e.g., conmponent nanager.

10 1 gperifigdepntihRoigl grqterol.sthe egitstars e%d-as cqepeneat dpesaet satisfy the
i nformati on not provided or retained by the add-in

meenstremt. Met hod 300 can be used to nake a fine grain
sel ection on (previously discovered) add-in conmponents

t f(ie1pr e Methed B0alchy belsgahice fya aMmBEII] (pﬁizidasl?z dis¥d0eded) add-

I't shoul d be understood that the description o _
CRNSOniFHNeAS to Blre%earﬁélt 8B poteRH %H&-%Qé@npcﬁil%gtsgﬁ&t'a% ﬁaﬁlﬁited for use

constralnts are nerely exarrpl es. It wou € apparen
U Qith an application. Thus, a number of add-ins satisfying qualification constraints can
15 be qualified for use with an application. As previously described, add-in components
can be qualified based on information provided to an add-in manager (e.g.,
component manager 102) when the add-in is registered as well as other information
not provided or retained by the add-in manager. Method 300 can be used to make a
fine grain selection on (previously discovered) add-in components that are potentially
20  useable by an application.
[0062] It should be understood that the description of constraints, properties,
comparisons, and satisfying constraints are merely examples. It would be apparent to
one skilled in the art, after having reviewed this description, that embodiments of the

invention can utilize other constraints, properties, and com}iarisons and that

25  constraints can be satisfied in other ways, in addition to those expressly described.
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one skilled in the art, after having reviewed this
description, that enbodinents of the invention can

waiRiozioze®d7Dt her constraints, properties, and cOPQBUSRO06635389
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and that constraints can be satisfied in other ways,

in addition to those expressly described.[0063] In
sf0ts3gnbodh nenies enttetinshts) Ofhetiiod 100 hadll IRAh&T S00SQek used in
in conbination to provide a list of add-in conmponents

| BeHBRbIiAY tbNplovidaea agd- b a@(ﬂi@%@ﬁ%%ﬁexﬁé" dn@Bating that the add-in
application are qualified to interoperate mnth one

a ] erek ecifled. t ] LY. coarse

P ARk shd i ot e BTG I Gerkt i PR Bbiter o
subset of avall.abl e. component add-i.ns,. by conpari ng one

o PEREne abEHrInTisRlD: ok SuSh EatR dise bty Arotsrp o used to
index entrjes. Wien a conponent index is sorted, the )
dH@E%‘(Fé Pypupseh o availkhle copionsnd mdfyng by eoraRArHIEUIS B MQE received
avai | abl e add-in conponents satisfying the one or nore

r pespeitisd tpriopeartieem cémponenh endey batiesof Wiescneaempadnent index is
add-in conponents, a fine grain qualification process
ceortegyahd Kyscongy Qirodess eam ddfidiBntBo FRAAEN L SsuB&d dfhavailable add-in
application for interoperability. Qualification can be

basporRAts BtREIRS It of 0 P(}Siﬁeg a r
ot he?oi nfsor rrat}?iggn tgé;é)ggi%tr}g%&wfgtaﬁlagﬁtpgb -in cggrrc%lgn%%tsgbset of

55 PRUL L e e KSR U RSB e on ity ne o
O obaR Sy bk T S S TS cnie

conponent constraints. [0064] Qualified software

abrsefl (prc BHYIaHiensinctha geEponeitddex and/ar pihet infognation associated
exanpl e, qualified conmponent list 117, and sent to
apphianatddsin co@dponbints oIt epiicdiiore Qulifiagijin cat beobi-dibktional (a
is pre-configured with selection logic to select an
apgyotiplibgt eTIsNfd, \Waden astdpoibnGORRY BT tof Jafl8fyaaphli&dtiof constraints
qual i fi ed conmponents. In other enbodi nents,

SRR thE AbpIRALIH TGP IFHALy el BmbBISA LAl OW NG

a user 0 sel ect "an approp iate software

A CﬂfﬁggpentQJaﬁi ol aso'fév&atre oa]cddg}i' ac':drr]clﬂo%gnt(s: oga%ogee rﬁlg‘l'uded in a list, for

example, qualified component list 117, and sent to application 101. In some
embodiments, application 101 is pre-configured with selection logic to select an
appropriate software add-in component from a list of qualified components. In other
embodiments, application 101 can present a user-interface allowing a user to select an
appropriate software add-in component from a list of qualified components.

[0065] Application 101 can return a component selection, for example,
component selection 118, back to component manager 102. In response, component
manager 102 can activate the selected software add-in component. For example,
component manager 102 can send activation 119 to a file system to activate

component 122. Activation 119 can include an identifier, such as, for example, a
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[ 0065] Application 101 can return a conponent
sel ection, for exanple, conponent selection 118, back

wo eoocomgonent manager 102. | n response, CONMPONRECIL/US2006/035389
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manager 102 can activate the selected software add-in
conponent. For exanpl e, conponent nanager 102 can send
adireotartyl puth 340 ntn@eafok ldcatiny Sbapdiedt 422 i Sofge ATBOABHVation 119
122. Activation 119 can include an identifier, such

agan fPludeXaMRl-8ds ﬁﬂé&ﬁ/ﬁfe%ﬁltpeﬂérﬁ 1396¢h RBRIanEOtith cmisltléaints 116.

| ocating conponent 122 1 n storage 103. Activation

c i e. cti e fonmponent .122 in.

20, CREME RATERRD, 14} RALLIZEE ERMR AR Toptin, component
application. 101 .requested a shared appljcation domain, . .
BB b ch Slated ih b ey eadn s ok SaPleaRes AaL Bktivation
domain with application 101. Activation 119 can cause

c dhP eAesAuse campeienb 1 3 tededorded dniesnengryaned agcommunication path to
ycomruni cation path to be established between

appldstahtisiod b@¥Weamdppbogionedl 28@ dompaoedr thde askbéddance with
constraints 116. [0066] One type of contmunication path

t badstramis by, est abl i shed i n accordance with satisfied
constraints is a pipeline, such as, for exanple,
PiowR6] Ne ALty ot BshindRickRh bak! NBe Rtabikh da)

a'r[JpI i ]cati on p):p(%gr anm ngﬁllcnt er?%getggt?%%rg%%tgr §$F§ %f:ordance
one.or..nore adapters, and at l.east. one pipeline .
oW eu TG BRRRNEAT r AEtRE e e G APl Binglfs 15, A pipeline
and pipeline protocols in varying quantities and w .
c %ionﬁﬁ%i? GRS O Hipge ARdrnpdeatiwgaestarymps ientargs (hareafisr “APIs”),
the pipeline elements. APIs refer to a set of routines
uskeciohypormadapists, @ad iableastpme gripaine protetdloduclapipebindsanay include
assenbl age of programmabl e and executable code to

dAPEs; tadbgterspend pipaine erobedls oo ednyigs qhdigities ané coynbinations, and
correspondi ng execution environnment, such as an

Op&JdahotNgeceysatiBMudeUill iofBh&¥Rfelhé Q@MY I AP fer to a set of
Adapters refer to nodul es or objects that are capable

gﬁo&l‘ﬁ%n{{%é& ﬁwn \l:aglld %g@?c?agﬁb,; %Bo?g'i]%ln,’g%métf&n,a N@kh 8{heiAPAsSemblage of
programmable and executable code to direct the performance of procedures therefore
by a corresponding execution environment, such as an operating system or runtime
execution environment. Adapters refer to modules or objects that are capable of
communicatively adapting one API to another AP, and may be linked serially or via
a pipeline protocol. Pipeline protocol refers to a specification or contract through
which objects, of which an API is a non-exclusive example, may communicate.

[0067] Thus, a pipeline (e.g., pipeline 181) can be a chain of code modules or
objects that flow from a host API adapter to an add-in API adapter, via a pipeline
protocol, to connect a first node application (e.g., application 101) to a second node

application (e.g., component 122). However, it should be understood other types of

communication paths can also be established in accordance with satisfied constraints.
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a pipeline protocol. Pipeline protocol refers to a
specification or contract through which objects, of

wokiocld4@n APl is a non-excl usive exanpl e, nmay PCT/US2006/035389
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communi cate. [0067] Thus, a pipeline (e.g., pipeline

181) can be a chain of code nodul es or objects that

f Mows,f it onondd Hses bppinint adagiec kkitled am tRéldrti AfEPhaddanetlowed this
via a pipeline protocol, to connect a first node
2BBckiBAbH,0Mndte efhbodRd Catt 1tRY ﬂ'sgéﬂt'c;no @nSeERRd

appfigation (eég.? conponent 122). ﬁbmever, ?t sﬁ@%fdbmes of

e HRARIALAPHLRL BELAGUBER Shasumuni cati on paths can.

al'so be es I'she n ac ance with satisfied

c aints. Thus, it uld be apparent to ane skilled.
el arle sl amhpdietievisBa a8l §8 AP By GAStraints 116
that enmbodi ments of the invention can utilize other

t plong vath penerini bhin waugshtlhl, Inthesg @lteingle enabodiments, component
pi pelines. [0068] In alternate enbodi nents,
apphageat1i03rcat Guenya nompaiant énder i r fai noswark Grddtin ngmpiohénts of a
property 112 in request 111. In these alternate

etypedindtated, inC efigNt12nemages shdfyCadhsasiatsy 1 EONDOReRE add-in
i ndex 104 for software add-in conponents of a type

i pSM L3 B t af i . tr-al ot .
I1 16. ﬁ%%)e?l% mg@ggglg% - {I(Ih 361(1:1 %ﬁé 8%2 ﬁ? slja@gltlelﬁs #dy |§ g lct%lﬁgﬁ qll,(l)g r €1 auahﬁed

c .yrned to application 101 in qualified
ool ShenPtd7C 19 [0069] Figure 4 illustrates a flow

chart.. of nmet hod 400 for | oading an add-i n conponent )
OiohL e’ etreh shpive 2 Now At omewgAL: & Bainewn add-in
conponent functionality. Method 400 will be described
wrerpeueshder use wib awrapphesiios hargdden aequestednpdd-6r component
system architecture 100. [0070] Method 400 includes an
atitnctbnality cMegiradrdpOonid] oy desorileedaslith re3pend i tHeeddingoaknts and data
the conputer systemare of a specified type of add-in

ChrqeRRiidr syaamaséicive 800, appl i cation (act 401). For
exanpl e, through conparison to properties in conponent

[0070] Method 400 includes an act of discovering one or more add-in components

at the cbmputer system are of a specified type of add-in component requested by an
application (act 401). For example, through comparison to properties in component
entries, component module 102 can discover that one or more of components 121,
122, and 123 are of a specified type (e.g., a dictionary, a content processor, etc)
indicated by property 112.

[0071] Method 400 includes an act of qualifying at least one discovered add-in
component based on the at least one discovered add-in component satisfying one or
more qualification constraints (act 402). The one or more qualification constraints
fepresentative of functionality that is to be associated with an add-in component for
the add-in component to interoperate with the application in a desired manner. For

example, component manager 102 can qualify any of components 121, 122, and 123,
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entries, conponent nodul e 102 can di scover that one or
nore of conponents 121, 122, and 123 are of a

wa@p@aioidsed type (e.g., a dictionary, a contentPCT/US2006/035389

processor, etc) indicated by property 112. [0071]

Met hod 400 includes an act of qualifying at |east one

dWishsetisfiy cadsiraints ¢ bovpBatinfying asestrains t o(eas,, themgh coAarison to

di scovered add-i n conponent satisfying one or nore

Opwipedfties it c@NpORAGETtHES) rSpréats H412) com_-Bi')ﬁelﬁ"iﬁclﬁdlesrfﬁﬁ&ionality to

qualification constraints representative of

f &b I' i; ' d_wi add-in .

e S G
j . a [ LOon.:4N desired nner. For exanpl e, .

Dt £ S BRbE Bl B RO B oo o br s apbropriate
1211.122 and 1%3 whi ch satisfy constraints 116.

SR dPRYRHE-di nts 116 (e.g., through conparison

to properties in conponent entries) represents that a
c98hentMethed d8@ indlysdes enaatef agjiveiing mgealifisdraddenwiottponent in

the application 101 in a desired manner (e.g., has
agspoviancaweh the e mos, quakificaion @opstailts Gorafst Mtk Application
protocol, can run in an appropriate application

d@o®403). FoE edarh$le, /dmp¥RtMaHarhes 102 IS sy AL c&ﬁfaor%fnt 122 for use
rdance

activating a qualified add-in conponent in acc

BB O R BRI 1L L

e application exanpl e, conponent

er n_activate conpanent. 122 for use wth .
;@g I'cat ilﬂglﬁbo%%fe %ﬁ of 08 RFSFREE HYSOioR oﬁ%’ﬁlf%‘? rgfygarg[l% and flexible
[O%Nﬂ_ E&Eodi ments of the present invention facilitate
PSR E 23kt ¢amaBqnsnicselestionahonirpplipationsbeviagtio include the logic
sel ection w thout applications having to include the
| fo makingr sueh slegtiansc S ofevase nildirs corfadrenroan dddlisqovered by type
conmponents can be di scovered by type even when.
skt wahan acliivare aidripocungsheals ears tsisred ih Nvavidns Qiterent locations.

di fferent |ocations. Software add-in conponents can be
Bodiwdre @AdfiRTcorHONORS Ictth el YilHieq B} labYroBRLR! Rinctionality before
being loaded for use with an application. Qualifying software add-in components
reduces the likelihood of loading inappropriately configured or malicious software
add-in components. Accordingly, embodiments of the present invention promote
efficient and secure use of software add-in components.

[0074] The present invention may be embodied in other specific forms without
departing from its spirit or essential characteristics. The described embodiments are
to be considered in all respects only as illustrative and not restrictive. The scope of
the invention is, therefore, indicated by the appended claims rather than by the

foregoing description. All changes which come within the meaning and range of

equivalency of the claims are to be embraced within their scope.
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bei ng | oaded for use with an application. Qualifying
sof tware add-in conponents reduces the likelihood of
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sof tware add-in conponents. Accordingly, enbodinents

of the present invention pronote efficient and secure

use of software add-in conpgbaaives [0074] The present

i nvention may be enbodied in other specific forns

W t houtwglg Ra¢hing iEromits spirit or essential
characteristics. The described enbodi ments are to be
considered in all respects only as illustrative and

not restrictive. The scope of the invention is,

t heref ore, i,ndicated Qy t he pended cl ai ms rat her X )

t han bg'thef§8W§BgFBBr§@§%Ppﬁ"b T URP |t @ Coputer fiffte including
come wi.ithin the meani ng and range of equival ency of _

t A adfldn pemporentnpragshihe campRier regremeaptpduct for implementing a
scope. CLAIMS What is clainmed is: 1. A conputer program
pmsthectt fof detemnsipingtif an eddvimutoarposystarailabie toumh apglieation is qualified
add-i n conponent manager, the conputer program product

f €or usepVigireret dpplicatidi theoshnifiterdbian pobgcti donRist@toreNor more
conmponent available to an application is qualified for

UgSmphteRrdalfb18PBIok£RL 11R%a t HE/iLP ”RH%ggltﬂérg&{ a@alﬂﬁlﬂgﬁ‘?){aecutable

conpri sing one or nore conputer-rea e storage ned

havi.ng: st o uter-executable jnstructions
¢ ESh8icnt DgE AL SRR RarTRY GRS BE PRt Ee Bstem 1o
Sésﬁen1%§ég rformthe follow ng: access one or nore
i DR § ‘E‘?"&‘ﬁ‘grti es for a candidate add-in conponent
that is available to an application, the one or nore
i dentified Peasperaticesr imerieciiented fpropenidesi doralai cyndidate add-in
associ ated with the candi date add-in conponent, the
add- i ncooppmneérbatrisparvaiahit ¢d dm applicatich,i the carponedre identified
entry

properties indicative of functionality associated with the candidate add-in

component, the add-in component represented in an add-in component entry
of an add-in component index that also includes add-in component entries for
other add-in components of the computer system;

receive a request from the application for add-in components that
satisfy one or more qualification constraints, each qualification constraint
representing functionality that is to be associated with an add-in component
for the add-in component to appropriately operate with the application;

compare the one or more qualification constraints and the one or more
identified properties; and

act of determining if the candidate add-in component is qualified for
use with the application based on the results of comparing the one or more

qualification constraints to the one or more identified properties.
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of an add-in conponent index that also includes add-in
conponent entries for other add-in conponents of the

W@ 0up0i@r7 syst en receive a request fromthe PCT/US2006/035389
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application for add-in conponents that satisfy one or
nore qualification constraints, each qualification
constraint representing functionality that is to be
associated with an add-in conponent for the add-in

conmponent t gpap %Iﬁﬁﬁtief"t ﬁjograﬁp%frg&ﬁ:t Wad NelibR in claim 1, further
appl i cation; conpare the one or nore qualification

PG} A OB il SRR e
A R E A A L -

gqualifjcation constraints to the one or nore

i gertiafyieandipe gee oY wereidentfied dEPRSIE®SF pr ogr am pr oduct

as recited in claim1l, further conprising

conput er - ex eggivald eqihes tforuavailals atdrint compenensxiamtamdgpplication
cause the conputer systemto performthe foll ow ng

prior pfof@reisiy the@nee nie MRhBfiUploptitied forthe candidate add-
constraints and the one or nore identified properties:

recel Ve, @oﬁlﬁgﬁé‘%ﬁ} thé QE%L@étainlcﬁtkain% @gglﬁatame QUBSA @B ohé Broperty
an applicatton prior to accessing the one or nor

identifjed properti for the ndi dat e _addi . .
compond i oBE  sBRFH, g -2 ButSBHD sy spplication is
conponent property indicative of a specified type of

add- | nr?%‘ﬁ%t nt the application is requesting;

conpare the selectable add-in conponent property to

t he cont ent so@patcHbe selgctable gy renponent myofesty fohike contents of
candi dat e add-in conponent; discover that the

candi dé#ieeaddeid -componerpentn forithe aindidae sideaicbmpdndéntpe

discover that the candidate add-in component is of the specified type
requeste:d by the application based on the results of the comparison; and

indicate to the application that the candidate add-in component is an
add-in component of the specified type prior to accessing the one or more

identified properties for the candidate add-in component.

3. The computer program product as recited in claim 1, wherein
computer-executable instructions that, when executed, cause the computer system to
receive a request from the application for add-in components that satisfy one or more
qualification constraints comprise computer-executable instructions that, when
executed, cause the computer system to receive a request for add-in components of a

specified type.
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requested by the application based on the results of
the conparison; and indicate to the application that

WO b@7oadi dat e add-i n conponent is an add-in CPOPURENG/035389
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of the specified type prior to accessing the one or

nore identified properties for the candi date add-in
conponént . Fhe Te@nFsP Wregrafl @E5due R Oehettbd aidh cBimt @d wherein
in claiml, wherein conputer-executable instructions

t B&hputhexecaispUinsiuct DAY $fi t\gﬁ‘ei &@&E&rcaﬁyegﬂﬁmo}rﬂ)uter system to

recelve a request fromthe p |cat|on for ad
t [ one._ or al i t.i.gn ..

cons%”l%@ AF o et 280t SOoPhenl B GRS G i ppptication

hat , .when execut ed, cause the np ter systemto
¢ Edabye 3@@&%@&6%%%&8%@?}0%&15& el ot hecpmputer
type. 4. The conputer program product as recited in
c Fﬁt?ﬁl fo deteewiap that theperndidateaddin gomponens i qealifisd Sor use with the
that, when executed, cause the conputer systemto
demﬂkaﬁmm if the candidate add-in conponent is
gqualified for use with the application conprise
comput er - execut abl e i nstructions that, when execut ed,
cause the conputer systemto determ ne that the
candi date agggi &1@@&8"@?&%@@ PR Tk efhcfiod | g %1a‘1“ﬁ§ts Q, wherein

t he appl i cati1on er program pro

|n c m 4 rrputer xecut abl e
| EGhbiE el b rghiaR® el TREI Bl SRR R system 1o
sten1to det rmne, that the candidate add-in
ﬁﬁs@ﬁgﬁt thats tﬁ% Aandidate pdd-im compopent; ke aypkiicd. £p7 gwe with the
conpri se conput er-executabl e instructions that, when
exEligaiden comapiits comwutsmEaeusible instractians fiiags whernexecated, cause the
list of candidate add-in conponents that satisfy the
quahpiterc systenm te foratulae atlst bisadiiddie adésutbompaientdwhat satisfy the
conmpari son. 6. The conputer program product as recited

| fualiftbfidrl condligih Based the results of the comparison.

6. The computer program product as recited in claim 1, wherein
computer-executable instructions that, when executed, cause the computer system to
determine if the candidate add-in component is qualified for use with the application
comprise computer-executable instructions that, when executed, cause the computer
system to determine the candidate add-in component has an entry point protocol that

is compatible with the application.

7. The computer program product as recited in claim 1, wherein
computer-executable instructions that, when executed, cause the computer system to
determine if the candidate add-in component is qualified for use with the application

comprise computer-executable instructions that, when executed, cause the computer
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comput er - execut abl e i nstructions that, when execut ed,
cause the conputer systemto determne if the

weandiog@are add-in conponent is qualified for UBETNB1006/035389
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the application conprise conputer-executabl e
i nstructions that, when executed, cause the conputer

S¥yt@td detdfhiRk ThdEankiitRteLatndintbdhpoaetd-Hab teOspetiiite Patnissions
an entry point protocol that is conpatible with the

a [ ' . ter program product as

rgjgi%n'ttéé %r%gglgft%ggﬁplﬁmﬁg@gi n conput er - execut abl e
instructions that, when executed, cause the conputer
systemto determne if the candi date add-in conmponent

is qualified for use with the application conprjse ,
conput ér-ex&@ﬁt SHTRIEH PEOFIR; BFEUEh A6, IeRHEh Bx&t@ifled; Wherein
cause the conputersystemto determ ne the candi date
ad@npwetm%h ingfarction® thap priager ¢xgcelepetands dieempuger system to
interoperate with the application. 8. The conputer

pdegrmaine if tewathdidsteraddiinh edmponeik & qoalificiMi@r wernwith the application
conput er - execut abl e instructions that, when executed,

caéaﬁﬁriiéae;oﬁgﬁmﬁe@écm Bifirh QioAE tIRA W AGh bdectif®, cause the computer
candi dat e add-.in conponent is qualified for use with

it E}Zsté'ﬂ? % H&Qltnlll‘ﬂﬁ g}tfeoﬁﬂ iidﬁt%sadﬁgﬂp(ég?(;ﬁeﬁ%(%% 2111 gr(l) ﬁ%%l%cgtrion domain

tructions t en execut cause t
syste eterm ne the candi date add-in conponent can
r&ﬂuFﬁ]e‘iﬁygﬁpqug}é"{qOBn domai n requested by the
application. 9. The conputer program product as
recited in claim1, further conprising
conput er - executabl e i nstructions that, when executed,
cause Phe cdimputenpyystwogiam geedust nas hrecifed! liowelagn 1, further
recei ve a conponent selection fromthe application
I BethpAsihg gompetet-Bedcutabl ingndiicad antheh Bx@A0gd0 BARE theScomputer
to be activated for use with the application; and :
system to perform the following:
receive a component selection from the application indicating the that
the candidate add-in component is to be activated for use with the application;
and

activate the candidate add-in for use with the application in accordance

with the qualification constraints.

10.  The computer program product as recited in claim 1, further
comprising computer-executable instructions that, when executed, cause the computer
system to perform the following:

receive a request from the candidate add-in that the application satisfy

one or more other qualification constraints, each other qualification constraint
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activate the candidate add-in for use with the
application in accordance with the qualification

waeonsii@rnts. 10. The conputer program product PEBEUS2006/035389
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recited in claim1, further conprising

conput er - execut abl e instructions that, when executed,

cause répgessotimg fimctioyditethat & fpehd axsosibté il thevdpplication for the
receive a request fromthe candidate add-in that the

appl i capplamtistd spyopacelPopdrateayith 6 hddHdbddp &bl on
constraints, each other qualification

constrai ntr ggheseitd S JrynGki L] ' :
associated w tE t he applri cat iog{néil g%IYf%‘%tel&gﬁ%st%%t“P@rP rpRyrties of

appr opge giigat%%egrﬂe with the add-in conponent;
conpare t one dr nore other qualification

constraints .to propertjes af the appljcation; and .
det er ni ni ngd?tfrrglﬂé‘{)gaﬁﬁi“? EﬁﬁqfcéHOIil ds gipdified; fog usemithsthe candidate
Wi th thg candi dat e add-in conponent based on the

resul t 3ddin eRpRIcnh hase eonothe resultsofecontiasing the one or more other
gualification constraints to the properties of the

appl i catdldivatior donsFhiatsdo tiputrepertieosiiihé agsicaged.t ed in
claim1, further conprising conputer-executable

i nstructions that, when executed, cause the conputer
systemto performthe follow ng: access the candi date
add-i njconp .ng.hst al l.at:i on. of .t.he .c jdate ..
2dd- i ' EompenenmHe phollin B (BONIE A 1 HEhE Smprising

C [.dat | etermne the functionality
inc : &u‘g%ldsﬁen ? s qggatﬁlg ﬁ%st tilg%a Hﬁl-efl r?xg%}ﬁ‘ffg Famie; tH‘E CREPRICE ggstem to
addzin co nent entry for the candi date add-in
c%eﬁf?(?ﬁletﬁ??af%n%idd-i n conponent entry including the
one or nore identified properties

access the candidate add-in component during installation of the

candidate add-in component at the computer system;

analyze the candidate add-in to determine the functionality included in
the candidate add-in component;

create the add-in component entry for the candidate add-in component,
the add-in component entry including the one or more identified properties
indicative of the functionality of the candidate add-in component; and

store the add-in component entry in the add-in component index.

12. The computer product as recited in claim 1, further comprising
computer-executable instructions that, when executed, cause the computer system to
perform the following:

sort add-in component entries of the component index based on a

subset of add-in component properties used for add-in discovery.
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indicative of the functionality of the candi date
add-in conponent; and store the add-in conponent entry

WO poovloesoatdd- i n conponent i ndex. 12. The conputBCT/US2006/035389
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product as recited in claim1l, further conprising
conmput er - execut abl e i nstructions that, when execut ed,
cause the conputer systemto performthe foll ow ng:
sort add-in conponent entries of the conponent i ndex

based @9 a sub%Eip ﬁ{er? doh pESRIBOREIRE R PRSik Pswl‘ié%&ﬁ the add-
for add-in discovery. 13 The conputer progr am product

i déglﬁ?gfe% i &bﬂa ﬁgtlanre 3}(;'% @ctg{f r%gﬁea%ong a system

ored I1n a re OStOF

frﬁ%&yaﬁs%s%ﬁiﬁé%%%%r@ %Pﬁ@ flrin Akive Hiskfy S8vi fhegfntemmet

flle systemdirectory. 14. At a corrputer system

tliysteR GERFIY- conponent manager, a nethod for
detern1n|ng if an add-in conmponent available to an
application is qualified "~ for use with the
application, the nethod conprising: 10 an act of
accessilng ome drcofiputer isyebin ficediny apedddii@Scdmor@nt manager, a
candi date add-in conponent that is available to an

apRilseahl 8terntiifigqPen 8dd-FRRpodefttah bill ik R eﬁpﬁyﬂlbﬁﬁm is qualified
i ndicative of the functionality of the can

agoq‘ u'sQ withhe %ﬁcau%;{]?he 1E&HO4 %ﬁﬁsﬂlgem i fied

properties a man & onponent entry in

an add-in conponepnt index that al so |n es add-in .
omponent. ot PRbG! PsTEE 619)aF T GOSN BRI 1BF @ candidate

the conmputer systenm an act of receiving a request
f r om t hed-gppieaenithatris evailableitp ag enplitatinn.ghe pag or more identified
satisfy one or nore qualification constraints, each
qualifpn@bﬁﬂninﬁn&hmaumhemmﬁMBﬁﬂﬁykﬁghaddmﬁ@Meed@@nemmponan,
functionality that is to
the one or more identified properties accessed from an add-in component entry
in an add-in component index that also includes add-in component entries for
other add-in components of the computer system;
an act of receiving a request from the application for add-in
components that satisfy one or more qualification constraints, each
qualification constraint representing add-in component functionality that is to
be associated with an add-in component for the add-in component to
appropriately operate with the application;
an act of comparing the one or more qualification constraints and the
one or more identified properties; and
act of determining if the candidate add-in component is qualified for

use with the application based on the results of comparing the one or more

qualification constraints to the one or more identified properties.
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be associated with an add-in conponent for the add-in
conponent to 20 appropriately operate with the

wa@pplioe@ri on; an act of conparing the one or nMRCEUS2006/035389
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qual i fication constraints and the one or nore

identified properties; and act of determning if the

candi daf.e addeompuenpogent pialugufel ivsé atlafcomputee syétedd including
the application based on the results of conparing the

ORE a@d-iMBiBpotentithahddel 6ad PRl RN SIniRInBASInd&X, i adii® @fmponent
nore identified properties.15. A conputer program

aggg%ﬂ %ﬁcé%ﬂn%% Egﬁ offndfe Q&’d@%oﬁﬁpoﬁﬁéﬁ%ﬁ[&éé} ChdH éd?lgmtad%mponent entry

t manager and ‘an a I N conponen

i ndex.. the add-in conponent. i.ndex including.one. or .
O i 3600 s CREPEHEr i tiSae, ool TREGERbNS, on add-in
entry including one or nore properties indicative of .

t ARTPRRFAE MaRa POMPULET Systerh dof SRIGFHIBPE AR pipduck for implementing a
conmput er system the conputer program product for

i methedefari legdiagnan ladd-it woniponetitnfyr arseavtithi an epplpetiemtbased on
for use with an application based on requested add-in

c onpuediehhdd-inednmmahi fuyictidoatitye cigpetngut¢ P rggram Rpodaid @omprising
conpri sing one or nore conputer-readabl e storage nedi a

hayd R SHRY 8EmbhRI-BAA10 PGLES WIKEHURRING LBl HietdoANSomputer-
t hat, when executed by a procCessor, cause the conputer

s mto. : scove e e
SSILOIBSAESE 4He {0 A HLoEBHReaPD sl BE Somputer
speci fied e, of. .add-in conponent requested by an
a%ﬁ%%&’(?%h{rg‘cmgf@?wlgg' | east one di scovered add-in
conmponent based on the at | east one di scovered add-in
conponent s 8iSPRYY iORg ObAerddnigrcempeasnts picthe computer system are of
constraints, the one or nore qualification constraints

r epr esenpetfiadetypé of atleini commlon¢nt reduasted by tio apjelication;
associated with an add-in conponent for the add-in

qualify at least one discovered add-in component based on the at least

one discovered add-in component satisfying one or more qualification
constraints, the one or more qualification constraints representative of
functionality that is to be associated with an add-in component for the add-in
component to interoperate with the application in a desired manner; and
activate a qualified add-in component in accordance with the one or

more qualification constraints for use with the application.

16.  The computer program product as recited in claim 15, wherein
computer-executable instructions that, when executed, cause the computer system to
discover one or more add-in components at the computer system are of a specified
type of add-in component requested by an application comprise computer-executable

instructions that, when executed, cause the computer system to query the add-in
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conponent to interoperate wwth the application in a
desired manner; and activate a qualified add-in

wa@oeowgomdnt i n accordance with the one or nore PCT/US2006/035389

10

15

20

25

qualification constraints for use with the

application. 16. The conputer program product as

r ernpeseni mdex &irraddsSn codnpemsinh extonphaving e setcpadpetty indicative of a
i nstructions that, when executed, cause the conputer
syscHiadttgpabfaddvr compendit. nore add-in conponents at

the conputer systemare of a specified type of add-in
conponent requested by an application conprise
comput er - execut abl e i nstructions that, when execut ed,

cause ec S r he_add-inc onent .
i ndex pg'r a g%)rl%ﬁ{ggﬁ%ohg%&ngn& rglg‘éés{ %Sa\yf:cﬁ{;egalr’stcgﬁq&cqg’ wherein
property indicative of a specified type of add-in
C%O&B%Lﬁgﬁ%m%ﬁe %ﬂséméﬁ%wlaﬁ ‘@Pagqxa?ﬂ%ﬁ SapRe: thg Sopputer system to
in c¢laiml15, wherein conputer-executable instructions

t WERLLY ghletst ene diseevpredadisia qomwonenthasest onshstag inastoone discovered
qualify at |east one discovered add-in conponent based
o¥ldtine campbret saisdyidg s oy esre dneard d-qualifixatip n edistraints comprise
satisfying one or nore qualification constraints

canmppitareexeoutible efistRxeenk Mbl, Sviel ekbdidd, @BSset tﬁ@fcom}ﬁﬁ%{:‘ system to
execut ed, cause the conputer systemto qualify a

| Qasity ABasdbAC ANESRE: '—i!nrbogr%'gﬁé}ﬁ%g%e DAS@ aPTkabt E}tegiiilscovered

| east” one di scovered add-i1n nponen aving an e

| oc that is c atible wth the. . .
g%&%c g@lﬁ cﬁl.e%hgl.avﬁgea%o té’ngr%faf’g&ﬂf ﬁ]?%dﬁcfmggaﬁble with the
reci.ted in claim15, wherein conmputer-executable
iq@klf’%flf’ln'r ons that, when executed, cause the conputer
systemto qualify at |east -one discovered add-in
conponent based on the at | east one discovered add-in
conmponent satisfying one or nore qualification
const ri&i. nt sTheorpmipster croptahe rprédee Uisabdogted Mgt Claghi 05)S wherein
that, when executed, cause the conputer systemto

computer-executable instructions that, when executed, cause the computer system to

qualify at least one discovered add-in component based on the at least one discovered
add-in component satisfying one or more qualification constraints comprise
computer-executable instructions that, when executed, cause the computer system to
qualify at least one discovered add-in component based on the at least one discovered

add-in component having appropriate permissions to interoperate with the application.

19.  The computer program product as recited in claim 15, wherein
computer-executable instructions that, when executed, cause the computer system to
qualify at least one discovered add-in component based on the at least one discovered
add-in component satisfying one or more qualification constraints comprise

computer-executable instructions that, when executed, cause the computer system to
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qualify at | east one discovered add-in conponent based
on the at | east one discovered add-in conponent havi ng

Wap@ropITat e perm ssions to interoperate wth PEEUS2006/035389

10

application. 19. The conputer program product as
recited in claim15, wherein conputer-executable
i qeilifyct isastoneidcoveraéd nd@xecatygshentipdssd ot e £10ERUOGRY discovered
systemto qualify at |east one discovered add-in

CaaP-ai eBinpbaGe ety bR & e ds lanORDHIRAGGOVHSBHh 8dfedtBd by the
conmponent satisfying one or nore qualification

CE%?{&%EI S conprise conputer-executable instructions

t , en executed, cause the conputer system

toqualify at |east one discovered add-i n conponent

based on the at | east one di scovered add-in conponent

bei ng 3 l e Il“ run in an application domai n requested )
by t he28ppl il&&t $RPutelp Proghem c piogiste s geeitidai pleigudyd, wherein
as recited in claim15, wherein conputer-executable

i pempYer-pragstableanstrygtions dabcvandexecatad ccapbretheampytugar system to
systemto activate a qualified add-in conponent in
aecDattarc eualifidd tddd-ianeompordnt einquédorddngéét with the one or more
constraints for use with the application conprise

CgiatHcRfio $6ktaARd Sorl MBI WHE thOBSplichRén cHhif see&ﬁﬁgl&t&dexecutable

cause the conputer systemto construct a pipelin

E%En%%%{ebﬁ{s !}ﬁat’a%gﬁ %%éu?&i, %Q&ettﬁg cgllijl%{ltie; is?s?er% qg _cioplstruct a pipeline

between the application and the qualified add-in component.
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