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Method of Using a Blockchain

TECHNICAL FIELD

The present disclosure discloses a particular new tier-two application of a blockchain, i.e.

secondary functionality added on top of a blockchain.

BACKGROUND

A blockchain refers to a form of distributed data structure, wherein a duplicate copy of the
blockchain is maintained at each of a plurality of nodes in a peer-to-peer (P2P) network. The
blockchain comprises a chain of blocks of data, wherein each block comprises one or more
transactions. Each transaction may point back to a preceding transaction in a sequence
which may span one or more blocks. Transactions can be submitted to the network to be
included in new blocks. New blocks are created by a process known as “mining”, which
involves each of a plurality of mining nodes competing to perform “proof-of-work”, i.e.
solving a cryptographic puzzle based on a pool of the pending transactions waiting to be

included in blocks.

Conventionally the transactions in the blockchain are used to convey a digital asset, i.e. data
acting as a store of value. However, a blockchain can also be exploited in order to layer
additional functionality on top of the blockchain. For instance, blockchain protocols may
allow for storage of additional user data in an output of a transaction. Modern blockchains
are increasing the maximum data capacity that can be stored within a single transaction,
enabling more complex data to be incorporated. For instance this may be used to store an

electronic document in the blockchain, or even audio or video data.

Each node in the network can have any one, two or all of three roles: forwarding, mining
and storage. Forwarding nodes propagate transactions throughout the nodes of the
network. Mining nodes perform the mining of transactions into blocks. Storage nodes each

store their own copy of the mined blocks of the blockchain. In order to have a transaction
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recorded in the blockchain, a party sends the transaction to one of the nodes of the network
to be propagated. Mining nodes which receive the transaction may race to mine the
transaction into a new block. Each node is configured to respect the same node protocol,
which will include one or more conditions for a transaction to be valid. Invalid transactions
will not be propagated nor mined into blocks. Assuming the transaction is validated and
thereby accepted onto the blockchain, then the transaction (including any user data) will

thus remain stored at each of the nodes in the P2P network as an immutable public record.

The miner who successfully solved the proof-of-work puzzle to create the latest block is
typically rewarded with a new transaction called a “generation transaction” which generates
a new amount of the digital asset. The proof-of work incentivises miners not to cheat the
system by including double-spending transactions in their blocks, since it requires a large
amount of compute resource to mine a block, and a block that includes an attempt to

double spend is likely not be accepted by other nodes.

In an “output-based” model (sometimes referred to as a UTXO-based model), the data
structure of a given transaction comprises one or more inputs and one or more outputs. Any
spendable output comprises an element specifying an amount of the digital asset,
sometimes referred to as a UTXO (“unspent transaction output”). The output may further
comprise a locking script specifying a condition for redeeming the output. Each input
comprises a pointer to such an output in a preceding transaction, and may further comprise
an unlocking script for unlocking the locking script of the pointed-to output. So consider a
pair of transactions, call them a first and a second transaction (or “target” transaction). The
first transaction comprises at least one output specifying an amount of the digital asset, and
comprising a locking script defining one or more conditions of unlocking the output. The
second, target transaction comprises at least one input, comprising a pointer to the output
of the first transaction, and an unlocking script for unlocking the output of the first

transaction.

In such a model, when the second, target transaction is sent to the P2P network to be
propagated and recorded in the blockchain, one of the criteria for validity applied at each

node will be that the unlocking script meets all of the one or more conditions defined in the
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locking script of the first transaction. Another will be that the output of the first transaction
has not already been redeemed by another, earlier valid transaction. Any node that finds
the target transaction invalid according to any of these conditions will not propagate it nor

include it for mining into a block to be recorded in the blockchain.

An alternative type of transaction model is an account-based model. In this case each
transaction does not define the amount to be transferred by referring back to the UTXO of a
preceding transaction in a sequence of past transactions, but rather by reference to an
absolute account balance. The current state of all accounts is stored by the miners separate
to the blockchain and is updated constantly. The state is modified by running smart-
contracts which are included in transactions and run when the transactions are validated by

nodes of the blockchain network.

SUMMARY

It would be desirable to harness the benefits of blockchain to provide an immutable record
of a work to which multiple contributions are made by different contributors. A technical
challenge in this context is that of adequately recording a potentially complex history of

contributions by contributors in a potentially complex hierarchy.

The present disclosure provides what may be referred to herein as a “collaborative

|"

attestation protocol”, in which a set of blockchain transactions is constructed in a way that,
advantageously, captures the hierarchical relationship between contributions in terms of
spending relationships between those transactions. This is an efficient way of recording the
transactions at it utilizes much of the structure that is already present in the transactions,
thus reducing the amount of additional data that needs to be included in the transactions in

order to fully record the hierarchy of contributions in a cryptographically robust manner

(e.g. as un-spendable outputs or “dummy” operands of a multi-operand opcode).

A first aspect provides a computer-implemented method of recording, in one or more
blockchain transactions, contributions to a work by contributors having respective levels in a

defined hierarchy, in which one or more lower-level contributors provide, to a higher-level
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contributor, one or more lower-level contributions respectively, and the higher-level
contributor provides a higher-level contribution responsive to the one or more lower-level
contributions, the method comprising: at computer equipment of the higher-level
contributor, creating or modifying a higher-level contributor transaction to evidence the
higher-level contribution, the created or modified higher-level contributor transaction
comprising: one or more inputs comprising: one or more pointers to one or more
spendable outputs of one or more lower-level contributor transactions, the one or more
lower-level contributor transactions containing one or more lower-level contribution
commitments evidencing the one or more lower-level contributions respectively, and one or
more transaction signatures of the higher-level contributor satisfying one or more signature
challenges of the one or more spendable outputs, wherein the higher-level contributor
transaction contains a higher-level contribution commitment computed from the higher-
level contribution, wherein the one or more pointers and the contribution commitments
represent the relationship between the higher-level contributor and the lower-level
contributors within the defined hierarchy, and the one or more transaction signatures prove

that relationship.

The contribution commitments (which may for example be contribution hashes) and the
transaction pointer(s) represent the contributions and their hierarchical relationships as a
form of tree data structure (e.g. a form of hash tree, as explained in greater detail below).
The method uses transactions as a conduit, harnessing their “built-in” transactions in order
to immutably timestamp the passing of information through the hierarchy, i.e. by leveraging

the standard transaction signature properties of the blockchain.

BRIEF DESCRIPTION OF THE DRAWINGS

To assist understanding of embodiments of the present disclosure and to show how such
embodiments may be put into effect, reference is made, by way of example only, to the

accompanying drawings in which:

Figure 1 is a schematic block diagram of a system for implementing a blockchain,
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Figure 2 schematically illustrates some examples of transactions which may be recorded in a

blockchain,

Figure 3 shows an example of a classical binary hash tree,

Figure 4 shows an example of a binary Merkel tree having assigned node indices,

Figure 5 shows an example of an authentication path for a given data block and a given

classical hash tree,

Figure 6 shows an example of a generalised hash tree,

Figure 7 shows an example of a generalised Merkel tree with index tuples assigned to

nodes,

Figure 8 shows a branch of a second example generalised hash tree and illustrates how the

values of nodes are computed via recursive computations,

Figure 9 shows a modified generalised hash tree to which a new leaf node has been added,

Figure 10 shows how a Merkel proof may be performed for a generalised hash tree,

Figure 11 compares Merkel proof operations on a classical hash tree with Merkel proof

operations in a generalised hash tree,

Figures 12A and 12B show a third example of a generalised hash tree,

Figure 13 shows how the generalised hash tree of Figures 12A and 12B may be encoded in a

set of blockchain transactions,
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Figure 14 shows an example of an off-chain system in which a generalised hash tree may be

temporarily or permanently stored off-chain,

Figure 15 shows a fourth example of a generalised hash tree representing a piece of digital

content having discrete segments,

Figure 16 shows a sub-tree for a given segment,

Figure 17 shows a modified generalised hash tree representing a re-edited piece of digital

content,

Figure 18A shows an example hierarchy of contributors,

Figure 18B shows an example hierarchy of contributions represented as a “generalised hash

tree”,

Figures 19A and 19B shows steps of a method for creating a set of blockchain transaction to
embody a generalised hash tree, together with a schematic representation of the

transaction(s) created at each step,
Figure 20 shows an example branch of a contributor hierarchy,

Figure 21 shows a set of contributions recorded in a classical binary hash tree in a way that

cannot fully capture the hierarchical relationships between those contributions,

Figures 23 and 24 show further examples of hierarchical relationships between contributors,

separating out on-chain data from data exchanged off-chain,

Figure 25 schematically depicts the relationship between a set of transactions and a

hierarchy of contributions,

Figure 25 schematically depicts the relationship between a set of transactions and a

hierarchy of contributors, and

Figure 26 shows a mapping between a contributor hierarchy and a corresponding chain of

transactions.
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DETAILED DESCRIPTION OF EMBODIMENTS

EXAMPLE SYSTEM OVERVIEW

Figure 1 shows an example system 100 for implementing a blockchain 150. The system 100
comprises a packet-switched network 101, typically a wide-area internetwork such as the
Internet. The packet-switched network 101 comprises a plurality of nodes 104 arranged to
form a peer-to-peer (P2P) overlay network 106 within the packet-switched network 101.
Each node 104 comprises computer equipment of a peers, with different ones of the nodes
104 belonging to different peers. Each node 104 comprises processing apparatus comprising
one or more processors, e.g. one or more central processing units (CPUs), accelerator
processors, application specific processors and/or field programmable gate arrays (FPGAs).
Each node also comprises memory, i.e. computer-readable storage in the form of a non-
transitory computer-readable medium or media. The memory may comprise one or more
memory units employing one or more memory media, e.g. a magnetic medium such as a
hard disk; an electronic medium such as a solid-state drive (SSD), flash memory or EEPROM;

and/or an optical medium such as an optical disk drive.

The blockchain 150 comprises a chain of blocks of data 151, wherein a respective copy of
the blockchain 150 is maintained at each of a plurality of nodes in the P2P network 160.
Each block 151 in the chain comprises one or more transactions 152, wherein a transaction
in this context refers to a kind of data structure. The nature of the data structure will
depend on the type of transaction protocol used as part of a transaction model or scheme.
A given blockchain will typically use one particular transaction protocol throughout. In one
common type of transaction protocol, the data structure of each transaction 152 comprises
at least one input and at least one output. Each output specifies an amount representing a
quantity of a digital asset belonging to a user 103 to whom the output is cryptographically
locked (requiring a signature of that user in order to be unlocked and thereby redeemed or
spent). Each input points back to the output of a preceding transaction 152, thereby linking

the transactions.
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At least some of the nodes 104 take on the role of forwarding nodes 104F which forward
and thereby propagate transactions 152. At least some of the nodes 104 take on the role of
miners 104M which mine blocks 151. At least some of the nodes 104 take on the role of
storage nodes 104S (sometimes also called “full-copy” nodes), each of which stores a
respective copy of the same blockchain 150 in their respective memory. Each miner node
104M also maintains a pool 154 of transactions 152 waiting to be mined into blocks 151. A
given node 104 may be a forwarding node 104, miner 104M, storage node 104S or any

combination of two or all of these.

In a given present transaction 152j, the (or each) input comprises a pointer referencing the
output of a preceding transaction 152i in the sequence of transactions, specifying that this
output is to be redeemed or “spent” in the present transaction 152j. In general, the
preceding transaction could be any transaction in the pool 154 or any block 151. The
preceding transaction 152i need not necessarily exist at the time the present transaction
152j is created or even sent to the network 106, though the preceding transaction 152i will
need to exist and be validated in order for the present transaction to be valid. Hence
“preceding” herein refers to a predecessor in a logical sequence linked by pointers, not
necessarily the time of creation or sending in a temporal sequence, and hence it does not
necessarily exclude that the transactions 152i, 152j be created or sent out-of-order (see
discussion below on orphan transactions). The preceding transaction 152i could equally be

called the antecedent or predecessor transaction.

The input of the present transaction 152j also comprises the signature of the user 103a to
whom the output of the preceding transaction 152i is locked. In turn, the output of the
present transaction 152j can be cryptographically locked to a new user 103b. The present
transaction 152j can thus transfer the amount defined in the input of the preceding
transaction 152i to the new user 103b as defined in the output of the present transaction
152j. In some cases a transaction 152 may have multiple outputs to split the input amount
between multiple users (one of whom could be the original user 103a in order to give
change). In some cases a transaction can also have multiple inputs to gather together the
amounts from multiple outputs of one or more preceding transactions, and redistribute to

one or more outputs of the current transaction.
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The above may be referred to as an “output-based” transaction protocol, sometimes also
referred to as an unspent transaction output (UTXO) type protocol (where the outputs are
referred to as UTXOs). A user’s total balance is not defined in any one number stored in the
blockchain, and instead the user needs a special “wallet” application 105 to collate the
values of all the UTXOs of that user which are scattered throughout many different

transactions 152 in the blockchain 151.

An alternative type of transaction protocol may be referred to as an “account-based”
protocol, as part of an account-based transaction model. In the account-based case, each
transaction does not define the amount to be transferred by referring back to the UTXO of a
preceding transaction in a sequence of past transactions, but rather by reference to an
absolute account balance. The current state of all accounts is stored by the miners separate
to the blockchain and is updated constantly. In such a system, transactions are ordered
using a running transaction tally of the account (also called the “position”). This value is
signed by the sender as part of their cryptographic signature and is hashed as part of the
transaction reference calculation. In addition, an optional data field may also be signed the
transaction. This data field may point back to a previous transaction, for example if the

previous transaction ID is included in the data field.

With either type of transaction protocol, when a user 103 wishes to enact a new transaction
152j, then he/she sends the new transaction from his/her computer terminal 102 to one of
the nodes 104 of the P2P network 106 (which nowadays are typically servers or data
centres, but could in principle be other user terminals). This node 104 checks whether the
transaction is valid according to a node protocol which is applied at each of the nodes 104.
The details of the node protocol will correspond to the type of transaction protocol being
used in the blockchain 150 in question, together forming the overall transaction model. The
node protocol typically requires the node 104 to check that the cryptographic signature in
the new transaction 152j matches the expected signature, which depends on the previous
transaction 152i in an ordered sequence of transactions 152. In an output-based case, this
may comprise checking that the cryptographic signature of the user included in the input of

the new transaction 152j matches a condition defined in the output of the preceding
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transaction 152i which the new transaction spends, wherein this condition typically
comprises at least checking that the cryptographic signature in the input of the new
transaction 152j unlocks the output of the previous transaction 152i to which the input of
the new transaction points. In some transaction protocols the condition may be at least
partially defined by a custom script included in the input and/or output. Alternatively it
could simply be a fixed by the node protocol alone, or it could be due to a combination of
these. Either way, if the new transaction 152j is valid, the current node forwards it to one or
more others of the nodes 104 in the P2P network 106. At least some of these nodes 104
also act as forwarding nodes 104F, applying the same test according to the same node
protocol, and so forward the new transaction 152j on to one or more further nodes 104,
and so forth. In this way the new transaction is propagated throughout the network of

nodes 104.

In an output-based model, the definition of whether a given output (e.g. UTXO) is spent is
whether it has yet been validly redeemed by the input of another, onward transaction 152j
according to the node protocol. Another condition for a transaction to be valid is that the
output of the preceding transaction 152i which it attempts to spend or redeem has not
already been spent/redeemed by another valid transaction. Again if not valid, the
transaction 152j will not be propagated or recorded in the blockchain. This guards against
double-spending whereby the spender tries to spend the output of the same transaction
more than once. An account-based model on the other hand guards against double-
spending by maintaining an account balance. Because again there is a defined order of

transactions, the account balance has a single defined state at any one time.

In addition to validation, at least some of the nodes 104M also race to be the first to create
blocks of transactions in a process known as mining, which is underpinned by “proof of
work”. At a mining node 104M, new transactions are added to a pool of valid transactions
that have not yet appeared in a block. The miners then race to assemble a new valid block
151 of transactions 152 from the pool of transactions 154 by attempting to solve a
cryptographic puzzle. Typically this comprises searching for a “nonce” value such that when
the nonce is concatenated with the pool of transactions 154 and hashed, then the output of

the hash meets a predetermined condition. E.g. the predetermined condition may be that
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the output of the hash has a certain predefined number of leading zeros. A property of a
hash function is that it has an unpredictable output with respect to its input. Therefore this
search can only be performed by brute force, thus consuming a substantive amount of

processing resource at each node 104M that is trying to solve the puzzle.

The first miner node 104M to solve the puzzle announces this to the network 106, providing
the solution as proof which can then be easily checked by the other nodes 104 in the
network (once given the solution to a hash it is straightforward to check that it causes the
output of the hash to meet the condition). The pool of transactions 154 for which the
winner solved the puzzle then becomes recorded as a new block 151 in the blockchain 150
by at least some of the nodes 104 acting as storage nodes 104S, based on having checked
the winner’s announced solution at each such node. A block pointer 155 is also assigned to
the new block 151n pointing back to the previously created block 151n-1 in the chain. The
proof-of-work helps reduce the risk of double spending since it takes a large amount of
effort to create a new block 151, and as any block containing a double spend is likely to be
rejected by other nodes 104, mining nodes 104M are incentivised not to allow double
spends to be included in their blocks. Once created, the block 151 cannot be modified since
it is recognized and maintained at each of the storing nodes 104S in the P2P network 106
according to the same protocol. The block pointer 155 also imposes a sequential order to
the blocks 151. Since the transactions 152 are recorded in the ordered blocks at each
storage node 104S in a P2P network 106, this therefore provides an immutable public ledger

of the transactions.

Note that different miners 104M racing to solve the puzzle at any given time may be doing
so based on different snapshots of the unmined transaction pool 154 at any given time,
depending on when they started searching for a solution. Whoever solves their respective
puzzle first defines which transactions 152 are included in the next new block 151n, and the
current pool 154 of unmined transactions is updated. The miners 104M then continue to
race to create a block from the newly defined outstanding pool 154, and so forth. A protocol
also exists for resolving any “fork” that may arise, which is where two miners 104M solve

their puzzle within a very short time of one another such that a conflicting view of the
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blockchain gets propagated. In short, whichever prong of the fork grows the longest

becomes the definitive blockchain 150.

In most blockchains the winning miner 104M is automatically rewarded with a special kind
of new transaction which creates a new quantity of the digital asset out of nowhere (as
opposed to normal transactions which transfer an amount of the digital asset from one user
to another). Hence the winning node is said to have “mined” a quantity of the digital asset.
This special type of transaction is sometime referred to as a “generation” transaction. It
automatically forms part of the new block 151n. This reward gives an incentive for the
miners 104M to participate in the proof-of-work race. Often a regular (non-generation)
transaction 152 will also specify an additional transaction fee in one of its outputs, to further
reward the winning miner 104M that created the block 151n in which that transaction was

included.

Due to the computational resource involved in mining, typically at least each of the miner
nodes 104M takes the form of a server comprising one or more physical server units, or
even whole a data centre. Each forwarding node 104M and/or storage node 104S may also
take the form of a server or data centre. However in principle any given node 104 could take

the form of a user terminal or a group of user terminals networked together.

The memory of each node 104 stores software configured to run on the processing
apparatus of the node 104 in order to perform its respective role or roles and handle
transactions 152 in accordance with the node protocol. It will be understood that any action
attributed herein to a node 104 may be performed by the software run on the processing
apparatus of the respective computer equipment. The node software may be implemented
in one or more applications at the application layer, or a lower layer such as the operating
system layer or a protocol layer, or any combination of these. Also, the term “blockchain” as
used herein is a generic term that refers to the kind of technology in general, and does not

limit to any particular proprietary blockchain, protocol or service.

Also connected to the network 101 is the computer equipment 102 of each of a plurality of

parties 103 in the role of consuming users. These act as payers and payees in transactions
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but do not necessarily participate in mining or propagating transactions on behalf of other
parties. They do not necessarily run the mining protocol. Two parties 103 and their
respective equipment 102 are shown for illustrative purposes: a first party 103a and his/her
respective computer equipment 102a, and a second party 103b and his/her respective
computer equipment 102b. It will be understood that many more such parties 103 and their
respective computer equipment 102 may be present and participating in the system, but for
convenience they are not illustrated. Each party 103 may be an individual or an
organization. Purely by way of illustration the first party 103a is referred to herein as Alice
and the second party 103b is referred to as Bob, but it will be appreciated that this is not
limiting and any reference herein to Alice or Bob may be replaced with “first party” and

“second “party” respectively.

The computer equipment 102 of each party 103 comprises respective processing apparatus
comprising one or more processors, e.g. one or more CPUs, GPUs, other accelerator
processors, application specific processors, and/or FPGAs. The computer equipment 102 of
each party 103 further comprises memory, i.e. computer-readable storage in the form of a
non-transitory computer-readable medium or media. This memory may comprise one or
more memory units employing one or more memory media, e.g. a magnetic medium such
as hard disk; an electronic medium such as an SSD, flash memory or EEPROM; and/or an
optical medium such as an optical disc drive. The memory on the computer equipment 102
of each party 103 stores software comprising a respective instance of at least one client
application 105 arranged to run on the processing apparatus. It will be understood that any
action attributed herein to a given party 103 may be performed using the software run on
the processing apparatus of the respective computer equipment 102. The computer
equipment 102 of each party 103 comprises at least one user terminal, e.g. a desktop or
laptop computer, a tablet, a smartphone, or a wearable device such as a smartwatch. The
computer equipment 102 of a given party 103 may also comprise one or more other

networked resources, such as cloud computing resources accessed via the user terminal.

The client application 105 may be initially provided to the computer equipment 102 of any
given party 103 on suitable computer-readable storage medium or media, e.g. downloaded

from a server, or provided on a removable storage device such as a removable SSD, flash
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memory key, removable EEPROM, removable magnetic disk drive, magnetic floppy disk or

tape, optical disk such as a CD or DVD ROM, or a removable optical drive, etc.

The client application 105 comprises at least a “wallet” function. This has two main
functionalities. One of these is to enable the respective user party 103 to create, sign and
send transactions 152 to be propagated throughout the network of nodes 104 and thereby
included in the blockchain 150. The other is to report back to the respective party the
amount of the digital asset that he or she currently owns. In an output-based system, this
second functionality comprises collating the amounts defined in the outputs of the various
152 transactions scattered throughout the blockchain 150 that belong to the party in

question.

Note: whilst the various client functionality may be described as being integrated into a
given client application 105, this is not necessarily limiting and instead any client
functionality described herein may instead be implemented in a suite of two or more
distinct applications, e.g. interfacing via an API, or one being a plug-in to the other. More
generally the client functionality could be implemented at the application layer or a lower
layer such as the operating system, or any combination of these. The following will be
described in terms of a client application 105 but it will be appreciated that this is not

limiting.

The instance of the client application or software 105 on each computer equipment 102 is
operatively coupled to at least one of the forwarding nodes 104F of the P2P network 106.
This enables the wallet function of the client 105 to send transactions 152 to the network
106. The client 105 is also able to contact one, some or all of the storage nodes 104 in order
to query the blockchain 150 for any transactions of which the respective party 103 is the
recipient (or indeed inspect other parties’ transactions in the blockchain 150, since in
embodiments the blockchain 150 is a public facility which provides trust in transactions in
part through its public visibility). The wallet function on each computer equipment 102 is
configured to formulate and send transactions 152 according to a transaction protocol. Each
node 104 runs software configured to validate transactions 152 according to a node

protocol, and in the case of the forwarding nodes 104F to forward transactions 152 in order
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to propagate them throughout the network 106. The transaction protocol and node
protocol correspond to one another, and a given transaction protocol goes with a given
node protocol, together implementing a given transaction model. The same transaction
protocol is used for all transactions 152 in the blockchain 150 (though the transaction
protocol may allow different subtypes of transaction within it). The same node protocol is
used by all the nodes 104 in the network 106 (though it many handle different subtypes of
transaction differently in accordance with the rules defined for that subtype, and also
different nodes may take on different roles and hence implement different corresponding

aspects of the protocol).

As mentioned, the blockchain 150 comprises a chain of blocks 151, wherein each block 151
comprises a set of one or more transactions 152 that have been created by a proof-of-work
process as discussed previously. Each block 151 also comprises a block pointer 155 pointing
back to the previously created block 151 in the chain so as to define a sequential order to
the blocks 151. The blockchain 150 also comprises a pool of valid transactions 154 waiting to
be included in a new block by the proof-of-work process. Each transaction 152 (other than a
generation transaction) comprises a pointer back to a previous transaction so as to define
an order to sequences of transactions (N.B. sequences of transactions 152 are allowed to
branch). The chain of blocks 151 goes all the way back to a genesis block (Gb) 153 which was
the first block in the chain. One or more original transactions 152 early on in the chain 150

pointed to the genesis block 153 rather than a preceding transaction.

When a given party 103, say Alice, wishes to send a new transaction 152j to be included in
the blockchain 150, then she formulates the new transaction in accordance with the
relevant transaction protocol (using the wallet function in her client application 105). She
then sends the transaction 152 from the client application 105 to one of the one or more
forwarding nodes 104F to which she is connected. E.g. this could be the forwarding node
104F that is nearest or best connected to Alice’s computer 102. When any given node 104
receives a new transaction 152j, it handles it in accordance with the node protocol and its
respective role. This comprises first checking whether the newly received transaction 152j
meets a certain condition for being “valid”, examples of which will be discussed in more

detail shortly. In some transaction protocols, the condition for validation may be
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configurable on a per-transaction basis by scripts included in the transactions 152.
Alternatively the condition could simply be a built-in feature of the node protocol, or be

defined by a combination of the script and the node protocol.

On condition that the newly received transaction 152j passes the test for being deemed
valid (i.e. on condition that it is “validated”), any storage node 104S that receives the
transaction 152j will add the new validated transaction 152 to the pool 154 in the copy of
the blockchain 150 maintained at that node 104S. Further, any forwarding node 104F that
receives the transaction 152 will propagate the validated transaction 152 onward to one or
more other nodes 104 in the P2P network 106. Since each forwarding node 104F applies the
same protocol, then assuming the transaction 152j is valid, this means it will soon be

propagated throughout the whole P2P network 106.

Once admitted to the pool 154 in the copy of the blockchain 150 maintained at one or more
storage nodes 104, then miner nodes 104M will start competing to solve the proof-of-work
puzzle on the latest version of the pool 154 including the new transaction 152 (other miners
104M may still be trying to solve the puzzle based on the old view of the pool 154, but
whoever gets there first will define where the next new block 151 ends and the new pool
154 starts, and eventually someone will solve the puzzle for a part of the pool 154 which
includes Alice’s transaction 152j). Once the proof-of-work has been done for the pool 154
including the new transaction 152j, it immutably becomes part of one of the blocks 151 in
the blockchain 150. Each transaction 152 comprises a pointer back to an earlier transaction,

so the order of the transactions is also immutably recorded.

Different nodes 104 may receive different instances of a given transaction first and
therefore have conflicting views of which instance is ‘valid’ before one instance is mined
into a block 150, at which point all nodes 104 agree that the mined instance is the only valid
instance. If a node 104 accepts one instance as valid, and then discovers that a second
instance has been recorded in the blockchain 150 then that node 104 must accept this and

will discard (i.e. treat as invalid) the unmined instance which it had initially accepted.
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1.2 UTXO-BASED MODEL

Figure 2 illustrates an example transaction protocol. This is an example of an UTXO-based
protocol. A transaction 152 (abbreviated “Tx”) is the fundamental data structure of the
blockchain 150 (each block 151 comprising one or more transactions 152). The following will
be described by reference to an output-based or “UTX0” based protocol. However, this not

limiting to all possible embodiments.

In a UTXO-based model, each transaction (“Tx”) 152 comprises a data structure comprising
one or more inputs 202, and one or more outputs 203. Each output 203 may comprise an
unspent transaction output (UTXO), which can be used as the source for the input 202 of
another new transaction (if the UTXO has not already been redeemed). The UTXO specifies
an amount of a digital asset (a store of value). It may also contain the transaction ID of the
transaction from which it came, amongst other information. The transaction data structure
may also comprise a header 201, which may comprise an indicator of the size of the input
field(s) 202 and output field(s) 203. The header 201 may also include an ID of the
transaction. In embodiments the transaction ID is the hash of the transaction data
(excluding the transaction ID itself) and stored in the header 201 of the raw transaction 152

submitted to the miners 104M.

Say Alice 103a wishes to create a transaction 152j transferring an amount of the digital asset
in question to Bob 103b. In Figure 2 Alice’s new transaction 152j is labelled “ 7x7”. It takes an
amount of the digital asset that is locked to Alice in the output 203 of a preceding
transaction 152i in the sequence, and transfers at least some of this to Bob. The preceding
transaction 152i is labelled “ 7x¢” in Figure 2. Txpand 7xz are just an arbitrary labels. They
do not necessarily mean that 7xpis the first transaction in the blockchain 151, nor that 7xz
is the immediate next transaction in the pool 154. 7x7 could point back to any preceding

(i.e. antecedent) transaction that still has an unspent output 203 locked to Alice.

The preceding transaction 7xp may already have been validated and included in the
blockchain 150 at the time when Alice creates her new transaction 7x;, or at least by the

time she sends it to the network 106. It may already have been included in one of the blocks
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151 at that time, or it may be still waiting in the pool 154 in which case it will soon be
included in a new block 151. Alternatively Txp and Tx; could be created and sent to the
network 102 together, or 7x could even be sent after 7x; if the node protocol allows for
buffering “orphan” transactions. The terms “preceding” and “subsequent” as used herein in
the context of the sequence of transactions refer to the order of the transactions in the
sequence as defined by the transaction pointers specified in the transactions (which
transaction points back to which other transaction, and so forth). They could equally be
replaced with “predecessor” and “successor”, or “antecedent” and “descendant”, “parent”
and “child”, or such like. It does not necessarily imply an order in which they are created,
sent to the network 106, or arrive at any given node 104. Nevertheless, a subsequent
transaction (the descendent transaction or “child”) which points to a preceding transaction
(the antecedent transaction or “parent”) will not be validated until and unless the parent
transaction is validated. A child that arrives at a node 104 before its parent is considered an

orphan. It may be discarded or buffered for a certain time to wait for the parent, depending

on the node protocol and/or miner behaviour.

One of the one or more outputs 203 of the preceding transaction 7xpcomprises a particular
UTXO, labelled here UTXOy. Each UTXO comprises a value specifying an amount of the
digital asset represented by the UTXO, and a locking script which defines a condition which
must be met by an unlocking script in the input 202 of a subsequent transaction in order for
the subsequent transaction to be validated, and therefore for the UTXO to be successfully
redeemed. Typically the locking script locks the amount to a particular party (the beneficiary
of the transaction in which it is included). |.e. the locking script defines an unlocking
condition, typically comprising a condition that the unlocking script in the input of the
subsequent transaction comprises the cryptographic signature of the party to whom the

preceding transaction is locked.

The locking script (aka scriptPubKey) is a piece of code written in the domain specific
language recognized by the node protocol. A particular example of such a language is called
“Script” (capital S). The locking script specifies what information is required to spend a
transaction output 203, for example the requirement of Alice’s signature. Unlocking scripts

appear in the outputs of transactions. The unlocking script (aka scriptSig) is a piece of code
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written the domain specific language that provides the information required to satisfy the
locking script criteria. For example, it may contain Bob’s signature. Unlocking scripts appear

in the input 202 of transactions.

So in the example illustrated, UTXOvyin the output 203 of 7xpcomprises a locking script
[Checksig P4] which requires a signature Sig P4 of Alice in order for UTXOy to be redeemed
(strictly, in order for a subsequent transaction attempting to redeem U7XOy to be valid).
[Checksig Pa] contains the public key Pafrom a public-private key pair of Alice. The input
202 of 7xz comprises a pointer pointing back to 7xz (e.g. by means of its transaction ID,
TxIDo, which in embodiments is the hash of the whole transaction 7x). The input 202 of
Tx; comprises an index identifying U7X0pwithin Txy, to identify it amongst any other
possible outputs of 7xp. The input 202 of 7xz further comprises an unlocking script <Sig Ps>
which comprises a cryptographic signature of Alice, created by Alice applying her private key
from the key pair to a predefined portion of data (sometimes called the “message” in
cryptography). What data (or “message”) needs to be signed by Alice to provide a valid
signature may be defined by the locking script, or by the node protocol, or by a combination

of these.

When the new transaction 7xz arrives at a node 104, the node applies the node protocol.
This comprises running the locking script and unlocking script together to check whether the
unlocking script meets the condition defined in the locking script (where this condition may

comprise one or more criteria). In embodiments this involves concatenating the two scripts:

<Sig Ps> <Ps> || [Checksig P4]

where “| |” represents a concatenation and “<...>” means place the data on the stack, and
“[...]" is a function comprised by the unlocking script (in this example a stack-based
language). Equivalently the scripts may be run one after the other, with a common stack,
rather than concatenating the scripts. Either way, when run together, the scripts use the
public key P4 of Alice, as included in the locking script in the output of 7xy, to authenticate
that the locking script in the input of 7x; contains the signature of Alice signing the expected

portion of data. The expected portion of data itself (the “message”) also needs to be
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included in 7xvorder to perform this authentication. In embodiments the signed data
comprises the whole of 7xv(so a separate element does to need to be included specifying

the signed portion of data in the clear, as it is already inherently present).

The details of authentication by public-private cryptography will be familiar to a person
skilled in the art. Basically, if Alice has signed a message by encrypting it with her private
key, then given Alice’s public key and the message in the clear (the unencrypted message),
another entity such as a node 104 is able to authenticate that the encrypted version of the
message must have been signed by Alice. Signing typically comprises hashing the message,
signing the hash, and tagging this onto the clear version of the message as a signature, thus
enabling any holder of the public key to authenticate the signature. Note therefore that any
reference herein to signing a particular piece of data or part of a transaction, or such like,

can in embodiments mean signing a hash of that piece of data or part of the transaction.

If the unlocking script in 7xz meets the one or more conditions specified in the locking script
of Txo(so in the example shown, if Alice’s signature is provided in Zx7and authenticated),
then the node 104 deems 7x;valid. If it is a mining node 104M, this means it will add it to
the pool of transactions 154 awaiting proof-of-work. If it is a forwarding node 104F, it will
forward the transaction 7x;to one or more other nodes 104 in the network 106, so that it
will be propagated throughout the network. Once 7x7 has been validated and included in
the blockchain 150, this defines U7XOofrom Txoas spent. Note that 7x7 can only be valid if
it spends an unspent transaction output 203. If it attempts to spend an output that has
already been spent by another transaction 152, then Zxz will be invalid even if all the other
conditions are met. Hence the node 104 also needs to check whether the referenced UTXO
in the preceding transaction Txvis already spent (has already formed a valid input to
another valid transaction). This is one reason why it is important for the blockchain 150 to
impose a defined order on the transactions 152. In practice a given node 104 may maintain
a separate database marking which UTXOs 203 in which transactions 152 have been spent,
but ultimately what defines whether a UTXO has been spent is whether it has already

formed a valid input to another valid transaction in the blockchain 150.



10

15

20

25

30

WO 2021/079225 PCT/1B2020/059570
21

If the total amount specified in all the outputs 203 of a given transaction 152 is greater than
the total amount pointed to by all its inputs 202, this is another basis for invalidity in most
transaction models. Therefore such transactions will not be propagated nor mined into

blocks 151.

Note that in UTXO-based transaction models, a given UTXO needs to be spent as a whole. It
cannot “leave behind” a fraction of the amount defined in the UTXO as spent while another
fraction is spent. However the amount from the UTXO can be split between multiple
outputs of the next transaction. E.g. the amount defined in U7XOoin Txocan be split
between multiple UTXOs in 7xz. Hence if Alice does not want to give Bob all of the amount
defined in UTXOy, she can use the remainder to give herself change in a second output of

Tx3, or pay another party.

In practice Alice will also usually need to include a fee for the winning miner, because
nowadays the reward of the generation transaction alone is not typically sufficient to
motivate mining. If Alice does not include a fee for the miner, 7xowill likely be rejected by
the miner nodes 104M, and hence although technically valid, it will still not be propagated
and included in the blockchain 150 (the miner protocol does not force miners 104M to
accept transactions 152 if they don’t want). In some protocols, the mining fee does not
require its own separate output 203 (i.e. does not need a separate UTXO). Instead any
different between the total amount pointed to by the input(s) 202 and the total amount of
specified in the output(s) 203 of a given transaction 152 is automatically given to the
winning miner 104. E.g. say a pointer to U7XOyis the only input to 7xz, and 7xz has only
one output UTXO;. If the amount of the digital asset specified in U7XOois greater than the
amount specified in JTX0;, then the difference automatically goes to the winning miner
104M. Alternatively or additionally however, it is not necessarily excluded that a miner fee

could be specified explicitly in its own one of the UTXOs 203 of the transaction 152.

Alice and Bob’s digital assets consist of the unspent UTXOs locked to them in any
transactions 152 anywhere in the blockchain 150. Hence typically, the assets of a given party
103 are scattered throughout the UTXOs of various transactions 152 throughout the

blockchain 150. There is no one number stored anywhere in the blockchain 150 that defines
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the total balance of a given party 103. It is the role of the wallet function in the client
application 105 to collate together the values of all the various UTXOs which are locked to
the respective party and have not yet been spent in another onward transaction. It can do
this by querying the copy of the blockchain 150 as stored at any of the storage nodes 1045,
e.g. the storage node 104S that is closest or best connected to the respective party’s

computer equipment 102.

Note that the script code is often represented schematically (i.e. not the exact language).
For example, one may write [Checksig P4] to mean [Checksig P4] = OP_DUP OP_HASH160
<H(P4)> OP_EQUALVERIFY OP_CHECKSIG. “OP_..."” refers to a particular opcode of the Script
language. OP_CHECKSIG (also called “Checksig”) is a Script opcode that takes two inputs
(signature and public key) and verifies the signature’s validity using the Elliptic Curve Digital
Signature Algorithm (ECDSA). At runtime, any occurrences of signature (‘sig’) are removed
from the script but additional requirements, such as a hash puzzle, remain in the transaction
verified by the ‘sig’ input. As another example, OP_RETURN is an opcode of the Script
language for creating an unspendable output of a transaction that can store metadata
within the transaction, and thereby record the metadata immutably in the blockchain 150.

E.g. the metadata could comprise a document which it is desired to store in the blockchain.

The signature P4is a digital signature. In embodiments this is based on the ECDSA using the

elliptic curve secp256k1. A digital signature signs a particular piece of data. In embodiments,
for a given transaction the signature will sign part of the transaction input, and all or part of
the transaction output. The particular parts of the outputs it signs depends on the SIGHASH

flag. The SIGHASH flag is a 4-byte code included at the end of a signature to select which

outputs are signed (and thus fixed at the time of signing).

The locking script is sometimes called “scriptPubKey” referring to the fact that it comprises
the public key of the party to whom the respective transaction is locked. The unlocking

script is sometimes called “scriptSig” referring to the fact that it supplies the corresponding
signature. However, more generally it is not essential in all applications of a blockchain 150

that the condition for a UTXO to be redeemed comprises authenticating a signature. More
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generally the scripting language could be used to define any one or more conditions. Hence

the more general terms “locking script” and “unlocking script” may be preferred.

CONTRIBUTOR HIERARCHY

Figure 18A shows a schematic block diagram of what is referred to herein as an “external
hierarchy” of contributors (contributor hierarchy). Each contributor in the hierarchy is a
person or other entity who makes some defined contribution on which a final “work” will

ultimately be based.

A core aim of this disclosure is to represent such a hierarchy in a set of blockchain

transactions that may be immutably recorded in a blockchain 150.

Note the terms “author” and “contributor” are used interchangeably in this description.

In the example external hierarchy of Figure 18A, there exist two distinct branches. In the
first branch, depicted on the left-hand side, a first group of “junior authors” C-A are said to
be at level 4 in the hierarchy. The first group of junior authors C-A consists of five junior
authors denoted by reference signs C-A0 to C-A4 respectively. Each is uniquely identified by
a public key denoted P-AQ to P-A4 respectively. Each makes a separate, individual

contribution denoted D-AQ to D-A4 respectively which is embodied as a data block.

Note that the term “data block” is used in the present context to refer to a set or portion of
data capturing an individual contributor’s contribution, such as a document, file or other
data block. This is quite distinct from a block 151 of the block chain 150. The terms “data

block” and “data object” are used synonymously herein.

The first group of junior authors C-A is supervised by a “senior author” at level 3 in the
hierarchy. The senior author who supervises the first junior author group C-A may be
referred to as the first level-3 senior author and is denoted by reference signs C-C0. He
(including she/it) is uniquely identified by a public key P-CO and makes a contribution D-CO

responsive to the contributions C-AQ to C-A4 of the junior authors he supervises. The first
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level-3 senior author C-CO is, in turn, supervised by a first level-2 senior author C-EQ. The
level-2 senior author C-EQ is uniquely identified by a public key P-EO and makes his own

contribution D-EQ responsive to that of the first level-3 senior author C-CO.

In the branch of the hierarchy shown on the right-hand side, a second group of junior
authors C-B, consisting of three junior authors C-BO to C-B2 in this instance, are each
associated with a unique public key denoted by reference signs P-BO to P-B2 respectively,

and each makes an individual contribution D-BO to D-B2 respectively.

The second group of junior authors C-B is supervised by a second level-3 senior author C-DO,
identified by public key P-DO and who makes his own contribution D-DO responsive to the

contributions D-B0O to D-B2 of the junior authors C-B0O to C-B2 he supervises.

The second level-3 senior author C-D is, in turn, supervised by two level-2 senior authors,

referred to as the second level-2 senior author C-FO and third level-2 senior author C-F1.

Each of the second and third level-2 senior authors C-FO, C-F1 is identified by a public key,
denoted by reference signs P-FO and P-F1 respectively, and each makes his own individual
contribution, denoted by reference signs D-FO and D-F1 respectively, responsive to the

contribution D-DO of the first level-3 senior author C-DO who they jointly supervise.

An editor in chief C-GO at level 1 of the hierarchy has ultimate responsibility for the final
work (his contribution), denoted by reference sign D, and has the role of supervising all
three of the level-2 senior authors C-EQ, C-FO and C-F1. The editor and chief is identified by

a public key P-GO.

Although not depicted, at the top of the hierarchy (level 0) is a copyright authority to

which/whom the final work D is submitted.

Figure 18B shows an example of a data structure which may be used to evidence not only
the individual contributions made by the various contributors but also the hierarchical

relationship between those contributions that arises by virtue of the hierarchical
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relationships between the contributors themselves. The data structure is in the form of
what is referred to herein as “generalised hash tree” 1820. Generalised hash trees are
described in further detail below. For now, suffice it to say that a generalised hash tree has

|Il

some properties in common with a “classical” hash tree but with fewer restrictions such
that it may be constructed to represent hierarchical relationships in a way that is not
possible with classical hash trees. The generalised hash tree 1820 is formed of a plurality of
nodes at respective levels in the tree and directional edges between those nodes, where
each node is either a hash of an underlined data block (leaf node — represented as white
circles) or a hash of a concatenation of the values of its “child nodes” (non-leaf nodes —
represented as back circles). In brief, in contrast to a classical hash tree, each non-leaf node
can have any number of children with the consequence that different non-leaf nodes may
have different numbers of children, and moreover a leaf node can appear at any level in the

hierarchy with the consequence that a non-leaf node might have children that are a

combination of leaf and non-leaf nodes.

For the reasons discussed in further detail below, a generalised hash tree provides a novel
and useful way of representing hierarchical relationships of the kind depicted in Figure 18A.
However, before describing the underlying principles of generalised hash trees in more
detail, an overview is provided of a protocol by which a set 1920 of blockchain transactions
152 —shown in Figures 19A and 19B, described below — may be constructed in order to
embody a generalised hash tree of the kind depicted in Figure 18B on a blockchain 150.
That is to say, a protocol for constructing blockchain transactions in a way that fully encodes
not only the values of the nodes (denoted by reference signs H2-A0 to RH) but also the
hierarchical relationships between those nodes.

The protocol may be referred to herein as a “collaborative attestation protocol”. Certain
general principles and considerations which underpin the collaborative attestation protocol

are set out later in the description. First, a concrete example of a method performed

according to the protocol is described to provide context.

Before describing the set of blockchain transactions 1920, the structure of the generalised

hash tree 1820 will be described in relation to the contributor hierarchy of Figure 18A.
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Following the example of Figure 18A, each contribution is represented by a leaf node at a
level in the generalised hash tree 1820 that corresponds to the level of its contributor in the
external hierarchy (i.e. the contribution by any author at level n is represented by a leaf

node at level n in the generalised hash tree).

Hence, the contributions of the first group of junior authors C-A are represented by five leaf
nodes are level 4 in the hierarchy of the generalised hash tree 1820. Those nodes have
respective values, which are represented by reference signs H2-A0 to H2-A4 respectively.
Note that some reference signs are omitted from Figure 18B to avoid excessive clutter. In
the present example, the value of each non-leaf node is a double hash of the underlying
contribution to which it corresponds. So, for example, the value H2-Al of the leaf node
corresponding to the contribution D-Al is a double hash of the contribution D-A1; the value
H2-A4 of the leaf node representing the contribution D-A4 is a double hash of that

contribution D-A4 etc.

Similarly, for the second group of junior authors C-B, each contribution is represented by a
leaf node at level 4 in the hierarchy of the generalised hash tree 1820, having a value
obtained by double hashing that contribution, e.g. the value H2-B2 of the node

corresponding to contribution D-B2 is the double hash of that contribution etc.

At level 3 in the generalised hash tree 1800, the overall contribution by each group of junior
authors C-A and C-B is represented by a respective non-leaf node IH-A and IH-B. The value
of the non-leaf IH-A representing the overall contribution of the first junior author group C-
Ais a single hash of a concatenation of the values of all of the leaf nodes representing the
contributions of the first group of junior authors C-A, i.e. a single hash of the concatenation
of the leaf node values H2-A0 to H2-A4 representing the individual contributions by the first
junior author group C-A. Likewise, the value IH-B of the non-leaf node representing the
overall contribution of the second group of junior authors C-B is a single hash of a
concatenation of the values H-BO to H-B2 of the leaf nodes representing their individual

contributions D-BO to D-B2.
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In addition, the contribution of each level-3 senior author C-C0, C-DO is represented by a
leaf node at level 3 in the generalised hash tree 1820, denoted by reference signs H2-C0O and
H2-DO0 respectively, each of which is a double hash of the individual contribution D-C0O, D-DO

of that senior author.

At level 2 in the generalised hash tree 1820, the overall contribution of both the first group
of junior authors C-A together with the contribution of the first level 2 senior author C-CO
supervising that group is represented by a single non-leaf node, having a value IH-C, which
is a concatenation of the value |H-A representing the overall contribution of the first group
of junior authors C-A with the value H2-CO of the level 2 leaf node representing the

contribution of the first level-3 senior author C-CO.

The overall contribution of the second group of junior authors C-B, together with that of the
second level-3 senior author C-DO supervising that group, is represented by a second non-

leaf node at level 2, having an analogously-computed value IH-D.

Because there are three level-2 senior authors C-EQ, C-FO, C-F1 in the contributor hierarchy,
each making an individual contribution D-EO, D-FO, D-F1, the generalised hash tree 1820
contains thee leaf nodes at level 2 representing each of those contributions D-EQ, D-FO and
D-F1. The value H2-EOQ, H2-FO and H2-F1 of each of these leaf nodes is computed as a

double hash of the contribution represented by that node.

At level 1 in the generalised hash tree, two non-leaf nodes exist having values denoted by
reference signs IH-E and IH-F respectively. The non-leaf node having the value IH-E
represents the overall contribution of the first group of junior authors C-A, together with
the contribution D-CO of the first level-3 senior author C-CO supervising that group and the
contribution D-EQ of the first level-2 senior author C-EO supervising him. Again, that value
IH-E is computed as a hash of a concatenation of the value IH-C (representing the overall
contribution of the first junior author group C-A plus that of their immediate supervisor C-
C0) and the value of the leaf node H2-EQ representing the contribution D-EOQ of the first

level-2 senior author C-EOQ.
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The other level-2 non-leaf node has value IH-F computed as a concatenation of the value IH-
D of the non-leaf node (representing the contributions of the second junior author group C-
B plus the second level 2 senior author C-DO directly supervising them) concatenated with
the two values H2-FO and H2-F1 of the two leaf nodes representing the contributions D-FGQ,
D-F1 of the second and third level-2 senior authors supervising the second level-2 senior

author H2-DO.

A leaf node at level 1 represents the contribution of the editor-in-chief C-GO, which is the
final work D made by him responsive to the contributions D-EQ, D-FO and D-F1 of the level-2
senior authors. The value of that node H2-G0 is computed as a double hash of the final

work D.

Finally, at level O of the generalised hash tree, a root node has a value RH (root hash)
computed as a single hash of a concatenation of the values IH-E, IH-F of the non-leaf nodes

at level 1 and the value H2-GO of the leaf node at level 1.

An example of a method performed in accordance with the collaborative attestation
protocol will now be described with reference to Figures 19A and 19B. The method creates
a set of blockchain transactions 1920 embodying the generalised hash tree 1820 of Figure

18B.

The steps of the method (protocol) are depicted in Figures 19A and 19B in a flow chart
running horizontally from left to right at the top of the page. Below each step of the
flowchart, a corresponding subset of one or more of the set of transactions 1920 is
schematically depicted, being the transaction(s) created at that step. At each but the first
step, at least one spending transaction is created which has a specific spending relationship
with the transactions created in the previous step. It is these spending relationships that
represent the hierarchical relationships between nodes within the generalised hash tree of
Figure 18B. The values of the nodes themselves are encoded in the outputs of the

transactions 1920 as described in further detail later.
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Beginning with Figure 19A, at step 1900, each junior author in each junior author group C-A,
C-B creates an initial transaction with at least one spendable output locked to his own public
key. The transactions created at step 1900 by the first group of junior authors C-A are
denoted TX-AO to TX-A4 respectively, and each has at least one spendable output locked to
the public key P-AQ,...,P-A4 of the junior author creating it (i.e. each output is locked to a
different junior author of the first group of junior authors C-A). Alternatively, one or more
of these transactions could be created by any other party. Alternatively, some of all of
these transactions could be combined into a single transaction. What is material is that, in
order to set up the next step of the method, there are five separate spendable outputs —in
at least one and up to five transactions — each of which is locked to the public key of a
different one of the junior authors in the first group C-A. For example, the structure of the
tree could be captured, maintaining a 1-1 identifiable map between relationship between
an author and his/her content, by setting up a multisig (or similar script, with many
signatures) where the order of the keys used for signing preserve the order of junior

authors.

The transactions created by the second group of junior authors C-B are denoted by
reference signs TX-BO to TX-B2 and each has at least one spendable output locked to the
public keys P-BO, ..., P-B2 of a different junior author of the second junior author group C-B.
The description in the preceding paragraph about alternative ways of constructing the initial

transactions applies equally.

At step 1902, each junior author group C-A, C-B creates a single spending transaction (i.e.
one spending transaction per junior author group), which spends the outputs of all of the
initial transactions created by the individual members of that group at step 1900. That

transaction may also be referred to as the first group transaction TX-A.

So, in the case of the first group of junior authors C-A who, between them, have created five
initial transactions TX-AO to TX-A4, at step 1902 that group C-A as a whole creates a single
spending transaction denoted by reference sign TX-A, which has (at least) five inputs each
spending (i.e. pointing to) a different one of the spendable outputs of the five initial

transactions TX-AO to TX-A4.
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Recall that at each of the initial transactions TX-AO to TX-A4 identifies a different one of the
first group of junior authors G-A by virtue of the spendable output of that transaction being
locked to his public key (P-A0 to P-A4 respectively). The first group transaction TX-A which
spends all five of the outputs of the initial transactions TX-AO to TX-A4 captures the fact that
those five junior authors belong to the same group. Using the terminology of this
disclosure, they may also be referred to as “sibling” contributors and their contributions
may be referred to as sibling contributions. The first group spending transaction TX-A has at
least one spendable output, which is locked to the public key P-CO of the first level-3 senior
author C-CO who supervises the first group of junior authors C-A. This captures the
hierarchical relationship between that junior author group C-A and their “immediate”

supervisor C-C0O within the set of blockchain transactions 1920.

The first group transaction TX-A also serves as proof of each junior author’s contribution.
That proof is provided by way of a “discretionary signature” from each of the junior authors.
The discretionary signatures of the junior authors TX-AO to TX-A4 are denoted by reference
signs DS-AQ to DS-A4 respectively. Discretionary signatures are described in further detail
below. For now, suffice it to say that a discretionary signature is ignored for the purpose of
validating the transaction in which it appears, i.e. miners disregard discretionary signatures
for the purpose of validating transactions, and is generated by applying a signature function
to a single hash of that author’s contribution and the private key corresponding to that
author’s public key. So, the discretionary signature DS-AQ of the junior author TX-AQ is
computed by applying a signature generator function to a single hash of that author’s
contribution D-AQ and the private key counterpart to his public key P-AQ. This applies

analogously for the remaining junior authors.

Returning to the spendable output of the first group transaction TX-A, as well as being
locked to the public key P-CO of the supervisor C-CO, the locking script of that output also
requires proof of receipt of the contributions of the junior authors D-AO to D-A4
respectively. In the present example, this is a “double hash puzzle”, i.e. the unlocking script
contains a double hash of each contribution, with the double hash of contribution D-AQ

denoted by H2-AQ, the double hash of contribution of D-Al denoted by H2-A1 etc. That
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locking script can only be redeemed by locking script containing a valid transaction signature
and the unlocking script must also contain a single hash of each of the junior author’s

contributions in order to solve the double hash puzzle for each contribution.

The single hash of the contribution D-AQ is denoted by H-AQ, the single hash of the
contribution D-A1l is denoted H-A1l etc. These are shown to be comprised in an input of a
first “level-3” spending transaction TX-C which is created by the immediate supervisor of the

first junior author group C-CO0 (i.e. the first level-3 senior author C-C0).

The first level-3 spending transaction TX-C is created at step 1904. The immediate
supervisor C-CO is only in a position to compute the single hash values H-AO to H-A4 once he
has received all of the contributions D-AQ to D-A4 from the junior authors C-A he is
supervising (receiving these also allows him to make own contribution D-CO in response).
Therefore, these serve as proof in the first level-3 spending transaction TX-C that the
immediate supervisor C-CO has received those contributions. In addition, the input of the
first level-3 spending transaction TX-C contains a valid transaction signature which signs the
output or outputs of that transaction TX-C using the private key counterpart to the public
key P-CO of the supervising author C-CO (as specified in the spendable output of the first

group transaction TX-A).

Turning to the output(s) of the first level-3 spending transaction TX-C, there is at least one
spendable output which is locked to the public key P-EQ of the first level-2 author C-EQ who
supervises the first level-3 senior author C-CO. The spendable output also comprises a
double hash puzzle on the contribution of the first level-3 senior author C-CO denoted by
reference sign H2-CO. Hence, that output can only be spent by the first level-2 supervising
author C-EO and only when he has received, from the first level-3 senior author C-C0Q, the
latter’s contribution D-CO so that the former may provide a single hash H-CO of that
contribution D-CO as proof of receipt. In addition, the one or more outputs of the first level-
3 transaction TX-C comprise the hash value IH-A of the non-leaf node shown at level 3 in
Figure 18B to represent the overall contribution of all of the first group of junior authors C-
A. This may be referred to below as a “summary hash” and has the effect of explicitly

(directly) encoding that non-leaf node in the set of transactions.
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Finally, the first level 2 transaction TX-C contains proof of the first level-3 senior author’s
own contribution D-CO in the form of a discretionary signature DS-CO. As before, this is
generated by applying a signature function to his contribution D-CO and the private key

counterpart to the public key P-CO.

Returning briefly to step 1902, a second single group spending transaction TX-B is created by
the second junior author group C-B in an analogous manner. That is, in this case there are
three junior authors who have created three initial transactions TX-BO to TX-B2, and
consequently the second group spending transaction TX-B has three inputs each spending a

different one of the initial transactions.

Although not shown explicitly in Figure 19A, each of the five inputs of the first group
transaction TX-A and each of the three inputs of the second group spending transaction TX-
B contain a valid transaction signature generated using the private key counterpart to the
public key specified in the output of the initial transaction which it is spending. So, for
example, the first input of the first group spending transaction TX-A contains a transaction
signature which signs the outputs of that transaction TX-A using the private key counterpart

to the public key P-AQ in the output of the initial transaction TX-AQ etc.

The second group spending transaction TX-B analogously comprises a discretionary
signature for each of the junior authors in the second group C-B (generated in the same way
and denoted by way of reference signs DS-BO to DS-B2) and at least one spendable output
locked to the public key of the second level-3 senior author C-DO i.e. the immediate
supervisor of the second group of junior authors C-B, and a double hash puzzle on each of
the contributions D-BO to D-B2 of the second junior author group C-B, as denoted by

reference signs H2-BO to H2-B2.

Returning to step 1904, the immediate supervisor C-D0 of the second junior author group C-
B creates a second level-3 transaction TX-D having at least one input which spends the
spendable output of the second group transaction TX-B, and accordingly contains a valid

transaction signature generated by signing the output or outputs of the second level 2
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transaction TX-D using the private key counterpart to the public key P-DO specified in the
spendable output of the second group transaction TX-B, and additionally comprises a
solution to the double hash puzzle in the form of a single hash of each of the contributions
D-BO,...,D-B2 of the second junior author group C-B denoted by reference signs H-BO H-B2

respectively.

In contrast to the first level-3 spending transaction TX-C, the second level-3 spending
transaction TX-D has at least two spendable outputs reflecting the fact that the second
level-3 senior author C-DQ is supervised by not one but two level-2 senior authors C-FO, C-
F1. The first of these spendable outputs is locked to the public key P-FO of the second level-
2 supervising author C-FO and the second spendable output is locked to the public key P-F1
of the third level-2 supervising author C-F1. Each of those spendable outputs also comprises
a double hash puzzle H2-D0 on the contribution D-DO of the second level 2 senior author C-
DO which must be solved in order to unlock that output. As an alternative to having two
spendable outputs, the transaction TX-D could have a single spendable output locked to
both public keys P-FO and P-F1 for example using a two-of-two CHECKMULTISIG opcode with
operands P-FO and P-F1, together with the double hash puzzle H2-DO.

Finally, the second level-3 transaction TX-D comprises, in the one or more outputs thereof,
the hash value IH-B of the non-leaf node at level 3 in the generalised hash tree 1820 of
Figure 18B representing the overall contribution of the second junior author group C-B
(summary hash using the above terminology), and also proof of the second level-3 senior

author’s contribution in the form of a discretionary signature DS-DO generated as above.

The remaining steps of the method are shown in Figure 19B.

Up to this point, there has been two separate “branches” of transactions reflecting the two
branches in the contributor hierarchy. However, in the next step of the method, that is,
step 1906, these two branches “merge” to reflect the fact that all three level 1 senior
authors C-EQ, C-FO and C-F1 are supervised by the same author, namely the editor-in-chief
C-GO0. That is, using the above terminology, to reflect the fact that all three level 1 senior

authors are “siblings” within the hierarchy, their “parent” being the editor-in-chief C-GO.
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Hence, at step 1906, a single level-2 spending transaction TX-EF is created by all three of
those authors. The level-2 spending transaction TX-EF has, in this example, three inputs, one
of which spends the spendable output of the first level-3 transaction TX-C, and the
remaining two of which spend the two spendable outputs of the second level-3 spending
transaction TX-D. The first input comprises a valid transaction signature TS-EO generated
using the private key counterpart to the public key P-EO specified in the output of the first
level 2 transaction TX-C, and additionally a proof of receipt of the contribution D-CO of the
first level 2 author C-CO in the form of a single hash H-CO of that contribution D-CO. The
second and third inputs comprise respectively, valid transaction signatures TS-FO and TS-F1
generated using the private key counterparts to the public keys P-FO and P-F1 respectively,
and each comprises a proof of receipt of the second level-3 author’s contribution D-DO in
the form of a single hash H-DO thereof. In the case that TX-D instead has a single spendable
output with a two-of-two CHECKMULTISIG operand, the level-2 transaction TX-EF has, in
place of the second and third inputs, a single second input which contains two valid

transaction signatures TS-FO and TS-F1 and the proof of receipt H-DO.

The level-2 transaction TX-EF has one or more outputs comprising at least one spendable
output locked to the public key P-GO of the level-1 editor-in-chief C-GO, which additionally
requires proof of receipt of each of the three contributions of the three level-2 senior

authors in the form of double hash puzzles H2-EQ, H2-FO and H2-F1.

Additionally, the one or more outputs comprise the hash values IH-C and IH-D of the non-
leaf nodes at level 2 in the generalised hash tree of Figure 18B (summary hashes) and, for
each of the level-2 authors C-EQ, C-FO and C-F1, a proof that author’s contribution in the
form of respective discretionary signatures DS-EQ, DS-FO and DS-F1 generated as above.

As step 1908, the editor-in-chief C-GO creates a level-1 transaction TX-G, which validly
spends the output of the level-2 transaction TX-EF and accordingly must contain a valid
transaction signature TS-GO, and three proof of receipts in the form of single hash values H-
EO, H-FO and H-F1 of the level-2 authors’ contributions D-EQ, D-FO and D-F1. In addition, the
one or more outputs contain the hash values of the level-3 leaf nodes IH-E and IH-F together

with a proof of the editor-in-chief’s contribution in the form of discretionary signature DS-D.
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The editor-in-chief’s contribution is the final work D and this is the contribution on which

the discretionary signature DS-D is generated.

The level-1 transaction TX-G has a spendable output locked to a private key of a copyright

authority denoted by reference sign P*.

At step 1910, the copyright authority creates a final transaction TX*, which spends the
spendable output of the level-1 transaction TX-G. It thus contains a valid transaction
signature TS* generated by signing the outputs of the final transaction TX* using the private
key counterpart to the public key P* specified in the level-1 transaction TX-G. Further
details of the copyright authority’s role, in one example implementation, are described

below.

Note that the double hash value of each leaf node — generally denoted by reference signs of
the form H2-xx — is encoded by way of the double hash puzzle in the relevant spendable
output, which must be solved to spend that outputs. Additionally, this value may be

duplicated elsewhere in the output(s) of that transaction as described later.

Although in the above, the same private key is used to generate the discretionary signatures
as is used to generate the transaction signatures (the latter also referred to herein as non-
discretionary signatures), this is not essential. In fact, the discretionary signature can be
generated using any private key and indeed any signing algorithm which may or may not be
the same as the signing algorithm used to generate the transaction signatures. For example,
the transaction signatures may be generated using ECDSA and the discretionary signatures

may or may not be generated using ECDSA.

Further details of an example implementation of the collaborative attestation protocol are
given below. This example implementation leverages what are referred to herein as
“generalised hash trees”. The principles of generalised hash trees are first described to

provide the relevant context.
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2. Hash trees

The concept of hash trees as a data structure was introduced by Ralph Merkle in 1979. Hash
trees have since been used extensively in applications including as a representation of a set
of transactions in a block of a blockchain and as a record of state change in versioning

systems such as Git version control.

The terms “hash tree” and “Merkle tree” are generally used to refer to the same type of
data structure. Where it is considered helpful to draw a distinction between the underlying
data structure and a chosen mathematical formulation, the following description may use
the term hash tree to refer to the underlying data structure and the term Merkle tree to
refer to a hash tree in combination with an indexing scheme for indexing nodes of the hash
tree and a set of node equations for constructing the hash tree according to that indexing

system.

Merkle trees are generally treated as binary tree data structures comprising nodes and
edges. The nodes are represented as hash digests (hash values) and edges are created by
application of a one-way function (commonly cryptographic hash functions) to a pair of
concatenated nodes, generating a parent. This process is repeated recursively until a single

root hash value (root node) is reached.

Merkle trees have been implemented as binary, trinary or more generally k-ary, where k is
a common branching factor used throughout the tree. The fact that the branching factor is
indeed consistent throughout a Merkle tree is a widely-accepted feature of such trees.
Another common feature is that data blocks are only inserted at the bottom layer of the
tree (i.e. the layer furthest from the root). A data structure having these constraints may be

referred to herein as a “classical” hash (or Merkle) tree.

However, the present disclosure recognized applications in which it is advantageous to have
greater flexibility in the construction of Merkle tree than is possible with these common
features. Accordingly, a highly generalised treatment of Merkle trees is provided, resulting
in a protocol for constructing and manipulating what are referred to herein as “generalised”
hash trees. These generalised structures inherit many of the properties of classical Merkle
trees, while gaining additional flexibility by removing both the constraints of having a

consistent branching factor and of only inserting leaf nodes at the base layer.
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The term “schema” may be used herein to refer to the set of constraints imposed on a data
structure. For a classical hash tree, those constraints are summarized above and set out in

more detail below.

This disclosure provides a novel schema for constructing generalised hash trees, the detail

of which are described below.

This disclosure also provides a novel indexing scheme for assigning indexes to nodes of a
generalised hash tree. A hash tree indexed according to this indexing scheme may be

referred to as a generalised Merkle tree.

Embodiments of the present disclosure are described in detail below. First, there follows a

more in-depth description of classical hash trees as context to the described embodiments.
2.1 Classical Hash Trees

A common method for representing large quantities of data in an efficient and less
resource-intensive way is to store it in structure known as a hash tree, where a hash is taken

to mean the digest of a one-way cryptographic hashing function such as SHA-256.

A typical hash function takes an input of arbitrary size and produces an integer in a fixed
range. For example, the SHA-256 hash function gives a 256-bit number as its output hash

digest (hash value).

In general, a hash tree is a tree-like data structure comprising “internal” nodes and “leaf”
nodes connected by a set of directional edges. Each leaf node represents the cryptographic
hash of a portion of data (data block) that is to be “stored” in the tree, and each node is
generated by hashing the concatenation of its “children” (child nodes). A child node of a
“parent” node is any node directly connected to the parent node by a directional edge. The
root node of the hash tree can be used to represent a large set of data compactly, and it can
be used to prove that any one of the portions of data corresponding to a leaf node is indeed
part of the set. The root node is a single node to which all other nodes are connected either

directly or indirectly.

In accordance with terminology used in the art, this disclosure may refer to data being
“stored” in the hash tree. However, it will be appreciated that the data is not recoverable

from the hash tree itself because of the one-way properties of hash functions (in fact, this is
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one of the benefits of a hash tree). Rather, the hash tree can be used to verify a data block
in the manner described below. Accordingly, where this disclosure refers to data being
stored or contained in a hash tree and the like, it will be appreciated that means that the
data is represented in the hash tree in the manner set out below, and does not imply that

the data is recoverable from the hash tree.

In many applications, binary hash trees are used in which every non-leaf node has exactly
two children and leaf nodes are the hash of a block of data. For instance, the bitcoin
blockchain uses a binary hash tree implementation to store all the transactions for a block
compactly. The root hash is stored in the block header to represent the full set transactions

included in a block.

Figure 3 shows a simple binary hash-tree, in which leaf nodes are represented as white
circles and non-leaf nodes are represented as black circles, and edges are represented as
line segments between pairs of nodes. Each node is embodied as a hash value computed as

set out below.

The structure of a binary hash tree is shown in Figure 3, where arrows represent the
application of a hash function, white circles represent leaf nodes and black circles are used

both for internal nodes and the root.

This hash tree stores a set of eight portions of data D; ... Dg by hashing each portion and
concatenating the resulting digests pairwise H(D,) | H(D,), ..., H(D;) |l H(Dg), where the
‘I operator denotes the concatenation of two strings of data. The concatenated results are
then hashed, and the process repeated until there is a single 256-bit hash digest remaining —

the Merkle root — as a representation of the entire data set.

By way of example, the nodes denoted by reference numerals 300 and 301 are leaf nodes
representing data blocks D5 and D, respectively. Hence, the hash values of the nodes 301
and 302 are H(D3) and H(D,) respectively. The nodes 300 and 301 are said to be “sibling
nodes” because they have a common parent node denoted by reference numeral 302. The
hash value of the parent node 302 is H(H(D3)| |H(D4)). In turn, the node 302 is shown to
be a sibling node of the node denoted by reference numeral 304 because those nodes have
a common parent node 306, which in turn has a hash value equal to the hash of a

concatenation of the hash values of its child nodes 302, 304 etc.



10

15

20

WO 2021/079225 PCT/1B2020/059570
39

2.2 Merkle trees

The Merkle tree is the original implementation of a hash tree, proposed by Ralph Merkle in
1979; see R. C. Merkle, Stanford University, (1979), Secrecy, Authentication, and Public Key

Systems (Merkle’s thesis).
A Merkle tree is typically interpreted as a binary hash tree.

In a Merkle tree, each node in the tree has been given an index pair (i,j) and is
represented as N(i, j). The indices i, j are simply numerical labels that are related to a

specific position in the tree.

An important feature of the Merkle tree is that the construction of each of its nodes is

governed by the following equations?

NG, j) = H(D;) i=j
Y1 H(NG R NG+ 1) i)

where k = (i +j — 1)/2 and H is a cryptographic hash function.

A binary Merkle tree constructed according to these equations is shown in Figure 4. It can
be seen that the i = j case corresponds to a leaf node, which is simply the hash of the
corresponding i*" block of data D;. The i # j case corresponds to an internal or root node,
which is generated by recursively hashing and concatenating child nodes in the tree until the

specific node or the root is reached.
For example, the node N(1,4) is constructed from the four data blocks D,, ..., D, as
N(1,4) =H(N(1,2) I N(3.49)

=H[H(N(L,1) I N(2,2)) | H(N(3,3) I N(4,4))]

= H[H(H(Dy) | H(D) Il H(H(D3) | H(D,))]-

Each node has a level (depth) in the tree, which corresponds to the number of directional
edges via which that node is connected to the common root node, i.e. node (1,8) in the

example of Figure 4 (the level of the root node itself being zero).

" These equations have been adapted from Merkle’s thesis and simplified.
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The tree has a depth M defined as the lowest level of nodes in the tree, and the depth m of
a node is the level at which the node exists. For example, M40, = 0 and m;eqr = M, where

M = 3in Figure 4.

Although a binary tree is shown by way of example, it possible to construct a ternary,
quaternary or K-ary Merkle tree, where K is the order of branching of the tree, also

referred to as the branching factor.

In general, the core properties and paradigms common to all Merkle tree implementations

can be summarised by the following:

1. Common branching order K — the branching order of all non-leaf nodes is
common. For a binary Merkle tree, all internal nodes and the Merkle root have

exactly two children.

2. Position of leaf nodes — all leaf nodes are situated uniformly at the bottom of
the tree. This means that data blocks can only be injected into the tree at the

same base layer.

These properties are an artefact of the Merkle tree having been designed to store a list of
data blocks in an optimally-efficient manner. However, while this design lends itself
extremely well to cryptographic signature schemes and storing of blockchain transactions

for example, it is subject to constraints that make it sub-optimal for other applications.

A consequence of property 1 is that, to store N data blocks in a Merkle tree with branching
factor K, the tree must have K™ > N leaf nodes. This is beneficial in that the depth of the

tree grows logarithmically in the total storage requirement. However, this also means that

in all the cases where KM > N the Merkle tree must be “padded” with an additional N' =

KM — N leaf nodes containing null data. This means that a Merkle tree will often contain

extraneous data that is not of interest to the user of the tree.

Additionally, property 2 means that it is not possible to add or inject data blocks at any level
of the tree other than at its base. This makes it very difficult to reflect a hierarchy or

structure relating to a data set within the Merkle tree itself.
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Merkle proofs

The primary function of a Merkle tree in most applications is to facilitate a proof that some
data block D; is a member of a list or set of N data blocks D € {D;, ..., Dy}. Given a Merkle
root and a candidate data block D;, this can be treated as a ‘proof-of-existence’ of the block

within the set.

The mechanism for such a proof is known as a Merkle proof and consists of obtaining a set
of hashes known as the “Merkle path” for a given data block D; and Merkle root R. The
Merkle path for a data block is simply the minimum list of hashes required to reconstruct
the root R by way of repeated hashing and concatenation, and may also be referred to as

the “authentication path” for a data block.
Method

If, given a Merkle root R and given data block D, to be “verified” — verified in this context
means proving that the data block D, belongs to the set D € {D,, ..., Dy} represented by R
(i.e. the set of data blocks from which the hash tree is constructed) — the data block D, is
verified as follows. The data block D, is considered by way of example by the proof can be
performed for any given data block to determine whether or not it corresponds to one of

the data blocks used to construct the hash tree.

With reference to Figure 5, to verify the data block D,, a Merkle proof is performed as

follows:
i. Obtain the Merkle root R from a trusted source.

ii. Obtain the Merkle path I from a source. In this case, I' is the set of

hashes:
I'={N(2,2), N(3,4), N(58)}.
iii. Compute a Merkle proof using D; and T as follows:
a. Hash the data block to obtain:
N(1,1) = H(D,) (the “reconstructed leaf hash” 502).

b. Concatenate with N(2,2) and hash to obtain:
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N(1,2) = H(N(1,1) Il N(2,2)).
c. Concatenate with N(3,4) and hash to obtain:
N(1,4) = H(N(1,2) I N(3,9).
d. Concatenate with N(5,8) and hash to reconstruct the root:
N(1,8) = H(N(1,4) I N(5,8)),
R’ = N(1,8) (the “reconstructed root hash”).
e. Compare the calculated root R’ with the root R obtained in (i):

l. If R" = R, the existence of Dy in the tree, and therefore the data

set D, is confirmed.

lIl. If R" # R, the proof has failed and D, is not confirmed to be a

member of D.

This is an efficient mechanism for providing a proof-of-existence for some data as part of
the data set represented by a Merkle tree and its root. For example, if the data D;

corresponded to a blockchain transaction and the root R is publicly available as part of a
block header then it is possible to quickly prove that the transaction was included in that

block.

The process of authenticating the existence of D; as part of the example Merkle tree is
shown in Figure 5. This demonstrates that performing the Merkle proof for a given block D
and root R is effectively traversing the Merkle tree ‘upwards’ by using only the minimum

number of hash values necessary.
2.1.2 Tree structures in graph theory

A hash tree or Merkle tree may be interpreted in the context of graph theory. A hash tree
comprises vertices or nodes of data — hash values — and edges connecting nodes formed by

the hashing of multiple concatenated vertices.

More specifically, in graph theory a hash tree is considered to have the following key

properties



10

15

20

25

WO 2021/079225 PCT/1B2020/059570
43

Directed — the edges between nodes are formed by computing a one-way hash function
which can only be performed in one-direction. This means that every edge in the hash tree

has a direction, and therefore the tree is
Acyclic — there are no cyclical paths in the structure of a hash tree.

Graph — a hash tree can be classified as a graph because it comprises vertices and edges

that connect its vertices.

The combination of all three of these properties means that a hash tree or Merkle tree

satisfies the definition of a directed acyclic graph (DAG).

A directed graph is termed weakly connected if the replacement of its directed edges with
undirected edges forms a connected graph. A hash tree satisfies this criterion, so it is also a

weakly connected DAG.

A “rooted tree” is defined as a tree in which one vertex or node is identified as the root of
the tree, and if the rooted tree also has an underlying directed graph then it is termed a
directed rooted tree. Moreover, in a directed rooted tree, all the edges are either directed

away from (arborescent) or towards (anti-arborescent) the designated root.

This disclosure recognizes a hash tree or Merkle tree to be an example of the latter —i.e., an
anti-arborescent directed rooted tree — whereby all of its edges are constructed by hashing

vertices ‘towards’ the root.
3. Generalised hash tree protocol

The described embodiments provide a generalised hash tree data structure explicitly

defined to have the following properties:

Hierarchical position of leaf nodes — leaf nodes can be placed at any level of the tree below
the root hash. This allows data to be injected into different levels of the hash tree that

reflects an external hierarchy of the data.

Arbitrary number of children — each node may have an arbitrary number of children (or ‘in-
degree’), which may comprise any number of internal child nodes and any number of leaf

child nodes.
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Variable branching factor — the branching factor K for an internal node, giving the ratio of
the number of children (in-degree) to number of parents (out-degree), does not have to be

common throughout the tree.

These properties in combination allow the construction of a hash tree that can represent a
data set with a second-tier hierarchy overlaid on top of it, whilst also maintaining the core
function of the tree, namely the ability to efficiently verify a given data block using the same

Merkle proof principles as set out above.

These core functions are that the tree must be able to represent the entire data setina
single hash value, i.e. the root (i.e. all nodes must be directly or indirectly connected to a
common root node) and that it must be possible to perform a Merkle proof of existence on

any one block of data in the set, irrespective of its position in the hierarchy.

An example of a generalised hash tree structure is shown in Figure 6. This example
demonstrates a hierarchy of fourteen data blocks D; — D;,, which are injected into the hash
tree at varying levels. This is in contrast to a traditional Merkle tree structure, in which all of

these injections of data would happen at the bottom layer of the tree.
Rules of the generalised hash tree

A hash tree which achieves the desired properties can be constructed according the
following set of rules. Using the above terminology, this set of rules constitutes the

“schema” according to which any generalised hash tree is constructed:

1. Nodes - a node can have at most one parent and an arbitrary number of
children. Nodes are generally either leaf nodes or non-leaf nodes, but overall

can be diversified into three categories:
a. A root node is defined by having no parent.

b. An intermediary node is defined by having at least one parent and at least

one child.
c. Aleaf node is defined by having no children.

Note that both (a) and (b) are examples of non-leaf nodes, while (c) are leaf nodes.
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Edges - An edge is created by hashing a node concatenated with its siblings in a
specific order. The edge between a parent and child is created by hashing of all

the parent’s children concatenated in sequence.

Given a parent P and four children, C;, C,, C3, C,, the following edges can be

created:
Ci— P HC1CNCNC,)
c, — P: HC €, 1G5 11 Cy)
C;— P HGIGICIC)
C,— P HCGNCNCNCY)

Note that the mathematical construction of each edge is the same, and
therefore an edge between parent and child may only be created once the

entire set of siblings is known.

Note also that the resulting hash value H(C, Il C, Il C3 Il C4) is the hash value of
the parent node. Therefore, Rule 2 can be equivalently formulated as “the hash
value of the parent node is a hash of a concatenation of the hash values of its

child nodes” in a specified order.

. Arbitrary number of children — there is no restriction on the number of children

any non-leaf node may have. Leaf nodes have no children by definition (see rule

1).

Position of leaf nodes — there is no restriction on the depth at which a leaf
node may be placed in the hash tree. A leaf node may therefore exist at any

level in the tree.

In order to provide additional robustness against “second pre-image attacks”, an additional

rule may also be introduced into the schema:

5. Leaf and non-leaf nodes are distinguishable —all leaf nodes may be explicitly

distinguishable from non-leaf nodes. This may for example be done by
prepending the hash value of each leaf node with a predetermined prefix e.g.

0x00.
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A second pre-image attack refers to a situation in which an attacker successfully discovers
preimage of a hash value (i.e. a data block which hashes to that value) without knowledge of

the original preimage for which the hash value was computed.

Applying the above terminology, a generalised Merkle tree has additional rules relating to

indexing and node equations, which may be formalized as follows:

6. Indexing system — all nodes must be labelled uniquely and according to a

common indexing system (see 3.1.1).

7. The Golden Rule — when labelling a set of sibling nodes, the non-leaf siblings

are labelled before the leaf siblings (see 3.1.2).

8. Node equations — all nodes must obey the node equation for the generalised
hash tree. This equation relies on the structure provided by an indexing system
and allows the hash value of every node in the tree to be constructed in a

recursive manner from its children (see 3.3).

Note: Rules 5 to 8 are optional in respect of generalised hash trees. That is to say, only
Rules 1 to 4 define fundamental properties of a generalised hash trees. Rule 5 is an optional
implementation feature to provide additional security, and Rules 6 to 8 define a particularly
convenient set of node equations for constructing a generalised hash tree and an indexing
scheme adopted in those node equations (noting that, although convenient, other indexing

schemes and node equation formulations may nonetheless be viable).

3.1.1 Indexing system

Figure 7 shows the generalised hash tree of Figure 6 with all nodes given an alphabetical

reference sign A-U.

In order to create a generalised hash tree such as the example shown in Figure 5 (see 3.2),
the above-mentioned indexing and notation system allows each node to be identified easily

and betrays its position within the hash tree clearly.
The basic notation used to represent a node in the generalised hash tree is

Node: No, i,,..

wim-2.J *
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The term “index tuple” may be referred to the indexes (0, iy, ..., i;—2,j) of the node
0, g, im—s,j» NOtINgG that these indexes have a defined order. The /evel of the node in the
tree is encoded in terms the number of indexes of its index tuple: a node with an index tuple
containing m+1 indexes is at level m. This description adopts the convention that the root

hash is at level m = 0 and the deepest leaf node is at level m = M, where M is termed the

depth of the tree, and with this definition

The sub-script indices trace a path down the tree from the root node to the node in

question. This path can be broken down into three types of sub-script indices

Root index — the null index ‘0’ is always the first sub-script index, signifying that each node
in the tree is connected by a finite number of edges to the root. The root node is labelled

No.

Intermediary index — a node at level m will always have m — 2 intermediary indices (null if
m < 2). These indices represent the path of nodes from the root to the parent of the node

in question. These indices are written as iy, ..., ip—_2.

Sibling index — the final sub-script index j of a node indicates its position with respect to its

siblings.

Each node in a generalised hash tree will have exactly m + 1 indices: one root index (0),

m — 2 intermediary indices (i, ..., im—») and one sibling index (j).
Note also that all indices are non-negative integers, starting from zero and increasing.

For ease of explanation, an internal node may be referred to as an ‘intermediary node’
when discussing blockchain-based implementations of the generalised hash tree method.

Henceforth, these two terms will be considered equivalent and interchangeable.

Note that the root index need not be explicitly encoded when indexes are computed,
because it is always zero (i.e. the root index may be implicit in that it is not actually stored as

a value when the index tuples are computed).

The golden rule
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Indexes are assigned in accordance with the above indexing system according to a golden

rule (GR). The rule is stated as follows:

GR — when determining the sibling indices j for n sibling nodes, valuesj =0, ...,j =n—1

are assigned:
1. From left to right; and

2. Such that intermediary siblings are assigned before leaf siblings.

Nodes are named top-to-bottom and left-to-right. Top-to-bottom locates the branching
path and hence the parent of a node. The right-to-left indicates the position of a child of

said parent relative to its siblings.

Hashing

As will be shown in the node equations, the process of hashing has two meanings in the
generalised hash tree. Any data block D that is to be included in the tree, at any level, will
be double-hashed as H?(D) to form a leaf node (the value of which is a “double-hash”
value). However, whenever multiple leaf and/or internal nodes are combined to form a new
internal node in the tree, they are concatenated and hashed only once i.e. H(Leaf; |l

Leaf,) (to obtain a “single-hash” value).

Double hashing provides the benefit that a single-hash value (i.e. as obtained by applying
the hash function only once to the data block — referred to single-hashing) can be published
to provide proof of ownership or receipt of the underlying data block, which in turn can be
verified in respect of the generalised hash tree, without revealing the data block itself. This
is beneficial when the hash tree is used to represent sensitive data. More generally, the
term “multi-hash” refers to a hash value obtained by hashing a data block two or more
times (i.e. hashing the data block and then, at the very least, hashing the result thereof

using the same or a different hash function).
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Alternatively, for non-sensitive data, single-hashing may be sufficient, i.e. the hash value of

each leaf node may be a single-hash of the underlying data block.

The generalised hash tree and method are not limited to any single hashing algorithm or

function, and simply require that a cryptographically-secure one-way function is used.

Indexing the generalised hash tree

Figure 7 shows an example of the generalised hash tree structure of Figure 6, whereby the

indexing conventions have been employed. Thus:
The root node - there is only ever one root node in the hash tree, in this case labelled A.

e.g. Ais labelled: N,.

Intermediary nodes — the nodes B, C, E, G, J and L are all intermediary nodes, acting as a

summary of the hashes of the sub-tree beneath it.
e.g. Bis labelled: N .
e.g. Kis labelled: Nggo 1.

etc.

Leaf nodes —the nodes D, F, H,1, K, M, N, O, P, Q, R, S, T and U are all leaf nodes, comprising

the double hash of a data block.
e.g. Fis labelled: Ny 1.

e.g. Pis labelled: Nggg0.2-

e.g. Uis labelled: Ng 4 9,02-

etc.

The full list of labels for all the nodes in Figure 7 are shown in Table 1.
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“““““““““““ Interri:iédiary
Sibling Number of |
Name : Node Indices Node Label indices,
i index, J children, n |
{iop v bm oz}
m N, é ““““ {none} none 3
A )
=0
B (0,0) Ny o {none} 0 2
m
. C (0,1) No1 {none} 1 3
D (0,2) No,2 {none} 2 0
E (0,0,0) Nooo {0} 0 2
F (0,0,1) Noo1 {0} 1 0
22 O SO ROS  SER SRRSO
2 G (0'1r0) NO,l 0 {1} 0 2
H (0,1,1) No11 {1} 1 0
[ (0'1)2) N0,12 {1} 2 0
J (0,0,0,0) No,0,0,0 {0,0} 0 5
m K (0,0,0,1) Noo.o1 {0,03 1 0
_3 P (0100) ........ N0,1 e {10} .......... P G
M (0;1'0:1) NO,lO 1 {1)0} 1 O
N (0,0,0,0,0) Ny 00,00 {0,0,0} 0 0
0 (0,0,0,0,1) No.0,0,01 {0,0,03 1 0
m P (0,0,0,0,2) Ny o002 {0,0,0} 2 0
=4 9 (0,0,0,0,3) No00,03 {0,0,0} 3 0
R (0,0,0,0,4) Ny 00,04 {0,0,0} 4 0
N (0,1,0,0,0) No,1,0,0,0 {1,0,0} 0 0
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T (0,1,0,0,1) No1,001 {1,0,0} 1 0
u o (01002 Nosooz | {100} 2 | 0

Table 1: The labels and notations for the hash tree of Figures 6 and 7.

This table is a complete representation of the hash tree shown in Figure 6. Such a table
representation may be used to tangibly embody a generated hash tree data structure, for

example in an off-chain system (see below).
The Node Equations

Recall the notation for anode Ny ;. which may have any number of children n.

R
Throughout this section, the symbol + is used to represent data concatenation (usually
denoted [I) and the use of angle brackets (denoting the pushing of the data within a pair of

angle brackets to the stack) is dropped. That is, x + v is taken to mean (x) Il (v).

A function G, is defined to compute the concatenative sum over all elements «, or at least
elements corresponding to « in the range 0 < o < n — 1, as the following (noting that )

denotes concatenation, not summation, over the defined range):

n—-1
Gy (x) :=z xazz Oxa =Xg+ Xy + o+ Xy g
a a=

In accordance with the generalised hash tree schema, the value of each node can be defined
simply as the hash of the concatenative sum of all its children in order (as specified by the

golden rule of 3.1.2). This can be written mathematically as
Node = H (2 Childy + Childy + -+ Childy_, ) .

This definition for the value of a node can now be expressed using the concatenative
summation notation from above, where each element x, becomes a respective child of a

node, as the following:

=H(Noiy.in sjo+Noi in sja+ -+ Noi i in-1)
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which captured the fact that a node is the hash of the concatenation of all its children in
order in terms of mathematical operations defined in relation to the above indexing

scheme.

The node whose value is being calculated has m + 1 indices, therefore its children must
necessarily have exactly m + 2 indices, whereby the first m + 1 indices of the children are
identical to those of the parent. Note that the dummy index a, used for summation,

Zth

therefore represents the additional sibling index (the m + index) of each respective

child of the node in question.

Recursion

This principle of adding an additional index for each incremental increase in the level of the

node allows the value of a node to be expressed using a succinct recursive expression.

Greek letters (@, B, 7, ... @) are used to represent the “dummy” (sibling) indices that express
this recursion, so as not to confuse with the Latin letters (i, j) used to express the original

m + 1 indices of the node to be calculated.

To see how this recursion works in the formula above, consider a node Ny ;. ;.. _, i Which
has many descendants spanning many generations. The sibling index of the first generation
of descendants is denoted by the dummy index @, the second generation denoted by 8 and

so forth down to the final (deepest) generation denoted by w.

The formula for the value of the node can then be written in the following way:

n-1

No,ig,..im—nj = H ( No, ... im_z,j,a)'

a=0

n-1 -1
(205:0 ( B=0 0, Lo, lm—zJﬂﬁ))
n-1 -1 Ty
=H (Za=0 H (Zﬁ=0 H (Zy_o NO, [ im—zJ,d,ﬁ,y))) )
n—1 n-1 n''-1 I
=H (Z H (2 H <z W H <Z No, i,,... im_z,j,a,ﬁ,y,....w) >>> .
a=0 B=0 y=0 00
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It can be seen that each first descendant of the node in question can be expanded in terms
of its “descendants” (children and, where applicable, grandchildren, i.e. nodes indirectly
connected to it via one or more other nodes), and these in turn can be expanded in terms of

their descendants recursively until the bottom-most generation (denoted by w) is reached.

Note here that the summation upper limit changes for each descendant generation to

reflect the fact that different descendants may have a different number of children.

For instance, the dummy index a ranges from 0 < a < n — 1 to indicate that the node
whose value is to be calculated has n children. Each of these children may have a different
number of children n’ themselves (second generation w.r.t the node) and so the dummy

index 8 runs from 0 < 8 < n' — 1 to reflect this.

To summarise, the expression for the value of a node can be written in a recursive way that
expresses how the value of a node is built up from not only its children but indeed all of its

descendants as

n-1 n''—1
No,io,.imoj = H za_o wH 2(0_0 No,to,.im-zj o ) =+ ) -

Leaf and non-leaf nodes

As outlined in section 3.1, the generalised hash tree may comprise leaf nodes (having no

children) and non-leaf children (having at least one child).

These two classes of nodes are fundamentally different. A leaf node represents an ‘end
point’, and usually some data D, that terminates a particular tree branch, while a non-leaf

node does not terminate a branch and may have many descendant generations.

This difference is reflected in the node equations to ensure that leaf and non-leaf nodes are

treated differently.

The value of a leaf node Ny ;. with n = 0 children, is defined as the double-hash of

wim=2.J7

the data packet Dy ;. ,j represented by that node. This is written as

»lm—2
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No, .. =H*(Do,iy..ip0j) » N=0.

wlm-2.] °

The distinction between the value of non-leaf nodes and that of leaf nodes is used when

writing the final version of the node equations.

Splitting the summation

In section 3.1.2, the golden rule (GR) established that, for a given set of sibling nodes, non-

leaf nodes are labelled before leaf nodes.

The reason for this was to ensure that the recursive formula for nodes would consistently
sum the non-leaf children, which in turn must be expanded into their own children, before

the leaf children.

Conceptually, this aspect of the GR allows the formula for the value of a node to be
computed by splitting the “summation” (or rather, concatenation) into two “summations”
over different limits as follows

n-1
No,ig,...im—2j = H (E _Nosi.. im_z,j,a>'

-1 n—1
= No, ig.. imesjix T No,ig,....im—z.jx
a=0 a=e
Sum over non—leaves Sum over leaves

The above split summation considers a node with a total of n children, split into € non-leaf
children and n — € leaf children respectively. This, in turn, reflects the fact that, in a
generalised hash tree, a parent node can have a mixture of both leaf child node(s) and non-

leaf-child node(s), in contrast to a classical has tree.

The limits on the left-hand sum represent the concatenation all of the non-leaf children,
which is done here before the right-hand sum concatenates all of the leaf children. This is

the intended consequence of the GR as formulated previously.
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The node equations

In summary, a pair of succinct equations for the value of any given node in the generalised

hash tree can be written as:

HZ(DO, - im_z,j) n=0

n-1

S
H ( No, i.... im_z,j.a) n>0

a=0

These equations account for the distinctions between leaf nodes and non-leaf nodes,
express the value of a node recursively as the culmination of its descendants and can be

separated at any level into non-leaf and leaf children.

These equations can also be rewritten using the concatenative summation function G, as:

H? (Dot ing) =0

N . . .=
Ploe o2l T (Ga(Noy i tng)) 1> 0

Calculating node hash values

Figure 8 shows a branch of a generalised hash tree, showing how a node (level m) is

calculated from its descendants.

An example node Ny ; ;. . ;isshown whose value is to be calculated. The node is at an

arbitrary level m and may have multiple “ancestors” above it (denoted by the dotted line;
ancestors being nodes to which it is directly or indirectly connected), however only its

descendants need to be considered in order to calculate its hash value.

Black circles are used to represent non-leaf nodes and white circles are used to represent

leaf nodes.

The value the node is calculated, using the recursive node equations, in a few steps as

shown below.
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1. Write the node in terms of a concatenative sum:

Nojig, .im—»j = H (Ga(NO,io,...im_z,j))-

2. Expand the sum in terms of the n children of that node. In the diagram these are shown

split into € non-leaf nodes and n — € leaf nodes:

Ga(Nojioim-zi) = H (Gﬁ(No.io,...im_z,j,o)) tetH (Gﬁ(No.io,...im_z.j,e—l))

Non-leaf children

2 2
+ H*(Dojy,..ipysje) T+ H*(Dosig..izg_jin—1)
Leaf children

3. Expand the non-leaf children again in terms of their own children. In this case, although
No,iy,..im—».j.c—1 1S @ non-leaf and has descendants, only the expansion of the node

Noiy....im_».j,0 18 shown for simplicity:

Gp(Nojig,..im-s,j.0) = H (Gy(No,io,...im_z,j,o,o)) :

4. Expand the final non-leaf descendant in terms of its own children. This leaves two leaf

node children, so all branches underneath Ny; ;. ; have now terminated:

Gy(No,io,...im,z,j,o,o) = HZ(Do,io,...im,z,j,o,o,o) + HZ(Do,io,...im,z,j,o,m)

5. Plug in all of the required hash values, from the bottom upwards, in order to calculate

the node hash value using the equation from step 1:

Nojio,im—j =H (Ga(No,io,...im_z,j))
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=H (H (Gﬁ(No,io,...im,z,j,o)) +o+H (Gﬁ(No,io,...im,z,j,eq))

+H*(Dojy, i jc) - +H Z(Do,io,...im_z,j,n—1)>
=H (H (H (Gy(No,io,...im_z,j,o,o))) tetH Z(Do,io....im_z,j.n—l))

=H (H (H (H2(Do,io,...im_z,j,o,o,o) + H2(Do,io,...im_z,j,0,0,1))) +oet

H? (Do,io,...im_z,j,n—1)> :

Note how the final line of the calculation is entirely in terms of leaf node hash values, which

are dependant only on the data packets D corresponding to these leaf nodes.

Extending a generalised hash tree

A key advantageous property of the generalised hash tree is that it is possible to add new

data to the tree at any time after its initial creation.

For example, if a generalised hash tree is used to represent a stable version of a document
at one point in time, it is simple to make an additional change at some later time by adding

a new data leaf H?(D,,,,,) at any point in the tree.

By way of example, Figure 9 shows a generalised hash tree that is extended by an additional
data packet Dy - The nodes of the original tree that need to be updated are shown as
chequered circles denoted by reference numerals 902 and 904 respectively, node 904 being

the root node.

Depending on where and at which level in the tree the new data is inserted, certain nodes
will have to be recalculated as their unique hash values will have changed. This allows a
change to propagate from any position in the tree upwards and reflect a hierarchy of

change after-the-fact.
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For the avoidance of doubt, in a blockchain context, references to changing or modifying a
hash tree that has been committed to the blockchain do not imply any modification of
immutably recorded data within the blockchain. Rather, for example, set of rules can be
constructed for interpreting different versions of a hash tree stored in the blockchain (e.g. a
simple rule might be that the latest version is interpreted as overwriting an earlier version of
a portion thereof). For example, one could write new transactions to the blockchain to
extend the hash tree in this way and interpret the latest ‘version’ of the data according to its
recency as it appeared on the blockchain. Versioning can be resolved between blocks (i.e.
which transaction was in the most recent block mined) and also within a block (i.e. which

transaction appeared ‘highest’/’lowest’ in a given block, if they are in the same block).

Computing Merkle proofs of existence

An important benefit of the generalised hash tree is that a proof of existence can still be
computed with a level of efficiency comparable to a classical Merkle tree, using a Merkle

tree proof (see 2.1.1).

Figure 10 shows schematically how a Merkle proof performed on a given (arbitrary) data
block D;. As in Figure 5, nodes belonging to the authentication path for that data block are

surrounded by dotted circles.

A reconstructed root hash 1004 is computed by (in this case) double-hashing the data block
D5 to be verified (comparable to the root hash 502 of Figure 5), and a reconstructed root
hash 1004 is computed by applying successive concatenation and hashing operations to the
reconstructed root hash 1002 and the hash values of the nodes of the authentication paths
in accordance with the edge structure of the tree, in order to compute a reconstructed root
hash 1004 (comparable to R’ in Figure 5), which in turn can be compared with the hash

value of the root node in order to verify the data block D;.

Figure 10 illustrates fact that, in order to perform a Merkle proof for the generalised hash
tree, the same principles are applied as for a classical binary or non-binary Merkle tree. The
Merkle path is still just the minimum set of hashes that are required to reach the root node

and compare the reconstructed root hash 1004 to its known value.
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In the example shown in Figure 10, the Merkle proof (authentication path) is computed on a
block of data D3, whose hash? value is given by node P. To validate that this data block is a
member of the data set represented by the tree, the hash values of nodes

N,0,0Q,R,K,F,C,D are required in order.

By concatenating the reconstructed root hash 102 for node P with its siblings and hashing, a
reconstructed hash value for node [ is computed. This process is repeated until the root
node A is reached, which should be equal to the expected Merkle root hash value (i.e. the

hash value of the root node).

There are a number of interesting properties that emerge when examining Merkle proofs of
existence used with generalised hash tree when compared to proofs using classical Merkle

trees.

Property 1: Required number of hashes

Referring back to section 2.1.1, consider such a binary classical tree of depth M,
representing N data blocks. In order to perform a Merkle proof of existence on any one of

these data blocks, it will always require M = log, N hash values for a successful proof.

However, in the proposed generalised tree this is not the case. The number of hash values
required to compute a proof of existence will vary according to: (i) the depth of the node;

and (ii) the number of siblings of the node.

This means that, while in some cases a Merkle proof may require more hash values (and
possibly more computation) than in a classical binary tree, in others a Merkle proof will

require fewer hash values (therefore possibly less computation).

For example, take the hash tree of Figure 10. This hash tree stores 14 data blocks, and so its
binary tree counterpart would have N = 16 leaf nodes (2 null or duplicated values) and a

Merkle proof of existence on any of the data blocks would require exactly 4 hash values.

2Which, as noted, is preferably a double-hash of the block D; at least for sensitive data.
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However, the hash tree of Figure 10 is such that proving the existence of nodes C and D
would require only 2 values (fewer than the binary tree), while it would require 8 for nodes

N,0,P,QorR.

Figure 11 shows a comparison of the varying number of hashes required for proofs in the
generalised and classical Merkle tree constructions. This demonstrates the contrast in the
number of required hashes between the generalised and classical Merkle tree

constructions.

Property 2: Dual-purpose proofs

In classical Merkle trees, due to the fact that all leaf nodes are located at the bottom layer

(m = M) of the tree, all Merkle proofs will require the same number of hash computations.

In other words, the number of times the ‘concatenate and hash’ operation is performed as
part of a Merkle proof will be the same for each data leaf. For a tree of depthm = M, and
where the root node is at m = 0, each Merkle proof of existence will require exactly M such

operations.

These operations are represented as arrows in Figure 11. Each arrow represents the

operation of concatenating a node with all its siblings and hashing to obtain the result.

The number of these operations (arrows) is a function only of the depth of the leaf node on
which the Merkle proof of existence is being performed. This is why in a classical Merkle

tree all proofs require M operations — all leaf nodes are at the bottom of the tree.

However, the generalised Merkle tree has been specified such that leaf nodes may exist at
any level within the tree. This means that the number of operations involved in Merkle

proofs will indeed vary, ranging from 1 to a maximum of M.

This distinction is evident in Figure 11, where all Merkle proofs on the left-hand tree
(classical) will require exactly m = M = 4 operations, while in the right-hand tree
(generalised) the number of operations varies from 4 for the bottom-level data packets to

as few as 1 for the data packet Dg.
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The very fact that the number of operations for Merkle proofs varies in the case of
generalised hash trees means that these Merkle proofs can now be considered dual-

purpose:

Purpose 1: A Merkle proof existence that enables a data packet D to be shown to be a

member of a larger data set D without possessing the full data set.

Purpose 2: A Merkle proof of existence that enables a data packet D to be shown to exist at

a particular level m in a hierarchy of data belonging to the set D.

Only the first of these purposes is applicable to standard Merkle proofs of existence
implemented with a classical Merkle tree, whereas both apply to Merkle proofs performed

on the generalised hash tree.

This is because not only does a Merkle proof for a generalised hash tree achieve the same
proof of set membership as in the classical case, but the number of operations used in
performing the proof also betrays the height (level) at which the data D is included in the

hash tree.

When the data leaves form a hierarchy, the Merkle proof may then be used to show that
the data was inserted in the tree at a given level m — if the proof comprises exactly m
‘concatenate and hash’ operations — and thus both set membership and hierarchical

position within that set.
4. Example Blockchain Encoding

Figure 12A shows a schematic block diagram of a data structure in the form of a generalised
hash tree (referred to synonymously herein as a generalised Merkle tree). The generalised
hash tree is denoted by reference numeral 1200 and is shown to comprise a plurality of
nodes and edges structured in a manner that utilises the additional flexibility afforded by

the generalised hash tree schema. It will be appreciated that this is merely one illustrative
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example and a generalised hash tree can take any form that meets the requirements set out

above.

Each node in the generalised hash tree 1200 is represented by a circle and has a level which
is defined by the number of edges that connect it to a common root node M. As is the case
for all generalised hash trees, there is a single common root node M to which all other
nodes are directly or indirectly connected. The root node Ay is the only node of the

generalised hash tree having a level of zero.

The example of Figure 12A shows three nodes at level 1. That is, three nodes which are
directly connected to the root node Ab by a single directional edge from that node to the
root node M. Of those three level 1 nodes, two are shown to be non-leaf nodes and the
third is shown to be a leaf node (non-leaf nodes being any node to which at least one other
node is directly connected by a directional edge, which in turn is referred to a child node of

that leaf node; non-leaf nodes being any node without any child node in this sense).

A node indirectly connected to a parent node (i.e. connected to the parent node via one or
more other nodes and thus by more than one directional edge) may be referred to as a
grandchild node of the parent node. Each such parent node may be referred to as an

ancestor of its children or grandchildren.

In the following description, the commas from each index tuple are omitted when
unnecessary for disambiguation. So, for example, the notation Mo1 is equivalent to M,0,1

elsewhere in this description.

In accordance with the indexing system described above, the two non-leaf nodes at level 1

are denoted by Mo and M1 and the non-leaf node at level 1 is denoted by No..

Node Moo, in turn, has two child nodes denoted by Moo and Moi. In the present example,
both of those child nodes NMooo and Myo1 happen to be leaf nodes having no child nodes of
their own. These are at level 2 in the generalised hash tree, being connected to the root
node M via the level 1 node My (the “parent” node of both node Nogo and Noo1), each via a
total of two directional edges (the edge from that node to the parent node My and the

directional edge from the parent node My to the root node Ab).
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Node Mo is shown to have three child nodes at level 2, denoted by Mo, Mo11 and Mp1z. One
of those child nodes is itself a non-leaf node, and in accordance with the above indexing
scheme has the lowest sibling index of zero (i.e. the non-leaf child node is node My1o). That
node, in turn, is shown to have two child nodes at level 3 in the hash tree 1200, denoted by
No1oo and Aoio1, both of which happen to be leaf nodes in the present example. Each of
those level 3 child nodes is connected to the root node A indirectly via their parent node

Moo and its own parent node My, via a total of three directional edges.

The remaining child nodes of node Mbs, i.e. nodes M1 and M1z, are leaf nodes with no child

nodes of their own.

Each leaf node is represented as a white circle and each non-leaf node, including the root
node M, is represented as a black circle. The hash value of each leaf node is a double hash
of a data block, such as a document, file etc. In general, a data block can take any form and
simply refers to the pre-image which is double hashed in order to obtain the hash value of a
leaf node. Each directional edge is denoted by a solid arrow from a child node to a parent

node.

The notation D; is used to denote the data block which is double hashed in order to obtain
the hash value of node N;where 7denotes an index tuple of that non-leaf node. As per the
above schema, the length of the index tuple increases with the level of the node. So, for
example, the data block hashed to compute the hash value of node Moo is denoted by Doioo
and the data block hashed to obtain the hash value of leaf node Ao is denoted by Doos etc.
Each such data block is represented in Figure 12A by a circle having a dotted outline (note:
this is not a node of the generalised hash tree according to the definitions used herein), and
a dotted arrow is used to represent the relationship between a data block and the
corresponding leaf node (note: this is not an edge of the data structure according to the
definitions used herein). The double hashing relationship between data blocks and non-leaf

nodes is denoted by the operator H2.

As per the above schema, the hash value of each non-leaf node is a single hash of a pre-
image, that pre-image being in the form of a concatenated string formed by concatenating
the hash values of all of its child nodes. So, by way of example, the hash value of node My is

a hash of a concatenation of the hash values of its child nodes, i.e. node Moo and Noo1. This
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is denoted in Figure 12A by H(...|| ...), noting that the concatenation is over all child nodes,

of which there can be any number.

The generalised hash tree schema is flexible enough to admit parent nodes with a single
child node —in that case, the hash value of the parent nodes is a hash of the hash value of

the single child node.

In the example of Figure 12A, both of the child nodes of node Mo happen to be leaf nodes.
However, the generalised hash tree schema also admits non-leaf nodes whose child nodes
are a mixture of leaf and non-leaf nodes. Node A falls into this category and its hash value
is a hash of a concatenation of the hash value of its non-leaf child node Mo with the hash

values of its leaf child nodes Ap11 and No1a.

The hash value of the non-leaf child node Abio, is, in turn, a hash of a concatenation of the
hash values of its child nodes Noioo and Noio1 (both of which happen to be leaf nodes in this
example, and which are thus derived as a double hash of corresponding data blocks Do1oo

and Doz1o1).

The test value of a given leaf or non-leaf node N may be denoted H; herein. Note, however,
that elsewhere in this disclosure, the notation Ei may be used to represent the hash value

itself. The meaning should be clear in context.

The nodes Moo and Mio1 are grandchildren of the nodes My and Mpi. The nodes Moo and

Noo1 are grandchildren of the root node M only.

Figures 12B and 13 show how the generalised hash tree 1200 of Figure 12A may be

embodied in a sequence of blockchain transactions.

Figure 12B shows the same generalised hash tree 1200 marked to show the levels of its
constituent nodes. The data blocks are omitted from Figure 12B (and in any event, as
noted, these do not form part of the generalised hash tree 1200, and the data blocks

themselves are not stored on the blockchain in this example).

Figure 13 shows a set of blockchain transactions which may be used to encode and store the
generalised hash tree 1200 in a block chain. In this example encoding, a transaction Tx0

(the root transaction) is used to represent the root node Ab.
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In addition to the root transaction Tx0, one transaction is used to represent each set of
sibling nodes, i.e. all nodes having the same parent node are grouped together in one

transaction in this example.

Hence, in this example, the three child nodes of the root node M, namely Moo, M1 and Noz
are encoded in a single transaction Tx1 referred to as a level-1 transaction (reflecting the

fact that those nodes being at level 1 in the tree).

There are two level-2 transactions denoted by reference signs Tx2a and Tx2b respectively.
The first level-2 transaction Tx2a encodes the child nodes of the level one node My, i.e.
nodes Moo and Moi. Likewise, the second level-2 transaction Tx2b encodes the three child

nodes of node Ao, i.e. nodes M1, Moio and Noia.
A single level-3 transaction Tx3 encodes the children of node Abio, i.e. nodes Moo and Noio1.

In each of the transactions Tx0 to Tx3, the hash value or values of the node or nodes
encoded by that transaction are contained in one or more outputs of that transaction. That
is to say, each node hash value is directly encoded in an output of that transaction, and in
the case of a transaction representing multiple nodes, the hash values of those nodes may

be explicitly contained in the same output or in different outputs of that transaction.

In one implementation, the hash values are contained in un-spendable outputs of the

transactions Tx0 to Tx3, for example using OP_DROP or OP_RETURN.

As another example, the hash values may be contained as dummy operands of a check

multi-signature operand (CHECKMULTISIG).

Each of the transactions Tx0 to Tx3 has at least one spendable output (which may or may
not be the output in which any node hash value is contained). The directional edges of the
generalised hash tree 1200 are encoded as spending relationships between the

transactions.

Starting with the level-3 transaction Tx3, this transaction has a spendable output which is
spent by the second level-2 transaction Tx2b. That is to say, an input of the second level-2
transaction Tx2b contains a pointer to that output of the level-3 transaction Tx3 denoted by
reference sign P2b. This pointer P2b not only encodes the spending relationship between

the second level-2 transaction Tx2b and the level-3 transaction Tx3, but also encodes the
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two directional edges from the non-leaf node Moo at level two (encoded in transaction

Tx2b) and its two child nodes Noigo and Moio1 (both encoded in transaction Tx3).

The level one transaction Tx1 has at least two inputs, one of which spends an output of the
first level one transaction Tx2a and the other of which spends a spendable output of the
second level two transaction Tx2b. This captures the relationship between the level one
nodes encoded in the level one transaction Tx1 and the level two nodes encoded in the level
two transaction Tx2a and Tx2b. Tx2a encodes all of the child nodes of the level one node
Moo, and the second level two transaction encodes all of the child nodes of the level one

node Ao1.

Finally, the root transaction Tx0 encodes the hash value of the root node, and the root
transaction Tx0 has at least one input which spends a spendable output of the level one

transaction Tx1.

Depending on the implementation, to some extent the mathematical properties of
cryptographic hash functions may be harnessed to encode structure of the hash tree. For
example, for a transaction containing multiple summary hashes, it is always possible to
resolve each summary hash to a subset of a known set of nodes one level below because
there will only exist a single subset of nodes whose concatenated hash equals the summary
hash. Hence, even when a transaction contains multiple summary hashes, it is not essential
to explicitly map those summary hashes to respective subsets of child nodes at the next
level down because that information is already captured in their mathematical properties,
and can therefore be inferred from the data unambiguously. Relying on the mathematical
properties of the hash values may be more memory efficient because it reduces the amount

of redundant data in the transactions.

However, as an alternative, a degree of redundant data may be introduced, which may be
somewhat less memory-efficient but, on the other hand, may allow the hash tree to be
reconstructed/interpreted using less computing resource (i.e. more computationally-
efficient). For example, the input script could more modified such that the nodes that go
into each summary hash are separated by an appropriate (arbitrary) marker (e.g. OP_0 or

anything other arbitrary marker such as a <data> push) and ensuring the order (i.e. left-to-
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right as they are drawn) of the separated sets of nodes corresponds to the order of the

summary hashes.

For example, for summary hashes Hyg and Hy, the input unlocking script of Tx, might read
as

H(Dgo1) OP_0 H(Dg11) H(Dy12)

or

H(Dgo1) <separation data> H(Dgyq1) H(Dg12)
etc.

This conveys the fact that Dgq, is the missing input to the summary hash Hy, because Hyg is
the first summary hash in the output script of Tx,. |.e. the consistent ordering of data
between the input and output of the transaction is useful for interpreting the transaction

data in a computationally efficient manner.

5. On-chain vs. off-chain representation

The set of transactions Tx0-Tx3 of Figure 13 is an “on-chain” encoding, in that the
transactions may be submitted to a node of the blockchain transaction and mined into one

or more blocks 151 at some point thereafter.

In the present example, indices calculated according to the above indexing scheme are not
explicitly encoded in the blockchain transaction Tx0-Tx3, rather the hierarchical
relationships between the nodes of the data structure 1200 are encoded as spending
relationships between those transactions (which, in turn, are captured as pointers between

those transactions).

The indexing scheme may be implemented off-chain as part of an initial off-chain
representation of the data structure 1200, either prior to committing the data structure

1200 to the blockchain, or after it has been committed in order to re-construct it off-chain.

Figure 14 shows a highly schematic block diagram of an off-chain system 1400, shown to
comprise one or more computers 1402 having access to electronic storage 1404 of the off-

chain system 1400 (off-chain storage). Each computer comprises one or more computer
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processors such as a general-purpose processor (CPU, GPU/accelerator processor etc.) and
or a programmable or non-programmable special-purpose processor such as an FPGA, ASIC
etc. for carrying out the described functions of the off-chain system 1400. The off-chain
system 1404 is operable to communicate with at least one node of the blockchain network
101, in order to do one or both of: submitting one of more of the transactions Tx0-Tx3 to
the blockchain network 101 for recording in the blockchain 150 for the purpose of
committing the generalised hash tree data structure 1200 to the blockchain 150, and
retrieving one or more the transactions TX0-Tx3 for the purpose of re-constructing the

generalised hash tree data structure 1200 therefrom in the off-chain storage 1404.

In both cases, a version of the generalised hash tree 1200 is maintained at least temporarily
in the off-chain storage 1404. In order to implement the operations described above —
either to construct the node tree according to the node equations or to verify a received
data tree using a Merkle proof — each node of the version of the generalised hash tree 1200
in the off-chain storage 1404 may be assigned an index tuple calculated in accordance with

the above indexing scheme (Rules 6 to 8 above).

In Figure 15, the version of the generalised hash tree 1200 stored in the off-chain storage
1400 (off-chain version) is denoted by reference sign 1200". As indicated, each node thereof

is associated with an explicitly calculated index tuple 1402.

Alternatively or additionally, each index tuple may be explicitly encoded in the blockchain
transactions TX0-TX3 themselves. This is by no means essential, but assist in interpreting
the transaction data. For example, if all of the indexes are encoded explicitly then a
processing entity may be able to work out how all the data fits together in the tree without

knowing the ‘rules’ beforehand.

COLLABORATIVE ATTESTATION PROTOCOL

Further details of the collaborative attestation protocol will now be described.

Introduction



10

15

20

25

WO 2021/079225 PCT/1B2020/059570
69

The intellectual property (IP) industry plays a significant role in determining the intangible
assets that constitute approximately one third of the value of consumer products. It is
estimated that in 2017 alone, there were 3.2 million and 12.4 million patent and trademark
applications respectively worldwide, consolidating eight consecutive years of increase. This
means that IP can be an extremely valuable asset for an individual or organisation and

should be well-managed as such.

The primary considerations to be made when creating an IP-management system fall under

the broad categories of
1. Assignment of rights to inventors and authors;
2. Disclosure of inventions;

3. Licensing of intellectual property.

Assignment of authorship

Traditionally, the assignment of authorship of novel creative works can be a complex
procedure. In general, the right to be named an inventor is automatically vested in the
original conceiver of a novel idea. However, the way this information is logged, and how this
translates to eventual ownership of IP, can be much more ambiguous. For instance, it is
often the case in large-scale enterprises that the effective assignment of rights and
authorship for new technologies and inventions occurs in-house and according to the terms
set out in contracts of employment i.e. ‘works for hire’. Particularly in businesses with a high
IP output, this can lead to internal disputes over named inventorship and the time-ordering
of the conception of novel works by different contributors, even in cases where the

intellectual property rights of a ‘work for hire’ may reside solely with the employer.

The assignment of inventorship to IP can also involve third-party notaries, who authenticate
and certify signatures and authority, allowing inventors and creators to claim rights and
authorship over intellectual property. Despite fulfilling an important function in the

industry, these notaries operate via cumbersome and expensive procedures.
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An historical solution would be for inventors to employ a thorough ‘invention notebook’ or
equivalent documentation. However, if implemented poorly these can exacerbate conflict

and are typically mutable and corruptible if compromised.

It is desirable to develop a more efficient, cost-effective and characteristically
incontrovertible system for assigning authorship and ownership rights to intellectual
property — particularly in cases where the art to be protected is a composite work with

multiple contributing authors.

Disclosure of inventions

The point at which an invention or other form of intellectual property is publicly disclosed
has a bearing upon whether it can be protected under IP law. In most legal jurisdictions,
where competing patent applications are concerned, the current paradigm is that the “first

to file” application will claim priority for successful granting of a patent.

This means that inventors are incentivised to document their invention in sufficient detail
and file a patent application at the earliest opportunity. This process will naturally incur a

delay between the initial conception of a novel idea and its filing as a patent application.

The interim period between conception and filing introduces a risk for the inventor, as a
competitor may be able to conceive of and file and application for an equivalent invention in
this time. It is therefore advantageous for an inventor to have a mechanism for providing a

proof-of-existence of their work before the eventual filing date.

Alternative blockchain-based solutions for IP-management primarily seek to solve the
isolated issue of providing an immutable proof-of-existence. However, these solutions
generally fail to do so in a way that also establishes and reflects the hierarchy of ownership

and authorship of the IP itself.

Embodiments herein provide a new blockchain-based method for managing intellectual
property that does address these issues simultaneously by providing intelligent structure to

protected works.

Intellectual property on the Blockchain
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Embodiments herein provide a method for using a public blockchain as both an IP registry
and time-stamping ledger of the events in inventive processes, which may be used for a
variety of protected works. By leveraging the properties of the blockchain, technical

solutions are provided to the issues raised above.

Articles of intellectual property are encrypted, hashed and stored on the blockchain as a
means of proving existence. The storage mechanism also uses a hash tree implementation

that reflects its authorship and assigns rights to the inventors.
Preliminaries

The collaborative attestation protocol makes use of Generalised hash trees, the principles

of which are set out above.
In addition, the following preliminaries are pertinent to the described embodiments.
Elliptic Curve Digital Signatures
A digital signature is mathematical scheme that, for a message being sent, provides:
e Authentication - message was signed by a specific party
e Non-repudiation — signing party cannot deny having signed the message
e Integrity - message was not changed during transit.

The Elliptic Curve Digital Signature Algorithm (ECDSA) is a cryptographic digital signature

scheme used by Bitcoin to ensure that funds can only be spent by their rightful owners.
Parameters required for ECDSA signatures include:

E — elliptic curve function

G — a base point on the elliptic curve with order n, and wheren -G =0

n —a large prime number

Key Pair Generation Algorithm

Private key x from which public key P is generated



10

15

20

25

WO 2021/079225 PCT/1B2020/059570
72

Choose a random number x suchthat0 < x < n

P=x-G

Signature Algorithm

Given a message m, random number k and private key x, produce signature with the pair

(r,s)

k — choose a random number0 < k <n
Calculater = k-G

Calculate s = k~*(m + xr) mod n

where k™1 is the multiplicative inverse of k mod n suchthat k™'k = 1 mod n

Verification Algorithm

Given signature (r, s) message m and public key y, verify the signature

1

s~1is the multiplicative inverse of s mod ¢ such that s™'s = 1 mod n

Calculatev =s™*'m-G+s7r-y

Signature isvalidif v = r

Storage of data on the blockchain

As the adoption of blockchain technology grows, along with the scaling infrastructure to
support this, there is an increasing interest in inserting large volumes of data on the
Blockchain. It is indeed possible to store data in the blockchain through usage of the various
fields of a blockchain transaction. The storage of data in the Blockchain can be done broadly
in at least one of two ways; either using the unspendable OP_RETURN opcode or using an

OP_DROP statement.

Use of OP_RETURN
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Transaction outputs marked with an OP_RETURN opcode are known as provably
unspendable outputs because OP_RETURN will cause a script execution to fail. It is therefore

possible to store any data after such an opcode in a locking script of the following type:
OP_RETURN <D>

It is never required that a miner or validator execute any script that follows an OP_RETURN
opcode, which means this method of storing data has the advantage that it does not need
to meet any formatting requirements that would normally apply to data stored in a portion

of script.
Use of OP_DROP

An alternative method that can be used to store data in a blockchain transaction is using the

OP_DROP opcode. This can be used in a locking or unlocking script of the form
OP_PUSHDATA D OP_DROP

which is normally expressed more simply by replacing the OP_PUSHDATA opcode with angle

brackets surrounding the data element being pushed to the stack as
<D> OP_DROP

Note however that data stored in such a script is subject to script-level checks that are

incorporated by script execution and transaction validation.
Use of multi-signature scripts

It is possible in Bitcoin to construct a transaction locking script that can be unlocked by
providing any m-of-n signatures corresponding to m-of-n specific public keys. The locking

script condition for such a multisignature transaction is written as

[CheckMultisig m-of-n] = OP_m <P,> ... <P,> OP_n OP_CHECKMULTISIG.

This multisignature locking script can be used to embed data, by replacing a subset of the
public keys P;, ..., P, with other data — referred to as “dummy operand(s)” herein. A

multisignature locking script can, for example, be used to embed n — 1 data elements (as
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dummy operands), with only one valid public key P (functional operand). This is written

schematically as

[CheckMultisig 1-of-n] = OP_1 <P><D;> ... <D,_,;> OP_n OP_CHECKMULTISIG.

Locking scripts of this form may be used in either of the Blockchain-based implementations
of a copyright assignment hash tree (or, more generally, a hash tree representing
hierarchical contributions to a final work, such as the generalised hash tree 1820) as a
means of providing double-hashes and discretionary signatures of author contributions

within transaction locking scripts.

Collaborative attestation protocol

A generalised hash tree is used to implement a collaborative attestation protocol, following
the same or similar principles to the example set out above with reference to Figures 19A
and 19B. The protocol could apply generally to the documentation and attestation of parts
of collaborative work or process. By way of example, a specific application of creating a
‘copyright assignment’ hash tree that can be stored on the blockchain is considered. It will
be appreciated that the description applied equally to any form of hash tree representing a
collaborative work or process. The end goal is to be able to reflect the hierarchy involved in
the assignment of rights to intellectual property in an immutably-stored hash tree

representing a copyright or other form of work(s).
Aims

An aim of the described embodiments is to establish a mapping between a copyright work
and a generalised hash tree structure, in such a way that a hierarchy of rights is also
reflected in the hash tree itself. It is then a matter of implementation to store the hash tree

immutably on the Blockchain.

To achieve this, the following properties are set out for the described copyright assignment

hash tree:
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1. It has all the properties of a generalised hash tree:
i Data can exist at any level m.
ii. There may be any number of data contributions inserted at a level m.
iii. The data leaves form a single, anti-arboreal directed tree structure.
iv. Merkle proofs can be performed on any piece of inserted data.

2. It reflects a hierarchy of authority, ownership or organisational structure.

3. It is able track the formation of a copyright work, including all individual components.

The conditions (2) and (3) are subtly different, because (2) ensures that it is possible to
follow the authority chain of rights to copyrighted work, while (3) ensures that it is possible

to follow the formation of the work itself.

Each individual contribution to the final copyright work is recorded such that it can be
viewed as a separate component of the final work. This is achieved by including any

individual contribution as a leaf node in the tree.

It is also possible to follow how component parts of a work fit together from the tree
structure. For instance, if two sections of a white paper are written and included as leaf
nodes, the tree provides a subsequent record of how these sections are later combined to

form the final document.

This is achieved in two ways. Non-leaf/intermediary nodes are used to directly represent a
history of the components of a copyright work. Leaf nodes appearing in higher levels to are

used to represent editorial changes to a final work.

Example

Consider two sections D, ; and D, , of a white paper, written by two separate but equally-
ranking authors Alice and Bob (e.g. researchers), and included at a level m = 5, as HZ(DOIO)

and H?(Dy , ) respectively.
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Their parent node, at m = 4, will represent a simple history as an intermediary node whose

value is H (HZ(DOIO) Il HZ(Doll)), where the operator || denotes concatenation.

However, editorial changes, from their line manager Carol, are also included at the same
level m = 4 as a leaf node whose value is H?(D,). Here D, is representative of the updated
state of the combined work, encoding any changes Ej 5, £y ; made by Carol to Alice and
Bob’s content, as well as any original contribution O, from Carol to the new state of the

copyright work. This is represented in Figure 20.

Figure 20 shows a representation of how data is added to a hash tree such that its
relationship tracks both an organisational hierarchy and the formation of a final document

or copyright work.

A particular example form of the copyright assignment tree will now be described, with a

focus on the meaning of the data to be stored as nodes in the hash tree.
Hierarchy of Authority (HoA)

It is often the case that a non-trivial hierarchy will be involved in the production of a
copyright work. To name but a few of the possible actors involved, there may be inventors
who generate original content, editors who alter original content and may provide some of
their own, advisors who may need to approve specific parts of a document and owners who
will typically have ultimate rights to a work. All such parties are examples of “contributors”
as that term is used herein. In general, a contributor can be human operating suitable
computer equipment (such as Alice and Bob) or a contributor could be a computer,

application etc. in the case of computer-generated contributions.

Ideally, all the contributors to a final work should be represented in an indicative hierarchy
of authority, which will often be complex. For instance, there may be multiple editors at one
level of the hierarchy, whereby there is a need to distinguish between editors who merely
alter the precedent work and those who also add their own original content. The

generalised hash tree structure can accommodate these needs.

In general, contributors are separated into three distinct classes of actor:
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Junior authors — these are contributors who may provide original content only. These may
typically be the inventors. In Figure 18B, these are the members of the first and second

junior author groups C-A, C-B.

Senior authors — these are contributors who may provide original content and/or editorial
content that builds upon the work of a junior author. These may typically be editors or
advisors. In the example of Figure 18B, this encompasses both the level-3 and level-2

contributors C-CQ, C-DO, C-EOQ, C-FO, C-F1.

Executive author(s) — these are contributors who may provide original content and/or
editorial content, which builds upon the work of a junior author(s), senior author(s) or both.
A root author will also typically have the final approval rights over a copyright work. These

may be executives or owners, such as the editor-in-chief C-G0O in Figure 18B.

Note that, while it is plausible that the same actor may be involved as more than one type
of contributor in the organisational hierarchy of authority, the described implementation
ignores such a scenario for simplicity. However, the generalised hash tree has a sufficiently
flexible structure to accommodate these cases. For instance, a junior author may also be
involved in an editorial role for subsequent versions of his original work. In this case, it is
envisaged that the same actor will appear at multiple levels in both the organisational HoA

and the hash tree that represents it.

The Blockchain-based implementation of a generalised hash tree in Figure 18B would, for
example, be suitable to capture the hierarchy of rights for a newspaper. The organisational

hierarchy of the newspaper would be that shown in Figure 18A.

In this use case, the junior authors C-A, C-B are journalists, all of whom contribute raw
original content D-AQ,...,D-B2. The senior authors C-C0,...,C-F-1 comprise multiple editorial
layers, whereby some editors (the editors C-C0, C-DO at level 3) may have simple editorial
power over the journalists, but higher-ranking senior editors (the editors C-EQ, C-FO, C-F1 at
level 2) may provide additional original content. Finally, the single executive author C-GO
represents the editor-in-chief (EIC), who has the final authority to approve a newspaper
document for publishing — the final work D. Note that all authors may have data associated

with them.
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As described above, each author in Figure 18A has a unique public key, with which they can

create digital signatures and transact using a Blockchain. In the following description, the

mathematical notation set out in Table 2 is used to represent the public keys shown in

Figure 18, which aligns with the indexing scheme for generalised hash trees set out above.

Title Class of Corresponding | Public key — Corresponding
Actor Reference mathematical Reference
Signs notation Signs
Editor-in-Chief Executive | C-GO Py P-GO
Sports Editors 1,2 Senior C-EQ, C-CO Py o, Poo,o P-EO, P-CO
Finance Editors Senior C-FO, C-F1,C- | Py, Po2, Poao P-FO, P-F1, P-
1,23 DO DO
Sports Journalists Junior C-AO0,...,C-A4 Po,0,0,0» Po,0,01, P-AO,...,P-Ad4
12,345 Po,0,0,2, Po,0,03
Po,0,0,4
Finance Journalists | Junior C-BO,...,.C-B2 Po10,0 Po101, P-BO,...,P-B2
1,23 Py.1,0,2

Table 2: The classes and public keys belonging to each actor in the hierarchy of authority

(HoA) of a newspaper (contributor hierarchy).

Note, the hierarchy is non-binary to illustrate the utility of the generalised hash tree

invention. Note also that that many more complex organisational structures could be used

in place of this example.
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Copyright assignment hash tree

Having established the organisational hierarchy to be reflected in the formation of a
copyright work, a hash tree that can be used to achieve this goal. Figure 21 considers how a
classical binary Merkle tree might be used to represent the hierarchy of the newspaper

organisation.

Figure 21 shows typical binary Merkle tree used to store the components (contributions) of

a newspaper document.

Several issues become apparent with this hash tree structure. The fact that all data blocks
are inserted at the same layer at the bottom of the tree means that there is no hierarchy of
authority, rights or ownership that is encoded in the tree; at best the blocks can be ordered
according to authority from left to right at this bottom layer. This cannot capture the full-
hierarchy in the structure of the tree alone — in general, it is not possible to identify the
actual level of a contributor within the hierarchy solely from their position in the sequence;
all that can be inferred, moving from left to right, is that the level of authority is generally

increasing

However, by invoking the general hash tree construction, it is possible to fully-encode the
hierarchy within the structure of the tree. This also provides a much more intuitive
representation of the newspaper as a hash tree can be created. This is the already-described
generalised hash tree 1820 of Figure 18B, which reflects reflecting the desired hierarchy of

authority.

Figure 22 shows how the generalised hash tree 1820 obeys the general hash tree structure
with the node indices {0, i, i1, ..., i;;_2, j} labelled for each node. Recall that all indices are
non-negative integers running from the value 0 upwards. That is, Figure 22 shows the

nodes of the hash tree 1820 representing a newspaper, labelled according to node indices.

The issues identified with the traditional Merkle tree approach have been rectified here, as
a clear hierarchy of authority embedded within the hash tree, whereby leaf nodes can exist

in the tree at any level.

As before, white circles denote leaf nodes and black circles denote non-leaf nodes, which

helps to show that the organisational hierarchy of the newspaper has been reflected in the
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leaf nodes of the tree, which now appear at different levels, rather than all appearing at the

bottom.

The HoA of the newspaper organisation persists within the generalised hash tree because

each leaf node represents the contributions or effect of a distinct actor.

The above generalised hash tree uses the conventions as set out above, such that each node
has a specific hash value associated with it, which can be calculated using the node
equations. In particular, each leaf node (white) is the double-hash of some data block that is
to be inserted, and each non-leaf node (black) is simply the hash of all its children

concatenated.

This tree obeys the full indexing conventions, such that each node has a unique index

notation of the form Ng ; ;. ..

Roles of authors

It has been identified that the various actors in a copyright assignment hierarchy can be
placed into one of three categories of author; junior, senior and executive. Each category of
author plays a slightly different role in the formation of a copyright work, and as such each

will be responsible for providing different data to the hash tree.

Junior Authors

Junior authors are contributors at the ‘bottom’ of the hierarchy of authority. More strictly,
this is to say that there is no actor directly below a junior author in the organisational

structure.

The original content generated by a junior author is denoted generally in mathematical
notation by D (denoted in the Figures by reference signs of the form D-xx), and can be
referred to as a file for the present purposes (more generally, the term data block). This file
does not contain the content of other authors, which makes it possible to distinguish
between the contributions made by different junior authors. For instance, an author with

public key Py o o generates original content Dy g o j, Where j is determined by the position of
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the leaf node representing the junior author in question, with respect to the ‘siblings’ of

that author.

A key characteristic of a junior author is that the content created by them is to be submitted
to a direct superior. It is sensible that this process will be done off-block (off-chain). The
possible data types that may be associated with a junior author are summarised in the

following table:

The original content

. produced by a junior _ Donooo -

author.

A double hash of the

. original content.

e.g. ECDSA

A signature of the hash - '
: a(P 0,0.0,0¢ H(Do0,000))

of the original content. 5 e.g Rabin

Table 3: The data associated with a junior author.

The double hash of the junior author’s content can be used as the on-block representation
of the content, which allows a senior author to provide a proof-of-receipt of the original

content on-block, and crucially without revealing the content itself.

It is perfectly possible to just use single hashes and publish content data on-chain but using
double-hashes is advantageous for copyright works because it is desirable to prove that
something did exist at a point in time by putting its hash on-chain, without performing a full

public disclosure e.g. prior to patent filing.

The signature of the hash of the original content is included as it is proof that, at the time of
the submission of a transaction, the junior author has knowledge of the preimage of the

double hash.
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Note that this signature is deemed discretionary because it is not to be used as part of the
blockchain protocol, and simply shows that the junior author attests to having created their
original work. An example of such a digital signature is ECDSA, but the present disclosure is
not limited to it to this since it is a discretionary signature, and it can any signature

algorithm can be used for discretionary signatures.

The mathematical notation g (P, m) to denote a discretionary signature (generally denoted
in the Figures by reference signs of the form DS-xx) and Sig(P, m) to denote a non-
discretionary signature on a message m by the owner of the public key P (referred to above
as a transaction signature and generally denoted by reference signs of the form S-xx). A non-
discretionary signature is a signature that is used to spend a UTXO and will be verified by

miners as part of the blockchain protocol.

Where the blockchain protocol, i.e. the protocol according to which the P2P network 101
operates, specifies the use of ECDSA, then the transaction system must be ECDSA.
However, more generally, each transaction signature is computed in accordance with
whatever blockchain protocol is applied (which may or may not be ECDSA). As noted, the
same or a different signature algorithm may be used to compute discretionary signatures in

any event.

Senior Authors

Senior authors are authors in the ‘middle’ (intermediate) levels of the hierarchy of authority.
The key characteristics of a senior author are that they have at least one actor directly
below them and at least one actor directly above them in the organisational structure’s

HoA.

As mentioned previously, senior authors can have multiple functions such as editing,
advising or managerial responsibilities. In each case a senior author is expected to receive
content from its subordinate(s) and process it in some way. The senior author can then
either (a) edit the content received, (b) add new original content of its own to the work or

(c) do both.
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However, the senior author will typically have more responsibilities than a junior author.

The updated state of the copyright work is reflected within their contribution and pass this

up the chain, as well as providing both a double-hash of their total contribution and

signature of its single-hash.

The contribution of a senior author can be understood using the below table of data

associated with them. Here, n denotes the number of direct subordinates of a senior

author, and € is the number of non-leaf hashes directly below the author in the hash tree.

The content
received from

subordinates.

i documents for

 received content.

D000 - Dopon-1

 of the senior
author.

The original content

. the senior author.

' The contribution of

A double hash of

 HASH160/

é hésh tree brénch.

H{H(D = H2(D, o) : .
the contribution. ( ( 0'0‘1)) 5 - . SHA256
A signature of the .e g ECDSA
hash of the 0(Po,0, H(Do 1))
contribution. e-g. Rabin
SIIIIIIILLLLLLL T s T 2 SIIIIIIILLLLIL
 Summary hash of Hoop = H(G%000)  HASH 160/

E.: H(H(G;So'o,g,o) " ;‘" ” HZ(QO,O,O,l))

SHA256
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Table 4: The data associated with a senior author.

A senior author with n direct subordinates will take the content received from each of them
Do,0es --»Do1,1,e+(n—1) and produce a corresponding editorial document, represented as
Eg o0, -+ E0,1,1,e+(n—1)- The number € of non-leaf siblings is used to correctly offset the

data used in the summation to ensure that the hash tree is consistent with the HoA.

An editorial document E can be formed that represents the changes made to some received
content D, and if a senior author does not have editorial rights or does not wish to make

changes, these editorial documents may be null fields.

The senior author may also add its own original content, denoted by 0. Where the editorial
documents are based upon the work of subordinates, this original content is entirely the
isolated work of the senior author and can be used by them to prove their own personal

additions to a copyright work.

The total contribution of a senior author takes both its editorial documents and its original
content into account, which are combined to reflect the updated state of the copyright

work that is to be passed on to their superior.

A dummy operator @ and its inverse operator © are defined, such that the the changing

state or version of a copyright work may be represented as
Version N @ Editorial Document = VersionN + 1,

Version N +1 © Editorial Document = Version N .

The updated version of a copyright work, submitted by an intermediary author is

represented as

e+(n-1)
Doo,1 = 0001 + Z _ (Do,o,1,j ® Eoa,) -
j=€
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where a summation over the pairs of received content and corresponding editorial
documents accounts for all n of the senior author’s subordinates. This updated version of
the document is the ‘contribution’ of the senior author referred to above (e.g. the
contributions D-C0, D-DO, D-EQ, D-FO, D-F1 in Figure 18A at levels 3 and fall into this

category).

As with junior authors, a double-hash of the senior author’s contribution is used to
represent the new state of the document on-block (on-chain), in conjunction with a
signature of the single-hash, such that the next superior in the hierarchy can perform a

proof-of-receipt of the new document version and make their changes as desired.

The senior author is expected to pass its contribution up to its superior in the hierarchy of
authority. It may not always be necessary, but it is reasonable to expect a senior author to
also pass upwards the original content of each of its subordinates, so that the next author in
the hierarchy is able to independently verify that the copyright work has been transmitted

up the hierarchy correctly.

The final piece of data that an intermediary author should provide is a summary hash, which
provides the full history of a branch up to the point at which an intermediary author
includes their involvement in the production of a copyright work. The summary hash can be

understood by referring back to the general hash tree 1820.
Summary hashes

Recall that the contributions of all authors are represented as leaf nodes in the hash tree.
This means that whenever an author adds content to a document, they also need to reflect
the history of that document. This history corresponds to the internal node(s) of the hash
tree that are siblings of the senior author. Note that junior authors are not expected to have

a document history by definition.

Put simply, wherever there is a senior author represented as a leaf node (white circle) in the
hash tree, it will also have at least one non-leaf node (black circle) as a sibling. This means
that a senior author should provide the hash value corresponding to each of its non-leaf

node siblings in the generalised hash tree.
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For example, consider the nodes Ny g9 and Ny g o1 in the generalised hash tree 1820. Here,
Ny 001 represents a senior author as a leaf node in the tree. This author has one sibling

node, namely Ny g,0,0, whose hash value is given as

No 00 = H(Go,o,o,o)

=H (HZ(DO,O,O,O,O) ” " HZ(DO,O,O,OA)) .

It follows that the senior author should include this hash value Ny ¢ o in a transaction

representing his involvement in the formation of the copyright work document.

The use of summary hashes associated with senior authors ensures that a senior author
provides all of the information necessary to follow the hash tree upwards, which is essential

for providing Merkle proofs of existence.

Note that a single senior author may have many non-leaf sibling nodes, and so may need to
provide multiple summary hashes corresponding to multiple connecting branches of the

hash tree.

Executive Authors

The executive (root) author is the author at the top of the hierarchy of authority, meaning
they have no direct superiors (e.g. the EIC C-GO0). The key characteristics of the executive
author are that they receive content from their subordinates, have the authority to edit
existing content, may add original content and have final authority to approve a copyright

work before publishing or otherwise.

It is also a strong possibility that the root author will be responsible for transmitting the final
version of the copyright work to a copyright authority or similar legal authority for handling

intellectual property e.g. a patent attorney or notary.

The executive author will have access to at least the contributions of its direct subordinates,
but in reality it is expected that the executive author can access the original content of all

junior and senior authors for the entire hierarchy of authority. The data associated with the
executive author is like that of the senior authors, but the executive author will provide and

sign the final version of the copyright work, rather than on unfinished versions:
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Dy = 0gp + Z (Do,z,j@Eo,z,j) -
Jre

Mk veititive aither |

A double hash of the

. contribution.

Asignature of the o g ECDSA
hash of the 0P H(Dyy2)

_ contribution. : e.g. Rabin
Summary hash(es) of Ho,o = H(Goy) RS 160/ SHA2S6
hash tree branch(es). Ho = H(Goy)

Table 5: The data associated with an executive author.

In the majority of cases, the executive author is responsible for joining to connecting
branches, in the same way a newspaper’s EIC C-GO is responsible for collating and signing off
both the sport and finance sections. For this reason, it is expected that the executive author

will have to provide multiple summary hashes, as shown in the above table.

It should be noted also that the contribution of the executive author is the final version of
the document, both denoted by D, in mathematical notation (reference sign D in Figures
18B-19B). However, this is not the root of the hash tree. The root of the hash tree itself is
still to be obtained by concatenating the double-hash of this final document concatenated

with all the summary hashes at the m = 1 level.

For instance, in the copyright assignment hash tree figure 12 the root hash H of the tree,

which is just the hash value of the node Ny, is given exactly by

Ho = No = H (H(Goo) Il H(Gox) Il H*(Dyz)),

where the final version of the document D, has been written according to the indexing rules

of the hash tree itself as Dy 5.
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Finally, it should be noted that, as with senior authors, it is possible to have more than one
executive author for a given hierarchy of authority e.g. a board of directors rather than an
EIC. In this case, it is sensible that all executive authors are consistent in providing the same

final version of the copyright work Dy.

Techniques

The next section expands on the description of the method for implementing the
generalised hash tree structure 1820 described above with reference to Figures 19A and
19B. The concepts and techniques utilised in this implementation will now be detailed

further.

Double-hashing

As explained previously, double-hashing the original content data H2(D) for each
contributing author can be advantageous. This is because the recipient of the data, i.e. the
direct superior of the author, can prove that they have received D by providing its single-

hash H(D), which is the preimage of H?(D), without exposing D itself.

This is particularly desirable when disclosing components of an eventual copyright work on
the Blockchain, because the value of H?(D) can be put in a transaction to later prove
existence of D, and the superior can demonstrate that the document has been passed
upward to them by including the value H(D) in a transaction. In neither transaction is the

sensitive copyright material revealed.

The hash value H(D) revealed by a superior (generally denoted by reference signs of the

form H-xx in the Figures) is referred to as a proof of receipt herein.

As described below, the double-hash value H?(D) of a component D of a copyright work
can be used as an effective unique identifier for that component. This provides a high
granularity in how components of copyrighted work can be distributed and licensed, which

is shown in a use case below (streaming digital content).
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Hash puzzle locking scripts
A hash puzzle can be written in Script as a locking script
[Hash puzzle H(X)] = OP_HASH160 H(X) OP_EQUALVERIFY,

which can only be solved and unlocked if provided with the input X. To enforce a proof of
receipt, a modification of the hash puzzle forces the solver to reveal the immediate

preimage of a double-hash. A proof of receipt can be written in Script as
[Prove receipt D, ..., D,,] = [Hash puzzle H%(D,)] ... [Hash puzzle H?(D,))]
= OP_HASH160 H?(D,) OP_EQUALVERIFY ... OP_HASH160 H?(D,,) OP_EQUALVERIFY,

which can only be solved by providing all the data D;, ..., D,,. This locking script condition
can be used when implementing and recording a copyright assignment hash tree on the

blockchain.

As will be appreciated, OP_HASH160 is just one example of a suitable hash function. In
general, any cryptographically secure hash function can be used (another example being

OP_SHA256).
Use of discretionary signatures

As above, a discretionary signature is a signature that is not used by the blockchain
consensus algorithm. In a UTXO model, it is not a signature that will be consumed as input

to an OP_CHECKSIG operation in script.

A discretionary signature is denoted as ¢ (P, m) and non-discretionary signatures, which are
consumed by OP_CHECKSIG, by Sig (P, m) where P is the public key of the signer and m is
the message (portion of a transaction) to be signed. For a non-discretionary signature, m is

always a transaction, whereas for a discretionary signature m could be any message.

A discretionary signature can be used as a secondary measure for an author to consent to
the use of their work. For instance, an author can attest to their contribution directly as
O'(P, H(D)) in addition to giving a signature Sig(P, Tx) as a part of a transaction that

consents to the use of the content by a superior.
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Note that a discretionary signature could be of any digital signature type, while a non-
discretionary signature must necessarily by an ECDSA signature, assuming that is mandated
by the blockchain protocol. More general, a non-discretionary signature must be applied in
accordance with whatever blockchain protocol applies, whereas a discretionary signature
can be applied independently of the blockchain protocol (the only requirement being that it

is included in a way that does not invalidate the transaction).

Communication channels

There is a distinction between how different components of data are stored and
transferred. A distinction is drawn between data that are transferred on-block, as part of
transaction, or off-block via some other communication channel, preferably a secure one (A

“side-channel”).

This is important for storing a copyright assignment hash tree on the blockchain because of

the following considerations:

Non-public disclosure — if the hash tree is generated before it is desirable to publicly detail
the invention e.g. prior to patent filing, it is sensible to only store the hash values of the data

rather than the raw data itself.

Proof of receipt — the raw data can be sent off-block, for example to a superior, and a hash
puzzle on the double-hash of the data can be used on-block used to prove that the data has
been received by the superior and only revealing the single hash of the data on-block (see

1).

Figures 23 and 24 show how a process of sending data off-block and on-block can occur in
parallel and within the desired hierarchy of rights of a corporate framework or other

external hierarchy.
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Here, raw data to be kept off-block are represented by D-values, the hashes and double
hashes of which are stored on-block. The meaning of the other on-block data shown here is

explained earlier.

Figure 23 depicts the main data flows for a hierarchy of authority branch. Here, P,
represents an executive author, Py ¢ is a senior author and P o o, Py o 1 are both junior

authors.

Figure 24 depicts the main data flows for a hierarchy of another authority branch. Here, P,
represents an executive author, Py ; is a senior author and Py 4 o, Py 1 1 are both junior

authors.
Implementation using the Blockchain

To implement a copyright assignment hash tree on the Blockchain, nodes (hash values) are
stored in transactions 152 in a way that reflects both the structure of the hash tree itself and

the order of operations for creating a copyright work, as determined by a HoA.

The existing public key infrastructure that governs the ownership of digital assets within the
blockchain 150 is used to represent the authority chain, and the structure of transactions is
used to represent the connections (directional edges) between nodes of the hash tree. The
properties of the blockchain 150 make it a means of embodying a generalised hash tree that
allows the order of operations encoded in the hash tree to be immutably time-stamped on a

public ledger.

In the described implementation, transactions 152 are used to represent the edges of the
hash tree. This means that a transaction will directly represent the process of concatenating

and hashing a set of siblings to generate a parent node.

The mapping of the hash tree structure to a set of transactions

{Tx*, Txo, Txg,0, Tx0,0,00 TX0 1, Txo,m} is illustrated schematically in Figure 25.

Figure 25 shows a copyright assignment tree mapped to the set of blockchain transactions
1920 representing the edges between nodes. This is the same set of transactions depicted

in Figures 19A and 19B, however Figure 25 uses a mathematical notation to represent the
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transactions (also used below). This mathematical notation maps to the reference signs

used in Figure 19A and 19B as follows:

- Txgp0 - TXA

- Txpyo-TX-B

- Txge —TX-C

- Txgy -TXD

- Txgo —TXEF
-~ Txy, -TXG

- TX=x —TX*

Note that each transaction contains hash tree nodes from two different tree levels. In any
given transaction, the ‘lower’ edges are part of transaction inputs and ‘higher’ edges part of

the outputs, as described above in the example of Figures 19A and 19B.

The mapping of hash tree nodes to Blockchain transactions uses the convention that
transaction inputs contain non-discretionary signatures from authors and the outputs
represent a proof of existence of the content they have authored. These outputs are also
locked such that only the direct superior(s) of the author can unlock the UTXO and continue

adding to the hash tree.

The relationship between the transactions shown here and the newspaper HoA is visualised

in Figure 26.

Figure 26 shows the mapping between the hierarchy of authority (HoA) and the

corresponding chain of transactions.

Authors at any given level include their discretionary signature and a double-hash of their
content in an output, thus effectively passing their original work up the hierarchy and

consenting to its use by a superior.

The intention here is to be able to represent the organisational hierarchy of authority on the
blockchain 150 as well as storing a representation of each component of the copyright work

as a unique hash value.
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For this implementation a transaction effectively provides the details of a branch of the hash
tree. A branch as is defined as a collection of similar edges. If there is a parent node with
four children, the collection of these four edges will be called a branch. Recall that these
edges are considered similar because each is created by concatenating all four children and

hashing the result.

For example, consider the transaction T'xg g o. This transaction is the documentation of the
branch where the senior author Py o is represented by the destination (recipient) of an
output and the junior authors Py g 9.0, ..., Po,0,0,4 are represented by the input signatures. The
signature from the recipient senior author Py o o will be required to spend the output of the

transaction Txg g 0.

This paradigm is common to all transactions except the final transaction Tx, - the
transaction between the executive author(s) and the copyright authority. This transaction
differs in that the output can be unlocked by the copyright authority, such as an IP registry

or patent attorney, which is external to the hierarchy of rights.

This final transaction includes a hashed representation of both the final version D of the

copyright work and the root hash H; of the content assignment hash tree.

In the case of the copyrighted newspaper, there is only one root author P,. The final version
of the newspaper is given by the data D , because this is the data stored at the leaf node

Ny , representing the root author (see 4.1.3 for detail).

It is stressed that the distinction needs to be made between the hash value Hy, =
H? (D0,2 ) of the node N ,, corresponding to the executive author, and the node N,

corresponding to the root hash H,.
Transactions and data

Possible forms of the transactions 1920 embodying the hash tree 1820 will now be
described. These transactions fully represent the copyright assignment hash tree 1820 for

the newspaper hierarchy.

The hash tree is implemented using several of the techniques described herein. This is

simply to demonstrate how these techniques lend themselves to the application of
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Intellectual Property stored on the blockchain, but it should be noted that this method is

not limited to these techniques alone.

Junior author to Senior author

Consider the transaction TxIDg o o from the five junior authors (sports journalists) to the

senior author (sports editor), which is shown in figure 12.

This transaction, shown as Transaction 1 below, comprises five inputs, one to separately

provide a signature from each junior author, and two outputs.

The first output is an un-spendable OP_RETURN output, which includes (i) the double-hash
of each leaf author’s contribution and (ii) a discretionary signature on the single-hash of
each author’s contribution. The double-hash allows the senior author, to whom the
transaction is paid, to later provide a proof of receipt (in the form of a single hash, without

revealing the underling contribution).

The second output is a spendable UTXO, comprising two locking script components. The first
is a simple signature checking script, which is unlocked when provided with a signature from

the public key Py o o belonging to the senior author.

The second part is a proof of receipt script, as shown in section 4.1.4, which is unlocked
when provided with the hash of each junior author’s contribution, which is passed to the

relevant senior author off-block.
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TxIDjyn—sen = TXIDg 0,0
Inputs Outputs
Value | Script Value | Script
OP RETURN
<H?*(Dg,00,00)> <0 (Po,o,o,o» H(Do,o,o,o,o))>
<Sig( P, L Tx)>
Xo BSV g( 0,0,0,0 ) Yo BSV <H2 (D0'0'0'0’1)> <0 (PO,O,O,li H(DO,O,O,O,l))>
<Py,0,0,0> :
<H?(Do0,0,04)> <0 (Po,o,o,zp H (Do,o,o,o,4))>
X, BSV <Sig(Po0,01, Tx)> 7, BSV [c'heckSig Po,0,0]
<P0’0'0'1> [PrOVe receipt DO,O,O,O,O’ ey DO,O,O,OA-]
x. BSV < Sig(PO,O,OAJ TX)>
* <Py 0,0,4>

Transaction 1: An example of a Junior-to-Senior transaction using OP_RETURN. This

corresponds to TxIDy o from figure 26.

It is also possible to create this same transaction but using a multisignature UTXO instead.

Here, the OP_RETURN output is replaced with the following locking script component.
[CheckMultisig 1-0f-11, Py g 0] =

op 1
<H? (D0,0,0,0,0)> <o (Po,o,o,o' H(Do,o,o,o,o))>

<H? (Do,0,0,0,1)> <o (PO,O,O,lr H(Do,0,0,0,1))>

<H? (Do,o,o,o,4)> <o (Po,o,o,zp H(Do,o,o,o,4))>
<Py,0,0>
opP_11

OP_CHECKMULTISIG
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This locking script is used to store the junior authors’ contributions rather than an un-
spendable OP_RETURN output. This locking script is solved by providing the senior author’s
signature using public key Py o o, and thus functions the same way as the signature check in
the previous diagram. This alternative form of the junior author to senior author transaction

is shown below as Transaction 2.

TxIDjyn—sen = TxIDg 0,0
Inputs Outputs
Value | Script Value | Script
<Sig(Po,0,00 Tx)> Yo | [CheckMultisig 1-0f-11, Py ¢ 0]
X BSV i . g
<Pp.0,00> BSV [Prove receipt D ¢.0,0,0, -+ » D0,0,0,0,4]

Xy <Sig(P0'0'0'4, Tx)>
BSV | <Py 0,04>

Transaction 2: An example of a Junior-to-Senior transaction using a multisignature locking

script. This corresponds to TxIDg o o from figure 16.

The use of OP_RETURN allows the hash values of the ‘current’ author to be added directly.
Using multisignatures hides them within a script, which will be hashed, and so the
committed hashes of the content data only become revealed in the next transaction directly

above in the tree.

The following description continues to use the multisignature form for the remaining
transactions in this implementation, but OP_RETURN is nonetheless a valid method. More
generally, the data in question can be contain in the transaction in any way that does not

invalidate the transaction (and preferably in a signed output(s)).
Senior author to Senior author

Consider the transaction TxID; o from the senior author Py o o to the higher-ranking senior
author P, o. Both actors are senior authors, and both are represented by leaf nodes - but at

different levels - in the copyright assignment hash tree 1820.
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This transaction is similar in principle to the junior to senior transaction just described. The
main difference here is that this is one actor creating a transaction to one other actor,

rather than the previous situation where five junior authors paid to one senior author.

This difference is reflected in the number of inputs, which is now just one, and the number

of data elements stored in the output script. The transaction itself is shown as Transaction 3

below.
TxIDSen,Sen = Tx]DO'O
Inputs Outputs
Value | Script Value | Script

<H(Dg,0,0,00)>-<H(Do0,004)>
%o BSV | OP 0

< S?g (Po,o,o» Tx)> <Py 00>

Vo [CheckMultisig 1-of-4, Py o]
BSV | [Prove receipt Dy 0.1]

Transaction 3: An example of a Senior-to-Senior transaction using a multisignature locking

script. This corresponds to TxID, o from figure prev 16.

The input script satisfies the locking encumbrances of the previous TxIDy o o that was sent
to the lower-ranking senior author Py g o. This comprises the five hashed data elements
required to satisfy the proof of receipt spending condition and the author’s signature

Sig(PO,OIO,Tx) required to satisfy the multisignature locking condition.

The output script comprises the same types of locking conditions; one multisignature script
and one proof of receipt script. The main difference here is that the multisignature script
only includes the double-hash of this lone contribution and the lower-ranking senior
author’s discretionary signature. However, this locking script also includes the summary
hash Hy g,0,0, which is the hash of the concatenation of all the junior editors’ earlier

contributions. This script is written as:
[CheckMultisig 1-0f-4, Py o] =

oP_1

<H? (Do,o,o,1)> <o (Po,o,o' H(Do,o,o,1))>
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<Ho 0,0,0>

<Pgy,0>

OP_4
OP_CHECKMULTISIG

This script can be unlocked when provided with a signature from the higher-ranking senior
editor, who is the owner of Py 3. Note also that the proof of receipt will only ask the higher-

ranking senior author to provide the hash of the lower-ranking author’s contribution

H(DO,O,O,l)'

Senior author to Executive author

Consider the transaction TxID, sent from the senior sports editor P, 3 and both senior
finance editors Py 4, Py ; paid to the editor-in-chief (EIC) Py. Recall that the senior editors are
all senior authors and the EIC is the sole executive author. Once more, all these actors are

represented by leaf nodes in the copyright assignment hash tree.

This transaction is shown as Transaction 4 below and has three inputs, since there are three
senior authors at the same level in the hash tree, and one output since there is only one

executive author, the EIC.

The input scripts are of the same form as the senior to senior transaction shown previously.
However, because both finance editors have the same junior finance editor, they both also

provide the hash <H(D30,2,112D0,1_011)> of the junior editor’s contribution as inputs.
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TxIDSen_ Exe — TxIDO

Inputs Outputs

Value | Script Value | Script
<H(Do001)> [CheckMultisig 1-0f-9, Py]

XoBSV | OP_O Yo BSV [Prove receipt Dg o 1, Do 11, Do 1 2]
<Sig(P0,0,Tx)> <Py o> PtP00.1 Po11 PoL2

<H(Do101)>
x, BSV | OP_0

< S?g(Po,l, Tx)> <Py1>

<H(D0_1_0_1)>
x, BSV | OP 0

<Sig (Po2, Tx)> <Py >

Transaction 4: An example of a Senior-to-Executive transaction using a multisignature

locking script. This corresponds to TxID,, from figure 16.

The output script used here requires a proof of receipt of the senior authors’ contributions
to be provided by the EIC, as well as the EIC’s signature using P;. The multisignature script,

shown below, also includes both summary hashes H, 5 o and Hy 4  for this level of the tree.
[CheckMultisig 1-o0f-9, Py] =

oP_1
<H? (D0,0,1)> <o (P0,0r H(Do,o,1))>
<H? (D0,1,1)> <o (PO,l' H(D0,1,1))>

<HX(Dy4,2)> <0 (Po2 H(Dos2))>
<Ho 00>

<Hy ;0>

<Pp>

oP_9

OP_CHECKMULTISIG
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Executive author to Copyright Authority

Consider the transaction TxID., sent from the EIC P, to a copyright authority (CA) P,. This

transaction is created by the executive author, and has special properties, in that it contains:
(i) A unique representation H2(D) of the final version or state of the copyright work D.
(i) The root hash Hy = N, for the copyright assignment tree.

This transaction, shown as Transaction 5 below, also includes an input signature from the
executive author(s) to signify that the highest authority in the hierarchy of rights consents to

disclosing this to a third-party CA by sending the final state D off-block.

TxIDRoot—authority = TxID,

Inputs Outputs

Value | Script Value | Script

<H(Do01)> <H(Doy,1)><H(Do12)>
X BSV | OP_0 o BSV
<Sig(Py, Tx)> <Py>

[CheckMultisig 1-of-5, P,]
[Prove receipt Hyl

Transaction 5: An example of an Executive-to-Copyright Authority transaction. This

corresponds to TxID, from figure 16.

The transaction comprises one input and one output. The input includes the single-hash of
the senior authors’ contributions to the copyright work as a proof of receipt, as well as the

requisite signature from the EIC’s public key P,.

The output of this transaction has two locking components, one is a simple hash puzzle
which requires the Copyright Authority to provide the value of H, (denoted by reference
sign H-RH in Figure 19B), which acts as both a simple declaration of the root of the hash tree
and a proof that the Copyright Authority has received the correct, expected version of the

final copyright work and its corresponding hash tree representation. This is written as

[Hash puzzle H(H,)] = OP_HASH160 H2(H,) OP_EQUALVERIFY
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It is emphasised that OP_HASH160 is used as an illustrative example and is merely one of a
number of hash functions that may be used to construct a viable hash puzzle. The term
hash puzzle does not imply any specific hash function and any hash function with the

requisite cryptographic properties can be used to construct a hash puzzle.

The second component is a multisignature script, which comprises the EIC’s contribution, a

signature of that contribution, both of the relevant summary hashes, and can be written as
[CheckMultisig 1-of-5, P.] =

opP_1

<H2(Dy)> <0y (PO, H(Do’z))>
<Hoo>

<Ho1>

<P.>

oP 5

When the Copyright Authority satisfies these locking conditions in a subsequent transaction,

the process of implementing the copyright assignment tree on the blockchain is complete.
Summary
In summary, the above-described embodiments provide:

e Ageneralised hash tree that can store a copyright work whilst also reflecting

a hierarchy of authority to represent the ownership of rights;

e A blockchain-based implementation for storing a generalised hash tree on a

public blockchain.

These two aspects are used in conjunction to address the issues of assignment of rights to IP

and subsequent disclosure as identified in the introduction to this paper.
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The system set out above draws on the properties of the blockchain and related
cryptographic primitives to produce a variety of valuable functionalities that support
content management systems. This is in particular as it relates to documenting ownership
and chronology in collaborative creation of content. Through the system outlined in the WP

the following is enabled:

Unique Content Identifiers H*(D):

Produce a unique identifier for any piece of content. This unique identifier is the
H?(Content). This identifier of the content can be utilised in external systems that need to
retrieve or refer to the content of interest. (Consider as an example the ISBN identifier that

offers similar functionality for books).

‘Proof of Work’ and ‘Proof of When”:

In this context this refers to an actor’s ability to prove that they created specific content by

referring to an existing transaction on the blockchain that contains the pair

[H?(Content), o(H(Content))]

This transaction, being on the (immutable) blockchain in a specific block, shows that the
content itself was provably created at least before a ‘specific time’. The signature of the
preimage of the double-hash shows that owner of the private key had knowledge of the

content at or before that point in time.

Proof of Inclusion:

The underpinning of the system by a conceptual mapping to a hash tree, and the storage of
applicable hashes in blockchain transactions, grant stakeholders the ability to prove the
inclusion of specific content (represented by H?(Content)) in the final version of content.
This is where the final version is a function of multiple contributing content, and where the

different content may be produced by two or more participants.
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The storage of this hash tree data on the blockchain, enforced by the appropriate
participants providing digital signatures to approve content, data, and processes, make the
proof of inclusion particularly potent, giving the transparency and immutability of the

blockchain, and the properties of digital signatures as it relates to refutation.

Proof of Transfer:

By signing his input of the transaction-as-edge, this serves as the entity (child) giving its
parent entity permission to edit or utilise the content produced by the child. This signature
of transaction input also serves as a representation that the child entity agrees that the

content (represented by its identifier H2(Content)) being passed on is correct.
Proof of Receipt:

Where an entity spends the output of a transaction-as-edge, (this includes the entity
providing his/her signature and well as the hash of the child’s output) this certifies that the
entity has received the raw content from its child node and that the raw content is

consistent (matches perfectly) with what the child node says the raw content should be.

Proof of Chronology:

By having the transaction-as-edges represent the transfer of content from child nodes to
parent nodes. This enforces a chronological documentation of the participant contributions
given that any stakeholder can track the progressive composition of the final (root node)
output starting from the leaf nodes through the hierarchy. Bearing in mind that the parent
nodes spend the outputs of transactions from the child nodes—showing the sequence of

contributions.

Disclosure of IP:

The disclosure of IP is achieved using a public blockchain 150. Since the public blockchain

150 acts as a secure timestamp-server for recording events, the publishing of the hash
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values in the copyright assignment hash tree acts as a non-enabling representation of an

invention at a given timestamp.

The immutable property of public proof-of-work (PoW) blockchains, combined with the
non-invertibility of hash functions, means that placing a hash value of a copyright work (or a
component thereof) is a secure method of timestamping the moment of conception and
subsequent development of a novel work. At a later time, the full work can be disclosed
publicly elsewhere (e.g. by filing a patent) and its hash can be verified against the

timestamped on-chain value.

This method therefore allows the resolution of disputes regarding priority or entitlement
over an inventive concept and can be used in a number of ways in legal proceedings

surrounding IP dispute.

Additionally, if a third-party service were to implement these methods on a large scale, a
public Blockchain could be used as a general-purpose IP registry, which can include
timestamped events in legal proceedings, such as the time of filing and the time of granting

of IP protection.

6. Use case: Streaming a Movie

The use of a generalised hash tree structure to represent the creation of a copyright work,
combined with a blockchain to immutably timestamp the order of operations, may be

applied to scenarios involving the creation of many different types of work.

One such example would be the creation of a movie, which will typically involve many

parties such as a director, producers, screen-writers, actors, set-designers, and editors.

The described example considers a movie but the description applied equally to any other

form of digital content comprised of discrete segments.

Generalised hash tree for a movie

A highly-complex hash tree could be made to represent the creative process in its entirety,

detailing how each element of the final movie has been created.
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However, for this example a simplified scenario is considered. It is assumed the film-making
process is split into the creation of three acts of equal length. Each act is in turn split into

five chunks of equal length, such that the entire movie comprises 15 chunks of video data in
total D, ..., D;=, each of which has an associated double-hash value H2(D;). The movie can

then be represented using a simple generic hash tree as shown in Figure 15.

Figure 15 shows a generalised hash tree structure applied to a movie, split into 15 data

segments.

As discussed in section 6.3 below, the double-hash value associated with each chunk of the
film can be used as a unique packet ID, and each packet can be quickly verified as part of this
hash tree by using its Merkle root Ry, as a unique identifier for the entire film. In this sense,
the root Ry, acts in a similar way to an ISBN or barcode as a unique identifier for the

product.

However, the root Ry, is far more valuable as a unique product identifier than a traditional
barcode, because it also enables the individual components of the film to be verified easily,

provided there is a trusted source for R, itself.

Moreover, it is possible to associate each segment of the film D;, ..., D; 5 with the root of
another, separate generalised hash sub-tree. This is how the individual components of each
segment can be tracked on the blockchain using the copyright assignment implementation

described in section 4.

An example of such a generalised hash sub-tree for the first movie segment D, is shown in
Figure 16. In both Figures 15 and 16 the data segment for D, is shown in green for
consistency, however, the two trees themselves are separate instances of a copyright

assignment hash tree.

Figure 16 shows A generalised hash sub tree for the first movie segment D;. The data that is

combined to eventually produce the segment D; are shown in lower case.

Streaming the movie
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For a movie represented by a hash tree of the kind shown in Figure 15, one example of a
practical application is a scenario in which a consumer (Alice) can use the generalised hash
tree as a powerful data integrity check when streaming the movie from a streaming service

provider (Bob).

When Alice wishes to stream the film, she could first retrieve the Merkle root Ry, which is
used as the public unique identifier for the movie file. In addition to this, she should also
retrieve the unique packet IDs H%(D,), ..., H?(D;5) and the relevant Merkle paths T}, ..., T;<
for each of the 15 movie segments. It is assumed that all of this information is publicly
available on the blockchain 150 (see section 4) and have been certified by a standards body,
such as the British Board of Film Classification (BBFC) in the UK [14]. The data Alice wants to

stream, and the data Alice has ahead of time, are shown in the table 6 below.

Segments Requested Data Obtained

(while streaming) (beforehand)
D, H*(Dy) I
D, H?*(D,) I3
Dys H?(Dys) I1s

Table 2: The data Alice requires to safely stream the movie from a network peer.

This means that Alice now has enough information to verify whether the data packets she is
sent by the Bob, as the streaming service provider, are legitimate without needing to watch
them herself. If Alice receives a packet that does not double-hash to the or any packet ID

she can disregard the data as incorrect and terminate her viewing.

If combined with a pay-per-second payment framework, this would provide Alice with an

extremely low-risk way to stream content on a peer-to-peer basis.
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With an appropriate granularity in segment size, Alice is also protected from accidentally
viewing indecent or unexpected content because she can enforce that the unique packet ID
is always checked before watching and segment. This could be made as strict as a frame-by-

frame pre-checking of packet IDs.

Updating the version of a movie

The ability to have a fixed, unique product identity — the root of a Merkle tree —is
particularly useful for application to the creation of movies, which will often have multiple
different versions. For instance, a movie will often have to be slightly modified for each

country it is screened in to comply with local regulations.

These small modifications may be hard to distinguish for a human user such as Alice, but
they will always be easy to detect in the hash digest of the movie data, due to the high-

entropy properties of cryptographic hash functions.

Consider the same movie as above, which has 15 segments with unique packet IDs all
connected inextricably to the unique product identity for the movie that is the Merkle tree

root Ry,.

It is feasible that the director revisits this movie several years later to make some minor
editorial changes for a special ‘director’s cut’ edition of the movie. The effect of the

director’s new changes to the movie are shown in Figure 17.

Figure 17 shows a modified generalised hash tree representing the new ‘director’s cut’
version of the movie. The director’s changes to the original are shown (red) in the data

segment Dy¢.

The new generalised hash tree must necessarily have a new root Ry," # Ry, which means
the ‘director’s cut’ version is easily distinguishable from the original version by employing
the convention of using the root of the hash tree as the unique product identifier for the

entire film.

This new identifier allows Alice to verify whether she is watching the expected version of the

movie before she watches a single frame. If Alice is receiving data packets for the director’s
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cut but is trying to verify them against the original film’s product ID, then even the first

segment will fail and she knows to ask Bob instead for the original version.

This check can also be used as a tool for users of peer-to-peer streaming services to ensure
that they do not inadvertently stream a version of a movie that has been banned in their

home country.

It will be appreciated that the above embodiments have been described by way of example

only.

More generally there may be provided a method, apparatus or program in accordance with

any one or more of the following Statements.

Statement 1. A first aspect herein provides computer-implemented method of recording,
in one or more blockchain transactions, contributions to a work by contributors having
respective levels in a defined hierarchy, in which one or more lower-level contributors
provide, to a higher-level contributor, one or more lower-level contributions respectively,
and the higher-level contributor provides a higher-level contribution responsive to the one
or more lower-level contributions, the method comprising:

at computer equipment of the higher-level contributor, creating or modifying a
higher-level contributor transaction to evidence the higher-level contribution, the created
or modified higher-level contributor transaction comprising:

one or more inputs comprising:

one or more pointers to one or more spendable outputs of one or more

lower-level contributor transactions, the one or more lower-level contributor

transactions containing one or more lower-level contribution commitments

evidencing the one or more lower-level contributions respectively, and

one or more transaction signatures of the higher-level contributor satisfying

one or more signature challenges of the one or more spendable outputs,

wherein the higher-level contributor transaction contains a higher-level contribution
commitment computed from the higher-level contribution, wherein the one or more
pointers and the contribution commitments represent the relationship between the higher-
level contributor and the one or more lower-level contributors within the defined hierarchy,

and the one or more transaction signatures prove that relationship.



10

15

20

25

30

WO 2021/079225 PCT/1B2020/059570
109

The wording “one or more lower-level contributor transactions containing first and second
lower-level contribution hashes” includes the case when the first and second lower-level
contribution hashes are contained in the same lower-level contributor transaction and the

case where they are contained in different lower-level contributor transactions.

In the above-described examples, the contribution commitment(s) takes the form of a
contribution hash (e.g. a single or double hash of the contribution it evidences). More
generally, a contribution commitment may or may not be hash-based, e.g. a contribution
commitment could comprise raw data of the contribution (e.g. it could be all or part of the
contribution itself) or some other processed form of data of the contribution suitable for

evidencing the contribution.

Example embodiments are set out below.

Statement 2. The method of Statement 1, wherein the one or more lower-level
contributors comprise first and second lower-level contributors, the one or more lower-level
contributions comprising first and second lower-level contributions of the first and second
lower-level contributors respectively, the one or more lower-level contribution
commitments comprising first and second lower-level contribution commitments evidencing

the first and second lower-level contributions respectively.

Statement 3. The method of Statement 1 or 2, wherein the higher-level contributor
transaction contains one or more proofs of receipt of the one or more lower-level

contributions.

Statement 4. The method of Statements 2 and 3, wherein the one or more proofs of
receipt comprise: a first proof of receipt of the first lower-level contribution, and a second

proof of receipt of the second lower-level contribution.

Statement 5. The method of Statement 3 or 4, wherein the one or more proofs of receipt

are contained in the one or more inputs and satisfy, respectively, first and second proof-of-
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receipt challenges of the one or more spendable outputs of the one or more lower-level

contributor transactions.

Statement 6. The method of any preceding Statement, wherein the higher-level
contributor transaction contains a proof-of-receipt challenge for the higher-level

contribution.

Statement 7. The method of any preceding Statement, wherein the higher-level

contributor transaction contains a transaction signature challenge for a receiving entity.

Statement 8. The method of Statement 7, wherein the receiving entity is an even higher-
level contributor in the hierarchy, the higher-level contributor being an intermediate

contributor between the lower-level contributors and the even higher-level contributor.

Statement 9. The method of any preceding Statement, wherein the higher-level
contributor transaction contains a discretionary signature generated by applying a signature
function to a private key of the higher-level contributor and a proof of the higher-level

contribution, the proof of the higher-level contribution being the higher level contribution
or a hash or other function thereof, wherein the proof of the higher-level contribution is not

contained in the higher-level contributor transaction.

Statement 10. The method of any preceding Statement, wherein the contribution

commitments are contribution hashes.

Statement 11. The method of Statements 9 and 10, wherein the higher-level contribution

hash is a hash of the proof of the higher-level contribution.

Statement 12. The method of Statement 11, wherein the proof of the higher-level
contribution is the higher-level contribution and the higher-level contribution hash is a

single hash of the higher-level contribution; or
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wherein the proof of the higher-level contribution is a single hash of the higher-level
contribution and the higher-level contribution hash is a double hash of the higher-level

contribution.

The term “double hash” does not necessarily imply that the same hash function is applied
twice. In general, a double hash of some data D can be expressed mathematically as
Hl(HZ(D)) where H; and H, may be the same hash function (H; = H,) or different hash

functions (H; # H,).

Statement 13. The method of any of Statements 6 to 12, wherein the proof-of-receipt
challenge, the transaction signature challenge for the receiving entity and/or the
discretionary signature are contained in one or more outputs of the higher-level contributor

transaction.

Statement 14. The method of Statement 13 when dependent on Statements 6, 7 and9,
wherein at least the proof-of-receipt challenge and the transaction signature challenge are
comprised in an output of the one or more outputs, which is spendable independently of

the discretionary signature.

Statement 15. The method any preceding Statement, wherein the one or more outputs
comprise:

a summary hash computed by hashing a concatenated string comprising a
single or multi-hash of the first lower-level contribution and a single or multi-hash of the
second lower-level contribution, the spendable output being spendable independently of

the summary hash.

Statement 16. A computer-implemented method of recording, in one or more blockchain
transactions, contributions to a work by contributors having respective levels in a defined
hierarchy, in which first and second lower-level contributors provide, to an intermediate-
level contributor, first and second lower-level contributions respectively, and the

intermediate-level contributor provides, to a higher-level contributor, an intermediate-level
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contribution responsive to the first and second lower-level contributions, the method
comprising:
at computer equipment of the intermediate-level contributor, creating or modifying
a blockchain transaction, the created or modified blockchain transaction comprising:
one or more inputs comprising:
a first proof of receipt of the first lower-level contribution,
a second proof of receipt of the second lower-level contribution, and
a transaction signature of the intermediate-level contributor;
one or more outputs comprising:
a proof-of-receipt challenge for the intermediate-level contribution,
a transaction signature challenge for the higher-level contributor, and
a discretionary signature;
wherein the discretionary signature is generated by applying a signature function to
a private key of the intermediate-level contributor and the intermediate-level contribution
or a hash thereof; and
wherein at least the proof-of-receipt challenge and the transaction signature
challenge are comprised in an output of the one or more outputs, which is spendable
independently of the discretionary signature.
Statement 17. The method Statement 16, wherein the one or more outputs comprise:
a summary hash computed by hashing a concatenated string comprising a
single or multi-hash of the first lower-level contribution and a single or multi-hash of the
second lower-level contribution, the spendable output being spendable independently of

the summary hash.

Statement 18. The method of Statement 16 or 17, in which a second intermediate-level
contributor provides a second intermediate-level contribution to the higher-level
contributor;
wherein the one or more inputs of the blockchain transaction further comprise:
a third proof of receipt of a third lower-level contribution,
a transaction signature of the second intermediate-level contributor;

wherein the one or more outputs further comprise:
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a proof-of-receipt challenge for the second intermediate-level contribution,
and
a second discretionary signature;
wherein at least the challenge for the second intermediate-level contribution is
comprised in said spendable output of the one or more outputs or another spendable
output of the one or more outputs;
wherein the second discretionary signature is generated by applying a signature
function to a single or multi-hash of the second intermediate-level contribution and said

private key or another private key of the intermediate-level contributor.

Statement 19. The method of Statement 18, wherein the one or more outputs comprise a
second summary hash, wherein the secondary summary hash is computed by hashing a
preimage, the preimage comprising a single or multi-hash of the third lower-level

contribution.

Statement 20. The method of Statement 19, wherein the one or more inputs of the
blockchain transaction further comprise:
a fourth proof of receipt of a fourth lower-level contribution;
wherein the preimage hashed to compute the second summary hash is in the form
of a second concatenated string comprising the single or multi-hash of the third lower-level

contribution and a single or multi-hash of the fourth lower-level contribution.

Statement 21. The method of any preceding Statement, wherein the discretionary signature

is comprised in one or more un-spendable outputs of the blockchain transaction.

Statement 22. The method of Statement 21 when dependent on Statement 17, wherein the

one or more un-spendable outputs comprise the summary hash.

Statement 23. The method of Statement 21 or 22, wherein the one or more un-spendable
outputs also comprise a single or multi-hash of the first lower-level contribution and a single

or multi-hash of the second lower-level contribution.
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Statement 24. The method of any of Statements 16 to 20, wherein the discretionary
signature is comprised in the spendable output, the transaction signature challenge being a
functional operand of a multi-signature check opcode and the discretionary signature being

a dummy operand of the multi-signature check opcode.

Statement 25. The method of Statement 24 when dependent on Statement 17, wherein the
summary hash is comprised in the spendable output as a dummy operand of the multi-

signature check opcode.

Statement 26. The method of Statement 24 or 25, wherein a single or multi-hash of the first
lower-level contribution and a single or multi-hash of the second lower-level contribution

are also included as dummy operands of the multi-signature check opcode.

Statement 27. The method of any preceding Statement comprising the step of transmitting
the blockchain transaction to a node of a blockchain network for processing at the node for

recording in a blockchain.

Statement 28. The method of any of Statements 1 to 26, comprising the step of sending the

blockchain transaction to an off-chain system for processing.

Statement 29. The method of any preceding Statement, wherein the higher-level
contributor creates a second blockchain transaction for spending the spendable output, the
second blockchain transaction comprising:
one or more inputs comprising:
the proof of receipt of the intermediate-level contribution,
a transaction signature of the higher-level contributor,
one or more outputs comprising:
a further proof-of-receipt challenge for a higher-level contribution of the
higher-level contributor,
a transaction signature challenge for a recipient of the higher-level
contribution,

a further discretionary signature;
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wherein the further discretionary signature is generated by applying a signature
function to a private key of the higher-level contributor and a single or multi-hash of the

higher-level contribution.

Statement 30. The method of Statement 29, wherein the one or more outputs of the second
blockchain transaction comprise a further summary hash computed by hashing a further
concatenated string, the further concatenated string comprising the summary hash and a

single or multi-hash of the contribution of the higher-level contributor.

Statement 31. The method of Statement 29 or 30, wherein the higher-level contribution is
in the form of a final work responsive to all contributions received from all contributors
within the hierarchy, the further proof-of-receipt challenge being satisfied by a proof of

receipt of the final work.

Statement 32. A further aspect herein provides a blockchain transaction embodied in
transitory or non-transitory media, the blockchain transaction evidencing a contribution of a
higher-level contributor in a defined contributor hierarchy, the blockchain transaction
comprising:
one or more inputs comprising:
a first proof of receipt of a first lower-level contribution,
a second proof of receipt of a second lower-level contribution, and
a transaction signature of the intermediate-level contributor;
one or more outputs comprising:
a proof-of-receipt challenge for an intermediate-level contribution,
a transaction signature challenge for a receiving entity, and
a discretionary signature verifiable based on a private key of the higher-level
contributor and a proof of the intermediate-level contribution, the proof of the higher-level
contribution being the higher-level contribution or a hash thereof, wherein the blockchain
transaction does not contain the proof of the higher-level contribution;
wherein at least the proof-of-receipt challenge and the transaction signature
challenge are comprised in an output of the one or more outputs, which is spendable

independently of the discretionary signature.
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According to another aspect disclosed herein, there may be provided a method comprising
the actions of the first party, second party, any third party that may be involved, and/or any

one or more of the network of nodes.

According to another aspect disclosed herein, there may be provided a system comprising
the computer equipment of the first party, the computer equipment of the second party,
the computer equipment of any third party, and/or any one or more of the network of

nodes.

Other variants or use cases of the disclosed techniques may become apparent to the person
skilled in the art once given the disclosure herein. The scope of the disclosure is not limited

by the described embodiments but only by the accompanying claims



