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CLAIMS

1. A method of marking manufactured items, comprising:

- providing a cryptographic key in an inactive state to a point
pply chain for the manufactured items;
- providing the cryptographic key in an active state and an ac-
tivation cgde for activating the cryptographic key in the inactive state to form
the cryptogkaphic key in the active state, to a verification centre;
- providing the activation code to the point in the supply
chain in respons\to the point in the supply chain transmitting information
relating to the receNed cryptographic key, the activation code allowing the
cryptographic key in ¥pe inactive state at the point in the supply chain to be
activated to form the criptographic key in the active state,
wherein th¢ step of providing the activation code to the point
in the supply chain compriség sending the activation code from the verifica-
tion centre to the point in the sipply chain;
- generating, at thg point in the supply chain, an identification
(ID) code for each manufactured ite)y, the ID code being derived from the
cryptographic key in the active state akd a dynamic key generated for each
batch of manufactured items;

- providing the dynamic kéy for each batch of manufactured

items to the verification centre;
with the ID code; and

arked on the manufac-

- marking each manufactured it

tured items,
characterized in that the verification ceNtre encrypts the acti-

certificate of the cryptographic key such that the activation &Qde can be de-
crypted by the point in the supply chain using a private key ol\the asymmet-
ric key pair associated with the certificate of the cryptographic k

2. The method according to claim 1, wherein the cryp¥graph-
ic key is generated in a key generator separate from the point in the supNly
chain.

3. The method according to claim 1 or claim 2, wherein the
verification centre encrypts the activation code with a public key of an
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asymmetric key pair associated with a certificate of the cryptographic key

ch that the activation code can be decrypted by a code generator at the
poiat in the supply chain using the private key of the asymmetric key pair as-
socied with the certificate of the cryptographic key..

4. The method according to any preceding claim, wherein the
step of the Noint in the supply chain transmitting information relating to the
received cryp¥pgraphic key comprises sending information relating to the re-
ceived cryptogryphic key from the point in the supply chain to the verifica-
tion centre.

5. The
generated ID codes are

ethod according to any preceding claim, wherein the
t stored.

6. The methoN according to any preceding claim, wherein the
method is used for tax verificathon, the method further comprising:

- reporting to a gdyvernment authority the number of ID code
marked on the manufactured items\and ‘

- the verification centd¢ storing information connecting the 1D
codes marked on the manufactured itends to information specific to those
manufactured items such that tax paid or Ywed can be verified against the
actual number of items manufactured.

7. The method according to clair\6 wherein the reporting is
performed per shipment and per excise warehousguch that tax paid or
owed can be verified or calculated per shipment ander excise warehouse.8.
The method according to any preceding claim, whereirNthe method is used
for tax verification, the method further comprising, befor§the step of generat-
ing an ID code for each manufactured item, the step of

- a government authority authorizing the poir¥ in the supply

chain to generate a defined number of ID codes.

9. The method according to claim 8, further comprisRg, be-
fore the step of the government authority authorizing the point in the 3gpply
chain to generate a defined number of ID codes, the step of

- requesting the authorization from the government authory

ty.
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10. The method according to claim 8 or claim 9, further com-
pIRing

- reporting to the government authority the number of ID
codes arked on the manufactured items.

11. The method according to any preceding claim, wherein
the method is\gsed for production volume verification, the method further
comprising

the method is used for authynticating a selected manufactured item, the
method further comprising:

- a user transmit{jng the ID code marked on the selected
manufactured item to the verificat\yn centre;

- the verification cenie deriving from the ID code the crypto-
graphic key and the dynamic key used o generate the ID code;

- the verification centre dgiving from the cryptographic key
and the dynamic key information relating to\the selected manufactured item;
and

- the verification centre transmitNng at least some of the in-
formation relating to the selected manufactured itéyn to the user.

13. An apparatus for marking manufaclred items, compris-
ing:

- a key generator for generating a cryptographic key, the
cryptographic key having an active state and an inactive state; '

- at least one point in a supply chain for the manNfactured
items, the key generator being arranged to send the cryptographic Ney, in the
inactive state, to the point in the supply chain, wherein the point in th¢ sup-
ply chain is arranged to receive, in response to the point in the supply cNain
transmitting information relating to the received cryptographic key, an acN;
vation code for activating the cryptographic key, the activation code allowin!
the cryptographic key in the inactive state to be activated to form the crypto-
graphic key in the active state;
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- a verification centre for verifying properties of the manufac-
red items, the key generator being arranged to provide the cryptographic
ke\in the active state and the activation code to the verification centre,
wherein the verification centre is structured to provide the ac-
tivatiothgode to the point in the supply chain by sending the activation code
from the ¥¢rification centre to the point in the supply chain;

- a code generator, at the point in the supply chain, for gener-
ating an identXjcation (ID) code for each manufactured item, the ID code be-
the cryptographic key in the active state and a dynamic key
generated for each\atch of manufactured items, wherein the dynamic key for
each batch of manuftured items is provided to the verification centre;

- a marXer at the point in the supply chain for marking each
e ID code; and

r counting the number of ID codes marked on

manufactured item with
- a counter
the manufactured items,
characterized inXhat the verification centre is structured to
encrypt the activation code with a Rublic key of an asymmetric key pair asso-
ciated with a certificate of the cryptoXraphic key such that the activation code
can be decrypted by the code generatoNusing a private key of the asymmetric
key pair associated with the certificate of Xhe cryptographic key.
14. A method suitable for tax \erification and comprising;:
- generating a plurality of identcation (ID) codes for the
manufactured items;
- by means of an apparatus of claim Y3 marking each manu-
factured item with an ID code of the plurality of ID co
- counting the actual number of ID codes\Qf the plurality of
ID codes marked on the manufactured items, wherein the agtual number of
ID codes is the same as or less than the plurality of ID codes;
- reporting to a government authority the actuaNpumber of
ID codes marked on the manufactured items; and
- storing information connecting the ID codes markeq on the
manufactured items to information specific to those manufactured ite
such that tax paid or owed can be verified against the actual number of ilgms
marked.
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15. The method according to claim 14, further comprising, be-
re the step of generating a plurality of ID codes for the manufactured items:
- requesting authorization from a government authority to
geneNate ID codes for the manufactured items; and
- receiving authorization from the government authority to
generate A defined number of ID codes for the manufactured items.
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CLAIMS

1. A method of marking manufactured items, comprising:

- providing a cryptographic key in an inactive state to a point
in a supply chain for the manufactured items;

- providing the cryptographic key in an active state and an ac-
tivation code for activating the cryptographic key in the inactive state to form
the cryptographic key in the active state, to a verification centre;

- providing the activation code to the point in the supply
chain in response to the point in the supply chain transmitting information
relating to the received cryptographic key, the activation code allowing the
cryptographic key in the inactive state at the point in the supply chain to be
activated to form the cryptographic key in the active state,

wherein the step of providing the activation code to the point
in the supply chain comprises sending the activation code from the verifica-
tion centre to the point in the supply chain;

- generating, at the point in the supply chain, an identification
(ID) code for each manufactured item, the ID code being derived from the
cryptographic key in the active state and a dynamic key generated for each
batch of manufactured items;

- providing the dynamic key for each batch of manufactured
items to the verification centre;

- marking each manufactured item with the ID code; and

- counting the number of ID codes marked on the manufac-
tured items,

characterized in that the verification centre encrypts the acti-
vation code with a public key of an asymmetric key pair associated with a
certificate of the cryptographic key such that the activation code can be de-
crypted by the point in the supply chain using a private key of the asymmet-
ric key pair associated with the certificate of the cryptographic key.

2. The method according to claim 1, wherein the cryptograph-
ic key is generated in a key generator separate from the point in the supply
chain,

3. The method according to claim 1 or claim 2, wherein the
verification centre encrypts the activation code with a public key of an
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asymmetric key pair associated with a certificate of the cryptographic key
such that the activation code can be decrypted by a code generator at the
point in the supply chain using the private key of the asymmetric key pair as-
sociated with the certificate of the cryptographic key..

4. The method according to any preceding claim, wherein the
step of the point in the supply chain transmitting information relating to the
received cryptographic key comprises sending information relating to the re-
ceived cryptographic key from the point in the supply chain to the verifica-
tion centre.

5. The method according to any preceding claim, wherein the
generated ID codes are not stored.

6. The method according to any preceding claim, wherein the
method is used for tax verification, the method further comprising:

- reporting to a government authority the number of ID code
marked on the manufactured items; and

- the verification centre storing information connecting the ID
codes marked on the manufactured items to information specific to those
manufactured items such that tax paid or owed can be verified against the
actual number of items manufactured.

7. The method according to claim 6 wherein the reporting is
performed per shipment and per excise warehouse such that tax paid or
owed can be verified or calculated per shipment and per excise warehouse.

8. The method according to any preceding claim, wherein the
method is used for tax verification, the method further comprising, before the
step of generating an ID code for each manufactured item, the step of

- a government authority authorizing the point in the supply
chain to generate a defined number of ID codes.

9. The method according to claim 8, further comprising, be-
fore the step of the government authority authorizing the point in the supply
chain to generate a defined number of ID codes, the step of

- requesting the authorization from the government authori-

ty.
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10. The method according to claim 8 or claim 9, further com-
prising

- reporting to the government authority the number of ID
codes marked on the manufactured items.

11. The method according to any preceding claim, wherein
the method is used for production volume verification, the method further
comprising

- reporting to a third party the number of ID codes marked on
the manufactured items.

12. The method according to any preceding claim, wherein
the method is used for authenticating a selected manufactured item, the
method further comprising;:

- a user transmitting the ID code marked on the selected
manufactured item to the verification centre;

- the verification centre deriving from the ID code the crypto-
graphic key and the dynamic key used to generate the ID code;

- the verification centre deriving from the cryptographic key
and the dynamic key information relating to the selected manufactured item;
and

- the verification centre transmitting at least some of the in-
formation relating to the selected manufactured item to the user.

13. An apparatus for marking manufactured items, compris-
ing:

’ - a key generator for generating a cryptographic key, the

cryptographic key having an active state and an inactive state;

- at least one point in a supply chain for the manufactured
items, the key generator being arranged to send the cryptographic key, in the
inactive state, to the point in the supply chain, wherein the point in the sup-
ply chain is arranged to receive, in response to the point in the supply chain
transmitting information relating to the received cryptographic key, an acti-
vation code for activating the cryptographic key, the activation code allowing
the cryptographic key in the inactive state to be activated to form the crypto-
graphic key in the active state;
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- a verification centre for verifying properties of the manufac-
tured items, the key generator being arranged to provide the cryptographic
key in the active state and the activation code to the verification centre,

wherein the verification centre is structured to provide the ac-
tivation code to the point in the supply chain by sending the activation code
from the verification centre to the point in the supply chain;

- a code generator, at the point in the supply chain, for gener-
ating an identification (ID) code for each manufactured item, the ID code be-
ing derived from the cryptographic key in the active state and a dynamic key
generated for each batch of manufactured items, wherein the dynamic key for
each batch of manufactured items is provided to the verification centre;

- a marker at the point in the supply chain for marking each
manufactured item with the ID code; and

- a counter for counting the number of ID codes marked on
the manufactured items,

characterized in that the verification centre is structured to
encrypt the activation code with a public key of an asymmetric key pair asso-
ciated with a certificate of the cryptographic key such that the activation code
can be decrypted by the code generator using a private key of the asymmetric
key pair associated with the certificate of the cryptographic key.

14. A method suitable for tax verification and comprising:

- generating a plurality of identification (ID) codes for the
manufactured items;

- by means of an apparatus of claim 13 marking each manu-
factured item with an ID code of the plurality of ID codes;

- counting the actual number of ID codes of the plurality of
ID codes marked on the manufactured items, wherein the actual number of
ID codes is the same as or less than the plurality of ID codes;

- reporting to a government authority the actual number of
ID codes marked on the manufactured items; and

- storing information connecting the ID codes marked on the
manufactured items to information specific to those manufactured items,
such that tax paid or owed can be verified against the actual number of items
marked.
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15. The method according to claim 14, further comprising, be-
fore the step of generating a plurality of ID codes for the manufactured items:

- requesting authorization from a government authority to
generate ID codes for the manufactured items; and

- receiving authorization from the government authority to
generate a defined number of ID codes for the manufactured items.




