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\ CLAIMS 

\ 1. A method of marking manufactured items, comprising: 
\ - providing a cryptographic key in an inactive state to a point 

in a supply chain for the manufactured items; 
\ - providing the cryptographic key in an active state and an ac­

tivation ctade for activating the cryptographic key in the inactive state to form 
the cryptographic key in the active state, to a verification centre; 

\- providing the activation code to the point in the supply 
chain in responsfcito the point in the supply chain transmitting information 
relating to the received cryptographic key, the activation code allowing the 
cryptographic key in\he inactive state at the point in the supply chain to be 

( activated to form the autographic key in the active state, 
wherein me step of providing the activation code to the point 

in the supply chain comprisee sending the activation code from the verifica­
tion centre to the point in the supply chain; 

- generating, at tire point in the supply chain, an identification 
(ID) code for each manufactured ite^i, the ID code being derived from the 
cryptographic key in the active state aWl a dynamic key generated for each 
batch of manufactured items; \ 

- providing the dynamic kev for each batch of manufactured 
items to the verification centre; \ 

- marking each manufactured itWi with the ID code; and 
- counting the number of ID code^marked on the manufac­

tured items, \ 
characterized in that the verification centre encrypts the acti­

vation code with a public key of an asymmetric key pair ̂ sociated with a 
certificate of the cryptographic key such that the activation code can be de­
crypted by the point in the supply chain using a private key orche asymmet­
ric key pair associated with the certificate of the cryptographic key. 

2. The method according to claim 1, wherein the cryptograph­
ic key is generated in a key generator separate from the point in the supply 
chain. \ 

3. The method according to claim 1 or claim 2, wherein the 
verification centre encrypts the activation code with a public key of an 
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\ asymmetric key pair associated with a certificate of the cryptographic key 
such that the activation code can be decrypted by a code generator at the 
point in the supply chain using the private key of the asymmetric key pair as­
sociated with the certificate of the cryptographic key.. 

\ 4. The method according to any preceding claim, wherein the 
step of the point in the supply chain transmitting information relating to the 
received cryptographic key comprises sending information relating to the re­
ceived cryptognmhic key from the point in the supply chain to the verifica­
tion centre. \ 

5. Th^aiethod according to any preceding claim, wherein the 
( generated ID codes are not stored. 

6. The method according to any preceding claim, wherein the 
method is used for tax verification, the method further comprising: 

- reporting to a government authority the number of ID code 
marked on the manufactured itemsWid 

- the verification centre storing information connecting the ID 
codes marked on the manufactured iteirte to information specific to those 
manufactured items such that tax paid or^ved can be verified against the 
actual number of items manufactured. \ 

7. The method according to clainV 6 wherein the reporting is 
performed per shipment and per excise warehous^uch that tax paid or 

^ owed can be verified or calculated per shipment ancNcer excise warehouse.8. 
The method according to any preceding claim, whereiirohe method is used 
for tax verification, the method further comprising, beforVthe step of generat­
ing an ID code for each manufactured item, the step of \ 

- a government authority authorizing the point in the supply 
chain to generate a defined number of ID codes. \ 

9. The method according to claim 8, further comprisVg, be­
fore the step of the government authority authorizing the point in the supply 
chain to generate a defined number of ID codes, the step of \ 

- requesting the authorization from the government author^ 
ty. \ 
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V 10. The method according to claim 8 or claim 9, further com-
pVg 

\ - reporting to the government authority the number of ID 
codes marked on the manufactured items. 

\ 11. The method according to any preceding claim, wherein 
the method i^used for production volume verification, the method further 
comprising \ 

- reporting to a third party the number of ID codes marked on 
the manufactured items. 

12. The method according to any preceding claim, wherein 
the method is used for authenticating a selected manufactured item, the 
method further comprising: \ 

- a user transmitting the ID code marked on the selected 
manufactured item to the verification centre; 

- the verification centae deriving from the ID code the crypto­
graphic key and the dynamic key used\o generate the ID code; 

- the verification centre deriving from the cryptographic key 
and the dynamic key information relating todhe selected manufactured item; 
and \ 

- the verification centre transmit^ng at least some of the in­
formation relating to the selected manufactured itefri to the user. 

13. An apparatus for marking manufactured items, compris-
ing: \ 

- a key generator for generating a cryptographic key, the 
cryptographic key having an active state and an inactive state\ 

- at least one point in a supply chain for the manufactured 
items, the key generator being arranged to send the cryptographic Jtey, in the 
inactive state, to the point in the supply chain, wherein the point in toe sup­
ply chain is arranged to receive, in response to the point in the supply a^ain 
transmitting information relating to the received cryptographic key, an ac^ 
vation code for activating the cryptographic key, the activation code allowing 
the cryptographic key in the inactive state to be activated to form the crypto­
graphic key in the active state; 
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\ - a verification centre for verifying properties of the manufac­
tured items, the key generator being arranged to provide the cryptographic 
ke\in the active state and the activation code to the verification centre, 

\ wherein the verification centre is structured to provide the ac-
tivation^ode to the point in the supply chain by sending the activation code 
from the^rification centre to the point in the supply chain; 

\ - a code generator, at the point in the supply chain, for gener­
ating an identification (ID) code for each manufactured item, the ID code be­
ing derived from^he cryptographic key in the active state and a dynamic key 
generated for eaclrbatch of manufactured items, wherein the dynamic key for 
each batch of manufactured items is provided to the verification centre; 

- a marker at the point in the supply chain for marking each 
( manufactured item with the ID code; and 

- a counter for counting the number of ID codes marked on 
the manufactured items, \ 

characterized imtiiat the verification centre is structured to 
encrypt the activation code with aVublic key of an asymmetric key pair asso­
ciated with a certificate of the cryptographic key such that the activation code 
can be decrypted by the code generatotaising a private key of the asymmetric 
key pair associated with the certificate ome cryptographic key. 

14. A method suitable for taxNrarification and comprising: 
- generating a plurality of identification (ID) codes for the 

manufactured items; \ 
- by means of an apparatus of claim >3 marking each manu-

^ factured item with an ID code of the plurality of ID axles; 
- counting the actual number of ID code^of the plurality of 

ID codes marked on the manufactured items, wherein the ^ttual number of 
ID codes is the same as or less than the plurality of ID codes; \ 

- reporting to a government authority the actuaWiumber of 
ID codes marked on the manufactured items; and \ 

- storing information connecting the ID codes marked on the 
manufactured items to information specific to those manufactured items, 
such that tax paid or owed can be verified against the actual number of irems 
marked. \ 
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15. The method according to claim 14, further comprising, he­
re the step of generating a plurality of ID codes for the manufactured items: 

- requesting authorization from a government authority to 
te ID codes for the manufactured items; and 

- receiving authorization from the government authority to 
defined number of ID codes for the manufactured items. 
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CLAIMS 

1. A method of marking manufactured items, comprising: 
- providing a cryptographic key in an inactive state to a point 

in a supply chain for the manufactured items; 
- providing the cryptographic key in an active state and an ac­

tivation code for activating the cryptographic key in the inactive state to form 
the cryptographic key in the active state, to a verification centre; 

- providing the activation code to the point in the supply 
chain in response to the point in the supply chain transmitting information 
relating to the received cryptographic key, the activation code allowing the 
cryptographic key in the inactive state at the point in the supply chain to be 
activated to form the cryptographic key in the active state, 

wherein the step of providing the activation code to the point 
in the supply chain comprises sending the activation code from the verifica­
tion centre to the point in the supply chain; 

- generating, at the point in the supply chain, an identification 
(ID) code, for each manufactured item, the ID code being derived from the 
cryptographic key in the active state and a dynamic key generated for each 
batch of manufactured items; 

- providing the dynamic key for each batch of manufactured 
items to the verification centre; 

- marking each manufactured item with the ID code; and 
- counting the number of ID codes marked on the manufac­

tured items, 
characterized in that the verification centre encrypts the acti­

vation code with a public key of an asymmetric key pair associated with a 
certificate of the cryptographic key such that the activation code can be de­
crypted by the point in the supply chain using a private key of the asymmet­
ric key pair associated with the certificate of the cryptographic key. 

2. The method according to claim 1, wherein the cryptograph­
ic key is generated in a key generator separate from the point in the supply 
chain. 

3. The method according to claim 1 or claim 2, wherein the 
verification centre encrypts the activation code with a public key of an 
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asymmetric key pair associated with a certificate of the cryptographic key 
such that the activation code can be decrypted by a code generator at the 
point in the supply chain using the private key of the asymmetric key pair as­
sociated with the certificate of the cryptographic key.. 

4. The method according to any preceding claim, wherein the 
step of the point in the supply chain transmitting information relating to the 
received cryptographic key comprises sending information relating to the re­
ceived cryptographic key from the point in the supply chain to the verifica­
tion centre. 

5. The method according to any preceding claim, wherein the 
generated ID codes are not stored. 

6. The method according to any preceding claim, wherein the 
method is used for tax verification, the method further comprising: 

- reporting to a government authority the number of ID code 
marked on the manufactured items; and 

- the verification centre storing information connecting the ID 
codes marked on the manufactured items to information specific to those 
manufactured items such that tax paid or owed can be verified against the 
actual number of items manufactured. 

7. The method according to claim 6 wherein the reporting is 
performed per shipment and per excise warehouse such that tax paid or 
owed can be verified or calculated per shipment and per excise warehouse. 

8. The method according to any preceding claim, wherein the 
method is used for tax verification, the method further comprising, before the 
step of generating an ID code for each manufactured item, the step of 

- a government authority authorizing the point in the supply 
chain to generate a defined number of ID codes. 

9. The method according to claim 8, further comprising, be­
fore the step of the government authority authorizing the point in the supply 
chain to generate a defined number of ID codes, the step of 

- requesting the authorization from the government authori­
ty-
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10. The method according to claim 8 or claim 9, further com­
prising 

- reporting to the government authority the number of ID 
codes marked on the manufactured items. 

11. The method according to any preceding claim, wherein 
the method is used for production volume verification, the method further 
comprising 

- reporting to a third party the number of ID codes marked on 
the manufactured items. 

12. The method according to any preceding claim, wherein 
the method is used for authenticating a selected manufactured item, the 
method further comprising: 

- a user transmitting the ID code marked on the selected 
manufactured item to the verification centre; 

- the verification centre deriving from the ID code the crypto­
graphic key and the dynamic key used to generate the ID code; 

- the verification centre deriving from the cryptographic key 
and the dynamic key information relating to the selected manufactured item; 
and 

- the verification centre transmitting at least some of the in­
formation relating to the selected manufactured item to the user. 

13. An apparatus for marking manufactured items, compris­
ing: 

- a key generator for generating a cryptographic key, the 
cryptographic key having an active state and an inactive state; 

- at least one point in a supply chain for the manufactured 
items, the key generator being arranged to send the cryptographic key, in the 
inactive state, to the point in the supply chain, wherein the point in the sup­
ply chain is arranged to receive, in response to the point in the supply chain 
transmitting information relating to the received cryptographic key, an acti­
vation code for activating the cryptographic key, the activation code allowing 
the cryptographic key in the inactive state to be activated to form the crypto­
graphic key in the active state; 
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- a verification centre for verifying properties of the manufac­
tured items, the key generator being arranged to provide the cryptographic 
key in the active state and the activation code to the verification centre, 

wherein the verification centre is structured to provide the ac­
tivation code to the point in the supply chain by sending the activation code 
from the verification centre to the point in the supply chain; 

- a code generator, at the point in the supply chain, for gener­
ating an identification (ID) code for each manufactured item, the ID code be­
ing derived from the cryptographic key in the active state and a dynamic key 
generated for each batch of manufactured items, wherein the dynamic key for 
each batch of manufactured items is provided to the verification centre; 

- a marker at the point in the supply chain for marking each 
manufactured item with the ID code; and 

- a counter for counting the number of ID codes marked on 
the manufactured items, 

characterized in that the verification centre is structured to 
encrypt the activation code with a public key of an asymmetric key pair asso­
ciated with a certificate of the cryptographic key such that the activation code 
can be decrypted by the code generator using a private key of the asymmetric 
key pair associated with the certificate of the cryptographic key. 

14. A method suitable for tax verification and comprising: 
- generating a plurality of identification (ID) codes for the 

manufactured items; 
- by means of an apparatus of claim 13 marking each manu­

factured item with an ID code of the plurality of ID codes; 
- counting the actual number of ID codes of the plurality of 

ID codes marked on the manufactured items, wherein the actual number of 
ID codes is the same as or less than the plurality of ID codes; 

- reporting to a government authority the actual number of 
ID codes marked on the manufactured items; and 

- storing information connecting the ID codes marked on the 
manufactured items to information specific to those manufactured items, 
such that tax paid or owed can be verified against the actual number of items 
marked. 
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15. The method according to claim 14, further comprising, be­
fore the step of generating a plurality of ID codes for the manufactured items: 

- requesting authorization from a government authority to 
generate ID codes for the manufactured items; and 

- receiving authorization from the government authority to 
generate a defined number of ID codes for the manufactured items. 


