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appl i cat iwo oslogides the benefit of conmonly assigned U. S. PRTasosisaal
Application No. 60/373,135, filed April 17, 2002 and entitled "DETECTI NG
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Thi s application rel 2A2§QIOUSO CEMES TN ENTERPROSE WHINORKERI | Ci ous conput er
code. In particular, the application relates to detecting and countering
viruses and other nmalicious code in an enterprise conmputing environnment.
15 DESCRI PTI ON OF RELATED ART In the current age of information, conputers
and other information technology (IT) play a substantial role in the
operations of virtually all enterprises (for exanpl e, 20 corporate

entities, budgess RE £St SrnréarPop! i ¢ and gover nment
bodi es, depa?{f' rrent?ﬁ:%égenlg?%s ﬁ%ﬂ.” tres, ot erIr' d(?)llg)gam zations, etc.). In

many i nst ances, e pr at_J east art,_ of thelr ut er
net wor k a%d i nf or na |%n és@@ts %rgac%leaslsm atskg Il?eé?' o5 %fartcir%r%only

nmenbers, custoner h anlztlon n. or er ilitat
exchange of data 9}63{'| mg’f)rel{ loﬂaal npplication %8/£9§ 358 Fiteq

April 17, 2002 and entitled “DETECTING AND COUNTERING

MALICIOUS CODE IN ENTERPRISE NETWORKS”.

10 TECHNICAL FIELD

This application relates to computer viruses and other
malicious computer code. In particular, the-application
rélates‘ to detecting and countering wviruses and other
malicious code in an enterprise computing environment.

15
DESCRIPTION OF RELATED ART

In the current age of information, computers and other
information technology (IT) play a substantial role in the
operations of virtually all enterprises (for example,

20 corporate entities, businesses, firms, establishments, a
public and government bodies, departments, agencies,
charities, other organizations, etc.). 1In many instances,
enterprises open (at least a part of) their computer
network and information systems to access by suppliers,

25 partners, members, customers and other organizations, in
order to facilitate exchange of data and information. An

enterprise network may be configured as one or a



enterprise network may be configured as one or a WD 03/ 090426

PCT/ US03/ 11824 conbi nation of, for exanple, the following: a |local area
net wor k (WONp/09@26M de area network (WAN), an intranet, a PeTruSozlispti vate
network (VPN) via renote access, an internet or the Internet, etc. In
addition, enterprise 5 users often are provided with nodem or broadband
access to an external network. (and perhaps via their enterprise network)
to obtain data/information fromothers. Since an _enterprise network often
may provi decambopeticenwfr.onfrint examphek biendriléruisiosofa W@ ! s@éR2as
viruses, 10 Trojans, worns and other malicious conputer codes, is a

conti nuous artwomkr eddiMg threddet areanpetepskanddbheran chporents 8f the
enterprise information system Users in an enterprise conputing

envi r onment viiypuedl | praveteot ngkaoak t HEPNY) heViacohpUPER | 3CFRFECt e@lby
mal i ci ous code, unless 15 they are alerted, by the system to the |

i nfection. iTherefsr @r whea Ancerp@ter $%C ¢ he I&ntadpr @ enONEBHRERES s

hit by malicious code, the infection often quickly spreads across the
enterprise neEwerbft@no@h@rpﬂﬁﬁuﬁ%ﬁgﬂéﬁdm4§ﬂ%ﬁﬁrb@@@ﬂ%%%hé€§?sﬁntﬁbst

instances, the longer that a 20 nmalicious code infects a network
envi r onment ant hexberealdid¢twenk itnds perbpadi cete thelnf 8BEPERTEFEM t he

environment. Many types of conputer viruses are known to exist.
network) to obtain data/information from others.

Since an enterprise network often may provide an open

environment, attack by malicious software, such as viruses,

10 Trojans, worms and other malicious computer codes, is a

continuous and increasing threat to computers and other

components of the enterprise information system. Users in

an enterprise computing environment typically are not aware

that their computer is infected by malicious code, unless

15 they are alerted, by the system, to the infection.

Therefore, when a computer in the enterprise environment is

hit by malicious code, the infection often quickly spreads

across the enterprise network to other computers and

enterprise resources. In most instances, the longer that a

20 malicious code infects a network environment, the more

difficult it is to eradicate the infection £from the
environment.

Many types of computer viruses are known to exist.

Memory resident viruses typically attach themselves to

25 executable files, and become loaded into a computer’s

., N



Menory resident viruses typically attach thenselves to 25 executable
files, and becone | oaded into a conputer's -2 WD 03/090426 PCT/ US03/ 11824
menory wwo oBlgrdexecutable file is run. Once in nmenory, Pog/USIS/US2can t ake
over the conputer's operating system and thereby gain access to
restricted resources (such as security neasures). 5 Boot sector viruses
overwite a boot sector of a conputer's hard di sk, which contains code
that is executed when the systemis booted, with viral code so that the

virus is al waysndQadgeeh NtAct BRCANBYLEr 'S 1MEMY Yren bAge GOMRIERSryS.
booted (for exanple when the conputer is 10 started/re-started). Once in

the conputer'sdTepDrys EA8 LUKeUSHwRA0 %Clébﬂﬁpﬁ%ﬁag b?@%&@& L& Lamyter.
Some viruses hide and replicate thenselves in a conpute il e systen1

such as by lQﬁﬁftﬁﬁgrgﬁﬁegalaf%w%@gyf&ie§e§@§ﬂc@@d'EEESEEQerQ LRm isy run.
Some file 15 viruses may copy thensel ves into essential systemtiles,

thereby obtaifdng Acress.d@-HEptected resources and rendering thenselves
nore difficult to renove. Viruses of another type are witten in the macro

| anguage of speci fd&copRULSE PEOGEASE (FRIniXam! & wasd S%QtB;EOCSES'a“g
prograns, spreadsheet prograns, etc.), and are triggered when or exanpl e,

the program igflhe & HOGUERM sk, which contains code that is executed

when the system is booted, with viral code so that the
virus is always loaded into the computer’s memory when the
computer is booted (for example, when the computer is

10 started/re-started). Once in the computer’s memory, the
virus can quickly spread through the computer.

Some viruses hide and replicate themselves in a
éomputer’s file system, such as Dby infecting other
programs/files when an infected program is run. Some file

15 viruses may copy themselves into essential system files,
thereby obtaining access to protected resources and
rendering themselves more difficult to remove.

Viruses of another type are written in the macro
language of specific computer programs (for example, word

20 processing programs, spreadsheet programs, etc.), and are
triggered when, for example, the program is run, a document
is accessed through the program, or a user performs a
predetermined action, such as a particular keystroke or
menu choice, within the program.

25 Some viruses are polymorphic (for example, change
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is accessed through the program or a user perforns a predeterm ned
action, such as a particul ar keystroke or mnenu choice, within the program
25 Sone Wpuwsesn4a6 e pol ynorphic (for exanple, change -3 WOTARODOB2L6

PCT/ US03/ 11824 their signatures periodically), so that they can evade

si gnature scanni ng detection nmethods that scan for virus signatures.
Hybrid or nmultipartite viruses have characteristics of nore than one type
of malicious code. 5 Sone malicious codes have Trojan-|ike characteristics.

Troj ans oper a8, .Si & L3kt Pt heMa0gan.Narse ofl eapnd, tRY, RIH1eadhpg to

be sonething they are not. Typically, Trojans masquerade as useful or
anusi ng SOft%%{ﬁatW@el Sl n&ef\_féeeJroﬂrmgehbatsoLt%a%odsechgrhaﬁofxm&%,s on

the 10 target conputer under e privileges afforded to the user running

t he progranlsgggggwhéyten dg; i Ptrike thii5gfﬁpgenagmfﬁgégreﬁgbg, but

provi de a backdoor r ~ subsedquent, nore serious attacks. A wormis a piece

of sof tware Ligl-prapagates dsgldre INA0L0RS AWML oRfd en

wi t hout any human ‘intervention (such as opening a file, running a program

L e
Trojans operate, similar to the wooden horse of legend, by
pretending to be something they are not. Typically,
Trojans masquerade as useful or amusing software, while
carrying viral or malicious code that executes on the
10 target computer under the privilegesAafforded to the user
running the program. Trojans often do not strike the
hosting machine directly, but provide a backdoor for
subsequent, more serious attacks.
A worm is a pilece of software that propagates itself
15 across computer networks, often without any human
- intervention (such as opening a file, running a program,
etc.). Typically, it infects a network by exploiting bugs
or overlooked features in commonly used network software
running on the target computer.
20 Conventional security tools typically target known

malicious codes, but are handicapped, however, against the

ever-increasing stream of new viruses and other malicious

codes. Such security tools often are playing catch-up to
" the proliferation of new malicious codes. Most
25 conventional security tools need realignment or
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In view of the abundance, and ever-changing character,
of new sgecurity threats, proactive security tools, which
are 1in operation even before a security Dbreach has
occurred, are needed.

Proactive security includes recognizing a potential
threat. Most conventional security mechanisms rely on
detecting fixed, known viral signatures or frequently-used
techniques for attacking security deficiencies. Such
detection mechanisms use virus signature files and/or fixed
security policy rules. However, the signature files and/or
policy rules must appropriately be updated before new
malicious codes can be detected.

Conventional security measures typically treat
malicious code as an atomic execution module designed to
target a specific machine. However, as suggested above,
most malicious codes are designed to propagate from one
target machine to the next, and many malicious codes are
self-propagating. Since malicious code typically is not an

atomic unit, if a software virus has infiltrated into the



mal i ci ous codes can be detected. Conventional security measures typically
treat 20 malicious code as an atom c execution nodul e designed to target
a speci fiwomaohispe. However, as suggested above, nost nalPCEius0y1BReHdes are
designed to propagate fromone target machine to the next, and many
mal i ci ous codes are self-propagating. Since nmalicious code typically is
not an 25 atomc unit, if a software virus has infiltrated into the -5 WO
03/ 090426 PCT/ US03/11824 enterprise environnment, it should act simlarly

across seveldjt Jmehi Nies enlheteiene, | ocaldiduiy t hecdes frti oM Mechaismto
a single machine is insufficient. In addition, nost conventional security

tools have a RIACESHabhihdkenCy THEY LA | 0OWScHet 0¢hont9d &R ection
intervention against a malicious attack only after the  attack has

propagat ed suhstantiah | d hrough fdhe entiprise i £nvidREEMtienthi | e sgpe
enterprise security tools may synchronize 10 security policies across the

enterprise nefgork and/ oposeol | @Gtvald @t eedbagk; i hey g Notsyachroni ze
the data received fromthe client machines to nonitor |arge-scale client

behavi or, 5 whiggh, Las g5 a §!§€EHE[¥§0UV&§1&{ SEEWEWEY JdHQIURI ONcEOr ang

di agnosi ng | arge-scal € suspect behavior 15 across the network environnment.
intervention against a malicious attack only after the
attack has propagated substantially through the enterprise
environment.

While some enterprise security tools may synchronize

10 security policies across the enterprise network and/or
collect client feedback, they do not synchronize the data
received from the client machines to monitor large-scale
client behavior, which can be a useful source of security
information for diagnosing large-scale suspect behavior

15 across the network environment.

Preventing, blocking and isolating malicious attacks
are also part of a proactive security regimen.
Conventional blocking procedures typically rely on fixed
methodologies that provide limited immediate solutions for

20 a crisis situation. In addition, such measures, in a
network environment, usually rely on a fixed remote-
management protocol, which severely limits functionality if
an unanticipated attack requires action which the protocol
is incapable of performing.

25 Therefore, new, more flexible methodologies for



Preventing, blocking and isolating malicious attacks are also part of a
proactive security regimen. Conventional blocking procedures typically
rely on fweedooaseds hodol ogi es that provide |imted i nmedi areTdsbuiisens for
20 a crisis situation. In addition, such nmeasures, in a network
environment, usually rely on a fixed renote- managenent protocol, which
severely limts functionality if an unanticipated attack requires action
whi ch the protocol is incapable of perform ng. 25 Therefore, new, - nore

flexible methodol ooy sy Oknd- 60024080420 RCTIINHLLE24 s dulany | 10 and

countering new conputer viruses and malicious code are needed. -7

03/ 090426 PGHUSIRAIL8243e SIIVARY-dbe. present disclosure provides a system
for detecting and countering known and unknown nalicious code in an
enterprise network. In one enbodi nent, the systemincludes 5 a server and a
plurality of |ocal machines connected to the server through the enterprise
networ k. Each | ocal machine includes a pattern recognition processor which
nonitors |ocal operations to detect irregular |ocal behavior patterns and
generates an alert after an irregularity in



10 |l ocal behavior pattern is detected. The, server nonitors for and

anal yzes irregul ar behavior alerts fromthe plurality of |ocal machines.

I'f siml|awoaBestwse are received fromat |east a threshol dprodrises/118e4 | ocal
machi nes over a corresponding period of time, the server selects one 15 or
nore counterneasure operations based on the analysis of the irregular
behavi or alerts and conmunicates to the | ocal machines the selected

count ermeasure operations to be performed by the | ocal machines. The

di scl osure asgmempkovi des a nethod of detecting and 20 countering malicious
code in an enterprise network system having a server and a plurality of

llocal machines. |fpQng-cg8h0dhBAt oot R PRINRED NCIddRS( @brmaBitetin
| ocal operations atngg%h | ocal na%%ine:$%$detect irregularrlocal beﬁavior

patterns, angd, i foamhddragyl bty | Sngheidietaln 2habebavi,ar Radd erm i sn
detected at the local machine, -8 WD 03/090426 PCT/US03/11824 generating

an i1 equl ar Rebay} ke ahebliob koM {IChOGAlnodBiivIe i Wharedl Yariuand (b)

anal yzing at the server irregular behavior alerts fromthe | ocal machines,

and, if csimlar glerisgase,igegived &f ool leastimd Meshekdsdraurber of

| ocal machi nes over a correspondi ng period of tine, selecting one or nore

;logp{ o TeaSULEPRET ahi-gngnbasedeneR e sanakyshbskof Eheni nbedul anchehavi or

includes a pattern recognition processor which monitors
local operations to detect irregular local behavior
patterns and generates an alert after an irregularity in
10 local behavior pattern is detected. The server monitors
for and analyzes irregular Dbehavior alerts from the
plurality of local machines. If similar alerts are
received from at least a threshold number of local machines
over a corresponding period of time, the server selects one
15 or more countermeasure operations based on the analysis of
the irregular behavior alerts and communicates to the local
machines the selected countermeasure operations to be
performed by the local machines.
The disclosure also provides a method of detecting and
20 countering malicious code in an enterprise network system
having a server and a plurality of local machines. In one
embodiment, the method includes (a) monitoring local
operations at each local machine to detect irregular local
behavior patterns, and, 1f an irregularity in the 1local

25 behavior pattern i1is detected at the local machine,
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comuni cating the sel ected counterneasure operations to the |ocal

machi nes. -9 WD 03/ 090426 PCT/ US03/ 11824 BRI EF DESCRI PTI ON OF THE DRAW NGS
The feat wel3904ede present application can be nore readPCy/usnsiersss ood
fromthe follow ng detailed description wth reference to the acconpanying
drawi ngs wherein: 5 FIG 1A shows a bl ock diagram of a system for

detecting and countering malicious code in an enterprise network,
according to one enbodi nent of the present application; FIG 1B shows a

bl ock di agr asetratsygt ey doumadileg behavianotdberenifodimenheof lodel
present application, for detecting and countering malicious code in an
enterprise wathork, thl GheAsshows  a swhertht | anadyr=isent ati aheof setusteri ng
of | ocal machi nes, according to another enbodi ment of the 15 present

appl i cati on;iFregulsrshesvaoschéautscirepr ebentatabnmathinas ngand, Af
cluster of local machines in the enbodi nent corresponding to FIG 2A; and
FIG 3 showssimilaw chattof azenerdodioéd détrent i ag drehst20ac otimteshaobd
mal i ci ous code in an enterprise network, according to an enbodi nent of the
present &pplieabeéonofandcal machines over a corresponding period of

time, selecting one or more countermeasure operations based
on the analysis of the irregular behavior alerts and
communicating the selected countermeasure operations to the

local machines.



FIG 4 shows a block diagramof a systemfor detecting and countering
mal i ci ous code in an enterprise network, according to another enbodi nent
of the preeeat@pplication. -10 WO 03/090426 PCT/ US03/ 11824/USDETIAR4 ED
DESCRI PTI ON Thi s application provides tools, in the formof systens and
nmet hods, for detecting and countering known and unknown nmalicious code in
an enterprise network. Detection 5 of malicious code may be acconpli shed
through nonitoring for irregular operations enterprise-w de, which in sone
i nst ances nMEBRIEF aDESCRIPEIHONOORETHEUDREWDNESzed code being run. The tools
may be enbodied in one or nore conputer prograns stored on a conputer

readabl e medi um angé orFel@utreansit tiesd yradsen€OaPPL EFaRebWOIdarOhOt icFe
transm ssion medium The tools nmay be integrated, for exanple, with

enterprise neeagerpntingettvense EeonbtReefbelovyayddeseted @@@@f9$i§@§ to
enterprise-w de security. Enterprise 15 workstations/conputers (also

referred hergithasetéeeate fBCHhBEsCohyBhoahyydabRisyRl Wakkyigeonfigured
(such as nay be specified by enterprise policy). Mst enterprise users

use a similar colkreetionaofsi®pds andbikRke SiiBlgram Seft war esyysage habits.
Enterprise users are typically grouped into 20 |ogical collections, such as
serving the gar®ctungt aedaldduohtering malicious code in an enterprise
network, according to one embodiment of the present
application;
FIG. 1B shows a block diagram of a system, according
10 to another embodiment of the present application, for
detecting and countering malicious code in an enterprise
network;
FIG. 2A shows a schematic representation of clustering
of local machines, according to another embodiment of the
15 present application;
FIG. 2B shows a schematic representation of timing in
a cluster of local machines in the embodiment corresponding
to FIG. 2A; and
FIG. 3 shows a flow chart of a method of detecting and
20 countering malicious code in an enterprise network,
according to an embodiment of the present application; and
FIG. 4 shows a.block diagram of a system for detecting
and countering malicious code in an enterprise network,

according to another embodiment of the present application.
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(for exanple, Adm nistration, Marketing, Support, etc.) The |ogical
groupi ng renders themeven nore distinctly different fromeach ot her.
Bei ng di fweroango42€ach group can be self-tailored with a echfsesns2profil e,
to be trained 25 with a pattern recognition processor, as discussed bel ow.
-11 WO 03/090426 PCT/US03/11824 \When several workstations digress from
their normal path of execution, it may be inferred that sonething
irregular is occurring across the enterprise environnent. A system for

det ecti ng armETAILERrDESCREPTIONUS code 5 in an enterprise network,
according to one enbodinent, is shown in FIG 1A System 1l conprises a

server 3 and | ocathigacibpesct doh hipwgh &N Wil ,ar e nconnpect edrho she
server through network 5. Each |l ocal nmachine (2-1 through 2-N) includes a

pattern recogpitdd NMOCRSSISAILA. fINIPRdEMY thd ecoaifielial RhORESSAH
nonitors | ocal operations to detect irregular |ocal behavior patterns, and

generates anyak@bdn w1LEidls | ddRIUlarEdd YeridedRGHe BRtawhar pPBLteEpibs
detected. The server 3 nonitors for and anal yzes irregular behavior alerts

fromthesl ocef mBEALABSS( 2ddd ¥ IBe 2abomd ikhedl MH@fuR! hdisi B Ling
received fromat |east a threshold nunber of the | ocal nmchines over a

correspondi ngoPerredRflart | FBerhPEoser Lol c39AGS QR OTwADER in some
counternmeasure operations based on the analysis of the irregul ar behavi or
instances may be attributed to new, unrecognized code being
run. The tools may be embodied in one or more computer
programs stored on a computer readable medium and/or
10 transmitted via a computer network or other transmission
medium.

The tools may be integrated, for example, with
enterprise management software to more effectively detect
compromises to enterprise-wide security. Enterprise

15 workstations/computers (also referred herein as “local
machines”) typically are similarly configured (such as may
bé specified by enterprise policy). Most enterprise users
use a similar collection of tools and have similar software
usage habits. Enterprise users are typically grouped into

20 logical collections, such as serving the same functionality
(for example, Administration, Marketing( Support, etc.).
The logical grouping renders them even more distinctly
different from each other. Being different, each group can
be self-tailored with a different profile, to be trained

25 with a pattern recognition processor, as discussed below.
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alerts and communicates to the | ocal machines the selected 20
count ernmeasure operations to be perforned by the | ocal nmachines. Mlicious
code deplwgrmentosad unknown nature (that is, of which thePeTitsonoi8kfhown
signature or behavior pattern) in an enterprise environnent my be
detected through 25 pattern recognition technology (such as neural nets,
-12 WD 03/090426 PCT/ US03/11824 clustering techniques, decision tree
techni ques, etc.). For exanple, |local out-of-pattern behavior at-the | ocal
machi nes ar edlmani seveckhl comtkstmusdne atigrerdsodireal thedtr nshoal patkeryal s,
the results froma plurality of local 5 machi nes connected through the
enterprise netewnkiane isynelr orl Zederivedordaert tsoneadaigiy zerteafgenscas e
irregul ar behavior patterns. For exanple, the pattern recognition
processor mayccubnihgracabks tbhet betkopal sepenatragmeystem A signal 10
nmoni tor may be provided for maintaining a log of the local operating
systemcal |l s. Each bgeakmndohi detkurtiher amgy donlusde ray rmeamiEl owondddd core
including a network relay for comrunication wth the server. The irregular
behavi or sal ettt 45 &htegpruBicaketoikomaicheddics tmdtidetbsdignht heis
network relay to the server. Wiile detection of irregular behavior
shown in FIG. 1A. System 1 comprises a server 3 and local
machines 2-1 through 2-N which are connected to the server
through network 5. Each local machine (2-1 through 2-N)
includes a pattern recognition processor 2a. The pattern

10 recognition processor monitors local operations to detect
irregular local behavior patterns, and generates an alert
after an irregularity in local behavior pattern is
detected. The server 3 monitors for and analyzes irregular
behavior alerts from the local machines (2-1 through 2-N).

15 If similar alerts are received from at least a threshold
number of the local machines over a corresponding period of
time, the server selects one or more countermeasure
operations based on the analysis of the irregular behavior
alerts and communicates to the local machines the selected

20 countermeasure operations to be performed by the local
machines.

Malicious code deployment of unknown nature (that is,
of which there is no known signature or behavior pattern)

in an enterprise environment may Dbe detected through

25 pattern recognition technology (such as neural nets,
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at a local machine may trigger issuance of an alert to the network,
additional confirmation of irregular behavior nmay trigger interventional
nmeasur es WOredH4ehe enterprise 20 network. After detecti oRCofUSH®LISe4 ous
code is confirned, an abstract, the renote control core may be enployed to
pronptly depl oy changes, patches, or any possible action needed to handle
the threat at the |l ocal machines. Renote control instructions can be
received by the local machine 25 through the network relay. -13 WO

03/ 090426 PCI1WSO8titg24 edivel gyesd emdpry sfiont hered neleuth@ iguelsyst €tc mpnager .
The irregul ar behavior alerts are communicated fromthe plurality of |ocal
machi nes t hrbogh etdaenpdlayst Bocannager ofe patherservetavodhat sameer 1gayl be a
dedi cated system for nonitoring suspicious activity in the enterprise

net wor k. Themachiméer reeasunentoperatli ororEnUdiElydeca peidifdddasildy t et
enterprise-wde admnistration utilities, an instruction to the |ocal
machi nes to shottownteneradrs hotkel acadullds f Gachi ehapihiresiagsoed atedaw t h
the irregul ar behavior alerts, and/or a warning by e-nail to users. A
count er nBasun&chprest | eonaesvadi ceirshdly the senverphdskhenetweak naedi nes

may be identified by library nane and function call, or by utility nane.
synchronized, in order to recognize large scale irregular
behavior patterns.

For example, the pattern recognition processor may
monitor calls to the local operating system. A signal

10 monitor may be provided for maintaiﬁing a log of the local
operating system calls.

Each local machine further may include a remote
control core including a network relay for communication
with the server. The dirregular behavior alert is

15 communicated from the local machine through the network
relay to the server. While detection of irregular behavior
at a local machine may trigger issuance of an alert to the
network, additional confirmation of irregular behavior may
trigger interventioﬁal measures across the enterprise

20 network. After detection of malicious code is confirmed,
an abstract, the remote control core may be employed to
promptly deploy changes, patches, or any possible action
needed to handle the threat at the local machines. Remote
control instructions can be received by the local machine

25 through the network relay.
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15 A system for detecting and countering malicious code in an enterprise
network, according to a client-server paradigm is shown in FIG 1B. It
shoul d bewondesse®©od, however, that the tools of the pre®emtusappisecati on
are not limted to a client-server progranmm ng nodel, and may be 20
adapted for use in peer-to-peer systens, nessage passing systens, as well
as ot her programm ng nodels. System 10 conprises a server 14 and clients 12
on a plurality of local nmachines 11-1 through 11-N which are connected to
the server throughhaesywtémlbay Bachtlods einiciML s mAysteel ndeagepat t Eha
recogni tion processor 12a, and -14 WD 03/090426 PCT/ US03/11824 optionally
an operati ngisystebusi gbehavibirt onlk2isandire reymitmiceted| ose 126e The
client 12, including pattern recognition processor, signal nonitor and
remote contrplurgdiey oBylbead mavhuhes phogugh sher ellupted wanPyeertd
readabl e nmedi um on the corresponding | ocal machine (11-1 11-N) and/or
transmtted ¥vh& g@ego8puter network or other transm ssion nmediumto the
l ocal machine. For exanple, the client may be a conpact extension to an
operati ng system keenelervid T [(6d t &r deieeagait iy gpn0CRaS afioRbr oF idda
noni tors operations on the corresponding |ocal nmachine, such as calls to
| ocal operatiingpsysbem 13ctIhecpat tArnthe enterprise network. The
countermeasure operations may include a notification to
enterprise-wide administration utilities, an instruction to
the local machines to shutdown one or more local
10 functionalities associated with the irregular behavior
alerts, and/or a warning by e-mail to users. A
countermeasure operation communicated by the server to the
local machines may be identified by library name and
function call, or by utility name.
15 A system for detecting and countering malicious code
in an enterprise network, according to a client-server
paradigm, is shown in FIG. 1B. It should be understood,
however, that the tools of the present application are not
limited to a client-server programming model, and may be
20 adapted for use in peer-to-peer systems, message passing
systemg, as well as other programming models.
System 10 comprises a server 14 and clients 12 on a
plurality of local machines 11-1 through 11-N which are

connected to the server through network 15. Each client 12

25 may include a pattern recognition processor 12a, and
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recogni tion processor nmay enploy neural net and other artificial
intelligence technologies to detect irregular 15 behavior patterns within
the | ocalwomeipoaee For exanple, the nethodol ogi es may i n@CHAS0H11824

conmbi nati on of neural net, rule-based and state analysis techniques, such
as described in comonly-owned U S. Patents Nos. 5,796,942, 5,734, 796,
6,134,537, 6,212,509 and 6, 327,550, and commonl y-owned 20 pending U.S.
applications nos. 60/374,064 entitled "PROCESSI NG M XED NUMERI C AND/ OR

NON- NUVER! C DT #5ma1 60/ $#. 920: @0t id | St ATQUATES NebRALLAET2HOBE
GENERATI ON  AND MAI NTENANCE", 60/ 374,024 entitled "VI EWNG MULTI -

DI MENSI ONAL D Ae HBOLBHHI ERARCIHBEAL WheUALL AT O, , 1361684 8 4pfddern
entitled "METHOD AND APPARATUS FOR DI SCOVERI NG -15 WO 03/ 090426

PCT/ US03/ 11824 o&N0k Ubh ¢ SHIINGES Ml Nndn SYSFEMR a6 (et O 7dogintbl | ed
AUTOVATI C MODEL™ MAI NTENANCE THROUGH LOCAL NETS', and 60/ 373, 780 entitled

" USI NG NEURAL.MNETVEREE AR RATA M NNGpirotftiaeh 8t eredcaspoat esmpetern by

reference in 5 their entireties. The pattern recognition processor nay

moni tor lsocal..,hgRaNi Aedidhd &5 €08t LBYQUELYNER nePalRlA Itkdhime: cycl es,
wWith preferably no nore than a few mnutes in each tine. interval. At the

end of the tine intefvabnalBe Ratdeddl chQdetegt iONcPrPGEEEOmARIZ st he
behavi or pattern during

other transmission medium to the local machine. For
example, the client may be a compact extension to an
operating system keinel.

10 The pattern recognition processor 2a or 1l2a monitors
operations on the corresponding local machine, such as
calls to local operating system 13. The pattern
recognition processor may employ neural net and other
artificial intelligence technologies to detect irregular

15 behavior patterns within the local machine. For example,
the methodologies may include a combination of neural net,
rule-based and state analysis techniques, such as described
in commonly-owned U.S. Patents Nos. 5,796,942, 5,734,796,
6,134,537, 6,212,509 and 6,327,550, and commonly-owned

20 pending U.S. applications nos. 60/374,064 entitled
WPROCESSING MIXED NUMERIC AND/OR NON-NUMERIC DATA”,
60/374,020 entitled “AUTOMATIC NEURAL-NET MODEL GENERATION
AND MAINTENANCE”, 60/374,024 entitled “WIEWING MULTI-
DIMENSIONAIL DATA THROUGH HIERARCHICAL VISUALIZATION”,

25 60/374,041 entitled “METHOD AND APPARATUS FOR DISCOVERING

—15—



the interval, and if an irregular pattern is detected, transmts an alert
to the renote control core with the Ilatest findings. The anal ysis may al so
i ncl ude wongioglge@at i on of behavior pattern |ogged in precedirngovimses 15
intervals. In an enbodiment in which the pattern recognition processor
nonitors calls to the |ocal operating system 13, the signal nonitor 12b
may be provided for hooking into the operating systemon the |ocal

machi ne, to audit operating 20 systemcalls (for exanple, file -

i nput - out put EVORUWIIONARYN MHANBHP UL I THENTOK VS VBnageneny 378t 97) enthe1signal
moni tor nodule may be closely fused into the operating system for

exanpl e, as apuexhaNSICONMOOELheMRPRTBIAROESYBLRIUKS! NRdcaT, ThiEaWEh Suehy ties
to the operating system the signal 25 nonitor nodule nonitors and | ogs

operating sysbegunealiso - Lo ie 103 090A2EIPCTH LSRR, 11824woRRE VLY, DARACEN
or malicious. The pattern recognition processor 12a periodically analyzes

the log of operakicny wNSEBRMGR! | $ntorfetactaameidegular-pattains. 1The
pattern recognition processor may be trained or 5 adapted to detect other

i rregul arg angher ~mahirGiQYS @ viral behavior patterns. The irregular
behavi or patterns may "correspond to, for exanple, known or unknown

viruses, Troj ansHaOMB, t OfFn 0LBEHGARE | 65 0%seRI& il MHa e XAPR! Cor Wi bRa1
behavior pattern continuously or operate in time cycles,
with preferably no more than a few minutes in each time.
interval. At the end of the time interval, the pattern
10 detection processor analyzes the behavior pattern during
the interval, and if an irregular pattern is detected,
transmits an alert to the remote control core with the
latest findings. The analysis may also include
congideration of behavior pattern logged in preceding time
15 intervals.

In an embodiment in which the pattern recognition
processor monitors calls to the local operating system 135
the signal monitor 12b may be provided for hooking into the
opefating system on the local machine, to audit operating

20 sgystem calls (for example, file input-output, network
input-output, memory management, etc.). The signal monitor
module may be closely fused into the operating system, for
example, as an extension to the operating system kernel.
Through such ties to the operating system, the signal

25 monitor module monitors and logs operating system call



characteristics of nenory resident, file, and/or macro 10 viruses). The
pattern recognition processor may also be able to detect interna

mal i ci ouswopanatsee©ns such as negligent or directly of fen®CraSosieiset e
operations spanning several enterprise machines. The pattern recognition
processor may use, in addition 15 to pattern recognition technology, a
plurality of detection nethodol ogies, such as integrity checking (e.g.,
checksum or detecting a change to a.programs file size), polynorphic

code detecti %@tiivrﬂt%‘(,r UHndBuud 06t NEa1 { BPHLEOT | BE0h2EEe9S 0 LBk ed
systemresources), 20 statistic analysis, signature and/or heuristic

scanni ng, eifoctBHEXeP| AEY i %L Hal T8l !a?faQ%e%o%éje%cg§t B@nggfrating

nmet hodol ogi es are described in U S. application nos. 905,

09/ 905, 340, QY/HQ5, 33,1 DY DR 34k %%egﬁé AL 905, 343, al | filed
July 14, 200%8109/823,673, filed ZSEﬁéﬁch 30, fbo%%iand 60/ 334, 420, filed

Novenber 30, 20013The' ]ﬂam%/ Qggéﬁﬁlggﬁu?%c%%% n%fhbé)f t%’gkﬁgdi dr

i ncorporated herein by reference. e renofe control e 12c provides a

network rel aggzfRled _rt%_n%@tpatcitn%tlhgi’ahﬂf]@@&%3§?\§Hdi/8£% &00,d Q.1 Bzg_ral

server, and for ‘receiving instructions fromthe server tor reno

managenent of, i slacalmpL kst at | f*ﬂ%%rTB?rés{I%‘f oL I ate] I PLRLESFn T B Yay

i ncl ude an adm ni strative protoco
correspond to, for example, known or unknown viruses,

Trojans, wormg, or other malicious code (for example, with

characteristics of memory resident, file, and/or macro

10 viruses). The pattern recognition processor may also be

able to detect internal malicious operations 'such as

negligent or directly offensive “delete” operations
spanning several enterprise machines.

The pattern recognition processor may use, in addition

15 to pattern recognition technology, a plurality of detection

methodologies, such as integrity checking (e.g., checksum

or detecting a <change to a ©program’s file size),

polymorphic code detection, interrupt monitoring

(monitoring of access to restricted system resources),

20 statistic analysis, signature and/or heuristic scanning,

etc. Some exemplary virus/malicious code detection

methodologies are described in U.S. application nos.

09/905,342, 09/905,340, 09/905,533, 09/905,341, 09/905,532

and 09/905,343, all filed July 14, 2001, 09/823,673, filed

25 March 30, 2001, and 60/334,420, filed November 30, 2001,



| ocal security nmeasures. The |local protective (or interventional) security
measures may include, for exanple, blocking any access to selected files,
setting awQuatgmeé ne 10 on a suspect file to prevent copyiPog/ush3/1t8e4 suspect
file (to a server, another storage nedia, another domain, etc.),
preventing file transfer and/or other conmunications froma |ocal nmachine
to other machines, setting a quarantine on a particular user tolimt the
user's access to local and/or 15 enterprise resources (for exanple, the

file systen ea@ igH wrakH NfectRG Idr@t & helRi6f %;]yabcléﬁer%ﬁc%bs'[ ract

control mechanismis provided, which conplies wth the systeml's software

characteristics @i QMR ool e84 eIBat 5-0F 1 4be énﬁ%%!ﬁﬂ %%??"P{Efe g

the 20 operating system application software,” utilities, dynamc

|ibfaries,_eE%z),t&%n%%hE%%%gfhﬁcQEQQQ NG ARdRH iLpteryenti-anak s he
functionalities that may be invoked renotely. It is also preferred that

the contr ol @%&%&i,s@nd"%rb%:e@i% iWiﬁ%tﬂsorerfnptt%%glse}j{%r&%%g to

25 m nimze communi cati on overhead. Renote managenent may

03/ 0904265 PCHLSRY 1iiadofieil ODRRARY 16, SCLURL DY SBRCI T YhRD Lifore

operation to be executed (for exanple, rary nane an unction call,

utitity n?ﬂgcgpgér%{]:?%%{'o%_F 2 Gl 1ERE SR Ghnli s AR v BTERN Yor
local security measures. The local ©protective (or
interventional) security measures may include, for example,
blocking any access to selected files, setting a quarantine
10 on a suspect file to prevent copying of the suspect file
(to a server, another storage media, another domain, etc.),
preventing file transfer and/or other communications from a
local machine to other machines, setting a gquarantine on a
particular user to limit the user’s access to local and/or
15 enterprise resources (for example, the file system), curing
an infected file, etc.

Preferably, an abstract control mechanism is provided,
which complies with the system’s software characteristics
(for example, ‘any requirements of the installed code of the

20 operating system, application software, utilities, dynamic
linked libraries, etc.), to achieve the blocking and/or
interventional functionalities that wmay be invoked
remotely. It is also preferred that the control mechanism

not be bound by communication protocol, in order to

25 minimize communication overhead. Remote management may be



5 managenent core enabl es system supported operations to be specified
renotely. Thus, fixed protocol restrictions may be mnimzed at the renote
control cwoe3/0%426 ual | y any renote operation nay be speci fPcedsandis2carri ed
out, in order to shut down a security gap before 10 nore conventiona
security policies are deployed. For exanple, if alerts associated with
suspi cious operating systemcall to alimted access systemresource are
received by a server froma predeterm ned nunber (e.g., three) or nore of

the local maﬁgi_»g Smkl B Clt%%t %rer\;e&ethgf SELULEy Y roagdeast 19 eachpe

machi ne in ust er I nstruct rough Its renote control

core to () oRLOhEBt @J«gﬁs%{gﬁlgﬁ@e LAIgela] SYSLemLESRULeR Lo a1

speci fied tive peri od running in emulation no to |dent|fy t he

source (and Etﬂf&tgehgw, r d ng. 20 systx%@%ﬁaé ed%ifgnﬁhghghﬁe

period. By C usterrng severa ocal nac |nes over a area network

(LAN), cli en&%ﬁgég%l%%@g‘cﬁt%o%@%d d 2 useJ?y”Cfﬂé’”éB%tﬁé V‘ﬁéllﬁotg‘e or

nore cluster recursiv to transmt ow of

Bssts onabL 3 S5aEBRNE0L RIS LIV SR ien i (1SR SO0 A
machine. The, Lo¢al JBEOLOES JBY LERQSM flﬁe&%@&%@oﬁd I 6 naf el 1
be minimized at the remote control core.
Virtually any remote operation may be specified and
carried out, in order to shut down a security gap before
10 more conventional security policies are deployed. For
example, i1f alerts associated with suspicious operating
system call to a limited access system resource are
received by a server from a predetermined number (e.g.,
three) or more of the local machines in a cluster, the
15 server may broadcast to each machine in the cluster to
instruct the machine through its remote control core to (a)
prohibit access to the targeted system resource for a
specified time period, (b) while running in emulation mode
to identify the source (and other details) of operating
20 system calls during the time period.
By clustering several local machines over a local area
network (LAN), clients may be readily grouped into a
synchronized network. One or more cluster managers may be
recursively used to transmit the flow of questionable

25 Dbehavioral patterns to the server 14 (FIGS. 2A and 2B). A



latest findings as an alert to the cluster manager. A |ocal machine nay be
any of the known conputing 5 platfornms (for exanple, an |IBM conpatible or
Maci nt ostwopaisma@l conputer, a workstation, a handhel d cecpuaises/18e4
conputing device, other devices with an embedded processor and operating
system etc.) . The LAN may be conventionally cable-connected or wireless
(for exanple, conformng with 10 IEEE 802.11b standard). A dedicated
nmachine may serve as the server 14. By collecting enterprise-wde alerts,
the server islabjteed Onaf@gét Ohagl PRAlreTiSRINY Qs ACtb¥hiYmaIhe ser veg, Jray
use a rule-based nethodol ogy (and/or other artificial 15 |ntePI|gence for

det erm ni ng whﬁﬁﬂcaunﬂﬁﬁﬁﬁﬁ%uﬁetx@@@hﬂki%n%o%b§e%9eﬁes£§ﬁ§%hf%.5%‘ pocal
machi nes, and the counterneasures that are taken when certai n threshol d

of simlar derds: MEhdBess W .akol1&XanR nd f&@@éé’fﬁg&?&’&é@ke one or

nore of the 20 followi ng actions: notify enterprise-w er and

resource) admi ni sty atb@A1 UtkdddHilrRS, mbPr HRX Y €ort G nd eshLisgt I3 t%@}% or
resource access; issue a warning to all users by e-mail (or broadcas

exact 11ow of The maltcibue oot hrbugh t Ao merbr ke “ana % 2BBG0 5 bb0a26
PCT/ US03/ 1182/ rsonal computer, a workstation, a handheld computer or
computing device, other devices with an embedded processor
and operating system, etc.). The LAN may be conventionally
cable-connected or wireless (for example, conforming with
10 IEEE 802.11b standard).

A dedicated machine may serve as the server 14. By

collecting enterprise-wide alerts, the server is able to

monitor global suspicious activity. The server may use a
rule-based methodology (and/or other artificial
15 intelligence) for determining when countermeasure

operations are to be taken at the local machines, and the

countermeasures that are taken when a certain threshold of
similar alerts has been met.

For example, the server may take one or more of the

20 following actions: notify enterprise-wide (user and

resource) administration wutilities, for example, to

restrict user and/or resource access; issue a warning to

all wusers by e-mail (or broadcast); instruct each

(possibly) infected machines to shut down; pinpoint the

25 exact flow of the malicious code through the network; and
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provi de a quick solution of how to defend against the threat (for

i nstance, disabling a targeted software such as an e-mail programor a
wor d procwelBlgp4pé ogram or shutting down a certain TCP/ PPTs03/)182by
broadcasting to the clients 5 through their renote control core. A nethod
of detecting and countering malicious code in an enterprise network,
according to an enbodi nent of the present application, is described with
reference to FIGS. 1-3. The pattern recognition processor 2a or 12a of a

10 | ocal machipng; deors 1&yABRI tOr5,d 00al @PeEAL | @BS,aSHahy 83ga8@lds £Ret he
| ocal operating system "to detect irregular behavior patterns at the | ocal

machine (stepnsih). (ptiogelhoe, (s Sbinal dniil. t2homeyareoLaber abhe

operating system cal exanpl e l e 1 nput - output 15 calls, network

| nput - out put jfall g [epPs @gmn@gemr&%éécesﬂr@{ Jor¥grhe b@cghugagﬂgne to

mai ntain a Iog of 't operating system cal I'n "any event, if

pattern [ ecagp)!konepeoeaseop detssle) | e g it ke ltﬂ%%l;@ﬁ@év' or

pattern (step e processor generates an 20 1rregul ar behavior alert

(step SB%Q Eﬁfﬁ@5§r£h5§r gggggglgghggogrggkghe | ocal machine to the server

3 or t hr oug or exanple, a networ ay of the renote control core

126 2 vel] 28 ot oo shupiersPinescon fbontac froririe
The server MBY, Q%t%rprise network, according to an embodiment of the
present application, is described with reference to FIGS.
1-3. The pattern recognition processor 2a or l2a of a
10 local machine 2 or 11 monitors local operations, such as
calls to the local operating system, to detect irregular
behavior patterns at the local machine (step S831).
Optionally, the signal monitor 12b may register the
operating system calls (for example, file input-output
15 calls, network input—oﬁtput calls, memory management calls,
etc.) at the local machine to maintain a log of the local
operating system calls. In any event, 1if the pattern
recognition processor detects irregularity in the local
behavior pattern (step S32), the processor generates an
20 irregular behavior alert (step 833). The alert is
communicated from the local machine to the server 3 or 14
through, for example, a network relay of the remote control
core 12c, as well as optionally a cluster manager.

Meanwhile, the server analyzes irregular behavior alerts

25 from the local machines (step S34). The server may be a



-21 WD 03/090426 PCT/ US03/11824 dedicated systemallocated to the task of
nonitoring for suspicious activity in the enterprise network. If the
nunber ofweiogiop@Ees al erts exceeds a threshol d nunber over &CTasPs/espondi ng

time period

(for exanple, five alerts over 5 five mnutes, twelve alerts

over ten mnutes, etc.) [step S35], the server selects one or nore
counternmeasure operations according to the nature of the alerts and
comuni cates the counter neasure operations to the clients (step S36).

count er neas i
e npe e, gse

adm ni str at

The

BRY d1nddadeca tiP 9108 | £LERT LEN w1818 1Sz Wi de

an instruction to shut down one or nore | ocal

functionalit_i,@g%i@m{lgr,a%it\gg&b@ ?Iilgyt%'enaéllltéﬂ)f'f SnefR@rrCounter negsure

oper ati ons may

e 1dentif

I, etc. i ' j i
ol et Mafr ookl Yeky) 8t SELERG BROLCOUNL CLHROLRORANSIUOIOVE: o

mal i ci ous coO

rary nane ‘and function call, utility

€.g., viruses, worns, 1Irojans, scripts, or any

other Torm ol SolluBhes LT UahaMBe:lRq OPES, NEfakDi 010k 108T RASAIND Lhgy Power

of pattern
artificial i

t he enbodi ments described above,

recog I as neural net and other 20

ol'ogies (su

n{&éwﬂgﬁafzgé to gh%egxetrrt@%ae&r eQul Al SULMeleNAVEGEp ! N

ata can be synchronized across networked
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20

25

operations according to the mnature of the alerts and
communicates the counter measure operations to the clients
(step S36). The countermeasure operations may include a
notification to enterprise-wide administration utilities,
an inétruction to shut down one or more local
functionalities, and/or a warning by e-mail to users. The
countermeasure operations may be identified by library name
and function call, utility call, etc.

Proactively detecting and countering against unknown
malicious code (e.g., viruses, worms, Trojans, embedded
scripts, or any other form of software wvirus) may be
obtained through. harnessing the power of ©pattern
recognition methodologies (such as neural net and other
artificial intelligence) to closely track irregular system
behavior. In the embodiments described above, data can be
synchronized across networked enterprise workstations,
which may be clustered, to detect any widespread
irregularities that may indicate a new virus. If virus-

like irregularities are detected, an integrated, abstract



irregularities that may indicate a new virus. If virus 25 |ike
irregularities are detected, an integrated, abstract -22 WO 03/090426
PCT/ USO3/wW0324904e€ ot e- managenent core may be enpl oyed t oPp@riSos/msen-t he-
fly countermeasures to thwart the virus, as well as shield against its
further infestation. According to another enbodinent (FIG 4), data may be
5 collected fromlocal machines (42-1 through 42-N) and processed by a
pattern recognition processor 4la in a centralized |location (server 41).

ol | ection %mBEQTﬁéﬁé Gmeft %tra yah%ﬁ@ﬁ?¥%f$%1£99§é £B¥ni9ﬁ%ease

network tr a CI’ ease vl at e OV\BVEI’

using a sinpkfi HEE?&E%FHﬁOQ”EBQHE%EEE”t Eo%lgﬁggg%g by QQ“@E&%&?%G

client data cotl e |on I's preferre e server

enbodi nment s g gfﬁg t b?ﬁ?thﬁr dedicated station, a station having other
n ﬁso

functlonalltl s a my a Serveé as the enterprise nmonitor. In

addi tion, each &Qaegdlhgsweﬁﬁegggg; SBERURLK (3% be) br guided.vi ph the

functlons of the server Ions o0 cli erts

may be passeg.{pagkaged: oLy gl dyal )88 £ 225398, M gueyjaChyge to

t he next I e recelves a nessag containing a
nunber of alerts

rocéséedn%%flgyoggtgggns ec ngfHE&AOB% Egsggr 4la in a

centralized location (server 41). Collection and processing
of data in a centralized location may increase network
traffic. The increased traffic may be alleviated, however,

10 by using a simplified detection configuration (for example,
by downsizing client data collection).

Although it is preferred that the server in the
embodimentgs described above 1s a dedicated station, a
station having other functionalities and duties may also

15 serve as the enterprise monitor. In addition, each machine
in the enterprise network may be provided with the

" functions of the server, as well as functions of the
client. The alerts may be passed (packaged or
individually) as a message from one machine to the next.

20 When a machine receives a message containing a threshold
number of alerts, it may invoke the server functionalities

to analyze the aierts and broadcast the local machines an
instruction to perform one or more countermeasures
available through the local machines remote control core.

25 In addition, many other variations may be introduced



to anal yze the alerts and broadcast the | ocal machines an instruction to
perform one or nore counterneasures available through the |ocal machines
renot e cowoOreeloommes e. 25 In addition, many other vari ati on®CRAIBSE1824

i ntroduced -23 WD 03/090426 PCT/US03/11824 on the enbodi nents which are
exenplary, w thout departing fromthe spirit of the disclosure or fromthe
scope of the appended clains. Elenents and/or features of the different
illustrative enbodi nents may be conbined with each other 5 and/or

substi tut ed k f (jhﬁ£§§{T$ﬁ£$Lgh%gﬁ gggpgxgkaﬁgkﬁénwf%ﬁ6ﬁ%ﬂd%§% (}n%“n

appended cl ai nms. "For exanpl e, attern recogni processor ~nee

ber | mted tQuilet oid on,of 4 repailaraoperaing sy stem gal | S A il ™Y

be generated I every Secur and not every irregul ar

securi ty bre%g; erehl] o A8l e QL é‘eﬂ?d}ci%g‘%‘c 4 &1¢ ttg'fé. "l SENL

However, produces nmany nore false alarms. I'onal” variations nmay be

SEP et 10, LYKl 105, 91 LSRISEL . e s ona

nerein i neits, enir efy hy: £ 6 & N%e o548 HR.O3 990420 BT LSQ 11824, Ihau
disclosure and appended claims.

For example, the pattern recognition processor need
not be limited to detection of irregular operating system
calls. An alert may be generated for every security

10 Dbreach, and not for every irregular security breach. Such
a detection scheme is much easier to implement. However,
produces many more false alarms.

Additional variations may be apparent to one of
ordinary skill in the art from reading U.S. Provisional

15 Application No. 60/373,135, filed April 17, 2002, which is

incorporated herein in its entirety by reference.
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1. A systemfor detecting and countering malicious code in an enterprise
network, conprising: a server; and 5 a plurality of |ocal machines

connect edwD®3hE26er ver t hrough the enterprise network, @arhushdcwk4 machi ne
conprising a pattern recognition processor, the pattern recognition
processor nonitoring |local operations to detect irregular |ocal behavior
patterns, and generating an alert 10 after an irregularity in |ocal

behavi or pattern is detected, wherein the server nonitors for and anal yzes

irregular bghayi 9L %h%&hégf@%q‘the plurality of | ocal machines, and, if

simlar aler m at | east a threshold 15 nunber of |ocal
machi nes over a correspo g'n per.i.o f . time, the server.selects one or
Tor 6 count er measuré  cher AT SoBheaa CoTTERE. T vET S ET 1RE. T garar
behavi or alert.s and_co ni_ cat. to.the,local nmachines the selected
counterneasu?gdgpépaﬁpoﬁg 6% é%%ePFSWﬁgg’bfo &'F6¢a° 20 machines. 2. The
systemof claiml Q%%Q%in %g%'pattern recognition processor nonitors
calls to the | ocaf operag?ng system 25 -25 WO 03/090426 PCT/ US03/11824

5 a plurality of local machines connected to the server
through the enterprise network, each local machine
comprising a pattern recognition processor, the pattern
recognition processor monitoring local operations to detect
irregular local behavior patterns, and generating an alert

10 after an irregularity in local behavior pattern is
detected,

wherein the server monitors for and analyzes irregular

behavior alerts from the plurality of local machines, and,

if similar alerts are received from at least a threshold

15 number of local machines over a corresponding period of

time, the server selects one or more countermeasure

operations based on the analysis of the irregular behavior

alerts and communicates to the local machines the selected

countermeasure operations to be performed by the local

20 machines.

2. The system of c¢laim 1, wherein the pattern
recognition processor monitors calls to the local operating
system.

25



3. The systemof claim2, wherein each |ocal machine further conprises a
signal nonitor, and the signal nonitor maintains a |log of |ocal operating
system cawba3/0%0446 The system of claim 1, wherein each | oeal/usadhisae
further conprises a renote control core including a network relay for
communi cation with the server, the irregular behavior alert is

comuni cated fromthe | ocal nmachine through the network relay to the
server, and renote control .10 instructions are received by the | ocal

machi ne through the, n@hé“é&sﬁ@haMf élaimestQEQFEQB &5% h M dcd YT D8k ne
conprising a cluster manager, wherein the irregular behavior alerts are

15 COWWUHICatﬁ@rﬁﬁé@“é@ﬁp@iﬁé@'ét¥1§ﬁaioﬁ§$19@£h' a Eﬂéogﬁgnaihﬁoﬁiég er

manager to the server. 6. The system of claim1, ereln t Server is a

dedi cated sysh@mf HLnaoai 1%' DY SYSRI Chosa fLhyVEL YL LHE: 520 enterprise
network. 7. The system of claim 1, wherein the counterneasure operations

include a notification to enterprise-wide admnistration utilities. 25 -26
WO 03/ 090426 PCT/US03/11824 8. The systemof claim1l, wherein the

countermeasure operattRassi8ebrdsr ap1d Nt { UCHhOP-1Q Lhe,! psal: Rehifgs to

further comprises a remote control core including a network
relay for communication with the server, the irregular
behavior alert i1s communicated from the local machine
through the network relay to the server, and remote control
.10 instructions are received by the local machine through the

network relay.

5. The system of claim 1 further comprising a cluster
manager, wherein the irregular behavior alerts are
15 communicated from the plurality of local machines through

the cluster manager to the server.

6. The syétem of claim 1, wherein the server is a
dedicated system for monitoring suspicious activity in the

20 enterprise network.

7. The system of claim 1, wherein the countermeasure
operations include a notification to enterprise-wide
administration utilities.

25
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shutdown one or nore |local functionalities associated wwth the irregular
behavior alerts. 5 9. The systemof claim1l, wherein a counterneasure

oper at i orwomaemReat ed by the server to the | ocal machi ne®CTiGsod/dset i fi ed
by library name and function call. 10 10. The systemof claiml, wherein a
countermeasure operation communi cated by the server to the |ocal machi nes
is identified by utility name. 11. A nethod of detecting and countering
mal i cious 15 code in an enterprise network system having a server and a

plurality of |ocalgmacth@esys€eaPsf SéNgim PN 061890 ! el cORSF &Lhons, AL
each |l ocal machine to detect irregular | ocal behavi or patterns, and If an

irregul arity dgetdie: bosal nbehayi on ﬂ@ét’&?u@tiénd€ée€1t1§d1@éa]?qﬂécfﬁ’

machi ne, generating an irregular behavior alert fromthe |oca |ne to

the server; aoNehyzbRg &t hdfe SESVET fuﬁ@@i‘&ﬁ&l?@f@é"Qés@é%ﬁédf%% the
| ocal nachlnes and, if simlar alerts are received fromat [east a

t hreshol d ruugﬁg igrégmgﬁlw@gﬁﬁ§@§roygérgs25 correspondi ng period of tine,
sel ecting one or nore -27 WD 03/090426 PCT/US03/11824 counterneasure

operationg based on the analysis of the irregular behavior alerts and
comuni cating the sel ected

9. The system of claim 1, wherein a countermeasure
operation communicated by the server to the local machines

is identified by library name and function call.

10 10. The system of claim 1, wherein a countermeasure
operation communicated by the server to the local machines

is identified by utility name.

11. A method of detecting and countering malicious
15 code in an enterprise network system having a server and a
plurality of local machines, compriging:
monitoring local operations at each local machine to
detect irregular local behavior patterns, and, if an
irregularity in the local behavior pattern is detected at
20 the local machine, generating an irregular behavior alert
from the local machine to the server; and
analyzing at the server irregular behavior alerts from
the local machines, and, if similar alerts are received
from at least a threshold number of local machines over a

25 corresponding period of time, selecting one or more
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countermeasure operations to the | ocal machines. 5 12. The nethod of claim
11 further conprising nonitoring calls to the | ocal operating system 13.
The met howomB/ogl42é m 12 further conprising maintaining a Pag/usb3/itses | oca
operating systemcalls. 10 14. The nmethod of claim1l, wherein the

count ermeasure operations include a notification to enterprise-w de
admnistration utilities. 15 15. The nethod of claim 11, wherein the

count ernmeasure operations include an instruction to the 1ocal machines to

shut down one @fuMdeméHLE@ - E@@?&dﬂﬁﬂétbgéeQSQQPiéﬁgq&Méfyéﬂf LET &gul ar
behavior alerts. 20 16. The nethod of claim 11, wherein a-countérmeasure

operation comminigated Bunhbeoseruaided 1A LoGRLTACHIAgS cls dAanti ] ed

by library name and function ca 25 17. The et arm 17, erein a

count er meas ur&un 28 H3£ 999926, PLIALSO3/ éﬁész%QP%%ﬂlgﬂegpmmni cated by

the server to the local machines is identified by utility nanme. 18. A
system conprising: 5 a processor; and

5 12. The method of claim 11 further comprising

monitoring calls to the local operating system.

13. The method of claim 12 further comprising
maintaining a log of the local operating system calls.
10
14. The method of claim 11, wherein the
countermeasure operations include a notification to

enterprise-wide administration utilities.

15 15. The method of claim 11, wherein the
countermeasure operations include an instruction to the
local machines to shutdown one or more local
functionalities associated with the irregular behavior
alerts.

20

16. The method of claim 11, wherein a countermeasure
operation communicated by the server to the local machines

is identified by library name and function call.

25 17. The method of claim 11, wherein a countermeasure



a program storage device readable by the system tangibly enbodying a
program of instructions executable by the nachine to performthe nethod of
clai m 11.wo®30%42A program storage devi ce readabl e by a nechiuse3/118eengi bl y
enbodyi ng a program of instructions executable by the machine to perform
the method of claim11. 20. A conputer data signal enbodied in a

transm ssion 15 nedi um whi ch enbodi es instructions executabl e by a
conputer to performthe nethod of claim1l. -29

operation communicated by the server to the local machines

ig identified by utility name.

18. A system comprising:
5 a processor; and
a program storage device readable by the system,
taﬁgibly embodying a program of instructions executable by

the machine to perform the method of claim 11.

10 19. A program storage device readable by a machine,
tangibly embodying a program of instructions executable by

the machine to perform the method of claim 11.
20. A computer data signal embodied in a transmigsion

15 medium which embodies instructions executable by a computer

to perform the method of claim 11.



