1742

wmwm
ON0)

0
wo
<0
o
oo
®
=0

o
0

A

00

4

FIG. 1



2/42

)

WEB APPLICATION
SERYER SERVER
-97- 13-
DOCUMENT
SERYER
-10-
/‘ E——
= )| | e
\ -601-

NETPAGE
RELAY

-44-




3/42

REG 1D
SERVER SERVER

10 10
™~ 4
DOC DOC
8- SERVER SERYER —8
-44-

MANUFACTURER
SERVER

14

APP
SERVER

5

FIG. 5



120!

‘o

S80S

FIG. 6



5/42

@ ‘ eoessooe '

®
®® ceccscsccces

AN e00000CGOOOIEOE

: eeo00ese0OOOO
G o000 0e00e00OOOO
........ (A , o000 00COOOIOOS
X3 resslniiiies
TN X

FIC. &

10

11

00

o1

FIG. 9



6/42

00 10 00 10 00 10
01 1 01 1 ot i
00 10 00 10 (0/0] 10
01 1 01 1 01 1
‘ AO g Al E ‘

Ll 8loo| Blao| 8

s |Aaz| R |az] 8 | A4

| || S22

Qlas| 8 |ae| Q| A7
o""""@
7lelsl4|3|2]1]0

dund dat

lggoﬂing%% coordinates |
19 data bits 0

FIG. 12




7/42

6 7
FIG. 15
00| B
3 1!
FIG. 14
oo | Blo|l B || B
g 1 S 1) a3 n
ool B loo|l Bl B
g [ 3 1) S 1




8/42

d

R3

@ ~ @

FIG. 16

A2 AD
A4 ADS AG

A7 AS

A9 A0

‘ All A2 .

FIG. 17




9/42

co . c4 .
iR 3 5| T 9
8 21 |2 |8 S |ualce
¥i3| 3| & S| |oa|cr 9
R SE 9 3 | 63
213 -
O 10— ®
ol 2 c1z| 2 9
2 iajco| | & Q| ea|c4
oa|cn| R g - = 5
8 ¥ |4 R SR
. 3 . o3

FIG. 1&



10/42

Ro|AO|cO| Al mmwgw.
rla ||| 3lal |32 8
I |a4| 2las|c2lre| T | B| Rluajce| B
AT|walca| R (A8 Q| Sloafc7| 3| &S
0| R |Ao| Rlaa|ao| IR | 3| B|ea|
‘ All | z1a | At2 | 2 Z|ea| |
Ri|Q|ce|2 ‘ R2 |zwv|C12| uy ‘
zi(co| Q|2 | B|ow|cz| 2 |ev| F| B
Q12|92 |malco| 2 |R|ev| I |||y
Qloa|cn|R | 2| R|ov|aajav|E || R
Qln |3 R|aalZ |2 |R|ev|8|1=|ev
Qlva| T | v | 03| ov | oY

FIG. 19

10

1

12

data
coordinates

redundan
coordinatg%

data bits

27

FIG. 20



11/42

]
/ 3
QN
4
’ AY
‘@ @ 23
AY 4
\ ¢
\\g’/ 0
v
" 28

FIG. 22



12/42

FIG. 24



13/42

FIG. 25

FIG. 26



14/42

FIG. 27

C YOV
%

N\ SN 77T
Q) <@

FIG. 25



&

T

0

N
>

FIG. 50



16/42

FIG. 31



17142

4‘/55

Vo4 (1 - N3/2)s

FIC. 55

A



18/42

l=—] 1Ad = (1V3)d

1A = (2/3)d
1 10 o & 6 5 4 3 (0]
dund dat
Coordinates | coordinates B
27 data bite 0

FIG. 35



19/42




20/42




21/42




22/42

FIG. 41



ID range
ftem key pair
item ID (X) start ID
end ID
0,1 0.1\
secret publickey |* _ _ | :
signature signature key pair
secret (Z) padding (P) public key (K)
signature (S) private key (L)

FIG. 45




24/42

MANUFACTURERl — ™ A”Tﬁ%",} ICA-
SERVER(S) A
~

STORE
SERVER(S)
B G
SERVICE
TERMINAL PRODUCT ITEM
A
SCANNER

FIG. 44




25/42

OPERATOR | [ srore MANUFAC-
SCANNER || “SERVICE SR TURER
TERMINAL SERVER
| | |
SCANNER 1D, | | |
TAG DATA | | |
1 | |
ISCANNER. ID, | ‘
ITERMINAL 1D, | l
|SCANNER : |
\LOCATION, >
\TAG DATA | [RETAILER DETALS,
| TERMINAL 13,
SCANNER 1D,
| TAG DATA, |
| SCANNER LOCATION
| |
] i
-
| TERMINAL ID,
' SCANNER D]
| OBJECT 1D
AUTH. RESULT,
é‘— OBJECT STATUS
“B5CANNER 1D, !
OBJECT ID, '
AUTH. RESULT, '
OBJECT STATUS
OPERATOR
SCANNER SERVICE |- STORE
TERMINAL SERVER
(N, |
SCANNER ID, ;T] |
MULTIPLE TAGS DATA | -
ISCANNER D,
MULTIPLE TAGS DATA

:SCANNER LOCATION




MANUFACTURER

SERVER(S)

)

HYPERLABEL
SERVER(S)

NETPAGE
BASE STATION

26/42

A\)

N

FIG. 47

AUTHENTICA-
TION
SERVER




27142

LABEL CATION DISPLAY
PEN SERVER SERVER SERVER DEVICE
Lt]————-ej I | |
PEN D, | ‘ '
TAG DATA 11 l |
SCANNER 1D, : :
EACAN%TA = |
OCATION | |2KANDER, ID- 1
SCANNER |
LOCATION |
|
" SCANNER [D, :
OBJECT ED
AUTH. RESULT, l
OBJECT STATUS |
|
= |
SCANNER 1D, |
OBJECT ID, |
AUTH. RESULT,
OBJECT STATUS '
]
|
|
= |
AUTH. R
OBJECT 6TATU S

FIG. 45




28/42

HYPERLABEL
TAG

Y

TAG TYPE

0
OBJECT ID POSITION
SIGNATURE
FRAGMENT
FRAGMENT
NUMBER

FIG. 49




29/42

EPC

OBJECT ID

AN

ITEM ID

Q

urc

———-I > PRODUCT ID

SERIAL
NUMBER

Y

MANUFACTURER
NUMBER

DUCT

PRO
CLASS NUMBER

FIG. 50




30/42

OBJECT ID
AN

NOTE ID

SERIAL
NOTE DATA NUMBER

CURRENCY

ISSUE COUNTRY

DENOMINATION
E SIDE

NOTE S!
OTHER INFO

FIG. B1

OBJECT ID
AN

EPC -——{> PHARMA. ID
Q

NDC  |—] PRODUCTID FERIAL

MANUFACTURER PRODUCT
NUMBER CLASS NUMBER:

FIG. B2




31/42

MANU- OWNING
FACTURER ENTITY
MANUFACTR ID ENTITY ID
DETAILS DETAILS
OWNS
* ‘ *
x|  PRODUCT OBJECT
CLASS OWNERSHIP
PRODUCT ID START TIME
DETAILS END TIME
* | OWNS
*
PRODUCT
ITEM "—‘D OBJECT
ITEM ID OBJECT ID
DETAILS DETAILS
AN
PRODUCT
RePE CONTAINER
PROD TYPE ID HOLDS
DETAILS
*
OBJECT
LOCATION
START TIME
END TIME
*| HOLDS

FIG. 55

——————————————

1
¥
—  USER !



32/42

--------------

OBJECT
SCANNING
HISTORY

OBJECT ID

*®

OBJECT Ol OBJECT

SCANNING OWNER
EVENT DETAILS

SCANNER D
0BJ. STATUS
TIME

—
o
O
>
=
)
z

FIG. 54



33/42

FIXED
SCANNER
SCANNER  K——
MOBILE
SCANNER 1D
NETWORK SCANNER
ADDRESS
OWNER INFO
STATUS T
Ol NETPAGE
: PEN ;
cwreenr| | T
x|
| O} PUBLIC KEY 1
i Lis ;
LOCATION oo
COCATION ___.__&Li VALID D i
DETAILS | RANGE LIST |
o bbb
O} OBJECTID 1
i HOTLIST !
*f"'béﬁéb'r"":
' 5CANNING |
. HISTORY

—————————————

FIG. 55



34/42

_____________

! 1
'MANUFACTURER: *| OBJECT ID
l R: HOT LIST

_____________

LIST ID
UPDATED TIME

*

SUSPECT
OBJECT ID

OBJECT ID
DATE
TIME

STATUS
OTHER INFO

FIG. 56

_____________

! 1
'MANUFACTURER; YALID 1D
: R’. RANGE LIST

____________

*

VALID
OBJECT D
RANGE

UPDATE TIME

END
OBJECT ID

FIG. 57



35/42

—————————————

t H
MANUFACTURER! PUBLIC KEY
' E« LisT

*

VALID
OBJECT ID
RANGE

START
OBJECT ID
END
OBJECT ID
PUBLIC KEY

UPDATE TIME

FIG. B&



————————————

- e wn e e e e =

TR
AUTHENTICATOR

USTED

AUTHENTICA-
TOR ID

NAME

DETAILS

*

*

RET

SEC
SIGNATURE

PUBLIC-KEY
SIGNATURE

- - o o

KEY PAIR

OBJECT ID
SECRET

0.l

OBJECT D
PADDING
SIGNATURE

PUBLIC KEY
PRIVATE KEY

ON!

*

Q
N
[l
m
3

ID RANGE
KEY PAIR

| *

START 1D
END ID

FIG. 59



37/42

TRUSTED AUTHENTICATOR

! IDRANGE 1 ' OBJECT

t KEY PAR ! ' SIGNATURE !

MANUFACTURER / CENTRAL SERVER
' PUBLICKEY i OBJECTID
| LIST 1 HOTLIST | p--m-mmmmee- -
oI PtttTTTTTTTTTT OBJECT
t 1t OBJECT P b J
! VALDID 1o .
SCANNING |
} RANGELIST 11 "HISTORY __:
re— - - - —--"-"-" - - = |
| Pommommmmmoes b i
| { PUBLICKEY 1 |
| LIST v
| b = J | Fr—_———— = = ]
| o ———— : | | remm e ——-— u |
| 1 YALIDID | P Eo
| RANGELST i 11 1 OBJECTID &
1 e 1 | e : |
N o ! I |
I v OBJECTID | | pmmmm e - [
I+ HotusT || | 1 HYPERLABEL i |
: bommm e : : | TAG v
|1 OBJECT 1 : toommmTTTTTTT ) :
|1 SCANNING |
Do HISTORY 1 : I OBJECT _}
e o om Em mm v v v we o ma ww we of L- __________

| |
| SCANNER l
L oo s e e o e e - — o

HYPERLABEL SYSTEM

FIG. 60



38/42

LAYOUT ID
PARTIAL
EPC O
LAYOUT
UPC PRODUCT ID LUt
MANUEACTURER PRODUCT
NUMBER CLASS NUMBER
HYPERLABEL
TAG
oy
TAG TYPE LAYOUT ID POSITION

FIG. 62




39/42

product reader name product
item device service service
) \ H i
- - ! 1
item ID, d.sig. | | item 1D '
” 1
service ID :

<

[service [D], item 1D, d.sig.

FIGC. 63

auth. result

product reader name product certificate
item device service service authority
| i i | i
E}* ! Lt i 1
item ID, d.sig. | | item ID ] X X
& [} ]
service ID ! : :
!
[service ID], iter ID, d.sig. E
|
signed autlh. resuit, man. ID :
1
man. D " '
t
CAID :
[CA ID], man. ID ]
certificate

FIG. 64




40/42

M
QP
authentic
Acme Helaphron
by
Acme Pharma
made
20 Aug 2005
sold
15 Sep 2005

N _/
FIG. 65

product reader name roduct
.. - 3 p 3
item device service service
' | i
1 I
0

ftom ID, d.sig. '] | item ID

service ID

[service ID], event, item ID, d.sig.|

(auth. result)

FIG. 66




41/42

FIG. 67

FIC. 65



42/42

FIG. ©9

|~ 200

220

FIG. 70



