- Portable data storage nmediumw th access protection by key subdivision The
‘invention relates to a data storage nediumwhich 5 has a sq

chip in which secret data is stored and is processed. Dat ajﬂl%’ﬂ%@ﬂ%{"a
“which contain a chip are used in a |large nunber of differen ns,
for exanple in 10 order to carry out financial transactions, for"'¥aYnment

for goods or sgL¥hees. dQEaaét%E}a'?_@eﬁkbfiiu%WiQ@l RARss o il 19
access checks:

protected against access by unalf¥hriFRHYh$Iparties is 15 general ly
processed within the chip of the data storage nedium This protection is
ensured inter_alia by the fact that the internal structures of“&re chip
have very smafl HHEHsTPhs T8RS BRcBss ?%atﬁéé)gagterdﬁ?‘gjr‘é@ ¥ t he
aimof exjrabnbisng Gad oidiitticx bgiing 20 ywhdclkessedren thesae ist ruonedes i s
very difficult.. l.Ln _order to nmake access even harder, the chip can be
enbedded in Sngeﬁﬁ LECGFES %%dhering conpound whose forced renpoval results
in the sem conductor wafer being destroyed, or at least in the secret data
stored 10 0220 ML L yhich! MM A 20cROBS NS (ORI OHI de  the
sem conduct of “waf er Wi th a protective l"ayer during Tts production process,
whi ch cannot lb&gee fovdrenn @ hodi £ Le8SRE o PORY 1ARE 198Y .c ofeitic EBAMRARe i 30

Wth apprepr balert echni£aly egyit PrsRhncwailch agdieddedlys, | §09X|Ed'a§/'ﬁ%|rﬂ: _
expensive but is neverthel'ess in principle available, 1t wuld be possible

for an attack@F t¥OExkpe%e IHiFRer nQF AT uefurtihecahipr Hrdo

for controlling access checks. In all these

’ applications, secret data which must be protected
against access by unauthorized third parties 1is

15 generally processed within the chip of the data storage
medium. This protection is ensured inter alia by the
fact that the internal structures of the chip have very
small dimensions so that access to these structures
with the aim of extracting data which is being

20 processed in these structures is very difficult. In
order to make access even harder, the chip can be
embedded in a very securely adhering compound whose
forced removal results in the semiconductor wafer being
destroyed, or at least in the secret data stored in it

25 being erased. It is likewise also possible to provide
the semiconductor wafer with a protective layer during

its production process, which cannot be removed without

destroying the semiconductor wafer.

30 With appropriate technical equipment, which admittedly
is extremely expensive but is nevertheless in principle
available, it would be possible for an attacker to
expose the internal structure of the chip, and to
investigate it. The internal structure of the chip

35 could be exposed, for example, by means of special
etching methods or by means of a suitable grinding
process. The structures of the chip exposed in this
way, such as interconnects, could be made contact with

using microprobes or could be investigated using other

T
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.investigate it. The internal structure of the chip 35 could be exposed, for
exanpl e, by neans of special etching nethods or by neans of a suitable
grinding process. The structures of the chip exposed in this way, such as
“interconnects, could be nmade contact w tsh - using m croprobes or could be

i nvestigated using other nethods in order to determ ne the signal

~waveforns inp.tRE8s St UStddLStol el ddhetnbe spassiiblatof themph to
use the detected S|gnals to determ ne sec ata fromthe da%a stgrage
n

et
medi um suchtB8S8e&FELCkEYES i 5 WR FBels @St RESE ¥ nkhi ParsFP
purposes. |tryoulst thkewWesRdRedossihhest et detpiminedalddisstat dhya
i nfluence thg S|gn%% @?veforns in the exposed .structures viga the
nt

ni cr opr obes. TIBRE 2 £ GFPRAPFOFETEY hGtiChalB BESERT KASHR' whrch
allow the Sﬁ@fdérdabauéd1¢Hé§écﬁbarmhhép&éamébnk@mrpqse$e dedwoeddby
measuring the,current consunptio r the LM for_ the - i rocess
(Paul C. Kocﬁég?Wls?inﬁﬁb agggéﬁgl n f%%le%%g%%?Fonté% dggﬁgé¥ﬁékgggg, 15
RSA, DSS, aniinflhenc8ystens”, Spraljer wéerdqymn9s;in WOthe/ 3588RPsedne
S|nple_attac%tgﬁcgﬂkgst¥9§ %getﬁgcgggggbgﬁPomer Anal ysis" (SPA). In this
anal ysi s nmet hod, By way 0 exanpl e, a known nessage Mis subjected to
encryption wusing a secret key d, that is to say the encrypted text Y = M

mod n isd or fBdenPUyi NG e JTAHHAT mEXPODENHhSEI B JHREESSowa SHdaH Ng
operation is carried out with the internedi ate re;gét and g g;ltiglication

25 operati onal-$O¥aFPredesEe twidatav iffP MAre 5 1S BECER Boné&ft d,
while only apsquecuR@dONsf ahéOsuring thbe cuttentediaismpsidn 68 caeri ed
out if there is.a .
. timing for the encryption process (Paul C. Kocher,
“Timing attacks on implementation of Diffie-Hellman,
15 RSA, DSS, and other Systems”, Springer Verlag 1998;

WO 99/35782).

One simple attack of this type is the "“Simple Power
Analysis” (SPA). In this analysis method, by way of
20 example, a known message M is subjected to encryption
using a secret key d, that is to say the encrypted text
Y = M® mod n is formed. During the modular
exponentiation process, a squaring operation is carried
out with the intermediate result and a multiplication
25 operation is carried out with M if there is a “1” in
the exponent d, while only a squaring operation with
the intermediate result is carried out if there is a
“0” 4in d. If M is known, the message M can be
identified by observing the current and/or timing
30 during the operations. Since this message is always
used if a “1” is present in d, the key can be deduced

without any problems.

This attack can easily be countered simply by making
35 changes in the message M or in the key d. Further
analysis methods are known from Paul C. Kocher, "“Timing
Attacks on implementation of Diffie~Hellman, RSA, DSS,
and other Systems”, Springer Verlag 1998 and from the
international patent application WO 99/35782, in which



+"Q" in d. If Mis known, the nessage Mcan be identified by observing the
current and/or timng 30 during the operations. Since this nessage is

always wused if a "1" is present in d, the key can be deduced wi thout any
‘problens. This attack can easily be coungered sinply by making 35 changes
in the nessage M-or in the key d. Further analysis nethods are known from

Paul C. Kochethe "Hi{i Bn Al afdu i | spbament aton,of D& T be- Held _RSA,
DSS, and other Systens”, Springer Verlag 1998 and fromthe international

pat ent appl i dat iAW 89/ 3578, i Whi ERVt FEuAsP ket by degseadiageeif the

nmessage or therkfy mihbd®dbf i Reasthahehs tQrsay ser amilced.cHy Hecpsging a
| ar ge nunber _of neasurenent curves in which the.current  response of the
i ntegrated cifCHIGS nggsurg%eS CSFAET | af1B6WRT AnkPysiRATEEN or
H gher O 8ler ("DRAferSmtcall e@owExpomealy8isndi (PAhasrberhgheopamedeas a
security rrea%HAg, in which the secret key d was not 10 used directly.
Firstly, instead of the secret key d, d+r*(D can be used for the
encryption process, where r is a randomnunber and (D is the Euler PH

function. Spegifigcally, «B.=.R%q. 151 t he, RRA _al |t er and q are
prime nurrberg%I adr?g%heléyhcegf:{ng?%PS@](%%&gw?%5’ t%%é%u%goq\ﬁseeocfe%s M nod
n = Mi+r*0 ns@aridy amgppieeentin andéshnueber sedrsetuskdyf ot wash not

cal cul ati@n, uded Hily@Rass} bl e to deduce the key d, even 20 if a large
nunber of series of analysis processes are carried out. Alternatively, the
secret key d can be broken down into dl*d2 nod O, so that, for the

encryption prdeessy, instead of the secret key d, d+r*® can be used
’ for the encryption process, where r is a random number
and ® is the Euler PHI function. Specifically, n = p*qg
15 for the RSA algorithm, where p and g are prime numbers
and hence @ = (p-1)*(g-1l). Using the Fuler theorem:

M mod n = M¥*® mod n.
If a different random number r is used for each
calculation, it is impossible to deduce the key d, even
20 if a large number of series of analysis processes are

carried out.

Alternatively, the secret key d can be broken down into
dl*d2 mod ®, so that, for the encryption process,
25 Y = MSUdmod® pod n o= (M mod n.

The disadvantage of this protection option is, however,
that the prime numbers p and g or ® are normally not

stored on a smart card, owing to lack of memory space.

30
The secret key d can also be broken down into a sum of
dl and d2. Then, d = dl1 + d2 and, for the encryption
process:
Y =M modn =M * M2 modn = (M mod n * M? mod n)mod n.
35

In order to obtain a sufficiently high security level,
a new random dl/d2 pair must be chosen for each
calculation for Dbreaking down the exponent into
d =dl + d2 or 4 = d1*d2 mod ®. Since the production of



25 y = Ml1 *d2nmodc nod n = (MdIl) d2 nod n. The di sadvantage of this
protection option is, however, that the prinme nunbers p and q or c are
normally not stored on a smart card, owing to |lack of nenory space. 30 The
‘secret key d can also be broken down intg a sumof dl and d2. Then, d = dl
+ d2 and, for the encryption process: Y = Mli+d2 nod n = MIl * MI2 nod n =

(Ml nod n * M2 ) rder obtain a_sufficient]y, high
security |evel, daﬂpﬁ%%gﬁ o%sdﬁglsedgékpa%&n\ﬂ%?ybglc wdse%h+%rm§§§’f?d 1S
cal cul ati on @t btehkipge ddar tyre exposenrt-ti mardsl. =Fdkthedoar,d thall *d2

nmod (D. Sinc Otn{%g] t] -and u rs. i erally very slow, this
met h(()d i's n(;%t suib%%qulf grgﬂﬁg%xﬁgpsgggﬁ gglr%d:mé%ﬂ?%ﬁererré)r%l,erfe.thlgatlion
conput at i on EFAFISST t3F fBrCTeRS e IUPR? L Sxpopent | 80 bhatptbdessis saliswr eased

consi der apl y nc¥0 doadi dtink: ivei 1 Se SN0 LRSI SELAG With use in a smart
card. One object of the invention is thus to protect secret data, which is

contained in the chip of a portable data storage medium against .
unaut hori zed Caecessjedt t Bt el Giatentfoensyr ithehst had %bstéat—_a detdd ||
used effici %nttly,ﬁs ef.ore. Agai nst the background of the

pr echar act er i-2i-Ag &5 SO ETHEY 111 7 RRC % Pgi & BrF&aRliSs dadt eved
by the 15 cls&oaeaiger i medgur eatgeads saf m:hmtb;cp:ez%dvaddea;ﬁ_n Wﬂ_@hlhlt\tﬁéh 1t ?n
provi de datg storag i.um hayi a .sem uct or chi p, whi c a

| east o?lle@rre%%y i(gf \Meﬁlcﬁwél#g)pe\rﬂél?igng Wogr &A5% stor eos’ghﬁgh Sift%i ns a
20 nunber of eééaramas i tals émfloreommand produci ng signals which can be
detected from outside the sem conduct or

Against the background of the precharacterizing clauses
of claims 1, 7 and 12, this object is achieved by the

15 characterizing features of the respective claim.

The invention provides a data storage medium having a
semiconductor chip which has at least one memory in
which an operating program is stored which contains a
20 number of commands, with each command producing signals
which can be detected from outside the semiconductor

chip.

According to the invention, the data storage medium is
25 designed in order to split secret data, which is stored
in the semiconductor chip in order to carry out
security-relevant or safety-relevant operations or is
generated by this semiconductor chip, into at least
three data parts. It contains a computer unit or
30 arithmetic unit for calculation of a random number and
for division of the secret data by the random number.
The first data part comprises the integer result of the
division process, the second part is produced by the
remainder of the division process, and the third data
35 part is the random number itself.

According to one advantageous refinement of the
invention, the secret data comprises the secret key for

encryption of messages, with the secret key preferably



"chip. According to the invention, the data storage mediumis 25 des
in order to split secret data, which is stored in the sem conductor chip in
order to carry out . security-relevant or safety-rel evant operations or is
generated by this sem conductor chip, into at least three data parts. It

contains a conputer unit or 30 arithmeti

gned

unit for calculation of a random
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exponentiation process, which time period is
proportional to the length of the exponent and to the
Hamming weight of the exponent. |

The method according to the invention provides for the
secret key to be divided by a comparatively short
random number. The division result, without the
remainder, provides the first part of the key, the
remainder provides the second part of the key, and the

random number provides the third part.

For the encryption of a message M, Y = M mod n. The
secret key d is split into dl, d2 and r, where dl = d/r
(r is a random number), without a remainder. The
remainder from the division process is the second part
d2 of the key d, so that d2 = d mod r, and for the key
d, d is thus 4 = r*dl + d2.

This results in an encryption text

Y =M modn = M2 pod n o= (MY * M2 nod n

= (MY mod n * M2 mod n)mod n.

The procedure for forming the encrypted text Y is
illustrated in Figure 1.

First of all, a random number r is formed in step 1. In
step 2, the first key part dl is then calculated from

nent.



“secret .key to be divided by a conparatively short random nunber. The
division result, without the remainder, provides the first part of the
key, the 20 remainder provides the second part of the key, and the random
nunber provides the third part. For the encryption of a nessage M Y = M
nmod n. The secret key d is split into dl, d2 and r, where dl = d/r 25 (r

"i's a random red tdQu &R} dPecnk egpLy 0 ivi sion
process is tEggggc%gﬁngart tddg)%f thlggj%er;/ d@ téoétﬂgtla gg{lgﬁ'g %&gﬁn%éind for
the key d, GaPEOPhuRWEPer <y Thg2 S8EOmR| Paesulds P aphendrept iien t ext

Y = M nod nobtMifdl+g? #edming @Mkbadk * MI2 mod n = ( (M) di nod n *
Mi2 nod n) nod n. 35 The procedure for formng the encrypted text Y is
illustrated in Figure 1. First of all, a randomnunber r is formed in step

1. In step Zhet mmlfdulsttikey par tchl éﬁgf?@aigﬁl mg;ﬁibegsf ré)fgrgufé@dsggl(rjet alr(tey

d by divisio t he previously, obtakLne andom n er r. e second p

d2 gf t he keig’/tlgé o%tdaibS'ed g;}r%&m%g d o r.CE{STc Tt ul &t _ES‘ﬁdoP-t he

encryption tBkt=i éM5t4rmed fn issteggcilmtdd rin oheahlexaal ctdmt s ngala mod n.

D1 = (M) dlppod g %Ogalncqlsatc%qéuriatgé%f q?ﬁtSLsr‘rDepG 5, and D2 = MJ2 nod n is
0

calculated in step 6. 10 The sequence e 11di vi dual conputation
operations may, of course, in sone cases also be interchanged in tine. It

i's thusi1possihte slenedle! gt e L &L Bt ?_{%ﬁll,. d t
cal cul atlg (SNIEJIIF:)J;r Sm)d n,&sliﬁ%e,tM%lM%Wd&Jf‘plrr%%én <C at?rlorquodo%gg%glgﬁst he
final step ¥ heCfntCEUksfi-at & r 80Ft SRSl B be interchanged in

time. It is thus possible to calculate M*™ mod n first
of all, and then to calculate (M*™)" mod n, since
(M) mod n = (M*)F mod n.

15
In the final step 7, the intermediate results D1 and D2
are multiplied with one another, and the modulo for n

is formed. Hence:
20 DI *D2modn = M mod n = Y.

The invention has the advantage that neither of the
prime numbers p and g need be stored on the card in
order to form @, and it also has the advantage of

25 avoiding the production of long random numbers, which
demands a very long computation time. The computation
complexity for the modulo operations is also kept
within reasonable 1limits, so that the solution
according to the invention may be used both securely

30 and efficiently in a smart card. Furthermore, no data
in the nonvolatile memory of the data storage medium
need be modified for the described method, this being a
time-consuming process which would lead to degradation
of the nonvolatile memory.

35
Since modular exponentiation requires a time period
which is proportional to the length of the exponent and
of the Hamming weight of the exponent, a further

improvement in security can be achieved if the random



are multiplied with one another, and the nodulo for n is forned. Hence: 20
Dl * D2 nod n = Ml nod n = Y. The invention has the advantage that neither
of the prime nunbers p and q need be stored on the card in order to form
1, and it also has the advantage of 25_ayoliding the production of |ong
random nunbers, which demands a very |long conputation tinme. The

conputati on ne@iereX tis ffFodlreedmi &y openat heasSihSwalsd eRl 1M iHH N
reasonable linits, so iﬁgt t he sol ution ccording to the invention may be
used both se@%lr &l ?I’%Ot Hammigi%e mal@gith of dnedidStbldy din Fur¢Rswatle; no data
in the nonvolatile nenory of the data storage nmedium need be nodified for
t he describe%hgethod, Ehis bei ng % tine-co%suning Rrocess whi ch woul d | ead
to degradati 6R° of WRETASAVOFATS | Eenel5Py. 38TSi Ace tABAS aFU8BS3neRti at i on
requires Ja t emergptiod \whistleniss prreffEtdronal 1o thedéengbh ofvat/he ogxponent

and of the ' wei ght t he _expaonent, a further . inprovenent in
security cangggggg%reve ifﬂgﬁe f§H§ LR uRBSFYP S Tor dRRRd uSPng a
met hod i n whEéRamaé | B8dt handf ellip¢iced ldamviengviesiqye efcr result in a
constant. The invention can be used for a |l arge nunber of 5 encryption
systens. Reference is nmade, by way of exanple, to RSA encryption

encryption based on El Ganal, DSA, and elliptical curve systens etc. Patent
Clainms 1. Data storage nedi um having a sem conductor chip which has at

| east one nmenory in which an operating 5 programis stored which contains a
nunber of conmands,



*w.-th each command produci ng signals which can be detected from outside the
sem conduct or chip, characterized in that the data storage nediumis
‘designed in order to split secret data, which is stored 10 in the

sem conductor chip in order to carry outg security-rel evant or

safety-rel evant operations or is generated by this sem conductor chip,
into at least three data parts, wbabeath @lafimgetic unit being included in
order to calculate a random nunber and in 15 order to divide the random
nunber, with the first data part being the integer result of the division
process, thé -secdftapartobegry nérdivremiavdery of tdemikio@hiOtor pracess, and
the third pakgibei n h a nqﬂggr I | f._20.2. .Data storage nmedi um
accordi ng to%ﬁ%ﬁ%n%?% %ﬁgrggggFize iﬁe#hgﬁ the ggéfgtiﬁﬁt§3%§ B¥ret
key for ®ncPYPOLEH ofS neseag@swhishs copdied nst o ageriedi oM acoordidyy t 0
claim1l or 2witehalR@ler izfghddy t htodbeisgcreigdaia i gnvsgd a3, 2N e
exponent for the calculation of group operations In asymetric encryption
met hods. 30 FSEB§E8%St orFGE ne R i@ or dFR® t oSemecendersoms 1 chtiw.3,

char act eri zedhamrachatrizlee sder etcigat a tise USRS sggrgégonpnghi& I the
5.. Data storage nedi um according to one

cal cul ation gf I'{g(ljllél oioperiti ons. . , >
of clains 1 55 F8%8 *Ch et eri% Pt t$05 ¢hedakRr evhkel) 1§ sseFess an
exponentl{ or ithe thel cuweaticomdfctadulahigperia | ofsdef. BBt acgkefageyredi um
according to clai -5, _characterized in that the random nunber is
chosen suchstgﬁgfgﬁ:xekgé%g’faﬁ%ofmf hg’aarae Hor’ﬁeﬁ‘lﬁ:}‘ﬁé‘?: t BBBFAELORPt HPT t S
Hammi ng wei gEengratrd rlnddhimunsemiconductor chip, into at least

three data parts, with an arithmetic unit being

included in order to calculate a random number and in
15 order to divide the random number, with the first data
part being the integer result of the division process,
the second part being the remainder of the division
process, and the third part being the random number

itself.

20
2. Data storage medium according to claim 1,
characterized in that the secret data is a secret key
for encryption of messages.

25 3. Data storage medium according to claim 1 or 2,
characterized in that the secret data is used as an
exponent for the calculation of group operations in
asymmetric encryption methods.

30 4. Data storage medium according to one of claims 1

to 3, characterized in that the secret data is used as
an exponent for the calculation of modulo operations.

5. Data storage medium according to one of claims 1
35 to 3, characterized in that the secret key is used as

an exponent for the calculation of modulo operations.



' 5-approxi mately constant for different random nunmbers. 7. Method for
protection of secret data in data storage media having a sem conductor
chip which has at .least one nenory in which an operating programis 10
‘stored which contains a nunber of commangs, with each command produci ng
signal s which can be detected from outside the sem conductor chip,
characterizef.in Dhat secragedateaiiwhi akciosditer edoi Noide srenigangduct or

chi in ordergto I . rity-rel eyant or, safety 15 rel evant

opePati ons o? Pi é:gl%é{a)aéttggabz%%fﬁiﬂs é(}%%ﬁi %ﬁdﬁ@%"“&rﬂ 8% §B| FROSRED at
| east three G4€B tpatt $hewiliemoghr avrﬁjdzhmmdmiorbaumgb]eﬁl ﬁu?@tﬁg;f i sh off
all and the fhest ‘nart .- mt in er resylt of a division o
t he secret dg?g byé?ﬁ@lﬁgndoﬁghéﬁger,ggo t%ggsecgﬁ Hﬁﬂrt BBWBFFS|n@Sthe

r emai nder of 2PRECXYNI -8l Bn pREEass, fanddifiéersntd rpadorbeiuntpede random
nunber itself. 8. Method according to claim7, characterized in that 25

the secret data i secret key for encryption of nmessages. 9. Method
accor di ng to§claiﬁ?€h8$ 8§°EhaP5€F%FF%%H i Af tBAErehe dataet idatdaks used

as an exponestofaget hed3f Gahdwatld Ofleli c &R QUBL OPCERL LORG, iidh asygmELric
, characterized in

Chathe.sectets GatdiT s TR as 1ah ERiGRenfRt OPPFREC 3 CBFeaFam: ohe o
modul o éfer attonsd whigh xinnkﬁnhngaamﬁgmﬁgngx%gcghﬁggaéhgﬁf§¥ére?%%
O e eyl B S 1olEYs! e e el Ll
7-11, outside the semiconductor chip, characterized in that
. secret data, which is stored in the semiconductor chip
in order to carry out securfty—relevant or safety-
15 relevant operations or is generated by this
semiconductor chip, is split into at least three data
parts, with a random number being calculated first of
all and the first data part is from the integer result
of a division of the secret data by the random number,
20 the second part comprising the remainder of the
division process, and the third part being the random

number itself.

8. Method according to claim 7, characterized in that
25 the secret data is a secret key for encryption of

messages.

9. Method according to claim 7 or 8, characterized in
that the secret data is used as an exponent for the

30 calculation of group operations in asymmetric
encryption methods.

10. Method according to claim 7 or 8, characterized in
that the secret data is used as an exponent for the

35 calculation of modulo operations.



. characterized in that the random nunber is chosen such that the | ength of
the rahdom nunber together w th the Hamm ng weight of the random nunber is
approxi mately constant for different random nunbers. 10 13. Method for
-form ng an encrypted nessage in a system for authentication of system
conponents or for formng a signature, characterized in that - a random

. nunber r is ILmrrreMethoaSaccarﬁimgt toeylpam 1 diy 8 s chératbesdzedoAna

secret key Vi si_on the pr.evi y tai,ne r, - a

second part EH% CLT Ft'hg I?gy |sk%¥)t a{'lsnegg%{i} fag%)mg?llg g’éﬁﬁﬂogﬁgﬂ. 0 -(Ethﬁe

cal cul ati on o&lthkaemonypfedotioivt bpesesited.by calculating M nod n, - D
(M) dIl nmod n and D2 = Md2 nod n are calculated, and - the internedi ate

results D and D2 are multiplied by 25 one another and the modulo for n is
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that the length of the random number together with the

Hamming weight of the random number is approximately

constant for different random numbers.
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13. Method for forming an encrypted message in a
system for authentication of system components or for
forming a signature, characterized in that
— a random number r is formed, ‘

15 — a first key part (dl) is calculated from a secret key
d by division by the previously obtained random
number r,

- a second part (d2) of the key is obtained by forming
d mod r,

20 — the calculation of the encrypted text 1is started by

calculating M® mod n,
- pl = (M)® modn and D2 = M2 mod n are calculated,
and
— the intermediate results D1 and D2 are multiplied by
25 one another and the modulo for n is formed.

14. Method according to c¢laim 13, characterized in
that MY mod n is calculated first of all, followed by
(M*) T mod n, in order to calculate D1.



