[ SECURELY USI NG A DI SPLAY TO EXCHANGE | NFORVMATI ON  BACKGROUND [0001] In
general, wireless comunication is insecure and vul nerable to attacks.

Vari ous techni ques nay be enpl oyed to secure a wirel ess conmuni cation |ink
or to make it 5 less vulnerable to attacks. For exanple, cryptographic
techni ques may be enployed to secure a wyrel ess conmmunication link. In
symmetric-key systens (al so known as "secret- key systens"), a single,
comon cryptographic key is stored by two communi cation devices. In

Commun oati o derTise 8 b S KRk Yo Rt ANEY PUSYSMETRIN bt es i ¢
own public key. 10 [0002] Various security concerns exist wth the use of

crypt ogr aphiCKGechmipues. For exanpl e, secrets need to be shared between
the two conmuni cation devices in a secure and authenticated nmanner.
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those two devices know the secret and not require the _
i nt er vent iVawniblseohmgnesinapbe ampldyefl ée peuionwiteshnodrogynichTyn hokrbnioghaksetior .

Also, it may be desirable to xerify that the 15.devjces share a secre
i thout Sepparmsr G sS ahitsy VG biatuhe b Erari B ERes IRk s
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113 9 discloses a projector systemincluding a projector and a personal
conput er BEY S¥staEsTnfaopinelc GRMTRYTHICREIY S APIE ey oltntifTedabe tiot KomawRicatiper

via a neyunark C?ﬁﬂ@ﬁ%{ggﬁ& \;{%‘??‘?5 LS HovICIE FhBRc- IO gsgﬁt&%"i’ redof or

est abl i shnent  of connection and*proj ect ssword on a
screen SCeoAnuseatiod déhe: geres dnawn wonpikeran@Crdehpdisgibubg ipasawaubdic key.
projected on the screen SC. The password is used for authentication of the

net wor KOcgooeett i ovaletisveRrityheorRenisesi QrvidnthetiRe cfFEAGBLPEIO EINhRfues. PEoaNd
ci pher commmuni cati on t herebetween. 2 SUVMARY [0004] I n one aspect, the
present i RAMRIPoIRCIsEOECH & ba shayed BATWSEABIRG WiopuiguRicRliqn drxjgesan a secure and

authenticated manner. Especially in the case of mobile devices, it may be desirable to have
only those two devices know the secret and not require the intervention/involvement of an
Information Technology (IT) administrator. Also, it may be desirable to verify that the
15 devices share a secret without exposing that secret to others, and to use the secret to

generate a key to secure a communication link between the devices,

[6003] US2003/0051139 discloses a projecior system including a projector and a
personal computer PC as an information terminal, which communicate with each other via
a network connection. The projector generates a password required for establishment of the
20 network connection and projects the password on a screen SC. A user of the personal
computer PC inputs the password projected on the screen SC. The password is used for
authentication of the network connection between the projector and the personal computer

PC and cipher communication therebetween.



able to couple to a security device having stored thereon private data,
said first device conprising: a display to show a confidential value; a
first conmunication interface; and a 5 second devi ce conprising: an input
conponent to enable input of said confidential value; and a second

communi cation interface able to transmt to said first device an indication
that said confidential value has been i@putted successfully at said second
devi ce; wherein said second device is arranged to use said confidenti al

val ue to securely_access said private data via said first device, and

wher ei n séﬂ@wﬁf$é§’device is arranged to clear said confidential 10 val ue
fromsaid display following receipt of said indication via said first
comuni cat[ﬂ@ﬂiﬁ i ntlephaewecl, 0B0BFsdnh invsotidreproasise e sysicheoppesagt a ifinsi daticon
provi des hod conprising. .coupling a first device to Securi devi ce
havi g st QP RS or oty (SR hie distd, Mesty pgat g SERUE fei®e
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to be exchanged with a second device; clearing said confidential value from
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devi ce; and using sald con i"dent ar- var ue to provi de sard sécond ‘devi ce
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O her aspects ,of the present invention relate to a first device conprising
part of 26°tWE dsyise é%g%ffngteﬁéo ud %36‘5 seHEEnt v alYielo SHGERE BReSdIdPTEy Rr
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first device as wll be apparent fromthe appended clains. 3 BRI EF

DESCRI P¥| @hueHroPHBaORNY INGIO [ ©0IDZ | reErpiool] sved tisdioftionhaa isavefitsi opmamnsication
iIIustrat%ﬂ ?%:may of exanple and not |imtation in the figures of the
acconpany? 8' Famﬁngs, in which |ike reference nunerals indicate
correspond, anal ogoys or sim | ar elenents, . and in which: 0008]. Fi gure
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flowchart -6fpiaR LHEMRACY ROl URR e IRLRTRBIRAnB%A PRivate data; showing a

confidential value on a display of said first device in order to enable said confidential value
15 to be exchanged with a second device; clearing satd confidential value from said display
following receipt of an indication from said second device that said confidential value has
been inputted successfully at said second device; and using said confidential value to

provide said second device with secure access to said private data via said first device.

[6006] Other aspects of the present invention relate to a first device comprising part of
20 the system of the first aspect of the invention and a computer program product comprising
code means executable by a processor of the first device as will be apparent from the

appended claims.



devices in the systemof Figure 1; [0010] Figure 3 is a flowhart of an
exenpl ary nethod for establishing a secret between two devices; 10 [0011]
Figure 4 is a flowhart of an exenplary nethod for generating a synmetric
key froma secret; [0012] Figure 5 is a flowhart of an exenplary nethod
for generating a symmetric key; and [00%43] Figure 6 is a block diagram of
the exenplary systemof Figure 1. 15 [00I4] It will be appreciated that for
sinplicity and clarity of illustration, elenents shown in the figures have

not necesgﬂgﬁ?yDggéﬁggf@ﬁ@Cﬁprﬁggggﬁgﬁggﬁgxanple, the dinensions of sone

of the el s may” be exaggera e to other elenents for clarity.
4 DETAIL SCRI.PTI QN [ 00151 In.the.foll ow ng detail ed description
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under st angig:Rh RO HIRAIT 1B abREnIMYRRL IR indFONENRIch! ike WrdrndBSumerals
under stood by those of ordinary skill in"the art that the enbodi nents of

t he 5 i nvendicyn comgspbedipgautiageds oi siolat clemests, spkipilhich:det ai | s. I n ot her

i nstances, well-known nethods, procedures, conponents and circuits have
not been dednf]i bedigure det aisthesmtiagiiappimiod an ebsaphaey fysengnbodi nent s of the
invention. [00161 Reference is made to Figure 1, which is a schematic

di agr am of{0@9]exemphae \? isSySl@mhabCeOLEicR8mbRrs dMEh&RoO Bk rmgbumm‘ted B¢ the
invention., A system 100 inc|udes a nobile 10 device 102 and a wirel ess
smart car devisgtierthe systemBhiiearybyi ce 102 and snart card reader 104 are able
to comuni cate over a wireless comuni cation |ink 106. A non-exhaustive
list of eXx@MPles &igws reliegsipyekart e reempleky srciethfers cftalishingeh exssret
conmuni ca%'&%g it@{ﬁde 06..includes the Institute of Electrical and El ectronic
Engi neers lf ‘%) or rel ess LAN MAC and Physical |ayer (PHY) 802.11 a,

b, g aqg TO(ﬁH?C' f 'F?g%tré 1§ a?fochHati of an %L?r%ﬁgry method for generating a symmetric key

from a secret;

[0012] Figure 5 1s a flowchart of an exemplary method for generating a symmetric key;

and
[0013] Figure 6 is a block diagram of the exemplary system of Figure 1.

15 [0014] It will be appreciated that for simplicity and clarity of illustration, elements
shown in the figures have not necessarily been drawn to scale. For example, the
dimensions of some of the elements may be exaggerated relative to other elements for

clarity.



15 standards, the Bluetooth(c) standard, the Zi gbeelM standard and the
like. [00171 A smart card 108 is shown inserted into smart card reader 104.
Smart cards are personalized security devices, defined by the 1507816
standard and its derivatives, as published by the International

Organi zation for Standardi zation. A smart; card may have a formfactor of a
credit card and nmay include a sem conductor device. The sem conductor 20
device may include a nenory that can be programmed with a secret key and

with an qgﬁ?gﬂﬁéﬁqﬁdﬁgRﬁﬁééﬁjlcate and may include a decryption engine,

e.g., a processor an cated decryption logic. A smart card may

i ncl ude a ect omerln sem conduct or deyj and perfornln
serial coificat qBHL lfpoine éﬁgéFagF%&l@%}% UM fvfng;} [s e fraptt ORRrig
functi onaldla& BB o e %ﬁﬂﬁ@%@ﬁ dnaex%ta%mfgccﬁ" éiﬁwdd‘ﬂcas %'fftﬂ@'irﬁz@h?@é h%wv&aﬁt or

and different conmunication protocol or exanple a Universal Serial Bus
(USB) devivwid. bahadpstood nbxiiosse @%ouhnmy Mmﬂonﬂhtumhtmﬁlhecmdﬁﬂonmﬂnaﬁuhcard

108 may mart card r or ide t| tion and to d
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e-mai|l server (not shown exanpl e, the Secure Miltipurpose

| nt er net Wﬁﬁﬂ”EﬂﬁéW@ﬁ@ﬁ§ﬂFSPRﬁﬁmyV%M@ﬂocoI is used, e-mil messages
received at nobile 5 device 102 are encrypted using a symmetric al gorithm

with a radd¥ises ﬁeéwek@ylsgm@rtatlﬁguredy vthieh sengdenofic dveran ndian mw&gg
encr

The e- nall ssage i ncl udes,.t he p, |n

public key” of 't (%Ogg% %%?Ce‘g %“PB@éﬁgﬁeB?@%W%knéﬁyﬂF%H“ﬁlﬁﬁ|Fegﬁﬁggéae,
nobi | e 1Ge‘dbﬁlec 102 Ay vﬁxdlésa%tnatthﬁr&ﬂﬁtﬂ&&pt(ﬂd 18554 88vikeyorand §8nd il iEfer
smart card 5 reader 104 via communication link 106. Smart card reader 104

may send tlA% aEhdblg s samnyBiEDAvEe Witslessrapmmaiaicatiangnk dRE. thaoteshgystiven
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recipient's private decryption Strart Ry

Smart car doé aaadhaies meﬂhmawte ef Eleeuttral hed Beetypicathgdnesd QREKS Yorl Word S5RUAN
card 108 rd it to nqglle devi ce 102 via comyunication link 106 so
t hat robi P’E‘Q eQH ysu:al layer (PHY) 802.11 a, b, g and n specifications or future related

15 standards, the Bluetooth® standard, the Zlgbeem standard and the like.

[0017] A smart card 108 is shown inserted into smart card reader 104. Smart cards are
personalized security devices, defined by the ISO7816 standard and its derivatives, as
published by the International Organization for Standardization. A smart card may have a
form factor of a credit card and may include a semiconductor device. The semiconductor
20 device may include a memory that can be programmed with a secret key and with an
anthentication certificate, and may include a decryption engine, e.g., a processor and/or
dedicated decryption logic. A smart card may include a connector for powering the
semiconductor device and performing serial communication with an external device.
Alternatively, smart card functionality may be embedded in a device having a different
25 form factor and different communication protocol, for example a Universal Serial Bus
(USB) device. The person whose security information is stored on smart card 108 may use
smart card reader 104 for identification and to digitally sign and/or decrypt messages sent

by device 102.

{0018} For example, mobile device 102 may be able to send and receive e¢-mail
30 messages via an e-mail server (not shown). If, for example, the Secure Multipurpose

Internet Mail Extensions (S/MIME) protocol is used, e-mail messages received at mobile



10 102 can decrypt the received e-mail nessage. The smart card 108 may
prevent unauthorized use of the recipient's private decryption key by
requiring that a password or personal identification nunmber (PIN) be
supplied before allow ng the decryption operation to proceed. [0019]
Simlarly, to add a digital signature tosan e-mai | message being sent by
nobil e 15 device 102, nobile device 102 may send a hash of the contents of
the e-mail ,nmessage to t .card reader 104 over nicatjon link 106.

Smart car A5 ERd %ﬁﬂ%ﬁ@%&%g ﬁﬁémﬂw&'é%ahgan@%}thh§§ﬁ O ECSS I KOy grRgrated
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key, which'is stored in smart card 108. Snart caré 108 may then pass the

digital sidpsabiedeusiog shamubbakdy rdatierredipient. whilpdn negipt ovfvar dnérypted evohill e
device 20 102 via communication |ink 106 so that nobile device 102 can
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signing key by requiring that a password or PIN be supplied before

al | owi ng t3esian ki lagnuplerand i1 Oh avd tlpﬁ@@éﬁmon[e@@tz?]ofzh@rmedw&@%ptaediesrevbih@n ;
K houl R catdon | 25 10 rt  car
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t he sessi aarkeys.f Somricaninmideal dOmalyirpiticlO6he Storipad |s&ssio?1h&elthﬁ6ﬂg s?mrbeard
signed shquld be sent authentjcally over comunication |ink 106 from snmart
card readdDS e AP e s 193 W cypBBiatian {ipk 186 sa thay mabaly device

modi fyimg fohechascARf thbelelyed alisiig Fﬁ%&%gts hC'Ig%d ts%&ﬁ Ezg}dpggg ulglgy revent

t
signature using a hash different from e inten ssage.
Smart car dinpethderedl® drible mulpite’ devvate d4@2p ey keabh refuinieg that arpassword or

symretric _key an S tr) orithmtao secure c ni cations over
communt caPeatnf e aloR TEPRLETE b Sui o P e Mer i dog e
device 10Z; pRyte&. store their own private keys and each other's public
keys, and use an asymmetric algorithm conbined with a symetric al gorithm

to secure [goRuNi GRLIADNS 198 aGREH N EANO hih BKnail BRssage being sent by mobile
15 device 102, mobile device 102 may send a hash of the contents of the e-mail message to

smart card reader 104 over communication link 106. Smart card reader 104 may pass the

hash to smart card 108, which may produce a digital signature from the hash and the

sender’s private signing key, which is stored in smart card 108. Smart card 108 may then

pass the digital signature to smart card reader 104, which may forward it to mobile device

20 102 via communication link 106 so that mobile device 102 can transmit it along with the e-

mail message to the e-mail server. Again, smart card 108 may prevent unauthorized use of

the recipient’s private signing key by requiring that a password or PIN be supplied before

allowing the signing operation to proceed.

[0020] The unencrypted session key should be sent securely over communication lnk
25 106 from smart card reader 104 to mobile device 102 to prevent a third party from
retrieving the session key from communication link 106. Similarly, the hash to be signed
should be sent authentically over communication link 106 from smart card reader 104 to
mobile device 102 to prevent a third party from modifying the hash and thereby causing
smart card 108 to produce a signature using a hash different from the hash of the intended
30 message. Smart card reader 104 and mobile device 102 may each store a common,
symmetric key and use a symmetric algorithm to secure communications over

communication link 106. Alternatively, smart card reader 104 and mobile device 102 may



[0021] In order to establish the symmetric key used to secure

communi cations over 5 communication |ink 106, nobile device 102 and snart
card reader 104 may use the following nethod, as illustrated in the
flowhart of Figure 2, to which reference is additionally made. [0022] At
202, a link between nobile device 102 an% smart card reader 104 is
established. This link may be, for exanpl’e, wireless comunication |ink

106. 10 [0023], At 204,. hort secret. S is _established |ocally at bile
devi ce 1%)2%%?’% hart phX%P3C¥%§H€?3C§é’ﬂ?‘*l’/§d§}‘bﬁ{éﬁ‘ﬁ&l apg, “é"s%%ﬁ%il@ﬁetflﬁénﬁgﬁ&w

secret S seaHifldywARd sehient hGakitm kS sectit E@RINEnicBYond 8&RIbYmunidatibs liAEaNt
that the establishnment of this secret does not require any 1nvolvenent or

interventil®® by an I nformation Technol ogy (I T) adm nistrator. Moreover,
since the user of nobile device 102 and snmart card reader 104 will perform
t he met hod0621]15 Higude 8 ateblish dse ngegedidhs) ssed hesestablmshnentomnfodcdhe

secret qught to.be a siml rocedure.  An exenpl ary thod to establish
the short “SBERWEC Oasﬁ%%&df Hevdetics 18 A8 cuntbatrharseh R ol o (he

respect t Qpffb@ibendiholl 0824l ufeshablik Stﬂb NG ErC 8R b'ﬁ%&xjeoﬂ Retwean HRRIEE is

device 102 and smart card reader 104 may occur before, after or

concur r entadgitighally medabl i shing the short secret S locally on 20 nobile
device 102 and snmart card reader 104. [0025] Once the connection between
nmobi | e dev#@22]102 An20% nadinkcbetdveee adelsilcl ddvibasi 02besd sasialbhids readerahth tihe

short secret has.been estabplished | ocally on nobile device 102 and snart
card read@Fta'igﬂi,egaTB‘Sg%é??ya if?lrgﬁxaﬁ}pg%é‘élée)f?sé cgepumigation k8 secret from

the short secret S is injtiated at 206. For exanple, the short secret S

may ori'fi K% lat et gapert 25cipedderstabiishedderabiicd mabilradevineelD2sHik waari ¢ h
mobi | e devh¢€ed@g 104PbAL L AL és%li@ﬁ‘lgfhe %@'{{ Jé%ge? sta&%gg%g%ﬁ& LaReA

process by sending an appropriate nessage Smart ‘card
reader 104uitabde. Bpiftnenildait iomdannihal 06. esfaD0@6henfhd this atatr d&@Epin0yreguive ess

i nvol ves at | east  one public ke | gorith t | eas one. symmetric ke
al gor i t hm MGt VGRERE 1 Bﬁ%’ﬂ_&g% Wy %@P%Wn"iﬁ%n&}ﬁ%@a?%@%%ﬁwy MereAvd: 30
security gpkatiRbudeNbPMEBIIL QBvisH T2 a8d AMGRAMRILRIHAN @ 91 bt Ae method of
non- exhaustive |ist of _
15 Figure 2 on an as-needed basis, the establishment of the secret ought to be a simple
procedure. An exemplary method to establish the short secret § using a display 110 is

described hereinbelow with respect to Figure 3.

[0G24] Establishing the connection between mobile device 102 and smart card reader
104 may occur before, after or concurrently with establishing the short secret § locally on

20 mobile device 102 and smart card reader 104.

[0625] Once the connection befween mobile device 102 and smart card reader 104 has
been established and the short secret § has been established locally on mobile device 102
and smart card reader 104, a “bootstrapping” process lo generate a strong secret from the
short secret § is initiated at 206. For example, the short secret S may originate at smart card
25 reader 104, and once if has been shared with mobile device 102, mobile device 102 may
initiate the bootstrapping process by sending an appropriate message (or just a packet) to

smart card reader 104 over communication link 106.

[0026] The bootstrapping process involves at least one public key algorithm, at least
one symmetric key algorithm, at least one hashing function, and any other security or non-
30 security related Information such as a compression algorithm. A non-exhaustive list of

examples of public key algorithms includes Diffie-Hellman (DH) on a large prime-order



exanpl es of public key algorithnms includes Diffie-Hellman (DH) on a |arge
prime-order 7 finite group and DH on an elliptical curve (EC) group. At
208, nobile device 102 requests fromsmart card reader 104 a list of its
supported algorithnms. At 210, smart card reader 104 sends a list of its
supported algorithnms to nobil e device 10%. [00271 At 212, nobile device 102
selects the algorithns to be used in the subsequent 5 steps of the nethod

and sends @an. .indicati of t el.ect ed orith 0 snart, car eader
104, “The: SBePe i 3R Gk MaBFySENlER g B0 Ea e oRERE ws¥End e
al gori t hmerdi® s@art chiel Bada et arifkt of itd AHpoABRaRbritte. A3 10D & SHMBaddF PUP,
or the prinme and generator of the large prine-order finite group); b) a
sel ect ed $¢iffet list of keyuppoged irtderiliras . malileadryét BAcr ypti on St andard ( AES)
and 10 the key size, or Triple Data Encryption Standard (DES), or the
like); and0@d7la seltedfethobishichundiRonlet®s.the algvbigsage B gesltindhé MDBEquent

wobi | 6 ool 8010 RO Tl cok B PG 20R saERbalor JHES fo et gd eader

symret ri c 1key Tkt sdieQsa Lipsrighes hepgsr et S, as described in further detai
herei nbel ow with 15 respect to Figure 4. At 216, nobile device 102 and

smart card rgadelor 4 Lacho 11968 THE LY : L bed
in further dgtaiFrhereinbeIoﬁgﬁﬁf%ﬁ?egpgc?ﬂfgﬁ%igu%é&%3%§é£§§¥%?%ﬁg%§QEé
symet ri ¢ ekpjickhrveegyours outhepeiroe end gdrteeatons! tho cge premtloydasifinite gemgnat i ng
symmetric key K2. [00291 At 216, nobile device 102 and smart card reader

104 each hadh aaklectelesypmedtdt key 20:@rh (/30 Adetded dthotiptiohdSthidarg eNBS REAdON
roduce the hash result H For exanple, the

of . sy tric keys Kl_and 0 )
sel ect &4 M WQ%E?TBWQﬁég%%EH ppirgtapdard iR ESA Qs ke e packets are
sent and received, so that this is concurrent with generating the symetric

keys K an® koeleqted Bty aptiaaktenp) Message Digesk Sty ¥y Seraire Heslaag iearithur ¥ er
and t hen E§@A§§J§ggq%qégg§%£hﬁgction may be applied to the packets after
K n

the symretric Keys ve been 25 generated.
|0028] At 214, mobile device 102 and smart card reader 104 each generate the same

symmetric key K7 from the short secret S, as described in further detail hereinbelow with
15 respect to Figure 4. At 216, mobile device 102 and smart card reader 104 each generate the
same symmetric key K2, as described in further detail hereinbelow with respect to Figure 5.
Generating symmetric key K7/ may occur before, after or concurrently with generating

symmetric key K2.

[0629] At 216, mobile device 102 and smart card reader 104 each hash all the packets
20 sent and received during the generation of symmetric keys K/ and K2 to produce the hash
result /. For example, the selected hash function may be applied to the packets as the
packets are sent and received, so that this is concurrent with generating the symmetric keys
K1 and K2. In another example, the packets may be stored in a buffer and then the selected
hash function may be applied to the packets after the symmetric keys K7 and K2 have been

25 generated.

[0030] Once symmetric keys K/ and K2 have been generated, and mobile device 102
and smart card reader 104 have produced the hash result //, mobile device 102 and smart
card rcader 104 each gencrate the same symmetric key K3 from K7, K2 and the hash result
H. For example, the selected hash function may be used to combine keys K/ and X2 and

30 the hash result / into K3.



[ 00301 Once symetric keys KI and K2 have been generated, and nobile device
102 and smart card reader 104 have produced the hash result if, nobile
device 102 and snmart card reader 104 each generate the sane symetric key
K3 from K1, K2 and the hash result H For exanple, the selected hash
function may be used to conbi ne keys Ki %nd K2 and 30 the hash result H
into K3. 8 [0031] Symmetric key K3 may t'hen be used to secure

i comuni cat.i,on |i 2] Reference i.s now nade

conmmuni cat oV ] k 106. [00

o our o O8GRI Bl ok O Biena D I St o oPBrCAR | R g
g

a secret hetweeiciiv ig@vigees, according to sone enbodi nents of 5 the

invention. At 302, a user may press a button 112 (Figure 1) or other

sui tabl e i co t ; er. 1104 ,; f i
T R R R e S S S R i
smart car dngtbadiérr bOBlishing@dsecit bBB&en awuslevicestaycaden anoappmoprdiates of

appl i cat, on bile ice 102. Causing the ort secret to b shown
PPl o SRR o AuTO% e Tyt B Bultnd g AEtrS Thot RSk SR PG
appropri at®@mpbRefl! diat icor RAJHODH4 evkieN iveil dde thORR sEhaest hg &Qﬂgine, has

secret S has_been shown on display 110 and the appropriate applicati
been openéd3diP2aBbith deddeimeon dizplay HE0 W smantesard opyler het sthitd 4e30&ta Saro

t he appli j ile devi.ce. 102 at, .308 usi i np onponent, o

o 6 etk Ty 0 PRl i abl ESioh Ry Bhuias T Fh (lthe SRRRRARES Bbe o,
the user Rhswenhelgthyt N hiay stcud bhkfrel Jict 5r 6dnduRendy di@i dpehiag SRVERIEprihat
is the short secret S. Although this exanple uses a nunerical value for
short d&creplicglion Ry Mol dsvicgd0de may be used providing the value can be
shown in display 110 and inputted using the input conponent of nobile

devi ce 1020033 nc&ncpdhe ibert sseret thag hesnshown, ori displays] il ther appheprisser

to copy t ; h oJa] I: on bj,l e device 102, wever he
shor t Secr grraipE bt SediFefOR oh i Bex R B e b itel Tomp e iPra et s
symmet ri c tikeyppliCapoti by ridtdlesioride BECHEI0Sudifg hGnpRpdngankano NPk Ece
devi ce 102 ggy resylt in nobile device 102 initiating the bootstra%piq?
process ( af2, Qéﬁ:ﬁﬂn@ﬂ%ﬁ kepbeard 114, As illustrated in Figure I, the user has entered the first

15 digits of the 8-digit passphrase that is the short secret §. Although this example uses a
numerical value for short secret S, any type of value may be used providing the value can
be shown in display 110 and inputted using the input component of mobile device 102.
Since the short secret S is short, it is simple for the user to copy the secret to the application
on mobile device 102. However, the short secret S is too short to be suitable for use as a
20 reliable symmetric key. Copying the short secret S to the application on mobile device 102
may result in mobile device 102 initiating the bootstrapping process (an example of block
206 of Figure 2) at 310, for example, by sending an appropriate message (or just a packet)

to smart card reader 104 over communication link 106.

[0034] To protect the short secret § from prying eyes, at 312, smart card reader 104
25 may clear display 110 once smart card reader 104 receives the message or packet sent hy

mobile device 102 to initiate the bootstrapping process.

{0035] Smart card reader 104 may also implement a tumeout, and if, as checked at 314,
the message or packet initiating the bootstrapping process has not been received by smarl
card reader 104 within the predefined period of time, which may be calculated, for
30 example, from the time that the secret S is first shown on display 110, smart card reader 104

may clear display 110.



206 of Figure 2) at 310, for exanple, by sending an appropriate nessage (or
just a packet) to smart card reader 104 over communication |ink 106.

[ 0034] To protect the short secret S fromprying eyes, at 312, snmart card
reader 104 25 may clear display 110 once smart card reader 104 receives

t he nessage or packet sent by nobile degi ce 102 to initiate the

boot strappi ng process. [0035] Smart card reader 104 nmay al so inplenent a

ti meout, if, cked at 314 . the, nes or..packet initiat]j t he
boot st r apglﬂﬁ%d]pr ogzllsc(séqﬁ?s&e Cna(g?reﬁégnlQr4el3:a§ic\l/cé‘&ieq§§g@ﬁ¥lrlll& T4 to“r“@é‘ﬁg?r il(gl iay
wi thin t heppioeslef shed PebhednfdertiaMeEposdiE Radiyn)beaical suliaprd, 1 f00ko IBat a
exanple, fromthe tine that the secret Sis first shown on display 110,
smart car dnpesddrokimyat diggjaxe | Khvilineidinay wheherghe vaioge doméey Kivee thecsseist
reader 104, cl eared display 110, smart card reader 104 nay optionally
show a non-confidential (possibly randon) value on display 110 so that a

| Qaki-ng at, display 110 will nat k ther the val di spl
110 1s ehdlr REHERTS &Pl REtfTa T Ao MR oo RO e e

which is andthehakherafin@By@RiR 1K/ TRhhed heft HeReKatinhh SNSHBE FisGrekey
KI fromthe short secret S. The nethod of Figure 4 is based on the

sinplifieds pasdwen dhdgsserifedppasetioidabaske xpradnsnlbey SREKERe (BPRBH) method
descri bed 4.1 - : , ahl.on. . All i, b , e
SPErE ot fogriedin U A Syo, BRI ot TR i ohe Y SR whirols
secret S. sliGabtlORBZenFhngreihadiricnel kdeBom thosHorocd®@. t o be i npl enented by
nobi | e device 102 and a portion 410 to be inplenented by smart card reader

104. A104Qa@38pobi Mee demhee idddaies hagorios 108 W Rhpitiienis@ ok ahot3landi@ne)pf
t he sel ected public key algorithnms, For exanple, if the selected public
key al gor PRhmPPBIoNHNEP fci iHtplayented by smpm pand repder A ot 0R amgbile deviel @ der

finite gr I r i ; i PRl t he
seorer 1578 P 8isPrafiine bl Bld O Binf R BTLL ATy olRRREP RSt SurbBe 35,
di scussesiff tictsolestetipubdionsiydapondhen feeg@etdting dyunmétiiorkes . X SigmDIRGh Y Jadge

412, smart .card.reader 104 has possession ) )
prime-order t?mte group for a pz?rtlcular prime p, the function f, when applied to the secret

15 §, resulits m a generator of the group. U.S. Patent No. 6,226,383 discusses factors to
consider when selecting function /. Similarly, at 412, smart card reader 104 has possession

of the secret S and the sclected public key algorithm for generating symmetric key K/.

[0039] At 404, mobile device 102 generates a random number R4 in the range of 2 to
p-1. Then at 400, mobile device 102 generates a short-term public key P; by raising the

20 generator f{S) to the power R4 within the group and sends public key P; to smart card

reader 104. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:

R
P = f(S) A mod p

[0040] Similarly, at 414, smart card reader 104 generates a random number Rp in the
25 range of 2 to p-1. Then at 416, smart card reader 104 generates a short-term public key P»

by raising the generator f{S) to the power Rp within the group and sends public key P to
mobile device 102. In the example of DH on the large prime-order finite group for p, this is

calculated as follows:



of the secret S and the selected public key algorithmfor generating
symmetric key Kil. [0039] At 404, nobile device 102 generates a random
nunber RA in the range of 2 to p-1. Then at 406, nobile device 102
generates a short-term public key Pl by raising the 20 generator f(S) to
the power RA within the group and sends Egblic key PI to smart card reader
104. In the exanple of DH on the large pfine-order finite group for p, this
is calculated ag follows: PlI-/(S) RA node [0040] Similarly, at 414, snart
card readeﬁziﬂmvg%memhmes a random nunber RB in the 25 range of 2 top-1.
Then at 416, smart card reader 104 generates a short-term public key P2 by
raising the generatorf(S) to the power R13 within the group and sends
public keyl0f2l]t o Gwisrdtmgdisei reeddhunber thye aexmopl| @rdfeddbt 004 tadnd deaegeing
prinme-order finite group forp, this is calculated as follows: 10 P2=X)Ru

node 1004LjunEemey &, g steﬁ'cﬁng %WQQ%MWCCRR}%E{? %@&g e Jfﬁ:?%? 011(9141’6?1{19

generating public key P2 and sending it to nob evi c€ 102 may occur
bef or e, aft concy enerating.the random nunber

mobi | 6 dovt Hb et RRRE S PHEbSULT FOTRBYE BV SGaHaE P o ke
card re 104 ) | l.e device 102 has generating the random
nunber %ﬁ gﬂamﬁggéﬂggégﬁ§2@ﬁ¢a f?ésﬁey P2, nobile device 102 generates a
symmetric key K at 408. In the exanple of DH on the |arge primne-order

finite grqo@idjor WndehBobEMRIdeC 1HEhaKI gén%raﬂﬁ%' &l @hesh agurhed! RYS and GaKl
=P2RA nodp=f (S) RURA nodp 100431 Once smart car reader 104 has generating

th d h 104
goner at es ¥ Re B 2% L 3R T RALEROT b e SRR T o e Fiabge
pri me- or dekahpRi &g %Hpthfsqlérg% prifiE oPAE %r&ﬁﬁyfoglp, the s(f{ﬁ‘hl%ﬁll@tk%g R? is

foll ows:
calculated as follows:

R
10 KI=Py ® modp= f(S)RBR”‘ mod p

[0043] Once smart card reader 104 has generating the random number Rp and has

received public key Pj, smart card reader 104 generates the symmetric key K/ at 418, In

the example of DH on the large prime-order finite group for p, the symmetric key K/ is

calculated as follows:
R RLAR
15 Ki=P; B mod p = f1§) "~ P mod p

[0044] Since the operations on the clements of the group are commutative, the two
calculations (at mobile device 102 and smart card reader 104) yicld the same symmetric
key. Generating the symmetric key K/ at mobile device 102 may occur before, after or

concurrently with generating the symmetric key K7 at smart card reader 104.

20 {0045] Reference is now made to Figure 5, which is a flowchart of an exemplary
method for generating symmetric key K2. The method of Figure 5 is based on well-known

Diffie-Hellman exponential key exchange techniques.

[6046] The method includes a portion 500 to be implemented by mobile device 102
and a portion 510 to be implemented by smart card reader 104. At 502, mobile device 102
25 has possession of one of the selected public key algorithms, which may be the same as or

different from the selected public key algorithm used to generate symmetric key K/. For



15 KI = P1Ru nod p =f(S) RARB nod p [00441 Since the operations on the

el ements of the group are commutative, the two calculations (at nobile
device 102 and snmart card reader 104) yield the same symmetric Kkey.
Generating the symmetric key KI at nobile device 102 may occur before,
after or concurrently with generating tpP symmetric key KI at smart card
reader 104. 20 [00451 Reference is now nade to Figure 5, which is a

fl hart Qqf . I .hpd for . ti : tric ke : e
e hod of St EATEBEL TEHC B 1 BRn B P PR el ohukent PH kay
exchange tleglampiriguesrdel QRS brotP GorepAaelNEh MESS nRbROUEYIEN | §PRad SsB&sion of

i npl erent ed by nobi |l e device 102 and a portion 510 to be inplenmented b
smart car o Fixgepubbshed gengowr mfiht eraievi Smilrdy, at2g 2hasap esskessilan Odfhasne

of the sel j ( ith .wWhich may be the sa as..or
di f f erent pf%r%oér%ngitO ﬁg Pgﬂgﬁgfé? %8 %%g@ﬁr f|(écy ‘i’/m\gﬁ]gg)F et lﬁ%‘?tﬂkgesé’ nIrBCtGgE(SI’ Z?e symetric
key K1. For 11 exanple, if the selected public key algorithmfor
gener at i-nd0¢9het riic>Wegnokile idgvipk 167 gancrhtas geaptonneumbdeR - fi the enge ofip b or
a particular prinmep, nobile device 102 has possession of a known,
publ i shed Pglangﬁhalﬂ @F S§0,gnrobikedeyicsul2 ginerates & yhorktermmblisrieyt P& by daiswgdbe

i f th I blic k I ithmf tin
synmot 1 o BBy kBT 15 OBIYT g "G0H: TRBIIR I GoP 01 Teet i S ACHar
nunber RC,i he range, of to ..p-1. Then at 506, nobil e device 10
generatesIQHS%5§FT?3&W#EHE$ﬁé”V@§1%@6B?HWéFg?ﬁgnkﬁ@Uuﬁgﬂé%éﬁﬁﬁsqéﬁﬁmFﬁéS
power RC plidwad the group and sends public key P3 to smart card reader
104. In the exanple of DH on the large prine-order finite group for p, this
is calculated Bs follows: 10 P3= nodp [0048] Simlarly, at 514, smart card

ods5ehe: ared

r eader ge Pa random nunber RD in the “range of 2 to p-1. Then at

516, smart card reader 104 generates a short-term public key P4 by raising
RD within the and sends public key P4 to

mobi L. aedl B! 102 SR8t Skapioet 674 Exssi, 1 h GeFeafigoa srrdee: BRRBFT RDrimiee
group for Pzingte r(])if 3 ti) ?9-1. Then at 516, smart card reader 104 generates a short-term public key P4
by raising the generator 7' to the power Rp within the group and sends public key P4 to
mobile device 102. In the example of DH on the large prime-order finite group for p, this is

15 calculated as follows:

P = TRD mod p

{0049] Generating the random number Rp at smart card reader 104 and generating
public key P4 and sending it to mobile device 102 may occur before, after or concurrently
with generating the random number R¢ at mobile device 102 and generating public key P3

20 and sending it to smart card reader 104.

[0050] Once mobile device 102 has generating the random number R¢ and has

received public key P4, mobile device 102 generates a symmetric key K2 at 508. In the
example of DH on the large prime-order finite group for p, the symmetric key K2 is

calculated as follows:

R .
25 K2=P4 ¢ mod p= TR DR mod p



15 calculated as follows: P4=T nod p [0049] Cenerating the random nunber
RD at smart card reader 104 and generating public key P4 and sending it to
nobi | e device 102 may occur before, after or concurrently wth generating
t he random nunber RC at nobil e device 102 and generating public key P3 20
and sending it to smart card reader 104'Ii0050) Once nobil e device 102 has
generating the random nunber RC and has "Teceived public key P4, nobile
devi ce 102 generates a synmetric key K2 at 508. In the exanple of DH on
the | arge [fPPHe- orere fmari cerdgreadg f@F hpy gtieeatiynmiet mindokeyunktri By and has
calculated as follows: 25 K2 = PAR' nmod p = TRNRc nod p 12 [0051.] Once
smart car deceadiepubliodelydss, gendratd ngdtheds gngdamnikebemnRBiandy Ka@sat s1ecdihved
public key, P3, snmart rd reader 104 geperates the symretric key K2 at 518.
In the exXArsFaRF leSnli;gﬁdW A a‘igﬁrﬂjé“%"gf‘ﬂé-ﬁ@#%&m‘fﬁ fRrte 7 ShpIeGIc key KKds
symretri ¢ &evidd dsSolgal-cul ated as follows: , 5 K2 = P3RD nod p = TR ~RD
nod p [0052] Since the operations on the elenents of the group are

comrut atj ve he,two cal Ig;\ti ons (at nobile device 102 and smart card
reader 045258 d mRérsafe symmAstric key. Generating the symmetric key K2
at nobil e device 102 may occur before, after or concurrently with

gener at i nqm?;ﬂz SYIHIRLT the Jpehtlds 3h tﬁg%'iémeg@sr dr Elgiag[;%'hnglgé'coﬁ%ﬂtg%eg :h?t!: il\tgsﬁ;e

6 is a bloc i agram of system 100, according enbodi nents’o
i nvent i on.cakoltichafdt mybikotmyiccolfifomahtimanfcanbixatier ted)i vield1M2 samd symmtdtricar d

reader 104 are not. shown in Figure and are. not cribed explicit]ly

bel ow. [ o%&&] Fsbiia 08¢ Febelis” e K3 R an o oS LB SapoE haiorS el o
reader 104ohdiftedtl9 Svithaitnantify fa s??ranetﬂc REP KD SMatiicHR dehddr 10k, exanpl es for
antennae 602 and 622 includes 15 di pol e antennae, nonopol e ant ennae,

mul ti 1 ayefosss] am &ad 8R92&1odR! BRAam SWEEERI16D, according to some embodiments of
the invention. For clarity, some components of mobile device 102 and smart card reader

104 are not shown in Figure 6 and are not described explicitly below.

[0654] Mobile device 102 includes an antenna 602 and smart card reader 104 includes
an antenna 622. A non-exhaustive list of examples for antennae 602 and 622 includes
15 dipole antennae, monopole antennae, multilayer ceramic antennae, planar inverted-F
antennae, loop antennae, shot antennae, dual antennae, omnidirectionale antenna and any

other suitable antennae.

[0055] Mobile device 102 also includes a communication interface 604 coupled to
antenna 602. Smart card reader 104 includes a communication interface 624 coupled to
20 antenna 604. A non-exhaustive list of examples for standards with which communication
interfaces 604 and 624 may be compatible includes 802.11 a, b, g and n and future related

standards, the Bluetooth® standard, the Zigbee™ standard and the like.

[0056] Mobile device 102 also includes a processor 606 coupled to communication
interface 604 and to keyboard 114. Mobile device 102 also includes a memory 608, which
25 may be fixed in or removable from mobile device 102. Memory 608 may be coupled to
processor 606 or partly embedded in processor 606. Communication interface 604 and
processor 606 may be part of the same integrated circuit or in separate integrated circuits.
Stmilarly, processor 606 and memory 608 may be part of the same integrated circuit or in

separate integrated circuits.



antennae, |oop antennae, shot antennae, dual antennae, omidirectionale
antenna and any other suitable antennae. [0055] Mobile device 102 al so

i ncl udes a comuni cation interface 604 coupled to antenna 602. Smart card
reader 104 includes a comunication interface 624 coupled to 20 antenna
604. A non-exhaustive |list of exanples fP% standards wi th which

comuni cation interfaces 604 and 624 nay De conpatible includes 802.11 a

b, g and future re the Bluetgoth r2 standard,

% gheatm SP8ar o St PRE e 104 BBSGERimia WotkovicEbi0bhedh PPl Ginali®s
processor ;ﬁﬁéﬁfw@am e@ digpl&PMMUNn@abiitonl NEr £3GR GO rédidr 104 keybipandes 44
Mobi | e device 102 al so i ncludes a menory 608, which 25 may be fixed in or

r enmovabl e PEBEEYRAS Néu@vemduémlfb@d TR ogaige rfepyn Bwatoupl exdenl i obbsszoy

606 or partky de ces 0 C@_ catl nterface 604
rocessor Lot T e Saplabie AR Eal Paq B AU’ ShPERIATLH | AREaRar £
i nt egr atsediozmmnucﬁmn mﬁzlrm::é GM yind pfd@@%ﬁ GD6 BR WRWhrBNME Y200 Bnib@Mcl@iRar t

of the same . integrated circuit or separate integrated circuits. 13
[0057] Sre¥ il seipipte Bresated gycyfss OSIFTH@FIMd@@C%SSﬁI‘r StetsoncmE eBupRE e part of

communi caty 08 i, d ime%faft@:?&%r ih Qeﬂrégg@&%\%&g gagid o button 112. Smart card

reader 104 al so 1 ncludes a nenor may be fixed in or renovable

fromsmart rdor 0 cou sSOr

par 11y et il | ARty MEEROY o BT AR F SRIPHIEHI o BSRRET oSt
processor pbRBsdimy ufie (PR, aofigitd) ai GRNBrdcbisef (RS B}J aGbdiudi insti@Etibi s epmbaice

i ntegr i Simlarly rocessor 626 and nenory 628 may be part of

t he saﬁbe%%f@fgkteglpm@aﬁmw seheaapeeatelStitaadthe Bhecﬁlﬁmm‘@re [FIOESIOra
nhon- exhaughi &g '62§tmz§fn b@iséﬂm'f%ﬁ gagcafefoﬁcﬁ%%aﬁfc%n{agmnam% (p%sggg%?%gayfbee 8o

central processing si gnal “processor
|nstructi@mfséan@mﬂﬂmnemspﬂiﬁdﬁ%ﬁ&ﬁdpmﬂudﬁﬁﬁ@%)lnstruction set conputer
(AsSC and the like. Furthernore, processors 606 and 626 nmay be part of an
appl i cat i gr059pecinbinaxhateigt aligdotidgxantiples( Al Gen@iticsayodand 6Parihclafiesadny

f duct (ASSP
PPl 1 cat 1 o BREEL Ly ARIaLG, Product (ASSP).

15 a) semiconductor devices such as registers, latches, read only memory (ROM), mask
ROM, electrically erasable programmable read only memory devices (EEPROM), flash
memory devices, non-volatile random access memory devices (NVRAM), synchronous
dynamic random access memory (SDRAM) devices, RAMBUS dynamic random access
memory (RDRAM) devices, double data rate (DDR) memory devices, static random access

20 memory (SRAM), universal serial bus (USB) removable memory, and the like;
b) optical devices, such as compact disk read only memory (CD ROM), and the like; and
¢) magnetic devices, such as a hard disk, a floppy disk, a magnetic tape, and the like.

[0060] Memory 608 may store executable code 609 which, when executed by
processor 606, may cause mobile device 102 to implement relevant portions of any or a

25 combination of the methods of Figures 2, 3, 4 and 5.

[0061] Memory 628 may store execufable code 629 which, when executed by
processor 620, may cause smart card reader 104 to implement relevant portions of any or a

combination of the methods of Figures 2, 3, 4 and 5.

[6062] The preceding explanation uses the example of mobile device 102, smart card
30 reader 104 and wireless communication link 106. However, embodiments of the invention

are equally applicable to any two devices (not necessary mobile devices) where the security



[ 00591 A non-exhaustive |ist of exanples for nenories 606 and 626 i ncl udes
any conbination of the follow ng: 15 a) sem conductor devices such as
regi sters, |latches, read only nmenory (ROM, nask ROM electrically
erasabl e programmabl e read only nenory devi ces (EEPROM, flash nenory
devi ces, non-vol atile random access menoy y devi ces (NVRAM, synchronous
dynam c randon1access menory (SDRAM devices, RAMBUS dynami ¢ random access

R d bl e dat d t
Fandom acdbger SEREREr of Peceay Rif ol Gt CRnelroRuY PONE Fentvapie ovo
menory, anidvicbe atd b@s&n!ﬁ} Rk TR orgeVEBEsarlyS WikeragmbRiIRast H $K iheasioqnry
menory (CD ROM, and the like; and c¢) nagnetic devices, such as a hard
di sk, a flcpdly apdkabla torapmsre de\tléfp?e{nohweﬁﬂéi}l inkbile d{:\oo@whwmmws 808edmy
store exqugéacla 68%8)9&1%11%)8 fx\r@n 1011 1S aafnﬁxec:fl%legg)gy%cfv?cgﬁ Wltilftp%ol%gr @%f cause

nobi | e devi ce enen "nati on

of the u 0061 o 28 are

execut a é&ﬁﬁze éghg%' m“mﬁ@%“@x@@ﬂFéH“%QUmb$%¥%§§8¥ @- agﬁa?“ﬁ§ﬁ§§b§ﬁart
card r eadaeieix%wtr@r rh&B AR, mk@c\ﬁaaﬁs B% bgc@ncﬁldcgqu%}’en%rwﬁl nF P BRLARS HRRe Of

t he met hods of Figures 2, 3, 4 i The precedi ng expl anati on uses

t he exanplréosfingrpiskilbingdeiace 110-‘2 th@ﬁﬁ)rr@, toetmdund?sﬁstqmiaﬁhet th@%pau@dwimmsws
comuni ca nbodi nts of ntlon e equal ly
app! i cablgeﬂtglmedtgIg &Qg'eV|ce§%kaF0%%%%% §P§$ﬁ53% 88%3p %ﬁ@ﬁhﬁ
security 14 and/or authenticity of the connunlcatlon l'i nk (not necessarily
W reless) between the two devices are possibly unsatisfactory. Simlarly,
ot her enbodi nents of the invention are equally applicable to any two

devi ces (not necessarily nobile devices) where this is a need to securely
exchange information di splayed on one of the devices with the other device.

5 [0063] While certain features of the invention have been illustrated and
described herein, many nodifications, substitutions, changes, and
equi valents will now occur to those of ordinary skill in the art. It is,

therefore, to be understood that the appended clains are



intended to cover all such nodifications and changes as fall within the
scope of the clains. 15 Cains: 1. A system (100) conprising: a first
device (104) able to couple to a security device (108) having stored
thereon private data, said first device (104) conprising: 5 a display
(110) to show a confidential value; a fﬁﬁst conmmuni cation interface (624);
and a second device (102) conprising: an"input conponent (114) to enable

i nput of Sékﬂ confidential value; and a second communication interface
(604) abl ansmt to said first device 10 (104) an indication that
said confidential value has been inputted successfully at said second
device (102) erein.sai d second device (102) is arranged to use said

confi denti rAéggﬁ@(ﬁ@D(?ggﬁﬁgﬁy access said private data via said first

devi ce (104), angdrnaeviet prE@iafdid o Wi £ 8ol L 0A) e § c] B¢ aid
confidenti al yalug fr&n12aiga fﬁbdﬁggggéEf%f%%g?%??%V?Rgﬁggﬁg%égwﬁi§§§P§

i ndi cati on vbavaaiddiaf $aidfirst davion(I04) conpiisiher f ace (624). 2. The system
(100) of: claim1, wher.ein id first device (104) is arranged to show a
non- confidenti al véV%@ﬂ8%?@§$H)ﬂrgﬁ?ﬁgnéééﬁélﬁﬁ%%r clearing said

confidential value fq@m sahunidhed] Averfabd 0324)26hd3. The system (100) of
claim?2, wherein said non-confidential value'is a random val ue. 4. The

system (100) of? grgdotryicsi(1eAomprising 3, wherein said first device (104)
s arrengea o ooy aaigocacfientan ualin omERLG dlapmagiinl T

| east a predefined perio apse I'nc
val ue was first showscoondeaidmdhepliay iftditQk. (606) atfe tArhhdngt tdend giest ([(k0#)

conpri SIIOng: (104) an indication that said confidential value has been inputted successfully at
h said second device (102);

wherein said second device (102) is arranged to use said confidential value to
securely access said private data via said first device (104), and

wherein said first device (104) is arranged to clear said confidential value from said

15 display (110) following receipt of said indication via said first communication interface
(624).

2. The system (100) of claim 1, wherein said first device (104) is arranged to show a non-
confidential value on said display (110) after clearing said confidential value from said

display (110).
20 3. The system (100) of claim 2, wherein said non-confidential value is a random value.

4. The system (100) of any one of claims 1 to 3, wherein said first device (104) is arranged
to clear said confidential value from said display (110) if at least a predefined period of

time has elapsed since said confidential value was first shown on said display (110).



a display (110) to show a confidential value; a comunication interface
(624); a processor (626); and 5 a nenory (628) to store executabl e code
means (629) which, when executed by said processor (626), causes said
confidential value to be cleared fromsaid display (110) follow ng receipt
froma second device (102) via said co ication interface (624) of an

i ndication that said confidential value has been inputted successfully at
said second device (102), 10 wherein said first device (104) is able to
couple to a security device (108) having stored thereon private data and
to use saﬁdftﬁnﬁﬁd@nt[&ﬁ)vaMpéﬁng provi de said second device (102) with
secure access to 1251 ée dataf 6. Ihe first device (104) of claims5,
wherein said efé% TR fidgnéy! valilen executed by said processor
(626), also caugggnﬁﬂngﬂmgQﬂkﬁggﬂgbay val ue to be shown on said 15 display
(110) after clearing said confidential value fromsaid display (110). 7.
The first devi éer¢aswy (626)ctral m 6, wherein said non-confidential value is a

random alue The eV|ce

wher ei n sal d e%g?:% J)}B/I(étgc)st & e 335%2‘)3?)(1% Wé’%{u(@zgglf@dwgviﬁ?%‘t‘%lrllycsé’édsor
(626), causesosaist @RS, desdsi Ald valftRntigl PAuSkEBE tbardd BBNSaiid Hps @ax 0)
(110) if at |east a predefined period of tine has el apsed since said 20

conf i dent i alfoaping waept e sshonthdoticadild) diaspidaprinaoyatioprintopfacey(G26) hbd
compri sing: £OMAILAG, fhat ifleofBNLARI (Hhal 8odh BBENL] LY ARKIIELy( 5%89 haying
e at a; entil a |c e|c

stored thereon privat oW ng a con
(110) of saidtvider$2)device (104) in order to 5 enable said confldentla

| b hanged d (102); cl
cont | diflt 1l v PGRTT reihfush dpieogoa S by KBNS Agerutd st s (1G9 baving
i ndi cati on fsvt&ea %ﬁ’érgorﬁ oA daVhse td 1023l NBhhdaldl CRRE Igbiat YAl 4eohps

been inputted
device (102) with secure access to said private data.

6. The first device (104) of claim 5, wherein said executable code means (629), when
executed by said processor (626), also causes a non-confidential value to be shown on said

15 display (110) after clearing said confidential value from said display (110).
7. The first device (104) of claim 6, wherein said non-confidential value is a random value.

8. The first device (104) of any one of claims 5 to 7, wherein said executable code means
(629), when executed by said processor (626), causes said confidential value to be cleared
from said display (110) if at least a predefined period of time has elapsed since said

20 confidential value was first shown on said display (110).



successfully at said second device (102); and using said confidential value
to provide said second device (102) with secure access 10 to said private
data via said first device (104). 10. The method of claim9, further
conprising: showi ng a non-confidential value on said display (110) after
clearing said confidential value fromsaid display (110). 11. The nethod
of claim9, further conprising: 15 show a random val ue on sai d display
(110) after clearing said confidential value fromsaid display (110). 12.
A conput er readabl e nmedi um (628) conprising code nmeans (629) executabl e by
a procesSbrA@ﬁﬂﬁyi@ﬁn@ﬁﬁmyevice (104) of any one of clainms 5to 8 for
causing a dlspla é said device (104) to show a confidential val ue
and to clear ép %Wﬁ?r%(ﬁlﬁﬂ"ﬂém@é‘l’ a\%q”u’éy 9¢Vies Jis s By dng pleprdafrerean pyivate
fol | ow ng regglft from anot her device (102) of an indication that said
confidenti al ue has been inputted successfully at said other device
(102). showing a confidential value on a display (110) of said first device (104) in order to

5 cnable said confidential value to be exchanged with a second device (102);
clearing said confidential value from said display (110) following receipt of an
indication from said second device (102) that said confidential value has been inputted
successfully at said second device (102); and
using said confidential value to provide said second device (102) with secure access

10 to said private data via said first device (104).

10. The method of claim 9, further comprising:
showing a non-confidential value on said display (110) after clearing said

confidential value from said display (110).

11. The method of claim 9, further comprising:
15 showing a random value on said display (110) after clearing said confidential value

from said display (110).

12. A computer readable medium (628) comprising code means (629) execuiable by a
processor (626) of the device (104) of any one of claims 5 to 8 for causing a display (110)
of said device (104) to show a confidential value and to clear said shown confidential value
20 from said display (110) following receipt from another device (102) of an indication that

said confidential value has been inputted successfully at said other device (102).



