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WO 2009/ 048424 PCT/ S&007/ 000349 | GENERI C REMOTE
ACCESS OF SOFTWARE APPLI CATION Field of the Invention
5 [0001] The present invention relates to conputer
renote accessing. In particular, the invention

r a system and nethod for renotely ]
SQ%?&gig&aéppllcatlon of client termnals V|geﬁ§%é¢@g3w
connection. Background 10 [0002] Wth increasing
popul arity of Internet usagel online applications via
the Internet have becom ng nore and nore conmmon,
especially for renpte access and sharing

appl i cat GENERICI'REM@W¢MQE)SQFTWA&M@PM@6W ce,
online education, and the like. 15 [0003] In
e-commerce and onl i ne education, online denonstrations
are popular wth cli &miél8 bfrE€nventibiese denonstrati ons
are based on a pull technol ogy where the
denonstratigns are avallabl? online and can either be

vil®8Hd di r JOF1 BreseRt dRIGRHRN Flalgsplo (SPBRE] empte accessing.  In

Mphrtitul@(itha inveRioh Q€8s to Alsysian\EHdQARS foPreindRlyCdctetdiigSsoftware
co uter for later 20 view ng These denpnstrations

on,of tlirot egpingly yia nterpet abl e prograns or

applets, web- pages, or data files such as Mcrosoft)
Power Point(r) files, or nultinmedia (video/sound)
files. These denonstrati ¢13ke5¥8d pr e- made and
pre-configured for viewing by the clients/users. 25

[ @a6z4] Anotvmey mbﬂéﬁsﬁ{g%bulbﬁt? %dnﬁ&@éﬂus@tzl &ifiné &ppﬁcamemgme

corrputer/desktop contr ol access, whjch allows a
ciwm haysrBeroaying BB SUOTS, FAmERe FBECRI 195 reratey pesessyand

gphcﬂimhs C kR ppN@borR findl@ddt é-8drhrhétee, dlthd &datdtion Sand
on anot conmputer is usually through a renote

% $- to view and control the renote host's
applications via the application's graphical user
interface. The client conputer retains control of the

3609p i calh BRAMBECE Ard enbing edugations eyling demenstratiogpare popular

Swith @fiéntd/esetsh eTREd BdrtiStratibhCare [ba&dlon & PUIP tcRroldgs ek the
downl oadj ng a desktop, view of the host conputer and it

c awonﬁmomﬂrae@ﬂwlewlwg apd cap githez be zigwed disgstly through apy,web-
h82Wsé# BP Hufifmedia platforms, or downloaded to the clients’ computer for later

viewing. These demonstrations can be in the form of small executable programs or
applets, web-pages, or data files such as Microsoft® PowerPoint® files, or multimedia
(video/sound) files. These demonstrations are pre-made and pre-configured for

viewing by the clients/users.

[0004) Another Internet based application is a remote computer/desktop control
or access, which allows a client computer to access and control a host computer
remotely. The current way of controlling applications on another computer is usually
through a remote viewer to view and control the remote host's applications via the
application's graphical user interface. The client computer retains control of the
applications on the host computer at all times. Subject to the settings, the client
computer requires downloading a desktop view of the host computer and it can

manipulate view as if the client computer is the host computer.
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exanpl e, GoToMyPC marketed by Ctrix Online, a

division of Citrix Systens, provides a renpte desktop
access service that include features such as: guess

I Rvd bdbblpsfor allowing a client conputer topgﬂé’%io%m@ow
second person to view or 5 share control of t

conmput er; drag-and-drop file transferring for noving
files between conputers; reffote Sound for l'istening

to sound on host conputer and others. Wen the client
conputer is renote accessing/controlling the host

copsvef € . th@ ShinBR! GoPONHPE GharkBd bRiCksix 201k a di f
access/ control to theoh&q? conputer ., ya10 Sunmary a division o

[ dOBuSYstems,revddase remete deskinn ageesyserss that inchude éeaawés@ as:
SYgle&hARHol r&ﬁgwi‘ng fa ﬁlentn&ﬁtﬁﬁ{ek 1" BVid'8 sébohd Hér%n' tBWlé?J or

termnals. In accordance wt one aspect, each of

5 t eshare rpantsol wé\ﬁhmbose gempyiterjrdrag- aa@rﬂtop dile vewferﬂmaefqrm files
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aCHeRien SR SeER f@lnh Lo SounfOH lﬁl)ﬁ cf)xﬁf»uter ancljl] others.

resi di ng |n eac t er m nal e network

ag\yh?n the eliFntcamputey isgpmetd amssmr‘m'mlluzg thelm eorwéew!w elignt
ﬁ:?Qt@r RilntaiACa ﬁﬁ%}g@%ﬁ\ﬂ%l mtﬂoﬁ%omg&& agent nodul e

tra mtting a data e to other nt nodul es via

the network. Upon receiving the data file, the other

agent nodul es are adapted m“&ﬁ}gcute an associ at ed

application anong the one or re application that is

associated with the data file. The agent 20 nodul e

t 1898l t t i nkhetprrserd dnvantion| peow@s a demsteabcess systemjand suethod for a

c ORI AR ORSaRo 01 rAad ] qcoBURRL B et och of e

t derminatshgving pmrmembpa}wn,[tb@@mtel ancesTEysteniznmprisss athagent

OfodiiEBA R |
synchroni zat | g‘ ?e?ﬁm“syn rgtr@iyngﬁtgﬁog%e %{n module is
a@aapte tﬂg"mblstsa tmolseaoaeseing tsersion @y dbet otheychgens modules, the agent

LA flehPE R bl A8 dhdifcPLRle RARAL DRAUEERing

roni zatron may
etishdardfileghpetberageit meiskages ddattvdebrcxedw @@ﬂmatedmdmliceuon
tr, t dul e
Tﬁg{ag tO%rngtal?lForg @]%x;ﬁlgihtgon ga%sﬁaatgc‘ii Rt fﬁ%m e ’H:e §gent
opmdabltenanmtmenlm@wﬁb apadapted 1 senéd aser siterfae signdlhe the other
[ 3 [ e y 1 0
3 R B B0l (B} SRR RO Yort d8ce7 b i TR
bemm&eunmmﬁ agent nodul e transnitted the file data and
the other agent nodule during the renote accessing
session is verified visually through the captured
[0007] In accordance with one embodiment, the agent module may have a

synchronization mode for synchronizing the remote accessing session between the
agent module transmitted the data file and the other agent modules. Further, the
synchronization may be performed by exchanging protocol message between the agent
module transmitted the data file and the other agent modules. The agent module
transmitted the data file is operable to remotely capture screen shots of the associated
applications executed by the other agent modules. It is possible that the
synchronization between the agent module transmitted the file data and the other agent
module during the remote accessing session is verified visually through the captured
screen shots. Further, the user interface signals may include keystroke signals.
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screen shots. Further, the user interface signals my
i ncl ude keystroke signals. WO 2009/ 048424

PCT/ S&G007/ 000349 3 [0008] In yet another enbodi nent,
the agent nodule transmtted the date file may be

a br oadcast text nessages to the ot
m‘i‘ﬁﬁ%ﬂéﬁm};@; P é§(<?29@7%0349

is possible that the broadcasted
nessages are stored in a clipboard of the termnals. 5
[0009] In a further enbodi nent, the agent nodul e may
conprise an input controller for controlling priority
of user interfaces for controlling the agent nodul e.

TheooknPUt @Rkt ok} eﬁﬁé(dixﬁﬂ'g:pt?xée %%etﬁte RA0dHE trafshnftteld the date file

keyboard for “‘controlling t accessing )

s d8ay; bsrpdapteyl fodwaagipast fexhimesspges tathp other adent medyle. e Bdsnpossible
| AN MeibRAdcdstB® feit o | Ba AR ©
accessing a p Gr aﬂfl?sts%regﬁtglgggn%{ﬁ% w%géa}tﬁ%tgltvmri,
of the termnals having a agent nodul e residing

t on. T hh*{h?[]' esm | fifel tJ.0
tzt?ﬁlﬁnal gﬁcfo at egé%k’d%%%kc |Ene ?Jttshérm nggfcﬁlﬁg@sr%e hig ot
c saprallsefor sonttollingfpriorieynafivisert interfaces Gatcantfdlling thé agend module.
h : - ‘ .

t e ] Sl B B i et HosR o brSlne e remone
appAesgtsessionassoci ated with the data file of the

client termnals; and transmtting input interface
signals of the control termnal to control the

eX®edlt ed dpprothenaspest of the ipresantingentipigheré is@rivided n miethad for
2 : M ' t,.. the .
e risehg DA GNEL e QAR e BE e srliis peying o
aegeat godyle sesislinigothersat. WElenpltrlakity aodj ¢amininatsdodledect cantrel terminal

C j d n u the.cl|

¢ S o oot o GfRP Ak A, 1h8 el PR SRS o ool B e
p fromghexontrelseraimal tocthevetdeast dne chapetetminalsl thraugb thetagent modules;
c t ] . t he .agent I cl i.ent . .

¢ Sl o' SpfLOh AOled WRRRR OBl 50 B erminals; and
c &pnsonitiing) inpot éxerfasé) sigsalo bf theccoapll femaihalotosconfrolt the exécuted
cli . ' tel romthe control termnal.
I%ﬁpfﬁgguﬁé%'%e nt%f’él@q?th%%chr oni zati on between

control termnal and the client termnals during the

LR C o1 s FREBRpRE R arle oGk P it B s e

each

s sypolarbisizing ghei rembta checelssiys Sessibtebedwepn ahes ageaDmp@id 3f the reontrol

Z;Tﬁ%‘@ggentaeﬁw %.gn:aon? dnllorﬁeuﬂts ‘of L eeclggg Itl%ginglg.y lilar }nlgt?ngd may further
comprise exchanging protocol message between the agent module of the control

terminal and the agent modules client terminals.' The method may further comprise
capturing screen shots of the applications of the client terminals remotely from the
control terminal. It is possible that the synchronization between control terminal and
the client terminals during the remote accessing session is verified visually through the

captured screen shots. Further the user interface signals may include keystroke signals.

[6012] In yet another embodiment, the method may further comprise
broadcasting text messages from the agent module of the control terminal to the agent
modules of the client terminals. It is possible that the method further comprises storing
the broadcasted text messages in a clipboard of the client terminals.



broadcasti ng text nessages fromthe agent nodul e of

the control termnal to the agent nodules of the
client termnals. It is possible that the nethod
further conprises storing the broadcasted text

MRaS HaScusdd @ clipboard of the client termn 'ﬁﬂ; Biooosss
2009/ 048424 PCT/ SG2007/000349 4 [0013] In a urt

enbodi ment, the nethod nay fgrther conpri se

controlling priority of user interfaces for
controlling the agent nodule of the control term nal.
The control of the renpte accessing session may be
wigpdisgn on-Is Qrﬁiﬂﬁbr Iemsba&eﬂ, Bk nidtRdd 3 Turthep chMprile Rostfolling

t he, control te Brjef Description of the

DPERPA L uiepipte cep ?rswmw}m the aeef Pedulseof faesconirplderminpl. The
Wegnted] of @8 reiniofd Jcbd@ﬁn@iggﬁﬁi 1B BeSwiftf an ohQcleb}EkdybSR @6 the agent

invenii ref erence to the acconpanyi ng
r‘%ﬁﬂf‘fﬁ EHWF?P%PW f0015] FIG 1 illustrates a

vschenatlc bl ock di agram of network of a plurality of
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term nal s having a renote access systemin accordance
with an embodi mentBrsf Desrsiption efdbsfprapingent i on: 15

[0016] FIG 2 illustrates a flow diagramof a renote
AGRRAS S €S ThRinveRtiorATilIVe GEREBed By vhy ¥ RorR B BRBddifints of
the present invention; [0017] FIG "3A exenplrfies a
ePIEREH dRYGRoN, Witlkrsfarense tothedrcompsaying drapyings,gn which:
accordance Wi th one enbodi ment of the present

invention; [0018] FIG 3B exenplifies an in-tray
wWiWBw of FIGohillugratesgesehematieiblogk 4@%@6%@!#@@8 Rhugality of

O §em IR AViAE B treMbte lab& s 5RRANN 40MBRcE th ﬁnéhl?oﬁuﬁéﬂp 6Pthe

FIG 3C exenplifies a control screen of a control

aBEFRnt YeMYP® i n  accordance with one embodi ment of the
present invention. W 2009/048424 PCT/ S&007/000349 5
Det ai | ed Descrlpt|on [0020] In line with the above
sy, « KEGs 3| illystrates ol cflaw idiagragn obfa zemaierisecess ggssion in

S pRbidhnce mqnaéﬁmmxm@g@&g | {kisn; ar e provided to

understand the inventive atures of the present
invention. It shall be apparent to one skilled in the

afob17) NOVVEIG. 3A exemplifies a main window of a control agent module in

accordance with one embodiment of the present invention;

[oo18} FIG. 3B exemplifies an in-tray window of a control agent module in

accordance with one embodiment of the present invention; and

[0018] FIG. 3C exemplifies a control screen of a control agent module in

accordance with one embodiment of the present invention.
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that this invention may be practised w thout such
specific details. Sone of the details may not be
described at length so as not to obscure the

i nvention. For ease of reference, common reference
NS msil | | be used throughout the figures (\,“9&55007000349
referring to the, sanme or simlar features conmno {
the figures. 10 [0021] FIG illustrates ascherratlc

bl ock di agram of a network 100 of a plurality of
termnals having a renpte _access systemin accordance
with one enbodi ment oPetailed Daseriptigt i nventi on. The
plurality of term nals connect to the network 100 via
st andard netmork connectlons such as LAN, wireless
LASQ2OMAN arf lise @ith i abree semgsyithe Hbioving deseriptien of a number
| R rspaidic &Md B@r&h%%mboﬁ%@ﬁ Qfe P}E@xd&?rt Hsth% inventive

prow ded wth software apF) i cations such as wor

prieatiresaf tee pipssntiinventiom &t shajt bp#riperepirto oas shilled in the art, however
ARk uﬁ@ﬁw&%ﬁn g%e Slta&lse[i OtReut sadhl s kécr oﬁecie?aﬁlg ! §&n§ 8¢ t§% Rotails

1, the network onprises a cohtr term

1 Pary aatbedescaibed Qtéthﬁalaanwbsmheﬂ@mmmn Fasreaserofieferange,
C QBRnb FFertneE

controll eer 112%%:%1@@%3@%@%@%@%& g?g ferﬂl& to the.
Eatime efisiniler featusesiepmanon to3be figuresr i ses a cl | ent agent

nodul e 151, client applications 153 and client data

files 154. The control agent nodule 111 and the client
ad¥@?tl nodulFdG1 3 1illugtrates acsghematig Hincktdiagrane wbaenetwoske 460 of a

SYREHD 0P @i 'Ha g}ﬁ%aé:trérf?&e W}Pm&? 180 Qr[g;h{edgillcr? mth one

termnal 25 110 an [Tent termn
c 6mbediment of the pregeshinverition Fia plurality ofrtetrsiaals canneat tof thc Betwork

Ofod UG &4 Q%tv;oﬁ{ g&xﬂ@ho&é QuctheLdHﬁ Elirk1Bds thIQCWiN and etc.

i ncl ude a oard evi ce suc
nﬁbeeehv@hlge may he wewmr er I(nsmets diach afshbtoemiodls ispravidet avith

LTI MO i .

samhcai@nmdjctproces& ng appl [ catl on, graphic

processi ng application, and etc. whi ch 30 are

install ed on the respective term' nals. The data files

10822nd t h&til Ir¢feming GaFEG.f1, tesetviotk 10 cimyulisesengonttal erminal

fi ¢ [ an t he Lic ons

1P e BRSO, 08 bl erBL o LiFoRE s BRI Mo
f modwle W T, lan dnpubieomtrobidr dll%,l applmaﬁodh [1d8 'anddztn ﬁleaﬂlat Bachlvlient

PR s EAPA ctr BBESLCRY A0l 150 cion

Pair 8e2 164,/ 0be 3d6irol Ggenh mepdeletidh sind nheoéhehuagaﬁt medube 15 are
%Eﬁrelxl b9 rtReSx%Hom%&gsl Syst‘rélxrﬁ 0 gﬁow eracugx)x( gerwzeen the control terminal
110 and client terminals 150. The input controller 112 controls inputs from user
interfaces of the control terminal 110. The user interfaces include a keyboard, a

pointing device such as a mouse, on-screen keyboard (or soft-keyboard), and the like.
The applications 113 and the client applications 153 include any software applications
such as word processing application, graphic processing application, and etc., which
are installed on the respective terminals. The data files 114 and the client data files 154
iinclude any data files that are associated with any of the applications 113 and the client
applications 153. For example, files with a name extension of “pdf” associates with
Adobe® Reader®, a name extension of “doc” associates with Microsoft® Word, a
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above are provided by way of exanple, not limtation,

it is well understood that one application 113 or 153
may associate with different type of data files, and
vise versa. 5 [0023] Still referring to FIG 1, during
a cess session, the. control agent,np
1f??§?&§ﬁggcontrol termnal 110 and the cllent gﬁgﬁmmnw
nodul es 151 at the client tgrntnals 150 are executed
The control agent nodule 111 connects to the client

et RBotrcon M casboelelh whk Niprosor Farel. sdort. Abusunpies

e oot 5 St
e SSes O e en er najl.s (0] e
Pté"&?"é‘d“g T3y assogials ath; J&ﬁﬁﬂf?f& tyvegt%a les, angl viserygrsa.

control agent nodule 111 can transfer a data file 114

tqQ the cli agent ules 151 via the network 100.
THE“dat a f ﬁﬂé eem “@atﬁr%g: tly JHnEc? Fempts arcpssesessione e control

a@gétit mwaale 11€6 atlthd cénfroPteghingl rm aid e CliEHP ageAE mb&UI&VB tat the
da afile OR t he cont ol ent nodule 111 or though
i e 0

(N

P ERECRER o Trcoptial 2aest mogle hHesonnssisdo the client
1$éent taeee 1851 Vb %ediiﬂv?orf( i0E Tl cdniol dgeft Hhedulead 11ctn §e|i&t the

ent terntn the client agent nodul es 15

s
’fﬁ | 0'11134 list; of i rpgorded captagts §F &ge*pﬁe@mgmhaéP

t h@dré‘dséseﬂﬁ tidadlent tehRihald 50 bt b 6hnBRed. SiOHcEGhd emeaﬁhyls
on th@ﬁa ent term nals, 150 and be deleted ri ght whe
t

¢ fab e captrakagentmadule J11 gandeansiena dgia fie b14:4g the client agent
pﬁfoﬂﬁ&ﬁlﬂl' \Ma e deffort 161, OTIROGtA BRI 148 can! BEr&Rfrbe®o the client
ggnt % ivlgﬁxecutes the data file 114 wth one
551158 ghrpugh dragrand-deonfhe Flevantsigtaifile priqitherpontrel @gent
C ogilé mg@rmod@due BrowSing Bx@fabd 65tht Bhtr6l Ag%ﬂttmstﬁt@m‘ﬂ | Gace
1@1§ Mﬁgﬁ q &Fe cllent applications 1
Sete et t"hEt“\é hto the et ganipalel 10 %ﬁkenawm madules 181

15i8re tRRAGANES 1 B at ﬂﬁtlbdéﬁst&g%eeﬂéduﬁﬂ Bd thé aténp&met iﬁ It can be
client termnals [0024] i1l referring

{FRPoERsY OR She elisehterminals 480 gad baﬂelre% mght ysensthg feipote

f 5R88s 3BR¥ioR fends 6r BESRbred ?&rﬁfaﬁéﬁﬂ n%caf R Ec[xﬁg ntrol
termnal 110, the inpu n transmtted to fﬁ

chgeBtiRodulch exsuics e dats file 13){5 ith 0B ef the snplieations k3 gssociated -
| heRWitR.CEhedliM Akent mbife £51 &Q&mé@%@he 585154 %4ith one of the

execute a rel evant |nput S|gna at the client

t elient applicationsy) 153 pyspriated thersuith. t'Bleeseeemcbclme appdicetions 1153
| BeRbrhestn@Bde cixmtgﬁtﬂi’aadéﬁ%ﬁ tﬂert:ixgtftftéﬁﬁﬁls‘)f the client

term nals 150. For exanple, when an iInput key "A" is
executed on a keyboard or an 30 on-screen keyboar d

(ﬁ'i"ﬁ’ a poi 9&1! RderHlY toCF’i(]: Of, 3 thCnkGl agefit ﬁ‘l”éhse}%g B ot

control agent modul’'e’111 executes an I nput
t fignal Eomagy séﬂ@sxsqrdnqeﬁ@w nﬁothp cmetgol mmu@hlm the mmmsrgoﬂ is

t @dnSrhidd tolthO ciEndl ﬁﬂﬂ@dﬁle@i% n 18 cI | en?mgu I’tﬂ&dslﬁnal

client agent nodul e 151

1thq clieat-egeptamodules 15 hexecute p gaietant(mple signdiet the phms tatmmahs 450

without a need to execute the relevant input signal through user interfaces of the client

terminals 150. For example, when an input key “A” is executed on a keyboard or an
on-screen keyboard (via a pointing device) of the control terminal 110, the control
agent module 111 executes an input signal that corresponds to the input key “A” on the
control terminal 110 and transmits the input signal to the client agent module 151.
When the client agent module 151 receives the input signal (i.e. the corresponding
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WD 2009/ 048424 PCT/ SG2007/ 000349 7 signal for key
"A"), the client agent nodul es 151 executes the input
signal on the client termnals 150 to provide an

i nput key "A" to the active application 153 of the
cly rmnals 150. Simlarly, when other '
el&%ﬁ@%%&gﬁ t he control terninar 110, the sféﬁ%?%&%”””
corresponding to the executed keys are sent fromthe
control agent nodule 111 5 td the client agent nodul e
151, and the client agent nodul e 151 executes the

r efignabler keyK'dy)), 8¢ cliens agent modules§il iexesutenthe inputcsignalpnghe client
t . 1 dar st . q f '
hermGhd1€ o @wdermg%w gg,f 2 Elogglz Abtive éag{))l%cg%&\t B/ dr gk él{ém

FIG 1, the input c ) I's a 0 contro
pripmingls 159. @mfm wkenrothen kesysfinexesut¢doon théeongroliemminal 110, the
t ' . r

1 PR Rorekjebein 1 ex el Ry 300 ke rort U ol PR 11
sitg ithel diestragent anodple dF1.iand theenlientragent frzoduletlS1 pxecutes the relevant
tr ' | e h-03! a

o itk sl iRl of BB sberd b BlE B

can be configured to send only the input signals that

C fro - SCHeLN b ELE A e
Sme 1 ORNERA R 16T 1A R ChoBBflr 182 I Bafled Bconol
g epmigriti¢s of theasar iinserEacésdor thércontrohternpihal t189.nA mselr of the contr6l agent
[ i a8 | ig . o0f

| SRl 11 Bl Uon ST IR e Bt UM} SR Bedir er
brinferfiasa o bettrénsmwitted toghe dient etmipas 450, Hor 4 hon-limitinp @xample, the

clj ] I e tkQld i
{5 ol oA tus o8 o b Sedd TR e R it A s
adteime thedonaictean keybohrd andendaiftain the ciignyls rftpnothe keyboard and the
under. ?‘gﬂ.ji | . tahget 20

a%g'nlhg% [ ong(.g g&&&?ﬁlﬁée?%ﬂobﬁfa}%%%g?%oé?e reno lg' accessi ng
system and nethod, there is no need to gain full

c ol of Len rmpal s 150 The renote

cgér?%élol seslé irﬁ%n& g#?‘e%’tb;o&m%}ﬁ a g's%ﬁa%as n%ugegp teifaces, Sch as
1 k8ystrhlet signalscart brdadonstdyd fréme thel dostnd! tetairal 110) te thittelient terminals

t ans r 0 c rol,. agent. e 111. e
ot SE L B rerf pbiiing 88 s e BOEindI? 150 Spiilcheng Ve be
otatiéeved wvithartt theetdfok modifiiihgoort understendirigaths arsldtectarei of the target
rynni onthe 25 backgroupnd. [Q027] . Duri.,n h .
reﬁ?r)licg&é’%c gg%? eﬁ’gung esa'?’ n,e Ffea%%ﬂ{‘% Steg\‘g%qﬁlt'gﬁ%%ﬁ I&éerel’ffo
aatddvtaigais fill @ptrallof dreicliatt teominatsdsS0.t Thesrgmotercontiol gession affects
activiti.es of ..the r te accessi £SS| 0N\
o Shi thé Rt Shobdip IETRP oREHER Bl he ABRCAAE5iF S transterred
f Glomothe cbofiyol egert naddulehil 130Uers 06 thie cliemrterntimdls 150 exesablecto
tbgi%@ﬁ%‘ﬁ IR 2oBSHEEShAY SERS 1Y relteS WS A'LESHe on the
background.

[0027] During the remote accessing session, the control agent module 111
activates a synchronization mode to synchronize activities of the remote accessing
session with exchange protocols. The exchange protocols are followed by each of the
transmission sent to ensure that the remote accessing session is synchronized between
the control terminal 110 and the client terminals 150. The exchange protocols include
a sending protocol message and a replying protocol message. The sending protocol

message comprises information of the transmission sent by the control agént module



the control termnal 110 and the client term nals 150.
The exchange protocols include a sending protoco
nessage and a replying protocol message. The sendi ng
protocol nessage conprises information of the

t RARSI0d,e8l.9n sent by the control agent nnduleC 52007000349
2009/048424 PCT/ SG2007/ 000349 8 111, which

header, client identities, aj data file nane, a
application name associated to the data file nanme, a

co nd. si, , nchroni zat.i on nod tion, _and/or
{Tagﬁﬁ éﬂ&%ﬁz‘ ?f’éacf pnt;identjties; aéﬁt@.fﬁ? o dPRlicatign,aame
Ofasdﬁta&,daﬁ ithevddtd 6k fafR] a *6Amand ag&mat ?gﬁ&xr?ﬁ?ah&? mode option,
es fjles

ont 111, which |ncIu

%*ﬂ’ ?va gofgs h‘FPé‘F\’d‘é an idenuisr of the;type-Qf data; gefivitjes) that are
anebnmsagg the a&s&ar hgenf mobiGR {AStwiféh mﬁxdése mEs NGansferring,
protocol nes may contajn i nformation t

5 apPrBRTst Igg, files rHfgeyabpnd Ingspags {apsierEng. Threreﬂ@&&erse@ﬂmg

f i prétodol aiessh@y iy \@Gn@di Thdkftion that %ﬁ&pnat@ ® fMahédér IFer xamBle,
of t e traggferred data_, file, and the application

iaﬂ%{t" Jrrnsfering contains At Wé‘i‘f‘s‘*a@rﬁleﬂa%ea‘tfah? trangferred data

nafne, anli Mhe aﬁﬁ@mamine thitsoeRRH 18 ' @ineeRbd ww&m In
fromthe control nt nodule |11, the client

mOBRPRSe iyBR fending RO} esspaciirom the cqnir) ggewrmﬁd@ball the client

)

10 NefcdRRgent 181 FeBidsYvith (RS RPN IprdlBdP ABRageC QHE ﬁb%r&tb&l message
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status of each transmi ssion activity. The rép ¥
preoRiaiay | thestatug el eachnisansmission cfivitvnt i Thy wplyt Aretoeslj mgssage

a gﬁﬁbnd@ G| x&nﬁ@lef fhe Lidtt Uge® 'mddIR 15122 SEMIYrQhRe transmission,
and/or data content. The status includes transferred

s fed/ers daty, contenty <They satys iwgludesy tggnsterred pusprssfinly filo swatiancgror,
suhasl isertich SRLRYSAITE IRPRE ﬁeg@&esafcwss 8N dnd QORRAAY signal

signal 15 transm tted successful. In the event that

t F@psmnifted sypresitele da the levent thatthers ds taﬁuccﬁﬁ@l ERsmissipn, thegontrol
cI [ entﬁmg&irll%%ﬁaﬁél FEr t her, V\ﬁ& %ﬁé ?ﬁh‘h%ﬂ?smﬁgfe 151.

yrther Wg?ﬂ thezepis 1of feply cfrere 1#t spagjieicliend @aqmé n1®nlem15tl hyvithig, a
pr eae&mnade tthér@ontrjbh sgespmbmé 1?19@9&1 S ns fpg o he

resend the - data file or contro

clopnsrol sigrpb kx thatslient eg%mod%lf[loozs] Further, t he

control agent nodule 111 and the client agent nodul es
151 record a process identity of the applications 113
alff928153 f orfugtherhthe genirof gent madple Hatand the client agentrimodees 151

OY&brdld frodasd MQ{tilfy e ap)gﬁ&%ﬂﬁs ABYLRNST 26r Sch 9?5 fi1d 111495t are

are executed al ong e assocl ated applications

1 fransgyiged10yer ﬂ’ﬁg’émorlﬁb%l When 3 plusality afdata files 26 executed along
”vﬁtﬂsﬁﬂstz&&gla{ehegfgg i t ﬁi g&allg?,t Qgekb‘ﬁm'iiﬁlrégqil and 151 can

applications ba
-transmitted the command signals to e target apphcatxons based on the process
identity, thereby synchronize the applications activities between the control terminal

110 and client terminals 150,

[0029] According to one embodiment, a user of the client terminal 150 can
perform other computing activities as desired. During which, the client agent modules
151 and the client applications 153 executed by the client agent modules 151 remain on
the background process of the terminals 150 and await any transmissions from the
control agent module 111. When the control agent module 111 transmitted a control
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identity, thereby synchronize the applications

activities between the control termnal 110 and

client termnals 150. [0029] According to one

enbodi nent, a user of the client term nal 150 can 30
her conmputing activities as desire |

aﬁféﬁ%gbﬁé cllen?pagen? nodul es 151 and the gcygﬁﬁy%&nw

appl i cations 153 executed by, the client agent nodul es -

151 remain on the backgrouna process of the term nals

150$ﬂaa[1d wa} jt any transnissions fromthe control

ag® Wd‘g‘h ientagent moduls 15hethe eliont agpntappdiles hloprpeeed tpjexecute

t r @9 8etitfol Sighah (BB drsdk ik ZHA A F4P dveR WHerP HRAR: ;&049 Réfon
gnal to the client agent nodule 151, the clien

agéﬁt‘s?ﬁﬁﬁ‘&ﬁ"é‘gei@l‘t@%@é@a 183p execute the control

signal to the target client application 153 even when

the target appl ication 153 is not an active client
apP?¥PLat i onlnjanltemativseapdimgntawhen & daty filej 114 is transmitted from

e r@@éﬂnﬂﬁlﬂgent‘fﬂlﬁﬁleﬁlﬂ%ttﬁe éliehieag&i]t‘}hddﬁlé fﬁn&@c&ﬁu%ﬁageﬁ%dule

the control agent nodule 1117to the | ént agen

lisadapted to regpive sereen tots gaptvned hbarmcbent agent mgdlé@dﬁi during
t Qg @sﬁte\aecesgﬁge&ghl&h qﬁ hi AR e Lridbdibidft, Gl citol %Qﬁﬁ%odule

nodul es 151 duri ng he renote accessi n sessi 0
t hild dops aptheaed\te léwsb@prmmclatesih@pb@ﬁm d|l3 fopethe datsd (ilecl14

11@@%}&&1 AL T Jl‘i%ﬁt@?&f? xdoa&i@scﬁl a@n@%ﬁ@&i ‘é‘m%ﬂﬁ 'e& 1 e%bute
113 for the data tot
adentssenitRd *é@ntlapnlwa@ns;wh@dcthmgerag:mﬂcsmmmgn% :creen
e’%ﬁ&t%]fen thd §ss§c°1§t% kifdne g@‘i&éﬁ%& 159 R s‘ﬁ@éeks(ﬁﬂ %{é&x&v\ﬁ%
shot en

client agent nodul es capture a screen

t HEengRig filg 184 (os the Oélﬂﬁldme Aild By lilgﬁlelascaen shots of the client
SUGHBRET ¥8d Ur e Xl amlds&,ﬁted
154 (or the g'l I ent dg‘%a fg'l gﬁgﬂggﬁoﬁﬁﬁ een

s Hersbys fthe wser ef the gentro} agent medule 18 0can rperfo)apthg rerdoté @gcessing
e\iekidn datvaudity v ﬁq[g%qh I s transmtted. 15
Thereltlny, t he }Jusgr &%gh%%ntro g%ent nodul e 111 can
performthe renote accessing session via visually
Vegoafyyi ng t r I

ohosll ot B e AR Ll S e onbidleb: AGRTIL ofh B
C&IWWWnG@w@aMGdsmeen shots anytine as desire.
20 [0032] In the above enbodi nents, the control agent
nodul e 111 and the client agent modul e 151 are
pft¥lded adn she@bpmmbediagem thﬂwmbleageﬁtkmodwnllrlcahd H#gahient

'TQ%H léé‘ #'51' gn%(}fd s X n%px*r&r, 8€ gﬁl}le Wl‘ﬁe con: a%lerlxt %]otdule

11 is configured to interact with the client agent module 151 and send files and

commands to the client agent module 151. In accordance with an alternative
embodiment, an agent module model include the capabilities of both control agent
module 111 and client agent module 151 is provided for residing in the contro} terminal
110 and client terminals 150, ‘

[0033) FIG. 2 illustrates a flow diagram of a remote access session in
accordance with one embodiment of the present invention. The flow diagram is
explained in conjunctions with FIG. 1. In step 201, the control agent module 111 and
the client agent modules 151 are executed by users. A group of client agent modules
151 to be connected thereto are selected on the control agent module 111 in step 202,
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commands to the client agent nodule 151. In accordance
with an alternative 25 enbodi nent, an agent nodul e
nodel include the capabilities of both control agent
nodul e 111 and client agent nodule 151 is provided for
I ) Shod)shslop the control terminal 110 and cl G2007/000349
tern?La s 150. [0033] FIG 2 illustrates a fF?%&
di agram of a renote access %%SSIOH in 30 accordance
mnth one enbodi nent of the present invention. The flow
ran1| ai ned conjunctlon wi.th FI G
o 30 B oand) ReePomodiltia Mot dett e i dp be rastEedih the

aggemp dmmmk afentlbddufes qsxsmeey 263l e sbis@ioh of the @it HR 194 can be
clien gggt nodyl es éﬁto be connected thereto are,

s Pt YT B, dpagen ‘Gfﬂpr‘&!‘ RptrolAgetamadple, o by twey mawgation
V&B&Q@é)%ﬁ%ﬂ ﬁmeaz&m&ma&es ﬂeﬁ cTBacsLiﬁﬁk deth flid1€14 is

control,  agent selects a data file 114 to be

¢ rSusqeTsEyly Sent fo e ﬁlz&nt 'ngas 10. & the file ingel sent pusaessially seny the
| RelevaBDclRBBageriBohild !3531t $cAd aGbqdeRodRd Sonkrbl &eﬂtlxﬂodi&nllbeto

carri e& out oy dra% an -drop onto the control agent
noepghdthe data file BRA RiYing C\M%W(lé‘} sucposs H&egn th glient
t h&n&lalsem @ﬂ:eé]fenmﬁiﬁhﬁ§ 136 %toFé@ Qﬁé‘ Qath i1t He4 @ﬁtaaloédl |s@rage

114 s 5 successfully sent to the client term nals
| Grsdiups asrpentidnta a1 90 in Serd03s the Gl peAmt pogdnis] of fis client
I drRMRARI150 lekR0Hes aam& ;;Pneéﬂoe 189 &aﬁee&lﬁesrﬁ&wsé LiehOdatd@le

control agent nodul e resend the data file 114
udeh Fedeligntagent moduls 151 respends toqthe &e@e& agent modulmIklfer the
c |dhts me 114 %ramf&ahémxkiﬁb clfeﬁl pﬁkeh@&}; 15‘5%&&&&@& Statdsed) Iﬁfséeﬁ 866,

the data file on a local stora di um as
c Fheéikeﬂf&a% ﬂwﬁvles 151 Jistep o eqmupand @engs ﬁremctm emrolapgeﬁ fmodule
g PhedSdonihanti BnAl in€l0de KeDstioREdThtahsu &l EHBEIHER nddule

client apg\l ication 153 thaf associates with the client
ddlh Whegthe chent agent podplesckil reggivisttharenmumand signalp, dhqxommand
t@igﬁﬁ]@ar@@f&ﬁt@& ot@ﬂ@@ﬁenm})gﬂéaﬁoﬂ 153 ih ok g{)kﬁ"? In9R@p220812h 2091 the

transferrin &h d the client application 153 executl on

s Fhiantageat modyles d 8hstorg gn mefﬁ’éﬁQﬂ awémof thseclient gprligation 1330n the
|b§én€&nhﬁa1§qmseﬁag%’dn§t 6t O Bidn® hprhEA1Sh 153 to th
nodul e 111. These commndﬁx{c,l gtﬁ'{s ‘lﬁng{ll?de pI’iéeystro?(o ©
t Fentro] sgsutrmadyletrpspectivelyr ol agent nodul e 15 111. Wen
the client agent nodul es 151 receive the command

signals, the command signals are executed on the
c [004ht applhi aegordanre Math dng embeqamzwm the step 393 tiRG@nizel dgent

291%411115 e ﬁfﬁléreﬁﬁrcl?eggg acele X}ﬁéamci{] Lk g ﬂﬁpassocéaéed with the

i nformati on status icatton 1
t fida file|11&nThe eoptiolaagng m@@de hﬁddgenﬁds tae applicationil lﬂgbssnemewsg

£aghf§k?te§t!s oAl thél %l&eﬁﬂﬁ 3 ulsléa’%leﬁ Bn mg%on§09 %&Ll 139G does a

e respect
matching by the file name of the data file 114. The application 113 that matched with

the data file 114 is then executed.

[0035] In accordance with one embodiment, in the step 205, the client agent
module 151 further searches and executes a client application 153 that associated with
the client data file 154. The client agent module 111 identifies the client application
153 by retrieving caption texts of all the client applications 153 installed on the client
terminal 150 and does a matching by the file name of the client data file 154. The
application 153 that matched with the client data file 114 is then executed.
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20 [0034] In accordance with one enbodinent, in the
step 203, the control agent nodule 111 further
sear ches and executes an application 113 that
associated with the data file 114. The control agent
ngﬂy identifies the application 113 by

%ev%%% caption texts of all the applica f?%%ngT%Bw
installed on the control terﬂ1nal 110 and does a 25
mat ching by the file nanme of ' 'the data file 114. The
application 113 that matched with the data file 114
is then executed. [0035] In accordance with one

1gbvadxl ment ,pn ke 4bbee §&;ﬁpth3 @ntrol BRnfhb&IN 1A%&Butes HRE bdrrols

further searches and executes _a client application

15he ¢lisntapplications 453 af the nansfesredidate filg 11dia the client agegt megdples
Thg Githéip }enﬁqg%ﬁmmaml 8f the fentoteinlifdl 6@ the HRevedrk E0U

appl i cation by retrieving caption texts of all the
client applications 153 installed on the client

t gpo3nal 134Gang eqatﬁﬁhﬁ%s 'I%zﬁﬁ‘ Wo@%ﬂ) R dlel Aoﬁtrélaa@@nt Qodule

the client data fi application 153 that
ekl & fregrcoidanse with ong r«@h@dlmmt a>f fhie| psesqnt Anvetiqn chhe main window

510 \dbiiftised/ &9%%9 %§ éiﬁ f@éﬁ@@ﬂs%ﬁ%%mslés&é}oﬁa@bm

he ‘above st eps, cont r ol ent nodul

exibe guictmyzhed 33 blisted pst th@ Hata Eiles éM I iser e thq@hars Jergginals
t hsx t fraraaé @5&@ qaiﬂ P14 fof n&&f’aﬁ%\o tReclieht Mmt the user

modul es retainin control of

r éﬁlbfl@plyeha-@éfdrm asqlmedmetavw? k141 grothe Qutitory ok 3#! GTO Jelete
&gﬂp& fhf | ldﬁﬁ fife 11 fFoniVoio Wb&'ghpfthet 6 r@ﬂgﬁ&@é daag Iistmon 312

I n accordance wt one € I ment o

phesaied below |ﬂweatrtrﬁb hox YHewithi poinfingdisiice. 3 Wher &?piataiée lhhls
Oﬂ}o Pédaimigar 31331%3' béiqe oﬂ%&t&rkpad H%%ﬁ@aﬁ%ﬁqlﬁ 158 ?stéiécuted on

i sted out the

daheapomirql desminali k1 aad ﬂmcéeryéqmqab 16heThe terminal digh 313 rlvatls all the
1 f
Qerﬂlﬁ%ll ;J;auaﬂgm naﬁﬁblqu%ﬁna i1y ¢ e e c&&e&t&@%ﬁiﬁ r&rhdtd adelss

ent te user can SsSi

d Sestpmn nbhederopned lig 313 mdscdlaq t&ed tol add mchremvc ﬂrs cbertt termipgls
bq¥y ol t%eoxéi’r?i@ta&e sagyste% LRE s th ! of and the

out-tray e user can C k a de epe ytton
3 torrespanding dB aidsessof ttheoteoipals mypmd@dan Thepferrhing] list 313. For

QL 0]
P Bl g Kkl GFne CHER IeintdD, bt efmibathict 313 P RO show
1 $t8tuscs B8 thederminad uF@obxampleheh@ m;wrdxcrmtemmhﬁm% added to the

??egrtnéxglglliﬁ? ht.ﬁ s ntaﬁg %&] ﬁl §dd}e§} m[ag g@ sﬁ r@e@ %nlf ! oel éong‘&l%gent

tern1na|s I NC e con
t erodilndl1 it BOerhpting tecanneds o the tchicht temnttheISOe rhdkesvisgonhes @ data

file is being sent to the client terminal 150. When the client terminal’s 150 name and
IP address are shown in black, the client terminal 150 is ready. Below the terminal list
313, there is provided a send command button 314 and a capture screen button 315.

When the send command button 314 is pressed, an on-screen keypad window is
provided for providing input commands. The input commands on the on-screen
keypad can be selected via a pointing device of the control terminal 110. When the
capture screen button 315 is pressed, screen shots of the target application 153 on the
client terminals are captured and sent back to the control terminal 111. The status
display bar 316 displays the status of the remote access session.
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system The termnal |ist 313 can also be used to add
and renove the client terminals 151 fromthe renote
access system As shown, the term nals' nanme and the
corresponding | P address of the terminals are provided

[ nal list 313. For 20 benefit of
Wdﬂ)gw%‘g{]z{mrol termnal 110, the term nal S?ﬁ%(’i%g&/ooosw
further show statuses of t term nal . For exanpl e,
when a new client termnal 150 is added to the

t pnal i I ts name and,|P ress nmay. be
Mea VG 38 Bhearnifi For-ag wimdow Je0ioh e aoprb) apent module

z[\_tme ifpiccoigarice with gﬂ@ﬁﬁbddﬁrlﬁnhﬁf thé predeht 1h&lh§li)r{] Hl’l;e]:hﬁiﬂay window

[ se whe a, fileis ng sent to the clje
+ e istiys e Gelef nid top o Parsernd e Qient st o e
2%9n-briy wihd6e 320 igklgo 6428 Y6t sklbctinp BfelactivelagtaGild 1@t t er mi nal
150 is ready. Below the termnal list 313, there is
provi ded a send command button 314 and a capture

Sq«oeqn but tFIG 3¢5xemM\HE§ alcBiftro} 861ebnCIB0THR A doHird1Qi3ent bodule
[esse n-screen kegpad W ndow i s provided

H gy asgerde W? 0% embndimen ol thepeessng wﬁnt@am%ﬁ agmfehscreen

t Isso iy préssiip a &ﬁmc&ﬁn&alba@&ﬁm\efﬂe ml MHie@ntrol
device_of the control termnal 110. Wen t

c &PEeh B0soPPESeS R MRgAW 383, wnﬁfré@swpads%m %FF&I doxp A36.

t 'Weheh @{e%ﬁd ERidang BlikdB14 DB FRG. AR preSiell S dcrdef 5Kt BAE active
are capt.ured f@ofﬁm back to_ the control terminal
d

1 fent ppRlication € slient termiinab 180 d5 sqptusgrs and, displaved on the
Ofwnidaﬁl 332 PR uSer RGHAA Ve f&EbL "The \16er 2D P 48 DR4creen keypad 334
g 0Q7/ %0349 12 [0038] FIG 3B exenplifies an
TtRCH O™

iFmate) agpessingesessinnt rkor eapiicsommappd gieaal senty a pgw

aﬁ&é&hdsaﬁt‘?&“ thé tchen® RGpIRAIMAC1 36K the tlidnh Cr{rBE 88U is captured and
Invegl]eflpgéh The in-tray wndow 320 _displays all the

cWindqWh332. JPepending o e ARRlication pRG regpirepent, the on-
t edréBnN@Ysad 1334 be Nl ke~ wow SWEHNSLOM B¥A9 PicS eagggg{m

for selecting the active data file 114. 5 FIG

3partial iy |l qywtééat Soniaing pey seme abthe ysefulfingtin | text box
agSe s usla @ irfter tekd thetebn £ BRYa ai%&e.? t¥\Mht buéﬁﬂéxﬁ;{m%u Wﬁeér oPthe

the present invention. The control screen
atntrohegsgt mpdyle ddLicay chepse & Rrpadaasinthe dexb yia erpom ragssage

Fbvﬁdo@'%n thE 8li&P %‘iklﬁéa.ls 158 GO0 0 dr QP i §ecfip§)a}‘u Gﬂ@:\é’ client

332, a on-screen keypat 334 and a text box
V\W@nm@lhlél yéerg u&ﬁﬁfﬁgmchsw@rmmabﬂél oRy Pt thetht 19 adesice clent
Sfiln 163.Screen shot of the active client
appl ication 153 of the client termnal 150 is captured
and di spl ayed on the w ndow 332 for user's visual

\éggdoi i cati 9f refifing! REFICE X, YWheH thd fenfol RE4ERE s&SEYR Fiude
more than one client terminals 151, all screen shots of the active client application 153
of the client terminals 151 are captured and displayed on the window 332 as thumbnail
pictures. The user of the control agent module 111 can select any of the thumbnail

pictures for viewing.

[0041] In another embodiment, the control agent module 111 selects a client
file directly by only sending over the commands to control the client o the specific
application.
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for perform ng the renote accessing session. For each
command signal sent, a new screen shot of the client
application 153 of the client termnal 150 is captured
and 15 refreshed on the w ndow 332. Depending on the
and requirenent, the on- screen
be a‘?ﬁ§ agey | ayout, such as an | BM PC keybgg%l/%%jo7;?6{?’0%‘19
| ayout, or a partial key layout that contains only
sone of the useful function Keys. The text box 336 is
d to enter text thereon for broadcasting to th

cI WAt er Nt empadimenis e praferred compapyiste e &Qéﬁ?mﬁ#d?ﬂngol

1lagemafioduRoP etot the RIGAAEAS tmddiRs 18X tareY préfefted &P bé!khe control
ne%$g%§ %g wi ndow on the client termnals 151, or to

ALY Pyt Sgnals, ek ﬁo’s‘famké% Awnte inpuivignalsiags ganprg, the
153mud AU dbs hdlGedifire A datdbie 'Bf%ﬂlsﬁecﬂdélc @@ HErent
the text in a desire client application 153. [0040]
StaiPPll'ca?Qé‘lséY%ﬂ?W@“’(‘BePF’(’S.et 3C where the renote accessing
session include 25 nore than one client termnals
151, all screen shots of the active client apPI i cation
1994310 ¢ hThe|preseRt IRvEptinRIP W dess realrtimecganerisr appliestion of auto-
dilsRbiaNge doffard Qﬁpli%m&?\’ bistd &P a! &Wlﬁﬁa{rhsfeﬂw tﬂtéf-ne 3 - control

The user of the control agent nodule 111 can se

ﬁVmBPl forRRe 1oR ek EEfTiote ‘fileétt tovminal fand repiotely peptroBing [tlm@}vare
S F PReARE) WiRBRAMIRR tused ﬂﬁctﬁﬁrﬂe i;x r@%%e "ﬁ)gl&ﬁnﬁg' Tvhen a

ects a client file directly 0 over
crospfiuRererbint@ofile is being,wansferrad fo e pmeorslpe@. ipnd terminal,

amJ P&APGIR® YPIiRRRY/ Béhéé‘%f‘ tﬁ’ﬁés&@é gﬁ&@qgkﬂ%g] 38 launched

[0042] .In an_enbodi ment, the prefe commands

s @ptematicathy %%ﬁb? ble aﬂég%fenm&mu@orlm npigath the msemiaﬂon
agaﬁmuﬁggghﬁ§ 151 are preferred to be the contro

term nal 10 i nput signals, such as keystrokes. As
the input signals are generic, the renote access

sykgm does, B inh&ftidh,! € 1@ﬁ>rg;%s@cpﬁﬁ?a sia@it %ﬁ‘éﬁﬁ ftﬁx% on the

commands di fferent I'catl ons aval
rrﬁ?%é’ﬁef Yitjods theTipb ?fr Iﬂ} gi the eapplicatiomp pf dheddata ile which is
{dd"®.
| B, O8O R 4 S 3 e i
t T B digtoreepns thennsqxdcmm@ commandsi tn adontral the epplicatien avithout

ﬁ@hﬁg&lnhafbtftﬂe mcgffgna?gl}iuﬁ] gmotely controlling the

software 10 applfcation commonl y used function

- keys in real tine. For exanple when a Mcrosoft(r)

25

30

PR Poi nt ¢po p&gehﬁnf&npﬂa%emw Sabn$fl, doNabdifive FoleRhing

nore client ter
for delivering lectures to a group of students at a remote location in real time. An

example of the E-learning is illustrated herewith below in conjunction with the FIGs.
1-3:

[0046] In an online tutorial for Microsofi® Excel, a lecturer uses a pre-stored
Excel data file 114 for the illustration. During the remote session, the lecturer sends
the pre-stored Excel data file 114 to the student terminals 150 via the control agent
module 151 of the lecturer’s terminal 110. When the client agent module 151 of the
student terminals 150 receives the Excel data file 114, the Excel program is
automatically launched at the lecturer and students’ terminals. The screens of the
lecturer and the students’ terminals show an active Excel program with the Excel data
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the PowerPoint(r) application reside in the respective
client termnal is |aunched automatically to display
the file and the sender/initiator can navigate the
presentation wth function keys. 15 [0044] In this

| RVEBob/fMRs241 t 1S proposed that a resident pr? 007/000349
sitting on the conputer will do the job of [aunc

the application of the data {ile which is associ ated
to The resi dent progran1mﬁ| then listen to conmands

ﬁ%e |n|t| The i.nitiator can then send
e the JSTiFS f MoyiDe &[ﬁ) Pyrsas amoRe e §rYRf Excel
20;preedshedn iwith tho bi-s@éenCiieybdag, APkdyCsignal rar@broadchst ttd HRSclient

004 sent .i nventi on cap be used f.or
C 3BTt T 260 e g et of e e, 15 g B B dinge
grspmmsﬁéet of thdelixcsl padgréin lo€ MRt studeMOBrimidls 150, I Sillarty, rmen the
A Ieofthe(ﬁlearn |S|Ilstratdh

3?° i SCED P IRMRR Wfqu'ﬁh%‘mm% to Q@refd@eet[og i%cmreﬁ s
anermiﬂal DO, tthet iopuit @igndlo for Mbledtiag #id dommdaic s pro\adxhg?ﬁfe YK are
uses .a pre- st.or ed é:(ﬂdsdataflle 114 for th

| Brpdsastip s clicps peent qradiles 18hspe the client agent moguleso 151, grequted
it““‘w“““‘“‘dex“"“‘ﬁ‘“m??@%?% TG 1Al birtiRales Iy ol lecturers

u Vi dul

T ezl 180comythe Bxeelspreadshest af tha stogent tenyinaln 1 b DWing i remote

agesels seadltl, ehelfedru@f nial) @hodst WHSRér da@f fileNBY Sof Wdferent type and

recei ves the at.a f|Ie 114, the Excel programis
aﬁf%ﬁ‘ﬁ?.aemwréme gation, (113, whenc pecessary, aidqthe tdatiefileslid is

t &Euiﬁxﬂ@édsto té elihE heAN fo@ile U5E and &F botfeBponding applRation 153 is

st ude ter nal s show an active Excel programwth

t ﬁ’ée’fc %‘f° W\o 2009/ 048424 PCT/ S&007/ 000349 14

file 114 opened. Wen the |ecturer is noving the

cursor anon &lsfg ceII of Excel Freadsheet wWth the
0471 een K’g’;‘? E¥Xpmple @f |application, a1 dhe, presept dnyartipsy ist yrtual

t mesﬁﬁdrﬁﬁhg pRE&itioR D Uhd &&o@e’%ces@%ehh@an%i’@ P&Q&?oxﬁf@ slide

the cursor. are mrrored on the Excel readsheet of

t Rrgsepiation vig,the,jnierretpased, Blectrangfenacress the i ln t whifg the presenter

Stdiil inghidgy , thtaBde bloenBtibf GLbtay Q! Gt IRt AR @RthCthe
proyi des any input to the spreadsheet of

| BHenpeef @W‘éﬂ%%atﬂmlﬁl@er nput si gnal s for

sel ecting the commands or providing the input are
broadcast to the client agent nodules 151, and the

cPOP4Bht  agelht Yetarnties exampie application the nresent inventionsambased for

ayiftudl Netghnidafion of WRHEROW MR 4R betodef ARIBESRLs, Drdalitiond or

the lecturer's
institutions of different geographical locations.

[0049] For the present invention, the input signals, command signals or the like
referred hereto are inputs relate to human-computer interactions. The inputs can be
produced by any user interfaces, such as keystrokes with a keyboard, movements of a
computer mouse, and selections with a touch-screen, for the user employs to control the
terminal and the agent module.

{0050) While specific embodiments have been described and illustrated, it is

understood that many changes, modifications, variations and combinations thereof



termnal 110 on the Excel spreadsheet of the student

termnals 151. During the renote 10 access session,

the | ecturer may choose another data file 114 of

different type and executed an associ ated application

1 ecessary, and the data file 114

tﬁﬁ%gﬁ?§§gg to the client agent nodul e 151 aﬁgﬂg%mnmmmw

correspondi ng application 15? is executed

automatically. 15 [0047] Ano %er exanpl e of

appl jcation of the present invention is virtual

sa&’é‘Ld/ ﬁ«-ame@e it? ghe, Pressah inyention Without depeting Giera dhe; scope (of the

Caifivantibn.a Power Point (r) slide presentation via the

internet-based file transfer across the internet while

the presenter can manage the slide presentation

renotely and can col |l aborate/interact with the

audi ence of different |ocations at the sane tine. 20
5[0048] In yet anot her exanple application, the present

i nvention can be used for virtual organisation of

wor kfl ow wi t hi n and between conpani es, organi zations

or institutions of different geographical |ocations.

25 [0049] For the present invention, the input

signals, command signals or the like referred hereto

are inputs relate to human-conputer interactions. The

i nputs can be produced by any user interfaces, such

as keystrokes with a keyboard, novenents of a

conmput er nmouse, and selections with a touch-screen,

for the user enploys to control the termnal and the

agent nodul e. 30 [0050] Wil e specific enbodi nents

have been described and illustrated, it is understood

that many changes, nodifications, variations and

conbi nati ons thereof W 2009/ 048424 PCT/ SG2007/ 000349

15 could be made to the present invention wthout

departing fromthe scope of the invention. 5 WO

2009/ 048424 PCT/ S&2007/000349 16 CLAI M5
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1. Arenote access systemfor a network having a
plurality of termnals, each of the term nals having
one or nore application, the renpte access system
conprising: 5 an agent nodule for residing in each
t QFdodisRh the network, wherein one of thep@pB&Rhor000340
nodul e 1s adapted to conduct a renpte accessi ng
session on the other agent ydules, the agent nodul e
transmt operable to transnit a data file to other
agent nodul es via the neQﬁﬁggﬁiand upon receiving the
data file, the other agent es are adapted to
execut e an associ ated application anong the one or

re application that . 10 associated with the data
(1 e, “BepaR a3 for Hfrs erian m ey of Rags gach of
f itheeteintinAciewing dné & nscROshplication, théeRlofe 6@ sy S8A bémpridinghe

t he associ at ed

ot her agent nodul es to. contrql .
appl i cgf??%ﬂt ’Bﬂg“&leegé Fesiing; 18 é*a‘&eﬁcﬁﬁ“ﬂﬂlgﬂéq netyyark yehstein gne of
1 $he2agertiRoduRNi® béapfa ¢& 66ndEit Sl oMb R GERES e @ssidA dnl tAd Hhdr agent
wher.e ntﬁhe aﬂent nmodul e haV|n? a synchroni zation
Pt the. erah FOAYIS (TAEST GPerabe s ransi o, Fafe Flscloethins agent

bedodeies via tHethefv@a) land'Bisbal recelvir el B8R, thb 8thetadgentiniddSles are
3. The renpte access

ag@wggs ot her agent.ggdulesu S .

s 19 SXEPE A Fstogiatef gpplication yaqng;the pngcor more application that
S yssedistedwitlnthe dita i, 20 performed by exchangi ng

protoco] nessage between the agent podule transmtted

the d¥petein theoageptymoegple trapsmitted e rdajapfilg| ip @dapted tprsend user

T @ii@fae SERASH BY %&Wﬁ@ﬁb&h&&ot&nﬁél%é'fhs%@cié&tlﬁfp%ii&tibﬁ‘ n
0

agent dule transmtted the data file operable t
rgﬁﬁ?@ﬁg“EQﬁ?EP%W@%W%%ﬁVShots of the associated 25

appl i cations executed by the other agent nodul es. 5.
T?e reﬁ%te access system according to claim4, wherein
[

s9nchr OHi TBPEAgCesh) &Yk AN e Rimn b whereip the, agant mogule

t havidg d §néhRdnzaBéitmbdeForlyhéirodaRg Hhe PRI Rcditihd Aekion HdRveen
rﬁgnte acge33|ng_se33|on s verified visually through
t H& agenhmgdle transmitied, thedata dile and the ottpr agentmedulesi e access

system according to claim1, wherein the user
interface signals include keystroke signals. WO

2609/ (P8 ASTRONPREFFSS G ABOUHIEI0 clpym 2, wirain therspnchroaizatansis
SiHoB P AchHnBlg pRotéchPinBlsdge BURRER tHR dpbif nARIR tralRHHd Lihe

data file and the other agent modules. :

4, The remote access system according to claim 1, wherein the agent module
transmitted the data file operable to remotely capture screen shots of the associated
applications executed by the other agent modules.

5. The remote access system according to claim 4, wherein synchronization
between the agent module transmitted the file data and the other agent module during
the remote accessing session is verified visually through the captured screen shots.
it
6. The remote access system according to claim 1, wherein the user interface

signals include keystroke signals.
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transmtted the date file is adapted to broadcast text
nmessages to the other agent nodule. 5 8. The renote
access systemaccording to claim?7, wherein the
broadcasted text nessages are stored in a clipboard
ofwd BRedgli nal s. 9. The renpte access syst efir.cc2007/000349
according to claiml1, wherein the agent nodul e
conprises an i nput controll efy for controlling priority
of user interfaces for controlling 10 the agent

nnpule 10. The renote access system according to

cl’ai m &he FAmAle ArPeisHYSIEmAPOreiBn 1 Slafmarl. vhsTRBY the cageny module
O rtrafisniifted the edake aileis £Aapted . bidaddastdextNBedsRIED S the other agent
accogﬁig! ng session. 15 11. The renpte access system
act ing to claim1, wherein the network is Internet.
12. A nethod for renote accessing a plurality of
term n?Ls via a network, each of  the term nals having
a Sagent MhISERICACE eSS SYpisRy aqcaingdn claitn dy whereinibe bropdeasted; toxt
Ofmes@B¢¥i afedtdred inHCligBifirPofitbrmithald €F M nal and at | east
one client termnal, said nethod conprising: 20
transmitting a data file fromthe control termnal to
tRe at TheeasloteORRes ! dy@tbth actddifid B bfint AT MMBHRin! i&@_a?aﬁnﬁodule
modul es; executing an application associated with the
d SPEPHSES an igputiqontrelier &iconteqllingrpgiosity of her interfppesfor cpnigplling
| Rttdgert RoghlEace signals of the control termnal to
control the executed application residing on the
client termnal. 25 13.'" The nethod according to claim
130. T UTHe@Mofe iERsE Sysish a0 cRiR D, @reﬁletﬂ?tirﬁ)ut controller
accessi ng session between the agent nodule of the
c GPIRRIISES 4nanricres keyherrd fas conyolling te gecgfsingisession ent
termnals. 30 14. The nethod according to claim 13,
further conprising exchangi ng protocol nessage
bét-we eHreireaote aecass Syatem pesorging i elaigbh tvhetein the natwierk islnteret.
the agent nodules client termnals. WO 2009/ 048424
PCT/ SG2007/ 000349 18 15. The nmethod according to
cl%i mA method foryemote guesssing mpluratipyt of terminadscyie @ metwiotk, sachfof
¢ o BRI TRV D Egel b 5t RS BB o bl
c inglude a epntroHemingl and 4t deastont elient tomminals spidanethodrromptising:
transmitting a data file from the control terminal to the at least one client
terminals through the agent modules;
executing an application associated with the data file of the client terminals; and

transmitting input interface signals of the control terminal to control the

executed application residing on the client terminal.

{

“13./  The method according to claim 12, further comprising synchronizing the remote

accessing session between the agent module of the control terminal and the agent
modules of the client terminals.

14. .~ The method according to claim 13, further comprising exchanging protocol
message between the agent module of the control terminal and the agent modules client

terminals.
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5 termnal and the client termnals during the renote
accessing session is verified visually through the
captured screen shots. 17. The nethod according to
claim 12, wherein the user interface signals include

Key§ tdodli@sr31 gnal s. 10 18. The nethod accor di Pgrk&no7/000349
claim 12, further conprising broadcasting text

nessages fromthe agent nodu of the control term na
to the agent nodules of the client termnals. 15 19.

The nethod accordi.ng to cl ai 8, further conprisin
st i néﬂ? metiod prording to gaim B mpEYNg GAPEIRg F%ég?is of
of thé dpplicakibrolf tHeetiekit fetnthals 2€hotdl GomRhed WRHIrAGE KA. NY t O

claim12, further conprising for controlling priority
of - user interfaces for controlling the agent nodul e

of16t he TEOMehod atcdfdiig @ claiR0152 Wheriiesy ABHréHAhtias 6&wdn@ntrol

to claim 20, further conprising controlling the renote
A dEE @3 s chicgh ¢ Saflurig. e (reraeie |assrsting: gession tip verified
agevuhllydugtethotaphlial ek fRts. termnal . 25 22. The

nmet hod according to claim 12, wherein the network is
I nt ernet.
17. The method according to claim 12, wherein the user interface signals include

keystroke signals.

18.  The method according to claim 12, further comprising broadcasting text
messages from the agent module of the control terminal to the agent modules of the
client terminals.

—

19, ' The method according to claim 18, further comprising storing the broadcasted
text messages in a clipboard of the client terminals.

20.  The method according to claim 12, further comprising for controlling priority of
user interfaces for controlling the agent module of the control terminal.

“ ‘21. , The method according to claim 20, further comprising controlling the remote

ﬁéécssing session with an on-screen keyboard of the agent module of the control
terminal.

22.  The method according to claim 12, wherein the network is Internet.



