., e3esL"6T<jyV 1 METHOD AND APPARATUS FOR PROVI DI NG A SELECTI VELY | SOLATED
EQUI PMENT AREA NETWORK FOR MACHI NE ELEMENTS W TH DATA CCNNUN

THEREBETWEEN AND W TH REMOTE SI TES Field of the Invention Th HW“M“M
invention relates generally to data comuni cation for the noni or

control of machine elements or industrial equipnent, and nore partlcularly
rel ates to data conmuni cati on networks for controlling the a

bi directional flow of data between control and nonitoring ne m‘“ﬂ‘u\ \“‘may
be renptely located fromindustrial equipnment being controlle

nmoni t or ed. 2 Back~~round of the Invention Current generation | 0%irial
equi pnent is often connected together in"a network to provide renpte
nonitoring and control functions. In a typical application, a conputer
runni ng 5 SCADA (Supervisory Control and Data Acquisition) software

communi cates w th i MdETHORIAND ARRAERATUSHOR PRONADINGMArSEL KUTIVEIOY t en,
the SCADA software is nonitoring a nunber of different pieces of industrial
equi prent. To set (4L ATED BYSAEMENTIAREARATHFAOR W GR MAPTHINERIEMEMNLS t he
net wor k address of eacl plece 0 eqU|pnent and al'so the mapping of specific
information in the eg 3 ' TP R
polling each to piece=< y 0
desired registers, the SCADA softmare ;Egiﬁg%the status of the entire
system or even the internal status of : d piece of equipnent.
Whil e this arrangenent produces good results, the SCADA software nust
contain 15 representations for each piece of connected equipnent. If there
are any changes to the equi prment bei ng nonitored, changes to the SCADA

~software are required. For exanple, if % w node) of vacuum punp is
installed in place of an old nodel, t SO0 nf or mat i on

The present invention relates generally to data communication for the monitoring and
control of machine elements or industrial equipment, and more particularly relates to data
communication networks for controlling the access and bidirectional flow of data between control
and monitoring networks that may be remotely located from industrial equipment being

controlled and monitored.



.to registers mght be different. This neans that the people naintaining the
SCADA software must have intimte knowl edge of the data interface of each
pi ece of equi pnent connected to 20 the system In addition to this, if a
device is added to the system the SCADA software m ght not recognize this
event and sinply ignore the new equi pnent. In the prior art, as shown in
Figure 1, the interface to a piece of ndustrial equipnment 2 is often
divided into two parts. The first part is the |ocal human nachine interface
(HM) 4. This HM 4 typically cBadkigsdumdaf tlee gentioner (not shown) or ot her
controller along with a touch screen (not shown). The touch screen may be
replaced with sinple buttons depending on the application. The HM 4 is
connected directly to a programmable logic controller (PLC) 6 typically in

t he equi pnen t : j.al :d r C

exarple.  bur ERGeB TRt 15lal ToRRCRL 1o MG oihbeitd DReBRlTE PRtk tp (1
machine fromthe controller 6, and.displays thi,s data i.n a predeterm.ned
for ot BiRVIIESCRBIeC P RS SHOURITO! Baciday: g aypica) agp Reatianes (oo erATIPE
operating the HM 4, input/output and data registers (not shovvng of the PLC
6 ar®e nﬁ%ﬁw\t@u@msw rentteol gnd Dath Acpmisitiond go fiere emmptieatess with dadus@ialone
manual |y by copying the register |ocations fromthe PLC 6 into an HM

sof t war equipmpntogyeaadbtagiethestizl oQoiedfigr ctheaSEADA softvearerts mesiéaring a manbdref
automated by inporting the regi ster mapping (or tag database) using

sof t war giffie&it 46cks! 61 inibatialPeuRacnt. ON6 &et mﬁ thit §RENSt @ESSOADA be®warkeRped
in the HM 4, "a program can be created which provides a visual display of

t he equipne datyni I . _ i nct jeons.
The raa PIpCBRLmEs AREGAIGE didflss Qaitbick e Sbighe S R6 R bl IrCt
the registers. and dates its display. 2o .1n arder, to update_the.display

DI 0gr anPRRF S AR 5, B AT A Y BP SaIDR ee B BY LR St
floppy disk or other portable storage nedium Al ternativel t he program
canlbe piese af eqipmgnt @athrrauesting the qopteppaf s fesiredyggistees }llechﬁYqélaArﬁOﬁ&aferrén
updated programdirectly to the HM 4 using a serial or other cable. In
sone cagdssplaytthe stdids ¢f the salife systenn on event theriktednal statsst ofveny bennetted pagre ofs
the control network or conpletely separate. The HM 4 can then receive

updat es ehiipiea) network 8.

[@]

While this arrangement produces good results, the SCADA software must contain
15  representations for each piece of connected equipment. If there are any changes to the
equipment being monitored, changes to the SCADA software are required. For example, if a
new model of vacuum pump is installed in place of an old model, the mapping of information
to registers might be different. This means that the people maintaining the SCADA software
must have intimate knowledge of the data interface of each piece of equipment connected to
20  the system. In addition to this, if a device is added to the system, the SCADA software might

not recognize this event and simply ignore the new equipment.



. The HM software or programis proprietary in nature. Each vendor of HM
software creates their own software devel opnent environnent and provides
tools for the user to create graphic representations of the equi pnent and
processes. Changing the HM display often neans changi ng the software al ong
with it, so user conpanies have a strong interest in keeping the sane
brand. 1o The PLC 6 is typically connected to an industrial network 10, and
can then be nonitored by a renpte nonitoring device such as a PC 12 runni ng
supervi sory dothe miorartgagishiosndn figuse 1) the it GEABAY a Ipleceadftindurstrial EheipBEACA 14
is the second part of the HM 4 and consists of HM software, simlar in

nat ure Goofidieditlded #ntd b PARE THYMsNEArOR thd1BcA MR RichideSletfacel (EIMBUADA 14

software can al so nonitor several pieces of equipnent at the sanme tinme, and

and dat SCoM o ERE RERR e TS0 Ber B Ron SRRV AR LT C° e
HM 4 Regi [ he PLC 6 . I. abl
It e SORBACIERD CRIGHEID- IS (QRSATATeen ek aplocad \OF B DU AeHGHRioni 1 or

these registers by periodically polling the PLC 20 6 for the data, just

| i ke St hénHiw ama.hca%orf- akhe HMI 45 ggnnegted dlireetly opprogiapueable logiq epniglleior t he
HM 4 are re-designed for the SCADA 14 program package. Due to the fact
t hat t hdPBCABAyidallyah ttheequipmsend 2f thnowghdisé bEa eertal ntenfatetsheinas R823Aford
software, different tool sets are used for the creation of the HM 4

progr amexaghpfed Diirligy dperaion, the BIMDA padodiatiAedifbstd tIROdt &8 of tHe Bidheed frorhhige
di splay (not shown) is designed tw ce; the progranmmer nust map the PLC 6

Cof twar SO RETE & APy M SR defBA el HRER BHE Bl oS ana

the manufacturer will typically provide tools to allow both software
prograns to share the sane PLC 6 tag database. Sunmary of the Invention to
The present invention provides an industrial_equipnent area network (EAN),
wherldi n each IH@sdaTie cispisiaipPeam for apgatyns the M 4, iaputoytnus Aad Hataregisterst he
network includes its own user interface, respectively, for permtting each
r espect i(net showmpnf the ®LI6E6 axcorapped tdhtheaegistewsin thediid programt Adis prdeass carml
equi pnent network each piece of industrial equipnment or nmachine 15 el enent

i s provittadbnémidhuall gibgd teptimsithe aedisted lbedtions fogcthe PLOY inkeareHMwowiare 6 Vb
server both connected to the controller and programred for selectively

out putt i pg ‘éﬁgrfﬁ Qevel Gt ph&@gt Bt BhieBsddfit EAHRTRMatéd b driihg de' ON.
functi onds}, gran lcgnnecﬁf}%n gngaignterface vvlstﬁ © aes 9% thg
register mapping (or tag database) using software designed for that purpose. Once the
15  registers have been mapped in the HMI 4, a program can be created which provides a visual
display of the equipment 2, and typically allows for the control of various functions. The

HMI 4 operates by periodically polling the PLC 6 to get the values of the registers and

updates its display.

20 In order to updé.te the display program on the HMI 4, a new program can typically be
installed from a floppy disk or other portable storage medium. Alternatively, the program can
be installed by connecting a PC (personal computer) containing the updated program directly

to the HMI 4 using a serial or other cable. In some cases, the HMI 4 itself is on a network 8



.ot her, pi eces of equipnent, and router/sw tch nmeans connected between the
Web server and a network outside the EAN, for permtting the controller to
communi cate with local Wb 20 servers associated with other equi pnment on
the EAN, or with renote Web servers over a LAN or the Internet, for
exanple. In one enbodi nent of the invention, each machi ne el ement or piece
of equi pment in the equi pment area netWork is connected through its
respective nuter to a |ocal area network (LAN), over which the machine

el enent thac any be nim aineadsehe cantadé deteamtledr conviéibtelyr separates Theriied dedn thent hei r
respective router/switch neans with one another, or with renote control and
nonNi t or i RgivetpuREKPsughRRaraks, While each piece of equipnment or machine
el enent remains otherw se individually isolated fromthe LAN via their
respective router/switch neans. Brief Description of the Drawi ngs Vari ous
enbodi nents of the present invention are described in detail with reference
to the acco nyin raw ngs, in which.like itens are identi.] t he
same ref eregﬁ‘ eﬁwﬂ %P7 PHRSTaRM ISREPRTICtaTy gy pafuke. sﬁ?ﬂ?ﬁé’e f%loég'tﬁgé‘ﬂﬁﬁﬁ?i c

di agram of a known configuration for connecting industrial equipnment

i ncl 6idi nrgatea dhvinewe beftreare devedopnent gnvirdrenens augd providss tenlpias|the wsse ty weate
control and nonitoring networks via the Web; 15 Figure 2 shows a bl ock
schenat igeaplicagpreserdtions V€ thelzgapthdnt amdhproaessesn Cliangimg fthe HMIHNsplmeoftdnt t i ng

i ndi vi dual pieces of industrial equipnment or machine el enments to exchange

dat a ovefeahbiEhaihgthé SoffPdrOhRnY WiftiRlse dis&Udipahied AvdDEtidr@ ihfegeshRE Wor ks,
for one enbodi nent” of the invention; 20 Figure 3 shows a bl ock schematic

di agramyi|] |. j i sol ati on of an equi pnment area network froma LAN,
A

for one e invention; Figure 4 shows a bl ock schematic
di agram of an equi pnent area network interface wth |ocal and renote
devi ces, for one enbodi nent of the invention,

10 The PLC 6 is typically connected to an industrial network 10, and can then be monitored
by a remote monitoring device such as a PC 12 running supervisory control and data acquisition
(SCADA) 14 software. The SCADA 14 is the second part of the HMI 4 and consists of HMI
software, similar in nature to the HMI 4 software running on the equipment itself. The SCADA
14 software can also monitor several pieces of equipment at the same time, and includes many

15 more resources for interfacing to higher level networks and databases.

The SCADA 14 program is also written in much the same as the HMI 4 program.
Registers (not shown) in the PLC 6 are mapped to variables in the SCADA 14 program. The
SCADA 14 program or software will then monitor these registers by periodically polling the PLC
20 6 for the data, just like the HMI 4. In fact, in many cases the same screens designed for the HMI

4 are re-designed for the SCADA 14 program package.



Figure 5 shows a flowhart for processing a |local or renote Wb browser's
request for accessing, nonitoring, and control data pertaining to a
particul ar machi ne el enent or piece of industrial equipnment within an

i ndustrial equipnent network for one enbodi ment of the invention; and
Figure 6 shows a screen imge of a Vébd?age showi ng the status of a piece
of 10 equipnent. Detail ed Description the I nvention The prior art
teaches the use of a Web server to provide formatted data directly from 15

the control $ettethofacedi HESTADAUNM Jofiviiees dfRh ad flefenbbraad et the BIMY4t em
where both | ocal and renote operator panels are Wb browsers and data is

Pr esent ggifoAaieRRkth Mot lts WSk (H1ADLRaAMH OFE EM u 9 Bidsich B Hr e femoe

equi pnent, as does the present invention. Int nvention a plug

S0ui bafonfiBthE SER. {£brER® R RIER el BR9H), 35 esibRE oS iR

accessed by any Wb 2 e Each pi ece of i ppent also is confl ured
to full VQ%%‘E’PF{)@“Ftt@aﬂfgé &‘{)W&Steﬁ%‘?%ﬁﬁt%ﬂse Iﬂiﬁlg Saﬁr\s’%r% g?/“ AAHEIe
protocol so that it can be automatically integrated into a control and

noni § or ISR\ A deesaftware S¥ptathat if thiS€ADA bhandHMIgt nrhgrans arothewinie biandcthept ed
st andards i ncluding Ethernet networking, TCP/IP (transm ssion control

pr ot ocoannfaetunertwill tpyicdlygebyidétobls t6 hilge bbirsbitwvarepuperhan glshges)the sanae DIV
(extensi bl e markup |'anguage) data. Note that the same methodol ogy can be
appl i ed gtiQo htBsdsenet wor ki ng, data and di splay systens. As previously

nment i oned %\nth reference to Figure I, a typical human-nachine interface
(HM) 4 for a piece of industrial equipnment 2 consists of a display screen
along with keypad input (touch screens are common). The controller 6 in the
equi pnment 2 services the HM 4 _duri ng Ii 2 per.i ods and processes requests
to obtain or set control varia : L Bprocessing unit (CPS in the
display is responsible for taking the data and formatting it for operator

i npd® and output. This operation is satisfactory for a local HM 4, but for
1o renote operation, each HM 4 nust contain the instructions for the
proper for matThengeseht inkientibingpbeides dmindunstrisirdgoipinernired hetiwoek (FANE wherein

i nvention, as shown in Figure 2, enbedded into each piece of the industrial

equi prerhcH MmatlinsBldthétf o?kﬁ@@ ot mtihétﬁhlfeqﬁﬂﬁndﬁf Q¥thH thE nét 0Bl HicRIIRS its BwRa
network (EAN) 17, are a PLC 16 with Web server 18, an optional thin client

PC 20 w [@29& only
have an ué%her ne? ape %éﬁ)gé%@ft rg]ét El?gkfe\{ é%ﬁ;& %%Pe@;?%w? SGQSGH%?anS}s@gO
browser (PC 28 w.th .browser software 30 X for acce Each
oi eco. ofbX Y pik e lad ?ﬂakf FACRRRE B e Bisge § @%ﬂi@"@&&iﬂ%ﬂ@%@%
for translating i ntern erating data into Wb pages. For exanple, Fi gure
6 i d5an cismensispreyidgd s\e dil opiroRenagpngsiggdo é%%ﬂ%n%eﬂ’ Wep ﬁ@wéét a,
specifically tenperatures in various portions of the associ ated piece of
equi pmerboth connected to the controller and programmed for selectively outputting Web pages

detailing that piece of equipment’s identification, functions, and connection and interface with

other pieces of equipment, and router/switch means connected between the Web server and a

network outside the EAN, for permitting the controller to communicate with local Web

20  servers associated with other equipment on the EAN, or with remote Web servers over a LAN
or the Internet, for example. In one embodiment of the invention, each machine elemént or

piece of equipment in the equipment area network is connected through its respective router to

a local area network (LAN), over which the machine elements can communicate via dedicated



,20 Note that in the preferred enbodi nent of the invention the thin client
PC 20 with Web browser 22 is included. However, for the EAN 17,

comuni cation through the router/switch 24 can be made directly to the Wb
server 18, fromoutside or inside the EAN 17. 9 As a further benefit of

t he present invention, since the Wb server 18 need not see any distinction
bet ween | ocal and renote users, the | odal operator panel can be changed
froma proprietary graphical interface to a dedi cated Wb browser 22 (al so

a PC 20 vrawwgdwaers@ohhdchedWé Bheit lesidclivOfbutddRwiB TheahwiiR bn@andthe, owithol | er
16. One need not design separate user interfaces for |ocal and renote

R T e LT
i 20 I .ayi . g DI thin W\ i 20
010! ks e PR By S50 oA AT  ABef

equi prent 15 on the network as if it were 10 the | ocal display. This nmeans
t hat an rogevswitth meangny di spl ay panel can check the status of any ot her
pi ece of equipnent 15 (as permitted by security protocols). In order to
di st sngui sh between a | ocal operator 'and a renote operator, the Wb server
18 can make use of passwords to establish the authority of a given Wb

browser 22 or 30. As 15 an al tB¢fddsMeptionbf@bRR¥ingbodi nent of the
invention, a small private network can be created by using a router 24 with

networ k address translation (NAT). The router 24 provides a firewall
bet ween the | ocal equipnment and the rest of the LAN 26. The I nternet

Protocol (1P),,address for th erver 18 and the di a rt. of . \ieb

b owser. 29) Ui epegtPantih BSiRsFaL bieRice i BetrrPe Rt Sndhdeta p
address visible to users caonnected to the LAN 26, 20 and routes requests
for Vebtheaecanapanyigrdsawings.tip which Neettems aje identifiedpy the|same sefewsses prent 15.
Wth reference to Figure 3, since the equipnent |IP address is a |local fixed
addr@ssdesigmtibmoehertdeb br owser 22 need only access this address to display
t he equi pnent status. The Web browser 22 at each piece of equi pnent can

t hus be configured exactly the sane since the IP 10

Figure 1 shows a block schematic diagram of a known configuration for connecting
industrial equipment including machine elements to one another and/or to remotely located

control and monitoring networks via the Web;

15
Figure 2 shows a block schematic diagram of a Web based human machine interface
(HMI) permitting individual pieces of industrial equipment or machine elements to exchange
data over the Web with remotely located control and monitoring networks, for one
embodiment of the invention;
20

Figure 3 shows a block schematic diagram illustrating the isolation of an equipment

area network from a LAN, for one embodiment of the invention;



,address of the individual pieces of |ocal attached equipnment 15 is al ways

the sanme, as shown in Figure 3. The |local Wb browser 22 can still access
ot her pieces of equipnent 15 given their LAN IP address. It is likely that
a central server (not shown) will provide links to other equipnment 15 so

t hat the equi pnent based Wb client will not need to be programed wth
these links. The creation of the |ocal 7equi prent network 17 also allows for
the addition of |ocal Ethernet based sensors and controls which are
expected to PERGEE sHEOHEa BloBKe¢hehatit Ataghex bf irevquimacs arddiidwbikrihteeface
reference to Figure 2, the preferred enbodi nent of the invention provides
t0 bot hyaml 1862 hind Mmdth Beibis 6k oh8 BinbBEnet ¥F B ideRrbovser 22, and a remote
SCADA or HM including PC 28 with a standard Web browser 30. Note that PC
20 and PC 28 can each be either a thin client or standard PC. Each piece of
i ndustrial equipnent 15 includes a PLC 16 with a Wb server 18, and a thin
client PC 20 wwth_a Wb hrowser 22 as prevjously nmentjoned. The controll er
16 i s respondiawesshows mEowehait for graceeing? 10&Heoréaaf>&9§§ﬁl? Wsegﬁaeqilsstrfﬁ&
take the formof a conputer rather than a progranmable |ogic controller
(PLG 16¢ceasing mewitoriigeandaiontrel deta pariiining tdh@partiphlenmachéne elementf anpigos of
residing on the controller hardware, or it may be a physically separate
unit i ﬁkkﬁxdtria@eqlhﬁm@mnﬁiﬂﬁh g indutrial equipratet GletwdiR ifor oife@ffbadiment lo€ thenpor t ant
thing is that either for each controller 16 or for a plurality of

control Lgrstid® dnjere is an associated Web server 18. The Wb server 18
provides a user 20 interface in the formof Wb pages. These Wb pages
reside on the Wb server and provide a real -tine view of the equi pnent 15
being controlled. To view these Wb pages, an attached conputer or other
device running a \Wp browser such gs ternetf Explorer, tscape,or Mdzilla
is used. The 1%@-5‘3 Ség‘é‘é‘s ASFIPCIE RSSO alwakgaﬁeéh?‘ﬁglgﬁh‘fﬁ?‘i”?'f\’lﬁ@p%gpfoI and

st at us 11 variables in the controller 16. For exanple, there may be a Wb
pagdot hatuighept.ays the current tenperature and pressure inside the

equi pnment. As previously discussed, Figure 6 is an exanple of such a Wb
page. This display can be achi eved using sinple HTM., but nore |likely Java
or JavaScript will be enployed to animate the display and provide a

continual 'y changi ng readogetfifedihRciptionestithe Rentidnons. The use of a Java
applet allows new data to be transmitte romthe Wb server to the Wb
browser w thout the need to reload the whole.
The prior art teaches the use of a Web server to provide formatted data directly from
15 the control system or equipment, but it does not describe an entire system where both local
and remote operator panels are Web browsers and data is presented in a consisteﬁt way to
enable automatic monitoring of the equipment, as does the present invention. In the present
invention a "plug and play" environment for industrial equipment is provided. Each piece of
equipment is provided with its own user interface so that it can be accessed by any Web
20  browser. Each piece of equipment also is configured to fully describe its operational
parameters in a universally accepted protocol so that it can be automatically integrated into a
control and monitoring system. Integral to this invention is the use of widely accepted

standards including Ethernet networking, TCP/IP (transmission control protocol/internet



Wb page and thus provides a snoother update on the screen. The |ocal HM
is inplenmented using a Wb browser 22 running on a conputer 20. to Conputer
20 typically has little functionality beyond the Wb browser 22 itself.
Accordingly, a typical configuration would be a conputer such as PC 20 with
operating system and browser software 22. The hardware, in one exanpl e,
contains a processor, random access nefdory, and flash based nenory for
persistent storage: No rotating nmedia hard drive would be required although
it coul grodstolSIEUML]NSpéredi® hiritdy 1a85uaPOARMY XN EiXtdnSibiy Auikiigdardghapé)idatal 5
exanpl egrby PC 28 vvi{h?pWeb br ou\}ursye?ﬂ%o twaB?ie 30, eéti]rt\er eby m n?m’ zglﬁn%é)or

el i m nagy r I t J :
Et her not ountf e i AR Bl LaRHE LEIRN o NARDUGRL MR EORMBLLAARS, | o
network 26 using an | P addresses, respectively. This address is unique to
each piece of equipnent or 20 device 15, and allows a client or user to
access a particul ar piece of equipnent or_device 15, To allow for the | arge
nurmber of re@iméﬂouﬂ%’ meatiened dgthureferengerto Figurebra yplcablimaasmachipe proken
down into sub-nets. Two devices or pieces of equipnent 15 on the sane

sub- fiet irgenfiace (HMB drfouapicat ef ididnstisll egpipment 2 comsists efa diplay seneemealong Sithesi de
on different sub-nets, then the use of a gateway server is required to

rout e t kgyfadGnpuit ouh Scrédth afeéorhBoN OtHeontrbleréia thd/éudsthentVRAtibadthe I at her
t han have 't he ‘equi pnent Wb server 18 connected 5 directly to a LAN or WAN

26, a rexhf ﬁﬁf‘i‘hémﬁrlﬁ gﬁ’dg%g?ﬁérdfiﬁgéﬁqu & oSt Br & chgtﬁﬂ Irvh'aﬂél?lgé?t’l"ﬁér k 34

i nsi de the equip as 'shown 1n Figure ect, an

equi pnent _area_ net wor k . 17 ks .created. .Devices.residin thi N 17
re. e udpmigh Bihraruta ot (AN in e iRpIE SRR taf kit 8 e bl o0 o
as an integral part of the equipnent 15. EAN 17 devices or i pnent 15

wi || eadhior praraigenpHbangunta, (Jots opgratign iy sabisfastery gmaé?caig*,Mﬁ%L%% &1 he
optional Wb browser-based HM 20, 22, optional Ethernet based input/output
nmodubes r@dotempemtivnmach HMi4 muptorontad6thednstmotionsdor the podpes fomptdng efdhput er
sub-systens of the equipnent, and so forth, for exanple. Wen a device

out si de dpldyndn bABethBodidithtof the PEUEAL N EALi6n, s sHowin HEFigag: 1, namblelded intécAN 17,
the router/switch 24 routes the traffic as appropriate. The router/sw tch
24 nust £ Be RARLERPRAph AR 15AN LR NN ARt WA Br bRRidinS aglevi ces on

t he EANe?‘%}ylggﬁéq%seeF}g%aﬁl ?ﬁgt%dr esses. r prfiding

These | ocal addresses can be reused

on ot her_pi eces_of ui S| t .k L si bl t A
Fequest ABPRERTuR pEYSRIEANY 1748 REECHR W Wit Byl 4 8. Bl i s
15 will cause. the equipnent router 24 to forward the reguest to t e
server f@a g%wﬂtﬁié% @Aqo ?r%a@nﬁ?%%?fz%“f“?‘% $hihat /g5 o y%%"ei@ﬁﬁglﬁlep
forwarded back to the original requestor, making it appear _as if the piece
of 25 eganpgeiian 26 (LANGrWAN fof example)andagWieh brovsser nggé witheWeh fraveser
Requests made fromthe browser 20, 22 inside the EAN 17 for access outside

t he EAN shftwares3(; fonvexamplt) Gisriacgesa. Bethipiede cftkdnipsent t Sinsmachioe elehiam) uses its
router 24 into requests that appear to cone fromthe router 24 and thus

hi de t haedpdbtive’Wie @oRvENES R trah¢l§tinglihtethal opdratifd@atk tito Mesbepages. OF ortexumple, t he
EAN 17 is'that the Wb server 18 ﬁ(/:gzjlin di stPnguIng;h bet ween requests nmade from

ni ¢ o (e oh BORIEREE ook GFR WPt bane AL Rla e Sk pRAEy 1 10
ggﬁ‘lr ;Sgrtgﬁ}%grighlég%%ﬁ&%ﬁ&%po%é{s%f%}% associated Bie]::é 8&(}uri]pei\nénr{[ ernet itself (an
20
Note that iﬁ the preferred embodiment of the invention the thin client PC 20 with Web

browser 22 is included. However, for the EAN 17, communication through the router/switch

24 can be made directly to the Web server 18, from outside or inside the EAN 17.



. The Wb server 18 can then use this address conbined with password

aut hentication to deci de what conmuni cations to allow for the requesting
devi ce. For exanple, the Wb server 18 mght allow a request fromits own
EAN 17 to shutdown a process, allow a request fromthe LAN or WAN 26 to
change a process paraneter, and allow only nonitoring requests fromthe 10
Internet. Wiile this same functionality can be achieved with password
protection, use of an I P address for security provides a key benefit since
it cannot be circunvented by sinply know ng the correct password. Another
key benefit is that the configuration of the network paraneters for the Wb

15 server 18 xany dfuﬁ‘%rl?ege £ thé e@&t%&x@éﬂﬁ% sﬁféeﬁl bEgi%exs o A$S Can

be used on every plece of equi r exanp as shown in Figufe 3,

| P addr 10 co d be ass dto serve | P_address
B s R o S0 S S he P S R 00 52
browser 20, 22 could be assigned | P address 192. 168. 1. 10 and woul d not have
to changeorristareeraphical infxfageith @ dedinted Sah brevssri22 (also aPG 2 kugwnes Hhin 20

The router 24 can al so be preconfigured with the correct port forwarding so
t hat 5 anyWahtdliepjpm the sares sub-nétas thetcontrolénids Queanckd nokdedizn separaieaistiéb ser ver
at | P address 192.168.1.10. Regardless, the router 24 wll still need to be

conf i guigerfades FétQotahind ferddre ob&laﬁomalﬂachfpﬂéce of ifluetcial B ipmbiet 15da el | shed
with either a fixed LAN IP address or using a DHCP (dynam ¢ host control

prot ocol, }f&?@&ﬁs s}mhﬁﬂﬁa%@dh%%w drer 1L$rfohf(fnnaﬁﬁ1§rtﬁ@magﬂdguﬁﬂweb3 not e
that in’th pertext trans protoco request for access
to the ment S 1 i d 5 are
outed B weeaueh*é‘owf“ fe BR300 Yt St Iy ivor% ileﬁ&iogé?‘%%é%%d%? A S0,
the local HM Wb browser 20, 22 can access the PLC \\b ser 6, 18 by
usi ng t ee neiwprs itcan glsgiacenss ARy othek pigepofeggipmengls %Fhes,r@&‘ﬁ?r:(( W5Bses to
limt access, the PLC Wb server 16, 18 can be programed to make use of
bot ho pash;e/\kocaisilmiw TFhisdeeesthat an dperatensdt ke displayipene] can sheckithestaivp ofaty
browser 20, 22 can assess other Wb servers via the network address

t rans| atoties pldd o equipinesit [34(as pamiihed bkssculignebiotolsf. the EAN 17 is that

Et hernet traffic on the EAN is controlled by the nuter 24. General traffic
on the LAN 26 does not reach the EAN and thus does not

In order to distinguish between a local operator and a remote operator, the Web server

18 can make use of passwords to establish the authority of a given Web browser 22 or 30. As

15  an alternative, in another embodiment of the invention, a small private network can be created
by using a router 24 with network address translation (NAT). The router 24 provides a
firewall between the local equipment and the rest of the LAN 26. The Internet Protocol (IP)
address for the server 18 and the display (part of Web browser 22) can be fixed local
addresses. The router 18 itself has an IP address visible to users connected to the LAN 26,

20  and routes requests for Web services directly to the Web servers 18 of selected equipment 15.
With reference to Figure 3, since the equipment IP address is a local fixed address, the local
Web browser 22 need only access this address to display the equipment status. The Web

browser 22 at each piece of equipment can thus be configured exactly the same since the IP



.15 consune its bandw dth. As a result, excessive EAN 17 traffic is
substantially elimnated, thereby preventing interference with the
operation of the equipnment's local HM 20, 22 or Ethernet 1/0 34. If the
HM 20, 22 or Ethernet /0O 34 cannot communicate with the controller 16 in
atinmely manner, this could result in a performance or safety problem 2o
Figure 4 provides a schematic showing Rdw the router 24 may be connected to
| ocal and renote Wb servers and Web browsers. Figure 4 is hel pful relative

to revi aidreg dffike fdoMad pieced oﬂbwraﬁa&edégﬁifﬁiebi Ifishbvayédie Him)aeshoddh or 30
requests are processed by the nuter 24 an ocal Web server 18. 15 A

further ;apRaRd 3.0Thd 8al W¥EBEIWAR: ?? carPst laéé%eﬁ%t‘?}ﬂeé Bie%€§opéqéltﬁg#]%£?§%eé5 fully

describe its operation and I nterface throug use of

pr ot ocol,s.. S A X 1 s typically used to format data for

D1 ow ng sy HER bl Rfrintly el Yola? sy BB b Bt tni RS 15 8%,
conputer. By nmkjng_ use of industry-standard XM., many features qf the

i ndust r CAFPEYHS i eﬁ@pa@gtcw%}}(e%?ﬁs%wﬁmta edmpapETammsgatith i ng
conditions, typical set-points, factory default values and test results. In
ordef t thegelinks Theecreationrfithdlonafequiphrentmetwiorigl Xalko allowsfor theeaddition afhat t he
sane "grammar" is used for every nodel of |ike equipnent. A vacuum punp

m ght hayal Biteaict bagd fsersotswhdaontols S7HIEH @t ekpeclad tb dbedmhEmhotdcdiymbi é the
designation "core tenperature.” If one ensures that all vacuum punps have a
paranet@@x{ﬁﬁﬁgmgenperature," then it is possible to construct a nonitoring
systemthat ddes not need any custom setup. The equi pnent 15 itself

provi des the data, the |l abeling of the data and the range of acceptable

val ues. For exanple, one could plug in a vacuum punp and be automatically
notified by itori syst t hat the current consu ipn has risen to a
15 val ue 30%6%4% futher Fefprenfesio HHue dy ihe BrefomerLem BR4IB. The wa%tl%xgmv@aﬁi re
service. As taught in the above-mentioned related Application Serial No.

( At t18r ndptiDolokal viavhiyeien; PCR0twith Web biveswsend2..0nd angpeteat G4 DPoer IEMIf
Configuring Supervisory Control And Data Acquisition (SCADA) System For

Di stri buficlddifeg PCO28 with eatihdpideVeb bowaetd (o ridete tHat BOcHnandP® 28 camnédchbeed t o
contain software to allowit to be "discovered" by a server conputer 28

at t achedithey 4 fhfh SRME ot AhhdAR PCNIEACIE BRCOSE iﬁgtggtﬁéd Reuihdelie1s Ricivagy s PUCt i

devi ce broadcast a nessage on the network as soon as it is placed on the

Networ K 2 » WebRérvdRYS Nihd% B! Mfehe BE 20 with a Web browser 22 as previously

mentioned. The controller 16 is responsible for the local control of the equipment 15, and

15 may take the form of a computer rather than a programmable logic controller (PLC) 16, as
shown. The Web server 18 can be implemented as software residing on the controller
hardware, or it may be a physically separate unit linked to the controller 16 by an electrical
interface. The important thing is that either for each controller 16 or for a plurality of
controllers 16 there is an associated Web server 18. The Web server 18 provides a user

20 interface in the form of Web pages. These Web pages reside on the Web server and provide a
real-time view of the equipment 15 being controlled. To view these Web pages, an attached
computer or other device running a Web browser such as Internet Explorer, Netscape or

Mozilla is used. The Web pages will contain links to the underlying control and status



.pol | .for new devices on a regular basis. For the first case, the equi pnment
15 woul d broadcast 16 its presence in nmuch the sane way as it obtains its
| P address using DHCP. A nessage is broadcast to all nodes on a particular
port and if there is a server listing, it responds and records the presence
of the device. For the second case, a server on the network sinply
broadcasts a request for identificatiohlto all nodes on the network on a
regul ar basis and keeps track of all operating nodes. This has the

advant aggridtiedinithe ¥ritlol 16216, di ot el @hple! thereth&5be 0 WB\Hage thabafRkplalyf theftiepiTent
15 has been added to the system the SCADA system 28, 30 can begin

has | to the '_ | begin®

veb 1o Boedire R Rl ot TRERAGL DS, Merblly B BBt SRS Al o any
ifi ' f j t 15 h twork, .t he Wb t hat pi

of “cqui e o5 st e Fage ol SnleY FoR bt Biovsd bt B oRp BRI oleras” S0

Changes to equi pnent_do not_ requjre_any new software to be installed at the
moni t or likglydews prokavaSeriphwilh be empleyed topnimate tagdisplpy and proyisles qoptipdally

t hrough 4, in one enbodi nent of the invention each piece of industrial

equi prrecharigingvwepdout of theamment doaditions.y , THearse of aditaspplot elloweseva dFa® b6 wit h.
a Wb server 18, a router/switch 24, and a PC 20 with Wb browser 22, for

per ni t t itREsHRMEEHNE tei Web S8t edr 18 tHe" Mep brodAbl wihaitithe ficdes rglofT®e waible -
i ndustrial equipnent 15 simlarly configured. In the sinplest configuration

O (e UPRIgcORd hiRrbAB 2 RodtferdBaie ol ibRrgpovser 22 is not i ncl uded,
Al so, eac I'ece of i1'ndustrial equi pnment so configured can conmunicate via
the LAN or WAN 26 over the Web with a renotely | ocated control and

nmoni toring network, such as a SCADA including a PC 28 with a Wb browser or
Wb browser software 30 for permtting the PC 28 to selectively cq ni cate
with a desirddwe logaf Hibis dmplemented dising 2 Web, broytsens2 &@nlwgrpncaeml%ﬁ%eﬂ :
applications the SCADA 28 may be local to the industrial equipnrent 15. The
f | ovioharGonygutés 2P typicallyhasiistle imchonaditisbiyogd SredWeb hryeser 32 Beelfy Aecordingly ri al

a typical configuration would be a computer such as PC 20 with operating system and
browser software 22. The hardware, in one example, contains a processor, random access
memory, and flash based memory for persistent storage. No rotating media hard drive would
be required although it could be used. The remote HMI or SCADA system is provided in this
15  example by PC 28 with Web browser software 30, thereby minimizing or eliminating any new

software requirements to handle remote connections.

Ethernet enabled devices or pieces of equipment 15 are identified on the network 26
using an IP addresses, respectively. This address is unique to each piece of equipment or
20 device 15, and allows a client or user to access a particular piece of equipment or (ievice 15.
To allow for the large number of required IP addresses all over the world, addresses are

broken down into sub-nets. Two devices or pieces of equipment 15 on the same sub-net can



,equi pment 15 communi cating with other pieces of industrial equipnent 15

| ocally, or with a renptely |ocated SCADA 28, 30 for exanple. Such
comunication is initiated via Step 40, upon a router/switch 24 receiving a
request fromeither a local Web browser 22 of another piece of industrial
equi pnent 15, or froma renote Wb browser such as PC 28 driven by Wb
browser software 30, for exanple. Assuf® for the purposes of this

di scussion that the 1o router/switch 24 is sinply a nuter 24. In response
to a roysmuditateaiifictly, ot & plédes bf eyEpmenst 15agsdson diffefént pubHicts Shepw theluse s
entered for the router 24 to determ ne the source |P address for

i denti f yi : . browser 22 or a
renot e \Y%ggg%t%gﬁg%lg??c#u?@g?fgou‘%ﬁﬁ?gﬁg éllgéd@@hdae? t\ﬁtaéﬁtle()\ﬁfég'quest was nade by
a local Web browser 22, Step 42 is entered for determ ning the destination
| P address, that is to determ ne where the request for Wb pages is to be
sent. If the communication is to be nade to a, renpie, Wb s? ver such as 18
on a renote Imtheqqyegnignxention, rathes thaghaye the saripaent Yrbserveg éﬁa?mc es the
address of the source using NAT (network address translati o(%)t. Next, in

St eps 44 direttly toculk AN a2 VA Un adeutetiswitdodeyine 24ds néed to dsolatersr Etherngicat ed Wb,
server, and upon receiving a response fromthe renotely | ocated Wb server
i n St ep néfork 38 inisidd the eqdfipineenfréanhel AN w3rshowa s Rigufe 3.hin ¢ffeehansquipmeat

| ocal Web browser 22 in Step 46. The routine is then conpleted as shown in

St ep 47£a.hea defwdrk (EANS1GRs frbatell D efitkStesiith 6T BISEARS 7t R hsdal§ pRicaIoWS er

maki ng e request 1S a renote Wb browser 30, Step 48 is entéred for

0
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address is that of a |local Wb server 18 in this exanple, then Step 50 is
ent dped ahd theseptivnaljWab beaysssbased HWME 2022, sptianat Ethgrnst basefl dept/opiput 16.  Next
in Step 51, the responding Wb server 18 proceeds to check the source IP
addr ess.maddulést34, an dpti@iaispueelpdhaé for conneotion iof a faptEnemeputérh siir-systems ofshep 52
is entered in which the associ ated Wb server 18 authenticates the renote

passwor gfqum;{eﬁt,tahafso Forfh, Fedkampld, SWhE £BEVIONGMtsiat 8Pthe BAN NAtwants fot 1S
utilized and does authenticate the renote password, or if the step is not

used, StSB Rhibate Fith% &dice Intil BB HARE 1YERe fatetRtvitlR 24 FHRENER tlafrid £

appropriate. The router/switch 24 must have an IP address on the LAN or WAN 26, while the

(4]

15  devices on the EAN 17 can use local IP addresses. These local addresses can be reused on
other pieces of equipment 15 since they are not visible on the LAN. A request for a Web page
made from the LAN or WAN 26 of a piece of equipment 15 will cause the equipment router
24 to forward the request to the Web server 18 on the EAN 17. The response from this Web
server 18 is then forwarded back to the original requestor, making it appear as if the piece of

20  equipment or device 15 with a LAN address serviced the request. Requests made from the
browser 20, 22 inside the EAN 17 for access outside the EAN 17 are converted using a
network address translation (NAT) of router 24 into requests that appear to come from the

router 24 and thus hide the EAN 17 from the outside world.



.request using renote privileges. The associated router 24 then forwards a
response to the requesting renote browser in Step 54. 15 If in Step 51 the
associ ated Wb server 18 determ nes that the source |IP address is
associated wth a | ocal Wb browser, then Steps 55 through 57 are pursued.
These steps are simlar to Steps 52 through 54, except that Steps 55

t hrough 57 are associated with the | ocld Web browser, whereas Steps 52
"through 54 are associated with the renote Wb browser, as indicated. The
processing is conpleted after either Step 54 or Step 57 with the
termnation 20 Step 47. Note that if optional Steps 52 or 55 are used, and

the associ at efhek@YBbfeMof hOAAE HRASANTTAS Al heWEb SeH &8 chbdistingtisher
operation is terninated. Note that the Wb server for Steps 52 al ways

ds t g i
S hor Bebfeef et g Rlace ity e RRAART Soffihalf S8t Etenttie PED TAARidichof [2M
b t, e, . Ho .th i at ed t 2 t
handT os (A Towsng e 1B Al hest R Teveshict TRt crnt PR BF sare BRaERNY
traffic. Also note that the associated router 24 uses network address

t r ans| ator Gromy thatargen{BAND 26 oneven fignme thedntegreh ftselfianaddrespontaide thelL Aot e

site, and alternatively uses direct sw tching when a browser having a | ocal
addr ess TherWes t@vérid can sioei st dds hddreds coimbenedAvittopasswerdt dushtentibaionde detide ed
router 24 forwards requests froma renote Wb browser for Wb pages to the

local  cQpat ebhffuniéhorkab ¥abw ¥8r thbruefingSRviRE. POf éxdni1¥ahe g sefver £t hough

various enbodi nents of the invention have been shown and described, they're
not neant. i L - Et)fN ' ' MAYouk §CQRBLHZRonY el OUS
nodi fi ce{?ﬁg%ﬁzgpﬁ%%g k%é%q%%gg?ﬁgn S, %}# %mlltc{rlr)o&d? ?P@g{eis’onso“ér e ant to be
&O‘;ierngg IF%N torr] %\]Xﬁ’ {d tto cﬁgr?gesacp%gesgfpartagl%te?,pa%ﬁrﬁ 8% o%ll)‘?1 hl%%itoringzl%qm?st frbf the

10  Internet. While this same functionality can be achieved with password protection, use of an

IP address for security provides a key benefit since it cannot be circumvented by simply

knowing the correct password.

Another key benefit is that the configuration of the network parameters for the Web
15  server 18 and HMI 20, 22 can be simplified since the same IP address can be used on every
piece of equipment 15. For example, as shown in Figure 3, IP address 192.168.1.10 could be
assigned to all Web servers and IP address 192.168.1.11 to all local browser based HMI
computers. The home page of the browser 20, 22 could be assigned IP address 192.168.1.10
and would not have to change to meet the LAN addressing requirements of an installation.
20  The router 24 can also be preconfigured with the correct port forwarding so that any Web
page requests that it receives are forwarded to the Web server at IP address 192.168.1.10.

Regardless, the router 24 will still need to be configured on the LAN 26 and this can, for



JAn equi pnent area network (EAI~ for a plurality of pieces of equipnent,
conprising: a plurality of local controllers each being dedi cated and
connected to an individual one of said plurality of pieces of equipnent,
respectively; a plurality of |ocal Wb servers each being dedi cated and
connected to an individual one of said plurallty of controllers,
respectively; and | ocal isolation meand*for selectively isolating said
equi pnent area network from ot her networks outside of said equipnment area
net wor K exgapld, e aocamblishedfwitiogitter ¥éined EANIPsaddedss gr using wIDHEP (dynaminect ed
to said isolation means. 2. The EAN of G aim1, further including: Iocal

br owser hOR{BACSR ﬁgglﬁgeﬁ% gug@lfzgtl on neans for selectively

comuni cati ng W|t ur |ty of local Wb servers, and with renptely
| ocated Web servers in sald ot her networks. 3. The EAN of Claim|, wherein
said plurality of local controllers each consist of a progranmabl el ogi c
controller. e EAN of Caim1l, wherein said i sol ati on_ nmeans

i ncl udes a m\/ﬁ}ﬂéa\r{}yrbqfeqeggeaqo Fﬁ%‘ﬁ?ér?@ﬁﬂi*’éﬁég‘ gﬁéﬁ%ﬁe}?%’ﬁ MEHAReEd to

i ndi vidual ones of said plurality of |ocal VWb servers respecti vely, and to
at | gasprapeols(HEEP regadse foraeeaap Fthe equipment in B ANN Todssagiatedivith Rher ei n
said local isolation neans includes a plurality of |ocal router/swtches
each beiadreso162c232e100t ara tduted direxdiywo theall © Wb sefves A6l Satiaddiast y of | ocal
controllers, respectively, to individual ones of said plurality of |ocal

br owser 192388.1, 1@6%@1@& tthe/ Rlcl mmebvé%ﬁws&eﬁﬁ b2 e5PaRbss3hb PLOIWEE sd9biy, ks. 6.

The EAN of 'Oaim 2, Wherein said [ocal browser neans includes a plurality

of Web ers h b,e L Vi {e tion

means, 38 RS iRARE Ses A alfitatel 1851 £.30 Eé L Re G Bt i a2
luralit rowsers sai d plural Ioc outer/ es.are

gac h co ﬁ%%gfg dB FRySeKer; 10g ?@ F%Ih‘?;ﬁ pr@%@ng\aeds @Pgwo@wg@?-a@gv The

EAN of Caim6, wherein said plurality of Wb brovvsers each include: a PC,

and 10éb for subenticatian: whlse th@HMI Web bprvogr aPA2rgn gasess wber W ep serveigeiads

browser functions. 9. The EAN of Claim?7, wherein said plurality of Wb
br owser siebeark addieksidaislation (NAT) router 24.

Another key benefit of the EAN 17 is that Ethernet traffic on the EAN is controlled by
the router 24. General traffic on the LAN 26 does not reach the EAN and thus does not
15  consume its bandwidth. As a result, excessive EAN 17 traffic is substantially eliminated,
thereby preventing interference with the operation of the equipment’s local HMI 20, 22 or
Ethernet /O 34. If the HMI 20, 22 or Ethernet /O 34 cannot communicate with the controller

16 in a timely manner, this could result in a performance or safety problem.

20 Figure 4 provides a schematic showing how the router 24 may be connected to local
and remote Web servers and Web browsers. Figure 4 is helpful relative to reviewing the
flowchart of Figure 5, describing how Web browser 22 or 30 requests are processed by the

router 24 and local Web server 18,



.a PC, and Web browser software neans for programrmng said PC to provide Wb
browser functions. 22 10. The EAN of Caim4, further including a
plurality of Ethernet input/output nodul es connected to individual ones of
said plurality of local router/switches, respectively. 11. The EAN of Cdaim
4, further including: said plurality of local router/swtches each having a
uni que address, respectively; and saidlplurality of |ocal Wb servers each
havi ng the sane network address. 12. The EAN of Claimb5, further including:
said plurality of local router/sw tches each having a uni que address,
respectively; said plurality of |ocal Wb servers each having the sane

net wor k addr . i Week | ﬂbgﬁﬁ’ ' Wb
br owsers eac?ﬁgt\h%ﬁgsp? eoqsﬂléfrflr;ﬁgrgg&gss. afgfé gé'Ibﬁpeﬂ:éléiﬁdN 5& g??r?ﬁi}}%eﬁ?t eer
including a pl.uraljt f Ethernet in | qut nodul es _each I ng.the sane
et wor k 1S aRrB5eh fd fprfhon BERHE BE o Skt ek B aiSr B S ML e
plurality of |ocal router/sw tches, respectively. 14. The EAN of Claim 12,
further | FERME iatypiaaiisuped todprgat ﬁlétarfgt viewpg yqeoples andbdlels usad fPrhavi ng

t he sane network address, and each being connected to individual ones of

sai dspl dombat dgtaddr ¢xdmation by & eohpuiet. cBemakingsise of indesdtyy-statdard KMIEANamf Cl ai m
1, wherein said plurality of |ocal Web servers each further include neans

for provedimkgoFl iRBgatal eqepinkhtdai Ge dbiribedSThGE ot eodtRaral, itigent
optionally its 23 interconnection with other equipnent included in the

EAN, it ; LA ford | ati
her et o R0 A S MR I o BB I ord e R 8 e

of equi AR hm benefit from using XML it is important that the same "grammar" is used for every

model of like equipment. A vacuum pump might have a setting for the core temperature

10  referred to by the designatim; "core_temperature." If one ensures that all vacuum pumps have
a parameter "core_temperature,” then it is possible to construct a monitoring system that does
not need any custom setup. The equipment 15 itself provides the data, the labeling of the data
and the range of acceptable values. For example, one could plug in a vacuum pump and be
automatically notified by a monitoring system that the current consumption has risen to a

15 - value 30% higher than that measured in the factory and thus may require service.

As taught in the above-mentioned related Application Serial No. (Attorney Docket No.
MO02A442), entitled "Method And Apparatus For Seif-Configuring Supervisory Control And
Data Acquisition (SCADA) System For Distributed Control," each piece of equipment 15 can
20  be configured to contain software to allow it to be "discovered" by a server computer 28
attached to the same LAN 26. This can be achieved either by having the device broadcast a
message on the network 26 as soon as it is placed on the network 26, or by having a server 28

poll for new devices on a regular basis. For the first case, the equipment 15 would broadcast



.a controller connected to said equipnent; a |ocal Wb server connected to
said controller; and isolation nmeans connected to said Wb server, for
selectively isolating said EAN from ot her networks. 17. The EAN of C aim
16, further including a local HM Wb browser connected to said isolation
means. 18. The EAN of Claim 16, wherein said controller is a programuable

| ogic controller. 19. The EAN of C ai ml€6, wherein said isolation neans
consists of a router/switch. 20. The EAN of Caim 16, further including:
sai d corisipaéserte ipAMEdhhé fanOwapaPit 0BfaFRBIP addesy wiODHCY., | iessdgd isai d

i sol ation nmeans consisting of a router/switch. 21. The EAN of Caim 17,
wherein i inal: £ . : owser

sof t war eb§ ﬁiédgﬁgst?(?gﬂrl ng@ggé)ra a?t’ri]éél‘l‘%g)lrog a%%]t oelgrl%\%isﬁger\/%é?%qg?%m%gwuaﬁgti ons.

22. The EAN, o Lm 186, erein said |ocal Web server includes ans for
o ovi d A5kt BoRee st Vo ichy hok Bl oratieet Sagt e BuIROII Dy t s

i nterconnection wth ot her equi.pnment, its present operating paraneters, and
ot her daweadsests mequests orrlgPI&tf?%me tcalbredes on thenefuonk A & 15BUISF BRFITANGKESRS

equi pnent area network (EAN) for each one or nore pieces of equi pnent or
devi ées,tragkef ell npératingneries| dbishaptheadvattageghatihwill rapiddy defe¢taomiseimgr i ses t he
steps of connecting a local controller to the piece of equipnent;

connect idegica. | ocal Web server to said controller; connecting a | ocal router
bet ween said Wb server and a conputer network, for providing isolation

t her ebetween while all ow ng sel ective communi cati on therebetween; and
assigning a uni que network address to said router for devices outside the

EAN. 24. The t ; i furt.h hncl udi af,. nnecti ng
at | east one cﬁlelﬁ%%@l%@g@c}g}hégm?oﬁdﬁﬁo tlrt}BHYﬁlgeén’It} © §§?‘&§$ ggﬁ%’? 218 b?é)ﬁaé\/i ces
| nside begin monitoring the equipment 15 by making use of the data accessible via HTML Web
10  pages and XML data. If an operator needs to see the details of any specific piece of
equipment 15 on the network, the Web page for that piece of equipment 15 is displayed on the

monitoring station Web browser 28, 30. Changes to equipment do not require any new

software to be installed at the monitoring station.

15 As previously described relative to Figures 2 through 4, in one émbodiment of the
invention each piece of industrial equipment 15 within a common facility, for example,
includes a PLC 16 with a Web server 18, a router/switch 24, and a PC 20 with Web browser
22, for permitting communication over a LAN or WAN 26 with other pieces of industrial
equipment 15 similarly configured. In the simplest configuration of the invention, the local

20  PC 20 with Web browser 22 is not included. Also, each piece of industrial equipment so
configured can communicate via the LAN or WAN 26 over the Web with a remotely located
control and monitoring network, such as a SCADA including a PC 28 with a Web browser or

Web browser software 30 for permitting the PC 28 to selectively communicate with a desired



.the EAN. 25. The method C aim 23, further including the steps of connecting
a spare port to said nuter for connection to one of the group consisting of
a |l aptop conmputer, sub-systens of said equipnment, and ot her devices inside
t he EAN. 25 26. The nethod of Caim 23, further including the step of:
connecting a local HM Wb browser to said router. 27. The nethod of C aim
23, further including the steps of assil§ning the sane network address, if
an address is required, to each controller associated with each piece of
equi prepiece afithdastsiaDeyjuiygnér @ 5s areertain aplicaticidnks SCAD A2 28 maydhe 16l wethe
associated wth each piece of equipnent. 28. The nethod of C aim 26,

further lﬂdyg{rwjv@g pinbB@ Bt eps of: (A) configuring said router to receive
requests from Web browsers both |ocal and renpte to said EAN, (B)

responding to a request froma Wb browser by having said router check the
source network address of the requesti ng browser; (C) determning in

response to g reguesting | ocal rowser  the destl nat | on net wo addr ess
it is requestif§glo Eyﬂegﬁﬁumﬁ Flﬁb"sst f BIOCERFINg SRS 25308 th indug @?rl nati on

network address for a renote Wb server by using network address

t r ans| atewipmenAl) caromunigatinieaw sh pther pissesaifandustrind aquipmant Moloralbedr witha (E)
forwarding via said router to said renote Wb server an answer to the
request rerubielyrlocaed 569 DA 28,53 fr extngyle.aSuchsqanaenitatinmis aiitdated niatStep/ )

server that it received the answer; and 26 (G forwarding the response to

t he assg bﬁh?@t&%\ﬂtdhoﬂ%cé{‘ﬁh{ggrr 8f fréth eftRérh 16 W&?bromer PEbhgiRt G aim

furt i ncluding after p (B) the steps of: (H) determning in

r es PONS &idc8 of il FRHEPLJ NG TS! & 4R 2FERBR W eb BRoWEEP LIRS PR™8 driven by

Web browser software 30, for example. Assume for the purposes of this discussion that the

10  router/switch 24 is simply a router 24.

In response to a router 24 receiving a Web browser’s request in Step 40, Step 41 is
entered for the router 24 to determine the source IP address for identifying whether the
request was made from a local Web browser 22 or a remote Web browser 30. Ifitis

15  determined that the request was made by a local Web browser 22, Step 42 is entered for
determining the destination IP address, that is to determine where the request for Web pages is
to be sent. If the communication is to be made to a remote Web server such as 18 on a remote
15, then Step 43 is entered in which router 24 translates the address of the source using NAT
(network address translation). Next, in Step 44, the router 24 forwards the request to the

20 remotely located Web server, and upon receiving a response from the remotely located Web
server in Step 45, the router 24 then forwards or transmits the response to a local Web

browser 22 in Step 46. The routine is then completed as shown in Step 47.
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responding to the request via the associated said |ocal Wb server using

| ocal prigRareddeldowed byiermbting amefuibekaction viasSiep 47+ Rantraiwige,ribeithes in ng

| ocal Web browser; and (P) forwarding a response via the associated said

| ocab r @itepe48 bointSep 42 quis sietengined tladt tHer destheation IP address isdiahofla tfcalOWabm 29,
further including after step (K) and before step (O the step of:

aut hent isgaet Din/thds dxAfiphs #eI SEFSO KhtbrdPoakendfly SRGUES td e Wassprdgof the
requesting | ocal Wb browser. .Ar.A .A% AE

A MsdﬁaA?é%ﬁgﬁengF% Aﬁ:@g%%s(_f,‘ﬂfé 1o e Web\Eerber 18 proceeds to check the

AL AA%
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entered in which the associated Web server 18 authenticates the remote password. Note that

10 Step 52 is an optional step, in that if it is utilized and does authenticate the remote password,
or if the step is not used, Step 53 is entered in which the Web server 18 responds to the
request using remote privileges. The associated router 24 then forwards a response to the

requesting remote browser in Step 54.

15 If in Step 51 the associated Web server 18 determines that the source IP address is
associated with a local Web browser, then Steps 55 through 57 are pursued. These steps are
similar to Steps 52 through 54, except that Steps 55 through 57 are associated with the local
Web browser, whereas Steps 52 through 54 are associated with the remote Web browser, as
indicated. The processing is completed after either Step 54 or Step 57 with the termination

20  Step 47. Note that if optional Steps 52 or 55 are used, and the associated remote or local
passwords are not authorized, further operation is terminated. Note that the Web server for
Steps 52 always responds to a request, but the response may be an error message if the user is

not authenticated.
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plurality of pieces of equipment, respectively;
a plurality of local Web servers each being dedicated and connected to an individual
one of said plurality of controllers, respectively; and
local isolation means for selectively isolating said equipment area network from other

networks outside of said equipment area network, said plurality of local Web servers being

individually connected to said isolation means.

2. The EAN of Claim 1, further including:
local browser means connected to said isolation means for selectively communicating with

said plurality of local Web servers, and with remotely located Web servers in said other

networks.

3. The EAN of Claim 1, wherein said plurality of local controllers each consist of a

programmable logic controller.

4. The EAN of Claim 1, wherein said local isolation means includes a plurality of local
router/switches each being connected to individual ones of said plurality of local Web servers

respectively, and to at least one of said other networks.
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controllers, respectively, to individual ones of said plurality of local browser means,

respectively, and to at least one of said other networks.

6. The EAN of Claim 2, wherein said local browser means includes a plurality of Web

browsers each being individually connected to said local isolation means.

7. The EAN of Claim 5, wherein said local browser means includes a plurality Web
browsers, and said plurality of local router/switches are each connected to an individual one

of said Web browsers, respectively.

8. The EAN of Claim 6, wherein said plurality of Web browsers each include:
aPC; and
Web browser software means for programming said PC to provide Web browser

functions.

9. The EAN of Claim 7, wherein said plurality of Web browsers each include:
aPC; and
Web browser software means for programming said PC to provide Web browser

functions.
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11.  The EAN of Claim 4, further including:
said plurality of local router/switches each having a unique address, respectively; and

said plurality of local Web servers each having the same network address.

12.  The EAN of Claim 5, further including;:
said plurality of local router/switches each having a unique address, respectively;
said plurality of local Web servers each having the same network address; and

said local browser means includes a plurality of Web browsers each having the same

address.

13. The EAN of Claim 11, further including a plurality of Ethernet input/output modules
each having the same network address, and each being connected to individual ones of said

plurality of local router/switches, respectively.

14,  The EAN of Claim 12, further including a plurality of Ethernet input/output modules
each having the same network address, and each being connected to individual ones of said

plurality of local router/switches, respectively.

15.  The EAN of Claim 1, wherein said plurality of local Web servers each further include

means for providing Web pages identifying their associated piece of equipment, optionally its
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b) b, bbb: cccx4 dontroller connected to said equipment;

a local Web server connected to said controller; and
isolation means connected to said Web server, for selectively isolating said EAN from

other networks.

17.  The EAN of Claim 16, further including a local HMI Web browser connected to said

isolation means.

18.  The EAN of Claim 16, wherein said controller is a programmable logic controller.
19. The EAN of Claim 16, wherein said isolation means consists of a router/switch.
20.  The EAN of Claim 16, further including:

said controller consisting of a programmable logic controller; and

said isolation means consisting of a router/switch.

21. The EAN of Claim 17, wherein said local HMI Web browser includes:

aPC; and
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equipment, its present operating parameters, and other data of interest relative thereto.

23. A method for providing an equipment area network (EAN) for each one or more
pieces of equipment or devices, wherein for each local piece of equipment the method
comprises the steps of:

connecting a local controller to the piece of equipment;

connecting a local Web server to said controller;

connecting a local router between said Web server and a computer network, for
providing isolation therebetween while allowing selective communication therebetween; and

assigning a unique network address to said router for devices outside the EAN.

24.  The method of Claim 23, further including the steps of:

connecting at least one Ethernet based input/output module to said router for devices inside

the EAN.

25.  The method Claim 23, further including the steps of:
connecting a spare port to said router for connection to one of the group consisting of a

laptop computer, sub-systems of said equipment, and other devices inside the EAN,
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27.  The method of Claim 23, further including the steps of:

assigning the same network address, if an address is required, to each controller
associated with each piece of equipment; and

assigning the same network address to each Web server associated with each piece of

equipment.

28.  The method of Claim 26, further including the steps of:

(A)  configuring said router to receive requests from Web browsers both local and

remote to said EAN;

(B)  responding to a request from a Web browser by having said router check the
source network address of the requesting browser;

(C)  determining in response to a requesting local Web browser the destination
network address it is requesting; |

(D)  configuring said router to respond to a destination network address for a
remote Web server by using network address translation (NAT) to translate the associated
source network address;

(E)  forwarding via said router to said remote Web server an answer to the request;

(F)  receiving via said router a response from said remote Web server that it

received the answer; and
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29.  The method of Claim 28, further including after step (B) the steps of:

(H)  determining in response to a requesting remote Web browser the destination
network address it is requesting;

@ ignoring the request in response to the destination network address being for a
remote Web server;

#)) sending the request to the associated local Web server in response to the
destination network address being that of another local Web server;

(K)  Operating the associated local Web server to check the source network address
of the Web browser making the request;

(L)  responding to the request via the associated said local Web server using remote
privileges if the source network address is that of a remote Web browser; and

(M) forwarding a response via the associated said local router to the requesting

remote browser.

30.  The method of Claim 29, further including after step (K) and before step (L) the step
of:

(N)  authenticating via the associated said local Web server the password of the

requesting remote Web browser.

31.  The method of Claim 29, further including after step (K) the steps of:
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authenticating via the associated said local Web server the password of the requesting

local Web browser.



