METHOD OF GRANTING DRM LICENSE TO SUPPORT PLURAL DEVICES BACKGROUND OF THE
INVENTION [01] This application is based on and claims priority from Korean Patent Application No.
10-2003-0064861, filed on September 18, 2003 with the Korean Intellectual Property Office, the
disclosure of which is incorporated herein in its entirety by reference. 1. Field of the Invention [02] The
present invention relates to Digital Rights Management (DRM) licenses, and more particularly, to a
method of granting a DRM license to support a plurality of devices capable of processing digital
information. 2. Description of the Prior Art [03] Generally, according to conventional DRM techniques,
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consumers are provided with content by content providers and purchase licenses for the content. At this
time, each of the licenses is adaptgéMQFoTHﬁl§%ﬁﬁlﬂgm. In this regard, there are a device
binding scheme and a user binding scheme. [05] In the device binding scheme, a license purchased by
consumers depends on devices and only a relevant device is authorized to reproduce the content. On
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10-2003-0064861, filed on September 18, 2003 with the Korean Intellectual Property Office,

the disclosure of which is incorporated herein in its entirety by reference.

1. Field of the Invention
[02] The present invention relates to Digital Rights Management (DRM) licenses, and
more particularly, to a method of granting a DRM license to support a plurality of devices

capable of processing digital information.

2. Description of the Prior Art

[03] Generally, according to conventional DRM techniques, content can be reproduced
through only one device, depending on the content purchased by a consumer and the details
of a license for the content.

[04] In other words, in conventional DRM environments, consumers are provided with
content by content providers and purchase licenses for the content. At this time, each of the
licenses is adapted to be effective for only one device. In this regard, there are a device
binding scheme and a user binding scheme.

[05] In the device binding scheme, a license purchased by consumers depends on devices

and only a relevant device is authorized to reproduce the content. On the contrary, in the user



a scheme using subscriber identification module (SIM) cards or smart cards. [06] FIG. 1 is an exemplary
view illustrating the structure of a conventional DRM license that is expressed in Extensible Markup
Language (XML). [07] Lines 1 to 5 represent the beginning of the DRM license, and describe information
regarding XML namespace for providing information on interpretation of XML. [08] Lines 6 to 8 describe
information regarding the version of a DRM system to which the DRM license is applied. [09] Lines 9 to
21 contain content information and the details of the DRM license, and are expressed using <asset> and

<permission> elements. [10l'The <asset> element describes, in lines 11 to 13, an identifier of the content
to which the P¥eWgisdisa idicsTpheBusht e  ApREMATiHeReRd 98 Y4BT InfBfito RS tisFrdht

encryption key (CEK) with which encr%ﬁttg.d content can g@g]ecr pted. %lé The <permission> element
describes, in fificsT8 180 RS BEHIEHTUSA1S8 PESkEaGERY PI%] EiBLE 5 exemplary view illustrating

the structure glegnofhier gonyentional, PRM.JigenaehinGs 49,1023 desaribe ihal popignf.can e
reproduced, but'only once. Sconstraint> element It line may include elements such as <interval>,
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for which the content can be used, and its start pointis the time when the content is first used. For

example, if themalugiptthen<snignabaaiemrptisiexprassaskas 1ok thacapiencanbadiesly used for

10 days from a first use of the content.
regarding XML namespace for providing information on interpretation of XML.

[08] Lines 6 to 8 describe information regarding the version of a DRM system to which the
DRM license is applied.

[09] Lines 9 to 21 contain content information and the details of the DRM license, and are
expressed using <asset> and <permission> elements.

[10] The <asset> element describes, in lines 11 to 13, an identifier of the content to which
the DRM license is applied, and describes, in lines 14 to 16, information on a content
encryption key (CEK) with which encrypted content can be decrypted.

[11] The <permission> element describes, in lines 18 to 20, that content can be reproduced.
[12] FIG. 2 is an exemplary view illustrating the structure of another conventional DRM
license. Lines 19 to 23 describe that content can be reproduced, but only once. A
<constraint> element in line 20 may include elements such as <interval>, <accumulated>,
<start>, <end> and/or <count>.

[13] The <interval> element represents a period of time for which the content can be used,
and its start point is the time when the content is first used. For example, if the value of the
<interval> element is expressed as ‘10d,” the content can be freely used for 10 days from a

first use of the content.



2 [14] The <accumulated> element represents a maximally accumulated time of the use of the content.
For example, if the <accumulated> element has a value of '10h," the total reproduction time of the content
should not exceed 10 hours. [15] The <start> and <end> elements are described in pairs, and indicate
that content can be freely used from the date specified in the <start> element to the date specified in the
<end> element. [16] Heretofore, typical DRM techniques include Microsoft's DRM, Open Mobile Alliance
(OMA) DRM, and the like. In such techniques, content is generally allowed to be reproduced through only
one device to which a license is bound. Thus, there is inconvenience in that if a user possesses a

plurality of dehlites, The G&H BRI T SHHOBUCEPHOFIENS BREGHIEh e I/ thidRconelt the elevices, using
the content arﬂg a license_corresponding thereto. SUMMARY OF THE IN ENTIQ%[J%ACCﬂTding to an
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reproduction %f Id()ighta&()cﬂo&t&n@ thrggggngs%tﬁrﬁliﬁ&of gle iqg%oapsd a method of reproducing digital content
through plurali evices using the ficense structure. e[’i@f ccordllng to another exemplary embodiment of

the present inyetiof,dN&igs Arovided admeodohdamingAdieitahighiz manaoesnent liggnse
between a server and a plurality of devices, comprising transmitting content from the server to at least
one of the plygalituiof eyt e aanteptsaaiaining license infasmationdhatingledasddgntifiers for
<end> element.
[16] Heretofore, typical DRM techniques include Microsoft’s DRM, Open Mobile
Alliance (OMA) DRM, and the like. In such techniques, content is generally allowed to be
reproduced through only one device to which a license is bound. Thus, there is
inconvenience in that if a user possesses a plurality of devices, the user cannot reproduce

portions of content on more than one of the devices, using the content and a license

corresponding thereto.

SUMMARY OF THE INVENTION

[17] According to an exemplary embodiment of the present invention, there is provided a
license structure enabling reproduction of digital contents through a plurality of devices, and
a method of reproducing digital content through plural devices using the license structure.

[18] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising transmitting content from the server to at least one of the
plurality of devices, the content containing license information that includes identifiers for
two or more of the plurality of devices capable of reproducing the content respectively,

extracting the identifiers included in the license information from the received content, and



two or more of the plurality of devices capable of reproducing the content respectively, extracting the
identifiers included in the license information from the received content, and 3 when the extracted
identifier corresponds to an identifier of the device, reproducing the content by the device. [19] According
to another exemplary embodiment of the present invention, there is provided a method of granting a
digital rights management license between a server and a plurality of devices, comprising transmitting
content from the server to at least one of the plurality of devices, the content containing license
information that includes an identifier for identifying a logical domain to which two or more of the plurality

of devices caPifettt FEEREat RGNS cenftstRBE Iy WirsBifig tRé st fsefadedna the license

information from thg received content, and when the extracted identifier corresponds to an identifier of
the logical dofRHSWRTIFY Fevice intending to reproduce the content belongs, reproducing the content

by the device, 01 According |9 anoher exemplarsmaadiment o ihe present nvention, fnere is
provided a method of granting a %lllgltafrlgﬁﬁts management license between a 'server-and a plurality of

devices, comprisingitransaiiing coniant framithe servarin atieastong ofthe.aluraliv.ofgeyices, the

content containing license information that includes information regarding a number of reproduction times

of the contenpigx4itgCHNd eSO A HIR i BHENBST Gl rRRROdMCiaRdime s inclidad bt g license
information from the received content, when it is determined from the extracted information that the
device intendpngdyepraiies, the content containing license information that includes an identifier for
identifying a logical domain to which two or more of the plurality of devices capable of
reproducing the content belong extracting the identifiers included in the license information
from the received content, and when the extracted identifier corresponds to an identifier of
the logical domain to which a device intending to reproduce the content belongs, reproducing
the content by the device.
[20] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising transmitting content from the server to at least one of the
plurality of devices, the content containing license information that includes information
regarding a number of reproduction times of the content, extracting the information on the
number of reproduction times included in the license information from the received content,
when it is determined from the extracted information that the device intending to reproduce
the content can reproduce the content, reproducing the received content by the device, and
transmitting modified information on the number of reproduction times and the license from
the device to other devices so that they can extract the modified information on the number of

reproduction times and use the content.



the content can reproduce the content, reproducing the received content by the device, and transmitting
modified information on the number of reproduction times and the license from the device to other
devices so that they can extract the modified information on the number of reproduction times and use
the content. 4 [21] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a plurality of
devices, comprising transmitting content from the server to at least one of the plurality of devices, the
content containing license information that includes information regarding a number of devices capable of
reproducing tHe kormerrding detiAtPthe istsmpaigncBPodisintbeherRigtrtednrdtierdtisthdsicense
information from the receivedg%%ntent_, when jt is determined from the exgacted information that the

device intendffQ tO°feprBERRE e duHE A LN hr B LR ARE LI BRI e BrOHE MY e Tetiivid content
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device to other 51e\;ices SO that t%ey camextract t égmo Ified information on the num%er of devices and

use the contet, [22] Acoprding 1nAnGIRST examplarY embodimenLalihePrasaRLInkantion;dhere is

provided a method of granting a digital rights management license between a server and a plurality of
devices, compiiging §ecRivipe: ePateRt-aRshlisRNsEdpformation o thecortertiby dbensmeradapted to

manage a logical domain to which two or more of the plurality of devices capable of reproducing the

content belong vierifyingeby ftheviervat thrd ecaiveddice nsdrmation from the received content, when
it is determined from the extracted information that the device intending to reproduce the
content can reproduce the content, reproducing the received content by the device, and
transmitting modified information on the number of devices and the license from the device
to other devices so that they can extract the modified information on the number of devices
and use the content.
[22] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising receiving content and license information on the content by
the server adapted to manage a logical domain to which two or more of the plurality of
devices capable of reproducing the content belong verifying by the server the received license
information, if one of the plurality of devices requests the content, and providing the
requested content by the server to the device and updating status values of the license
information, if it is verified that the license is a legitimate license.
[23] According to another exemplary embodiment of the present invention, there is
provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising receiving content and license information on the content by a

server adapted to manage a logical domain to which two or more of the plurality of devices



information, if one of the plurality of devices requests the content, and providing the requested content by
the server to the device and updating status values of the license information, if it is verified that the
license is a legitimate license. [23] According to another exemplary embodiment of the present invention,
there is provided a method of granting a digital rights management license between a server and a
plurality of devices, comprising receiving content and license information on the content by a server
adapted to manage a logical domain to which two or more of the plurality of devices 5 capable of

reproducing the content belong, splitting the received license information into pieces of license
information fSRIABIFIERIE 86 BS WRIEH DEIong PIE R e dicatiFdinicwnsh dMRiRRthe BRces of

license information gnd the received content to releyant one or _more of the phur lity of devices, and
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conventional DRM license; [26] FIG. 2 is an exemplary view illustrating the structure of another
conventional RMnlicensendadd FIG. 3A is an exemplary view illustrating a description of a plurality of
device

BRIEF DESCRIPTION OF THE DRAWINGS

[24] The above and other objects and features of the present invention will become
apparent from the following description of exemplary embodiments given in conjunction
with the accompanying drawings, in which:

[25] FIG. 1 is an exemplary view illustrating the structure of a conventional DRM license;
[26] FIG. 2 is an exemplary view illustrating the structure of another conventional DRM
license;

[27] FIG. 3A is an exemplary view illustrating a description of a plurality of device
identifiers in the structure of a DRM license according to an exemplary embodiment of the
present invention;

[28] FIG. 3B is a flowchart illustrating an exemplary method of granting a DRM license
by providing identifiers of devices capable of reproducing content according to an exemplary
embodiment of the present invention;

[29] FIG. 4A is an exemplary view illustrating a description of a specific domain identifier
in the structure of a DRM license according to an exemplary embodiment of the present

invention;



identifiers in the structure of a DRM license according to an exemplary embodiment of the present
invention; [28] FIG. 3B is a flowchart illustrating an exemplary method of granting a DRM license by
providing identifiers of devices capable of reproducing content according to an exemplary embodiment of
the present invention; [29] FIG. 4A is an exemplary view illustrating a description of a specific domain
identifier in the structure of a DRM license according to an exemplary embodiment of the present
invention; 6 [30] FIG. 4B is a flowchart illustrating an exemplary method of granting a DRM license by

providing a domain identifier for identifying a domain incorporating a plurality of devices capable of
reproducing ¢éhtentXecofing {Mﬁ*@s&é#ﬁﬁrawn&ﬁwaﬁ%mﬂﬁ Wresemnimeeh iUV I45FG. 4C is a

flowchart illustrating. an exemplary method of. granting a DRM license by providing information regarding
tho number (AU GBS RO 5a 45 B0 ARk ARIGHB SRR AHUAR BT e resent
invention; [32] FIG. 5A is an exemplary diagram, showing management of a DRM Jicense by a DRM
server. accordt 5 ah S B Rl

illustrating managegient of a DRM license by the DRM server according to an exemplary embodiment of
the present invention; [34] FIG. 5C is a flowchart illustrating management of a DRM license by the DRM

server [31] FIG. 4C is a flowchart illustrating an exemplary method of granting a DRM license
by providing information regarding the number times the content can be reproduced
according to an exemplary embodiment of the present invention;
[32] FIG. 5A is an exemplary diagram showing management of a DRM license by a DRM
server, according to an exemplary embodiment of the present invention;
[33]1 FIG. 5B is a flowchart illustrating management of a DRM license by the DRM server
according to an exemplary embodiment of the present invention;
[34] FIG. 5C is a flowchart illustrating management of a DRM license by the DRM server
according to another exemplary embodiment of the present invention;
[35] FIG. 6A is an exemplary view illustrating the structure of a DRM license for limiting
the number of devices authorized to reproduce contents, according to an exemplary
embodiment of the present invention; and
[36] FIG. 6B is a flowchart illustrating an exemplary method of granting a DRM license
by providing information limiting the number of devices authorized to reproduce the content

according to an exemplary embodiment of the present invention.



according to another exemplary embodiment of the present invention; [35] FIG. 6A is an exemplary view
illustrating the structure of a DRM license for limiting the number of devices authorized to reproduce
contents, according to an exemplary embodiment of the present invention; and [36] FIG. 6B is a flowchart
illustrating an exemplary method of granting a DRM license by providing information limiting the number
of devices authorized to reproduce the content according to an exemplary embodiment of the present
invention. 7 DETAILED DESCRIPTION OF THE INVENTION [37] Hereinafter, methods of granting a

DRM license to support a pIuraIité of devices accordé?ﬁ to exemplary embodiments of the present
invention will be described wilhE DIPHRIBL pﬁﬁﬁﬁﬁz ’EI(@!;] DRM licenses may be

classified intq fwo cases: a. first case with varying st values and a second case with non-varying
ctg?j ﬁgrema éesl", n[Tl ?S]%)d OP a%n% a %%'ﬁ’ I?CGHSG ? alg)&%‘tea’p ur%ﬁ 01! laewces

c (0]
status values. In other wor <start> arid <end> elements are d content can beé used at any

time during a elevant perQdaf e SRGAHES LY NG EISMEH S| Bk, TalMapL ialusngygis,do not vary.

However, if there is a limitation on the number of use times of content, as in line 21 of FIG. 2, the relevant

value varies Wheneves thecesignahisndstawibize present invention will be described in connection with
methods that can be applied to both the first case in which the status values of a DRM license vary and

the second c38] in DRNitRasstatay vaklesidediatyary, as:sestripesabaveayiqddiiony dhesstructure of

a DRM license to be described later can be expressed in XML or
and a second case with non-varying status values. In other words, if <start> and <end>
elements are described, content can be used at any time during a relevant period of time
specified by the elements. Thus, relevant status values do not vary. However, if there is a
limitation on the number of use times of content, as in line 21 of FIG. 2, the relevant value
varies whenever the content is used. The present invention will be described in connection
with methods that can be applied to both the first case in which the status values of a DRM
license vary and the second case in which the status values do not vary, as described above.
In addition, the structure of a DRM license to be described later can be expressed in XML or
implemented with a separate object or data structure depending on the DRM environment.
[39] FIG. 3A is an exemplary view illustrating a description of a plurality of device
identifiers in the structure of a DRM license according to an exemplary embodiment of the
present invention. This corresponds to a method of describing unique identifiers for devices
capable of reproducing content. Therefore, only devices corresponding to the device
identifiers described in the structure of the DRM license have rights to access the content. In
other words, a user having devices with a DRM function usually purchases a license structure,
which has a description of reproduction details for a plurality of devices, from a license issuer.

In the license structure, unique identifiers for devices that are authorized to reproduce content

are described. Accordingly, if a device has an identifier corresponding to one of the device



implemented with a separate object or data structure depending on the DRM environment. [39] FIG. 3A
is an exemplary view illustrating a description of a plurality of device identifiers in the structure of a DRM
license according to an exemplary embodiment of the present invention. This corresponds to a method of
describing unique identifiers for devices capable of reproducing content. Therefore, only devices
corresponding to the device identifiers described in the structure of the DRM license have rights to
access the content. In other words, a user having devices with a DRM function usually purchases a
license structure, which has a description of reproduction details for a plurality of devices, from a license

issuer. In thedfediies steecibre, inrihsuliesaenararlier Geviewsesat aserailitfoirelf fydeproiee content

are describe ccordingly, if a device has an identifier corresponding.to one of the deyice 8 identifiers
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properly applieg to ‘t)?ﬁﬁg e %I;adg%(l)\{l Iicrense in which status values of the DRM license do not vary.
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[40] FIG. 3B is'a flow ust%%tlr?g an elgr%'plary method of granting a DRM license by providing

unique idenifiggp forgsphisally ab deinemaRRRIE.A' SeRAL RGN RO RAPIRTL RCIUding

license information is transmitted from a DRM server to at least one of a plurality of devices (SIO). The

license informgtigginshidesddentifiarsder @t Ieasting devicas.sanshieafreredusing dhasgentent, e.g.,
as shown in FIG. 3A. The device extracts the identifiers included in the license information (S 11) and
compares thaexipctashtéde nifiers goiasnidantiiaraabine aavite i 1f2)m fabRidertifier ofdheadevice
corresponds to

one of a plurality of devices (S10). The license information includes identifiers for at least

two devices capable of reproducing the content, e.g., as shown in FIG. 3A. The device

extracts the identifiers included in the license information (S11) and compares the extracted

identifiers to an identifier of the device (S12). If the identifier of the device corresponds to

one of the extracted identifiers, the device is authorized to reproduce the content (S13).

[41] FIG. 4A is an exemplary view illustrating a description of a specific domain identifier

in the structure of a DRM license according to an exemplary embodiment of the present

invention. This corresponds to a method of describing a unique identifier for a specific

domain incorporating devices capable of reproducing content. Therefore, only the devices

that are incorporated in the domain corresponding to the domain identifier described in the

structure of the DRM license have rights to access the content. Such a method may be

properly applied to the structure of a DRM license in which status values of the DRM license

do not vary.

[42] The DRM license structure illustrated in FIGS. 3A or 4A may be provided by a

content provider or a separate license creator and does not require installation of an additional

DRM server on the user side.



one of the extracted identifiers, the device is authorized to reproduce the content (S 13). [41] FIG. 4Ais
an exemplary view illustrating a description of a specific domain identifier in the structure of a DRM
license according to an exemplary embodiment of the present invention. This corresponds to a method of
describing a unique identifier for a specific domain incorporating devices capable of reproducing content.
Therefore, only the devices that are incorporated in the domain corresponding to the domain identifier
described in the structure of the DRM license have rights to access the content. Such a method may be
properly applied to the structure of a DRM license in which status values of the DRM license do not vary.

[42] The DRNféenddCtdRk e fIRrghated i traiee 28 5mpRm r e hrdwietns P RS tovider or a

separate license creator an? d.oe]f not requijre insta atj;%% of an additional DRM server on the user side. 9
I i

[43] FIG. 4B YsPOWERE o8t AAG HH e XEMBISH thefiiBd g Anting A DROMZaHEE 45/ 5fbviding a

logical domaicr;‘ai%%f‘tﬁger%f?rdggﬂt”é’ér‘%&dﬁﬁﬂgﬂ}i@&?{e‘r’l?ﬂ"i‘é'ﬂ?ir?e}{!;ces gapabie ofiteproduging content.
Inltlally, contenPlnceiu |n8 ﬁcens information Is“transmitte ro aeﬁﬁl\ﬁlserver to at least one of a

plurality of deyiges, (520 Jhe:lisense.pigimatiopinsiydasienddentiisr ferddrafitvingalogigal domain to

which at least two devices capable of reproducing the content belong, e.g., as shown in FIG. 4A. The

device extracig the:logic@hcirainiidantifies iNFudadinibe Bceres WieraiondReiLandempares the

extracted logical domain identifier to an identifier of the device (S22). If the identifier of the device
reproducing the content belong, e.g., as shown in FIG. 4A. The device extracts the logical

domain identifier included in the license information (S21) and compares the extracted
logical domain identifier to an identifier of the device (S22). If the identifier of the device
corresponds to the extracted logical domain identifier, the device is authorized to reproduce
the content (S23).

[44] FIG. 4C is a flowchart illustrating an exemplary method of granting a DRM license
by providing information regarding the number times the content can be reproduced. Initially,
content including license information is transmitted from a DRM server to at least one of a
plurality of devices (S30). The license information includes an information regarding a
number of times the content may be reproduced. The device extracts the information
regarding the number of times the content may be reproduced (S31) and determines whether
the content may be reproduced based on the extracted information (S32). If device
determines the content can be reproduced, the device reproduces the content (S33). The
device then transmits modified/updated information regarding the number of times the
content can be reproduced to other devices so that the other devices can extract the modified
information and use the content if the number of uses has not been exhausted (S34).

[45] FIG. 5A is an exemplary diagram showing management of a DRM license by a DRM

server, according to an exemplary embodiment of the present invention.
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corresponds to the extracted logical domain identifier, the device is authorized to reproduce the content
(S23). [44] FIG. 4C is a flowchart illustrating an exemplary method of granting a DRM license by
providing information regarding the number times the content can be reproduced. Initially, content
including license information is transmitted from a DRM server to at least one of a plurality of devices
(S30). The license information includes an information regarding a number of times the content may be
reproduced. The device extracts the information regarding the number of times the content may be
reproduced (S31) and determines whether the content may be reproduced based on the extracted

information ($49). 1Paesid feterifirbEable dommmeldinskidehrolticdey HeledeseeprdBdees the
content (S33),_The device then transmits modified/updated information regarding the number of times the
contont can BSVSARORE LSS GNP BEVIEEE 2B At AR BIHE! HOVRLL L BRGNS nformation
and use the content if.the number of uses has, not been exhausted (S34). [45] FIG. 5A | xemplary
Cingram Shouiig Bt e R TA b t Loy DR (R4 B e

embodiment gf IhgLreseEhIOVEIHRR. 10:146] SRefilicaly.R0.identiahle damainRP inchidss a plurality

of devices 530, 540 and 550 capable of reproducing content, and a DRM server 520 for managing
licenses for coptant: igseiyeddeomdheusids, Meapwhile. Relicense greater (RRM:seaiMiceiprovider) 510

provides a license structure (rights) 560 for the relevant content. Alternatively, a content provider that

provides the chatemRNNayr@sGIaMitadheticansasstandtui@iegetines inerewdition related thereto.
Therefore, the management of DRM licenses shown in FIG. SA can be applied regardless of
whether the status values of a given license vary.
[47] FIG. 5B is a flowchart illustrating management of a DRM license by the DRM server
520. Initially, content including license information is received by the server 520 (S40). The
license information includes information regarding whether the devices 530, 540 and 550 are
authorized to reproduce the content. The server 520 extracts the license information (S41)
and determines whether the one of the devices 520, 530 and 540 requesting to reproduce is
authorized to reproduce the content based on the extracted information (S42). If the server
520 determines the requesting device is authorized to reproduce the content, the server 520
provides the content to the device (S43) and updates the license information (S44).
[48] For example, in the case where the license information includes domain identifier for
identifying a domain incorporating devices capable of reproducing content as shown in FIG.
4A, by performing an authentication process between the DRM server 520 and the devices
530, 540 and 550, it is checked whether the devices are authorized devices belonging to the
domain 500. Thereafter, the process of generating an encryption key for protecting
information transmitted/received between the DRM server 520 and the devices 530, 540 and

550 is performed. Then, one of the devices requests the DRM server 520 to authorize the
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The DRM server 520 manages the license and license status information related thereto. Therefore, the
management of DRM licenses shown in FIG. 5A can be applied regardless of whether the status values
of a given license vary. [47] FIG. 5B is a flowchart illustrating management of a DRM license by the DRM
server 520. Initially, content including license information is received by the server 520 (S40). The

license information includes information regarding whether the devices 530, 540 and 550 are authorized
to reproduce the content. The server 520 extracts the license information (S41) and determines whether

the one of the devices 520, 530 and 540 requesting to reproduce Is authorized to r Fi)roduce the content
based on thedXif&dfasSrMasAtEa 2 |teﬁ1?@1eér%t he; 55l dfste st Mhee regueStidgraaines is
authorized to reproduce étete conte the server rowde the content to the device £S43) and updates

the license in ﬁ&he( MG (48 @ﬂ&?ﬁtﬁfe ﬁf)ﬁ YOS 8?5tmelﬁc e R e T
domain |dent|f|er [or |qeﬂtlf%maeg\gerp§% Incorps 5a{ténl% g%%ee %f es%@%gc[h% %ent as shown
an

in FIG. 4A, by pe orming an authentication process etween the server evices 530,

540 and 550, 4tz checkaghwhather e deuces s emthaireddevwsrsdelongingdadhg. dapain S00.

Thereafter, the process of generating an encryption key for protecting information transmitted/received
between the BRMRIVes &2 anditlhe devices 530, 540 and 550 is performed. Then, one of the devices
requests the DRM server 520 to authorize the 11 device to access the content. In response to the
request, the PRM sereabRRD Wstargpnesayhethivithaldenieasthath aspesiestiglithe atersado the

content is described in the license

the license and assigns resultant rights to the devices 530, 540 and 550 that it manages such
that the devices 530, 540 and 550 can then use the content within the scope of the assigned
rights, respectively. As shown in FIG. 5C, the DRM server 520 receives content and license
information (S50) and divides the license information into access rights which are assigned to
the respective devices 530, 540 and 550 (S51). The DRM server 520 then transmits the
access rights to the devices 530, 540 and 550 which reproduce the content according to the
access rights (S52 and S53).

[50] For example, if the license relates to playback time, the server 520 splits the total
playback time into playback times for the respective devices and assigns the resultant
playback times to the devices 530, 540 and 550. As another example, if the license relates to
the number of reproduction times, the server 520 splits the total number of reproduction times
into numbers of reproduction times for the respective devices, and assigns the resultant
numbers of reproduction times to the devices 530, 540 and 550.

[51] FIG. 6A is an exemplary view illustrating the structure of a DRM license for limiting
the number of devices authorized to reproduce content, according to an exemplary
embodiment of the present invention. Specifically, this corresponds to a method by which,

without a description of identifiers of devices authorized to reproduce content in the structure

12



structure of the DRM server 520. If it is determined that the device is described therein, the device is
authorized to reproduce the content, and status values of the license are then changed/updated
accordingly. [49] The DRM server 520 may also divide the license into respective rights constructing the
license and assigns resultant rights to the devices 530, 540 and 550 that it manages such that the
devices 530, 540 and 550 can then use the content within the scope of the assigned rights, respectively.
As shown in FIG. 5C, the DRM server 520 receives content and license information (S50) and divides the

license information into access. F;fghts which are assigned to the respective devices 530, 540 and 550
(S51). The DRNDEERM Boathdpieraeione treling Bawangpidetd i gaVitieszsddo sarodHEE S8 which

reproduce the content according to the_access rights (S52 and $S53). [50] For example, if the license
eintes to plagAER (i ELoT SIS e L B o TRy BB SRS Hitne

respective deyices.andassians heyrasultant, playhaci fimes,to the deviqes 230, 240,200, 350. As another
example, if the' license relates to the number o?lreproguctlon times, the server g% spﬁts the total number

of reproductiof (e, iyLURARIPANERIBICIR MG [rdBeIRaeai davces, fckesians the

resultant numbers of reproduction times to'the devices 530, 540 and 550. [51] FIG. 6A is an exemplary

view illustratiggthessucivegriefcd R RMicensectakdicvting the nunrmbeedaviee aauthosiRehio reproduce
content, according to an exemplary embodiment of the present invention. Specifically, this corresponds

to a method Byesthiah,a wathaesice desedyationaafddentiieisatdevices authorized to reproduce content in

the structure
[52] FIG. 6B is flowchart illustrating an exemplary method of granting a DRM license by
transmitting information regarding the number of devices authorized to reproduce the content.
Initially, content including license information is transmitted from a server to at least one of a
plurality of devices (S60). The license information includes an information regarding the
number of devices authorized to reproduce the content, e.g., as shown in FIG. 6A. The
device extracts the information regarding the number of devices authorized to reproduce the
content (S61) and determines whether the content may be reproduced based on the extracted
information (S62). If device determines the content can be reproduced, the device reproduces
the content (S63). The device then transmits modified/updated information regarding the
number of devices which can reproduce the content to other devices so that the other devices
can extract the modified information and use the content if the number of devices has not
been exhausted (S64).
[S3] According to the present invention, there is an advantage in that content can be
executed through a plurality of devices using a license structure for reproducing DRM

content, so that content users can more conveniently utilize the content in various DRM

environments.
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12 of the DRM license, information regarding how many devices are authorized to reproduce the content
is described and the DRM server 520 shown in FIG. 5A manages the number of the devices. FIG. 6A
shows that a maximum five devices are authorized to reproduce the content. According to the method of
specifying the number of devices shown in FIG. 6A, the DRM server 520 can efficiently manage a license
even if unique identifiers of the devices are not specified, a new device is added, or a device is removed.
[52] FIG. 6B is flowchart illustrating an exemplary method of granting a DRM license by transmitting
information regarding the number of devices authorized to reproduce the content. Initially, content
including ncng;B infég%at%lrﬂvg R Ethiftseionhas berdctesribeb dsemedios Witk ity sriRldites (S60).
The license infolgm tion includes an information regarding the n mber.{ evices authorized to reproduce
the content, SR GREWH IR, BAMTHE HRRABE B AN e SISl P e Himber of

devices authorized to Eﬁg{oduce th%. ontent 5%&1}@;@ det rrpliné?es Qet rthﬁlgos%entory be
i i e

w
varioys sSups u'[lOIlS, maodifications (& 1 artin, IO [S]
reproduced base(}l1 on the extracteg n?ormatlon (§ Ff (‘:’fewce Fferml%es {ﬁe conte%t can be

reproduced, the Jevice FRBROOHERS uiP oM R0 i R dRvice Dan LTS masificiirdated
information regarding the number of devices which can reproduce the content t0 other devices so that
the other deviggsnheamgiisact the modified information and use the content if the number of devices has
not been exhausted (S64). [53] According to the present invention, there is an advantage in that content
can be executed through a plurality of devices using a license structure for reproducing DRM

14



content, so that content users can more conveniently utilize the content in various DRM environments. 13
[54] Although the present invention has been described in connection with the exemplary embodiments
illustrated in the accompanying drawings, those skilled in the art can make various substitutions,
modifications and changes without departing from the scope of the present invention. Thus, the present
invention is not limited to the exemplary embodiments and the drawings. 14 WHAT IS CLAIMED IS: 1. A
method of graftiglaldligkad MK Branagement license between a server and a plurality of devices, the
method comprising: transmitting content from the server to at least one device of the plurality of devices,
the content comprisingiEEhed firgindidh deaelihideerisatmarditepsstheSehicdedicad df the plurality
of devices capable of reproducing the content respectively; extracting the identifiers included in the
license infornﬁ}% O THEE erﬂfﬁéoé%f%ﬁ’%sﬁ e least one device; and if an extracted identifier
corresponds to an identifier of the at least one device, reproducing the content by the at least one device.
2. A method of graritifmgraidiggtedmighits onahagerrarie it aseobetiveen o derpraing o péuredity of devices,

the method comprising: o ' ' ' o ‘
the content comprising license information that includes identifiers for at least two devices of

the plurality of devices capable of reproducing the content respectively;

extracting the identifiers included in the license information from the content received

at the least one device; and

if an extracted identifier corresponds to an identifier of the at least one device,

reproducing the content by the at least one device.

2. A method of granting a digital rights management license between a server and a

plurality of devices, the method comprising:

transmitting content from the server to at least one device of the plurality of devices,
the content comprising license information that includes an identifier for identifying a logical
domain to which at two devices of the plurality of devices capable of reproducing the content

belong;

extracting the identifier included in the license information from the content received

by the at least one device; and

if an extracted identifier corresponds to an identifier of the logical domain to which
the at least one device intending to reproduce the content belongs, reproducing the content by

the at least one device.
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transmitting content from the server to at least one device of the plurality of devices, the content
comprising license information that includes an identifier for identifying a logical domain to which at two
devices of the plurality of devices capable of reproducing the content belong; extracting the identifier
included in the license information from the content received by the at least one device; and if an
extracted identifier Corfesptndaf@antidentiiigtabfidieslogivacdondicetoavwhivhethesatteast ene device
intending to reproduce the content belongs, reproducing the content by the at least one device. 15 3. A
method of graftiabitadigends eig e weansromentiigense between a server and a plurality of devices, the
method comprising: transmitting content from the server to at least one device of the plurality of devices,
the content comprisingshcensecinfernasiontihairineltide Seintarnin atoid e gakding dirywnhberiak, times the
content can be reproduced; extracting at the at least one device the information regarding the number of
times the coftlienowan: benrppsodusedsnolisdedtiont iatlioehdesinfommationrbgnd it comtbert s ceived by the
at least one device,; if it is determined from the information extracted by the at least one device that the at
least one deVigeet s FopiaGeR b &St reproducing the content by the at least one device; and

extracting at the at least one device the information regarding the number of times the
content can be reproduced included in the license information from the content received by

the at least one device;

if it is determined from the information extracted by the at least one device that the at
least one device can reproduce the content, reproducing the content by the at least one device;

and

transmitting the license information including modified information regarding the
number of times the content can be reproduced from the at least one device to other devices
of the plurality of devices so that the other devices can extract the modified information

regarding the number of reproduction times and use the content.

4. A method of granting a digital rights management license between a server and a

plurality of devices, the method comprising:

transmitting content from the server to at least one device of the plurality of devices,
the content comprising license information that includes information regarding a number of

devices authorized to reproduce the content;

extracting the information regarding the number of devices included in the license
information from the content received by the at least one device;
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transmitting the license information including modified information regarding the number of times the
content can be reproduced from the at least one device to other devices of the plurality of devices so that
the other devices can extract the modified information regarding the number of reproduction times and
use the content. 4. A method of granting a digital rights management license between a server and a
plurality of devices, itheisisthodsonierisihg itfemsmoingteotetehy fhort thetsawdetiocathktdlst one device of
the plurality of devices, the content comprising license information that includes information regarding a
number of défAtiedadenisaLed wprepiediliesanentostepdueiag setirrgahedsrotarabp theetidteihg the number
of devices included in the license information from the content received by the at least one device; 16 if it
is determined®Hofi 58 Mibrmation extracted by the at least one device that the at least one device can
reproduce the content, reproducing the received content by the at least one device; and transmitting the
license information inclsdittig gbdlfedsinfoiomadiom iegardng g fied mbemafiderdgadiagithorized to
reproduce the content from the at least one device to other devices of the plurality of devices so that the
other device'eah &t deyigse mbaified infsiindion thegardnbitpa HsrmblersPaedrEs anetie the content.

5. A method of grantin%a digital rights management license between a server and a plurality of devices,
the method Cg?ﬁlﬁﬁ%ﬁ.f he plurality of devices so that the other devices can extract the modified

information regarding the number of devices and use the content.

5. A method of granting a digital rights management license between a server and a

plurality of devices, the method comprising:

receiving content and license information regarding the content by the server adapted
to manage a logical domain to which two or more of the plurality of devices capable of

reproducing the content belong;

determining by the server whether at least one device of the plurality of devices is
authorized to reproduce the content based on the license information, if the at least one device

requests the content; and

providing the content from the server to the at least one device and updating the
license information at the server, if it is determined that the at least one device is authorized

to reproduce the content.

6. The method as claimed in claim 5, wherein the license information comprises

information regarding a number of times of the content can be reproduced.
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receiving content and license information regarding the content by the server adapted to manage a
logical domain to which two or more of the plurality of devices capable of reproducing the content belong;
determining by the server whether at least one device of the plurality of devices is authorized to
reproduce the content based on the license information, if the at least one device requests the content;
and providing the cantéht fetimthe skivedto thamislesktrondgldddcesamdonpdadimgothprisisense information
at the server, if it is determined that the at least one device is authorized to reproduce the content. 6. The
method as cléiffedaiirelEgdingharenbenel|deaitse anfentitatidn ieproprisdbei apdtpRAtion regarding a number
of times of the content can be reproduced. 17 7. The method as claimed in claim 5, wherein the license
information comprises information regarding a number of devices authorized to reproduce the content. 8.
The method as claimed in claim 5, wherein the license information comprises information regarding a total

reproduction time fog wiich, tfie $Q0IERELEAMRS[HPSOIHGE R A AMSINAR haiantng,digital rights

management license between a server and a plurality of devices, the method comprising: receiving

content and ligense iHPFERAUIRY ﬁﬁ%ﬂ?ﬂdﬁl@cﬁ&mﬁﬁﬁ RY dsehves adaniedid nanagR logical domain to

which the plurality of devices capable of reproducing the content belong;

9. A method of granting a digital rights management license between a server and a

plurality of devices, the method comprising:

receiving content and license information regarding the content by a server adapted to
manage a logical domain to which the plurality of devices capable of reproducing the content

belong;

dividing at the server the license information into access rights for the content and

assigning the access rights to the plurality of devices which belong to the logical domain;

transmitting from the server to at least one device of the plurality of devices the

access rights assigned to the at least one device and the content; and

reproducing the content at the at least one device according to the access rights.

10. The method as claimed in claim 9, wherein the license information comprises

information regarding a number of times of the content can be reproduced.

11. The method as claimed in claim 9, wherein the license information comprises

information regarding a number of devices authorized to reproduce the content.
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dividing at the server the license information into access rights for the content and assigning the access
rights to the plurality of devices which belong to the logical domain; transmitting from the server to at least
one device of the plurality of devices the access rights assigned to the at least one device and the
content; and reproducing the content at the at least one device according to the access rights. 10. The
method as claimed in claim 9, wherein the license information comprises information regarding a number
of times of the content can be reproduced. 11. The method as claimed in claim 9, wherein the license
information comprisgs ¥HorRBalaNJeBaiding amHMbenLefHeme aseatihorizaddon eprpduse the content. 18
12. The method as claimed in claim 9, wherein the license information comprises information regarding a
total reproducdiifomnitmenfescuiich dhexaoapentucaonbénefiosihice thelntent can be reproduced.
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