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METASTABLE BYZANTINE AGREEMENT

Priority Claim
The present application claims priority to U.S. Provisional Patent Application Serial No.
62/669,734, filed May 10, 2018 and entitled “Metastable Byzantine Agreement,” which is

incorporated by reference herein in its entirety.

Field
The field relates generally to information security, and more particularly to consensus

protocols for use in cryptocurrencies and other applications.

Background

A number of Byzantine Fault Tolerant (BFT) protocols are known in the art. These
protocols in some cases may be viewed as belonging to a sub-field of computer science referred
to as “distributed computing.” For example, BFT protocols may be used to allow a set of machines
(e.g., servers) that are mutually distrusting to reach agreement. Such agreement is also referred to
as “consensus.” Usually, BFT protocols in this context are able to operate properly as long as no
more than a maximum threshold number of the servers are corrupt (e.g., may behave arbitrarily
and may attempt to prevent the network from reaching consensus). Conventional BFT protocols
include the Nakamoto consensus protocols utilized in cryptocurrencies such as Bitcoin and

Ethereum.

Summary

Tllustrative embodiments provide improved consensus protocols for use in
cryptocurrencies and other applications. In some embodiments, the consensus protocols more
particularly comprise leaderless BFT protocols illustratively built on a metastable network probing
mechanism.

For example, some embodiments use a metastable network polling mechanism to achieve

consensus. The above-noted Nakamoto consensus protocols use proof-of-work to achieve
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consensus, making them highly inefficient. In contrast, metastable consensus protocols in
illustrative embodiments described herein are quiescent when no decisions are being made and
require no proof-of-work, although some embodiments can be used in conjunction with proof-of-
work.

Classical consensus protocols that do not use proof-of-work typically rely on an all-to-all
broadcast mechanism, usually facilitated by a leader. These protocols typically but not necessarily
incur quadratic message complexity cost. In addition, the presence of a leader typically imposes
a performance bottleneck. Some conventional protocols of this type require many rounds of
communication until a consensus is reached, with all-to-all communication being required in each
round. For these and other reasons, conventional approaches generally do not scale to large
numbers of servers.

In contrast, metastable consensus protocols in illustrative embodiments described herein
may be configured to sample the network repeatedly.

As a result, metastable consensus protocols in these illustrative embodiments scale well
with network size and are highly efficient in message complexity, providing higher throughput
and lower latency than conventional systems.

Furthermore, some embodiments implement techniques which amortize cost by
constructing a directed acyclic graph (DAG) or other data structure that allows a single network
polling to implicitly vote for several transactions at once, although it is to be appreciated that use
of a DAG or other type of data structure to amortize cost is not required. Examples of other types
of data structures that may be used in illustrative embodiments include a linked list of transactions
and a hash-linked chain of transactions. In some embodiments, a DAG is implemented in the form
of a linearly ordered, chained data structure configured not only to resolve transaction conflicts,
but also to provide a platform in which a consistent totally-ordered log is replicated across the
network.

Although suitable for deploying cryptocurrencies efficiently and at large scale, the
disclosed techniques can be applied in a wide variety of other types of applications, including

applications outside of the cryptocurrency context. For example, the metastable consensus
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protocols disclosed herein can be used to implement wide-area consensus in computer networks
for certain settings.

In one embodiment, an apparatus comprises a first processing node configured to
participate in a consensus protocol with a plurality of additional processing nodes. The first
processing node is further configured in conjunction with its participation in the consensus
protocol to implement repeated polling of respective selected subsets of the additional processing
nodes, to resolve a state for a given transaction to a particular one of a plurality of possible states
for the given transaction responsive to results of the repeated polling, and to initiate at least one
automated action based at least in part on the resolved state for the given transaction.

Resolving the state for the given transaction in some embodiments comprises utilizing the
results of the repeated polling to make a determination as to whether or not the given transaction
should be accepted as a valid transaction. Such accepting of a given transaction as a valid
transaction is considered an example of what is more generally referred to herein as “resolving the
state” for the given transaction. A wide variety of other types of transactions each having multiple
possible states subject to consensus-based resolution to a particular state can be processed in other
embodiments.

In some embodiments, the repeated polling is repeated for a plurality of iterations, where
a given one of the iterations comprises selecting a sample of the additional processing nodes, and
sending queries to respective ones of the selected additional processing nodes. The sample in some
embodiments comprises a probabilistic sample, illustratively selected at random. As another
example, the sample can be selected deterministically, possibly using a seed.

Responsive to receipt of at least a threshold number of responses to the queries, the first
processing node determines if at least a designated portion of the received responses indicate a
particular state for the given transaction that differs from a current state for the given transaction
in the first processing node. Alternatively, such a determination can be made responsive to a
particular timeout being reached, if sufficient responses are not received prior to the particular

timeout being reached.
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Responsive to the designated portion of the received responses indicating a particular state
for the given transaction that differs from a current state for the given transaction in the first
processing node, the first processing node updates its current state for the given transaction to the
particular state.

Additionally or alternatively, the first processing node in some embodiments is configured
to maintain a DAG of transactions that characterizes relationships between the given transaction
and a plurality of other transactions, with the transactions being partitioned into mutually exclusive
conflict sets. In a given such embodiment, maintaining the DAG illustratively comprises selecting
a sample of the additional processing nodes, sending queries to respective ones of the selected
additional processing nodes, and updating the DAG based at least in part on responses to the
queries. The updating of the DAG in this embodiment illustratively comprises inserting one or
more additional transactions into the DAG, updating confidence values for respective ones of the
transactions of the DAG, and/or repartitioning the transactions of the DAG into mutually exclusive
conflict sets. Again, other types of data structures, such as linked lists and hash-linked chains, can
be used in other embodiments.

These and other illustrative embodiments of the invention include but are not limited to
systems, methods, apparatus, processing devices, integrated circuits, and computer program
products comprising processor-readable storage media having software program code embodied

therein.

Brief Description of the Figures

FIG. 1 shows an information processing system configured with functionality for
implementing a consensus protocol for metastable Byzantine agreement in an illustrative
embodiment.

FIGS. 2 through 7 show example sets of pseudocode for different variants of consensus
protocols in illustrative embodiments.

FIGS. 8 and 9 show examples of DAGs generated in accordance with consensus protocols

in illustrative embodiments.



10

15

20

25

WO 2019/217669 PCT/US2019/031506

Detailed Description

Embodiments of the invention can be implemented, for example, in the form of information
processing systems comprising computer networks or other arrangements of networks, clients,
servers, processing devices and other components. Illustrative embodiments of such systems will
be described in detail herein. It should be understood, however, that embodiments of the invention
are more generally applicable to a wide variety of other types of information processing systems
and associated networks, clients, servers, processing devices or other components. Accordingly,
the term “information processing system” as used herein is intended to be broadly construed so as
to encompass these and other arrangements. The term “processing device” as used herein is
similarly intended to broadly construed, so as to further encompass, for example, robots and other
automata.

FIG. 1 shows an information processing system 100 implementing a consensus protocol
for metastable Byzantine agreement in an illustrative embodiment. The system 100 comprises a
plurality of consensus protocol nodes 102-1, 102-2, 102-3, . . . 102-N. The consensus protocol
nodes 102 are configured to communicate with one another over a network 105. The system 100
further comprises a plurality of client devices 104, including client devices 104-1 and 104-2 which
are coupled to the network 105 via respective consensus protocol nodes 102-1 and 102-2, and
additional client devices 104-m through 104-M that are coupled directly to the network 105.
Numerous other arrangements are possible.

For example, in some embodiments, each of the client devices 104 is coupled to the
network 105 via a corresponding one of the consensus protocol nodes 102. As another example,
one or more of the client devices 104 may have a corresponding one of the consensus protocol
nodes 102 incorporated therein.

The client devices 104-m through 104-M coupled directly to the network can each be
configured, for example, to incorporate a consensus protocol node as an internal component

thereof, in combination with other types of internal components configured to perform various
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other functions. In some embodiments, the client devices 104-m through 104-M coupled directly
to the network are eliminated altogether.

It should be noted that certain ones of the variables m, A and N used with reference to
nodes 102 and client devices 104 in the embodiment of FIG. 1 are utilized in different ways in
other contexts elsewhere herein. The different meanings will be clear from the respective distinct
contexts.

The consensus protocol nodes 102 are examples of what are more generally referred to
herein as “processing nodes” each comprising a processor coupled to a memory. Such processing
nodes in some embodiments are implemented as respective processing devices, or as portions of
respective processing devices. Examples of processing nodes as that term is broadly used herein
comprise computers, servers and other types of machines. As a more particular example, in some
embodiments, at least a subset of the consensus protocol nodes 102 are implemented as respective
servers.

Each of the consensus protocol nodes 102 is configured to participate in a consensus
protocol with other ones of the consensus protocol nodes 102, as will be described in more detail
below. A given processing device can implement a consensus protocol node as well other related
functionality.

One or more of the client devices 104 can each comprise, for example, a laptop computer,
tablet computer or desktop personal computer, a mobile telephone, or another type of computer or
communication device, embedded device, or robot, as well as combinations of multiple such
devices. As noted above, in some embodiments, at least one of the client devices can implement
a corresponding one of the consensus protocol nodes 102. The client devices 104 illustratively
generate transactions that are processed by the consensus protocol nodes 102. The client devices
104 are more generally referred to herein as respective “clients.”

Communications between the various elements of system 100 are assumed to take place
over one or more networks collectively represented by network 105 in the figure. The network
105 can illustratively include, for example, a global computer network such as the Internet, a wide

area network (WAN), a local area network (LAN), a satellite network, a telephone or cable
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network, a cellular network, a wireless network implemented using a wireless protocol such as
WiFi or WIMAX, or various portions or combinations of these and other types of communication
networks.

The consensus protocol node 102-1 as illustrated in the figure comprises a processor 120,
a memory 122 and a network interface 124. The processor 120 is operatively coupled to the
memory 122 and to the network interface 124. The processor 120 is configured to execute software
program code 121 for implementing functionality associated with a consensus protocol for
metastable Byzantine agreement.

The processor 120 may comprise, for example, a microprocessor, an application-specific
integrated circuit (ASIC), a field-programmable gate array (FPGA), a central processing unit
(CPU), an arithmetic logic unit (ALU), a graphics processing unit (GPU), a digital signal processor
(DSP), or other similar processing device component, as well as other types and arrangements of
processing circuitry, in any combination. At least portions of the software program code 121
executed by the processor 120 are also stored in the memory 122 and retrieved therefrom by the
processor 120 for execution.

A given such memory that stores such program code for execution by a corresponding
processor is an example of what is more generally referred to herein as a processor-readable
storage medium having program code embodied therein, and may comprise, for example,
electronic memory such as SRAM, DRAM or other types of random access memory, read-only
memory (ROM), flash memory, magnetic memory, optical memory, or other types of storage
devices in any combination.

Articles of manufacture comprising such processor-readable storage media are considered
embodiments of the invention. The term “article of manufacture” as used herein should be
understood to exclude transitory, propagating signals.

Other types of computer program products comprising processor-readable storage media

can be implemented in other embodiments.
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In addition, embodiments of the invention may be implemented in the form of integrated
circuits comprising processing circuitry configured to implement processing operations associated
with a consensus protocol for metastable Byzantine agreement as disclosed herein.

The network interface 124 is configured to allow the consensus protocol node 102-1 to
communicate over the network 105 with other system elements, and illustratively comprises one
or more conventional transceivers.

The consensus protocol node 102-1 further comprises a subsampled polling module 130,
conviction and/or confidence counters 132, and a directed acyclic graph (DAG) of known
transactions 134. At least portions of one or more of subsampled polling module 130, counters
132 and DAG 134 of the consensus protocol node 102-1 can be implemented at least in part
utilizing software stored in memory 122 and executed by processor 120. For example, a consensus
protocol for metastable Byzantine agreement as disclosed herein illustratively involves sampling
other ones of the consensus protocol nodes 102 using subsampled polling module 130, as well as
maintaining the counters 132 and DAG 134.

As indicated previously, the term “directed acyclic graph” or DAG as used herein is
intended to broadly construed. Moreover, various non-DAG data structures can be used in other
embodiments, or the use of a DAG or other data structure can be eliminated altogether, for
example, in embodiments involving singleton decisions. It is therefore to be appreciated that the
DAG 134 can be replaced with other types of data structures or eliminated completely in other
embodiments.

Each of the other consensus protocol nodes 102 of the system 100 is assumed to be
configured in a manner similar to that described above for consensus protocol node 102-1. Other
processing node configurations can be used in other embodiments.

In operation, each of the consensus protocol nodes 102 interacts with selected subsets of
the other ones of the consensus protocol nodes 102 in carrying out a consensus protocol of the type
disclosed herein. For example, the consensus protocol node 102-1 via its subsampled polling
module 130 implements repeated polling of respective selected subsets of the other consensus

protocol nodes 102, resolves a state for a given transaction to a particular one of a plurality of
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possible states for the given transaction responsive to results of the repeated polling, and initiates
at least one automated action based at least in part on the resolved state for the given transaction.
The repeated polling may be over subsets of nodes chosen probabilistically (i.e., at random) or
deterministically.

In some embodiments, the given transaction comprises a cryptocurrency transaction,
although a wide variety of other types of transactions can be supported. The term “transaction” as
used herein is therefore intended to be broadly construed. For example, resolving a state for a
given transaction as that term is broadly used herein can comprise determining a particular one of
a plurality of possible values for a variable, determining whether or not a command or script should
be executed, and so on. The given transaction can therefore comprise any type of information
element having multiple possible states suitable for consensus-based resolution to a particular one
of the possible states by the consensus protocol nodes 102 of the system 100.

In illustrative embodiments to be described below in conjunction with FIGS. 2 through 4,
resolving a given transaction comprises, for example, determining a particular value, such as either
{red or blue} or {accepted or rejected}, for a variable, through performance of a consensus
protocol. Other embodiments to be described below in conjunction with FIGS. 5 through 9 more
generally refer to transactions.

It is to be appreciated in this regard that some embodiments can be configured to support
multiple value consensus and/or multiple transaction consensus, as well as other arrangements
involving different numbers of candidates. Accordingly, illustrative embodiments can resolve
state among one, two, or more than two candidates, and should not be viewed as limited to any
particular bivalent examples disclosed herein.

The consensus protocol nodes 102 are illustratively configured to collectively “yield” in a
majority direction, or in other words “topple over” to a certain consensus regarding a particular
state for the given transaction, such as the red or blue state for the variable in FIGS. 2 through 4.
The interactions of the consensus protocol nodes 102 therefore cause the state for the given
transaction to be resolved to a particular one of the multiple possible states once consensus is

reached. The state for the given transaction prior to its resolution is also referred to herein as a
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“metastable” state. The consensus protocol in an embodiment of this type is referred to herein as
a metastable consensus protocol.

Each of the consensus protocol nodes 102 in such an embodiment illustratively selects,
establishes or otherwise determines an initial state for the given transaction, repeatedly samples
different subsets of the other consensus protocol nodes 102 in order to determine the particular
state currently favored by those sampled subsets of nodes, and yields to the majority state
preference if a threshold is met. This repeated sampling is illustratively performed substantially
simultaneously by all of the consensus protocol nodes 102, with each of those nodes executing
subsampled polling relative to other ones of the nodes. The consensus protocol nodes 102 with
high likelihood will eventually reach a consensus regarding a particular state for the given
transaction. As noted above, until consensus regarding the state is reached by the consensus
protocol nodes 102, the state remains unresolved. However, it can evolve over time, for example,
from “unknown” to “likely” to “accepted” or otherwise resolved.

The metastable consensus protocols in illustrative embodiments are configured to provide
Byzantine fault tolerance, as will be described in more detail elsewhere herein.

Automated actions that are initiated based at least in part on the resolved state for the given
transaction can include various actions associated with maintenance of a distributed ledger,
although numerous other automated actions can be performed, such as initiating execution of a
command or script.

For example, in some embodiments, an automated action initiated by the consensus
protocol node 102-1 based at least in part on the resolved state for the given transaction comprises
adding an entry characterizing the given transaction to a distributed ledger collectively maintained
by the first consensus protocol node 102-1 and other ones of the consensus protocol nodes 102.

In some embodiments involving cryptocurrency, the entry in an arrangement of this type
illustratively comprises a block and the distributed ledger comprises a blockchain. A given such
blockchain is typically modeled as a number of linearly chained blocks, but illustrative
embodiments herein more generally refer to blockchain as potentially encompassing any

arrangement of structured blocks that carry information for transactions and/or contracts.
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Embodiments involving blockchain herein should therefore not be viewed as being limited to
linearly chained blocks.

The blockchain in some embodiments comprises a cryptocurrency blockchain collectively
maintained by the consensus protocol nodes 102. In such embodiments, the given transaction can
comprise, for example, a blockchain transaction utilized to associate a designated amount of
cryptocurrency with a cryptocurrency address.

As indicated above, the term “blockchain” as used herein is intended to be broadly
construed, so as to encompass distributed ledgers and other similar arrangements that are
collectively maintained by multiple processing devices performing cryptographic operations
involving interrelated data blocks.

Blockchains as used in embodiments herein can therefore include, for example,
“permissionless” or public blockchains in which any user can participate in building consensus for
validation of blockchain transactions, as well as “permissioned” or private blockchains in which
only restricted sets of users can participate in building consensus for validation of blockchain
transactions. In some embodiments, the set of entrants can be restricted using a Sybil control
mechanism that illustratively requires the entrants to present a resource in order to restrict the
number of identities that a single user can represent, including proof-of-work, proof-of-stake,
proof-of-authority, proof-of-space, proof-of-time, proof-of-elapsed-time, and others, as well as
combinations thereof.

A given blockchain in some embodiments can comprise one or more smart contract
programs. Such a smart contract program of a blockchain may itself comprise multiple separate
programs.

Other embodiments can be configured to utilize consensus protocols for metastable
Byzantine agreement of the type disclosed herein to process payments or other transactions not
involving blockchain.

In some embodiments, participation of particular ones of the consensus protocol nodes 102
in the consensus protocol is controlled in accordance with at least one specified control mechanism

requiring submission of one or more designated proofs by each of the consensus protocol nodes

11
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102. The designated proof in some embodiments illustratively comprises a proof other than a
proof-of-work, such as the above-noted proof-of-stake or proof-of-authority. However, it is to be
appreciated that some embodiments can be configured to utilize proof-of-work as a control
mechanism. A given such proof in illustrative embodiments herein is utilized to address the
problem of Sybil attacks rather than utilized for achieving consensus as in certain conventional
protocols.

The repeated polling performed by the subsampled polling module 130 is illustratively
repeated for a number of iterations. In some embodiments, the number of iterations is
approximately logarithmic in the number of consensus protocol nodes 102, although such an
arrangement is not required. Other types of repeated polling can be used in other embodiments.
Terms such as “subsampled polling” as used herein are intended to be broadly construed so as to
encompass, for example, arrangements in which the consensus protocol node 102-1 randomly or
otherwise selects different subsets of the other consensus protocol nodes 102 to poll in each of a
plurality of polling intervals.

Such polling is considered “subsampled” in that the number of the other consensus protocol
nodes 102 that are polled by the consensus protocol node 102-1 in each of the polling intervals is
lower than N-1, the total number of other consensus protocol nodes 102 in the system. For
example, a given sample of the consensus protocol nodes 102 selected for polling in a particular
polling interval illustratively comprises a probabilistic sample, illustratively selected at random
using a pseudorandom number generator (PRNG) or other similar arrangement. Embodiments of
this type are referred to herein as performing probabilistic polling. As another example, the sample
can be selected deterministically, possibly using a seed. Any deterministic function may be used
in such a deterministic sampling arrangement. Illustrative embodiments are therefore not limited
in terms of the particular type of sampling used to select subsets of the consensus protocols for
polling.

It should also be noted in this regard that the number of nodes that are polled in illustrative
embodiments disclosed herein is typically much smaller than the number of nodes involved in

conventional BFT protocols. For example, conventional BFT protocols would usually require

12



10

15

20

25

WO 2019/217669 PCT/US2019/031506

involvement of at least about 2/3 of the N nodes, or possibly even more than 2/3 of the N nodes,
whereas illustrative embodiments disclosed herein can be configured to utilize subsampled polling
of a very small fraction of the N nodes, thereby providing significant advantages relative to the
conventional BFT protocols.

The consensus protocol nodes 102 are also collectively referred to as a “network™ and the
subsampled polling is referred to as “sampling the network.” An information processing system
such as system 100 that includes such a network of consensus protocol nodes is also referred to
herein as simply a “system.”

The consensus protocol node 102-1 in some embodiments is configured to utilize the
results of the repeated polling to maintain the DAG 134 of known transactions. The DAG 134
illustratively characterizes relationships between the given transaction and a plurality of other
transactions. The DAG 134 is an example of what is more generally referred to herein as a “data
structure” characterizing known transactions. Other types of data structures that may be used in
place of the DAG 134 in other embodiments include, for example, a linked list of transactions and
a hash-linked chain of transactions. Such data structures can take on a variety of different of types
of formats, including tree-based formats, and illustrative embodiments are not limited in this
regard.

In some embodiments, the DAG 134 itself is implemented in the form of a linearly ordered,
chained data structure configured not only to resolve transaction conflicts, but also to provide a
platform in which a consistent totally-ordered log is replicated across the network. Each entry of
the log in such an embodiment may serve as a container for designated general-purpose user data.
For example, state transitions of an application could be encoded as commands in each container.
Thus, correct nodes will have a consistently replicated application state so as to provide service
with fault tolerance.

The term “directed acyclic graph” as used herein is intended to be broadly construed so as
to encompass such data structures. It is also to be appreciated that other embodiments need not
maintain or otherwise utilize a DAG or other data structure of known transactions in resolving the

state of a given transaction.
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In some embodiments, resolving the state for a given transaction responsive to results of
the repeated polling comprises utilizing the results of the repeated polling to make a determination
as to whether or not the given transaction should be accepted as a valid transaction. It should be
noted in this regard an invalid transaction can never be accepted, but not all valid transactions will
be accepted. A valid transaction can therefore have as its possible states, for example, at least the
two states {accepted or rejected}. More generally, there are three possible states in this example,
namely, accepted, rejected and undecided, where undecided denotes that neither one of the first
two states has yet been reached.

As indicated previously, resolving the state for the given transaction responsive to results
of the repeated polling can involve determining a particular one of a plurality of possible values
for a variable, determining whether or not a command or script should be executed, and so on.
These and a wide variety of other types of transactions subject to consensus-based resolution can
be used in other embodiments. Accordingly, accepting a given transaction as a valid transaction
is considered an example of what is more generally referred to herein as “resolving the state” for
the given transaction. A wide variety of other arrangements can be used in conjunction with
resolving the state of a given transaction at that term is broadly used herein. Illustrative
embodiments that refer to accepting transactions should therefore not be viewed as limiting in any
way the particular manner in which the state of a transaction is resolved.

As noted above, the repeated polling is illustratively repeated for a plurality of iterations.
A given one of the iterations performed by the consensus protocol node 102-1 in some
embodiments more particularly comprises selecting a sample of the other consensus protocol
nodes 102, and sending queries to respective ones of the selected consensus protocol nodes 102.

Responsive to receipt of at least a threshold number of responses to the queries, the
consensus protocol node 102-1 determines if at least a designated portion of the received responses
indicate a particular state for the given transaction that differs from a current state for the given
transaction in the consensus protocol node 102-1. Alternatively, such a determination can be made
responsive to a particular timeout being reached, if the threshold number of responses are not

received prior to the particular timeout being reached.
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Responsive to the designated portion of the received responses indicating a particular state
for the given transaction that differs from a current state for the given transaction in the consensus
protocol node 102-1, the consensus protocol node 102-1 updates the current state for the given
transaction in the first processing node to the particular state.

In such an embodiment, resolving the state for the given transaction responsive to results
of the repeated polling illustratively comprises resolving the state for the given transaction to the
current state at the completion of the plurality of iterations.

The consensus protocol node 102-1 in some embodiments utilizes one or more of the
counters 132 in resolving the state for the given transaction. The counters 132 illustratively
comprise at least one conviction counter and/or at least one confidence counter.

For example, in some embodiments, the consensus protocol node 102-1 maintains a
conviction strength counter that indicates a number of consecutive iterations of the repeated polling
for which at least a designated portion of the received responses indicate the particular state for
the given transaction. Resolving the state for the given transaction responsive to results of the
repeated polling in such an embodiment illustratively comprises resolving the state for the given
transaction to the particular state responsive to the conviction strength counter exceeding a
threshold.

Additionally or alternatively, the consensus protocol node 102-1 maintains confidence
counters for respective ones of the possible states for the given transaction, with each of the
confidence counters indicating a total number of queries over multiple ones of the iterations that
have yielded responses indicating the corresponding state. Resolving the state for the given
transaction responsive to results of the repeated polling in such an embodiment illustratively
comprises resolving the state for the given transaction to one of the possible states responsive to
the confidence counter for that possible state exceeding the confidence counter for at least one
other one of the possible states.

In some embodiments of this type in which there are more than two possible states for the
given transaction, resolving the state for the given transaction illustratively comprises resolving

the state for the given transaction to one of the more than two possible states responsive to the
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confidence counter for that possible state exceeding the confidence counter for all of the other
possible states. Other embodiments may specify additional or alternative requirements for
resolving the state for the given transaction.

In some embodiments, a poll where a designated portion of the responses indicate a
particular state for a transaction may implicitly indicate a particular state for a plurality of other,
possibly related, transactions. For example, if the system decides that a first user Alice spent all
of her cryptocurrency coins with a second user Bob, it may simultaneously decide that she did not
spend them with a third user Charlie.

As noted above, the consensus protocol node 102-1 in illustrative embodiments maintains
the DAG 134 of known transactions. The DAG 134 characterizes relationships between the given
transaction and a plurality of other transactions. In some embodiments of this type, the transactions
are partitioned into mutually exclusive conflict sets, where the notion of conflict is application-
defined and can therefore vary from embodiment to embodiment based on factors such as the
particular type of transactions being processed. Transactions that conflict with one another are
referred to herein as forming a conflict set, out of which only a single transaction can be accepted.
Such acceptance of a single transaction of a conflict set is an example of what is more generally
referred to herein as “resolving the state” of that transaction.

Maintaining the DAG 134 in such an embodiment more particularly comprises selecting a
sample of the consensus protocol nodes 102, sending queries to respective ones of the selected
consensus protocol nodes 102, and updating the DAG 134 based at least in part on responses to
the queries. For example, updating the DAG 134 comprises inserting one or more additional
transactions into the DAG 134, updating confidence values for respective ones of the transactions
of the DAG 134, and/or repartitioning the transactions of the DAG 134 into mutually exclusive
conflict sets. Resolving the state for the given transaction responsive to results of the repeated
polling in such an embodiment illustratively comprises resolving the state responsive to the given
transaction being the only transaction in its conflict set and the given transaction having a
confidence value that exceeds a threshold. As another example, resolving the state for the given

transaction responsive to results of the repeated polling may comprise resolving the state to one of
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multiple possible states responsive to a confidence counter for that possible state exceeding a
confidence counter for at least one other one of the possible states.

As mentioned above, each of the other consensus protocol nodes 102 is illustratively
configured to operate in a manner similar to that described above for the consensus protocol node
102-1, so as to allow the consensus protocol nodes 102 to collectively reach consensus on a
particular state for the given transaction from among the multiple possible states for the given
transaction.

It is be appreciated that the particular arrangement of components and other system
elements shown in FIG. 1 is presented by way of illustrative example only, and numerous
alternative embodiments are possible. For example, one or more of the consensus protocol nodes
102 and client devices 104 can each comprise additional or alternative components, such as a
cryptocurrency wallet utilized in conjunction with making or receiving cryptocurrency payments
associated with a cryptocurrency account. Also, as indicated previously, a given processing device
of the system 100 can in some embodiments comprise both a consensus protocol node and a client
device. Other types of processing nodes, such as blockchain nodes, can additionally or
alternatively be used. Numerous alternative arrangements of processing nodes and associated
processing devices can be used.

It should also be understood that illustrative embodiments are not limited to use with
blockchains or cryptocurrencies, or any other particular types of transactions. Accordingly,
metastable consensus protocols of the type disclosed herein can be adapted in a straightforward
manner for use with a wide variety of other types of transactions. The term “transaction” as used
herein is therefore intended to be broadly construed, so as to encompass, for example, a command
or script to be executed or any other type of information element suitable for resolution using the
disclosed consensus protocols.

Additional details regarding the operation of illustrative embodiments will now be
described with reference to FIGS. 2 through 9. The embodiments include an example family of
metastable consensus protocols including variants referred to as Slush, Snowflake, Snowball and

Avalanche. These protocol variants are considered respective illustrative embodiments, and so the
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particular details of their corresponding implementations as described below should not be
construed as limiting in any way. Such protocol variants can also be viewed as more detailed
implementations of the metastable consensus protocol arrangements of system 100 as described
previously.

As indicated previously, conventional BFT protocols include the Nakamoto consensus
protocols utilized in cryptocurrencies such as Bitcoin and Ethereum. Achieving agreement among
a set of distributed processing nodes more generally lies at the core of countless applications,
ranging from Internet-scale services that serve billions of people to cryptocurrencies worth billions
of dollars.

To date, there have been two main families of solutions to this problem. Traditional
consensus protocols rely on all-to-all communication to ensure that all correct nodes reach the
same decisions with absolute certainty. Because they require quadratic communication overhead
and accurate knowledge of membership, they have been difficult to scale to large numbers of
participants.

On the other hand, Nakamoto consensus protocols provide a probabilistic safety guarantee:
Nakamoto consensus decisions may revert with some probability £. A protocol parameter allows
this probability to be rendered arbitrarily small, enabling high-value financial systems to be
constructed on this foundation. This family is a natural fit for open, permissionless settings where
any node can join the system at any time. Yet, these consensus protocols are costly, wasteful, and
limited in performance. By construction, they cannot quiesce, in that their security relies on
constant participation by miners, even when there are no decisions to be made. The mining
associated with Bitcoin currently consumes energy at a rate of around 60 TWh/year. Moreover,
these and other conventional BFT consensus protocols suffer from an inherent scalability
bottleneck that is difficult to overcome through simple reparameterization.

The illustrative embodiments to be described in conjunction with FIGS. 2 through 9 below
provide a new family of consensus protocols. Inspired by gossip algorithms, this family gains its
safety through a deliberately metastable mechanism. Specifically, the system operates by

repeatedly sampling the network at random, and steering correct nodes towards the same outcome.
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Analysis shows that this metastable mechanism is powerful: it can move a large network to a
practically irreversible state quickly.

Similar to Nakamoto consensus, the protocol family in these illustrative embodiments
provides a probabilistic safety guarantee, using a tunable security parameter that can render the
possibility of a consensus failure arbitrarily small. Unlike Nakamoto consensus, the protocols are
green, quiescent and efficient; they do not rely on proof-of-work and do not consume energy when
there are no decisions to be made. The efficiency of the protocols in these illustrative embodiments
is due at least in part to the following features: each node requires communication overheads
ranging from O(klogn) to O(k) for some small security parameter k (whereas leader-based
consensus protocols have one or more nodes that require O(n) communication), and the protocols
establish only a partial order among dependent transactions.

As will be described in more detail below, the consensus protocols in these embodiments
are illustratively configured to guarantee liveness only for “virtuous” transactions, i.e. those issued
by correct clients and thus guaranteed not to conflict with other transactions. In a cryptocurrency
setting, cryptographic signatures enforce that only a key owner is able to create a transaction that
spends a particular coin. Since correct clients follow the protocol as prescribed, they are
guaranteed both safety and liveness. In contrast, the protocols to be described do not guarantee
liveness for rogue transactions, submitted by Byzantine clients, which conflict with one another.
Such decisions may stall in the network, but have no safety impact on virtuous transactions. We
show that this is a sensible tradeoff, and that resulting system is sufficient for building complex
payment systems.

Accordingly, the illustrative embodiments provide a new family of consensus protocols,
based on randomized sampling and metastable decision, with a strong probabilistic safety
guarantee, and a guarantee of liveness for correct clients.

The description of the protocol family below starts with a non-Byzantine protocol, Slush,
and progressively build up Snowflake, Snowball and Avalanche, all based on the same common
metastable mechanism. Slush, Snowflake, and Snowball are single-decree binary consensus

protocols of increasing robustness, and Avalanche extends Snowball into a full cryptocurrency
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solution. It will be apparent to those skilled in the art that other extensions for other applications
are possible.

Like the Nakamoto consensus of Bitcoin, we adopt a safety guarantee that is probabilistic.
This probabilistic guarantee is indistinguishable from traditional safety guarantees in practice,
since appropriately small choices of £ can render consensus failure practically infeasible, less
frequent than CPU miscomputations or hash collisions.

This protocol family collectively enables a system to implement a useful Bitcoin-like
cryptocurrency, but with drastically better performance and scalability. It is possible in other
embodiments to build other applications involving large-scale probabilistic consensus. We focus
on a cryptocurrency application in these illustrative embodiments because of the many challenges
it poses.

We assume a collection of nodes, V', composed of correct nodes C and Byzantine nodes
B, where n = |NV'|. For illustrative purposes, we adopt what is commonly known as Bitcoin’s
unspent transaction output (UTXO) model. In this model, clients are authenticated and issue
cryptographically signed transactions that fully consume an existing UTXO and issue new
UTXOs. Unlike nodes, clients do not participate in the decision process, but only supply
transactions to the nodes running the consensus protocol. Two transactions conflict if they
consume the same UTXO and yield different outputs. Correct clients never issue conflicting
transactions, nor is it possible for Byzantine clients to forge conflicts with transactions issued by
correct clients. However, Byzantine clients can issue multiple transactions that conflict with one
another, and correct clients can only consume one of those transactions. The goal of the family of
consensus protocols in these illustrative embodiments, then, is to accept a set of non-conflicting
transactions in the presence of Byzantine behavior. Each client can be considered a replicated
state machine (RSM) whose transitions are defined by a totally-ordered list of accepted
transactions. Again, such acceptance for a given transaction is an example of what is more
generally referred to herein as “resolving the state” for the given transaction.

The family of protocols provides the following guarantees with high probability (“whp”):

Property P1: Safety. No two correct nodes will accept conflicting transactions.
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Property P2: Liveness. Any transaction issued by a correct client (a “virtuous transaction”)
will eventually be accepted by every correct node.

Instead of unconditional agreement, our approach guarantees that safety will be upheld
with probability 1 — &, where the choice of the security parameter € is under the control of the
system designer and applications.

Our analysis for illustrative embodiments assumes a powerful adaptive adversary, for
example, an adversary capable of observing the internal state and communications of every node
in the network, but not capable of interfering with communication between correct nodes. We do
not assume that all members of the network are known to all participants, but rather may
temporarily have some discrepancies in network view. We assume a safe bootstrapping system,
similar to that of Bitcoin, that enables a node to connect with sufficiently many correct nodes to
acquire a statistically unbiased view of the network. We do not assume a public key infrastructure
(PKI). We make standard cryptographic hardness assumptions related to public key signatures
and hash functions.

FIG. 2 illustrates a simple metastable protocol, referred to herein as Slush, in an illustrative
embodiment. Slush is not tolerant to Byzantine faults, but serves as an illustration for the BFT
protocols that follow. For ease of exposition, we will describe the operation of Slush using a
decision between two conflicting colors, red and blue. This decision regarding multiple possible
values for a variable is an example of what is more generally referred to herein as resolving the
state of a given transaction.

In Slush, a node starts out initially in an uncolored state. Upon receiving a transaction from
a client, an uncolored node updates its own color to the one carried in the transaction and initiates
a query. To perform a query, a node picks a small, constant sized (k) sample of the network
uniformly at random, and sends a query message. Upon receiving a query, an uncolored node
adopts the color in the query, responds with that color, and initiates its own query, whereas a
colored node simply responds with its current color. Once the querying node collects k responses,
or after a particular timeout is reached, it checks if a fraction > ak are for the same color, where

a > 0.51s a protocol parameter. If the ak threshold is met and the sampled color differs from the
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node’s own color, the node flips to that color. It then goes back to the query step, and initiates a
subsequent round of query, for a total of m rounds. Finally, the node decides the color it ended up
with at time m. It should be noted that timeouts are elided from the figure for readability.

This simple protocol has a number of desirable properties. First, it is almost memoryless:
a node retains no state between rounds other than its current color, and in particular maintains no
history of interactions with other peers. Second, unlike traditional consensus protocols that query
every participant, every round involves sampling just a small, constant-sized slice of the network
at random. Third, even if the network starts in the metastable state of a 50/50 red-blue split,
random perturbations in sampling will cause one color to gain a slight edge and repeated samplings
afterwards will build upon and amplify that imbalance. Finally, if m is chosen high enough, Slush
ensures that all nodes will be colored identically whp. Each node has a constant, predictable
communication overhead per round, and m grows logarithmically with n.

The Slush protocol does not provide a strong safety guarantee in the presence of Byzantine
nodes. In particular, if the correct nodes develop a preference for one color, a Byzantine adversary
can attempt to flip nodes to the opposite color so as to keep the network in balance, preventing a
decision. We address this in our first BFT protocol that introduces more state storage at the nodes.

FIG. 3 shows a metastable consensus protocol with BFT, built on the Slush protocol
previously described. Snowflake augments Slush with a single counter that captures the strength
of a node’s conviction in its current color. Such a counter is an example of what is also referred
to herein as a “conviction counter.” This per-node counter stores how many consecutive samples
of the network by that node have all yielded the same color. A node accepts the current color when
its counter exceeds S, another security parameter. The FIG. 3 protocol includes the following
modifications:

1. Each node maintains a counter cnt;

2. Upon every color change, the node resets cnt to O;

3. Upon every successful query that yields > ak responses for the same color as the node,

the node increments cnt.
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When the protocol is correctly parameterized for a given threshold of Byzantine nodes and
a desired e-guarantee, it can ensure both property P1 (safety) and property P2 (liveness). As we
later show, there exists a phase-shift point after which correct nodes are more likely to tend towards
a decision than a bivalent state. Further, there exists a point-of-no-return after which a decision is
inevitable. The Byzantine nodes lose control past the phase shift, and the correct nodes begin to
commit past the point-of-no-return, to adopt the same color, whp.

FIG. 4 shows the next protocol, referred to as Snowball, which adds an indication of
confidence to Snowflake. Snowflake’s notion of state is ephemeral: the counter gets reset with
every color flip. While, theoretically, the protocol is able to make strong guarantees with minimal
state, we will now improve the protocol to make it harder to attack by incorporating a more
permanent notion of belief. Snowball augments Snowflake with confidence counters that capture
the number of queries that have yielded a threshold result for their corresponding color, as
illustrated in the figure. A node decides if it gets 8 consecutive “chits” for a color, where such
chits are described in more detail elsewhere herein. However, the node only changes preference
based on the total accrued confidence. The differences between Snowflake and Snowball are as
follows:

1. Upon every successful query (i.e., at least ak responses matching the color of the node),
the node increments its confidence counter for that color.

2. A node switches colors when the confidence in its current color becomes lower than the
confidence value of the new color.

Snowball is not only harder to attack than Snowflake, but is more easily generalized to
multi-decree protocols.

FIGS. 5, 6 and 7 show respective portions of a further protocol, referred to as Avalanche,
which extends Snowball to a multi-decree protocol that maintains a DAG of all known
transactions. The DAG has a single sink that is referred to as a “genesis vertex.” Examples of
DAGs are shown in FIGS. 8 and 9. Maintaining a DAG provides two significant benefits. First,
it improves efficiency, because a single vote on a DAG vertex implicitly votes for all transactions

on the path to the genesis vertex. Second, it also improves security, because the DAG intertwines
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the fate of transactions, similar to the Bitcoin blockchain. This renders past decisions difficult to
undo without the approval of correct nodes.

When a client creates a transaction, it names one or more parents, which are included
inseparably in the transaction and form the edges of the DAG. The parent-child relationships
encoded in the DAG may, but do not need to, correspond to application-specific dependencies; for
instance, a child transaction need not spend or have any relationship with the funds received in the
parent transaction. We use the term “ancestor set” to refer to all transactions reachable via parent
edges back in history, and the term “progeny” to refer to all children transactions and their
offspring.

The central challenge in the maintenance of the DAG is to choose among conflicting
transactions. As mentioned previously, the notion of conflict herein is illustratively application-
defined, and can therefore vary from embodiment to embodiment. In our cryptocurrency
application, transactions that spend the same funds (double-spends) conflict with one another, and
form a conflict set (shaded regions in FIG. 8), out of which only a single one can be accepted.
Note that the conflict set of a virtuous transaction is always a singleton.

Avalanche embodies a Snowball instance for each conflict set. Whereas Snowball uses
repeated queries and multiple counters to capture the amount of confidence built in conflicting
transactions (colors), Avalanche takes advantage of the DAG structure and uses a transaction’s
progeny. Specifically, when a transaction T is queried, all transactions reachable from T by
following the DAG edges are implicitly part of the query. A node will only respond positively to
the query if T and its entire ancestry are currently the preferred option in their respective conflict
sets. If more than a threshold of responders vote positively, the transaction is said to collect what
is referred to herein as a “chit.” Nodes then compute their confidence as the total number of chits
in the progeny of that transaction. They query a transaction just once and rely on new vertices and
possible chits, added to the progeny, to build up their confidence. Ties are broken by an initial
preference for first-seen transactions. Note that chits are decoupled from the DAG structure,
making the protocol immune to attacks where the attacker generates large numbers of DAG

vertices.
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In Avalanche, each correct node u keeps track of all transactions it has learned about in set
J.,, partitioned into mutually exclusive conflict sets Pr, TeT,,. Since conflicts are transitive, if T;

and T; are conflicting, then they belong to the same conflict set, i.e. Py, = Pr,. This relation may
J

sound counter-intuitive: conflicting transitions have the equivalence, because they are

equivocations spending the same funds.

We write T’ « T if T has a parent edge to transaction T’. The “C_relation is its reflexive
transitive closure, indicating a path from T to T'. DAGs built by different nodes are guaranteed to
be compatible. Specifically, if T’ « T, then every node in the system that has T will also have T’
and the same relation T" < T; and conversely, if T « T, then no nodes will end up with 7" « T.

Each node u can compute a confidence value, d,,(T), from the progeny as follows:

G = > Cu

T'€T,, T<T'

where C,;/ stands for the chit value of T’ for node u. Each transaction initially has a chit
value of 0 before the node gets the query results. If the node collects a threshold of ak yes-votes
after the query, the value C,;+ is set to 1, and otherwise remains O forever. Therefore, a chit value
reflects the result from the one-time query of its associated transaction and becomes immutable
afterwards, while d(T) can increase as the DAG grows by collecting more chits in its progeny.
Because c€{0,1}, confidence values are monotonic.

In addition, node u maintains its own local list of known nodes IV;, € V' that comprise the
system. For simplicity of illustration below, we assume for now N, = V', and elide subscript u
in contexts without ambiguity.

Each node implements an event-driven state machine, centered around a query that serves
both to solicit votes on each transaction and to notify other nodes of the existence of newly

discovered transactions. In particular, when node u discovers a transaction T through a query, it
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starts a one-time query process by sampling k random peers and sending a message to them, after

T is delivered via the procedure ONRECEIVETX of FIG. 6.

Node u answers a query by checking whether each T’ such that T’ <T s currently
preferred among competing transactions VT"'ePr,. If every single ancestor T’ fulfills this criterion,
the transaction is said to be strongly preferred, and receives a yes-vote (1). A failure of this
criterion at any T’ yields a no-vote (0). When u accumulates k responses, it checks whether there
are ak yes-votes for T, and if so grants the chit (chit value c¢; := 1) for T. The above process will
yield a labeling of the DAG with a chit value and associated confidence for each transaction 7.

FIG. 8 illustrates an example DAG 800 built by Avalanche, showing an example of
(chit, confidence) values. Darker boxes indicate transactions with higher confidence values. At
most one transaction in each shaded region will be accepted. Similar to Snowball, sampling in
Avalanche will create a positive feedback for the preference of a single transaction in its conflict
set. For example, because T, has larger confidence than T3, its descendants are more likely to
collect chits in the future compared to T3.

Similar to Bitcoin, Avalanche leaves determining the acceptance point of a transaction to
the application. An application supplies an ISACCEPTED predicate that can take into account the
value at risk in the transaction and the chances of a decision being reverted to determine when to
decide.

Committing a transaction can be performed through what is referred to herein as a “safe
early commitment.” For virtuous transactions, T is accepted when it is the only transaction in its
conflict set and has a confidence greater than a threshold ;. As in Snowball, T can also be
accepted after a threshold number 3, of consecutive successful queries. If a virtuous transaction
fails to get accepted due to a liveness problem with parents, it could be accepted if reissued with
different parents.

The pseudocode shown in FIG. 6 illustrates how Avalanche performs parent selection and
entangles transactions. Because transactions that consume and generate the same UTXO do not

conflict with each other, any transaction can be reissued with different parents.
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The Avalanche protocol main loop executed by each node is illustrated by the pseudocode
of FIG. 5. In each iteration, the node attempts to select a transaction T that has not yet been
queried. If no such transaction exists, the loop will stall until a new transaction is added to 7. It
then selects k peers and queries those peers. If more than ak of those peers return a positive
response, the chit value is set to 1. After that, it updates the preferred transaction of each conflict
set of the transactions in its ancestry. Next, T is added to the set Q so it will never be queried again
by the node. The code that selects additional peers if some of the k peers are unresponsive is
omitted for simplicity, but can be implemented in a straightforward manner, as will be appreciated
by those skilled in the art.

FIG. 7 shows what happens when a node receives a query for transaction T from peer j.
First it adds T to T, unless the latter already has it. Then it determines if T' is currently strongly
preferred. If so, the node returns a positive response to peer j. Otherwise, it returns a negative
response. Notice that in the pseudocode, we assume when a node knows T, it also recursively
knows the entire ancestry of 7. This can be achieved by postponing the delivery of T until its
entire ancestry is recursively fetched. In practice, an additional gossip process that disseminates
transactions is used in parallel, but is not shown in pseudocode for simplicity.

It can be shown that under certain independent and distinct assumptions, the Avalanche
family of consensus protocols described above provide property P1 (safety) and property P2
(liveness) with probability 1 — &, where € is a security parameter that can be set according to the
needs of the system designer.

The above-described consensus protocol family will now be analyzed in detail with regard
to properties P1 and P2, as well as other features.

With regard to property P1, we analyze the protocols through the view of a global
scheduler, also referred to as a system scheduler. Like Bitcoin and other blockchain protocols
based on gossip dissemination, we assume that gossip spreads to all correct nodes within a known
time bound. In other words, we assume a synchronous communication network, where the system
makes progress in rounds, and where at the beginning of each round the global scheduler chooses

a single correct node u uniformly at random. Node u will sample and update its state by the end
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of the round. The Byzantine adversary will be aware of the identity of u. Furthermore, the
adversary has full knowledge of the internal state of all nodes in the network at all times, and is
able to fully update the state of all nodes under its control immediately after u chooses its neighbor
sample set. In essence, the adversary is only constrained by an inability to directly update the state
of correct nodes.

We can think of the network as a set of nodes colored either red or blue. Each new round
will update the state of one of the nodes, either changing its color, or increasing its confidence in
its current color. The dynamics of the system resemble those of epidemic networks, where nodes
update their state based on the state of their neighbors, using a function chosen over some
probability distribution. It would be infeasible to keep track of all possible execution paths, since
at every round, the possible number of branching executions is equal to the number of possible
correct nodes times all possible k-sample choices of outcomes that the node may sample.
Furthermore, the difficulty of this task is greatly amplified due to the Byzantine adversary, whose
optimal attack strategy is chosen over an unknown function, possibly itself nondeterministic.

The simplification that allows us to analyze this system is to obviate the need to keep track
of all of the execution paths, as well as all possible adversarial strategies, and rather focus entirely
on a single state of interest, without regards to how we achieve this state. More specifically, the
core extractable insight of our analysis is in identifying the irreversibility state of the system, the
state upon which so many correct nodes have usurped either red or blue that reverting back to the
minority color is highly unlikely.

We model the Slush protocol through a birth-death Markov process with two absorbing
states, where either all nodes are red or all nodes are blue. In our construction, all states (excluding
absorbing states) are transient, meaning that there is a nonzero probability of never returning to
that state. Our analysis shows that the Slush protocol reaches, in finite time, an absorbing state
with non-zero probability. Furthermore, the probability of convergence to one of the two colors
can be precisely measured using only a local round counter. In fact, Slush converges to a decision

in close to logarithmic steps whp.
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For Snowflake, we relax the assumption that all nodes are correct and assume that some
fraction of nodes are adversarial. An important insight is that there exists an irreversible state, or
point of no return, after which the system will converge to an absorbing state whp. Furthermore a
correct node only decides when the system is beyond the point of no return. Composing these two
guarantees together, the probability of a safety violation is strictly less than &, which can be
configured as desired. Unsurprisingly, there is an inherent tension between safety and liveness,
but suitable parameters can be found that are practical. Larger values of k obtain higher levels of
security for correct nodes, at the expense of slower convergence.

Snowball is an improvement over Snowflake, where random perturbations in network
samples are reduced by introducing a partial form of history, which we refer to as confidence.
Modeling Snowball with a Markov chain is difficult because of a state space explosion problem.
In particular, it is not sufficient to simply keep track of color preferences of each correct node, the
analysis must also maintain information about their confidence. To make analysis possible, we
structure the mathematical foundations via a game of balls and urns, where each urn represents
one of the correct nodes, and the ball count correspond to confidences in either color. Using this
model, the analysis applies various tail inequalities to prove that the safety guarantees of Snowball
are strictly stronger than those of Snowflake. In particular, once the system has reached the point
of no return, the probability of reverting is strictly lower than in Snowflake.

Lastly, the safety guarantees of Snowball can be mapped to those of Avalanche, which is
a concrete instantiation of Snowball using a DAG to amortize cost. We note that the structure of
the Avalanche DAG itself does not correspond to votes, which is a subtle difference between other
consensus protocols that make usage of a DAG. The DAG is merely a performance optimization,
and is itself entirely orthogonal to the consensus process.

With regard to property P2, we note that both Snowflake and Snowball make use of a
counter to keep track of consecutive majority support. Since the adversary is unable to forge a
conflict for a virtuous transaction, initially, all correct nodes will have color red or L, where L
denotes “not yet defined.” A Byzantine node cannot respond to any query with any answer other

than red since it is unable to forge conflicts and 1 is not allowed by protocol. Therefore, the only
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misbehavior for the Byzantine node is refusing to answer. Since the correct node will re-sample
if the query times out, by expected convergence, all correct nodes will terminate with the
unanimous red value within a finite number of rounds whp.

Avalanche introduces a DAG structure that entangles the fate of unrelated conflict sets,
each of which is a single-decree instance. This entanglement embodies a tension: attaching a
virtuous transaction to undecided parents helps propel transactions towards a decision, while it
puts transactions at risk of suffering liveness failures when parents turn out to be rogue. We can
resolve this tension and provide a liveness guarantee with the aid of two mechanisms.

First, we utilize an adaptive parent selection strategy, where transactions are attached at the
live edge of the DAG, and are retried with new parents closer to the genesis vertex. This procedure
is guaranteed to terminate with uncontested, decided parents, ensuring that a transaction cannot
suffer liveness failure due to contested, rogue transactions. A secondary mechanism ensures that
virtuous transactions with decided ancestry will receive sufficient chits. Correct nodes examine
the DAG for virtuous transactions that lack sufficient progeny and emit no-operation (“nop”)
transactions to help increase their confidence. With these two mechanisms in place, it is easy to
see that, at worst, Avalanche will degenerate into separate instances of Snowball, and thus provide
the same liveness guarantee for virtuous transactions.

Additional insights regarding the family of protocols in the above-described illustrative
embodiments include the following.

First, the protocols lead to both safety and liveness guarantees whose underlying function
is smooth, rather than a step function. In many other consensus protocols, safety is guaranteed
with up to a fixed threshold number (e.g., 1/3) of adversarial nodes, beyond which no guarantees
are provided. In our protocols, the guarantees degrade gracefully with an adversarial percentage
beyond the pre-established bound. For example, optimal system parameters can be chosen to
tolerate precisely 1/5 adversarial presence with failure probability e. However, if the system faces
an adversarial presence greater than 1/5, then the probability of failure degrades to slightly above €,

rather than immediately to 1.
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Second, these protocols externalize the safety and liveness tradeoffs. The system designer
may choose to guarantee safety even under catastrophic events, such as an adversarial presence
beyond 1/2, at the expense of liveness. This presents a powerful adjustment not available in
classical or Nakamoto-based consensus protocols.

There are a multitude of attack vectors against consensus protocols. We now consider the
two most important ones, Sybil attacks and flooding attacks.

With regard to Sybil attacks, consensus protocols typically provide their guarantees based
on assumptions that only a fraction of participants are adversarial. These bounds could be violated
if the network is naively left open to arbitrary participants. In particular, a Sybil attack, wherein a
large number of identities are generated by an adversary, could be used to exceed the adversarial
bound. The Sybil problem is typically treated separately from consensus, and rightfully so, as
Sybil control mechanisms are distinct from the underlying, more complex agreement protocol,
although this does not imply that every consensus protocol can be coupled with every Sybil control
mechanism. Nakamoto consensus, for instance, uses proof-of-work to limit Sybils, which requires
miners to continuously stake a hardware investment. Other protocols rely on proof-of-stake or
proof-of-authority. The consensus protocols described in the illustrative embodiments above can
adopt any Sybil control mechanism, although proof-of-stake is most aligned with their quiescent
operation. Control mechanisms such as proof-of-stake and proof-of-authority avoid the energy
inefficiencies associated with proof-of-work. Cryptocurrencies can be implemented using the
consensus protocols disclosed herein in combination with these and other control mechanisms to
address Sybil attacks.

With regard to flooding attacks, such attacks are a potential problem for any distributed
system. Without a protection mechanism, an attacker can generate large numbers of transactions
and flood the DAG, consuming storage. There are a multitude of techniques to deter such attacks,
including network-layer protections, proof-of-authority, or economic mechanisms. In Avalanche,
we use transaction fees, making such attacks costly even if the attacker is sending money back to

addresses under its control.
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With regard to communication complexity, since liveness is not guaranteed for rogue
transactions, we focus our message complexity analysis solely for the case of virtuous transactions.
For the case of virtuous transactions, Snowflake and Snowball are both guaranteed to terminate
after O(knlogn) messages. This follows from well-known results related to epidemic algorithms.
Communication complexity for Avalanche is more subtle. Let the DAG induced by Avalanche
have an expected branching factor of p, corresponding to the width of the DAG, and determined
by the parent selection algorithm. Given the 8 decision threshold, a transaction that has just
reached the point of decision will have an associated progeny Y. Let m be the expected depth of
Y. If we were to let the Avalanche network make progress and then freeze the DAG at a depth y,
then it will have roughly py vertices/transactions, of which p(y —m) are decided in expectation.
Only pm recent transactions would lack the progeny required for a decision. For each node, each
query requires k samples, and therefore the total message cost per transaction is in expectation
(pky) / (p (y — m)) = ky / (y —m). Since m is a constant determined by the undecided region
of the DAG as the system constantly makes progress, message complexity per node is O(k), while
the total complexity is O(kn).

In order to evaluate the operation of illustrative embodiments, we fully ported Bitcoin
transactions to Avalanche, and implemented a bare-bones payment system. We will describe
below how this example implementation can support the value transfer primitive at the center of
cryptocurrencies and then examine its throughput, scalability, and latency through a large scale
deployment on Amazon AWS, and finally, provide a comparison to known results from other
systems.

Itis to be appreciated that the particular features, parameters and other configuration details
of this example system are presented for purposes of illustration only, and should not be considered
requirements or limitations. It should also be noted that deploying a full cryptocurrency generally
involves functionality such as bootstrapping, minting, staking, unstaking, and inflation control.
Known techniques can be adapted in a straightforward manner to address such issues, to the extent

not expressly addressed herein.
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It is assumed for description of the example implementation that the transactions comprise
UTXO transactions. In addition to the DAG structure in Avalanche, a UTXO graph that captures
spending dependency is used to realize the ledger for the payment system. To avoid ambiguity,
we denote the transactions that encode the data for money transfer transactions, while we call the
transactions (T € T) in Avalanche’s DAG vertices.

We inherit the transaction and address mechanisms from Bitcoin. At their simplest,
transactions consist of multiple inputs and outputs, with corresponding redeem scripts. Addresses
are identified by the hash of their public keys, and signatures are generated by corresponding
private keys. The full scripting language is used to ensure that a redeem script is authenticated to
spend a UTXO0. UTXOs are fully consumed by a valid transaction, and may generate new UTXOs
spendable by named recipients. Multi-input transactions consume multiple UTXOs, and in
Avalanche, may appear in multiple conflict sets. To account for these correctly, we represent
transaction-input pairs (e.g., In,;) as Avalanche vertices.

FIG. 9 shows an example DAG 900 configured in accordance with the logical DAG
structure used by Avalanche in the present embodiment. The tiny squares with shading are dummy
vertices which just help form the DAG topology for the purpose of clarity, and can be replaced by
direct edges. The rounded gray regions are the conflict sets.

The conflict relation of transaction-input pairs are transitive because of each pair only
spends one unspent output. We use the conjunction of ISACCEPTED for all inputs of a transaction
to ensure that no transaction will be accepted unless all its inputs are accepted, as illustrated in
FIG. 9. Following this idea, we finally implement the DAG of transaction-input pairs such that
multiple transactions can be batched together per query.

We implement a number of optimizations to help the system scale. First, we use lazy
updates to the DAG, because the recursive definition for confidence may otherwise require a costly
DAG traversal. We maintain the current d (T') value for each active vertex on the DAG, and update
it only when a descendant vertex gets a chit. Since the search path can be pruned at accepted
vertices, the cost for an update is constant if the rejected vertices have limited numbers of

descendants and the undecided region of the DAG stays at constant size. Second, the conflict set
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could be very large in practice, because a rogue client can generate a large volume of conflicting
transactions. Instead of keeping a container data structure for each conflict set, we create a
mapping from each UTXO to the preferred transaction that stands as the representative for the
entire conflict set. This enables a node to quickly determine future conflicts, and the appropriate
response to queries. Finally, we speed up the query process by terminating early as soon as the
ak threshold is met, without waiting for k responses.

The above-described example implementation was tested on Amazon EC2 by running from
hundreds (125) to thousands (2000) of virtual machine instances. We use c¢5 large instances, each
of which simulates an individual node. AWS provides bandwidth of up to 2 Gbps, though the
Avalanche protocol utilizes at most around 100 Mbps.

Our example implementation supports two versions of transactions: one is the customized
UTXO format, while the other uses the code directly from Bitcoin 0.16. Both supported formats
use the secp256k1 crypto library from Bitcoin and provide the same address format for wallets.
All simulations use the customized format except for the geo-replication, where results for both
are given.

We simulate a constant flow of new transactions from users by creating separate client
processes, each of which maintains separated wallets, generates transactions with new recipient
addresses and sends the requests to Avalanche nodes. We use several such client processes to max
out the capacity of our system. The number of recipients for each transaction is tuned to achieve
average transaction sizes of around 250 bytes (1-2 inputs/outputs per transaction on average and
a stable UTXO size), the current average transaction size of Bitcoin. To utilize the network
efficiently, we batch up to 40 transactions during a query, but maintain confidence values at
individual transaction granularity.

All reported metrics reflect end-to-end measurements taken from the perspective of all
clients. That is, clients examine the total number of confirmed transactions per second for
throughput, and, for each transaction, subtract the initiation timestamp from the confirmation

timestamp for latency. For security parameters, we utilized k = 10, = 0.8, 8, = 11, , = 150,
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which yields an MTTF of ~1024 years. Other security parameters can be used in other
embodiments.

We first measure the throughput of the system by saturating it with transactions and
examining the rate at which transactions are confirmed in the steady state. For this experiment,
we first run Avalanche on 125 nodes with 10 client processes, each of which maintains 400
outstanding transactions at any given time.

It was found that the system achieves 6851 transactions per second (tps) for a batch size of
20 and above 7002 tps for a batch size of 40. The system is saturated by a small batch size
compared to other blockchains with known performance: Bitcoin batches several thousands of
transactions per block, Algorand uses 2—10 Mbyte blocks, i.e., 8.4—41.9K tx/batch and Conflux
uses 4 Mbyte blocks, i.e., 16.8K tx/batch. These conventional systems are relatively slow in
making a single decision, and thus require a very large batch (block) size for better performance.
Achieving high throughput with small batch size implies low latency, as will be described in more
detail below.

To examine how the system scales in terms of the number of nodes participating in
Avalanche consensus, we run experiments with identical settings and vary the number of nodes
from 125 up to 2000.

It was found that overall throughput degrades about 1.34% to 6909 tps when the network
grows by a factor of 16 to n = 2000, with signature verification enabled. This degradation is
minor compared to the fluctuation in performance of repeated runs.

Avalanche acquires its scalability from three sources: first, maintaining a partial order that
captures only the spending relations allows for more concurrency than a classical BFT replicated
log that linearizes all transactions; second, the lack of a leader naturally avoids bottlenecks; finally,
the number of messages each node has to handle per decision is O(k) and does not grow as the
network scales up.

We next examine where bottlenecks lie in our example implementation. With signature
verification disabled, throughputs get approximately 2.6x higher. This indicates that cryptographic

verification overhead is the current bottleneck in our example implementation. This bottleneck
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can be addressed by offloading transaction verification to a GPU. Even without such optimization,
7K tps is far in excess of extant blockchains.

With regard to latency, we define the latency of a transaction as the time spent from the
moment of its submission until it is confirmed as accepted. Our simulations on the example
implementation indicate that, using the same setup as for the throughput measurements with 2000
nodes, most transactions are confirmed within approximately 0.3 seconds. The most common
latencies are around 206 ms and variance is low, indicating that nodes converge on the final value
as a group around the same time. The maximum latency we observed in these simulations is about
0.4 seconds.

We also simulated transaction latencies for different numbers of nodes. It was found that
median latency is more-or-less independent of network size.

We next examine how rogue transactions issued by misbehaving clients that double spend
unspent outputs can affect latency for virtuous transactions created by honest clients. We adopt a
strategy to simulate misbehaving clients where a fraction (from 0% to 25%) of the pending
transactions conflict with some existing ones. The client processes achieve this by designating
some double spending transaction flows among all simulated pending transactions and sending the
conflicting transactions to different nodes. We use the same setup with n = 1000 as in the
previous experiments, and only measure throughput and latency of confirmed transactions.

It was found that Avalanche’s latency is only slightly affected by misbehaving clients.
Surprisingly, maximum latencies drop slightly when the percentage of rogue transactions
increases. This behavior occurs because, with the introduction of rogue transactions, the overall
effective throughput is reduced and thus alleviates system load. Also, throughput of virtuous
transactions decreases with the ratio of rogue transactions. Further, the reduction in throughput
appears proportional to the number of misbehaving clients, that is, there is no leverage provided
to the attackers.

With regard to geo-replication, we selected 20 major cities that appear to be near substantial
numbers of reachable Bitcoin nodes. The cities cover North America, Europe, West Asia, East

Asia, Oceania, and also cover the top 10 countries with the highest number of reachable nodes.
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We use a latency and jittering matrix based on global ping statistics from WonderNetwork nodes
and emulate network packet latency in the Linux kernel using tc and netem. We assume 2000
nodes distributed evenly to each city, with no additional network latency emulated between nodes
within the same city. We cap our bandwidth per process to 20 Mbps to simulate internet-scale
settings where there are many commodity network links. We assign a client process to each city,
maintaining 400 outstanding transactions per city at any moment.

In this scenario, Avalanche achieves an average throughput of 3401 tps, with a standard
deviation of 39 tps. The median transaction latency is 1.35 seconds, with a maximum latency of
4.25 seconds. We also support native Bitcoin code for transactions; in this case, the throughput is
3530 tps, with ¢ = 92 tps.

The example system described above was compared to conventional Algorand and Conflux
systems. Algorand, Conflux, and Avalanche are all fundamentally different in their design.
Algorand’s committee-scale consensus algorithm falls into the classical BFT consensus category,
and Conflux extends Nakamoto consensus by a DAG structure to facilitate higher throughput,
while Avalanche belongs to a new protocol family based on metastability. Additionally, we use
Bitcoin as a baseline.

Both Algorand and Avalanche evaluations use a decision network of size 2000 on EC2.
Our evaluation picked shared c¢5.large instances, while Algorand used m4.2xlarge. These two
platforms are very similar except for a slight CPU clock speed edge for ¢5 large, which goes largely
unused because our process only consumes 30% in these experiments. The security parameters
chosen in our experiments guarantee a safety violation probability below 107~ in the presence of
20% Byzantine nodes, while Algorand’s evaluation guarantees a violation probability below 5 x
107 with 20% Byzantine nodes.

Neither Algorand nor Conflux evaluations take into account the overhead of cryptographic
verification. Their evaluations use blocks that carry megabytes of dummy data and present the
throughput in MB/hour or GB/hour unit. So we use the average size of a Bitcoin transaction (and
also our transaction), 250 bytes, to derive their throughputs. In contrast, our experiments carry

real transactions and fully take all cryptographic overhead into account.
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The throughput is 3-7 tps for Bitcoin, 874 tps for Algorand (with 10 Mbyte blocks), and
3355 tps for Conflux (i.e., 3.84x Algorand’s throughput under the same settings).

In contrast, Avalanche achieves over 3400 tps consistently on up to 2000 nodes without
committee or proof-of-work. As for latency, a transaction is confirmed after 10-60 minutes in
Bitcoin, around 50 seconds in Algorand, 7.6—-13.8 minutes in Conflux, and 1.35 seconds in
Avalanche.

Avalanche performs much better than Algorand in both throughput and latency because
Algorand uses a verifiable random function to elect committees, and maintains a totally-ordered
log while Avalanche establishes only a partial order. Algorand is leader-based and performs
consensus by committee, while Avalanche is leader-less.

Avalanche has similar throughput to Conflux, but its latency is 337-613x better. Conflux
alsouses a DAG structure to amortize the cost for consensus and increase the throughput, however,
it is still rooted in Nakamoto consensus using proof-of-work, and is therefore unable to provide
the very short confirmation time of Avalanche.

In a blockchain system, one can usually improve throughput at the cost of latency through
batching. The real bottleneck of the performance is the number of decisions the system can make
per second, and this is fundamentally limited by either Byzantine Agreement (BA*) in Algorand
and Nakamoto consensus in Conflux.

It is apparent from the above description that illustrative embodiments provide significant
advantages relative to conventional consensus protocols.

For example, the new family of consensus protocols described in the illustrative
embodiments above are highly efficient and robust. They scale well, achieve high throughput and
quick finality, work without precise membership knowledge, and degrade gracefully under
catastrophic adversarial attacks.

Such embodiments more particularly comprise a family of leaderless Byzantine fault
tolerance protocols, built around a metastable mechanism. The protocols provide a strong
probabilistic safety guarantee in the presence of Byzantine adversaries, while their concurrent

nature enables them to achieve high throughput and scalability. Unlike blockchains that rely on
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proof-of-work, they are quiescent and green. Unlike traditional consensus protocols having leader
nodes that process 0(n) information (in terms of number of bits exchanged), no node processes
more than O (k) for some security parameter k.

The consensus protocols disclosed herein can be used in a wide variety of different
applications. For example, the consensus protocols can provide improved performance in
cryptocurrencies and other blockchain applications.  The above-described experiments
demonstrate that example implementations can achieve high throughput (3400 tps), provide low
confirmation latency (1.35 sec), and scale well compared to existing systems that deliver similar
functionality.

It is be appreciated that the particular arrangements shown and described in conjunction
with FIGS. 1 through 9 are presented by way of illustrative example only, and numerous alternative
embodiments are possible. The various embodiments disclosed herein should therefore not be
construed as limiting in any way. Numerous alternative arrangements for implementing
metastable consensus protocols can be utilized in other embodiments.

For example, the particular processing operations of the example protocols as illustrated in
FIGS. 2 through 7 can be varied in other embodiments.

As another example, the synchrony assumption in certain embodiments described above
can be relaxed in other embodiments, and it is expected that strong guarantees are possible even
under asynchrony.

Those skilled in the art will also recognize that many other alternative arrangements of
processing operations and associated system entity configurations can be used in other
embodiments.

It is therefore possible that other embodiments may include additional or alternative system
entities, relative to the entities of the illustrative embodiments. Also, the particular system and
device configurations and associated metastable consensus protocols can be varied in other

embodiments.
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It should also be noted that the above-described information processing system
arrangements are exemplary only, and alternative system arrangements can be used in other
embodiments.

A given client, server, processing node or other component in an information processing
system as described herein is illustratively configured utilizing a corresponding processing device
comprising a processor coupled to a memory. The processor executes software program code
stored in the memory in order to control the performance of processing operations and other
functionality. The processing device also comprises a network interface that supports
communication over one or more networks.

The processor may comprise, for example, a microprocessor, an ASIC, an FPGA, a CPU,
an ALU, a GPU, a DSP, or other similar processing device component, as well as other types and
arrangements of processing circuitry, in any combination. For example, a given cryptographic
processing module of a processing device as disclosed herein can be implemented using such
circuitry.

The memory stores software program code for execution by the processor in implementing
portions of the functionality of the processing device. A given such memory that stores such
program code for execution by a corresponding processor is an example of what is more generally
referred to herein as a processor-readable storage medium having program code embodied therein,
and may comprise, for example, electronic memory such as SRAM, DRAM or other types of
random access memory, ROM, flash memory, magnetic memory, optical memory, or other types
of storage devices in any combination.

Articles of manufacture comprising such processor-readable storage media are considered
embodiments of the invention. The term “article of manufacture” as used herein should be
understood to exclude transitory, propagating signals.

Other types of computer program products comprising processor-readable storage media

can be implemented in other embodiments.
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In addition, embodiments of the invention may be implemented in the form of integrated
circuits comprising processing circuitry configured to implement processing operations associated
with metastable consensus protocols as well as other related functionality.

Processing devices in a given embodiment can include, for example, laptop, tablet or
desktop personal computers, mobile telephones, or other types of computers or communication
devices, in any combination. For example, a computer or mobile telephone can be utilized as a
processing device for participating in a metastable consensus protocol as disclosed herein. These
and other communications between the various elements of an information processing system
comprising processing devices associated with respective system entities may take place over one
or more networks.

An information processing system as disclosed herein may be implemented using one or
more processing platforms, or portions thereof.

For example, one illustrative embodiment of a processing platform that may be used to
implement at least a portion of an information processing system comprises cloud infrastructure
including virtual machines implemented using a hypervisor that runs on physical infrastructure.
Such virtual machines may comprise respective processing devices that communicate with one
another over one or more networks.

The cloud infrastructure in such an embodiment may further comprise one or more sets of
applications running on respective ones of the virtual machines under the control of the hypervisor.
It is also possible to use multiple hypervisors each providing a set of virtual machines using at
least one underlying physical machine. Different sets of virtual machines provided by one or more
hypervisors may be utilized in configuring multiple instances of various components of the
information processing system.

Another illustrative embodiment of a processing platform that may be used to implement
at least a portion of an information processing system as disclosed herein comprises a plurality of
processing devices which communicate with one another over at least one network. Each
processing device of the processing platform is assumed to comprise a processor coupled to a

memory.
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Again, these particular processing platforms are presented by way of example only, and an
information processing system may include additional or alternative processing platforms, as well
as numerous distinct processing platforms in any combination, with each such platform comprising
one or more computers, servers, storage devices or other processing devices.

For example, other processing platforms used to implement embodiments of the invention
can comprise different types of virtualization infrastructure in place of or in addition to
virtualization infrastructure comprising virtual machines. Thus, it is possible in some
embodiments that system components can run at least in part in cloud infrastructure or other types
of virtualization infrastructure.

It should therefore be understood that in other embodiments different arrangements of
additional or alternative elements may be used. At least a subset of these elements may be
collectively implemented on a common processing platform, or each such element may be
implemented on a separate processing platform.

Also, numerous other arrangements of computers, servers, storage devices or other
components are possible in an information processing system. Such components can communicate
with other elements of the information processing system over any type of network or other
communication media.

As indicated previously, components of the system as disclosed herein can be implemented
at least in part in the form of one or more software programs stored in memory and executed by a
processor of a processing device. For example, certain functionality associated with metastable
consensus protocol entities or related components of a system can be implemented at least in part
in the form of software.

The particular configurations of information processing systems described herein are
exemplary only, and a given such system in other embodiments may include other elements in
addition to or in place of those specifically shown, including one or more elements of a type

commonly found in a conventional implementation of such a system.

42



10

15

20

WO 2019/217669 PCT/US2019/031506

For example, in some embodiments, an information processing system may be configured
to utilize the disclosed techniques to provide additional or alternative functionality in other
contexts.

Thus, techniques illustrated in some embodiments herein in the context of providing
metastable consensus protocols in the context of cryptocurrencies can be adapted in a
straightforward manner for use in other contexts. Accordingly, illustrative embodiments of the
invention should not be viewed as limited to cryptocurrencies or their associated processing
contexts.

It is also to be appreciated that the particular process steps used in the embodiments
described herein are exemplary only, and other embodiments can utilize different types and
arrangements of processing operations. For example, certain process steps shown as being
performed serially in the illustrative embodiments can in other embodiments be performed at least
in part in parallel with one another.

It should again be emphasized that the embodiments of the invention as described herein
are intended to be illustrative only. Other embodiments of the invention can be implemented
utilizing a wide variety of different types and arrangements of information processing systems,
networks and devices than those utilized in the particular illustrative embodiments described
herein, and in numerous alternative processing contexts. In addition, the particular assumptions
made herein in the context of describing certain embodiments need not apply in other
embodiments. These and numerous other alternative embodiments will be readily apparent to

those skilled in the art.
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Claims
What is claimed is:
1. An apparatus comprising;

a first processing node comprising a processor coupled to a memory;

the first processing node being configured to participate in a consensus protocol
with additional processing nodes;

the first processing node being further configured in conjunction with its
participation in the consensus protocol:

to implement repeated polling of respective selected subsets of the additional
processing nodes;

to resolve a state for a given transaction to a particular one of a plurality of possible
states for the given transaction responsive to results of the repeated polling; and

to initiate at least one automated action based at least in part on the resolved state

for the given transaction.

2. The apparatus of claim 1 wherein the consensus protocol is configured to provide

Byzantine fault tolerance.
3. The apparatus of claim 1 wherein the at least one automated action comprises adding
an entry characterizing the given transaction to a distributed ledger collectively maintained by the

first and additional processing nodes.

4. The apparatus of claim 3 wherein the entry comprises a block and the distributed ledger

comprises a blockchain.

5. The apparatus of claim 1 wherein participation of the first and additional processing

nodes in the consensus protocol is controlled in accordance with at least one specified control
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mechanism requiring submission of one or more designated proofs by each of the first and

additional processing nodes.

6. The apparatus of claim 5 wherein the designated proof comprises a proof other than a

proof-of-work.

7. The apparatus of claim 1 wherein a given instance of the repeated polling comprises

polling a random sample of the additional processing nodes.

8. The apparatus of claim 1 wherein a given instance of the repeated polling comprises

polling a deterministic sample of the additional processing nodes.

9. The apparatus of claim 1 wherein the repeated polling is repeated for a plurality of
iterations with each such iteration polling a different selected subset of the additional processing

nodes.

10. The apparatus of claim 1 wherein the first processing node is further configured to
utilize the results of the repeated polling to maintain a data structure that characterizes relationships
between the given transaction and a plurality of other transactions, the data structure comprising

at least one of a directed acyclic graph, a linked list and a hash-linked chain.

11. The apparatus of claim 1 wherein resolving the state for a given transaction responsive
to results of the repeated polling comprises utilizing the results of the repeated polling to make a

determination as to whether or not the given transaction should be accepted as a valid transaction.
12. The apparatus of claim 1 wherein the repeated polling is repeated for a plurality of

iterations, a given one of the iterations comprising:

selecting a sample of the additional processing nodes;
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sending queries to respective ones of the selected additional processing nodes;

responsive to receipt of at least a threshold number of responses to the queries,
determining if at least a designated portion of the received responses indicate a particular state for
the given transaction that differs from a current state for the given transaction in the first processing
node; and

responsive to the designated portion of the received responses indicating a
particular state for the given transaction that differs from a current state for the given transaction
in the first processing node, updating the current state for the given transaction in the first

processing node to the particular state.

13. The apparatus of claim 12 wherein resolving the state for the given transaction
responsive to results of the repeated polling comprises resolving the state for the given transaction

to the current state at the completion of the plurality of iterations.

14. The apparatus of claim 12 wherein the first processing node is further configured to
maintain a conviction strength counter that indicates a number of consecutive iterations of the
repeated polling for which at least a designated portion of the received responses indicate the

particular state for the given transaction.

15. The apparatus of claim 14 wherein resolving the state for the given transaction
responsive to results of the repeated polling comprises resolving the state for the given transaction

to the particular state responsive to the conviction strength counter exceeding a threshold.

16. The apparatus of claim 12 wherein the first processing node is further configured to
maintain confidence counters for respective ones of the possible states for the given transaction,
with each of the confidence counters indicating a total number of queries over multiple ones of the

iterations that have yielded responses indicating the corresponding state.
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17. The apparatus of claim 16 wherein resolving the state for the given transaction
responsive to results of the repeated polling comprises resolving the state for the given transaction
to one of the possible states responsive to the confidence counter for that possible state exceeding

the confidence counter for at least one other one of the possible states.

18. The apparatus of claim 1 wherein the first processing node is further configured to
maintain a directed acyclic graph of transactions that characterizes relationships between the given
transaction and a plurality of other transactions with the transactions being partitioned into

mutually exclusive conflict sets.

19. The apparatus of claim 18 wherein maintaining the directed acyclic graph comprises:
selecting a sample of the additional processing nodes;
sending queries to respective ones of the selected additional processing nodes; and
updating the directed acyclic graph based at least in part on responses to the queries;
wherein updating the directed acyclic graph comprises one or more of’
inserting one or more additional transactions into the directed acyclic graph;
updating confidence values for respective ones of the transactions of the directed

acyclic graph; and

repartitioning the transactions of the directed acyclic graph into mutually exclusive

conflict sets.

20. The apparatus of claim 19 wherein resolving the state for the given transaction
responsive to results of the repeated polling comprises resolving the state responsive to the given
transaction being the only transaction in its conflict set and the given transaction having a

confidence value that exceeds a threshold.

21. The apparatus of claim 19 wherein resolving the state for the given transaction

responsive to results of the repeated polling comprises resolving the state to one of the possible
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states responsive to a confidence counter for that possible state exceeding a confidence counter for

at least one other one of the possible states.

22. A method comprising:

configuring a first processing node comprising a processor coupled to a memory to
participate in a distributed consensus protocol with additional processing nodes;

in conjunction with its participation in the consensus protocol, the first processing
node:

implementing repeated polling of respective selected subsets of the additional
processing nodes;

resolving a state for a given transaction to a particular one of a plurality of possible
states for the given transaction responsive to results of the repeated polling; and

initiating at least one automated action based at least in part on the resolved state

for the given transaction.

23. The method of claim 22 wherein the repeated polling is repeated for a plurality of

iterations, a given one of the iterations comprising:

selecting a sample of the additional processing nodes;

sending queries to respective ones of the selected additional processing nodes;

responsive to receipt of at least a threshold number of responses to the queries,
determining if at least a designated portion of the received responses indicate a particular state for
the given transaction that differs from a current state for the given transaction in the first processing
node; and

responsive to the designated portion of the received responses indicating a
particular state for the given transaction that differs from a current state for the given transaction
in the first processing node, updating the current state for the given transaction in the first

processing node to the particular state.
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24. The method of claim 22 further comprising the first processing node maintaining a
directed acyclic graph of transactions that characterizes relationships between the given transaction
and a plurality of other transactions with the transactions being partitioned into mutually exclusive
conflict sets, wherein maintaining the directed acyclic graph comprises:

selecting a sample of the additional processing nodes;

sending queries to respective ones of the selected additional processing nodes; and

updating the directed acyclic graph based at least in part on responses to the queries;

wherein updating the directed acyclic graph comprises one or more of:

inserting one or more additional transactions into the directed acyclic graph;

updating confidence values for respective ones of the transactions of the directed
acyclic graph; and

repartitioning the transactions of the directed acyclic graph into mutually exclusive

conflict sets.

25. A computer program product comprising a non-transitory processor-readable storage
medium having stored therein program code of one or more software programs, wherein the
program code when executed by a first processing node, the first processing node being configured
to participate in a consensus protocol with additional processing nodes, causes the first processing
node in conjunction with its participation in the consensus protocol:

to implement repeated polling of respective selected subsets of the additional
processing nodes;

to resolve a state for a given transaction to a particular one of a plurality of possible
states for the given transaction responsive to results of the repeated polling; and

to initiate at least one automated action based at least in part on the resolved state

for the given transaction.

26. The computer program product of claim 25 wherein the repeated polling is repeated

for a plurality of iterations, a given one of the iterations comprising:
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selecting a sample of the additional processing nodes;

sending queries to respective ones of the selected additional processing nodes;

responsive to receipt of at least a threshold number of responses to the queries,
determining if at least a designated portion of the received responses indicate a particular state for
the given transaction that differs from a current state for the given transaction in the first processing
node; and

responsive to the designated portion of the received responses indicating a
particular state for the given transaction that differs from a current state for the given transaction
in the first processing node, updating the current state for the given transaction in the first

processing node to the particular state.

27. The computer program product of claim 25 further comprising the first processing
node maintaining a directed acyclic graph of transactions that characterizes relationships between
the given transaction and a plurality of other transactions with the transactions being partitioned
into mutually exclusive conflict sets, wherein maintaining the directed acyclic graph comprises:

selecting a sample of the additional processing nodes;

sending queries to respective ones of the selected additional processing nodes; and

updating the directed acyclic graph based at least in part on responses to the queries;

wherein updating the directed acyclic graph comprises one or more of’

inserting one or more additional transactions into the directed acyclic graph;

updating confidence values for respective ones of the transactions of the directed
acyclic graph; and

repartitioning the transactions of the directed acyclic graph into mutually exclusive

conflict sets.
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