-1 - DESCRIPTION SIOP0896 Title of Invention: TRANSMITTING APPARATUS, TRANSMITTING
METHOD, RECEIVING APPARATUS, AND RECEIVING METHOD Technical Field [0001] The
present invention relates to a transmitting apparatus and transmitting method, as well as to a receiving
apparatus and receiving method, and more particularly relates to a transmitting apparatus and
transmitting method as well as a receiving apparatus and receiving method configured to be able to
recognize only channel selection information for digital broadcasting that is viewable at the receiving
end. Background Art [0002]  Recently, digital-tefrestrial broadcasting in the UHF (Ultra High
Frequency) band is being carried out. The physical channels of digital terrestrialfargaggasgting are
divided into plural segments (13 segments for digital terrestrial broadcasting in Japan). Of these,
broadcasting intended for mobile terminals giereinadter ;alled Iseg) is conducted in the band for one
segment. Additionally, broadcasting intended for stationary terminals such as - 2 -

Title of Invention: TRANSMITTING APPARATUS, TRANSMITTING

METHOD, RECEIVING APPARATUS, AND RECEIVING METHOD

Technical Field
(0001}

The present invention relates to a transmitting
apparatus and transmitting method, as well as to a receiving
apparatus and receiving method, and more particularly
relates to a transmitting apparatus and transmitting method
as well as a receiving apparatus and receiving method
configured to be able to recognize only channel selection
information for digital broadcasting that is viewable at the
receiving end.

Background Art
[0002]

Recently, digital terrestrial broadcasting in the UHF
(Ultra High Frequency) band is being carried out. The
phrysical channels of digital terrestrial broadcasting are
divided into plural segments (13 segments for digital
terrestrial broadcasting in Japan). Of these, broadcasting
intended feor mobile terminals (hereinafter called lseg) is
conducted in the band for cne segment. Additicnally,

broadcasting intended for stationary terminals such as



SIOP0896 television receivers, etc. is conducted in the bands for the remaining 12 segments (see PTL
1, for example). [0003]  With digital terrestrial broadcasting, in practice there exist many empty
channels other than the channels over which digital terrestrial broadcasting is conducted in respective
regions among the channels 13 to 52 in the UHF band. For this reason, methods of effectively utilizing
such empty channels are being investigated. [0004]  One promising method that effectively utilizes
empty channels is a method that conducts multi-channel community broadcasting over empty
channels. Herein, multi-channel community broadgasting is broadcasting in one-segment units
multilaterally conducted by utilizing a plurality of logical channels in a limited regign,He gne segment
referred to herein is of a plurally divided band for a single digital terrestrial broadcasting channel.

Hereinafter Jopllichanag! cepumyaihy broadeasting will he- simply fefgired 19,35 community
broadcasting. [0005] Meanwhile, with digital terrestrial broadcasting intended for stationary
terminals, itisipassibig td apphgreoepsiohsestiitions, by using:a IS {Conditional Access System)
format. However, although a CAS format is not being - 3 - SIOP0896 used for Iseg broadcasting, it is
anticipated MaquB@:AS format similar to that of broadcasting intended for stationary terminals will be

adopted in the cagg wheteJeception resitictions berome.necassary Thus. hereinafter, such a case
will be explained. [0006]

there exist many empty channels other than the channels over
which digital terrestrial broadcasting is conducted in
respective regions among the channels 13 to 52 in the UHF
pand. For this reason, methods of effectively utilizing
such empty channels are being investigated.

[0004]

Cne promising method that effectively utilizes empty
channels is a method that conducts multi-channel community
broadcasting over empty channels. Herein, multi-channel
community broadcasting is broadcasting in one—segment units
multilaterally conducted by utilizing a plurality of logical
channels in a limited region. The one segment referred to
herein is of a plurally divided band for a single digital
terrestrial broadcasting channel. Hereinafter, multi-
channel community broadcasting will be simply referred to as
community broadcasting.

[0C05]

Meanwhile, with digital terrestrial broadcasting
intended for stationary terminals, it is possible to apply
reception restrictions by using a CAS {(Conditicnal Access

System) format. However, although a CAS format is not being



Fig. 1 is a diagram explaining a CAS format for Iseg broadcasting. [0007] NIT is a table containing
information regarding frequency information for individual broadcasting services in order to tune the
carrier upon which specific broadcasting services are transmitted, and corresponding services. More
specifically, as illustrated in Fig. 1, a reception-restricted Iseg broadcasting NIT (Network Information
Table) is composed of the network ID (NID) for the Iseg broadcasting, tuning information indicating the
frequency, and a service list of broadcasting services, etc. Herein, the network ID is an ID unique to
the network. The service list is composed of a seryice ID (ServicelD) and a service type (ServiceType)
for a broadcasting service, etc. The service ID is an ID unique to a broadcasting,$gice, while the
service type is the type of broadcasting service (television broadcast, radio broadcast, etc.). [0008] - 4
- SIOP0896, 5. A &e&e'\ﬂ@%é%"ewaa&é%tt@gg'veft'5§9 AgadeastingacquiLes g sepdee 1D from [his
NIT, and acquires a PMT (Program Map Table) corresponding to that service ID. Herein, a PMT is
information thataansgesihe contemconstitutiag adaroadaasting sardee.Mere specifically, as
illustrated in Fig. 1, a PMT is composed of a service ID, a FOR PID, ES information on ESs
(Elementary StebtR§)-coristiliting ife Bidad EstifdreeRitelfdr 4y BrosrIcaaERg corresponding to that
service ID, aréd Is CASr iensfgrmgggghvsvh{)cglcis CAS @éosrsr%altion f%r tQat b{l%q:dclanséi geservice, etc.
[0009] The FOR PID s an 1D unique to a FOR r(llgrogram Slock ﬁe?érence? packet @’ereinafter

called a packetiD). AlseeEdi informaation (Eleragntary stream information) is composed of an ES PID,
which is the packet ID for an ES (Elementary stream), and an ES type, which is the type of the ES, etc.
Iseg CAS inféffi&tion is composed of a CAS format and an ECM PID, which is the packet ID for ECM
(Entitlement Contgql Meﬁs%%e) apadc:ket, etc. \D I%CM acket_ iéAasp%cket QEf i%orrnaation shared by all

alnirnl

A
users and includingiL an encrypted slcargfnabr?eie@ 45 information related fo the scrambie key used by that
CAS formaty Hexeis st-keyfor decrypting the encrypted scramble key is included in an EMM

(Entitlement Management Message) packet, which is a packet of information individual to each user.
5 [0007]

NIT is a table containing information regarding
frequency information for individual breadcasting services
in order to tune the carrier upon which specific
broadcasting services are transmitted, and corresponding
services. More specifically, as illustrated in Fig. 1, a
reception-restricted lseg broadcasting NIT (Network
Information Table) is composed of the network ID (NID) for
the lseg broadcasting, tuning information indicating the
frequency, and a service list of broadcasting services, etc.
Herein, the network ID is an ID unigue to the network. The
service list is composed of a service ID (ServicelID) and a
service type (ServiceType) for a broadcasting service, etc.
The service ID is an ID unigue to a broadcasting service,
while the service type is the type of broadcasting service

{television broadcast, radioc broadcast, etc.).

[0C08]



SIOP0896 [0010] EMM packets are encrypted and included in a digital terrestrial broadcast. An
EMM packet can be acquired by decrypting using a key included in an IC (Integrated Circuit) card, etc.
issued as a result of the user of a receiving terminal conducting registration for receiving
reception-restricted broadcasting (hereinafter called reception registration). [0011] Consequently,
the user of a receiving terminal first conducts reception registration and acquires an IC card, etc. that
includes a key for unlocking the encryption on an EMM packet. Then, the user uses that IC card to
cause the receiving terminal to acquire an EMM packet. The receiving terminal unlocks the scrambling
of the encrypted scramble key included in an ECM with the key included in that@@%%@%(et' Using
the scramble key obtained as a result, the scrambling of the Iseg broadcasting ESs corresponding to

ES information ingluded in & BT, s tinlacked.As atesult the video and.audio of reception-restricted

Iseg broadcasting can be played back. Citation List Patent theratu%?b]b(ﬁ%
acquires a service ID from this NIT, and acquires a PMT
(Program Map Table) corresponding to that service ID.
Herein, a PMT is information that manages the content
constituting a broadcasting service. More specifically, as
illustrated in Fig. 1, a PMT is composed of a service ID, a
PCR_PID, ES information on ESs (Elementary Streams)
constituting the broadcasting service for lseg broadcasting
corresponding to that service‘ID, and lseg CAS information,
which is CAS information for that broadcasting service, etc.
[0009]

The PCR_PID is an ID unique toc a PCR {Program Clock
Reference) packet (hereinafter called a packet ID). Also,
E5S informaticn (Elementary stream information) is composed
of an ES_PID, which is the packet ID for an ES (Elementary
stream), and an ES type, which is the type of the ES, etc.
lseg CAS information is composed of a CAS format and an
ECM PID, which is the packet ID for ECM (Entitlement Control
Message) packet, etc. An ECM packet is a packet of
information shared by all users and including an encrypted
scramble key as information related to the scramble key used
by that CAS format. Herein, a key for decrypting the
encrypted scramble key is included in an EMM (Entitlement
Management Message) packet, which is a packet of information

individual to each user.



PTL 1: Japanese Unexamined Patent Application -6 S10P0896 Publication No. 2007-329847
Summary of Invention Technical Problem [0013] As above, with a conventional CAS format, since
the frequency, etc. of reception-restricted digital terrestrial broadcasting is stated in the NIT,
unviewable digital terrestrial broadcasting having reception restrictions is recognized in a receiving
terminal that is not compatible with digital terrestrial broadcasting having reception restrictions. [0014]
The present invention, being devised in light of such circumstances, is configured to be able to
recognize only channel selection information fo[dggitgl broadcasting that is viewable at the receiving

end. Solution to Problem [0015] S10P0BY96E

[0010]

EMM packets are encrypted and included in a digital
terrestrial broadcast. An EMM packet can be acquired by
decrypting using a key included in an IC {Integrated
Circuit) card, etc. issued as a result of the user of a
receiving terminal conducting registration for receiving
reception-restricted broadcasting (hereinafter called
reception registration).

[0011]

Consequently, the user cof a receiving terminal first
conducts reception registration and acquires an IC card, etc.
that includes a key for unlocking the encrypticn on an EMM
packet. Then, the user uses that IC card to cause the
receiving terminal to acquire an EMM packet. The receiving
terminal unlocks the scrambling of the encrypted scramble
key included in an ECM with the key included in that EMM
packet. Using the scramble key obtained as a result, the
scrambling of the lseg broadcasting ESs corresponding to ES
information included in a PMT is unlocked. As a result, the
video and audio of reception-restricted lseg broadcasting
can be played back.

Citation List
Patent Literature
[0C22]

PTL, 1: Japanese Unexamined Patent Application



A transmitting apparatus of a first aspect of the present invention is a transmitting apparatus
comprising acquiring means for acquiring a license that includes terms of use for content of digital
broadcasting used at a receiving apparatus that receives the digital broadcasting, and transmitting
means for transmitting the license that includes terms of use for content of digital broadcasting to -7
SIOP0896 the receiving apparatus that receives the digital broadcasting, wherein the license includes
channel selection information for receiving the content of the digital broadcasting. [0016] A
transmitting method of a first aspect of the prese_nté'nyention is a transmitting method including steps
wherein a transmitting apparatus acquires a licensé that includes terms of use far.content of digital
broadcasting used at a receiving apparatus that receives the digital broadcastings,lgr?é) trahsmits the
Iicen_se thatgw%lgq%s ferms 8}; usg 5%5 gggtgﬁa 9_f digital_ broadcasting to the rec_eivi_ng apparatus that
receives the allgltal groaoﬁ:astlng, wherein'the license includes channel selection information for
receiving theeentent of thedigitalikyeadcasting. [0017] In a first aspect of the present invention, a
license that includes terms of use for content of digital broadcasting used at a receiving apparatus that
receives the' 8ightal Broadta@iingts acquired, and the license that includes the terms of use for content
of digital bro[a[ﬂﬁftﬂing is transmitted to the receiving apparatus that receives the digital broadcasting.
Furthermore, channel selection information for receiving the content of the digital broadcasting is

included in the license&bn8e, with a conventional CAS format, since the
frequency, etc. of reception-restricted digital terrestrial
broadcasting is stated in the NIT, unviewable digital
terrestrial broadcasting having reception restrictions is
recognized in a receiving terminal that is not compatible
with digital terrestrial broadcasting having reception
restrictions.
[0014]

The present invention, being devised in light of such
circumstances, is configured to be able to recognize only
channel selection information for digital broadcasting that
is viewable at the receiving end.

Solution to Problem
[0015]

A transmitting apparatus of a first aspect of the
present invention is a transmitting apparatus comprising
acquiring means for acquiring a license that includes terms
of use for content of digital brecadcasting used at a
receiving apparatus that receives the digital broadcasting,
and transmitting means for transmitting the license that

includes terms of use for content of digital broadcasting to



SIOP0896 [0018] A receiving apparatus of a second aspect of the present invention is a receiving
apparatus comprising license receiving means for receiving, via a network, a license that includes
terms of use and channel selection information for content of digital broadcasting, content receiving
means for selecting the channel of the digital broadcasting on the basis of the channel selection
information included in the license, and receiving the content, and playback means for playing back
the content of the digital broadcasting on the basis of the license. [0019] A receiving method of a
second aspect of the present invention is a receiving method including steps wherein a receiving
apparatus receives, via a network, a license that includes terms of use and channel selection
information for content of digital broadcasting, selects the channel of the digital ér%%%%ggﬁng on the

basis of thetcpgngel gglgggon infoégmaactiosn igﬁgjded in the license, and receives the content, and plays
back the content of the digital Brbadcasting o thé Basle 61th&Tieens8 [db20]  In a second aspect

of the presentiuerdion: adicense bah includes trms.of use and channgl selection infpsmation for
content of digital broadcasting is received via a S10P0896 network, the channel of the digital

broadcastingi$ sektédonithe biasis of the chhanebselestiorminfolmation ireliided in the license,
content is r%cgi\é%ddaasntg, the content of the digital broadcasting is played back on the basis of the
license. Advan?ageous Effécts of Invention [0021] As above, according to the present invention,
only channej gghection information for digital broadcasting that is viewable at the receiving end can be

recognized.
A transmitting method of a first aspect of the present

invention is a transmitting method including steps wherein a
transmitting apparatus acquires a license that includes
terms of use for content of digital broadcasting used at a
receiving apparatus that receives the digital broadcasting,
and transmits the license that includes terms of use for
content of digital broadcasting to the receiving apparatus
that receives the digital broadcasting, wherein the license
includes channel selection information for recelving the
content of the digital broeoadcasting.
[0017]

in a first aspect of the present invention, a license
that includes terms of use for content of digital
broadcasting used at a receiving apparatus that receives the
digital broadcasting is acquired, and the license that
includes the terms of use for content of digital
broadcasting is transmitted to the receiving apparatus that
receives the digital broadcasting. Furthermore, channel
selection information for receiving the content of the

digital broadcasting is included in the license.



Brief Description of Drawings [0022] [Fig. 1] Fig. 1 is a diagram explaining a Iseg broadcasting
CAS format. [Fig. 2] Fig. 2 is a diagram illustrating an exemplary configuration of a first
embodiment of a signal transmitting/receiving system to which the present invention has been applied.
[Fig. 3] Fig. 3 is a diagram explaining a licensing format. [Fig. 4] Fig. 4 is a block diagram
illustrating an exemplary detailed configuration of the receiving terminal in Fig. 2. [Fig. 5] Fig. 5is a
block diagram illustrating an exemplary detailed configuration of the server in Fig. 2. - 10 - SIOP0896
[Fig. 6] Fig. 6 is a flowchart explaining a viewing license acquisition process in a signal

transmitting/receiving system. [Fig. 7] Fig. 77s & diagram illustrating an exemplary structure of a
viewing license. S10F0896
[0018]

A receiving apparatus of & second aspect of the present
invention is a receiving apparatus comprising license
receiving means for receiving, via a network, a license that
includes terms of use and channel selection information for
content of digital broadcasting, content receiving means for
selecting the channel of the digital breadcasting on the
basis of the channel selection information included in the
license, and receiving the content, and playback means for
playing back the content of the digiltal broadcasting on the
basis of the license.

[0019]

A receiving method ¢f a second aspect of the present
invention is a receiving method including steps wherein a
receiving apparatus receives, via a network, a license that
includes terms of use and channel selection information for
content of digital broadcasting, selects the channel of the
digital broadcasting on the basis of the channel selection
information included in the license, and receives the
content, and plays back the content of the digital
brecadcasting on the basis of the license.

[0020]

In a second aspect of the present invention, a license

that includes terms of use and channel selection information

for content of digital broadcasting is received via a



[Fig. 8] Fig. 8 is a diagram explaining a scramble key included in a viewing license. [Fig. 9] Fig. 9'is
a diagram explaining a method of playing back pay community broadcasting at a receiving terminal.
[Fig. 10] Fig. 10 is a diagram illustrating an exemplary configuration arrangement of community CAS
information. [Fig. 11] Fig. 11 is a flowchart explaining a pay community broadcasting channel
selection process. [Fig. 12] Fig. 12 is a diagram illustrating an exemplary configuration of a second
embodiment of a signal transmitting/receiving system to which the present invention has been applied.
[Fig. 13] Fig. 13 is a block diagram illustrating an exemplary detailed configuration of the receiving
terminal in Fig. 12. [Fig. 14] Fig. 14 is a block diagfam illustrating an exemplary detailed configuration
of the reader/writer in Fig. SIOP0896 [Fig. 151 Fig. 15 is a block diagram illﬁéﬁgﬁﬁg?gn exemplary
hardware configuration of a personal computer. Description of Embodiments [0023] <First
embodimertstwork, the channel of the digital broadcasting is selected
on the basis of the channel selection information included
in the license, content is received, and the content cf the
digital broadcasting is played back on the basis of the
license.
Advantageous Effects of Inventicn
{06211
As above, according tce the present inventicn, only
channel selection information for digital broadcasting that
is viewable at the receiving end can be recognized.
BErief Description of Drawings
[0022]
[Fig. 1] Fig. 1 is a diagram explaining a lseg
broadcasting CAS format.
[Fig. 2] Fig. 2 is a diagram illustrating an exemplary
configuration of a first embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.
{Fig. 3] Fig. 3 is a diagram explaining a licensing
format.
[Fig. 4] Fig. 4 is a block diagram illusirating an
exemplary detailed configuration of the receiving terminal
in Fig. 2.
iFig. 5] Fig. 5 is a block diagram illiustrating an

exemplary detailed configuration of the server in Fig. 2.



[Exemplary configuration of first embodiment of signal transmitting/receiving system] Fig. 2isa
diagram illustrating an exemplary configuration of a first embodiment of a signal transmitting/receiving
system to which the present invention has been applied. [0024] The signal transmitting/receiving
system 30 in Fig. 2 is composed of a terrestrial broadcasting station 31, a community broadcasting
station 32, a receiving terminal 33, a network 34, and a server 35. [0025] The terrestrial
broadcasting station 31 conducts digital terrestrial broadcasting, including free Iseg broadcasting, with
a digital terrestrial broadcast wave. The community broadcasting station 32 conducts pay community
broadcasting receivable only in a service area A if&he central segment of an empty channel on a
digital terrestrial broadcast wave. This pay community broadcasting is receptionSfe&kidtéd by a
licensing format, which is a given - 12 - SIOP0896 CAS format. [0026] The receiving terminal 33 is
a mobile terminal &Blesto rebeRigfreé I$6g dbroadeastigtorepm/l edmingnity bicadeasting transmitted in
the central slegment of a dlilg‘{tal {g‘errestrial broadcast wave. Caonsequently, as illustrated in Fig. 2, in the
case where a l‘fseenrsﬁeos%ce%ansgla]rtoalc}ef\)/lfnogc?esr?ni?‘i%l 3374 #hE service area A, the receiving terminal

33 is able tocheceive pay commLBity hrgadgasting from the community broadcasting station 32 and
free Iseg broadcasting.
[Fig. 7] Fig. 7 is a diagram illustrating an exemplary

structure of a viewing license.

[Fig. 8] Fig. 8 is a diagram explaining a scramble key
included in a viewing license.

[Fig. 9] Fig. 9 is a diagram explaining a method of
playing back pay community broadcasting at a receiving
terminal.

[Fig. 10} Fig. 10 is a diagram illustrating an
exemplary configuration arrangement of community CAS
information.

[Fig. 11] Fig. 11 is a flowchart explaining a pay
community broadcasting channel selection process.

{Fig. 12] Fig. 12 is a diagram illustrating an
exemplary configuration of a second embodiment of a signal
transmitting/receiving system to which the present inventicn
has been applied.

[Fig. 13] Fig. 13 is a block diagram illustrating an
exemplary detailed configuration of the receiving terminal
in Fig. 12.

[Fig. 14] Fig. 14 is a block diagram illustrating an
exenplary detalled configuration of the reader/writer in Fig.

1z.



[0027] Also, the receiving terminal 33 wirelessly communicates with the server 35 via the network
34. For example, in the case where a Wi-Fi-certified terminal is used as the receiving terminal 33, the
receiving terminal 33 wirelessly communicates with the server 35 in conformity to IEEE (Institute of
Electrical and Electronic Engineers) 802.11. Herein, the receiving terminal 33 may also wirelessly
communicate with the server 35 by taking a mobile phone network as the network 34. [0028] The
receiving terminal 33, by wirelessly communicating with the server 35, acquires from the server 35 a
scramble key for unlocking scrambling applied to content, which is the video data and audio data of
pay community broadcasting, - 13 - SIOP0896 et [0029] The server 35 wirelessly communicates
with the receiving terminal 33 via the network 34 and authenticates the receivin@%élr?ﬁ)iéaﬁs& Also, the

server 35 transmits a scramble key for pay community broadcasting broadcasted by the community
broadcasting statibh 32 to'a vafid fecéving ternihars3 Vi terfe tivork Su: ddifordlly, the server 35

conducts agggmgﬂ;p ogessywith respect.to the receiving ferml gl 33 Ior a cgmmunity broadcasting
corresponding a scrarr%ble key transm%tte 5 the %eceiv%g te?r%u%a?%%. Tﬁ%sr.rpégtv%rk 34 may also used
wired commurkeation: tatheb thatinjust wikeless communication. Also, while IP (Internet Protocol) may
be used for the transmission protocol, a network using another transmission protocol is also

acceptable. {8836} [Explanation of licensing format] ~ Fig. 3 is a diagram explaining a licensing
fOﬂnat[OOSQ&irst embodiment>

[Exemplary configuration of first embodiment of signal
transmitting/receiving system]

Fig. 2 is a diagram illustrating an exemplary
configuration of a first embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.

[0024]

The signal transmitting/receiving system 30 in Fig. 2
is composed of a terrestrial broadcasting station 31, a
community broadcasting station 32, a receiving terminal 33,
a network 34, and a server 35.

[0025]

The terrestrial brcadcasting station 31 conducts
digital terrestrial broadcasting, including free lseg
broadcasting, with a digital terrestrial brocadcast wave.

The community broadcasting station 32 conducts pay community
broadcasting receivable only in a szervice area A in the
central segment of an empty channel on a digital terrestrial
broadcast wave. This pay community broadcasting is

reception-restricted by a licensing format, which is a given



As illustrated in Fig. 3, with a licensing format, the receiving terminal 33 purchases and acquires a
viewing license which includes information such as a scramble key required to play back community
broadcasting. Then, the receiving terminal 33 uses the viewing license to play back - 14 - SIOP0896
pay community broadcasting. [0032] [Exemplary detailed configuration of receiving terminal] Fig. 4
is a block diagram illustrating an exemplary detailed configuration of the receiving terminal 33 in Fig. 2.
[0033] The receiving terminal 33 in Fig. 4 is composed of an antenna 51, a tuner 52, a descrambler
53, a demultiplexer 54, a video decoder 55, a selector 56, a display unit 57, an audio decoder 58,
speakers 59, a browser 60, a wireless commurticatfort interface 61, a CAS processor 62, a storage unit
63, and a controller 64. 510P0896

CAS format.
[0026]

The receiving terminal 33 i1s a mobile terminal able to
receive free lseg broadcasting or pay community broadcasting
transmitted in the central segment of a digital terrestrial
broadcast wave. Consequently, as illustrated in Fig. 2, in
the case where a user possessing a receiving terminal 33 is
in the service area A, the receiving terminal 33 is able to
receive pay community breadcasting from the community
broadcasting station 32 and free lseg broadcasting.

[G027]

Also, the receiving terminal 33 wirelessly communicates
with the server 35 via the network 34. For example, in the
case where a Wi-Fi-certified terminal is used as the
receiving terminal 33, the receiving terminal 33 wirelessly
communicates with the server 35 in conformity to IZEE
(Institute of Electrical and Electronic Engineers) 802.11.
Herein, the receiving terminal 33 may also wirelessly
communicate with the server 35 by taking a mobile phone
network as the network 34.

(00281

The receiving terminal 33, by wirelessly communicating
with the server 35, acquires from the server 35 a scramble
key for unlocking scrambling applied to centent, which is

the videc data and audio data of pay community breoadcasting,



[0034] The tuner 52 selects a channel on the basis of tuning information supplied from the
controller 64, and sequentially receives the TS (Transport Stream) in the central segment of a digital
terrestrial broadcast wave via the antenna 51. In other words, the tuner 52 scans the TS in the central
segment of a digital terrestrial broadcast wave. [0035] Also, the tuner 52 selects a channel on the
basis of tuning information supplied from the controller 64, and receives a Iseg broadcasting TS on a
given logical channel - 15 - SIOP0896 from the terrestrial broadcasting station 31 via the antenna 51.
Additionally, the tuner 52 selects a channel on the basis of tuning information supplied from the CAS
processor 62, and receives a community broadcasfing TS on a given logical channel from the
community broadcasting station 32 via the antenna 51. The tuner 52 supplies a $é¢&i¢84 TS to the
descrambler 53. [0036]  The descrambler 53 uses a scramble key supplied from the CAS processor
62 to unlock&€rambling applied to a TS supplied from the tuner 52, and supplies the result to the

demultiplex%ggg]

The server 35 wirelessly communicates with the
receiving terminal 33 via the network 34 and authenticates
the receiving terminal 33. Alsc, the server 35 transmits a
scramble key for pay community broadcasting broadcasted by
the community brcadcasting .statien 32 to a valid receiving
terminal 33 via the network 34. Additionally, the server 35
conducts a payment process with respect to the receiving
terminal 33 for pay community broadcasting corresponding a
scramble key transmitted to the receiving terminal 33, This
network 34 may also used wired communication rather than
just wireless communication. Also, while IP {Internet
Protocel} may ke used for the transmission protocol, a
network using another transmission proetecol is also
acceptable.

[0030]
[Explanation of licensing format]

Fig. 3 1s a diagram explaining a licensing format.
[0031]

As illustrated in Fig. 3, with a licensing format, the
receiving terminal 33 purchases and acguires a viewing
license which includes informaticn such as a scramble key
required to play back community broadcasting. Then, the

receiving terminal 33 uses the viewing license to play back



[0037] The demultiplexer 54 separates a TS supplied from the descrambler 53 into respective
information such as video data, audio data, information for displaying using a browser during
broadcasting (hereinafter called display control information), and PSI (Program Specific Information).
The demultiplexer 54 supplies video data to the video decoder 55 and supplies audio data to the audio
decoder 58. Also, the demultiplexer 54 supplies display control information to the browser 60, and
supplies the respective information, etc. of the PSI to the controller 64 and the CAS processor 62.
[0038] The video decoder 55, following control by the - 16 - SIOP0896 controller 64, decodes video
data supplied from the demultiplexer 54 in a formaticorresponding to the encoding at the terrestrial
broadcasting station 31 or the community broadcasting station 32, and supplies $H€ ¥é&#fto the
selector 56. [0039]  The selector 56, following control by the controller 64, selects video data
supplied froRPtheeFBE ddcb e B5167 itieeddata supplied from the browser 60, and supplies it to the
display unit ?SDQ‘F display unit 57 displays Iseg broadcasting or community broadcasting images, etc.
on the basis of video data supplied from the selector 56. [0040]  The audio decoder 58, following

control by thezgenisolierb4cdecades augdio;datasupplieddramdbe-gemultiplexer 54in a format
corresponding to the encoding at the terrestrial broadcasting station 31 or the community broadcasting

station 32, and supphes thé fesulbiotie Sicakers 5oL ifegpdakers B9 eupupaadio corresponding to

oy SHREEP DR ARR00SE S RESRIPRIGARUA L SPYBURIY RigRdcasing audio

2.
[0033]

The receiving terminal 33 in Fig. 4 is composed of an
antenna 51, a tuner 52, a descrambler 53, a demultiplexer 54,
a video decoder 55, a selector 56, a display unit 57, an
audio deccder 58, speakers 59, a browser 60, a wireless
communication interface 61, a CAS processor 62, a storage
unit 63, and a controller €4,

[0034]

The tuner 52 selects a channel on the basis of tuning
information supplied from the controller 64, and
sequentially receives the TS {Transpoert Stream) in the
central segment cof a digital terrestrial broadcast wave via
the antenna 51. In other words, the tuner 52 scans the TS
in the central segment of a digital terrestrial brecadcast
wave.

[0035]

Also, the tuner 52 selects a channel on the basis of

tuning information supplied frem the controller 64, and

receives a lseg broadcasting TS on a given logical channel



The browser 60 interprets display control information supplied from the demultiplexer 54, generates
video data, and supplies it to the selector 56. - 17 - SIOP0896 [0042]  The wireless communication
interface 61 wirelessly communicates with the server 35 via the network 34. For example, the wireless
communication interface 61 transmits a terminal ID, which is an ID unique to a receiving terminal that
is supplied from the CAS processor 62 and assigned to the receiving terminal 33, to the server 35 via
the network 34. Also, the wireless communication interface 61 receives via the network 34 a viewing
license transmitted as a result of an authentication process conducted by the server 35 using a
terminal ID, and supplies it to the CAS processor 2. f0043]  The CAS processor 62 supplies the
terminal ID of the receiving terminal 33 stored in the storage unit 63 to the wirel€dPE8fHunication

interface 61. Also, the CAS processor 62 sgjj%plies a viewing license supplied from the wireless
communicafisAThiEraCEETE £6 fifd dlorageastiess and chilksarto’Be Sicreth fogadjennadditionally,

the CAS pragessi4 BuBRLSS hniogniamafion nglufled iy the viewing license g the tuner 52, and
supplies a scramble key to the descrambler 53. From among channel Selection inférmation, which is
informationselated & paycomminity kigadeasting.ghasaelsealection thaSASJresassor 62 registers

tuning information, a service ID, - 18 - SIOP0896
62, and receives a community broadcasting TS on & given
logical channel from the community broadcasting station 32
via the antenra 51. The tuner 52 supplies a received TS to
the descrambler 53.
[0036]

The descrambler 53 uses a scramble key supplied from
the CAS processcr 62 to unlock scrambling applied to a TS
supplied from the tuner 52, and supplies the result to the
demultiplexer 54.

[0037]

The demultiplexer 54 separates a TS supplied from the
descrambler 53 into respective information such as video
data, audio data, information for displaying using a browser
during broadcasting (hereinafter called display control
information), and PSI (Program Specific Information). The
demultiplexer 54 supplies video data to the video decoder 55
and supplies audic data to the audio decoder 58. Alsc, the
demultiplexer 54 supplies display control information to the
browser 60, and supplies the respective infcrmation, etc. of
the P51 to the controller 64 and the CAS processor 62.

[0038]

The videc decoder 55, following control by the



a service name, a service type, etc. in a channel selection table, which is a table of channel selection
information in the storage unit 63. [0045]  The storage unit 63 stores a terminal ID, a viewing
license, a channel selection table, etc. [0046]  The controller 64 sequentially supplies the tuner 52
with tuning information for the central segment of each physical channel of a digital terrestrial
broadcast wave. The controller 64 registers the tuning information, service ID, and service type
included in the NIT of Iseg broadcasting and the service name, etc. included in the SDT (Service
Description Table) supplied from the demultiplexer 54 as a result in the channel selection table in the
storage unit. Herein, an SOT is a table containi“ﬁglrﬁet‘a information related to each broadcasting
service (such as the service name, for example). [0047]  Also, the controller 6%196’[9&%(% service
names registered in a channel selection table stored in the storage unit 63 to the browser 60 and

causes a listOF Hsse &t ndffedtrrditifRr 2afidd sremvitedisty ttbé ifsplayed by the display
unit 57 according to;commands; from g ussl, Lhe user views e service list digplayed by the - 19 -

SIOP0896 display unit 57 and issues Instructions selecting the service name of a wevﬁng target
broadcastingtseriicefeameameng theserdicestaimes sistediinthe sesvicetist cbhengantrgller 64, on the
basis of the selection instructions, reads out tuning information corresponding to the viewing target

service nanf& fiBAF fetdfenfdl FeteRior tasie CasFeBppRas 16 the tirdr 52 the

selector 56.
10039]

The selector 56, following control by the contreoller 64,
selects video data supplied from the wvideo decoder 55 or
video data supplied from the browser 60, and supplies it to
the display unit 57. The display unit 57 displays lseg
broadcasting or community broadcasting images, etc. on the
basis cf video data supplied from the selector 56.
£0040]

The audio decoder 38, feollowing control by the
controller 64, decodes audio data supplied from the
demultiplexer 54 in a format corresponding to the encoding
at the terrestrial broadcasting station 31 or the community
broadcasting station 32, and supplies the result to the
speakers 59. The speakers 59 output audio corresponding to
audio data supplied from the audio decoder 58 as lseg
broadcasting or community broadcasting audioc.

00411

The browser 60 interprets display control information

supplied from the demultiplexer 54, generates video data,

and supplies it to the selector 56.



[0048] Additionally, the controller 64 controls the video decoder 55, the selector 56, the audio
decoder 58, and the browser 60 on the basis of respective information in the PSI supplied from the
demultiplexer 54. More specifically, the controller 64 controls the video decoder 55 and the audio
decoder 58 to synchronize video data output from the video decoder 55 with audio data output from
the audio decoder 58, for example. [0049] [Exemplary detailed configuration of server]
block diagram illustrating an exemplary detailed configuration of the server 35 in Fig. 2. [0050] In
the server 35 in Fig. 5, a CPU (Central Processing Unit) 71, ROM (Read Only Memory) 72, and RAM
(Random Access Memory) 73 are connected to eaéhother by a bus 74. [0051] - 20 - SIOP0896  An
input/output interface 75 is additionally connected to the bus 74. Connected to thé8R§&FSutput
interface 75 are an input unit 76, an output unit 77, a storage unit 78, a communication unit 79, and a
drive 80. [0052]%2]

The wireless communication interface 61 wirelessly
communicates with the server 35 via the network 34. For
example, the wireless communication interface 61 transmits a
terminal ID, which is an ID unique to a receiving terminal
that is supplied from the CAS processor 62 and assigned to
the receiving terminal 33, to the server 35 via the network
34. RAlso, the wireless communication interface 61 receives
via the network 34 a viewing license transmitted as a result
of an authentication process conducted by the server 35
using a terminal ID, and supplies it to the CAS processor 62.
[0043)

The CAS processor 62 supplies the terminal ID of the
receiving terminal 33 stored in the storage unit 63 to the
wireless communication interface 61. Also, the CAS
processor 62 supplies a viewing license supplied from the
wireless communication interface 61 to the storage unit 63
and causes it to be stored.
£10044]

Additionally, the CAS processor 62 supplies tuning
information included in the viewing license to the tuner 52,
and supplies a scramble key to the descrambler 53. From
among channel selection information, which is infermation
related to pay community broadcasting channel selection, the

CAS processcr 62 registers tuning information, a service ID,

Fig.5isa



The input unit 76 comprises a keyboard, mouse, microphone, etc. The output unit 77 comprises a
display, speakers, etc. The storage unit 78 comprises a hard disk, non-volatile memory, etc. The
communication unit 79 comprises a network interface, etc. The drive 80 drives a removable medium
81 such as a magnetic disk, an optical disc, a magneto-optical disc, or semiconductor memory. [0053]
In the server 35 configured as above, various processes are conducted due to the CPU 71 loading a
program stored in the storage unit 78 into the RAM 73 via the input/output interface 75 and the bus 74,
and executing the program, for example. [0054] More specifically, the CPU 71 conducts an
authentication process with respect to the receividd términal 33 on the basis of a terminal ID received
from the receiving terminal 33 via the communication unit 79. Also, the CPU 71 5P HPP Bsis of the
results from the authentication process, controls the communication unit 79 - 21 - SIOP0896 to
transmit to theTREERARg BERTinal 38 A VitRinG Yie€nsé& tor-paycGmmanifiebrosti@stingwhich has been

transmitted by.the c ity proa ting_ stati n ich is bej in the storage unit 78.
Additionally,p %%Egpgyg?&c&%ny uc%s ggp;g;yémge)r]?t%E%Ié:}je%%s%vi%evggs%%ic%l?o Séq%e%glg/glr% %érr%ﬁal 33 that has
received a iewinglicense, daspag eommunity broadcasting corresponding to that viewing license.
[0055] Herein, a program executed by the CPU 71 may for example be provided by being recorded
onto a remoV/&bfeedium 81 given as packaged media, etc. Also, a program may be provided via a

wired or Wirelessé; nsmj:ssion mediug %gch s alocal area netV\‘/Lor%Dthealnternet or digital satellite

broadcasting. [00 © ° ,&)I}é%?ﬁ} the server ?raepsro%rar?e’arrlnnéyr}1 Pe msfalledvolr?t%ltﬂg storage unit 78 via

the input/outpuidntasface b giuedto theresravable apedipm:=8% being loaded into the drive 80.
Furthermore, a program may be received by the communication unit 79 via a wired or wireless
transmission Pédilim and installed onto the storage unit 78. Otherwise, a program may be installed in

advancelntheFu%¥g7%g%yy%fgggggéﬂggégéntially supplies the tuner 52

with tuning information for the central segment of each
physical channel of a digital terrestrial broadcast wave.
The controller 64 registers the tuning information, service
ID, and service type included in the NIT of lseg
broadcasting and the service name, etc. included in the SBT
{Service Description Table) supplied from the demultiplexer
54 as a result in the channel selection table in the storage
unit. Herein, an SDT is a table containing meta information
related to each broadcasting service (such as the service
name, for example).

[0047]

Also, the controllier 64 supplies service names
registered in a channel selection table stored in the
storage unit 63 to the browser 60 and causes a list of those
service names {(hereinafter called a service list) to be
displayed by the display unit 57 according to commands from

a user. The user views the service list displayed by the



[0057] [Explanation of viewing license acquisition process by - 22 - SIOP0896 signal
transmitting/receiving system] Fig. 6 is a flowchart explaining a viewing license acquisition process
in the signal transmitting/receiving system 30. [0058] In a step S21 in Fig. 6, the CAS processor 62
of the receiving terminal 33 (Fig. 4) supplies a terminal ID stored in the storage unit 63 to the wireless
communication interface 61, thereby transmitting that terminal ID to the server 35 via the network 34.
[0059] In a step S11, the communication unit 79 of the server 35 (Fig. 5) receives the terminal ID
transmitted from the receiving terminal 33 via the network 34, and supplies it to the CPU 71. In a step
S12, the CPU 71, on the basis of the terminal 1D 3$plied from the communication unit 79, conducts
an authentication process to determine whether or not the receiving terminal 33co?REpdhding to that
terminal ID is a valid receiving terminal to which pay community broadcasting can be provided. [0060]
In the case FhEré s Wetérmiheththat e peceivmgriesinrn 33sis kevalid:eeddiving terminal, in a step

S13 the CPY_74, reads, it aiewing, icense from the storae unit 78, and controlg the communication
unit 79 to transmit that

among the service names listed in the service list. The
centroller 64, on the basis of the selection instructions,
reads out tuning information corresponding to the viewing
target service name from the channel selection table, and
supplies it to the tuner 52.

{6048]

Additionally, the controller 64 controls the video
decoder 55, the selector 56, the audic decoder 58, and the
browser €0 on the basis of respective information in the PSI
supplied from the demultiplexer 54. More specifically, the
controller 64 controls the video decoder 55 and the audio
decoder 58 to synchronize video data ocutput from the videc
decoder 55 with audio data output from the audio decoder 58,
for example.

[0049]
[Exemplary detailed configuration of server]

Fig. 5 is a block diagram illustrating an exemplary
detailed configuration of the server 35 in Fig. 2.

00501

In the server 3% in Fig. 3, a CPU (Central Processing
Unit) 71, ROM (Read Cnly Memory) 72, and RAM (Random Access
Memory} 73 are connected tc each cother by a bus 74.

[0051]



- 23 - SIOP0896 viewing license to the receiving terminal 33. In contrast, in the case where it is
determined that the receiving terminal 33 is not a valid receiving terminal, the process ends. [0061]

In a step S22, the wireless communication interface 61 of the receiving terminal 33 receives the
viewing license transmitted from the server 35, and supplies it to the CAS processor 62. In a step S23,
the CAS processor 62 supplies a completion notification regarding reception of the viewing license to
the wireless communication interface 61, thereby transmitting that completion notification to the server
35. [0062] In a step 514, the communication unit 79 of the server 35 receives the completion
notification transmitted from the receiving termimaf83;-and supplies it to the CPU 71. In a step S15, the
CPU 71 conducts a payment process with respect to the receiving terminal 33 f&i &y £dmmunity
broadcasting corresponding to the viewing license that was transmitted in step S13. The process then
ends. [0063]  Sincé e SRS trinsaita viellingdicadde iclndinbya serarableRey to the

receiving teggin&ll §3big a §i nal éransmittin /receti}/ling,?/ste 30tas gbovg, tr}fe rece,fi\éing terminal 33 is
able to acquire a Scrample key -%ﬁn-eélﬁléog% immet i%féﬁ{?.ou put intertace

are an input unit 76, an output unit 77, a storage unit 78,
a communication unit 7%, and a drive 80.
[0052]

The input unit 76 comprises a keyboard, mouse,
microphone, etc. The output unit 77 comprises a display,
speakers, etc. The storage unit 78 comprises a hard disk,
non-volatile memory, etc. The communication unit 79
comprises a network interface, etc. The drive 80 drives a
removable medium 81 such as a magnetic disk, an optical disg,
a magneto-optical disc, or semiconductor memory.

[00C53]

In the server 35 configured as above, varicus processes
are conducted due to the CPU 71 loading a program stored in
the storage unit 78 into the RAM 73 wia the input/output
interface 75 and the bus 74, and executing the program, for
example,

[0054)

More specifically, the CPU 71 ceonducts an
authenticaticn process with respect to the receiving
terminal 33 on the basis of a terminal ID received from the
receiving terminal 33 wvia the communicaticn unit 79%. Also,
the CPU 71, on the basis of the results from the

authentication process, controls the communication unit 79



[0064] Also, in the signal transmitting/receiving system 30, since the minimum functions of a server
35 required for a licensing format are merely authentication functions, viewing license transmission
functions, and payment functions, the server 35 can be realized at low cost. [0065] [Explanation of
viewing license]  Fig. 7 is a diagram illustrating an exemplary structure of a viewing license. [0066]
The viewing license in Fig. 7 is composed of a license ID which is an ID unique to a viewing license, a
license expiration date which is an expiration date given as terms of use for a viewing license, a
scramble key, and channel selection information. [0067]  The channel selection information is
composed of a network ID, a TSID which is antD4}nigque to a TS, and a pay service list, etc. for pay
community broadcasting corresponding to a viewing license. The pay service list 1€ E8fiposed of a
service ID, a service type, a service name, a tuning frequency, and a PMT packet ID.

to transmit to the receiving terminal 33 a viewing license

for pay community broadcasting which has been transmitted by

the community broadcasting station 32 and which is being

stored in the storage unit 78. Additionally, the CPU 71

conducts a payment process with respect to a receiving

terminal 33 that has received a viewing license, for pay

community broadcasting corresponding to that viewing license.

[0055]

Herein, a program executed by the CPU 71 may for

example be provided by being recorded onto a removable

medium 81 given as packaged media, etc. Also, a program may

be provided via a wired cr wireless transmission medium such

as a local area network, the Internet, or digital satellite

broadcasting.

[0056]

Also, in the server 35, a program may be installed onto

the storage unit 78 via the input/cutput interface 75 due to

the remcvable medium 81 being loaded into the drive 80.

Furthermore, a program may be received by the communication

unit 79 via a wired or wireless transmissicn medium and

installed onte the storage unit 78. Otherwise, a program

may be installed in advance in the ROM 72 or the storage

unit 78.

[0057]

[Explanation of viewing license acquisition process by



[0068] - 25 - SIOP0896 Fig. 8 is a diagram explaining a scramble key included in a viewing
license. [0069] For a scramble key included in a viewing license, one key may be set for one
broadcasting service in pay community broadcasting, as illustrated by A in Fig. 8, or one key may be
set for a plurality of broadcasting services, as illustrated by B in Fig. 8. In the case where one scramble
key is set for one broadcasting service, a payment process is conducted in units of single broadcasting
services, while in the case where one scramble key is set for a plurality of broadcasting services, a
payment process is conducted in units of plural broadcasting services. [0070] Also, it may be
configured such that a scramble key is set for & bfdadcasting service in units of hours, days, or months
of pay community broadcasting. In this case, a payment process is conducted iﬁhﬂﬁ@%?%ours, days,
or months. [0071] [Explanation of pay community broadcasting playback method] Fig.9is a
diagram exptaffiidg atpay E6mimuRfy HRGadcasthPplayB&ek method conducted by a receiving terminal
33.[0072]

Fig. 6 is a flowchart explaining a viewing license
acquisition process in the signal transmitting/receiving
system 30.

[0058]

In a step S21 in Fig. 6, the CAS processor 62 of the
receiving terminal 33 (Fig. 4) supplies a terminal ID stored
in the storage unit 63 to the wireless communicatiocn
interface 61, thereby transmitting that terminal ID to the
server 35 via the network 34.

(0059]

In a step 511, the communication unit 79 of the server
35 (Fig. 5) receives the terminal ID transmitted from the
receiving terminal 33 via the network 34, and supplies it to
the CPU 71. In a step S12, the CPU 71, on the basis of the
terminal ID supplied from the communication unit 79,
conducts an authentication process to determine whether or
not the receiving terminal 33 corresponding to that terminal
ID is a valid receiving terminal to which pay community
broadcasting can be provided.

[0060]

In the case where it is determined that the receiving
terminal 33 is a valid receiving terminal, in a step S13 the
CPU 71 reads out a viewing license from the storage unit 78,

and controls the communication unit 79 to transmit that



- 26 - SIOP0896 As illustrated in Fig. 9, a network ID and tuning information, etc. are stated in an
NIT for pay community broadcasting, whereas a service list is not stated in the NIT. Consequently, the
receiving terminal 33 is unable to recognize a pay community broadcasting service 1D by simply
receiving a digital terrestrial broadcast wave, and is unable to redognize the PMT for that community
broadcas ng. [0073] On the other hand, the receiving terminal 33 is able to recognize channel
selection information for pay community broadcasting by wirelessly communicating with the server 35
and acquiring a viewing license. In other words, channel selection information for viewable free Iseg
broadcasting and pay community broadcastingis ?éco‘gnized in the receiving terminal 33. [00741
Meanwhile, since a PMT packet ID is included in the channel selection informati%h?gog%%}scommunity
broadcasting PMT can be recognized. This PMT contains a service ID, a PCR packet ID, ES
information TordKaEEss 6RERfutING thRroatRakting sERFfE-BRthe’ pay domAfIHiGASToadcasting

corresponding tgﬁ@atc%%rgiqﬁl@eaqq cem r’gg@g&ﬁ% ' _fggg@ti(g% which éagﬁlsiinformation for that

broadcasting service, etc. The community CAS information is composed of a CAS format and
information relaterhto thelsaramhble keyva P¥d- SKH2A896 ¢ised hyithal CASdomnral; ssigh as a license
ID for a viewing license, etc. [0075] Upon recognizing a PMT, the receiving terminal 33 acquires
the ESs of g&§Aéommunity broadcasting on the basis of the ES information included in that PMT. Then,
the receivin%é%rgili?al 33 unlocks the scrambling of those ESs with the scramble key corresponding to
the license ID included in the PMT. As a result, the video and audio of pay community broadcasting is
played back. In a step S22, the wireless communication interface 61

cf the receiving terminal 33 receives the viewing license
transmitted from the server 35, and supplies it to the CAS
processor 62. In a step 523, the CAS processor 62 supplies
a completion notification regarding reception of the viewing
license to the wireless communication interface 61, thereby
transmitting that completion notification to the server 35.
(0082}

In & step 514, the communication unit 79 of the server
35 receives the completicn notification transmitted from the
receiving terminal 33, and supplies it to the CPU 71. In a
step S515, the CPU 71 conducts a payment process with respect.
to the receiving terminal 33 for pay community broadcasting
corresponding to the viewing license that was transmitted in
step 513. The process then ends.
[0063]

Since the server 35 transmits a viewiling license
including a scramble key to the receiving terminal 33 in a
signal transmitting/receiving system 30 as above, the

receiving terminal 33 is able to acguire a scramble key



[0076] As above, since a service list is not stated in a NIT for pay community broadcasting, pay
community broadcasting cannot be played back by simply receiving the pay community broadcasting.
Consequently, it is possible to prevent an unauthorized receiving terminal that has not acquired a
viewing license from playing back a pay community broadcast. [0077] Also, a pay community
broadcasting NIT is composed similarly to a Iseg broadcasting NIT, except that a service list is not
stated. Consequently, in the case where an existing receiving terminal incompatible with pay
community broadcasting receives a digital terrestrial broadcast wave of the present invention, it will
simply be unable to play back pay community Bro%‘éjcasting, and will not malfunction. - 28 - SIOP0896
In other words, only channel selection information for viewable free Iseg broadcﬁ%t‘?ﬁ&%l@ be
recognized in an existing receiving terminal that is incompatible with pay community broadcasting.
[0078] [ExeriPiSR &rr&hdement of community CAS information] Fig. 10 is a diagrams illustrating an
exemplary atrig%g?ment of community CAS information. [0079] As illustrated in Fig. 10, community
CAS information Is stated in a limited reception descriptor placed in a PMT, for example. A CAS format
ID (CA_system_id)1 adcCASHotmat pagkat ID {GAsRiB}.ia grivate-datarayea(Private odata), etc. are
placed in the limited reception descriptor. [0080] The CAS format ID is an ID identifying a CAS
format. In tife-B48e WHer@tRa RS F8RAAERPE cBAvenfiSFA A8 ForfgH 169/ ofRér ®ords in the case
where Iseg information is stated in the limited reception descriptor, an ECM packet ID (ECM_PID)
is stated asjci:n o%;'ljr%”l%alt'%% re a]ftrelzla%Eoaargcrrgerrﬁ:?lieykeayuﬁile%1 int aéFCOKS %Frﬁgtl as the CAS format packet

ID. In the casewhete e &A% farmalsis o kcensing fenmal: o1 inathasavarlsdn the case where
community CAS information is stated in the limited reception descriptor, nothing is stated as the CAS

format packEt?ot it cddewherd thie SASTOragt realized at low cost.
[0085]

[Explanation of viewing license]

Fig. 7 is & diagram illustrating an exemplary structure
of a viewing license.
[CO66]

The viewing license in Fig. 7 is composed of a license
ID which is an ID unique to a viewing license, a license
expiration date which 1s an expiration date given as terms
of use for a viewing license, a scramble key, and channel
selection information.

[0067]

The channel selection information is composed of a
network ID, a TSID which is an ID unigue to a TS, and a pay
service list, etc. for pay community broadcasting
corresponding to a viewing license. The pay service list is
composed of a service ID, a service type, a service name, a
tuning freguency, and a PMT packet ID.

[COes8]



- 29 - 51020896 is a licensing format, a license ID (License_id) is stated in the private data area.
[0081] As above, since a CAS format ID is placed in the limited reception descriptor, it is possible
to contemporaneously operate a conventional CAS format and a licensing format in the signal
transmitting/receiving system 30. [0082] Also, in the case where the CAS format is a licensing
format, nothing is stated in the CAS format packet ID of the limited reception descriptor, and a license
ID is stated in the private data area. Consequently, there is no significant bandwidth consumption of a
digital terrestrial broadcast wave due to the CAS format being a licensing format. [0083] [Explanation
of pay community broadcasting channel selectionddrocess by receiving terminal] Fig. 1lisa
flowchart explaining a pay community broadcasting channel selection process bythBG88éiving
terminal 33. This channel selection process is initiated when the user has viewed service names
displayed on the disglay finits57 aftlkissaad sxstigctivigsale stingpiiiel sefdce hamlerdiepgay community

broadcastingngjiven asa - 301-,
a v1ew1ng ircense.

[0069]

For a scramble key included in a viewing license, one
key may be set for one broadcasting service in pay community
broadcasting, as illustrated by A in Fig. 8, or one key may
be set for a plurality of broadcasting services, as
iliustrated by B in Fig. 8. In the case where one scramble
key is set for one broadcasting service, a payment process
is conducted in units of single broadcasting services, while
in the case where one scramble key is set for a plurality of
broadcasting services, a payment process is conducted in
units cof plural broadcasting services.

[007¢]

Also, it may ke configured such that a scramble key is
set for a broadcasting service in units of hours, days, or
months of pay community breadcasting. In this case, a
payment process is conducted in units of hours, days, or
months.

[0071]
[Explanation of pay community broadcasting playback method]

Fig. 8 is a diagram explaining a pay community
broadcasting playback method conducted by a receiving
terminal 33.

{00727



SIOP0896 viewing target, for example. [0084] In a step S31 in Fig. 11, the controller 64 reads out
from the storage unit 63 tuning information registered in a channel selection table in association with
the service name selected by the user as tuning information for the viewing target, and supplies it to
the tuner 52. [0085] In a step 532, the tuner 52 selects the viewing target pay community
broadcasting on the basis of a frequency indicating by the tuning information supplied from the
controller 64. In so doing, supply of the TS of the viewing target to the demultiplexer 54 via the
descrambler 53 is initiated. [0086] In a step S33, the demultiplexer 54 separates the TS supplied
from the tuner 52 via the descrambler 53 and extra&sa PMT. The demultiplexer 54 supplies that PMT
to the CAS processor 62 and the controller 64. [0087] In a step S34, the CAS préé@sps%%@, on the
basis of the PMT packet ID included in the channel selection information of the viewing license stored
in the storage As illustrated in Fig. 9, a network ID and tuning

information, etc. are stated in an NIT for pay community

broadcasting, whereas a service list is not stated in the

NIT. Consegquently, the receiving terminal 33 is unable to

recognize a pay community breoadcasting service ID by simply

recelving a digital terrestrial broadcast wave, and is

unable to recognize the PMT for that community broadcasting.

[0073]

Cn the other hand, the receiving terminal 33 1is able to
recognize channel selection information for pay community
broadcasting by wirelessly communicating with the server 35
and acguiring a viewing license. In other words, channel
selection information for viewable free lseqg broadcasting
and pay community broadcasting is recognized in the
receiving terminal 33.

[0074]

Meanwhile, since a PMT packet ID is included in the
channel selection information, a pay community broadcasting
PMT can be rececgnized. This PMT containg a service ID, a
PCR packet ID, ES information for the ESs constituting the
broadcasting service of the pay community broadcasting
corresponding to that service ID, and community CAS
information which is CAS information for that broadcasting

service, etc. The community CAS information is composed of

a CAS format and information related to the scramble key



unit 63, acquires and analyzes the viewing target PMT from the PMT supplied from the demultiplexer
54. - 31 - SIOP0896 [0088] In a step S35, the CAS processor 62 determines whether or not the CAS
format stated in the limited reception descriptor of the viewing target PMT is a licensing format. In the
case where it is determined in step 535 that the CAS format is a licensing format, the process
proceeds to a step S36. [0089] In step S36, the CAS processor 62, on the basis of a license ID
stated in the private data area of the viewing target PMT, reads out a scramble key included in the
viewing license corresponding to that license ID from the storage unit 63. The scramble key included in
a viewing license acquired in advance via the riet&érk 34 is stored in the storage unit 63. Then, the
CAS processor 62 supplies that scramble key and the packet IDs of the ESs statéd ¥ ##°viewing
target PMT to the descrambler 53, and advances the process to a step S38. [0090] In contrast, in
the case wHeE?PEFt RYteAhirEtPinfstEpad35 HAtha TASHSARABER Adt £ AEedsiHgFuimat, in step

license, etc.
(00753

Upon recognizing a PMT, the receiving terminal 33
acguires the ESs of pay community broadcasting cn the basis
of the ES information included in that PMT. Then, the
receiving terminal 33 unlocks the scrambling of these ESs
with the scramble key corresponding to the license ID
included in the PMT., As a result, the videc and audio of
pay community broadcasting is playved back.

[0078]

As above, since a service list is not stated in a NIT
for pay community broadcasting, pay community broadcasting
cannct be played back by simply receiving the pay community
breoadcasting. Consequently, it is possible to prevent an
unauthorized receiving terminal that has not acguired a
viewing license from playing back a pay community broadcast.
[0077]

Also, a pay community breadcasting NIT i1s composed
similarly to a lseg broadcasting NIT, except that a service
list is not stated. Consequently, in the case where an
existing receiving terminal incompatible with pay community
broadcasting receives a digital terrestrial broadcast wave
of the present inventiocn, it will simply be unable to play

back pay community breadcasting, and will nct malfunction.



537 the CAS processor 62 conducts processing corresponding to that CAS format and acquires a
scramble key. Then, the CAS processor 62 supplies that scramble key and the packet IDs of the ESs
stated in the viewing target PMT to the - 32 - SIOP0896 descrambler 53, and advances the process to
step S38. [0091] In step S38, the descrambler 53 uses the scramble key supplied from the CAS
processor 62 to unlock the scrambling of the ESs corresponding to the packet IDs supplied from the
CAS processor 62. In so doing, the scrambling applied to the video data and audio data of the viewing
target TS is unlocked. The descrambled TS is supplied to the demultiplexer 54. [0092] In a step
S39, the demultiplexer 54 separates the TS suppKé&d from the descrambler 53 into video data, audio
data, display control information, and the respective information, etc. of the PSISTRE ¢#sultiplexer 54
supplies the video data to the video decoder 55 and supplies the audio data to the audio decoder 58.
Also, the delnultipieer war Siapplieslthecdisplag/icomitsldnfopmatiohdonths srowser 60, and supplies the

respective information. ete. ofthe P10 the contoller §4 20d the CAS prasessor 62. 0093]

existing receiving terminal that is incompatible with pay
community broadcasting.

(00781

[Exemplary arrangement of community CAS information]

Fig. 10 is a diagram illustrating an exemplary
arrangement of community CAS information.
[0079]

As illustrated in Fig. 10, community CAS information is
stated in a limited recepticon descriptor placed in a PMT,
for example. A CAS format ID (CA system id), a CAS format
packet ID (CA PID), a private data area (Private data), etc.
are placed in the limited reception descriptor.

{0080]

The CAS format ID is an ID identifying a CAS format. In
the case where the CAS format is a conventional CAS format,
or in other words in the case where lseg CAS information is
stated in the limited reception descriptor, an ECM packet ID
(ECM_PID) is stated as information related to a scramble key
used in that CAS8 format as the CAS format packet ID. In the
case where the CAS format is a licensing format, or in other
words in the case where community CAS information is stated
in the limited reception descriptor, nothing is stated as

the CAS format packet ID. In the case where the CAS format



In a step 540, the video decoder 55, following control by the controller 64, decodes the video data
supplied from the demultiplexer 54 in a format corresponding to the encoding at the community
broadcasting station 32, and supplies the result to the selector 56. - 33 - SIOP0896 [0094] In a step
541, the audio decoder 58, following control by the controller 64, decodes the audio data supplied from
the demultiplexer 54 in a format corresponding to the encoding at the community broadcasting station
32, and supplies the result to the speakers 59. [0095] In a step S42, the browser 60 interprets the
display control information supplied from the demultiplexer 54, generates video data, and supplies it to
the selector 56. [0096] In a step S43, the selectords, following control by the controller 64, selects the
video data supplied from the video decoder 55 or the video data supplied from tfé $?8&8é&r 60, and
supplies it to the display unit 57. ’ ‘ .
is a licensing format, a license ID (License id) is stated
in the private data area.
00811
As above, since a CAS format ID is placed in the
limited reception descriptor, it is possible to
contemporanecusly operate a conventiocnal CAS format and a
ilicensing format in the signal transmitting/receiving system
30.
[0082]
Alsc, in the case where the CAS format is a licensing
format, nothing is stated in the CAS format packet ID of the
limited reception descriptor, and a license ID is stated in
the private data area. Consequently, there is no
significant bandwidth consumption of a digital terrestrial
broadcast wave due to the CAS format being a licensing
format.
[0C83]
[Explanation of pay community broadcasting channel selection
process by recelving terminal]
Fig. 11 is a flowchart explaining a pay community
broadcasting channel selection process by the receiving
terminal 33. This channel selection process is initiated
when the user has viewed service names displayed on the

display unit 57 and issued instructions selecting the

service name of pay community broadcasting given as a



[0097] In a step S44, the display unit 57 displays images of the viewing target pay community
broadcasting on the basis of the video data supplied from the selector 56. [0098] In a step 545, the
speakers 59 output audio corresponding to the audio data supplied from the audio decoder 58 as
audio of the viewing target pay community broadcasting. Then, the process ends. [0099] - 34 -
SIOP0896 As above, in a signal transmitting/receiving system 30, the functions of a receiving
terminal 33 additionally required for a licensing format are basically just the functions of the CAS
processor 62. Consequently, the development cost of a receiving terminal 33 for a licensing format can

be kept low. Also, in the case where the - 30 -
S10P0B96

viewing target, for example.
[0084]

In a step 831 in Fig. 11, the controller 64 reads out
from the storage unit 63 tuning information registered in a
channel selection table in association with the service name
selected by the user as tuning information for the viewing
target, and supplies it to the tuner 52.

(00851

In a step 832, the tuner 52 selects the viewing target
pray community broadcasting on the basis of a freguency
indicating by the tuning informaticn supplied from the
controller 64. In so doing, supply of the TS of the viewing
target to the demultiplexer 54 wvia the descrambler 53 is
initiated.

[0088]

In a step 533, the demultiplexer 54 separates the TS
supplied from the tuner 52 via the descrambler 53 and
extracts a PMT. The demultiplexer 54 supplies that PMT to
the CAS processor 62 and the controller 64.

[00B7]

In a step 534, the CAS processor &2, on the basis of
the PMT packet ID included in the channel selection
information of the viewing license stored in the storage
unit 63, acquires and analyzes the viewing target PMT from

the PMT supplied from the demultiplexer 54.



functions of the CAS processor 62 are realized by a CPU, etc. that realizes other functions, it is not
necessary to add new hardware for a licensing format. [0100] <Second embodiment> [Exemplary
configuration of second embodiment of signal transmitting/receiving system] Fig. 12 is a diagram
illustrating an exemplary configuration of a second embodiment of a signal transmitting/receiving
system to which the present invention has been applied. [0101] Among the configuration elements
illustrated in Fig. 12, like signs are given to configuration elements like those in Fig. 2, and repeated
description thereof will be reduced or omitted as appropriate. [0102] The configuration of the signal
transmitting/receiving system 100 in Fig. 12 differs ¥rom the configuration in Fig. - 35 - SIOP0896 2
primarily in that a receiving terminal 101 and a reader/writer 102 are provided ingtdtP8Pthe receiving
terminal 33 and the server 35. In the signal transmitting/receiving system 100, a viewing license is
exchanged bYy&¥ig a contactless IC (Integrated Circuit) chip included in the receiving terminal 101.

In a step S35, the CAS processor 62 determines whether
or not the CAS5 format stated in the limited reception
descriptor of the viewing target PMT is a licensing format.
In the case where it is determined in step S35 that the CAS
format is a licensing format, the process proceeds to a step
536,

[co89l]

In step 536, the CAS processor €2, on the basis of a
license ID stated in the private data area of the viewing
target PMT, reads cut a scramble kXey included in the viewing
license corresponding to that license ID from the storage
unit 63. The scramble key included in a viewing license
acquired in advance via the network 34 is stored in the
storage unit 63. Then, the CAS processcr 62 supplies that
scramble key and the packet IDs of the ESs stated in the
viewing target PMT to the descrambler 53, and advances the
process to a step $38.

(00201

In contrast, in the case where it is determined in step
535 that the CAS format is not a licensing format, in step
$37 the CAS processor 62 conducts processing corresponding
tc that CAS format and acguires a scramble key. Then, the
CAS processor 62 supplies that scramble key and the packet

IDs of the ESs stated in the viewing target PMT tc the



[0103] Similarly to the receiving terminal 33, the receiving terminal 101 is a mobile terminal able to
receive free Iseg broadcasting or pay community broadcasting transmitted in the central segment of a
digital terrestrial broadcast wave. Also, the receiving terminal 101 houses a contactless IC chip. In the
receiving terminal 101, a viewing license is acquired from a reader/writer 102 due to the contactless IC
chip utilizing electromagnetic waves to send and receive data to and from the reader/writer 102 in a
contactless manner. [0104] The reader/writer 102 utilizes electromagnetic wave to send and
receive data to and from a receiving terminal 101 and authenticate the receiving terminal 101. Also,
the reader/writer 102 utilizes electromagnetic wav&s o transmit, to a valid receiving terminal 101, a
scramble key for pay community broadcasting that is broadcast by the communﬁ)]/ %‘?8§§éasting station
32. Furthermore, the reader/writer 102 - 36 - SIOP0896 conducts a payment process with respect to
the receivingRRFRHTEP 1B fof pay CbRMIGESroRiR aBHiRT 86 e SPoRERR t%%g scramble key
transmitted {(a GI%% {eceiving terminal 101. [0105] A signal transmitting/receiving system 100
configured as above may conceivably involve installing a reader/writer 102 at the entrance to a golf
tournament venue,rwhkerein $sconnsuaiy breadoastingstatien 32HEaRSRESIPRY campmunity
broadcasting following the rounds of a specific famous player, for example. In this case, an attendee

may pay arﬁé‘ﬁt?é_cﬁ@éife%tl%@e’%ﬁér iWith theaeeeptien fee for payleshntliity Bigeticstifg following the
rounds of agjpe%g fgggoucf%%raa%gt}rﬂchedb{%glgg htlicf(;tr hg(%%%el\fa%% termlnLaJ lglf/ggpalnt%%mmumcable

range of the reader/writer ntrance, and there e able 0 View that pay community

broadcastings Haywexessik sray also he eenfigiired suchshat-thareammunibpbroagdcasting station 32
transmits free community broadcasting following highlight scenes of the golf tournament in addition to
pay commu¥ity biddecastiticp [0T06 ke phary defaildeteconfigjuiaton of sedeilVihgiterminall  Fig.

llzf;gi.slg .bl_oglé Iﬂ%%rgéndi_llus%aéinge%g gg(&bni%lg%getlasilegu%opniigggﬁtjcoon g{éhe receiving terminal 101 in
demultiplexer b54.
[0092]

In a step 539, the demultiplexer 54 separates the TS
supplied from the descrambler 33 into video data, audic data,
display control information, and the respective information,
etc. of the PSI. The demultiplexer 54 supplies the video
data to the video decoder 55 and supplies the audio data to
the audio decoder 58. Also, the demultiplexer 54 supplies
the display contrel information to the browser 60, and
supplies the respective information, etc. of the PSI to the
controller 64 and the CAS processor 62.

[0083]

In a step 540, the videc decoder 55, feollowing control
by the controller 64, decodes the video data supplied from
the demultiplexer 54 in a format corresponding to the
encoding at the community breadcasting station 32, and

supplies the result to the selector 56.



SIOP0896 Among the configuration elements illustrated in Fig. 13, like signs are given to
configuration elements like those in Fig. 4, and repeated description thereof will be reduced or omitted
as appropriate. [0108]  The configuration of the receiving terminal 101 in Fig. 13 differs primarily in
that a contactless IC chip 111 is provided instead of the wireless communication interface 61. [0109]
The contactless IC chip 111 utilizes electromagnetic waves to send and receive data to and from the
reader/writer 102. For example, the contactless IC chip 111 modulates the terminal ID of a receiving
terminal 33 supplied from the CAS processor 62 in a given modulation format, and utilizes an
electromagnetic wave to transmit it to the reader/M#iter 102. Also, the contactless IC chip 111 receives
a viewing license transmitted utilizing an electromagnetic wave as a result of anSdtReRfiéation process
using a terminal ID conducted by the reader/writer 102, and demodulates it in a demodulation format
correspondih@®®“he modulation format of the reader/writer 102. Then, the contactless IC chip 111

supplies a viewin%licens%obtasi%d as a I‘eSLgt ofﬁemo ulation to the CAS processor 62. [0110]
[Exemplary detailed cdnfi§GFation 6f rexdethimr S 3 1080896 Fig " 14'% §BiddiCdiagram

illustrating agyexerplayydetaiied cenfiguration.af thesreadawriterc 102 ipFid-b2-rron
the demultipliexer 54 in a format corresponding to the
encoding at the community broadcasting station 32, and
supplies the result to the speakers 59.
[0095]

In a step 842, the browser 60 interprets the display
control information supplied from the demultiplexer 54,
generates video data, and supplies it to the selector 56.
[0096]

In a step S43, the selector 56, following control by
the contrecller 64, selects the video data supplied from the
videco decoder 55 or the video data supplied from the browser
60, and supplies it to the display unit 57.

[0097]

In a step 544, the display unit 57 displays images of
the viewing target pay community broadcasting on the basis
of the videc data supplied from the selector 56.

[0088]

In & step 845, the speakers 59 ocutput audio
corresponding to the audio data supplied from the audio
decoder 58 as audic of the viewing target pay community
breoadcasting. Then, the prccess ends,

[0089]



[0111] The reader/writer 102 in Fig. 14 is composed of an antenna 151, an analog front end unit 152, a
controller 153, ROM 154, RAM 155, a recording unit 156, and a drive 162. [0112] The antenna 151
utilizes an electromagnetic wave to transmit a viewing license supplied from the analog front end unit
152 to the receiving terminal 101. Also, the antenna 151 receives an electromagnetic wave transmitted
from the receiving terminal 101 and supplies it to the analog front end unit 152. [0113] The analog front
end unit 152 generates a carrier wave on the basis of a clock signal of given frequency. The analog

front end unit 152 modulates a viewing license
- 34 -
S10P0BS6

As above, in a signal transmitting/receiving system 30,
the functions of a receiving terminal 33 additionally
required for a licensing format are basically just the
functions of the CAS processor 62. Consequently, the
development cost of a receiving terminal 33 for a licensing
format can be kept low. Also, in the case where the
functions of the CAS processor 62 are realized by a CPU,. etc.
that realizes other functions, it is not necessary toc add
new hardware for a licensing format.

[0100]

<Second embodiment>

[Exemplary configuration c¢f second embodiment of signal
transmitting/receiving system]

Fig. 12 is a diagram illustrating an exemplary
configuration of a second embodiment of a signal
transmitting/receiving system to which the present invention
has been applied.

[0101]

Among the configuration elements illustrated in Fig. 12,
like signs are given to configuration elements like those in
Fig. 2, and repeated description thereof will be reduced or
omitted as appropriate.

[0102]
The configuration of the signal transmitting/receiving

system 100 in Fig. 12 differs from the configuration in Fig.



supplied from the controller 153 in a given format on the basis of the carrier wave and supplies it to the
antenna 151. Also, the analog front end unit 152 demodulates an electromagnetic wave supplied from
the antenna 151 with a demodulation format corresponding to the modulation format of the contactless
IC chip 111 in the receiving terminal 101, and supplies the terminal ID obtained as a result to the
controller 153. - 39 - SIOP0896 [0114] The controller 153 executes various processes by loading a
program stored in the recording unit 156 into the RAM 155 and executing the program. Specifically,
the controller 153 conducts an authentication process on the basis of a terminal ID supplied from the
analog front end unit 152. Also, depending on the3@stilt of that authentication process, the controller
153 supplies the analog front end unit 152 with a viewing license, stored in the stofE&§e bhit 156, for
pay community broadcasting transmitted by the community broadcasting station 32. Furthermore, the
controller 133 pohdactsly payntént ipracesswithi respecttolazécéilVihgaedminal 101 that has received a
viewing license, forepay,community broadcasting corresponding_to that viewing license. [0115]

Herein, a progfaim éXecut&d by the ContFoiRF 155 nidy 68 Brbvided B§ BEif§ 18¢Gded onto a

removable medium l7 lsgivenas packaged media, for,example; Alsq, a program may be provided via
a wired or wireless transmission medium such as a local area network, the Internet, or digital satellite

broadcastingr {0i6] Alsogifirthesreates/writet 402] &program eway:belinstatied tdthe storage unit 156
by loading a removable ,

exchanged by using a contactless IC (Integrated Circuit)

chip included in the receiving terminal 101.

[0103]

Similarly to the receiving terminal 33, the receiving
terminal 101 is a mobile terminal able to receive free lseg
breadcasting or pay community broadcasting transmitted in
the central segment of a digital terrestrial broadcast wave.
Also, the receiving terminal 101 houses a contactless IC
chip. In the receiving terminal 101, a viewing licensze is
acquired from a reader/writer 102 due to the contactless IC
chip utilizing electromagnetic waves to send and receive
data tc and from the reader/writer 102 in a contactless
manner.

[0104]

The reader/writer 102 utilizes electromagnetic wave to
send and receive data to and from a receiving terminal 101
and authenticate the receiving terminal 101. Also, the
reader/writer 102 utilizes electromagnetic waves to transmit,
tc a valid receiving terminal 101, a scramble key for pay

community broadcasting that is broadcast by the community

broadcasting station 32. Furthermore, the reader/writer 102



- 40 - SIOP0896 medium 171 into the drive 162. Otherwise, a program may be installed in advance to
the ROM 154 or the storage unit 156. [0117]  Herein, the processing in the signal
transmitting/receiving system 100 is similar to the processing in the signal transmitting/receiving
system 30 with the exception that a viewing license is provided by a reader/writer 102. For this reason,
detailed description of such processing will be omitted. [0118]  In the signal transmitting/receiving
system 30 (100) discussed above, reception restriction was conducted using a licensing format for
community broadcasting, but it may also be configured such that reception restriction is conducted
using a licensing format for other Iseg broadcasti®f. Furthermore, it may also be configured such that
reception restriction is conducted only for some community broadcasting or othér438§Htéadcasting.
[0119] Also, the series of processes of the receiving terminal 33 discussed earlier may be executed
by hardwar&or&xetatetl By SofWarB L REeEScasE- bf BReBEIHY fHe $ées 6FpistEsges by software, a

program CO@St'tUQQQlSUfH&SpUtWWe IS mstalled.qcnto a cca)éngut r. Herein, the tern&fgmptuter includes a

erm or a COMMUN L o Corresporn
computer bUI?t Into specia rpo?e ardpware, Ol’y- Ef - ‘E’%) or exampie a geﬁera?—purpose

personal computesablesto.executenariousstunctions dy-astalling varieuspragrams; thereon, etc.
[0L05]

A signal transmitting/receiving system 100 configured
as above may concelvably involve installing a reader/writer
102 at the entrance to a golf tournament venue, wherein the
community broadcasting station 32 transmits pay community
broadcasting following the rounds of a specific famous
player, for example. In this case, an attendee may pay an
entrance fee together with the recepticn fee for pay
community breadcasting fellowing the rounds of a specific
famous player by bringing his or her receiving terminal 101
within communicable range of the reader/writer 102 at the
entrance, and thereby be able to view that pay community
broadcasting. However, it may also be configured such that
the community broadcasting station 32 transmits free
community broadcasting following highlight scenes of the
golf tournament in addition to pay community broadcasting.
[0106]

[Exemplary detailed configuration of receiving terminal]

Fig., 13 is a block diagram illustrating an exemplary
detailed configuration of the receiving terminal 101 in Fig.
12.

[0107]



[0120] Fig. 15 is a block diagram illustrating an exemplary hardware configuration of a personal
computer that executes the series of processes discussed earlier with a program. [0121] Ina
personal computer 200, a CPU (Central Processing Unit) 201, ROM (Read-Only Memory) 202, and
RAM (Random Access Memory) 203 are connected to each other by a bus 204. [0122] An
input/output interface 205 is additionally connected to the bus 204. Connected to the input/output
interface 205 are an input unit 206, an output unit 207, a storage unit 208, a communication unit 209,
and a drive 210. [0123]  The input unit 206 comprises a keyboard, mouse, microphone, etc. The
output unit 207 comprises a display, speakers, etéThe storage unit 208 comprises a hard disk,
non-volatile memory, etc. The communication unit 209 comprises a network inte?fet) &%6. The drive
210 drives a removable medium 211 such as a magnetic disk, an optical disc, a magneto-optical disc,
or semiconductoPhsattoi§0 F24)igx r SOPD89Eenent theigdrsohaktemplter 200 cdifigured as
es of.process discussed earlierés conducted duge to the CPU 201 loading a program

above, the ie{i(e A IS, J €
stored in the sforage Unit 208 iffto the RAM 203 VB i iHpltB LTt itk rfabs205 4R the bus 204, and

executing the: grogiams fer eXampled description thereof will be reduced or
omitted as appropriate.
[0108]

The configuration of the receiving terminal 101 in Fig.
13 differs primarily in that a contactless IC chip 111 is
provided instead of the wireless communication interface 61.
10109]

The contactless IC chip 111 utilizes electromagnetic
waves to send and receive data to and frem the reader/writer
102. For example, the contactless IC chip 111 modulates the
terminal ID of a receiving terminal 33 supplied from the CAS
precesser 62 in a given modulation format, and utilizes an
electromagnetic wave to transmit it to the reader/writer 102.
Also, the contactless IC chip 111 receives a viewing license
transmitted utilizing an electromagnetic wave as a result of
an authentication process using a terminal ID conducted by
the reader/writer 102, and democdulates it in a demodulaticn
format corresponding to the modulation format of the
reader/writer 102. Then, the contactless IC chip 111
supplies a viewing license cbtained as a result of
demodulation to the CAS processor 62.

[0110}]

[Exemplary detailed configuraticn of reader/writer]



[0125] A program executed by the personal computer 200 (CPU 201) may for example be provided
by being recorded onto a removable medium 211 given as packaged media, etc. Also, a program may
be provided via a wired or wireless transmission medium such as a local area network, the Internet, or
digital satellite broadcasting. [0126]  In the personal computer 200, a program may be installed to
the storage unit 208 via the input/output interface 205 by loading the removable medium 211 into the
drive 210. Also, a program may be received by the communication unit 209 via a wired or wireless
transmission medium and installed to the storage unit 208. Otherwise, a program may be installed in
advance in the ROM 202 or the storage unit 208.36127]  Herein, in the present specification, the
steps stating a program stored in a program recording medium may obviously inchidé pPdcesses
conducted in a time series following the - 43 - SIOP0896 described order, and may also include
processes executéddn phtfaliél 6t iRdRduSINATKRBULLAS CESSRRT. BEINg proEessed iy a time series.

E)‘ifﬁ}ura” @%%gnp?gg% el %%%%%‘E‘%%“%’% 3 Rystem fefers ta the torgllty of an,apparatus composed
[0111]

The reader/writer 102 in Fig. 14 is composed of an
antenna 151, an analog front end unit 152, a controller 153,
ROM 154, RAM 155, a recording unit 156, and a drive 1l62.
(0112}

The antenna 151 utilizes an electromagnetic wave to
transmit a viewing license supplied from the analog front
end unit 15Z to the receiving terminal 101. Alsc, the
antenna 151 receives an electromagnetic wave transmitted
from the receiving terminal 101 and supplies it to the
analog front end unit 152,

[0113]

The analecg front end unit 152 generates a carrier wave
on the basis of a clock signal of given frequency. The
analeg front end unit 152 modulates a viewing license
supplied from the controller 153 in a given format on the
basis cof the carrier wave and supplies it te¢ the antenna 151.
Alsc, the analog front end unit 152 demcdulates an
electromagnetic wave supplied from the antenna 151 with a
demcdulation format corresponding to the modulaticon format
of the contactless IC chip 111 in the recelving terminal 101,
and supplies the terminal ID obtained as a result to the

controller 153.



An embodiment of the present invention is not limited to the embodiments discussed above, and
various modifications are possible within a scope that does not depart from the principal matter of the
present invention. Reference Signs List [0130] 30 signal transmitting/receiving system 33 receiving
terminal 35 server 52 tuner 53 descrambler 61 wireless communication interface 71 CPU 79
communication unit

S10P0O8S6

[0114]

The controller 153 executes various processes by
loading a program stored in the recording unit 156 into the
RAM 155 and executing the program. Specifically, the
controller 153 conducts an authentication process on the
basis of a terminal ID supplied from the analog front end
unit 152. Also, depending on the result of that
authentication process, the controller 153 supplies the
analecg front end unit 152 with a viewing license, stored in
the storage unit 156, for pay community broadcasting
transmitted by the community broadcasting station 32.
Furthermore, the controller 153 conducts a payment process
with respect to a receiving terminal 101 that has received a
viewing license, for pay community broadcasting
corresponding to that viewing license.

{01157

Herein, a program executed by the controller 153 may be
provided by being recorded onto a removable medium 171 given
as packaged media, for example. Also, a program may be
provided via a wired or wireless transmission medium such as
a local area network, the Internet, or digital satellite
broadcasting.

[0116]
Also, in the reader/writer 102, a program may be

installed to the storage unit 156 by loading a removable



100 signal transmitting/receiving system 101 receiving terminal 102 reader/writer - 44 - SIOP0896
111 contactless IC chip 151 antenna 153 controller - 45 - SIOP0896

- 40 -
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medium 171 into the drive 162. Otherwise, a program may be
installed in advance to the ROM 154 or the storage unit 156,
[0117]

Herein, the processing in the signal
transmitting/receiving system 100 is similar to the
processing in the signal transmitting/receiving system 30
with the exception that a viewing license is provided by a
reader/writer 102. For this reason, detailed description of
such processing will be omitted.

[0118]

In the signal transmitting/receiving system 30 (100}
discussed above, reception restriction was conducted using a
licensing format for community broadcasting, but it may also
be ceonfigured such that reception restriction is conducted
using a licensing format for other lseg broadcasting.
Furthermecre, it may alsoc be configured such that reception
restriction is conducted only for some community
broadcasting or other lseg broadcasting.

[0119]

Also, the series of processes of the receiving terminal
33 discussed earlier may be executed by hardware or executed
by software. In the case of executing the series of
processes by software, a program constituting such software
is installed onto a computer. Herein, the term computer

includes a computer built into special-purpcose hardware, or



CLAIMS [Claim 1] A transmitting apparatus, comprising: acquiring means for acquiring a license
that includes terms of use for content of digital broadcasting used at a receiving apparatus that
receives the digital broadcasting; and transmitting means for transmitting the license that includes
terms of use for content of digital broadcasting to the receiving apparatus that receives the digital
broadcasting; wherein the license includes channel selection information for receiving the content
of the digital broadcasting. [Claim 2] The transmitting apparatus according to Claim 1, wherein

the license includes a decryption key for unlocking encryption applied to the content. [Claim 3] The
transmitting apparatus according to Claim 1, charégterized in that the content of the digital
broadcasting is transmitted by community broadcasting. S10P0896

for example a general-purpose perscnal computer able to
execute varicus functions by installing varicus programs
therecn, etc.

[0120]

Fig. 15 is a block diagram illustrating an exemplary
hardware configuraticn of a perscnal computer that executes
the series of processes discussed earlier with a program.
(0121}

In a personal computer 200, a CPU (Central Processing
Unit) 201, ROM (Read-Only Memory) 202, and RAM (Random
Access Memory) 203 are connacted to each other by a bus 204.
[0122]

An input/output interface 205 is additionally connected
to the bus 204. Connected to the input/output interface 205
are an input unit 206, an output unit 207, a storage unit
208, a communicaticon unit 209, and a drive 210.

[0123]

The input unit 206 comprises a keyboard, mouse,
micropheone, etc. The output unit 207 comprises a display,
speakers, etc. The storage unit 208 comprises a hard disk,
nen-volatile memory, ete. The communication unit 209
conprises a network interface, etc. The drive 210 drives a
removable medium 211 such as a magnetic disk, an optical
disc, a magneto-optical disc, or semiconductor memory.

[0124]



[Claim 4] - 46 - S1IOP0896 The transmitting apparatus according to Claim 1, wherein  the
transmitting means transmits the license to the receiving apparatus via a network. [Claim 5] A
transmitting method, including steps wherein a transmitting apparatus acquires a license that includes
terms of use for content of digital broadcasting used at a receiving apparatus that receives the digital
broadcasting, and  transmits the license that includes terms of use for content of digital broadcasting
to the receiving apparatus that receives the digital broadcasting,

- 42 -
S510P0B96

In the perscnal computer 200 configured as above, the
series of process discussed earlier is conducted due to the
CPU 201 loading a program stored in the storage unit 208
into the RAM 203 via the input/ocutput interface 205 and the
bus 204, and executing the program, for example.

[0125]

A program executed by the personal computer 200 {(CPU
201} may for example be provided by being recorded ontc a
removable medium 211 given as packaged media, etc. Also, a
program may be provided via a wired or wireless transmission
medium such as a local area network, the Internet, or
digital satellite broadcasting.

[0126]

In the personal computer 200, a program may be
installed to the storage unit 208 via the input/output
interface 205 by loading the removable medium 211 into the
drive 210, Also, a program may be received by the
communication unit 209 via a wired or wireless transmission
medium and installed to the storage unit 208. Otherwise, a
program may be installed in advance in the ROM 202 or the
storage unit 208.

[0127]

Herein, in the present specification, the steps stating

a program stored in a program recording medium may obviously

include processes conducted in a time series following the



wherein  the license includes channel selection information for receiving the content of the digital
broadcasting. [Claim 6] A receiving apparatus, comprising:  license receiving means for receiving,
via a network, a license that includes terms of use and channel selection information for content of
digital broadcasting; content receiving means for selecting the channel of the digital broadcasting on
the basis of the channel selection information included in the license, and receiving the content; and -
47 - SIOP0896 playback means for playing back the content of the digital broadcasting on the
basis of the license. [Claim 7] The receiving apparatus according to Claim 6, wherein
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described corder, and may alsc include processes executed in
parallel or individually without necessarily being processed
in a time series.

(01281

Alsoc, in the present specificaticen, a system refers to
the totality of an apparatus composed of a plurality of
apparatus.

[0129]

An embodiment of the present invention 1s not limited
to the embodiments discussed above, and varicus
modifications are possible within a scope that does not
depart from the principal matter of the present inventicn.
Reference Signs List
[0138]

30 signal transmitting/receiving system

33 receiving terminal

35 server

52 tuner

53 descrambler

61 wireless communication interface

71 CPU

79 communication unit

100 signal transmitting/receiving system

101 receiving terminal

102 reader/writer



the license includes a decryption key for unlocking encryption applied to the content. [Claim 8] The
receiving apparatus according to Claim 7, further comprising: decrypting means for decrypting
encrypted content using the decryption key. [Claim 9] The receiving apparatus according to Claim
6, characterized in that the received content of the digital broadcasting is transmitted by community
broadcasting. [Claim 10] The receiving apparatus according to Claim 6, characterized in that the

license receiving means receives the license via a network. [Claim 11] A receiving method, including
steps wherein a receiving
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111 contactless IC chip
151 antenna

153 controller



apparatus receives, via a network, a license that includes terms - 48 - SIOP0896 of use and channel
selection information for content of digital broadcasting,  selects the channel of the digital
broadcasting on the basis of the channel selection information included in the license, and receives the
content,and  plays back the content of the digital broadcasting on the basis of the license.
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CLAIMS

IClaim 1]

A transmitting apparatus, comprising:

acquiring means for acquiring a license that includes
terms of use for content of digital bkrocadcasting used at a
receiving apparatus that receives the digital breadcasting;
and

transmitting means for transmitting the license that
includes terms of use for content of digital broadcasting to
the receiving apparatus that receives the digltal
broadcasting;
wherein

the license includes channel selection information for
receiving the content of the digital brcadcasting.
[Claim 2]

The transmitting apparatus according to Claim 1,
wherein

the license incliudes a decryption key for unlocking
encryption applied to the content.
[Claim 3]

The transmitting apparatus according to Claim 1,
characterized in that

the content of the digital broadcasting is transmitted
by community broadcasting.

[Claim 4]
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The transmitting apparatus according to Claim 1,
wherein

the transmitting means transmits the license to the
receiving apparatus via a network.
[Claim 5]

A transmitting method, including steps wherein a
transmitting apparatus

acquires a license that includes terms of use for
content of digital broadcasting used at a receiving
apparatus that receives the digital broeadcasting, and

transmits the license that includes terms of use for
content of digital broadcasting to the receiving apparatus
that receives the digital broadcasting,
wherein

the license includes channel selection information for
receiving the content of the digital broadcasting.
[Claim &)

A receilving apparatus, comprising:

license receiving means for receiving, via a network, a
license that includes terms of use and channel selection
informatiocn for content of digital brocadcasting;

content receiving means for selecting the channel of
the digital broadcasting on the basis of the channel
selection information included in the license, and receiving

the content; and
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playback means for playing back the content of the
digital brcadcasting on the basis of the license.
[Claim 7]

The receiving apparatus according to Claim 6, wherein

the license includes a decryption key for unlocking
encryption applied to the content.
[Claim 8}

The receiving apparatus according to Claim 7, further
comprising:

decrypting means for decrypting encrypted content using
the decryption key.
[Claim 9]

The receiving apparatus according teo Claim 6,
characterized in that

the received content of the digital broadcasting is
transmitted by community broadcasting.
[Claim 10]

The receiving apparatus according teo Claim 6,
characterized in that

the license receiving means receives the license via a
network.
[Claim 11]

A receiving method, including steps wherein a receiving
apparatus

receives, via a network, a license that includes terms
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of use and channel selection information for content of
digital broadcasting,

gelects the channel of the digital broadcasting on the
basis of the channel selection informaticn included in the
license, and receives the content, and

plays back the content of the digital broadcasting on

the basis of the license.



