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A CDVA NETWORK AND A GSM NETWORK CROSS- REFERENCE TO
we&EL BN 74PPLI CATI ON [ 0001] This application clkarmns2004/010304

priority fromU.S. Provisionalf Patent Application

Serial No.60/460, 257, filed April 2, 2003. FIELD OF

THE | NVENTI ON [ 0002] The present invention relates

generally to wirel ess communi cati on systens, and nore

particularly to systens that perm it ciphering between

. COPHERING BETWEENMAGHMA NEEWERKOANBOA FSM
Code division nultiple aNETSWQORK) is a digital

wi rel ess technol ogy that inherently has relatively
greater bandwi dth capacity, i.e., that inherently

permts the servici I&Of nore tel eEhone calls per
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CDVA'I'N ecur e ‘conmruni
U S. PatsNo. W460425970ﬁ1eampn12,a0@3.p0r ated herein by
reference, sets forth details of a CDVA system which
can be used to transmt both voice calls and non-voice

comput er data. [ OOGHgL Qﬁﬁi? &Mﬂﬁﬁ ges of CDMA,

other wirel ess systens exis at usé o
[9002ici pl'Es. pré‘sxent isxartipheclaten genecdilyoth wleessmnfrmm\ﬁmﬁ systems,

used, a version of time division
mul ti %‘?Vg;m ‘[‘VI d@@}’“@ﬁ%f}ﬁ’%l’e@%ﬁ@l&ﬁqnﬁ&e &8 afyDMA

ot hern%ﬁ&m@gmgémb&s are used, wreless
comruni cati on systens can be thought of as having two

mai n conponents, nanely, the wireless radi o access

net wor k ( RAN) and the cqye i cture which

communi cates with the R%@gkgwltxter nal systens,

PU63] as Qdae divasibh nfulisplk wﬁamm M&gﬁﬂtw&%ss(té’c%mogy that

the Internet (parti cuI arI y though not exclusively
f or diheready hayrelagiyely maéerdv@n@mdﬂf ¢apatityu &eu thag inherently permits

g:ssgfh% g&bce négf hog tel % ?1& %Beﬁﬁ%g&j) & glalg% & \%i%e ess

ter ﬁBccﬂﬁmdﬁMﬁidhﬁbﬂﬁloﬁigmu MG VeRthe EREATHebtrif p‘él‘ﬂ@i@%stof
particul ari zed, typically systemspecific call

swi t chPM ichesalyinsevidnsashts commaidentionsyd)2h Bareotie74901,307,

PCT/ Lﬁ%&%ﬁfa@é‘dqﬁgén bg reference, sets forth details of a CDMA system, which
can be used to transmit both voice calls and non-voice computer data.

[0004] Despite the advantages of CDMA, other wireless systems exist that use other
principles. For example, in much of the world GSM is used, which employs a
version of time division multiple access.

[0005] Whetl\ler CDMA principles or other wireless principles are used, wireless
communication systems can be thought of as having two main components,
namely, the wireless radio access network (RAN) and the core infrastructure
which communicates with the RAN and with external systems, such as the
public switched telephone network (PSTN), the Internet (particularly although
not exclusively for data calls), etc. The core infrastructures associated with the
various wireless technologies can be very expensive, both in terms of hardware

and in terms of developing communication protocols to support particularized,

typically system-specific call switching, subscription and attendant



aut hentication and call nonitoring, and billing.

Consequently, the comunication protocols of one
woizo@lesgesystem (in the case of GSM GSM pr oPOT®ISS04/010304

and in the case of CDMA such gs cdma2000-1x, |S-41

protocol s) may not be conpatible with those of

anot her system w t hout expensively prohibitive

al t er aiithertication ditEcatiahénitotingasid Billingl € @keqRBRtlE Yisd em

or the other. [0006] It would be desirable to

i nt er AENEFRICaticn prokdeols cEORRWEIGRD FYsten findhease of GSM, GSM

net wo [ )

w th PRIoklE At ERSe RETNIR HEF afladu ol BREF pifitols) may

of a GENdwmagatiblerveth thb seasfanothier systens witheut €xpbhsively prohibitive

extant, i n,much of the worl d. 007] Thus, _a dual - node
mobi | alteratignsdn thegpremfiastgintug [0? sn%%wgﬁw a@@s@%ep
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, Europe, and to use a I nfrastructure
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[0008] ,In, one aspect. of the pr t. inventiqn, a .
et hoB BRiARE GPE Seabligf e 4t P SHO-h38ed Bh nfrairyyre, since
net wo M iCkxdant @ERREH BEth¥Rkigenabl i ng a nobil e station
(M5) subscribed in the first network to comuni cate

RO0Hg t HEhus ez durd-nrasteviaetitle stationpraydieapabledité adyantageously

i dentity.of t.he ile statjo obt ai.ni n

ot e et AR sdte HeBh PR e PRl B P2, Ergpgigng to vse a
based COMARgfrhsh@biikd Whed in} Be., bUh@edstateson,  using

the authentication information fromthe first network

to create a key, substituting the key for SSD A used

ina first algori Wgﬁykﬂgfw bile

station, and subsﬁj uting the Key orkggB used in a
svo8ind  dh@ae afpeot dfthe present pivenios agasthbe b MrieleéI@mmunications
nobil e statign and the second_network. [0009] It is

under BeBEE & A5t ntvrak 2t seroRE RERVOsK erahding agahile station (MS)
ko 11 e dERARe bR o KRR ERng BelsBGhE network

descr cahpriging sthang amideatityad sheembbidk stetivng obthirikeauthentication
i nvention are shown and  described by.way of i .

i 11 ustrermagien fee e rst@é%%fi’e%qn o Qq%ﬁ%qﬁth%w?b%e station,
cap ab{lﬁng the aﬁflféﬁfic;ﬁﬁﬁ ilgfofgflﬁ[cﬁ;lgﬁoﬁ PRSI rdatSa key,

severa etalls are capable modi fication In

var i osubstituting thedsgyefor 8SDaA hisediin ladirst algpihmito guthedivaterthe

irit d f. t.he t.1 [ .. .
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as restrictive. WD 2004/091176 PCT/ US2004/ 010304 3

B0EF DEtScRnPTystord drt piher ppbadinests of the present invention will become
readily apparent to those skilled in the art from the following detailed

description, wherein various embodiments of the invention are shown and
described by way of illustration. As will be realized, the invention is capable of
other and different embodiments and its several details are capable of
modification in various other respects, all without departing from the spirit and
scope of the present invention. Accordingly, the drawings and detailed

description are to be regarded as illustrative in nature and not as restrictive.



[0010] Figure 1 shows a block diagram of a system

architecture using a Mobile Sw tching Node (MSN) in
weacowrodariee Wit h an enbodi ment. [0011] Fi gure BCShus2®4/a10304

bl ock diagram of a wi reless canmunications system

conprising a CDMA network, a GSM network, Gener al

d obal Gateway (G35, and nobile stations in

accordance vviBRIEEEEﬂIdRIPfEmN(DEQ’Hai: DRAWIRGSa and
har aut hent| cating a CDVA nobil e

f I o
E’B%\ i on rﬁ 16§ %’B% chtdil%ﬁ’iamﬁ & Sysiwn sechideetiurei using a Mobile

accorganelgn ret Shar ed
Data (SSD); 001] SR ure:!4mb§g%?1?%lsaﬂt% 4 |

IBRE]- 41 Fagire 8sbows @b];ncbdwgralg ofi aitwirehdsh CarhindficatidRQ éltl-m
Fi gurg, hows au of a GSM subscri
in an RE%? R Cﬁ?@?‘)&" ég&“ﬁ%ﬂﬂfl‘h Srwnprahiabal Gateway
cr ede(@d@), smayndbﬂb@&ut{ﬁs ﬁsac&?'@a&e'vﬂthﬁ-ﬁ Sihes. M th

e I'nfo

an enbodi nment 015] Figure rivati on
PR £ of lalrws?mlwss@ﬂmam forantedticaingia CDRMAC hobile

the SSDs thes rving
R R R S M T ——

Fi gurrmtﬁst@A@reﬁSharéd Dugl(SSBYi stration scenario

for SSD sharing in accordance with an

f
WRikbcr nEiseRe ¢ Gordete o B BANNOVE apheeatinfoqastingerfhantication:
C/
(0061 2, ° HRREESS Shilyd BOLTHERI B BEL Bisr Rl ar AN

enbodietreori; usm[goaa;m affh@iticatich aemwbqud I 0EaLISIRA in
aut hent i gatl on _procedure for a GSM nobi |l e statl on in

accorrGSMEE SR H! Yhera Went; [0019] Figure 10

0®SEr i be
[netvvork oozo}%%éutgﬁiﬁg‘g @ escn%’ %ﬁ/ﬁé}@e%ﬁb upﬁeprocedure

genermphish the GGG uELIWS MGSED shaGBMAth the bawing: MEOA2 IR in
Flgurel ssaeflowdurlngreglstratlonln

accordal %@cﬁn"‘fmﬁiaﬁ’ﬁe Bitment; [0022] Figure 13 shows
0016] NesBiggR: T {HOWsGHh

[I n ] accol‘;ggﬁnce V\/lstqjﬁ %JEgle%‘%ﬂngﬁn%ﬁSfcgﬁd drﬁ ?@‘3%%@? ?‘émng n
14 sl@@@%dftmé%@@g@ﬁimwtﬁurl ng a nobile term nated

[% / OglLi %rkp%? %%glgﬁ? gl% glm?vznlfof gggc%iasr;%ﬁtreglstrvetlon with a new

MSC/VLR when SSD sharing is allowed in accordance with an embodiment;

[0018] Figure 9 shows an outline of an authentication procedure for a GSM mobile
station in accordance with an embodiment;

[0019] Figure 10 describes GSM key generation with a GSM MS in a GSM
network;

[0020] Figure 11 describes CDMA key generation with a CDMA MS in a CDMA
network;

[0021] Figure 12 shows a message flow during registration in accordance with an
embodiment;

[0022] Figure 13 shows the message flow during a mobile originated (MO) call in
accordance with an embodiment; and

[0023] Figure 14 shows the message flow during a mobile terminated (MT) call in

accordance with an embodiment.



DETAI LED DESCRI PTI ON [0024] Acronyns [0025] 3GPP2 -

3rd Generation Partnership Project 2 [0026] Ack -
wéchnmeigdgenent [ 0027] ACM - Address Conpl et e PUVERS298/010304

[0028] ANM - Answer Message [(Q029] Assign - Assignnent

[0030] AuC - Authentication Center [0031] Auth -

Aut henti cation [0032] AUTHR - Authentication Response

[0033] BS - Base St a3y PAILEDIFLSEREPTIGRSe Station
Controller [0035] BTS - Base station Transceiver

Subsystem [ 0036] CAVE - Cel |l ul ar Authentication and
Xﬁb@e En tion [0037] CDVA - Code Division Miultiple
cess | 000 - Third Generation CDVA [0039]

0d25] ChaaGrp2 { $1a4Gnefahlon PaehdrstipPrdybgage [ 0041] CMVEA
- Cel lul ar Message Encryption Al gorithm [0042] ECVEA
[Oomhane%@((}&‘éﬂ“{"dm}n N - Electronic Serial Nunber

B8 R SRR BRI WD i th COUA2000

[(IDQ&]G] HAIRM - NasmerlMesstgeoon Regi ster [0047] | AM -
I ni.tial &dres Message [0048] IMSI - International
92?0 e tity [0049] ISUP - |SDN User

@56 [ 00R4: - A'ihftl%n icdtifnCdipdyi on [0051] 1G5 - Inter
erability Specification [0052] IP - Internet

[hﬂﬁ;]opolA@tﬁGS@ﬂuthﬁuloatiﬁn phering Key [0054] Ki -
SR il 10
[0033] BS - Base Station

[0034] BSC - Base Station Controller

[0035] BTS - Base station Transceiver Subsystem

[0036] CAVE - Cellular Authentication and Voice Encryption
[0037] CDMA - Code Division Multiple Access

[0038] CDMAZ2000 - Third Generation CDMA

[0039]  CH - Channel

[0040] CM - Cellular Message

[0041] CMEA - Cellular Message Encryption Algorithm
[0042] ECMEA - Enhanced CMEA

[0043] ESN - Electronic Serial Number

[0044] GSM - Global System for Mobile communications
[0045] GSM1x - Convergence of GSM-MAP with CDMA2000
[0046] HLR - Home Location Register

[0047] TAM - Initial Address Message

[0048] IMSI - International Mobile Subscriber Identity

[0049] ISUP - ISDN User Part

[0050] Info - Information

[0051] IOS - Inter Operabilit}; Specification

[0052] IP - Internet Protocol

[0053] Kc - Ciphering Key

[0054] Ki - Individual Subscriber Authentication Key



5 [0055] MAP - Mobile Application Part [0056] MN -

Mobil e Identification Nunber [0057] MO - Mbbile
warbgimat’ed [ 0058] M5 - Mobile Station [0059] RSNUS2004/010304

Mobi | e Switching Node [0060] sMI' - Mbbile Term nated

[0061] PDSN - Packet Data Service Node [0062] PLC -

Private Long Code [0063] PLCM - PLC Mask [0064] Priv

10085] Vacy APQOGBDi1EEPPlicatiBLPhitc Swi t ched Tel ephone
. Net wor k 0066] RAN - Radi o Access Network [0067] RAND

100%6]ndo aMehilpddexfificatippdgepeReq - Request [ 0069]

- ( . éﬂl F | M - Subscriber Identity
:{D}g’gﬁﬁ e 3?8)8(7]%%8%%/@91 eo%rt Message Service [0072] SMsC
{008Bjor t MBS MoleileFntiorce Center [0073] SRES - Signed

Res onscraMEOOM] SSD - Shared Secret Data [0075] SS7 -
§05Pal | YSYMehileSwitelingNoger - Traffic Channel

:[15(9)9317] T"M%i?ﬁgﬁﬂjf{%g%o] [0078] VPM - VP Mask [0079]

yst'em Architectures In an enbodi nent, the
$00s1lem i PIDEN - Paclsst HaCBskviedNodet h a GSM Core net wor k.

This is achieved hy usj a nobile station (M5) with a
802 sub@c(grgfli"@ﬁ HE%SH%SM network entity. Two of the
gmﬁg]ons pPracvt e SBiMsknet work entity are: (1) A Mbile -
Wt

ching Node (M5N); and (2) An Interworking and
[006&r operabi PiivacyFunction (11 F). WD 2004/ 091176

l[DO%PS]US2 %%19}93%0 Switched Telephone Network
[0066] RAN - Radio Access Network

[0067] RAND - Random Challenge Data
[0068] Req - Request

[0069] Resp - Response

[0070] SIM - Subscriber Identity Module
[0071] SMS - Short Message Service

[0072] SMSC - Short Message Service Center
[0073] SRES — Signed Response ‘
[0074] SSD - Shared Secret Data

[0075] SS7 - Signaling System 7

[0076] TCH — Traffic Channel

[0077] VP - Voice Privacy

[0078]  VPM - VP Mask

[0079] System Architectures

[0080] In an embodiment, the system integrates a CDMA RAN with a GSM Core
network. This is achieved by using a mobile station (MS) with a GSM
subscription and a GSM network entity. Two of the options for the GSM

network entity are:

(1) A Mobile Switching Node (MSN); and
(2) An Interworking and Interoperability Function (IIF).



6 [0081] A Mobile Switching Node (MSN) is a network
swtching el enment that supports conmunication between

wa 28i4aadiasd | OS conpliant CDMA RAN and a GSM €0TAIS2004/010304
network. The GSM MBN wi Il work with GSM Core network
entities such as the HLR, AuC and SMSC. The GSM
system architecture using the MSN is shown in Figure
1. [0082] A Ceneral dobal Gateway (GGG is an

o A RSB L R s
The t
e s%ﬁg% ts) ﬁ%nﬁfﬁ@éti%% br%nﬁﬂéiﬁ a B RS Stiant EBHMA

interc n an ment, the can be call
a GSMNGSM3Lodealetviaak e Wahy GSIV ASEwill mepk estarESMdPore network entities

2t newehas e KriC b Rhtc oGP o S ehsggyre wsing the

soI utmwggg&w&rg%ﬁgalrd CDVA MBCI VLR in addition to

I nterworks between these el enents
[ansz] t hé\ &mde(&bbwmﬁwm@@%imtegwm aadl Ipferpperability

the ceasiof CimiiEliery e Bl Sy e UD A vl GG " BBt

Fi gurheltefih OdteAvdrkQC kndlatadvefks @ caY Bt &iferchanged. In an
architecture 100 usi ng an MSN in accordance with_an

en‘ood¢m’@0ﬂlmeﬂthﬁ16§3y@6@ml bggal&drmGSMég Global|Gatesyast | BresGGG

Tos, Brpet o P S5 TE A et e Mhuerigiation ang

[ 0084$M"Sf1anmlﬁe1rm@ ﬂGGQéluﬁ@ﬁﬁgds&%ﬁanBﬁ'rﬂSC]am B&:WLR in
The CDVA network 104 interfaces with a PDSN 11

whi chaddifiesr tPaddaMda RANnTherGhiét ipgsirrorks betwaen éhf:se elements and
nb
embo g%%m&%%&\dlﬁteﬁ&cfrﬁ%ﬁr%ﬂs%@ﬁa @R%be, p%&%@; Elhd V6.

and t I'S accor

enbodTheGEM §yisem ackitdchoe ubiap MGGie siRDENin1AiGureahd
the I P network 112 uses an |IP. [0085] The CDVA network
104 interfaces with a GSM MsN 108. In an enbodi nent,

t he i%@{ﬁ?&]ﬂ pfgfvveen the CDMA network 104 and the GSM

VSN dlngtoICB4x [ 0086] The GSM MSN
[DOsB]i nt &liguae &shows ab}BSENla;gilad;n of mssesl:ﬁrm atebidéeatenetl 00 ukimg an MSN

interface hetween the GS e PSTIN 11

vi a | 'BascorBRss ? r}*r‘i‘fb 1‘&%%*\/' ?‘Br@Q&SQ’PFBeSt’H‘é lt%ﬁﬁ“"ns
net woydo 14D ﬁéﬂw@ﬂ@oﬁﬂl H@mne%ﬂc Waﬂ%SNﬂbSlszPDSN 110, an
conprises a GSM SS7 116, a GSM Short I\/Essage Cent er

2004/ TPoewerkAG P, wsbPRTN 116304
[0084] The CDMA network 104 comprises BTSs and BSCs. The CDMA network

104 interfaces with a PDSN 110, which interfaces with an IP network 112. In an
embodiment, the interface between the CDMA network 104 and the PDSN 110
is according to IOS 4.x. In an embodiment, the interface between the PDSN 110
and the IP network 112 uses an IP.

[0085] The CDMA network 104 interfaces with a GSM MSN 108. In an
embodiment, the interface between the CDMA network 104 and the GSM MSN
108 is according to IOS 4.x.

[0086] The GSM MSN 108 interfaces to a PSTN 114. In an embodiment, the
interface between the GSM MSN 108 and the PSTN 114 is via ISUP.

[0087] The GSM MSN 108 interfaces to the GSM network 14. In an embodiment,
the GSM network 14 comprises a GSM SS7 116, a GSM Short Message Center




7 (GSM SMsC) 118, a GSM Honme Locati on Regi ster (GSM

HLR) 120, and a GSM Aut hentication Center (GSM AuC)
WQ20804/0803G Ar chi tecture [0088] Figure 2 shows aPOrmsko04/010304

di agram of a wirel ess comuni gations system 10

conprising a CDMA network 12, 'a GSM network 14,

Ceneral d obal Gateway (GGG) 16, and nobile st ations

18, 2QGSRPSMRE) i 18, a0GIvdanGe Lotitihnaegitd{GSMENR) 186Mnd a
nobil e station 20 includes a Subscriber Identity

Modul &SM guthentigatiopSiamtardOSMeAYEXL2Dn 24 i ncl udes SI M
28. SIMs 26, 28 are renovable engaged with nobile
stations 20, 24, respectively, in accordance with

pri nck}n}@mk}ﬁmén the art. In an enbodi nent, the GGG
is a GSM d oba Gat e [0089] The GGG 16

10088} netighies sbew@é)ﬂp@rﬁéa@m&f ASYIRIFSR camupmipatipes sysem 10

net wop, ﬁnéﬂsmg F %tﬂo@ ﬂe?&i)ﬂidl S 2 BN ABSEL Y& Gédeph (ﬁblgﬂ’@ateway

t hat rece| ve nessages to an
from (GGGﬂDlS’Pamlahmwstémnam 8, 2(he2 CBI\JInmetomdaﬂce whith an

NS - RORGEIRS KOS Tl siohn 23Rt Stbscling ddentity Module
ski |l @@Moyvé hepprA moBﬂ@stgt%ﬁﬁfcﬁﬂE§SM z@axsﬂb@ 26”2/8 are

vari ety networ ks 1 ncluding, but not Iinited
t o cdre2eedld engaged withman2b00statiorS\20D2, respevivdly) imbheordamce with

TP SR A b e b o o 8 b

net woidgtd uding, but not limted to General Packet
Radi o Servi ces (GPRS), Universal Mbile
T@B%]c ol GGG WninByraterarks bPeen thadDWA apiavedk tDrmd the GSM

Cor o Jeugrt 18 Ehe RSP MABER Bk GRS Tyl ol it o send

Core 3fld fRBINE nfeshgds @Murﬂcvmtﬂdrclawoﬁet%m 51 §id the GIWI network
HLR) 34, a GSM Aut hentication Center (GSM AuC) 36, a

GSM S 6~rt I\/Essage Center (GSM SMSC) 38 and a GSM

@m net et Ik h‘%ﬁ@%@%ﬁ#@ ggﬁq}ewﬁaﬂ AR )élé Lhtgtwc;m.e It would be

Regi Shpparét@%okﬁ.&)ﬂlé&m the GDNRe SIDNIAtvwakil nna@emat @y Vanety of
(CDVA __AuC) 44, CDVA MSC 46 and .associ at ed
Acces STREA stworks tasmnmh)lt ie) hnpt?éégrdw%(worlé%%@admaéooo-

2, SV GE0b, S s BB oM o

Regi shetwoil/lRma§betany lvhmeetﬁSK/GSM network or successor network including,
but not limited to General Packet Radio Services (GPRS), Universal Mobile
Telecommunication System (UMTS), and Wideband-CDMA (W-CDMA).

[0091] The GSM network 14 comprises a GSM Core 30 and a GSM Radio Access
Network 32. The GSM Core 30 comprises a GSM Home Location Register
(GSM HLR) 34, a GSM Authentication Center (GSM AuC) 36, a GSM Short
Message Center (GSM SMSC) 38 and a GSM Gateway Mobile Switching
Center (GSM GMSC) 40. The CDMA network 12 comprises a a CDMA Home
Location Register (CDMA HLR) 42, a CDMA Authentication Center (CDMA
AuC) 44, CDMA MSC 46 and associated CDMA Radio Access Network
(CDMA RAN) 48.

[0092] With respect to a GSM mobile station with a subscription in a CDMA Core

20, the GGG 16 functions as a Visitor Location Register (VLR) 50 to the GSM




WD 2004/ 091176 PCT/ US2004/ 010304 8 network 14. Wth
respect to a CDVA nobile station 24 with a

weurbswipsi on in a GSM Core 30, the GGG 16 f uRCT/iUSEE®4/010304
as a Visitor Location Registerg(Visitor LR} 52 to the
CDMA network 12. [0093] Mobile stations 18, 20, 22, 24
do not need to have a subscription in both core

i nf r agetweek L4 e¥itterespett rdCDMA heobile 3taligR 94 kil 4 é?i?nsér{btion ina
frastructures 12, 14. [0094]

wlt % ?ﬁ\ﬁg& fé %}g tlgeg{}ﬁq iléﬂﬁgm%ﬂ ViisidorvqcgiomRegistar (Visitor LR)

subscsR @ DM A pwMA 1200r € 20 and a CDMA robi | e
station with a subscription in a GSM Core 24, the GGG

1W9%lunctYiebite sations 38026, 2024 dyrotSeed tml@@%@lbécr%ﬁbﬁﬁ) both core
54. | par.ent to those skilled in the art
t hat %‘hﬁé@‘@%’@%l%?% J PRave e sebarnHpR Bt enly ape af thaeore
SVMSC ffiastritdi@ed 10blai | e stations 18, 20 support a GSM
Eliﬂg‘?al é%}gr otocol, a GSM Authentication procedure,

la caNitsrespect fbethgee GSMincbile statiewivitk o subdetibtion in a CDMA

stati rt..a signaJing protocol, a

o S EMRPREb IR st i bscain BHoBEM Core 24, the
Mes's aGEGSHS frinctons[48 ABHortMedshge S8 '

nobil e stat] og?s\gisigg a subscrsi% i%ﬁ%?ﬁ?ﬁé%@?@?@%ﬂdhe

24, tHPASEHO ledrn g arethet tha GGG 1Goan inoluderor comAnmicate
CDMA wiigtineNfsclayt authenticates the nobile station 24
usi ng the GSM aut henticati on mechani sm Likew se,

180951 ng Meilststatibno 8,0 sapaohh G ki ﬁt%t[%%cs\ﬂ,mm
tion.in th core 20, the acts as an

subscyi e, CDVA
ALt henEICRER Pregi o and a GYMShaeessegaoSaryicbulikewise, mobile
aut hadtioaadd 24t [ tat i Skn .
aut henti cati ’or? Slrﬂrgléélgﬁ:dsm | Wgﬁﬁ%&%}é@ éélcagﬁtlca’uon
mess dyecedarst ard 4 CRMAGhbriNdssageSdeicyi ce Center 54. In

9%PI\/A WOrk, S S are routed to and from

e no bpﬁén% feﬂﬁtr&ﬁ@% EF a ?Pﬁﬁ% nobrotetionyithet fibseriptionlin the

ot herGSwircdfe 24, thelGGOMMANERL . . ar
tunneled to and from %%?Iagpéﬁ?@%%@éﬁgggl %@WA
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CDMA authentication mechanism.

[0097] The GGG acts as a message center via Short Message Service Center 54. In
a CDMA network, SMS messages are routed to and from the mobile station 24
using a CDMA SMS mechanism. In other words, in a CDMA network, GSM
messages are tunneled to and from mobile station 24 using a CDMA SMS
mechanism. The GSM messages are encapsulated within CDMA SMS
messages.

[0098] Likewise, in a GSM network, SMS messages are routed to and from the
mobile station 20 using a GSM SMS mechanism. Tn other words, in a GSSM
network, CDMA messages are tunneled to and from mobile station 20 using a

GSM SMS mechanism. The CDMA messages are encapsulated within GSM
SMS messages.
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with GSM principles known in the art.

[00103]  In accordance with CDMA principles known in the art, the CDMA RAN 48
includes base stations and base station controllers. In an embodiment, CDMA
RAN 24 shown in Figure 2 uses ¢dma2000, and specifically uses either
cdma2000 1x, cdma2000 3x, or cdma2000 high data rate (HDR) principles.

[00104] In accordance with GSM principles known in the art, the GSM RAN 32
includes base stations and base station controllers. In an embodiment, GSM
RAN 32 uses either GSM, GPRS, EDGE, UMTS, or W-CDMA principles.

[00105] The CDMA core infrastructure comprising the CDMA MSC 46 and CDMA
RAN 48 can include or can access a CDMA authentication center (CDMA
AUC) 44 and a CDMA home location register (CDMA HLR) 42 in accordance



RAN 32 uses either GSM GPRS, EDGE, UMIS, or W CDVA

principles. [001051 The CDVA core infrastructure
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SUbSCﬁYﬁE?%lchﬁr@]ﬁMne%rﬁ 130, the GGG 16 functions
as a VLR 50 to the GSM network 14. The GGG neets GSM
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Internet Protocol (IP) network.

[00110]  With respect to a CDMA mobile station 24 with a subscription in a GSM
Core 30, the GGG 16 functions as a VLR 50 to the GSM network 14. The GGG
meets GSM protocol requirements for a VLR 50. The GGG interacts with GSM
core network elements such as GSM HLR 34 and GSM SMSC 38 according to
GSM specifications, except that the GGG 16 routes incoming calls to the
CDMA network 12. The GSM LR 50 also performs a location update with the
GSM network 14 when the mobile station registers in the CDMA network 12.

In this sense, the GGG acts as a VLR to the whole CDMA network 12.

[00111]  With respect to a GSM mobile station 20 with a subscription in a CDMA

network 12, the GGG 16 functions as a VLR 52 to the CDMA network 14. The
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incomng calls to the CDVA network 12. The GSM LR 50
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t he diohvmohie stetion. 19imifarlgifah SMSSMrB@t‘é&\@H #he EhMANg:

16 r sa ssage center (not shomn
wi t hl(ﬁfl]bn?ﬁje Wﬁg‘?%&&f%g&d@figﬂes theanessagesbialneessage center
st at i(aet shb@h) withinthd b@l@'}{'e{%ﬁ& hk 14 is called

fromthe CDVA network e call is routed to the
[MHAIR Biben g mabéleaBBonshapévin the GEVAREWSHETA fsi GRS RES: the

G RN, HitSafi fopleh b e GEVLER 5050 toaG s per
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SMS n 14. [001141 When a
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| ocalit nglyoped4.st andard specifications with
[doln) CSMVESH LrrBBHY Nt ortfhgisters with the CDMA network 12, the CDMA

network 12 sends a location update indication to the GSM network 14. The
GSM LR 50 then performs a location update as per standard specifications with
the GSM core network 14.

[00115]  When a mobile station registers with the GSM network 14, the GSM
network 14 sends a location update indication to the CDMA. network 12. The
CDMA LR 52 then performs a location update as per standard specifications
with the CDMA network 12.

[00116]  With respect to a CDMA mobile station 24 with a subscription in a GSM
Core 30, the GGG 16 acts as an HLR 52 in the CDMA network 12. The CDMA
LR 52 shall meet HLR protocol requirements for GSM to CDMA roaming. An
important piece of information that the HLR 50 maintains is the address of the
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aut heffedeniialssnd tha GOM uthentepion methpd wig GIM signaling to

h
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Es es Eeﬁ@refé%/ﬂhg lﬁ[ﬁ@ EWC%P i the Q?Gg%oes not caﬁ ?or K—?{ey provisioning
at the GGG or the MS. Instead the GGG uses the CDMA authentication
credentials and the CDMA authentication method via CDMA signaling to

authenticate the mobile station 20. The GGG responds to valid messages that
can be received by a GSM AUC 36.

[00120] The GGG 16 acts as a Message Center (MC) in the CDMA network 12 and
routes SMS messages between the CDMA mobile station 24 and GSM GMSC
40 using a GSM SMS mechanism.

[00121] LikeWise, the GGG 16 acts as a Message Center (MC) in the GSM network
14 and routes SMS messages between the GSM mobile station 20 and CDMA
MSC 46 using a CDMA SMS mechanism.



credentials and the CDVMA aut hentication nethod via
CDVA signaling to authenticate the nobile station 20.
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recei ved by a GSM AUC 36. [00420] The GGG 16 acts as a
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Kyocera, . Samsung, or, ot her nmanufacturer that use CDVA

prin cﬂ],sraé%(%%) copmuniGation afnategfpes( Bhapresgrinyanégn, kawever,
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transcei ve or. Sltlo det er tion
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port a@h&uﬁﬁg ks Vg %aﬁ?ﬁl@ﬁ&gtrams), as desired. However, while

wireless communication devices are generally viewed as being mobile, it is to be

understood that the present invention can be applied to "fixed" units in some
implementations. Also, the present invention applies to data modules or
modems used to transfer voice and/or data information including digitized video
information, and may communicate with other devices using wired or wireless
links. Further, commands might be used to cause modems or modules to work
in a predetermined coordinated or associated manner to transfer information
over multiple communication channels. Wireless communication devices are

also sometimes referred to as user terminals, mobile stations, mobile units,
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desired. However, while wreless conmunication
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[00129]  In the event that the CDMA -subscribing mobile station 22 is the mobile
station under test, the flow of control proceeds to step 208. In step 208, the
mobile station 22 is authenticated using CDMA principles by the CDMA core
infrastructure, using the CDMA HLR 42 and CDMA AUC 44.

[00130]  In the event that the CDMA mobile station 24 with a subscription in the
GSM network 14 is the mobile station under test, the flow of control proceeds to
step 210. In step 210, the CDMA MSC 46 accesses the GGG 16 by sending an
Authentication Request to the CDMA LR 52 in the GGG 16 and the flow of
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of the ESN. In another embodiment, COUNT represents a number of requests

for authentication by the mobile station. It would be apparent to those skilled in
the art that there are many events that can be counted, which the mobile station
24 and GGG 16 can count.

[00135] Instep 212, the GGG 16 compares the value of COUNT to a count value in a
GGG database. If the value of COUNT is equal to the count value in the GGG
database, then the flow of control proceeds to step 214. If the value of COUNT
is not equal to the count value in the GGG database, then the flow of control
proceeds to step 216. It would be apparent to those skilled in the art that
depending on an application, a variety of criteria may be applied to determine

whether an Authentication Request is honored.
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GGG 16 net athentigated nltrwout®bGapparent to those skilled in the art that the

mobile station may reattempt authentication depending on the application.

[00142] The GGG includes a logic unit (not shown) to execute program logic. It
would be apparent to those skilled in the art that the logic unit may include a
general purpose processor, a special-purpose processor, and/or firmware.

[00143]  In step 226, the CDMA MSC 46 upon receiving an Authentication Request
Return Result indicating successful authentication, sends a Registration
Notification to the CDMA LR 52 in the GGG 16. The flow of control proceeds
to step 230.
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nes s dgessagaipdicatgs whathey Grec\espized. n"ﬂmf&gesf coifie] brapeedsfto step
cont r%lo proceeds to step 238. [00147] In step 238,

t he MSC 46 sends a Registration Accept nessage to

[D6met8]  In step 240, the mobile station 24 determines whether the Registration

Accept message indicates an accepted registration, i.e., Trgg did not expire. If
Treg expired, then the flow of control proceeds to step 242, otherwise the flow
of control proceeds to step 244.

[00149]  In step 242, the mobile station 24 may or may not reattempt registration. It
would be apparent to those skilled in the art that depending on a mobile station
application, the mobile station may or may not reattempt registration.

[00150]  Method steps can be interchanged without departing from the scope of the
invention. Thus, it would be apparent to those skilled in the art that step 244

does not have to be performed after step 242.
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b 5] ON 1R dtep 2SPANE EDMA IMSC GBYbAMrEME hGAEARAtion response to the
GGG 16 and the GGG 16 validates that the authentication parameters by
matching the authentication parameters to values received from the GSM
HLR/AuC 34, 36 in step 244. The flow of control proceeds to step 254.

[00156] In step 254, the GGG 16 sends an update location message to the GSM HLR
34 to update the location of the mobile station 24 and the flow of control
proceeds to step 256. In step 256, the GSM HLR 34 sends GSM subscriber
profile data of the mobile station 24 to the GSM LR 50 in the GGG 16. The
flow of control proceeds to step 258.
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subscri ber profile data response to the GSM HLR/ AuC
34, 36. [00160] In step 264, responsive to the GSM HLR
34 r eghstitiegtiohKewspdat e | ocati on

[00161]  Itis in the area of authentication that the GGG differs most from the J-STD-
038 IIF. Since the J-STD-038 IIF requires that the roaming subscriber have dual
subscriptions — one for ANSI-41 and the other for GSM — it uses standard ANSI-
41 techniques to authenticate the subscriber in ANSI-41 foreign mode. In
contrast, the GGG solution does not require that the ANSI-41 foreign mode
roamer have a complete ANSI-41 subscription. In particular, either the MS or
GGG needs to be provisioned with ANSI-41 A-keys. The following first
describes the standard ANSI-41 authentication mechanism. Then modifications

to ANSI-41 method are described.
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processing SSD-A, ESN, M N, authentication data (AUTH
DATA - either [IMSI S or dialed digits depending on
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SSh- Amoblle statlon and at the GSM AuC, the secret key Ki (known only to the
subscriber’s SIM and the GSM AuC) and the random number (GSM_RAND)

are used to produce the SRES and the encryption key Kc. Kc is 64 bits in length
just as SSD-A. Therefore, Kc can be substituted for the SSD-A value in the
standard ANSI-41 computation of AUTHR using a CAVE algorithm.

[00164]  Since the GGG gets the GSM authentication triplets (i.e., GSM_RAND,
SRES and Kc) from the GSM AuC and the RAND, ESN, MIN and
AUTH_DATA in an AuthenticationRequest INVOKE it can then use the Kc
value as the SSD-A value to authenticate the mobile station using the ANSI-41
method after the mobile station is first authenticated using GSM_RAND. In

other words, the GGG and the mobile station have a common value of Kc after
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SSD update
[00167]  Figure 6 shows the information flow for a successful SSD update procedure

in which the GGG updates the SSD shared with the serving MSC/VLR in

accordance with an embodiment. The initial condition for this scenario is that the
GGG has previously shared SSD with the serving MSC/VLR and that the
MSC/VLR authenticates the MS when it performs a system access.

[00168] The following procedure describes this information flow:
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t ri pl dwhentication Request (IS41_AUTHREQ) towards the GGG to authenticate the

MS system access.

[00177] In étep 509, the AC in the GGG executes ANSI-41 authentication given the

parameters received in the previous step, and the value of Kc (SSD-A) stored for
that MS. The AC then invokes Authentication Request Return Result
(IS41_authreq) towards the MSC/VLR to indicate successful ANSI-41
authentication.

[00178] In step 510, the GGG initiates the GSM1x authentication process by
invoking GSM1x Authentication Requests using the IS41 _SMDPP transport. ‘

[00179] Instep 511, the MSC forwards this SMS to the MS.

[00180] In step 512, the MS responds to the GSM1x authentication request by
computing SRES and Kc using the GSM authentication method, and sending a
response (GSM1x Auth Rsp) using IS-637 SMS transport.
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[00187] Instep 603, the GGG looks up the MIN in its database to get the
corresponding GSM IMSI and invokes the
MAP_SEND_ AUTHENTICATION_ INFO towards the GSM HLR/AuC.

[00188] Instep 604, the GGG invokes the Authentication Request Return Result
(IS41_authreq) towards the MSC/VLR indicating successful authentication and

starts a timer, TREG.

[00189] Instep 605, upon receiving the IS41_authreq indicating successful
authentication the MSC/VLR invokes Registration Notification
(IS41_REGNOT) towards the HLR in the GGG.
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{00995 PO step 612, the MSC forwards the SMS to the GGG and the GGG validates
that the SRES in the GSM1x Auth Rsp matches the value received from the
GSM HLR/AuC.

[00200] In step 613, the GGG invokes MAP_UPDATE LOC towards the GSM HLR
to update the location of the MS.

[00201] Instep 614, the GSM HLR invokes MAP _INSERT SUB DATA towards
the GSM VLR in the GGG to send the subscriber profile.

[00202] In step 615, the GGG maps the GSM subscriber profile to an ANSI-41
subscriber profile and sends this ANSI-41 profile to the MSC/VLR by invoking
Qualification Directive (IS41_QUALDIR).

[00203] In step 616, the MSC/VLR responds to the Qualification Directive of step
615.

[00204] Instep 617, The GGG responds to the MAP_INSERT SUB_DATA of step
614.
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[00211] In step 716, the MSC/VLR VLR invokes Authentication Request
(IS41 _AUTHREQ) towards the GGG.

[00212] Instep 717, the AC in the GGG executes ANSI-41 authentication given the
parameters received in the previous step and the value of Kc (SSD-A) stored for
that MS. The AC then invokes Authentication Request Return Result
(IS41_authreq) towards the MSC/VLR to indicate successful ANSI-41
authentication. The SSD parameter is also included to share SSD with the
MSC/VLR.



[00209] Figure 8 shows the information flow for a
successful registration with a new WMC VLR when SSD
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embod#nent, the GSM SIMcard is removabl e.
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aut hesiVe 8INIQRrd is removable. Alternatively, the GSM card is integrated into the
MS 906. In an embodiment, the GSM SIM 908 uses a GSM authentication
algorithm to calculate SRES, which is sent to the MSN 902.

[00217] In an embodiment, the MS 906 responds to the authentication request 904 by

computing SRES and Kc using the GSM authentication method, and sending an
authentication response with SRES to the MSN 902.

[00218] The MSN 902 verifies the SRES returned from the GSM SIM 908 to the
MSN 902. The MSN verifies that the SRES returned by the GSM SIM card 908
matches the SRES provided to it by the GSM AuC (not shown).

Key Generation

[00219]  Figure 10 describes GSM key generation with a GSM MS in a GSM
network. Figure 11 describes CDMA key generation with a CDMA MS in a
CDMA network.
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[00224] GSM Privacy means encryption of voice packets. From the voice traffic
1014, every voice frame gets encrypted to prevent other devices from decoding
the voice frames. Other devices cannot decode the voice frames because they do
not have access to Kc.

[00225] A8 1008 generates Kc, which is a ciphering key. Kc is used to do voice
ciphering. Kc and the voice traffic element 1014, which provides a number of
bits for speech encoding are combined together using algorithms A5/1 or A5/2
1016. The A5/1 or A5/2 algorithms 1016 enable GSM ciphering for GSM

privacy.
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a sequence of bits: th
device except the mobile that has the shared secret data SSD could have

generated the authentication AUTHR. That is how the network is able to
determine whether the mobile station is authenticated. Similarly, the network
always sends a RAND, which enables the mobile station to determine the
network. The concern for authentication is to make sure the network is
communicating with the correct mobile station.

[00233]  SSD-B 1114 goes to another instantiation of the CAVE algorithm 1118.
Other inputs to the CAVE algorithm 1118 include ESN 1114, authentication
data such as MIN or last dialed digits 1122, and output of CAVE algorithm 1116
that was executed using SSD-A. The CAVE algorithm 1118 processes these
inputs to produce VPMASK 1124 and CMEAkey 1126. VPMASK and
CMEAkey are used encrypt CDMA packets. Just as GSM key generation
provided Kc and algorithms A5/1 and A5/2 were executed using K¢, CDMA key
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VPMASEELFIZIPN 04 &1 eham fig mejpigesmicarriothEskeily as shown in

used DA ﬁ?\%” : . as GSM key generati on
provigi(‘e}g!i Kc an g%ﬁlgﬁhﬁg‘lgﬁ%lsﬁl'and A5/ 2 were executed
[09235) KThuEDivi Hybyid WA &8, §.e PETHIYBRARAHA WABOAGSM SIM

29 generation rﬁ\éidges SSD-B and_a CAVE algorithmis
execUCBHRE&IRYE § ‘nepyprkyfhe mabils station geneeates K end SRES

gener @igsda fRtoRHuniL | ?ﬁf(e k0 %@zlte«{, .rf(cﬁirs] 8&"%98%? %§D-A and

the system conbines GSM key generati o
Wi th , edhjclyemibtea botirthe hethiogu e thdbildstitdieRavs FhIRS

IS se t . mobi, | station with a GSM SIM just |ike
in Fi %uﬁlileél%i%mé'n(g’tat %émﬁ’iﬁpf’% station generates Kc. Kc

is then substituted for the SSD-A and SSD-B in the
n of Figure 11. Then, the nobile
x@mBegistragonshown in  the CDVA key

tibon of -F gure.11. [00235] Thus, | hybri d
681 51 PR LA mlsSiage b 6 BSoraicqith 2 csopiment
SIM_fooahybil anthént2aldMiofet woh knothiBSiaiBI hhing b v

generates Kc and SRES using a random nu
i's creappg n gECPMAqgwoike MEY i§ arthGSiadleneicths a83BGin 2 CDMA

whi ¢ I net k_and nobjle. station to
nave saroe caatiac DR s werbpt isnlonelnagpetvork
Fl owviatlra 6GGRelI the GBG oonfiddedidh] theingt ik hica EHMA MSC instead
descri ?@r@ {Ifssa e flowin accordance with an
embo @it NS Nead the AgiPriinglydeem GG hjusbas showe in Figares 6a8.

hl e Bloftd i L roanmng in a .
et or RS PRt SRSkl P dincamit an

embodiment. Figure 12 describes the message flow for the first time the mobile

CDVA key generai 0

ICIY

station is authenticated.

[00238]  Figure 12 assumes the mobile station had been just switched on. The mobile
station sends a registration message 1202, which gets sent to the MSN as part of
a Location Update Request 1204. The registration message gets converted to a
Location Update Request on the interface between the BTS/BSC and the MSN.
The interface between the BTS/BSC and MSN is called the A-interface, which is
defined by the CDMA2000 standard.

[00239]  After the Location Update Request is received by the MSN, the MSN sends
a MAP_SEND_AUTHENTICATION Info 1206 to the GSM HLR/AuC 1266.
The MSN sends the MAP_SEND_AUTHENTICATION Info 1206 to the GSM



networ k. In another enbodi nent, the sane procedure is
followed in a network with a GGG In the G&G

woanfsogurrat i on, the network has a CDVA MSC i nsPeaaS2ft/010304
the MSN and the network includgs a GGG just as shown
in Figures 6-8. [00237] Figure 12 shows a nessage flow
during registration in accordance with an enbodi nent.
Fi gur ElLRZAdE€SIZ00 the sbtameauthensi egmnfihfonmbiden fddehd tbBile station. The

time L ation is thenti cated. [00238]

i gur Y5 PRI NRES, Rt fuRbimkPormdaserrisetienticaiin parameters
SWi t cherbqiited THNEMITDISEND Al ALH I5) ' '
rressag%MZOez,l whi ch Tget s ?ent ]?ngtﬁe W%Rgg%ggﬂ‘?%%ﬁ&gthe

Locat B & AuCRdigu sehsequrntautiingicatéayissthe M Nwanebiaagdifferent

gets a . Location Update Request on the
i nter ?@géérﬁ{?t%ﬁ%éé%a’?’ﬁ%r%TS/ BSC and the MBN. The

[002401 f ackrighers (BRBS tiaed 3T SB6E, Atk MENe k& r&ihlBdVihe
[zl o Tihe (S R e, by the SRrETRBEMSIE The MSN

st anden sends@faBY! autheatication request 12010 tofueBES/RSGL &MSiisused to

recei | ends ., a..

MAP- séﬁ%‘?%hgﬁf%% B@P%@E %ﬁ%‘g’eﬁ saligt Eegrepgless agember
1206. traveiethibighsaiatsbirien ddeeSENR Ndthds Y 1bNfoOhe
1206 to, the GSM WD 2004/ 091176 PCT/ US2004/ 010304 30

HLR Anebiogation, bhn mpbilesiatiaresnoads tnrthe Agr RequestiDétaBurst

the nphiol @it h AP Respble D pjAisns SRES, a random
nunber, Kc, and ot her authentication paraneters as

10821{ r e @hie marsl ok srurREDs Sl tEhE SOATHYGhE Rﬁfbﬁ@ BRflod. 208 SIM then
fromthe uC, For subsequent. aut henticati ons,

t he NENTFES e SIS arufialonlis the Koy, SHERvis sNmEADACK to the MSN in
par angé Aushenti@ARAR espbhR! 1916,

Kc) are st oer eld in tehsg %&?ﬁghgﬁﬁNﬁﬁgg%ﬁgﬂggw

aut haresived from the Au€svith the SRES thh endBIISABRE anSMIhé Svo SRES
used capsul he.rand nu r as described

car 1B TREE PR SN et ot fal Rermaoti isn Feabatc and the
bur stmoEsAfiRHNn iddhithcitiggiegst Dat aBurst 1212, to the

nobi | e station. The nobile station responds to the

[80A4R] Redbe MSNoupdaes the GSM HLRywvith an Undate [ResfiemRequest 1218.

Dat 241] .Th i {t

Che- oSS MEER atpRds o A Pafite TR e 128 g Update

the SRESiGNRepohed] A fid eeo%mingﬁﬁé%ﬂdaterm%%}gﬂeé%gﬁé% 1220,
. e

to the MBN.in _ the Authentication Response
VN ttheMSNsends ad@eatiandpdateeceapt £ tedhs BERBIR Ahe

et o RO TR NRRP et Braknede Plgdrin B TaiR iR g e

i s amdbeletstatioanslalidveed to use the GSM network.

[00243] At the end of the message flow of Figuré 12, the mobile station has a Kc,
which is the same as the Kc the AuC sends to the MSN. Both the MSN and the
mobile station have the same Kc¢ and both are ready are encryption. Figures 13
and 14 are the call flows that enable encryption.

[00244]  In an embodiment, GSM Authentication is performed immediately after
Registration to provide the optimum privacy. In an embodiment, Voice and
Signaling Privacy is requested in the Page Response for a mobile terminated
(MT) Call, or the Origination Message for a mobile originated (MO) Call after
the MS has passed the GSM Authorization process.



nobil e station is authenticated. [00242] The MSN
updates the GSM HLR with an Update Locati on Request
w@208B/0911The GSM HLR responds to t he Updat e LocaCTmis2004/010304
Request 1218 with an Update 4pcation Response 1220.
After receiving the Update Location Response 1220,
the MSN sends a Location Update Accept 1222 to the
gﬂgﬁfﬂsc Thﬁi@XBW?B?@sssmsisf apmﬁlgllsgdsxﬂéﬂe@ gniaﬁ@ @RAeH made or
e e stati.on and the nobile station is
al | om&g{vtgdﬁg’goqhgg?ﬁﬁoﬁéim otef 00243] At the end of
the nmessage flow of Figure 12, the nobile station has

a Kc, V\/nlchlsthe sam? as the Kc the AuC sends to
t he MuNssagewow PuaripsNenkd Qignatedbialle st ati on have t he

i ar d 3
[ORAR) ,© 188dte 18 o fipin G2 e ot Qe B R septin Segomdasos with an
[ 0024ér11bd>d1maﬁt erfeadSNBRA séaa¥héWPhe Bhd fehieq Ke§ to the BTS

per f or med |mTed| ately after Registration to

the offTiHafMSetupaR fhe RRJVMEMQDWQUESTmsmgé of the

Sign n the Page Response

for aENﬁgﬁ @%Qﬁ@*ﬁmﬁd& or the Origination
B2 hge Fﬁgure &3 ombbé @ivided gito ake al(td\/@he%!rd 137

VB h éﬁ}‘; GSM Aut hori thl on pr oce%s%v\ﬁA&tﬁ&ucatmn

2004/ 4?11(1_)1@31@4 Thg mqbiie 24mis aﬁhmgmmnﬂmz and

ﬁgz :Stgrs BT;SZ%Se (If,‘ \_7, & or e%\&@%ﬁ@{n‘f‘ glt‘d%s %?@g W?Jéﬁ)plpg]'.c%tes that the

%Ssa%ggﬁsﬁmmcamdmm@nﬂerhé@ﬁ@j TR dckh (P8 hent order
In

Flgurlg,’%Bs 1 he messaeflowdurlng an MO ca
accords &sén‘?fagfvﬁmﬁﬁe AR Wéﬁ?essqgﬁénmmtwasbm rglea’aliyt he
[Yi2BP ndTE@EES/B@ﬁ’ séifds LRCIATSe lé”ﬁ@&ewmédg 16 Set up a

PRI VACY MODE REQUEST nessage o
| NFORRIT AGN tes1d1 thhJ[S oamet] theSiNaei® amamsshamttinyR st 1308 to

into art above_ the Authentication

Pr oce%g\BTgﬁsé @H’eg ang] gssigaed fpthe mpbilgo Fhe BTSEHSS sends a
or i giCHAissign 130Ft0aREl mobhe stB e, BSC sends an

acknowl edgnent order 1304, which indicates that the

[@?é?lBSCT%@OP%%tﬂmendma traffigichatried ﬂT(DH)?ﬁI&@mble'l'lbez to the

ackn needed since an

ori gi nat | on rress Cq_gprr?ﬁ'g}gﬁglélgéne@%ﬁl rné‘Pl?ﬂ&ﬁFa}lon[lmﬁlﬂlBga

The BoSLBBhe BES!IBS@theﬁ\ﬂo%?é MobBe B G&lféﬁdh o %\Jnre the
eques

1306 to.set up a all. a result
t he ilg siptigh s Agen ajﬁh@ TSRS ecquirt$ 08 m«ﬂnletsmon the

g¥g %gg/ﬂé%% g@ﬁds% SR %W??\%ic%}ﬁedr 1t3cl4tt|<; the m moblle statl-cI-)I;l The FW

Ack Order 1314 indicates the BTS/BSC has received the TCH preamble 1312.
[00250] A Service Connect 1316 is sent from the BTS/BSC to the mobile station.
The Service Connect from the BTS/BSC indicates to the mobile station that the

mobile station is on service now and is ready. The mobile station acknowledges
the Service Comnect with a Service Connect Complete 1318 to the BTS/BSC,
which then translates to an Assignment Complete 1320 from the BTS/BSC to
the MSN. At this point, the MSN has a traffic channel to the mobile,

[00251] IAM 1322 and ACM 1324 are SS7 signaling to the telephone network
setting up a link on the other side with the PSTN. The mobile station is making

acall. IAM message makes the called device “ring.” ACM is the completion of
the SS7 call setup.



CH Assign 1310 to the nobile station. [00249] The

nmobil e station sends a traffic channel (TCH) preanble
wa2aR/mwoi76he BTS/ BSC. The TCH preanbl e 1312 neamaStdee/010304

mobil e station is making a ngjse. The BTS/BSC |istens

to the nobile station and attenpts to acquire the

nobil e station. As soon as the BTS/ BSC acquires the

hi9352le sAfei the fraffieechaidiebiBSCus,enNGSMeavtigsntiasttbn( fr¥dedfkcan be

Order 1314 to tkjg r{gbglre station. The FW_ Ack O der

1314 PREPRALY deripHReds TR emptional S$M @wtheatication pragedure can run on

rea dedtledh c €

fr om”P’ﬁthTS/ BAIPSOPTE ohnbls® FoLRAATE ool 36 Mo

Conne¢an dgcadn tohan Bﬂé%&@ﬁtmamdn padcedure@ptibeallyd Bt %ven 1f the MSN

t at that t tati d
s ol A g Eniooion bibcaditpulibg et Kerioetan bl

Conne@fanm hePatPTs thE fanfdRO 8Cth I
BTS/ BSC %\Ihl ch then trans at eg?@%@éﬁé ?s%ﬁégomg chlifges when the

Conpl QSMwhmtrqat;MPMecmr@rse@ffomedt he VEN AL this

9%, OBl S S
ﬁprr:etsgrween%rrresrgs%zrrréeﬁe st

JAM nelled gevies Resbaenpickad IlIEdAd’@vth@elSelramgfefs @M dtlsertehé of a

CoT S o P M PR R o

channBI'S/BSG &t statp encdy sty and il hiatBrbaty ModeEeae! B aCaltulated
be optional Iylgerforrred The optional GSM

aut helPPB €ats Bask r theddaNandigafes ‘E?rfh% BTSgo st ed/ RV aviend] and
t P d [1. th
(Iz/rSN reMB A k&P aRel sssen&'rﬂ% ﬁ}fésgﬁ s'ift i Pr?\%agﬁ i 6%@%5?‘3? €

can decide to run e authenti
9p254pnallhg VIBdMaskend (GMEAkelBié usddas desetibedih th €DMA2000

aut he%t |c§l{(; ﬁ}ﬁéfproc ure, then.the |ast_Kc that the
nobi | t 5 e Hesidp peryRt voice nagksts. KIél the PrikecyNdne message
K. TimagKmeMbN isdiaReeR N8 Bbil 3%% ?}Z{Jtﬁaeah&) ﬁle mobile

procedure is perfornmed. [00253 user
t he o@di@@WbdaeSaﬁsmndeMth aﬂtequéﬁPst@rﬁmgﬁoMﬂanslﬁ&ﬁResponse
toth N. ANM 1326 is an answer nessage per SS7
signalT™ng, that the called device has been picked up.

[80253] T The BIBYBIO S¥RTs Thel ISt ReicBPrivRd T gflg ?ggg‘ﬁ'akm{lon Order

the MSN can decide to turn on privacy ho
i ndi cEB8gnd thamebilexstaiomsespoodswith & Raquest Privacy borg Code

t he ge, is a calculated |ong code
rraskpflj‘ﬁ@ﬁw ?ﬁ%’t%gs to the BTS to use the VPM Mask
[gmm] CI\/Mekapeﬁﬂfg thé Rb@ue%ﬁl’tfiﬂ'afég LioA8 € dK ¥sitidnHponse 1332,
riva
lgre B!\F/%?BSC sends a Prlvacy Mode Complete 1334 to the MSN. After the
Privacy Mode is complete, the mobile station is in a scrambled talk state

meaning that voice frames are being encrypted.

Message Flow During Mobile Terminated Call

[00257]  Figure 14 shows the message flow during a mobile terminated (MT) call in
accordance with an embodiment. The MSN shall send the VPM and ECMEA
Key to the BTS during call setup in the PRIVACY_MODE_REQUEST message
of the ENCRYPTION_INFORMATION field.



[00254] The VPM Mask and CMEA key are used as

described in the CDNI A2000 standard. They are used to
wenewypi17¢oi ce packets. In the Privacy Mode nmeBeags2004/010304

1328, the MSN indicates to t nmobil e station to start

encrypting and the nobile acknow edges responds with '

a Request Privacy Long Code Transition Response

082:3) . [FQRE3Y iSTheeRhpIBHP iR Mddeendn DcaREs UfSinated on the
Pri vacg/ Lonqg Code Transition Oder 1330 and the )
mobi | BSENgideo T hesah speld ipyolve apothsgmodile iation e3lling Hs mobile

Code : [ .
recor STSAL T ARESRRRREY MEN ant BER o Bl defiped as 557
Res pomsssag&3Rat aré heedBd SBidOrigtmdionan@téraaatiohiigsage to the

Conplete 1334 to the MSN. After the Privacy Mde is
corrpl% g}r-the nmobile station is in a scranbled talk

I 1 . . I r o, .
RRESE o TRRE AL s tbal ) Slichi A MR HPE oDkl Hiated o
Fi gur the idbslestasionhé&n respamg €0 fhledAM] thé NMPNapageb tHeamobile because
termpateqd.(MI) call, in. accordapce with an
b b G EPie e Rt 1 pir S0 7 SE PR |ciRbs MIRggonds a
to th j ' - PRk ANEHE
REQUE%al n%?é gquweléﬂm&a qi) h%%%%@%%ﬁ@%% G apay hasa

WO 2084bogisqs wasPraySashudtiaBoted 88ng GSDO 26:@pntiiaton e
14 is_an exanple of Privacy Mdde when a call is
ori giPlré’Peé %n the PSTN side. The call could involve

@txmper Uphirkivih @b Paging Melghérd flof the MW Be BISABSOBends a
he nessages between MSN and PSTN are regul arly
def i nganeasl Fagy 149k tosthg awbiln station.e The mgbile staorgresponds to the

ori gi [ t i nati P
05t £ 1ReBLRR 408 RS AT TREL THeRNRRE sends

t hat PagedRdsporselail®ep theiMSH! et the Rage Repkunk€ 146100k réRived by
In response to_the IAM the NSN pages the nobile

becaude MINhgdEN knpws Hieayohileds ﬁler%@dslﬁ &9ady teyeeceive a call. The

def i [ . Pagi egyest

Ta04 TEN Bk h A sigiEn R Ea 1T By oS B OBSERTNED

has aAssignnhen Regeest 14 12mdieatey twihs BTSABS Gt tétadtasthanne] for the

usi ng M aut hent | jon procedure. [00260] Upon

recei WP %ﬁﬂ&a %ﬁrg%%éé geidnsar sl o emoieend pes e channel

sends,@ion FaNL tRthe BasHile LBt © the nobile station. The

nobi | e égtnatl on respongs to the page with a Page

Re241p ns &ht adilestation sertdsa TRISPBSGILIT vl (X6 ShEBBTS RS sTlee TCH
Preamble 1416 indicates the mobile is making some noise on the forward
channel so that BTS/BSC can acquire the mobile station. The BTS/BSC sends
an FW Ack Order 1418 to the mobile station after receiving the TCH Preamble.

[00262] Once the BTS/BSC acquires the mobile station, there is a Service Connect
1420 and a Service Connect Complete 1422. The BTS/BSC sends a Service

Connect 1420 to the mobile station and the mobile station responds to the

Service Connect 1420 with a Service Connect Complete 1422.

[00263] The BTS/BSC sends an Alert with Info 1424 to the mobile station. The
Alert with Info is a request for the mobile station to ring. After the mobile
station starts ringing, an Assignment Complete 1426 is sent from the BTS/BSC
to the MSN. The Assignment Complete indicates to the MSN that the mobile

station is ringing and a channel has been assigned to the mobile station. An



Page Response 1410 to the MSN. Once the Page Response
1410 is received by the MSN, the MSN knows the nobile
woOodherigeand is ready to receive a call. The P&BNSdeen10304
sends an Assi gnnment Request 1412 to the BTS/ BSC. The
Assi gnment Request 1412 indicates to the BTS/BSC to

set up a channel for the nobile and the BTS/ BSC

assi gaEM 14 eht f6mitheMSRPIol the RIUNSAAIOS R 16 iR PETN the
assign 1414 to the nobile station. [00261] The nobile

st atumbﬂéﬁf@r@%w@m@ eanbl e 1416 to the BTS/ BSC. The

@%4 % B0 V\/Zar g&q gﬁ g% ﬁ tﬁ&c%ll?? H‘{olbgs?_ éﬁ‘g@%‘éﬁc{@ C38et Order

acqui 1430 Reetitforh ¢heshabiletstatiohhte tHETEST HBS s €Ttts, theBTVBSC sends
Ack Order 1418 to the nobile station after receiving
t he TQQOPP%Mﬁ% to the d%Y] Once the BTS/BSC acquires

bi
1o%64]° 2 OfethebiRotidl s bepdedurfishll, i GONAMeniSAE procedure
a Ser varckee offmnaky tunl 4213 dpﬁondi evirenbo e the ﬂSM auihatidatien
nmobil e statio onds_to. the ervi c ect 1420
Wi th BroseduspdBerefiin ar putheisplenpalipysan tfé% at thgguthentication
BIS/| cé&%ﬁé Be h &&c%refvew ﬁd& caflf 8r difte4vES t&hsaum&l éx%mple The

station. The Aler Info Is a requést for
mobi | Au€tiadicates the authegticativheolichte the MIN, and tthen thﬂ MSN can

start I ngi an Assignnment Conplete 1426 is sent
from ?ﬂ%"’@%ﬁ% Yto the MBN. The Assignment Conplete
Ydod6d)at ewnb® tHeRuthENchiic prob&Iuf@RIirk® nebl villieB B K are determined,

ringi Qy% and a channel has been Med to the nobil e

stat i 1chAﬁou1¢be@mhommzl@s PGV ¢1ibiegla the mamnpde
1428 is sent.,firomthe. PSTN i ndi caiing to .

t he PW%%ﬁéﬁ riFS%“ﬁSQp‘%‘faﬁ long °°§5F oo Frog‘fz”én%q}&?“ privacy
Sone RRgtbde Gatkitdn REFdiSe U438, PEvaAI thedt doRipléte 1846 ah@ ANM
and a Connect Order 1430 is sent fromthe nobil e

st at i 42 eparsie apdeyepbed infiigire 18 h After Bep M btsis sept from the

Conne 3 !\ﬁlsltI ﬁﬁ? i

has béiesr%\:}L gs atﬁgﬁﬂ% Jt%ﬁ %1 en H‘?F %ﬁg&?lg@ggﬁ?%&
can baNMts theahbyermessagetasibefoet i onal when to run the
GSM aut henti cati on sé\grocedure therefore

0268 nt iNefeithah1 ) (GSM ngtworlyithe Authenpticafion ﬁ@‘ﬂer tells the GSM MSC,
a“t heghbffld @ M g‘;sl%]GHld%obﬁﬂ{eﬂﬁca[Qﬁﬁe{;EX @% tfw iR thete is no

once every s for exanple
| n di caichsmappéngsitch dintt itleaA 0 mdicitesay thaMiSKewhENo dand

thenth MSN.can_ foll ow that pol 0266

ALt heAERICRE T HOU YRS b Sk ehoNIS o8l £8. b mRRE stion with

det er Bigtad .SIM roaming in a CDMA network, the GSM authentication procedure
can be run whenever the MSN needs to run it, i.e., according to authentication
policies of the MSN. Thus, the MSN can implement the policies set by the AuC.

[00268] While the particular CIPHERING BETWEEN A CDMA NETWORK AND
A GSM NETWORK as herein shown and described in detail is fully capable of

attaining the above-described objects of the invention, it is to be understood that
it is the presently preferred embodiment of the present invention and is thus
representative of the subject matter which is broadly contemplated by the present
invention, that the scope of the pfesent invention fully encompasses other
embodiments which may become obvious to those skilled in the art, and that the

scope of the present invention is accordingly to be limited by nothing other than



whi ch woul d be synchroni zed as previously descri bed.

The privacy node request 1434, request privacy |ong
woaQaE/driansi ti on order 1436, request privacy PomgySewde10304

transition response 1438, priyacy node conplete 1440,

and ANM 1442 operate as described in Figure 13. After

the ANM 1442 is sent fromthe MSN to the PSTN, the

VBN strdppeiided cleidnk, in Wi refaidieitd abeleidht & tA® SiguldMNVhot

is the answer nmessage as before. [00267] Note that in
a GsMnteidgd tamepm dong and enby st telescemlisilnselstated, hut rather "one

VBC, ut . L, i n
ook, SRR 8 SR My G L e ove
AuC i deliceibédpreferredremblyBithen érat tue khownanitlitenéontatoib@known to
However, for a nixed,n&?ile statio a nohil e

.. 1.e., )
st at i 8196t erdingrysiul BB A5 W@’W%’?Pyamwaﬁ’éit%@k by gefgrence
GSM a oy ' n .
VEN, niaei® ElcaD pRERRAEGA A, Plectlt AL M RovED T s mot
pol i che®ssiy fdre deBide off methodttb eddvEdd enah andrp¥ezyprubldnisought to be
policies set by the AuC.[00268] Wile the particular _ .
cl PH_E?@K@@EWBE‘F&GN lmowbawénmm% Ren glaims.
her ei pughowdrand efeRt, icBRPohdht AtiRdthod Steb 1 ¥ ﬁ&ﬁl?ilis%losure is

of attaining the_above-descr]bed obj ects of P
i nvenintendedite b¢ dedientdsietodheiputdicaoghrdless of whethes thdwdement,

t | f d .embadi ment.. of the. t :
" nvenbPBRCER oF Biefiag Steps gy e tbindhe Phiias ip el element
Mat t eherdh i fo b&cdisRadl dhdePite@rdNisbeo195 UIREC Y182 4kth

i nvention, that the scope of the present invention

f ul | ypeasephbasdess thedhapent énerpeisalyreeitedhistig thephrose ongans for"
obvi ous. t hose. ski k| in.th rt.. and that ,t.he,. .
scop egl?j f A ?’ﬁec a%er (gsaelﬁ?th?cﬁgl ent &6% g%e%eé%lé Sraied g ¢ "igP " jpstead of an
[imtegthy nothing other than WO 2004/ 091176

PCT/ US2004/ 010304 35 the appended clains, in which

(0926 e n ddethad sigperaarhsripterchanged withaul departing fem the scope of the
intenﬂﬁg & mean "one and only one" unless explicitly

so sta e%, but rather "one or nore". Al structura

and f Wieitiioclaimedjist val ents to the el ements of the

above- described preferred enbodi nent that are known

or later cone to be known to those of ordinary skill

in the art are expressly incorporated herein by

reference and are intended to be enconpassed by the
present clainms. Mreover, it is not necessary for a
device or nmethod to address each and every probl em

sought to be solved by the present invention, for it

to be enconpassed by the present clains. Furthernore,

no el ement, conponent, or nethod step in the present

di sclosure is intended to be dedicated to the public
regardl ess of whether the el enent,




conponent, or method step is explicitly recited in the

claims. No claimelenent herein is to be construed
wanaErooiite provisions of 35 U.S.C. 112, sixt hPCT/US2004/010304

paragraph, unless the el ementgyds expressly recited

using the phrase "neans for" or, in the case of a

method claim the elenent is recited as a "step”

i nstead of a"act". [00269] MLLAIMSSteps can be

i nt erchanged wi t hout departing fromthe scope of the

invention. What is clained is: WO 2004/ 091176

PCT/ U2004)04 03R4 o038 Gloll MnerhnichiGR! B8 o"sPhESRc and o

communi cations between a first network and a- second

net wosdcond aétivorigermbiing b nebile atation (MEpyuisetibal inhkdfifsbnetwork to

the first network to co ni cate usi.ng the second

net woPROMEBIGRieuSing dhe secpn ﬂi}“’aﬂ"i"a@ﬁflﬁlpﬁi of the robile

station; o bl : i i of.ormation fromthe

first netmrﬁh%glggig 0 theé&iagléér:%t?ﬂtl(g{’of the nobile

stati on; ushtaginghatizmtinaion infirimation fifoor thetfirsimetwar basad on the

first.network to create a key; substituting the key
f or s@%ywsfg%e rinﬂgl fati 5 gorithmto authenticate
the nobi | eygih@lihORithéHdaotd fltbfnttitiondrdh Gnk S¥sti REwdRRoRereate a

used in a second algorithmto encrypt nessages
bet wekey;t he nobil e station and the second networKk.

substituting the key for SSD-A used in a first algorithm to authenticate
the mobile station; and
substituting the key for SSD-B used in a second algorithm to encrypt

messages between the mobile station and the second network.



