WD 2004/ 070728 PCT/ JP2004/ 001144 DESCRI PTI ON SEM CONDUCTOR MEMORY CARD AND
COVPUTER READABLE PROGRAM Technical Field 5 The present invention rel ates
to a semworduetzor2snenory card that can store data in fecirg®o0umoparti cul ar
to a file deleting technique. Background art 10 Sem conductor nenory cards
such as an I1C card and an SD nenory card have been experinentally
introduced to various industries extending fromnmass nedia including
broadcast and publishing industries to financial institutions, and
governnmental and | ocal organi zat em conduct or nenory 15 cards
have caused a sensation in theséb$%§%£€$f8§ because of their enornous
conveni ence. In a sem conductor nenory card, i S_mana in a layer
nodel havi FRMECOFYEGEQR MBYQRRY %AR@l$ED59@MBH¢EgyEEAD%ﬁBE ﬁRQEBﬁMcatlon

| ayer. Therefore, a user can create a file on a sem conductor nmenory card,
and delete 20 the created file in the same procedure as deleting a file
stored on a conputer. Deletion of a file on a conventional sem conductor
menory . MO, 2094/ P70748 PCT/ JP2004/ 001144 card only invol ves overwiting
of management TrnformatTon, which

5 The present invention relates to a semiconductor memory
card that can storedatainfiles, inparticulartoafiledeleting

technique.

Background art

10 Semiconductor memory cards such as an IC card and an SD
memory card have been experimentally introduced to various
industries extending from mass media including broadcast and
publishing industries to financial institutions, and
governmental and local organizations. The semiconductor memory

15 cards have caused a sensation in these industries because of
their enormous convenience. In a semiconductor memory card,
data is managed in a layer model having a physical layer, a
file system layer, and an application layer. Therefore, a user
can create a file on a semiconductor memory card, and delete

20 the created file in the same procedure as deleting a file stored
on a computer.

Deletion of a file on a conventional semiconductor memory



includes a file allocation table (FAT) showing link relations between file
fragnents and a file entry. The reason for this 1is nentioned in the

f ol | ow ngwol2bowEnrgenent information for 5 a file i s ovecEIPen)11¥ocat i ons
of fragments constituting a file entity on a sem conductor nenory card are
lost and link relations between fragnents di scontinuously |ocated on a
sem conduct or nenory card are broken. This nakes reading of the file

i npossi ble. 10 Data nanagenent by a file systemon a conventi onal

sem conduct or mory .card is described in unexan ned Japanese at ent

publ i cat‘?adﬁf%.ﬂs’ 2630{'211‘%‘?76‘1?%%. l?"%togrﬂ‘a’i\ﬁ)ge%?ﬂ]?d, %H%gcﬁé) Nyahkhede pat ent
No. 3389186. According to the above-nentioned nethod for file deletion, 15
a FAT anich@luydes acfiidy atboedbiaRitakke (HRRNehovwing Lénknfgtgtiens g
deleted file and fragments consisting the file entity still remain,

di scont iguiousdry il dnagaerstsSemd andugicoentreyor yheardasohf fsuchhas del et ed
file contains data concerning noney transactions, there is a danger that

bank aca%@&fﬁahrmféé WL ATMGALD RYThghsgahenteadebam dbscEgte

fragnents. ernore, a third person can regenerate a deleted file

tracing disconti fr, t i conduct .2 WD 2004/ 070728
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have been .
file entity on a semiconductor memory card are lost and link

relations between fragments discontinuously located on a
semiconductor memory card are broken. This makes reading of
the file impossible.

10 Data management by a file system on a conventional
semiconductor memory card is described in unexamined Japanese
patent publication No. 2001-188701, U.S. Patent No. 5,479,638
and Japanese patent No. 3389186.

According totheabove-mentionedmethod for filedeletion,

15 a FAT and a file entry are overwritten. However, a file entity
of a deleted file and fragments consisting the file entity still
remain, discontinuously though, on a semiconductor memory card.
If such a deleted file contains data concerning money
transactions, there is a danger that bank account numbers and

20 ATM card numbers are read from discrete fragments.

Furthermore, a third person can regenerate a deleted file

by tracing discontinuous fragments on a semiconductor memory



del eted. However, there is a reason why file deletion only involves
overwiting of managenent information such as an FAT and a file 5 entry.

It i s becwoxeo4af708processing tine required for overw i PCAgP200d/0@ndi ng to a
trial calculation, it takes 2 mlliseconds to overwite 512 bytes, 4
seconds for 1 negabyte, and 40 seconds for 10 negabytes. This indicates
that it takes tinme to perform a conplete deletion operation, that is to
say, to overwite 10 a file entity of a file so as to nake readi ng of the
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consistlng a deleted file should be stored. If data indicating |ocations
of fragmsltaeteds well as the fragnents, is stored 15 in a nonvol atile
menory, a third person can possibly read the |ocations of the fragnents

before a conplmiveviet etheredpes alda@idn why Faaenideisbeon ohler efvseves
information about a file to be deleted Iis not sufficiently protected while

a conpl ¢ at nvention
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According to a trial calculation, it takes 2 milliseconds to
overwrite 512 bytes, 4 seconds for 1 megabyte, and 40 seconds
for 10 megabytes. This indicates that it takes time to perform
a complete deletion operation, that is to say, to overwrite

10 a file entity of a file so as to make reading of the file totally
impossible. Moreover, such a complete deletion operation poses
a problem of where data indicating locations of fragments
consisting a deleted file should be stored. If data indicating
locations of fragments, as well as the fragments, is stored

15 in a nonvolatile memory, a third person can possibly read the
locations of the fragments before a complete deletion operation
is accomplished. Therefore, information about a file to be
deleted is not sufficiently protected while a complete deletion
operation is performed.

20

Disclosure of the Invention

It is an object of the present invention to provide a



entity of a file to be deleted fromwhen deletion of the file is
instructed to when the file is conpletely deleted. The object can be

achi eved W9 2004¢9n1280nduct or menory card 5 conpri sing aprconvzloavéiies menory
that stores a file constituted by an entity and managenent i nformation,
and a tanper-resistant nodule that includes a processing unit and an
internal nmenory. The processing unit includes a deletion unit operable to,
if a deletion event for the file is generated, (i) create a |l ocation 10

table on the internal nenory in_the tapper-resistant nodule, _a i)
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a location of the entity, and is referred to by the deletion unit when the
del et i orenimity ofepwfilestoHee daitéitad frHmwhicne dedeitipnopiathe|kllg
overwitten with reference to a location table stored in a nenory in a

t anper - rigsi Sianduondul® wihereiorei1é nf or sahp Dot eegaddiagedr agnents can be
sufficiently protected fromwhen a deletion event is generated to when the

file is conpl I t 0 i Lt Yard 1S+ QV i it ference
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In this way, a processing |oad of file over wi.ti

ntit ing is .4 WO
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of units of an
by an entity and management information, and a tamper-resistant
module that includes a processing unit and an internal memory.
The processing unit includes a deletion unit operable to, if
a deletion event for the file is generated, (i) create a location
10 table on the internal memory in the tamper-resistant module,
and (ii) overwrite the management information, wherein the
locationtableindicatesalocationof theentity, andisreferred
to by the deletion unit when the deletion unit overwrites the
entity.
15 A file entity of a file is overwritten with reference to
a location table stored in a memory in a tamper-resistant module.
Therefore, information regarding fragments can be sufficiently
protected from when a deletion event is generated to when the
file is completely deleted.
20 A file entity is overwritten with reference to a location

table in an idle time after the deletion event is generated.

In this way, a processing load of file entity overwriting is



idle tinme. Because of the division, the sem conductor nenory card is able
to go back to a standby status sooner, enabling overwiting of a file
entity towbeoewnpi2eted without making 5 a user feel thaCcTipe4delietion
takes a long tinme. In addition, overwiting of file managenent information,
which breaks the link relations between fragments consisting a file, is
given a priority over overwiting of a file entity. Since the overwiting
operations are perforned in the 10 above- nentioned order, a reverse

anal ysis of fragments beconmes nore difficult a elap es. Jere, t he
processPagidait SOi pspéef BemeeEAOFPEfatifoR R n&fn&nﬁ 2 %offand t hat
is issued by a device to which the sem conductor nenory card i s connected,

and (ii)dfierthee.lBetackades tne ahiatsion unihe eraviasnsud-analefar he
command that is issued by the device and generate an event correspondi ng

to a resully qf Eﬁﬁeaﬂél %’é'@acl@l@@,a tdhe, figh etd i uidodneel udesibla i n
deletion unit operable to, if the deletion event is generated, create the

| ocation table and overww e 0] e ub

del et i oRVEAM 5&@1%61 ltl N Fn%ﬁ%gverﬂ E]% E‘Teoqn&)le e?i; gﬁﬁtethh §r[%t ?logfl event
IS generated, overwite t he entity with reference to the created | ocation
5 WO 2004L8707 Z@eRCHha2 fGdL00EleL iqmplakes a long time.

Tn addition, overwriting of file management information,
which breaks the link relations between fragments consisting
a file, is given a priority over overwriting of a file entity.
Since the overwriting operations are performed in the

10 above-mentioned order, a reverse analysis of fragments becomes
more difficult as time elapses.

Here, the processing unit (i) performs an operation
corresponding to a command that is issued by a device to which
the semiconductor memory card is connected, and (ii) further

15 includes an analysis unit operable to analyze the command that
is issued by the device and generate an event corresponding
to a result of the analysis. Also, the deletion unit includes
a main deletion unit operable to, if the deletion event is
generated, create the location table and overwrite the

20 management information, and a sub deletion unit operable to,
if an event different from the deletion event is generated,

overwrite the entity with reference to the created location



Here, the sem conductor nenory card further conprises a tinmer operable to
start measuring a time when the deletion event s generated. The main

del eti on wpi2004007@128r i t es one part of 5 the entity, in addirpzmivaishe
managenment information, until the tiner tells a time-out, and the sub
deletion unit overwites a remaining part of the entity that has not been
overwitten by the main deletion unit. Thus, an overwiting operation in
response to an instruction of file deletion is continued until 10 a
time-out. Accordingly, if a tinme-out period is adjusted based on, for
exanpl etadlei.ne period required for an overwiting operation for a

nonvol atile nenory, a waiting tinme for a user can be optim zed. Here, the

internal nMeEMDEEret OLRS SnBRSHYREtEON nedyot ardlbunhheh ¢drepeides ya has been
encrypted, and when the deletion event is generated, the nain deletion

unit overweit r | : I Y idtHdge 1 BEi BRRBASEN
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priority over overwitin file entity. Thus, .it becones hggggsible to
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above-nentioned order, the reverse analysis of fragnments beconmes nore
di f f§ cultheaenttiirny  ellapsd§iton0-Q 00 OTOTR2BRSTYE JRPTDATadoian4 WiHgke, t he
sem conductor nenory card operates by neans of
the timer tells a time-out, and the sub deletion unit overwrites
a remaining part of the entity that has not been overwritten
by the main deletion unit. Thus, an overwriting operation in
response to an instruction of file deletion is continued until
10 a time-out. Accordingly, if a time-out period is adjusted based
on, for example, a time period required for an overwriting
operation for a nonvolatile memory, a waiting time for a user
can be optimized.
Here, the internal memory stores an encryption key with
15 which the entity has been encrypted, and when the deletion event
is generated, the main deletion unit overwrites the encryption
key before overwriting the management information of the file.
overwriting of the encryption key is given a priority over
overwriting of a file entity. Thus, it becomes impossible to
20 decrypt the file. As the overwriting operations are performed

in the above-mentioned order, the reverse analysis of fragments

becomes more difficult as time elapses.



ei ther contact or contactless power supply froma device, but the
processing unit perforns the overwiting only when the sem conductor
menory cawo 20@per7et28s by neans of the contact power 5 suppitygpPiaoanoiie
device. As a result, during contactless power supply, overwiting of a
file entity is not performed. This enables a stable operation to be
realized. Brief Description O The Drawings 10 Fig. 1 illustrates an
environnment in which an SDeX nmenory card 400 is used. Fi g 2 shows an

internal structure of a sem conductor nenory card accor toth e pr esent
i nvention. Fi §er® shbassaniniteeon mamenyr 625f P FRSS OF %nFrP 15 Fi g.
2). , Fig. 4 shows a software structure of a portion constltuted by a mask

ROM 6 and thGPdohtalat brsbombattlEs g. p@)et rsudE yTRMomla deyglicsd, shows a
| ogi cal format of an external flash menory 20 2 and an internal EEPROM 3

(both shoun r?%éfﬁ% r@ i 9-p 8- BHANS Bl | B EFRRL £ B4 USH LY 6i9én ahext ended
area for I ent appli catl on 22, an authentication area 23, 7 WO
2004/ 070728 PCT/ JP2004/ 001144 nd no t hent | in
Flg. 5) SHHEOTPUHRETETOTY e 805F <hepdnt forhs ot Che SoitaBt poRAT

5 supply from the device. As a result, during contactless power

supply, overwriting of a file entity is not performed. This

enables a stable operation to be realized.

Brief Description Of The Drawings

10 Fig. 1 illustrétes an environment in which an SDeX memory
card 400 is used.
Fig. 2 shows an internal structure of a semiconductor
memory card according to the present invention.
Fig. 3 shows a hardware structure of a TRM 1 (shown in
15 Fig. 2).
Fig.11showszisoftwarestructureofaiportionconstituted
by a mask ROM 6 and a CPU 7 (both shown in Fig. 3) in the TRM
1.
Fig. 5 shows a logical format of an external flash memory
20 2 and an internal EEPROM 3 (both shown in Fig. 3).
Fig. 6 shows an internal structure of an extended area

for an EC client application 22, an authentication area 23,



Fig. 8a shows a structure of a double FAT, Fig. 8b shows a structure of a
root directory entry, and Fig. 8c shows a 5 structure of a user area. Fig.
9 shows twet2oa/d70128 nanmed EOBOOL. SE1 is divided into fipca/JPeeagnenss in
accordance with the size of a cluster and that the fragnents are stored in
clusters 003, 004, 005, OOA and OOC respectively. 10 Fig. 10 shows
exanples of a root directory entry and a FAT for a file "EOBOO1. SE1" ,
which is divided to be stored in a plurality of clusters. Fig. 11 shows a
structure of an APl 10 (shown in Fig 2. Fig. 12a shows how a wite

oper at | ¢®& @%“ﬁqtéﬁﬁﬁlﬁéfﬁld?weﬁ?%y FHI} ejar&h ?il ng handl er 14, and
Fig. 12b shows how a read operation to a file is perforned by the

readi ng/ witimgg.evVesthdwandl ertritturieg.ofl 3 igduistriattes an i nt ernal
structure of the APl 10 wth a focus on the characteristics of a deletion

handl er 16 2%1gsh@14ﬂsh8w§lag stillot i orl4 &heyse amexaapl.esbfsliows ear
operati on managenent table. 8 WO 2004/070728 PCT/JP2004/001144 Fig. 15 is

a fhow chart | LLUSI a1 09, 80P AGREHES.9f oAR-ySV el 309 Y diandl & 11

5 structure of a user area.

Fig. 9 shows that a file named EOB001.SEl is divided into
five fragments in accordance with the size of a cluster and
that the fragments are stored in ciusters 003, 004, 005, 00A
and 00C respectively.

10 Fig. 10 shows examples of a root directory entry and a
FAT for a file “EOBO001.SE1l”, which is divided to be stored in
a plurality of clusters.
Fig. 11 shows a structure of an APT 10 (shown in Fig. 4).
Fig. 12a shows how a write operation toa file is performed
15 by the reading/writing handler 14, and Fig. 12b shows how a
read operation to a file is performed by the reading/writing
event handler 14.

Fig. 13 illustrates an internal structure of the API 10

with a focus on the characteristics of a deletion handler 16
20 (shown in Fig. 11).
Fig. 14 shows an example of a clear operation management

table.



Fig. 16 is a flow chart illustrating a procedure of a

not - conmand- executi ng handler 12 (shown in Fig. 11). 5 Fig. 17 is a flow
chart il lwetwatirnpsa procedure of the reading/witing RraemdPznos/deiisfFi g. 18
is aflowchart illustrating a procedure of a deletion handler 16 (shown
in Fig. 11). Fig. 19 is a flowchart illustrating a procedure of a 10
nul | -cl ear subroutine. Fig. 20 illustrates an operation of the deletion
handl er 16 when a deletion event is generated to a file stored as
described in Fig. 10. Fig. 21 illustrates an overwiting operation by the
15 not - command®ieXeckh iy shadidivechextadd s rgélied énPrasecereref apig. 22
shows an exanple of a clear operation nmanagenent  table relating to a
second egbedinenilykig. haddsbewsla (phowaduneraty.alagl.l -cl ear subroutine
relating to the second enbodinent. 20 Fig. 24 is a flow chart illustrating

a procedure ofpg, baglyard publ-chear opernatisningl g p23cshaws acstructure
of a nenory noduie relating to 9 20 070728 CT/?P2004/001144 a
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5 Fig. 17 is a flow chart illustrating a procedure of the
reading/writing handler 14.
Fig. 18 is a flow chart illustrating a procedure of a
deletion handler 16 (shown in Fig. 11).
Fig. 19 is a flow chart illustrating a procedure of a
10 null-clear subroutine.
Fig. 20 illustrates an operation of the deletion handler
l6whenadeletionevent is generatedtoafile storedasdescribed
in Fig. 10.
Fig. 21 illustrates an overwriting operation by the
15 not-command-executing handler 12 and the deletion handler 16.
Fig. 22 shows an example of a clear operation management
table relating to a secondAembodiment.
Fig. 23 shows a procedure of a null-clear subroutine
relating to the second embodiment.
20 Fig. 24 1s a flow chart illustrating a procedure of a
backward null-clear operation.

Fig. 25 shows a structure of a memory module relating to



of an FeERAM Fig. 27 illustrates an FeRAM storing frequently-updated 5
data such as a file entry, a FAT, and a cl ear operation nanagenent table.
Fig. 28 sWwowso478128ucture of the nenory 3 in the TRM 1 pceliatdowgotiet a fifth
enbodi nent. 10 Best Mbde for Carrying Qut the Invention The foll ow ng
descri bes enbodi nents of a sem conductor nenory card of the present

i nvention. A sem conductor nenory card relating to a first enbodinent is
an SDeX nenory card which has a built-in tanper-resistant nmodule of an IC
card. An SDeX 15 rrermry card is, simlarly to an SD nenory card, used as a
st or age @ HERITiRS OB bor t abl e devi ce, and has a built-in

tanper-resi stant nodule of an IC card. In addition, the SDeX nenory card
400 rel ating tmig hed cospaesbodentarménneFof.a Hlasdameoporyupindateatni th an
external device in both contact and 20 contactless comuni cation nodes.
First ofyall, #&rA®. described how the sem conductor nenory —card according
to the present |nvent| on (SDeX nmenory card 400) 10 WO 2004/ 070728

PCT/ JP2004/ 00 The SDe n o an SD
portable devi cJegs&gh gi ﬁ%ﬁa}t}%staérf ?%@E@S%ﬁ use%qé%ngﬁyen (itl%g%ér{rent
illustrated in Fig. 1. Fig. 1 il Iustrates an environnment in
5 data such as a file entry, a FAT, and a clear operation management
table.

Fig. 28 shows a structure of the memory 3 in the TRM 1

relating to a fifth embodiment.

10 Best Mode for Carrying Out the Invention

The following describes embodiments of a semiconductor
memory card of the present invention. A semiconductor memory
card relating to a first embodiment is an SDeX memory card which
has a built-in tamper-resistant module of an IC card. An SDeX

15 memory card is, similarly to an SD memory card, used as a storage
medium for an SD portable device, and has a built-in
tamper-resistant module of an IC card. In addition, the SDeX
memory card 400 relating to the first embodiment (in Fig. 1)
can communicate with an external device in both contact and

20 contactless communication modes.

First of all, it is described how the semiconductor memory

card according to the present invention (SDeX memory card 400)

10



whi ch the SDeX nenory card 400 is used. 5 The environnent illustrated in
Fig. 1 includes an electronic commerce (EC) server 100, a card
reader / wwoeno4200728 a radi o base station 210, and an SDrparPziol/eoidevi ce
300. The EC server 100 provides an EC service to the SDeX nenory card 400
card through the card reader/witer 200 and the radio 10 base station 210
and a network. Multiple EC application prograns operate on the EC server
100, and each of the application prograns provides a unique EC service to
the SDeX nmenory card 400. EC applications operatin% on the EC server 100
are ser\igr usgfpl TeatSRsisMeBABY ¢l 400t he mPeatdsste &t PPrehtaBtSser vi ce.

15 In Fig. 1, EC server applications for n kinds of EC services are
briefly dxpressatasasSnAPlile 2e18phonesn) kespestivéhyan Henejronhent are n
ki nds of server applications. The EC server 100 provides an EC service, by

I ssui ng an FG& . conagngd, t9; § hey Shedy . nenpf v, Sarsh 490ak herghodenaeiwork, the

card reader/witer200 20 and the radi o base station 210. The card
reader/writer 200 j for exanpl e evice included in cash dispensers of
credit %W%o%%rﬁi Xafﬁ%‘“o’iii%%%%?o%?%eéwJP2004/ 001144 fi nanci al
institutions or cash registers at shops. The card reader/witer 200

suppfi es powerThe ehyispareptnokllesrsazed IdndFperf or méPCIHOES | @8s

i nput/output with the SDeX nenory card
electronic commerce (EC) server 100, a card reader/writer 200,

a radio base station 210, and an SD portable device 300.
The EC server 100 provides an EC service to the SDeX memory
card 400 card through the card reader/writer 200 and the radio
10 base station 210 and a network. Multiple EC application programs
operate on the EC server 100, and each of the application programs
provides a unique EC service to the SDeX memory card 400. EC
applications operating on the EC server 100 are server
applications, and each of them provides a different EC service.
15 In Fig. 1, EC server applications for n kinds of EC services
are briefly expressed as S_APLl, 2, 3...n respectively. Here,
there are n kinds of server applications. The EC server 100
provides an EC service, by issuing an EC command to the SDeX
memory card 400 through the network, the card reader/writer200
20 and the radio base station 210.
The card reader/writer 200 is, for example, a device

included in cash dispensers of credit card companies and

11



400. The card reader/witer 200 is connected to the network. 5 Through the
card reader/witer 200, the SDeX nenory card 400 receives EC services
provi ded W9 200w078Q8ser ver 100. The radi o base station 2PQTiIR20i/e@ased at
the top of buildings and tel egraph poles. The radi o base station 210
perforns data input/output by air with the SD portable device 10 300 of a
nobi | e tel ephone type. The radi o base station 210 is connected to the
network. Through the radio base station 210, the SD portable device 300
al so receives EC services provided by the EC server 100. The SD portabl e
devi ce F0@aguiimsl dgrrdsistulolanfe %Déé@&hﬂtﬁ@lsq%f%aﬁﬁ hPYH i The % manner
that the SDeX nenory card 4 O O is connected to the SD portabl e device
300. Br awselersaftese 200 tdhepliike posremsbalthedsbaXthen&by portdbl @0 devi ce
300, so that a user gains -access to a file system (hereinafter referred to

as FS) qfpd Bgrfépﬁé J&{@Ja‘tl@gsdlﬂggt/eh%gt& RS @hel Sk hagerefcdhe

br owser. uch file-systemaccess is performed in such a manner that the

SD portable dev ce 00 issu an SD.camrand defi ry card

Lo the Sk 2823607474 Feod e SaCPECRBRED CH2tHD DM 70726

PCT/ JP2004/ 001144 for the command fromthe SDeX nenory card 4 0 0 . Wen

the $D pirtasite thiewagsl 38 desdtatitass 20Re ShexSRekoRgnesY acab®, 49the SDeX

menory card 400 is integrated into the SD portable device 300 so as
receives EC services provided by the EC server 100.

The radio base station 210 is disposed at the top of
buildings and telegraph poles. The radio base station 210
performs data input/output by air with the SD portable device
10 300 of a mobile telephone type. The radio base station 210 is
connected to the network. Through the radio base station 210,
the SD portable device 300 also receives EC services provided

by the EC server 100.
The SD portable device 300 gains access to the SDeX memory
15 card 400 in such amanner that the SDeXmemory card 400 is connected
to the SD portable device 300. Browser software or the like
is installed in the SD portable device 300, so that a user gains
access to a file system (hereinafter referred to as FS) of the
SDeX memory card 400 through a user interface of the browser.
20 Such file-system access is performed in such a manner that the
SD portable device 300 issues an SD command defined by an SD

memory card to the SDeX memory card 400 and receilves a response

12



to function as an IC card. Here, a helical antenna is buried 5 in the back
surface of the SD portable device 300. Wien the SD portable device 300
functi onswe=soam7d@8card, the helical antenna supplies porgpP2dos/ommithe card
reader/witer 200 to the SDeX nmenory card 400. In addition, the SD
portabl e device 300 exchanges command/ response to/fromthe SDeX nenory
card 400 10 and command/ response fromto the EC server 100. To be specific,
the SD portabl e device 300 encapsul ates an EC command fromthe EC server

100 to generate an extended SD conmand, and out(guts t he extended SD
command %@r the comERneeieey) tharPeiorengiy erefiite, "RensheHRPT BHPES devi ce

300 obtains an EC response froman SD 15 response fromthe SDeXnenory card
4 0 0, adwvio poDsbobesECapespionsSPeXtmendiey EG1seA08r WOH SDAHenendey SD
portabl e device 300 bootstraps the SDeX nenory card 400 so as that they

function.as; afhd G Lantheqtd¥8a aiftd RN sDEGFRA®1e WBeRcENE0BDspoasabl e
devi ce 300 uses the SDe%( menory card 400 as a storage nedium they are in

an 20 "SD node". Wen th DeX jenory car 00_LsS_|j it is
dsed as I BT v LA M. SBohods, TEnace Borehhre  AeirEed15 o
2004/ 070728 PCT/ JP2004/001144 300 is the host device of the SDeX nenory
car d5400in THee dmeok  seRERGe caf dtle 0SB periakicef deViesr P AY- AleeDd BRa vi deo

data downl oaded to the SD portable device 300 fromdistribution servers in
this SD portable device 300 functions as an IC card, the helical

antenna supplies power from the card reader/writer 200 to the
SDheX memory card 400. In addition, the SD portable device 300
exchanges command/response to/from the SDeX memory card 400
10 and command/response from/to the EC server 100. To be specific,
the SD portable device 300 encapsulates an EC command from the
EC server 100 to generate an extended SD command, and outputs
the extended SD command to the SDeX memory card 400. Furthermore,
the SD portable device 300 obtains an EC response from an SD
15 response fromthe SDeXmemory card 400, andoutputs the ECresponse
to the EC server 100. When the SD portable device 300 bootstraps
the SheX memory card 400 so as that they function as an IC card,
they are in an “EC mode”. When the SD portable device 300 uses
the SDeX memory card 400 as a storage medium, they are in an

20 “SD mode”.
When the SDeX memory card 400 is in the SD mode, it is

used as an SD memory card. In the SD mode, the SD portable device

13



case. Thus, the host device can playback the audio and video 5 data, which
is stored in the SDeX nenory card 400. In the EC node, the SDeX nenory card
400 i s uswo 2as/@n728l C card. The SDeX nenory card 400 i sPcopzod/ed1so the SD
portable device 300 in the EC node too. However, the host device of the
SDeX nmenory card 400 is not the SD portable device 300, but 10 the EC
server 100 on the network. The SDeX nenory card 400 conmunicates wth the
EC server 100 by nmeans of the SD portable device 300 to which the SDeX
menory card 400 is _connected together wth the cardgrgsger/mwiter 200 and
a

the radi®'bak® Eadiast SE71Cq P i wR¢X REASY Yt F3h onThE ReLut ed
between the SDeX 15 nenory card 400 and the EC server 100. Since the SDeX
menory caemoryOareékapiingused tthe giresient audibadivédedidastadduntoadndas an |1 C
card, in addition to the function of storing delivered audio and vi deo

data, itrHrd 8Dor A L£aBYERLENGE o §N8tWsBLLidE derverd he SeX menory
card 400 gains access to the EC server 100 through the card reader/witer

card J00RES GAE LB S0 ROT0 ol BCRATEYAON G014 R ade 18 Fhe L

server 100 in such a manner that the SD portable device 300 accesses the
EC sérvedat®o Wihkeghs t#HeCFadi bnsthei dhexonemagrd £REIN&PRor k.

In the EC mode, the SDeX memory card 400 is used as an
IC card. The SDeX memory card 400 is connected to the SD portable
device 300 in the EC mode too. However, the host device of the
SDeX memory card 400 is qot the SD portable device 300, but

10 the EC server 100 on the network. The SDeX memory card 400
communicates with the EC server 100 by means of the SD portable
device 300 towhich the SDeXmemory card 400 is connected together
with the card reader/writer 200 and the radio base station 210.
In this way, money transaction is executed between the SDeX

15 memory card 400 and the EC server 100.

Since the SDheX memory card 400 relating to the present
embodiment has a function as an IC card, in addition to the
function of storing delivered audio and video data, it provides
more convenience for the user.

20 Here, the SDeXmemory card 400 gains access to the EC server
100 through the card reader/writer 200 in the EC mode according

to Fig. 1. Alternatively, the SDeX memory card 400 may gain

14



The follow ng part describes how to manufacture the 5 sem conductor nenory
card according to the present invention. The sem conductor nenory card
accor di ngwoaoedngopsesent i nvention has the internal stParuBz@4/80M0%N N
Fig. 2 and Fig. 3 and can be industrially manufactured. As shown in Fig.

2, a connector, a tanper-resistant nodule 10 chip (TRM 1 and a flash
menory chip 2 having a capacity of as nuch as 256 negabytes are packaged
on the sem conductor nenory card according to the present invention. There
are various definitions as to _tanper resistance. However enera{

defi ni t iasteHT todRECreRT@RAd wpsewh pdantehEhgd Fhy ﬁBv&gQrYal? ®ven if a
TRM chip is physically opened, its internal structure can not be known.
(2) Everddvi@n 3ebest cosmgndthec E@averver il00athatedh tthearadRM stafpjont s
internal structure can not be known. 20 (3) There is a nonlinear relation

bet ween J-enatty ofhdatd wdput to a TRMchip and a processing time for the
data. (4) Qutput data is not obtained through reverse operations 15 WD

2004/ 070728 PCI/ JP2004/ 001144 ased on.an error,of j ause of
t hese four ch té?fjs?‘fjc%? P%?’Tﬁeﬁsfri@esr g%?"%t Jacﬁt ntagﬂl\t)ftéirclqglh% klgﬁ s of

reverse operations. The foll ow ng _ . )
5 semiconductor memory card according to the present invention.

The semiconductor memory card according to the present invention
has the internal structure shown in Fig. 2 and Fig. 3 and can
be industrially manufactured.
As shown in Fig. 2, a connector, a tamper-resistant module
10 chip (TRM) 1 and a flash memory chip 2 having a capacity of
as much as 256 megabytes are packaged on the semiconductor memory
card according to the present invention.
There are various definitions as to tamper resistance.
However, general definitions of tamper resistance appear to
15 be as follows.
(1) Even if a TRM chip is physically opened, its internal
structure can.not be known.
(2) Even if an electromagnetic wave is irradiated to a
TRM chip, its internal structure can not be known.
20 (3) There is a nonlinear relation between length of data
input to a TRM chip and a processing time for the data.

(4) output data is not obtained through reverse operations

15



part describes hardware elenents in the TRM1. 5 Fig. 3 shows the hardware
structure in the TRM1. As shown in Fig. 3, an internal EEPROM 3, an

ext ernal wermeso7e8trol unit 4, a host interface nodul @CTHPM04/80118¢ mask
ROM 6, a CPU 7 are packaged on the TRM 1, to constitute a m croconputer
system The internal EEPROM 3 is a readable and witable internal 10
menory. The m croconputer system which is packaged as the TRM 1, exhibits
a high manufacturing cost per unit area. The internal EEPROM 3 in the TRM
1 has a capacity of 32 kilobytes. The flash nenory 2 shown in Fig. 2 is
her ei nafR&Ted 0Pt FPe’TFRY e?f etPPBt d3tan external nenory to be

di stinguished fromthe internal 15 EEPROM 3. The external nenory control
unit 4 is a ciBetdidsexctushesky fanti | czedadoerideiascesbet @RMEL exser na
flash menory 2. The access to the external flash nenory 2 is conducted

based on..&afs S €IRNL; bssad kYot heveR Robhabheideyl aae3f01180idge H M 5

classifies SD commands issued by the SD portable device 3 0 0 wth ref
erence to their co nd_nunbers. The SD co d ers are nunbers from1
to m orPae&‘Ee‘%%r%%r%%%g?%rg‘?af%ﬁ}em?%%d%ﬁ?o?%’gz "PCT/ JP2004/ 001144 or
nmore. When the SD command nunber of an SD conmmand falls within 1 and in,

the Ml M5 out flits: Bhehsrs toembdBadver e ftmigemminig MY Lok BCWRI t 4.

When t he SD command nunber of an SD command
in Fig. 3, an internal EEPROM 3, an external memory control

unit 4, a host interface module (HIM) 5, a mask ROM 6, a CPU
7 are packagedonthe TRM1, to constitute amicrocomputer system.
The internal EEPROM 3 is a readable and writable internal
10 memory. The microcomputer system, which is packaged as the TRM
1, exhibits a highmanufacturing cost perunit area. The internal
EEPROM 3 in the TRM 1 has a capacity of 32 kilobytes. The flash
memory 2 shown in Fig. 2 is hereinafter sometimes referred to
as an external memory to be distinguished from the internal

15 EEPROM 3.

The external memory control unit 4 is acircuit exclusively
utilized for the access to the external flash memory 2. The
access to the external flash memory 2 is conducted based on
an SD command issued by the SD portable device 300.

20 The HIM 5 classifies SD commands issued by the SD portable
device 300withreferencetotheir command numbers. The SD command

numbers are numbers from 1 to m, or extended numbers of (mt+l)
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is (ml) or nore, the HHM 5 obtains an EC conmand that has been 5

capsul ated into an extended SD command, and outputs the EC conmand to the
CPU 7. ThwOormesik7ROR1 6 prestores Java virtual machi ne angcCanpPzappdiieati on
program Wen the SDeX nmenory card 400 bootstraps the SD portable device
300, the bootstrap starts froma 10 predeterm ned address in the nask ROV
6. Thus, the SD portable device 300 is activated to be in the EC node. The
CPU 7 executes a programstored in the mask ROM 6. Fig. 4 shows a software
structure of a portion which is constituted by the mask ROM 6 and CPU 7 in
t he TRMor pehowihEs thelRycosnand nwehaoat &g §5rﬁ9§mad1§3df6§rla Yty 1ine

wkl is a nodule equivalent to an IC card. The rest of the TRM1 is a
nodul e equhdah efhet BTRB SRtpRrer yhe Srdcomhanpots ithie ekteéhea TRMmMomhi ch i s
equi valent to an SD nmenory card includes the external nenory control unit

4 and the il 20,5 dnepdMndan Wby A dinst i0n 65 Asdrenory

card but  also the function as a first contact between the

SD- nenory- car d- equi val ent _nodul e. and t.he | C-card-equi t 7
2004/07G#?8mpéﬁ79§§%@%?Oéffﬂﬁ%hﬁ%dﬁﬂ AFHAN E H _15%%é§?b %é§§au e has a

| ayer structure. In the layer structure, the internal EEPROM 3 is_in the
bott@nlcapsulatedintoanextendedSDcommand,andoutputstheECcommand

to the CPU 7.
The mask ROM 6 prestores Java virtual machine and an
application program. When the SDeX memory card 400 bootstraps
the SD portable device 300, the bootstrap starts from a
10 predetermined address in the mask ROM 6. Thus, the SD portable
device 300 is activated to be in the EC mode.
The CPU 7 executes a program stored in the mask ROM 6.
Fig. 4 shows a software structure of a portion which is
constituted by the mask ROM 6 and CPU 7 in the TRM 1 (shown
15 in Fig. 3). A portion circumscribed by a dotted line wkl is
a module equivalent to an IC card. The rest of the TRM 1 is
a module equivalent to an SD memory card.
The portion of the TRM 1 which is equivalent to an SD memory
card includes the external memory control unit 4 and the HIM
20 5. The HIM 5 has not only the function as an SD memory card
but also the function as a first contact between the

SD-memory-card-equivalent module and the IC-card-equivalent
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| ayer (physical layer). An application interface (API) 10 is 5 in a |ayer
directly above the layer in which the internal EEPROM 3 is. The Java
virtual rmasioloewn708728s in a | ayer directly above the | ayecTiymomahit he API
10 is. An ECclient application 8 is in the top layer. It should be noted
that the external menory control unit 4 in the SD nmenory-card-conpatible
portion is 10 located in a physical layer simlarly to the internal EEPROM
3. The followi ng part describes the software structure shown in Fig. 4
(the EC client application 8, the Java virtual machine 9 and the APl 10).
15 The F©®i®ent application 8 is one kind of EC applrcatron witten in
Java, and gains access to the EC server 100 based on a user's instruction.
Since nultipl add nds cafrdEComgrateibl eappliitat honss lalyieghstegpéurevely
correspond to different EC services, operate on the EC server 100,

mul tipl e %&JE& EG- 20 6+d ENEn@PDhi CALA PNEEPHBUCE {ESDECtiyebytESRT espond

to dlfferent C servrces operate on the SDeX nenory card 400. In Flg 4,

it is indicated.t Cclient lLicatio ns C AP 8 WO
D004 070 S bR OBEES PBE sebdivat) o rlrnleté%éfr?% gAE@s%?vle%
applications on the EC server 100 is APL 1 2, 3...... he EC client
appl Pcatimp Bryeeddsaceds sbevedhmha¥erold W&%ﬂc@h@%énét&r\?é‘rl EBpRP¥at i ons

> 3 is. The Java virtual machine 9 is in a layer directly above
the layer in which the API 10 is. An EC client application 8
is in the top layer. It should be noted that the external memory
control unit 4 in the SD-memory-card-compatible portion is

10 located in a physical layer similarly to the internal EEPROM
3.

The following part describes the software structure shown
in Fig. 4 (the EC client application 8, the Java virtual machine
9 and the API 10).

15 The EC client application 8 is one kind of EC application
written in Java, and gains access to the EC server 100 based
on a user’s instruction. Since multiple kinds of EC server
apﬁlications, which respectively correspond to different EC
services, operate on the EC server 100, multiple kinds of EC

20 client applications, whichrespectively correspondtodifferent
EC services, operate on the SDeX memory card 400. In Fig. 4,

it is indicated that EC client applications C_APL 1, 2, 3...n
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the EC server 100 through the card reader/witer 200, the radio 5 base
station 210 and the network to obtain various kinds of EC services. Wen
an EC comwermdowgereB8ved from an EC server application i #Ca/Jdaoaosmi4 i ng
command, the EC client application 8 outputs the EC command to the APl 10
through the Java virtual machine 9. 10 In addition, the EC client
application 8 gains access to the external flash nenory 2 and the internal
EEPROM 3 based on a user's instruction in the EC node. The access incl udes

file access such as creating a_file and perforninﬁ read and m%ite
oper at i oF@SRRFCEHEHY | T usSAMRA 89 aP Vi FEHEET ndRRAT 72 BLPISvAkal e VR

(registered trademark) in Fig. 4) converts Java | anguage, in which the EC
client apgtveatlio® 8SiAPWiLttén, 3i.ntm .ndathevEC orleiemf aprel CRLign 8nd has
the CPU 7 execute the EC client application 8 The APl 10 reads/wites

fromto {heyextesdaled |RuhIRIDIY /f20mt ARULE e riviizebbpl 1 BERRGMs3okased on

a command issued by the EC client application 8. In the above part, the

software_structure f She nor ard .40 d rj 19 WO
004! 07058 TP E b0 bo T TR ATt hEe e L B AadrRaPa e RERh CRBE LORES 12 )
menory 2 and the internal EEPROM 3 is described in the_follomjng 8art. Fi g.
5 showsPasre Serfrear 309 mid gehe neebwerknbp PPERIF nBRbBEGUS KhpdsS of

EC services. When an EC command received from an EC server
application is a data writing command, the EC client application
8 outputs the EC command to the API 10 through the Java virtual
machine 9.

10 In addition, the EC client application 8 gains access to
the external flash memory 2 and the internal EEPROM 3 based
on a user’s instruction in the EC mode. The access includes
file access such as creating a file and performing read and
write operations to the file.

15 The Java virtual machine 9 (JavaCard VM (registered
trademark) in Fig. 4) converts Java language, in which the EC
client application 8 is written, into native codes of the CPU
7, and has the CPU 7 execute the EC client application 8.

The API 10 reads/writes from/to the external flash memory

20 2 and the internal EEPROM 3 based on a command issued by the

ECclientapplication8. Intheabovepart, thesoftwarestructure

of the SDeX memory card 400 has been described.
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the internal EEPROM 3. The external flashnmenory 2 and the internal 5 EEPROM
3 have two nenory spaces, i.e. sm1l and sm2. The nenory space sm1lis
accessi blwofzem70t2e CPU 7 in the TRM 1, and nmade up by Pam/Jarmaodioss EC
client application 21 and an extended area for the EC client application
22. The nenory space sm2 is accessible fromthe SD portabl e device 300

w t hout going through 10 the CPU 7 in the TRM 1. The nenory space sm2 is
constituted by an authentication area 23 and a non-authentication area 24.
The authentication area 23 and a non-authentication area 24 are ﬁrermry
areas of an SFhereeycedrioraml of Ehexpraere!l itdasTaPaResy Hareht Ro

3389186. 15 Fig. 6 shows the structure of the extended area for the EC
client apptécmsi AMERROM thed sadtesentiieat iion theedo23pwiihg paoh-alBittiendi cation
area 24, which have a file systemstructure according to ISOIEC 9 2 9 3.

Hovever , ot higs | SQL | ﬁ%:‘?ca?l % Srihat | &£ SYELCH+ STRMCT HT £ RM¥mELYVESaAg an
exanple and is selected just for 20 the sake of conveni ence. The extended

f h I h dth
non- aut HEHT 1BREFOR APBACDE mhye REaTaeRdr T Loy 2reet Pl FhFE=A3) g "

2004/ 070728 PCT/ JP2004/ 001144 such as Uni versal Di sk Format (UDF

Genef al | FERYRMIG Agyeat ¥ |memais SHRCSS uét 8r SThHerBHYSHA 4 eﬁ&ehm%m%iff r agnment
is changeable and a start address and a data |l ength are shown in entry
space sm 1 is accessible from the CPU 7 in the TRM 1, and made

up by an area for EC client application 21 and an extended area
for the EC client application 22. The memory space sm 2 is
accessible from the SD portable device 300 without going through

10 the CPU 7 in the TRM 1. The memory space sm 2 is constituted
by an authentication area 23 and a non-authentication area 24.
The authentication area 23 and a non-authentication area 24
are memory areas of an SD memory card, and are explained in
Japanese patent No. 3389186.

15 Fig. 6 shows the structure of the extended area for the
EC client application 22, the authentication area 23, the
non-authentication area 24, which have a file system structure
according to ISO/IEC 9293 . However, the ISO/IEC 9293 file system
structure only serves as an example and is selected just for

20 the sake of convenience. The extended area for the EC client
application 22, the authentication area 23 and the

non-authentication area 24 may have other file system structure

20



informati on can be enployed. 5 The extended area for the EC client
application 22 is constituted by an area 22a on the internal EEPROM 3 and
a secure wDl2astn7aT282 22b on the external flash nenory 2PCThHe2®eounet fl ash
area 22b has partitions 1, 2, 3...... n, i.e. file systemareas. On the

ot her hand, the area 22a in the internal EEPROM 3 includes 10 a master boot
record and reference tables for partitions (partition tables 1, 2,

3...... n) . Partitions in the extended area for the EC client application
22, the authentication area_ 23, and the non-authentication area, 24 have

the sameSY®R eendpicersrt ek Faungt o UDE shorEesachY SR EARUr & of1]

partition. A partition includes a partition boot sector, a double file
al | ocat imystable{FAT)re vaeredly di teagbhyont fyagardtaiasehangesaleThe
partition boot sector is a table that shows information 20 regarding the

partitiofhg The [daul! e dfyeddcandes Wk FAlsndh ageer danes Wi heh 86| EC
9293. Each FAT includes a plurality of FAT entries in one-to-one 1 W
2004/ 070,728 PCT/JP2004/ 001144 coréespondence with clusters. Each FAT entry
i ndi cat 5" et 2R PesPRtT g el uster is used or not. If a

corresponding cluster is not used, the value of a FAT entry is set at 10".
| f ad The extended area for the EC client applicatidn 22 is

constituted by an area 22a on the internal EEPROM 3 and a secure
flash area 22b on the external flash memory 2. The secure flash
area 22b has partitions 1, 2, 3...n, i.e. file system areas.
On the other hand, the area 22a in the internal EEPROM 3 includes

10 a master boot record and reference tables for partitions
(partition tables 1, 2, 3...n).

Partitions in the extended area for the EC client
application 22, the authentication area 23, and the
non-authentication area 24 have the same internal structure.

15 Fig. 7 shows such a structure of a partition.

A partition includes a partition boot sector, a double
file allocation table (FAT), a root directory entry, and a user
area.

The partitionboot sector is a table that shows information

20 regarding the partition.
The double FAT includes two FATs inaccordance with ISO/IEC

9293 . Bach FAT includes a plurality of FAT entries in one-to-one
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corresponding cluster is being used, the value of a FAT entry 5 is set at
the value of a cluster nunber that indicates Iink relations between

cl ust er s,wDhat4/4787280 say, a next cluster to be read af PET/IP®4/001144
corresponding cluster. A dotted line ffl1in Fig. 8a indicates a plurality
of FAT entries 002, 003, 004, 005...... included in a FAT. The nunber
given to each FAT entry 10 (002, 003, 004, 005...... ) indicates a
corresponding cluster, that 1is to say, a cluster nunber of a cluster
corresponding to a FAT entry. The root directory entry includes a

pl ur al i t§oFeIpordener Widd ¢husterdt ERqteERErSLgEE ARG CREEN ROF ¥ ponds t o
afile . 15 Each file entry includes entries of "FILE NAME" indicating a
name of acditespdhliikgEXTENSIFAN usbavirigta. Ifbecxtempsinglingfclisieeti| e,

"FI RST CLUSTER NUMBER' indicating a cluster storing a start of the file,

"FI LE ATIRI BUTE) sLadi ¢aki RG13R it rd bite oREryNesf ide®, atTINE O STORING
indicating a tinme af which the 20 file is stored, "DATE OF STORI NG'

2 dat o |GG BT TR 1 Ee 23 VB A004 670728 P B2 G0APODT LA hD (he |-
user area, a file is stored and the snmallest unit is a cluster._ A dotted
lineSf fixiseFiat geeivrileates a plugter tyumber chhat eirdbezteposingoy,
005...... in the user area. The nunbers
relations between clusters, that is to say, a next cluster to
be read after the corresponding cluster. A dotted line ffl in
Fig. 8a indicates a plurality of FAT entries 002, 003, 004,
005...... included in a FAT. The number given to each FAT entry
10 (002, 003, 004, 005...) indicates a corresponding cluster, that
is to say, a cluster number of a cluster corresponding to a
FAT entry.
The root directory entry includes a plurality of file
entries in a root directory each of which corresponds to a file.
15 Each file entry includes entries of “FILE NAME” indicating a
name of a file, “FILE EXTENSION” showing a file extension of
the file, “FIRST CLUSTER NUMBER” indicating a cluster storing
a start of the file, “FILE ATTRIBUTE” indicating an attribute
of the file, “TIME OF STORING” indicating a time at which the
20 file is stored, “DATE OF STORING” indicating the date on which

the file is stored, “FILE LENGTH” indicating a data length of

the file.
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in Fig. 8 (002, 003, 004, 005, 006, 007, 008...... ) are three-digit 5
cluster nunbers in hexadeci mal that have a purpose of identifying each

cl uster. Sprro@/EOT8sSs to the data area i s conducted in PomiJPsoaho1a4«c! ust er,
at the smallest, a location in the data area is indicated by the cluster
nunbers. Here, how a file named EOBOO1l. SE1 is stored in a root 10
directory, that is to say, one exanple nethod of storing a file 1is
described in the following part with reference to Fig. 9. Here, "EOB" of
"EOB0O01. SE1" is a short formfor an EC Obje and "SE"_is an extension
named after "38cthe Eer aLeap Rt fohedis a?d'fﬁﬁ%ed ginsc Ehenemahbes et Hecessi bl e
unit in the data area is 15 a cluster, the file EOB0O0Ol1. SE1l needs to be
stored iis ahelwataar . ar@att@dtlrﬁmsrﬁﬁm:es@igni 8s iofdiaadlasbarlurkhlel fy | e
EOBO01.SE1 is first divided into fragnments each having a size of a

cluster ¢ aAds¢ach bézwrd)é:% emint 908.Cl Ust@le JHd aPeshovsethatbdhe file
EOBOO1. SE1 1s divided into f| ve fragrrents according to a cluster 20 size

and that, the fr e 0 and OOC
respectiJ\PeFl f@?ﬁ@ﬁ %?E g‘o 6]%% ng éjg) 9%3%%“%‘%8 %EAV
WO 2004/ 070728 PCT/ JP2004/ 001144 a d| rect ory entry and a_FAT need to be
set &s sHowtamnwpers ip heygdeainahbhat bayempexBREEET Rt HY entry
and a FAT

each cluster. Since access to the data area is conducted in

units of a cluster, at the smallest, a location in the data
area 1s indicated by the cluster numbers.
Here, how a file named EOBOO1l.SEl is stored in a root
10 directory, that is to say, one example method of storing a file
is described in the following part with reference to Fig. 9.
Here, “EOB” of “EOB001l.SEl” is a short form fof an EC Object,
and “SE” is an extension named after “Secure EC”. As mentioned
above, since the smallest accessible unit in the data area is
15 a cluster, the file EOB001.SEl needs to be stored in the data
area in the smallest units of a cluster. The file EOB00l.SEl
is first divided into fragments each having a size of a cluster,
and each is written into a cluster. Fig. 9 shows that the file
EOB001l.SE1l is divided into five fragments according to a cluster
20 size and that the fragments are stored into clusters 003, 004,
005, 00A and 00C respectively.

If the file EOB001.SEl is fragmented as described above,

23



when the file EOBOO .SE1l is separately stored in a plurality 5 of

clusters. According to Fig. 10, since a start of the file EOBOO1l. SEl1 is
stored i rwa20b0a5028 003, the "FIRST CLUSTER NUVBER' enPCY/JP2noa0o1oof
directory entry shows 003, i.e. the cluster nunber of the cluster storing
the start. It can be seen from Fig. 10 that two subsequent fragnents of
the file EOBOO1l. SE1 10 are stored in clusters 004 and 005 respectively. The
cluster 003 storing the start of the file EOBO01l. SE1 corresponds to a FAT
entry 003 (004). Here, the FAT entry 003 shows 004 indicatin t he cluster
004 st ord My EHeQLH<Yeent2rd FherEiaeed o BRGPEFoRS SEAER cthist+¥s 004 and

005 storing two fragnents subsequent to 15 the start correspond to the FAT
entries D@4 (005) and 005 (O0A) . These FAT entries shows 005 and OOA
indicating the clusters 005 and OOA storing subsequent fragnents. If

cluster nunberfsc?' N16AThERE ! i85 adl Ex5hBLEed AGGOLEitdEy &8tAYIOWs af KAT k2,
fk3, fk4 and fk5, all of t he fragnments 20 consisting the file EOB001. SEl

can be read. .t b fyom.t he abov escription t | 1 est
accessi bl erbnti}%e tcfgﬂt %O%S@e&r' éaE(r?LeéLsofsePﬁ%a%ﬁe %ﬁr:;r?%%? ggrgaﬁ%%{]i&sfgycl ust er
and that 24 WO 2004/070728 PCT/ JP2004/ 001144 clusters correspond to FAT

entrPes ?h PrsterondciEspbridedcd - 1R FAENSS: py StRaL ebr FRSpbht] to a

cluster storing an end of an EOB file (cluster OOC in Fig. 9) shows "FFF"
whi ch ol @ht 1 is stored in a cluster 003, the “FIRST CLUSTER NUMBER”

entry in a root directory entry shows 003, i.e. the cluster
number of the cluster storing the start. It can be seen from
Fig. 10 that two subsequent fragments of the file EOB001l.SEl
10 are stored in clusters 004 and 005 respectively. The cluster
003 storing the start of the file EOB001l.SEl corresponds to
aFAT entry 003 (004) . Here, the FATentry 003 shows 004 indicating
the cluster 004 storing the subsequent to the start. Inaddition,
the clusters 004 and 005 storing two fragments subsequent to
15 the start correspond to the FAT entries 004(005) and 005(00A).
These FAT entries shows 005 and 00A indicating the clusters

005 and 00A storing subsequent fragments.
If cluster numbers in FAT entries are traced according
to arrows fkl, fk2, fk3, fk4 and fk5, all of the fragments
20 consisting the file EOBO0O1l.SE1l can be read. It can be seen from

the above description that the smallest accessible unit to the

user area of the SDeX memory card 400 is a cluster and that
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a corresponding cluster stores the last fragnment of the file. 5 The
follow ng part describes the structure of the APl 10. Here, an event is a
generi c tworeoedngb728epr esents an input to the APl 10, f@®@cTarzmph@i44an EC
command, the occurrence of hardware interruption and input of

comuni cation data. The API 10 is constituted by prograns that start in
response to an event that 10 occurs inside and outside of the APl 10. Such
a programis called "an event handler"” and illustrated in Fig. 11 that
shows the structure of the APl 10. As shown in Fig. 11, the APl 10

i ncl udesclus/erits AarBrePend ol AN bRl @9 4RSIy SRS TR Eodenge -

not - conmand- executi ng handler 12, a tinmer handler 13, a 15 reading/witing
handl er A4amrerencr WHdtonodkeyedabids 15 andlustael stéoohndhamdl erd 16f The
event analysis handler 11 anal yzes events that occur inside and outside of

the APl J0goangh penenakesafodRlx bm%ergbagho@gefﬁw'n, aegendangecatéd the
result of the analysis. One of 20 the nbst conmon events that occur outside

the API 10 is an EC. co nd issued hy. th i_ent | i . The
event arfalSPH SRR e %S Tl 3S/z8§etgh1éﬁ%§ln%gcn?glagl?“e@%ogglmgrg%dg&% an EC
command 25 WO 2004/070728 PCT/JP2004/ 001144 indicates read and wite
oper&tions to He fpélovhrIRahit dasarydies thafdiicrgeherat 885 1t er nal

events of a file reading/witing event and a command start event. If an EC
command Hduh catreevent is a generic term that represents an input to

the API 10, for example, an EC command, the occurrence of hardware
interruption and input of communication data. The APT 10 is
constituted by programs that start in response to an event that

10 occurs inside and outside of the API 10. Such a program is called
“an event handler” and illustrated in Fig. 11 that shows the
structure of the API 10. As shown in Fig. 11, the APT 10 includes
event handlers such as, an event analysis handler 11, a
not-command-executing handler 12, a timer handler 13, a

15 reading/writing handler 14, an encryption key table 15, and
a deletion handler 16.

The event analysis handler 11 analyzes events that occur
inside and outside of the API 10, and generates an API-internal
event in accordance with the result of the analysis. One of

20 the most common events that occur outside the API 10 is an EC
command issued by the EC client application 8. The event analysis

handler 11 analyzes the contents of EC commands. If an EC command
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file deletion, the event analysis handler 11 generates internal 5 events of
a file deletion event and a command start event. The generation of these

i nt er nal woentsg7028ses an event handler for read and wpPCTarPzpen@EisoOns to a
file or an event handler for deleting a file to operate respectively. The
APl -internal events include an event which indicates 10 a procedure by an
event handl er has been conpleted (a conpletion event) . Wen an event
handl er executing an EC command generates a conpletion event, the event

anal ysi s handl er 11 outputs, an EC response to the 50 client | ication 8
Whi chhagd KaHeF TERR T EOHARATSTES TP Ho - TdraRRE SKRRMARIG Fhfdl er 12

operates when none of the other event handlers in the APl 10 is executing
a conmanthndTe 1dr ggnhagapes iiod dwralt keendts obmrindeexerdinadvhahther 12
and the driving periods for other event handlers that execute EC commuands

are nut yaldt exed Usi MGamaMH i d st tovsSay, thearOedodomrim@ninexestds ng
handl er 12 operates if no other event handlers operates. The tinmer handl er

13 startgs, [ ti wh d /
PCT] IP200A OO ELEF 105y A tS BYBHE T GOREY ACBESnt: ST TS o4 ) RASTR % hnen t he

measured tinme beconmes equal to a predeterm ned tine period. The event
anal §si vemer &f 21fHbaidaration eyent apd AR §tedh svant. The

generation of thesé internal events causes an event handler
for read and write operations to a file or an event handler
for deleting a file to operate respectively.
The API-internal events include an event which indicates

10 a procedure by an event handler has been completed (a completion
event). When an event handler executing an EC command generates
a completion event, the event analysis handler 11 outputs an
EC response to the EC client application 8 which has issued
the EC command.

15 The not-command-executing handler 12 operates when none
of the other event handlers in the API 10 is executing a command.
The driving period for the not-command-executing handler 12
and the driving periods for other event handlers that execute
EC commands are mutually exclusive. Which is to say, the

20 not-command-executing handler 12 operates if no other event
handlers operates.

The timer handler 13 starts measuring a time when a command
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time-out, so as to be able to conpel a | engthy operation by 5 an event
handl er to stop. Such a conpul sory stop is achieved by a stop event by the
event anawgxoet/dtardl er 11. The reading/witing handl er PeTHR2WSONMIL €S
to/froma file on the external flash nmenory 2 and the internal EEPROM 3
when a reading/witing event is generated. Fig. 12a shows how a wite 10
operation to a file is perforned by the reading/ witing handler 14. A
write operation to a file is perforned in the following nanner. The
reading/witing handler 14 receives the nane of a file to which data is to
be writt@&h? hdeqvtq{gt aat%fi%%ef« ?Pgé}?lﬂﬁ‘ Rrioiie TRV EFRER iR MSpFIEESt i on 8
(CAPL 1, 2, 3...... n) (see Fig. 12a (1) and (2) ) . In addition, an
encrypt i bhnRepeopined ¢guabsigredradeticmifidd ttimempiest adhe That aviestt o be
witten is obtained by the reading/witing handler 14 fromthe encryption

key tablgnalds{3)hakfiler 1himonitersdata vircaivrd- f-aiitdie 18Cehhant 20
application 8 (C APL 1, 2, 3...... n) is encrypted with the encryption key

bt ai i Kk Lt i nt
I R A e TR
PCT/ JP2004/ 001144 to a file is performed by the reading/witing event
handPer 2R£EVRL} e%n%b%% dt9 Ry FUGh @ rompElreredtrR tHe2FBLFYRANg

by a stop event by the event analysis handler 11.
The reading/writinghandler 14 reads/writes to/froma file
on the external flash memory 2 and the internal EEPROM 3 when
a reading/writing event is generated. Fig. 12a shows how a write
10 operation to a file is performed by the reading/writing handler
14.
A write operation to a file is performed in the following
manner. The reading/writing handler 14 receives the name of
a file to which data is to be written and the data to be written
15 from the EC client application 8 (C_APL 1, 2, 3...n) (see Fig.
l2a (1) and (2)). Inaddition, anencryption keywhich is assigned
to the file to which the data is to be written is obtained by
the reading/writing handler 14 from the encryption key table
15 (3). After this, the data received from the EC client
20 application8 (C_APL1, 2, 3...n) is encrypted with the encryption
key obtained from the encryption key table 15 (4), so as to

be written into the file (5). Fig. 12b shows how a read operation
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manner. The reading/witing handler 14 receives the nane of 5 a file to be
read fromthe EC client application 8 (C APL 1, 2, 3...... n) . After

encr ypt edwoana/i78728ead from t he external flash nenory PCfRPNo4/d@b44 1) )
an encryption key assigned to the file to be read is obtained fromthe
encryption key table 15 (2). Then, the read data is decrypted with the
obt ai ned encryption 10 key (3), so as to be passed to the EC client
application 8 (C APL 1, 2, 3...... n) ((4) and (5)). The encryption key

tabl e 15 shows,  he, one-tp-one. coryespondence between encrypiion. keys f or
f iles and ?rfﬁi%ah%sPergﬁr%%%r?%t{%ﬁ R%?SFEgégﬁéﬁg?%deE9n¥héandler
reading/ witing handler 15 14 and registered in the encryption key table 15

when thel¥C client application 8 creates a file. Registered encryption
keys in the encryption key table 15 are referred to when a file is opened

and read and w iteadoppeabicbsa &b e Fanlon geset fobmdd liey theerdel ek ing handl er
16 operates when a deletion event 20 is generated. Wen a del etion event

. . _ enerated. et on.
1o arartrernn TR o B Bl R P TE R eCBRRE b5 Uer

cleag oggkgtioq: é? Vg%%?gﬁ/07 %é? PCT/%EZOO4/O$%14%: nmana engnt table is
creat ed.® A ¥ UGG it P ESeft1e8fhBRPIeRE IR Eafl &s”Bbt b/
overwiting of an encryption key, a file entry and a FAT for a file, and
overw it3ng-eft)a Rifffer encrypted data is read from the external flash
memory 2 (Fig. 12b (1)), an encryption key assigned to the file
to be read is obtained from the encryption key table 15 (2).
Then, the read data is decrypted with the obtained encryption
10 key (3), so as to be passed to the EC client application 8 (C_APL
1, 2, 3...n) ((4) and (5)).
The encryption key table 15 shows the one-to-one
correspondence between encryption keys for files and file names.
An encryption key is generated by the reading/writing handler
15 14 and registered in the encryption key table 15 when the EC
client application 8 creates a file. Registered encryption keys
in the encryption key table 15 are referred to when a file is
opened and read and write operations are performed to a file.
The deletion handler 16 operates when a deletion event
20 is generated. When a deletion event is generated, a file entry,

a FAT and a file entity which constitute a file are overwritten

by thedeletionhandlerl6withnull codes, afteraclearoperation
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entity of the file. Here, overwiting indicates overwiting 5 with null
codes (to null-clear) or in a particular manner. The deletion handler 16
prioritiz&e 206728 MEr Ooverwiting. Since the |atter oPEmAPRMU/NE144£quires
an enornmpus processing tine, it may be perfornmed by other event handl ers.
However, according to the present invention, overwiting of a file entity
for a 10 file, which requires an i ”Mmense processing tinme, is
confidentially and separately perforned in a plurality of idol periods.
Fig. 13 shows the internal structure of the APl 10 with _a focus on the

above- nEHAGRREh ke ristGReafied hed prieke melasionyight Hih Pues¥Hown by an

arrowcw 1 in Fig. 13, when a deletion event is generated, a clear
oper at i @mbrahiagenenindiaddteeds arteatwsrwibyt i ol at i octwpidier K€y and t hen
witten in the nenory 3 in the TRM1. A clear operation nanagenent table

shows howjqyeryiti Rgashophd E@rpsrE@ia?dan@&hewﬁ@@ﬁ?O@ﬁr@tfime 20
managenent table is created prior to overwiting of a file entry and a FAT

in order_ta.infog of ..ot her_ event handlers, the.. existe . ment s
hat ShGUEh Tl 1 B e e L S S oo L 1A
PCT/ JP2004/ 001144 data of a file has been null-cleared. If a clear
operat i ofi-thravddenedest G @vids JeaT psated PekdE LE9L 2 oRABRABT exERRIt i ng
handl er 12, the reading/witing handler 14 and the del etion

deletion handler 16 prioritizes the former overwriting. Since

the latter overwriting requires an enormous processing time,

it may be performed by other event handlers. However, according

to the present invention, overwriting of a file entity for a

10 file, which requires an immense processing time, 1is

confidentially and separately performed in a plurality of idol
periods.

Fig. 13 shows the internal structure of the API 10 with

a focus on the above-mentioned characteristic of the present

15 invention. As shown by an arrow cw 1 in Fig. 13, when a deletion

event is generated, a clear operationmanagement table is created

by the deletion handler 16 and then written in the memory 3

in the TRM 1. A clear operation management table shows how

overwriting should be performed. Such a clear operation

20 management table is created prior to overwriting of a file entry

and a FAT in order to inform, of other event handlers, the

existence of fragments that should be null-cleared and how much
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handl er 16 overwite X (unit length) bytes of a fragnent (as 5 shown by
arrows ncl and 2) with reference to the clear operation nmanagenent table.
After thiwo2otwp7et28ar operati on nanagenent table is upaargaoossoiindi cat ed
by the arrows ncl and 2, files stored in both the external flash nmenory 2
and the internal EEPROM 3 can be null-cleared in the present enbodi nent.
Here, 10 however, only a null-clear operation to a file stored in the
external flash nmenmory 2 is described here to avoid a conplicated

expl anation. A null-clear oger ation can be performed whether a file entity
for a fidakg ©F raghbheeclasr PR PHILNEe1ppEsEnt TiefbhddiSAENtOPHRE Ohovever ,

only a null-clear operation which 15 is perfornmed when a file entity for a
file isfamgrenirad Hablaheisdbacauobessede desarotptcamanidoaxdditsingason, "a
file entity" is coherently replaced with "fragments' in the follow ng

part.) Fghaikd SOWSn&S-&q SR o idy GlHA1 OPel Ala ol vRDager@riont abl e. A
cl ear operation nmanagenent table is conposed of a 20 plurality of records

i n one-to-one carrespondence with.fragments.. Each recor u ntries:
"VALI D : et%&tg WS %ncﬁ ﬁ%émr( un&tcig%%ﬁ}ina?f g°f Pagﬁeﬁ%gﬁe%gi Laggcl ear ed
or has been conpletely 30 WO 2004/070728 PCT/JP2004/001144 cl ear ed,

', STARBHEDR biyrafieei s g laaBd 2t Wb mefe s o FRyyFERET OPITARED ADR'
indicating a cleared address that shows how nmuch data of the fragment has
been nuldarcigaiadt; tidble clafarerop@riat,i he clear operation management

table is updated. As indicated by the arrows ncl and 2, files
stored in bqth the external flash memory 2 and the internal
EEPROM 3 can be null-cleared in the present embodiment. Here,

10 however, only a null-clear operation to a file stored in the
external flash memory 2 is described here to avoid a complicated
explanation. A null-clear operation can be performed whether

a file entity for a file is fragmented or not in the present
embodiment. Here, however, only a null-clear operation which

15 is performed when a file entity for a file is fragmented to
avoid a cumbersome description. (For this reason, “*afileentity”

is coherently replaced with “fragments” in the following part.)
Fig. 14 shows, as an example, a clear operation management

table. A clear operation management table is composed of a
20 pluralityofrecords inone-to-onecorrespondencewithfragments.
Each record has four entries: “VALID FLAG” that shows whether

a corresponding fragment is being cleared or has been completely
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to the fragnent is halfway; and "END ADR' indicating an end 5 address of
the fragnent. The deletion handler 16 sets the values of START ADR and END
ADR basedworroedngorddr esses stated in the above-nenti on@dTERI00@DOI144 €
entry. The event anal ysis handl er 11, not-comuand-executing handler 12,
the reading/witing handler 14 and the deletion 10 handler 16 in the API
10 are generated by witing prograns that perform procedures shown in Figs.
15, 16, 17, 18 and 19 in conputer |anguages. Figs. 15, 16, 17, and 18 are
flowcharts illustratin rocedures of the event analysis handler 11, the
not - comﬁﬁﬂaéﬁgcutﬁwjﬁéﬁgf endirating p 4@t T e HG eIl epITSTEY and t he
del etion handler 16 respectively. Fig. 19 is a flow chart showng a

pr ocedur ECODEAREDNWADRC liedli capiemat honledyradlddddeasr thapeshdworhawdiucat es
overwiting X bytes of fragnents with null codes. Since a null-clear

oper ati 0Bat§ SxeaHtAt edhBasUeaf AUTROM] XSEHT Imaf@&iﬁepé%at&%
readi ng/writing handler 20 14 and the deletion handl er 16, a null-clear

operatiop i nsidered.to, be_a subro fl ow char.t
Prust r abpngPs pFSulehfeior nARE Rt to0BRPoRbYsa I REHFIRI0BAFO0TIAS  event
anal ysis handler 11. The steps 5101 to S103 in Fig. 15 forma | oop
procedur @2dFefs SSakhe iy aeﬁiﬂ%ﬂifheﬂﬁlset}wphéﬂééééulf% sekRecise WRétRer an

of START ADR and END ADR based on the addresses stated in the
above-mentioned FAT or file entry.
The event analysis handler 11, not-command-executing
handler 12, the reading/writing handler 14 and the deletion
10 handler 16 in the API 10 are generated by writing programs that
performprocedures shown inFigs. 15, 16, 17, 18 and 19 in computer
languages. Figs. 15, 16, 17, and 18 are flow charts illustrating
procedures of the event analysis handler 11, the
not-command-executing handler 12, the reading/writing handler
15 14 and the deletion handler 16 respectively. Fig. 19 is a flow
chart showing a procedureof anull-clearoperation. Anull-clear
operation indicates ovérwriting'xibytes of fragments with null
codes. Since a null-clear operation is executed by the
not-command-executing handler 12, the reading/writing handler
20 14 and the deletion handler 16, a null-clear operation is
considered to be a subroutine.

Fig. 15 is a flow chart illustrating a procedure of the
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external event occurs (the step 5101), whether operations by 5 the

reading/ witing handler 14 and the del etion handler 16 have been conpleted
(the stepwB20@)a702Aad whet her the procedure of the tinerCharziognoii8d: has
been conpleted (the step S103). A procedure of the steps from S104 to S109
is to be performed if the occurrence of an external event is detected in
the step 10 5101. In the step S104, an event analysis is conducted to
judge whether an external event is an EC conmand or not and, if the
judgnment is affirmative, the contents of the EC coomand are analyzed. If
an ext erenadnevamlysiamEaCiteomahd that instructs 15 read and wite
operations to a file on the external flash nenory 2, that is to say, a

readi ng/ writi nghCermmads1a1r eadsngsWh tig, 18vertrmandl aopoprasddstart event
are generated (the step S106). Then, the procedure of the event analysis

handl er 1 does, back . @ Lhe | 990 Praceiute 0f Lhecbeps BLOLNLR 103 20

| f an exteérnal 'eve i's an EC comman nstructs eletion of a file on
the external flash nenory 2, that is to_ s a degetion comand, . a

ay,
del et i oreEVMAkL RV Rt SIS Stthra steP Gd02004VBP67258 PPSF3P26D%/ BH1144

event are generated (the step S108). Then, the procedure of the event
ggggysigjnam&bdﬂngngdésngabkndberﬁd:hndgﬂprdeédﬂienﬁmﬁndlﬁr§M%b@V6101 to
| been completed (the step S102), and whether the procedure of
the timer handler 13 has been completed (the step S103).

Aprocedure of the steps from S104 to S109 is tobe performed

if the occurrence of an external event is detected in the step
10 S101.

In the step S104, an event analysis is conducted to judge
whether an external event is an EC command or not and, if the
judgment is affirmative, the contents of the EC command are
analyzed. If an external event is an EC command that instructs

15 read and write operations to a file on the external flash memory
2, that is to say, a reading/writing command, a reading/writing
event and a command start event are generated (the step S106).
Then, the procedure of the event analysis handler 11 goes back
to the loop procedure of the steps S101 to S103.

20 If an external event is an EC command that instructs

deletion of a file on the external flash memory 2, that is to

say, a deletion command, a deletion event and a command start
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If an external event other than the above exanples occurs, 5 an operation
corresponding to the event is perfornmed (the step S109). Then, the

pr ocedur ewof20e4m50m8ent anal ysi s handl er 11 goes back t®@crhe2dodo@ipr ocedur e
of the steps 5101 to S103. The steps 5110 and 5111 are perfornmed when the
procedures by the reading/witing handler 14 and the del etion handler 16
10 have been conpleted. In these steps, an EC response is output to the EC
client application 8 that has issued a command, and a comuand end event is
generated in the APl 10. The step S112 is performed when the tiner handl er
13 tel | seventgee ogigneraitehi stheepten S$109) evBheni stheneraceduresofig. 16
is a flowchart illustrating a procedure of the not-conmand-executing
handl er dZe eMentsteps ySisahdn82 kol qoe aggripriaceter @popnpnwbeedure i s
checked whether a command start event is generated (the step S1) and

mhetherﬁzf Barg ggga%i@f rJegpgenent table exists (the step S2). It is
et her c

j udged 20 a ear operation managenent table exists or not in the
step S2 in eve cycle of the steps Si,and.S2..|f a clear operation
ranagenent |t ath BRIl RUERE E LP 0tY #ROTE SRR ORBA S o
2004/ 070728 PCT/ JP2004/ 001144 step S4). Here, overwiting of fragnments by
t he Snotaromerd-iovecariragrraddhner ta s eyeptot sy iramed ditdepeiend

during which no other event handl ers operate. Therefore, even
S$109). Then, the procedure of the event analysis handler 11

goes back to the loop procedure of the steps S101 to S103.
The steps S110 and S111 are performed when the procedures
by the reading/writing handler 14 and the deletion handler 16

10 have been completed. In these steps, an EC response is output
to the EC client applicatidn 8 that has issued a command, and
a command end event 1s generated in the API 10.

The step S112 is performed when the timer handler 13 tells
a time-out. In this step, a stop event is generated.

15 Fig. 16 is a flow chart illustrating a procedure of the
not-command-executing handler 12. The steps S1 and S2 form a
loop procedure, in which it is checked whether a command start
event is generated (the step S1) and whether a clear operation
management table exists (the step S2). It is judged whether

20 a clear operation management table exists or not in the step
S2 in every cycle of the steps S1 and S2. If a clear operation

management table exists, a null-clear subroutine is called (the
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though it takes long to overwite a file due to the property 5 of a

sem conduct or nenory card, a user is not bothered by the |I|engthiness. Fig.
17 is a fwowoetmant28i | | ustrating a procedure of the reascagpbaouvémgt handl er
14. An encryption key corresponding to a file to which read and wite
operations are to be perforned 10 is obtained fromthe encryption key table
15 in the step S20. It is judged whether to performa wite operation or
not in the step S21. If a wite operation is perfornmed, data fromthe EC
client application 8 is encrypted with the encryption key obtained in the
step S2@terhe Stép S2Byrand tHemncryined it a TISIMENEE tte% i Fithe secure
flash nmenory 2 (the step S23). On the other hand, if the judgnent in the
step S2hdthdiceatesi - exd@ad mprandien 15 ikpaer perddlmed) idherpgptiast dat a
that is required by the EC client application 8 is read fromthe secure

flash Wi%g%wlﬁlglaﬁhﬁge@t}%ﬁ)eve hgwlg&tseeﬁgmer. epgle££ 05120 dhe, secure

flash nmenory en decrypted using the encryption key obtained in the
20041 07 SR BCHE 200 SOTTAES PYSFE bBAS MBI TRE & B SR on
managenent table exists or not in the step S26. If no clear operation
managenaft a sebliiccadustor nemopy cerddr e ivsams epédbotBREeerdYithe cl ear
lengthiness.
Fig. 17 is a flow chart illustrating a procedure of the
reading/writing handler 14. An encryption key corresponding
to a file to which read and write operations are to be performed
10 is obtained from the encryption key table 15 in the step S20.
It is judged whether to perform a write operation or not in
the step S21. If a write operation is performed, data from the
EC client application 8 is encrypted with the encryption key
obtained in the step S20 (the step S22) and the encrypted data
15 is written in the secure flash memory 2 (the step S523).
On the other hand, if the judgment in the step S21 indicates
a read operation is to be performed, encrypted data that is
required by the EC client application 8 is read from the secure
flash memory 2 (the step S24). The encrypted data read from
20 the secure flash memory 2 is then decrypted using the encryption

key obtained in the step S20, and passed to the EC client

application 8 (the step S25).
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operation managenent table exists, a null-clear operationis 5 perforned
inthe step S27. Fig. 18 is a flow chart illustrating a procedure of the
del eti on Wwerrdé4n7028. Firstly, records are generated in POCRIPLO4/00ME44
correspondence with file fragments in the step S11. The val ues of START
ADR and END ADR in each record are set at 10 the values of start and end
addresses of a corresponding file fragnment in the step S12. The val ue of
VALID FLAG in each record is set at "1" indicating that a correspondi ng
fragment is being cleared in the step S13. The value of CLEARED ADR in
each record (%" get JudgeRevbarberot qleasomeradd@reB3ngpereas Felpendi ng
15 file fragnent in the step S14. Anong a plurality of encryption keys in
t he encraspidion orkaytt abhecl bteprs®NC mpho ail &y operaedpondanggéneatfile to
be deleted is deleted in the step S15. This deletion of the encryption

il 1ol Care (e s %1%%%% igec%fg%fesﬁ% ﬁi%v%viﬁé;'fsiﬁ%é%%' °
generated or npt in the ste rocedu E t he del eti.on handl er 16
o e SRR L R DR I DT FF00R 00t A LoRORE S SO Pebant | 5

generated. If a stop event is not generated, a FAT is null-cleared in the
step5S1&erBirmedaiti teeentey 8Ad-a FAT have been null -cleared

Fig. 18 is a flow chart illustrating a procedure of the
deletion handler 16. Firstly, records are dJgenerated in
one-to-one correspondence with file fragments in the step S11.
The values of START ADR and END ADR in each record are set at

10 the values of start and end addresses of a corresponding file
fragment in the step S12. The value of VALID FLAG in each record
is set at “1” indicating that a corresponding fragment is being
cleared in the step S13. The value of CLEARED ADR in each record
is set at the value of the start address of a corresponding

15 file fragment in the step S14.

Among a plurality of encryption keys in the encryption
key table 15, an encryption key corresponding to a file to be
deletedisdeletedinthestepS15. Thisdeletionof theencryption
key makes it impossible to decrypt the file.

20 After a file entry is null-cleared in the step S16, it
is judged whether a stop event is generated or not in the step

S17. The procedure of the deletion handler 16 is terminated
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at this stage, fragnents constituting a file entity of a file 5 have | ost
link relations therebetween and have becone disconnected from each other.
After thiwp20e4/G478728udged whet her a stop event i s gener alP€d/JPzno4/n@ii44 n t he
step S19. If a stop event is generated, the procedure of the deletion
handler 16 is termnated. If a stop event is 10 not generated, fragnents of
a file are null-cleared in the step S20. Following this, the procedure of
the steps S19 to S20 is repeated. In this way, overwiting of fragnents by
the deletion handler 16 is continued until the tiner handler 13 tells a

15 ti me-vwhen Figfodeventa is oyewndmated!| | ustrating a procedure of a
nul | -cl ear subroutine. The first record anong records which have a val ue

of VALID FLAGHrehngtsptedbnt lis ifotseleetcds, a FAECOSs Ll feldersdep S31.
It is judged whether a data length 20 froma cleared address to an end

B TRl T AL A IR B A e

be perfor he™'s e step S32.
Which is 36 WO 2004/070728 PCT/ JP2004/001144 to say, ? %gg d whet her
an addr s tHtarhageny FaaarAg tenecn i FUF ERgt R 2 %%P i St he

cleared address is snmaller than the end address of the record s. |If the
j udgfenthdwe lost 1link relations therebetween and have become

disconnected from each other.

After this, it is judged whether a stop event is generated
or not inthe step S19. If a stop event is generated, the procedure
of the deletion handler 16 is terminated. If a stop event is

10 not generated, fragments of a file are null-cleared in the step
S20.

Following this, the procedure of the steps S19 to S20 is
repeated. In this way, overwriting of fragments by the deletion
handler 16 is continued until the timer handler 13 tells a

15 time-out.

Fig. 19 is a flow chart illustrating a procedure of a
null-clear subroutine. The first record among records which
have a value of VALID FLAG being set at “1” is selected as a
record s in the step S31. It is judged whether a data length

20 from a cleared address to an end address is longer or shorter
than a unit length X to determine a step to be performed after

the step 831. This judgment is made in the step S32. Which is
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affirmative, the steps S33 to S35 are subsequently perfornmed. 5 In these
steps, the external nenory control unit 4 is instructed to overwite

X- byt e dawe 20042070728g from the cl eared address in a cor PeTEeMUI/NE 144 agment
(the step S33). Wen the overwiting by the external nmenory control unit 4
is conpleted (the step S34), the cleared address is renewed to (the
cleared address 10 plus+X) (the step S35). If a data length fromthe

cl eared address to the end address is longer than the unit length X, the
steps S3 6 to S3 9 are perfornmed to deal wth a surplus data |ength.

Accor di ngp tset/his el s teysisied whetheint anerddress iapleomad ©ydade ag ‘flée be equal
to a value 15 obtained by subtracting the cleared address fromthe end

addr ess yf{ihe siam 836) oviitheri i td thisclastedicidet-dss tibesexitenal
menory control unit 4 that an X-byte data starting fromthe cleared

addr ess % Ite u e stepr 53 i

overw i tﬂ'l?]gr?l gfl%gmtﬁh %dghtégh% J\)/i:al ﬁ:ggo?f%%%%D %LA]E;@O]‘theO :{ he regggr%:lss is set
at "0" (the. step, S39) S] ged whet he E ue. o VA#I &AG is set
2 0n (AR T Re SR oGS PAoLHe %%Seﬁr%u Feifnt E@d@?@ Prpgd-

affi rrratl ve, the procedure 37 V\D 2004/ 070728 PCT/ JP2004/ 001144 goes to

t he §tepliSdhesehetrehy, dhel edteopet acmorynepagepemittaplie ingtyertedd. Here,
t he operations by the not-conmand- executi ng handl er

to overwrite X-byte data starting from the cleared address in

a corresponding fragment (the step S$33). When the overwriting

by the external memory control unit 4 is completed (the step

S34), the cleared address is renewed to (the cleared address
10 plus+X) (the step S35).

If adata length fromthe cleared address to the end address
is longer thantheunit lengthX, the steps S36 to $39 are performed
to deal with a surplus data length. According to these steps,
the unit length X is converted so as to be equal to a value

15 obtained by subtracting the cleared address from the end address
(the step $36). After this, it is instructed to the external
memory control unit 4 that an X-byte data starting from the
cleared address is overwritten with null codes (the step S37).
When the overwriting is completed, the value of VALID FLAG of

20 the record s is set at “0” (the step S39). It is judged whether
the value of VALID FLAG is set at “0” in all of the records

in the step 840. If the judgment is affirmative, the procedure
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12, the reading/witing handler 14 and the deletion handler 5 16 to delete
a file whose file nane is EOBOOLl. SE1 stored in a root directory are, as an
exanpl e, woexoe4/dyettswi th reference to Figs. 20 and 21. PCgJrPa04/mélhust rat es
a root directory entry and a FAT for the file after an operation by the
deletion handler 16 in response to a deletion event to the file that is
stored 10 as described in Fig. 10. Wen a deletion event to the file
"EOBOOL. SE1" is generated, a clear operation managenent table for the
fragnents of the.file is created and FILE NAME, FILE EXTENSION, and FI RST
CLUSTER 999VBER e FEep Sl t WeeFrby 2ailepr drarahion mpaagraepATtantei es 003,
004, 005, OCA and OOC are 15 overwitten with null codes. After this

over wri tiishgidnetd®e. del etion handl er 16, an operation by the

not - command- executing handler 12 starts. Fig. 21 illustrates the root

directory ent&%ﬂﬁ@dtﬂggpgégtléBg%kf£H§ﬁ§ tE@%ﬁ%ﬁ@gegéddﬁinghandler

not - conmand- execut’i ng_ handl er 12 20 a he del eti on handl'er 16. Since the

Cr ot ed 1y (HE I DR A ari $hel £l S0 GreS st 00 o Shn and

ooC 38 V\D 2004/ 070728 PCT/ JP2004/001144 storing the fragnments have been

overdwi thtertanidenletig 12 dodes whsalesick¢ beanabby 0BG 0 hnSEL sepmetdiP ssued by
the EC client application 8 instructs file deletion, a null-clear
operati @M root directory are, as an example, described with reference

to Figs. 20 and 21. Fig. 20 illustrates a root directory entry

and a FAT for the file after an operation by the deletion handler

16 in response to a deletion event to the file that is stored

10 as described in Fig. 10. When a deletion event to the file

YEOB001.SE1” is generated, a clear operation management table

for the fragments of the file is created, and FILE NAME, FILE

EXTENSION, and FIRST CLUSTER NUMBER entries of the file entry

for the file and FAT entries 003, 004, 005, 00A and 00C are

15 overwritten with null codes. After this overwriting by the

deletion handler 16, an operation by the not-command-executing
handler 12 starts.

Fig. 21 illustrates the root directory entry and the FAT

after the overwriting by the not-command-executing handler 12

20 and thedeletionhandler 16. Sincetheclear operationmanagement

table for the fragments of the file has been created by the

deletion handler 16, the clusters 003, 004, 005, 00A and 00C

38



is continuously perfornmed by the deletion handler 16 until the 5 tiner
handler 13 tells a tine-out. The operation of the deletion handler 16 is

t er m nat esoizn04Ce8dance with the occurrence of the ti meTaeteo4/deicer di ngly,
atine period fromthe issuance of an EC conmand by the EC client
application 8 to the issuance of an EC response by the event analysis
handl er 11 can be shortened. 10 This enables a processing tine required for
processing an EC command to be shortened, and thereby does not frustrate a
user of the EC client application 8. Overwiting |oad of data of the file
that hastestingeshe Ayppmepéar BAVPeen @YQTWEHTESR P&l b mstPdRP event
handl ers. 15 other than the del etion handl er 16, such as the

not - command- execiid aigi hwhdbeve 12 fand ECheonmeadi hgswed biynghe Bérdliemt4, in a
plurality of idle periods. Therefore, overwiting of a file entity can be

comp! et el Withaulo P8t hegingor @ AT dBacasR Of Aul Pt dur dglatirann

procedure, even though 20 an overwiting operation to the EEPROM 3 requires

along time and each fra nt S | a - si zed dat-a. Pfi an
cncr yot ISnCRBYLORAREH T RECTTHI=] o Fhsdi b=t 386 S0 dhodoet
PCT/ JP2004/ 001144 an encrypted file, is null-cleared in the very first
pl ace. timenchanélesventella aystreveetemtiigoparpsisnich hBedsdehfory card
400 fromthe SD portable device 300 in the mddle of the
handler 16 is terminated in accordance with the occurrence of

the time-out. Accordingly, a time period from the issuance of
an EC command by the EC client application 8 to the issuance
of an EC response by the event analysis handler 11 canbe shortened.
10 This enables a processing time required for processing an EC
command to be shortened, and thereby does not frustrate a user
of the EC client application 8.
Overwriting load of data of the file that has not been
null-cleared yet is divided to be performed by event handlers
15 other than the deletion handler 16, such as the
not-command-executing handler 12 and the reading/writing
handler 14, in a plurality of idle periods. Therefore,
overwriting of a file entity can be completed without bothering
a user because of a lengthy deletion procedure, even though
20 an overwriting operation to the EEPROM 3 requires a long time
and each fragment has a large-sized data.

In addition, an encryption key, which is vital for reading
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del etion procedure by the deletion handler 16, the encrypted 5 file is

still sufficiently protected. (Second Enbodi nent) According to the first
enbodi merwp 200070128t i ng of a fragnent with null codes iPsTER2M@ODOMEREY frOom a
start address towards an end address of the fragnent, i.e. in a forward

direction. 10 According to a second enbodi ment, overwiting is not only
performed in a forward direction but also in a various different manners.
Fig. 22 shows an exanple of a clear operation nanagenent table relating to
t he second enbodi nent. As shown in Fig. 22, 15 a record of the table

addi ti ol leparyeted dhtls, ofs CUEAR MERHGE! im e EY I HEAR MEHOD, one
of FORWARD, BACKWARD, EVEN ODD and ODD/ EVEN is set. Wen the CLEAR METHOD

entry i shegeifcte FAMOARDE avessr ivtilgigerofl v dulagment: whehsSheX Imaooies i s
orderly perforned fron1a cl eared address towards an end address 20 as in

the first, . hedi e, éﬁ%ﬁ%ﬁ%ﬁ? MEHED &Y 1 kBeSRidatt BAGKIMARD,

overwiting i's per orne eared address toward a start address 40

EVEN) ODH 1t Bt 0‘” g ool GE468 PERFIPEL Thal T AP D ¢ hen
data at odd-nunbered addr esses is null-cleared froma cl eared address

5 file is still sufficiently protected.

(Second Embodiment)

According to the first embodiment, overwriting of a
fragmentwithnull codes isperformed froma startaddress towards
an end address of the fragment, i.e. in a forward direction.

10 According to a second embodiment, overwriting is not only
performed in a forward direction but also in a various different
manners.

Fig. 22 shows an example of a clear operation management
table relating to the second embodiment. As shown in Fig. 22,

15 a record of the table additionally has an entry of CLEAR METHOD.

In the entry CLEAR METHOD, one of FORWARD, BACKWARD,
EVEN/ODD and ODD/EVEN is set. When the CLEAR METHOD entry is
set at FORWARD, overwriting of a fragment with null codes is
orderly performed from a cleared address towards an end address

20 as in the first embodiment. When the CLEAR METHOD entry is set

at BACKWARD, overwriting is performed from a cleared address

toward a start address.



toward an end address. 5 Wen the CLEAR METHOD entry is set at ODD/ EVEN,
data at odd-nunbered addresses is first null-cleared and then data at
even- nunbwpedoddaresses is null-cleared froma cl eared adanes®4/otioward an
end address. A clear nethod for fragnents may be selected in rotation 10
by the deletion handler 16. Mre specifically, a forward null-clear
operation may be selected for the first fragnent, a backward null-cl ear
operation for the second, an even/odd null-clear operation for the third,

an odd/ even null -cl ear %Bdatl on for the fourth. Furthernore, forward,
backward, 15 dthaw sde SREABIUEBYER eRiLTY cledetopdr BVESHODRayIBE2 s ect ed

respectively for the fifth and subsequent fragnents. Alternatively, a
cl ear medhed dibdregneidses@ydei sef eesednal l f abdamed | andetla¢h , datbadom
nunbers from1l to 4 are generated by the deletion handler 16, and a

nul | - cl ear ,gR I\/B%b@?eli%da%:%é}fég 9L 118 1' r?:l%aqtl ?{r&ﬁhf&%éféﬁ sa4edshy one of

t he nunbers. reover, a clear netho erm ned according to a
paranmeter received f n&é?h)e EC client appl | catl on 8. 41 WD 2004/ 070728
PCT/JPZOJ%)QW 12 © g‘”l Fiows a procedure of a null-clear subroutine

relating to the second enbodi nment. The first record anbng records which
haveSa val ue dfheyalthe FLABRHMEROBeenbry 18 &t o8 OPDLFVEN, data at

odd-numbered addresses is first null-cleared and then data at
even-numbered addresses is null-cleared from a cleared address
toward an end address.
A clear method for fragments may be selected in rotation
10 by the deletion handler 16. More specifically, a forward
null-clear operation may be selected for the first fragment,
a backward null-clear operation for the second, an even/odd
null-clear operation for the third, an odd/even null-clear
operation for the fourth. Furthermore, forward, backward,
15 even/odd and odd/even null-clear operations may be selected
respectively for the fifth and subsequent fragments.
Alternatively, aclearmethod for fragmentsmaybe selected
at random. In detail, random numbers from 1 to 4 are generated
by the deletion handler 16, and a null-clear operation is
20 performed in a clear method indicated by one of the numbers.
Moreover, a clear method may be determined according to

a parameter received from the EC client application 8.
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as a record s in the step S31. The CLEAR METHOD entry of the 5 record s is
referred to in the step S51. If the CLEAR METHOD entry is set as FORWARD,
a nul | -clweroepgra8i on is perforned in the same procedeca/Jagoth@ist eps S32
to S40 shown in the flow chart of Fig. 19 in the step 50. If the CLEAR
METHOD entry is set as BACKWARD (the step 10 S53), a null clear operation
is performed in the procedure described in the flow chart of Fig. 24 (the
step S60). If the CLEAR METHOD entry is set as EVEN ODD (the step Sb54),
data at even-nunbered addresses after a cleared address is null-cleared
(the step S55)Fiign tdie shkomws peopedoeduns bife al R utlepslezny $@¥OAPEIRSt he fl ow
chart of Fig. 19. If data at even-nunbered addresses is conpletely

nU'|‘d‘%ﬁfﬁtﬁﬂ&@b%h@%edﬁﬁﬁemﬂ@&@m@hto@%dﬁﬁﬁéﬁedcaddmmﬁﬁgméééfmsthe
cleared address is nuII-cIeared in the step S57 in the sane procedure as

gg?rysfgﬁ§(§§%A%%b8f%%é%e(?ﬁe Qﬂ%g%f%Ldg{%e&%%gdggﬁL%%g%ggggggféZEZ?CD

after a cleared address is nuII-c eared (the Sh7) t he_s
procedurd & ROTUF WD ?@@ﬂﬁ@?@7§§1PCTP§P§B§%FO%§EEQD ?Pgﬁ ZQ?% $40 in

the flow chart of Fig. 19. If data at odd-nunbered addresses is conpletely
nul | 5 cl esrmord the sstreferss®) taddmatae etvep- Abibefl édthadFLEARSMBTH@P t he
cl eared address

entry is set as FORWARD, a null-clear operation is performed
in the same procedure as the steps S32 to S40 shown in the flow
chart of Fig. 19 in the step 50.
If the CLEAR METHOD entry is set as BACKWARD (the step
10 S53), a null clear operation is performed in the procedure
described in the flow chart of Fig. 24 (the step S560).
If the CLEAR METHOD entry is set as EVEN/ODD (the step
S54), data at even-numbered addresses after a cleared address
is null-cleared (the step S55) in the same procedure as the
15 steps 832 to S40 in the flow chart of Fig. 19. If data at
even-numbered addresses is completely null-cleared (the step
S56), data at odd-numbered addresses after the cleared address
is null-cleared in the step S57 in the same procedure as the
steps 832 to S$40 in the flow chart of Fig. 19.
20 If the CLEAR METHOD entry is set as ODD/EVEN (the step
S58), data at odd-numbered addresses after a cleared address

is null-cleared (the step S857) in the same procedure as the
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is null-cleared in the step S55 in the sane procedure as the 5 steps S32
to S40 in the flow chart of Fig. 19. Fig. 24 is a flowchart illustrating a
pr ocedur ewof2oa/07hekwar d nul | - cl ear operation. \When conmpargd2ondinizhe
nul | -clear subroutine described in Fig. 19, a relation between a start
address and an end address is reversed in the backward null-clear 10
operation. It is judged whether an address obtained by subtracting the
overwiting unit length X froma cleared address is larger than a start
address of a record s in the step S61. If the judgment is affirmative, the
ext er nal Sep®r§32oker S0 mﬁtth?|§l¢%s@h3€te9ft§16Veﬁﬁwt%?)@%@%eaaata from
an address 15 (the cleared address-X) of a fragnent in the step S62. I|f
over w i todd- hymibdee@xd @ nad s @ nds yecomplebelunhtl - cleaoapl etkhd stehe step
S63), the cleared address is renewed to the address of (the cleared

address-g9q§ Nghig ét’é %R’reﬁﬁﬁumbfer%'& é‘&&f?ééeéta*ﬁe‘il €aE ed AU Ls8at88s

overWW|t|ng uni t | engt is smaller than a start address of the
d I 1 b t I
obt ai ned'S bryﬁeubﬁeaa&%‘lgw ﬁéﬂe'sfsg%%“és%“ oarlReDEPEanEaCadar BEE (¢ he

43 WD 2004/ 070728 PCT/ JP2004/ 001144 step S65) . Then, the external nenory
cont ol siEeRs 4533 tast4@ciedthe of boer ghre Xfpyie- diPa fromthe start
address with null codes in the step S66. If the overwiting is conpleted
(the step S67)Fig. 24 is a flow chart illustrating a procedure of a

backwardnull-clearoperation. When comparedwiththenull-clear
subroutine described in Fig. 19, a relation between a start
address and an end address is reversed in the backward null-clear
10 operation. It is 3judged whether an address obtained by
subtracting the overwriting unit length X from a cleared address
is larger than a start address of a record s in the step S61.
If the judgment is affirmative, the external memory control
unit 4 is instructed to overwrite X-byte data from an address
15 (the cleared address-X) of a fragment in the step S62. If
overwriting by the external memory control unit 4 is completed
(the step S63), the cleared address is renewed to the address

of (the cleared address-X) in the step S64.
If an address (the cleared address-the overwriting unit
20 length X) is smaller than a start address of the record s, the
unit length X is converted so as to be equal to a value obtained

by subtracting the start address from the cleared address (the
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t he value of VALID FLAG of the record s is set at "0" (the step 5 S68). It
is judged whether the value of VALID FLAGis set at "0" in all records in
t he step 86200470128 judgment is affirmative, the cl earCogermspands
managenent table is deleted in the step S70. As described above, a
different clear nethod can be 10 assigned to each fragnment in the second
enbodi nent. As a consequence, various kinds of clear nethods are conbined,
so as that a | eakage of contents of fragnents to be deleted can be
prevented. (Third enbodi ment) 15 According to a third enbodi nent,

over wr i itep 6% h- Fillen, thriestgssedinsmpinceonbrel tat tehsdiniugied
restricted, if a sem conductor nenory card is receiving power supply from
the card ceaderive X asy20dat@henonthsSbeXrireadd yesand t400udiicrsieaccess to
the EC server 100 through the card reader/witer 200, 20 the SDeX nenory

card 40Q r@ftzﬁ{egltg% Bewerr SYRR! ¥ L Rpopgh, & shebbeph otaat @maskBptder pack

surface o portabl e device 300 as described in the first

T/ P20 Ho1ER1oF | L GHEEBI ShEh S P-4 AECRERrs) | bad( BRE (HESRpex
menory card 400 shoul d preferably be avoi ded. According to thettggrd
enbdﬂ|n@ﬁ@).tﬁé:ﬂ@iﬂ@ﬂgg@ whether the value of VALID FLAG 1s se
“0” inall records inthe stepS69. If the judgmentisaffirmative,
the clear operation management table is deleted in the step
S70.
As described above, a different clear method can be

10 assigned to each fragment in the second embodiment. As a
consequence, various kinds of clear methods are combined, so
as that a leakage of contents of fragments to be deleted can
be prevented.

(Third embodiment)

15 According to a third embodiment, overwriting with null
codes described in the first embodiment is restricted, if a
semiconductor memory card is receiving power supply from the
card reader/writer 200. When the SDeX memory card 400 gains
access to the EC server 100 through the card reader/writer 200,

20 the SDeX memory card 400 receives power supply through a helical

antenna in the back surface of the SD portable device 300 as

described in the first embodiment. Since radio wave power supply
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operations are perforned by the SD portable device 300 and the 5 deletion
handl er 16. When the SD portabl e device 300 approaches the card
reader / wwoeno4200728i t out puts an extended SD comrand i nPeTdeo04v@1not i fy
that it receives contactless power supply to the SDeX nenory card 400. On
t he ot her hand, when the SD portable device 10 300 recedes fromthe card
reader/witer 200, it outputs an extended SD conmand in order to notify
that contactl ess power supply has been stopped to the SDeX nenory card
400. Whether the SD portabl e device 300 approaches or recedes fromthe
card rebtignsiabler alzg@masljdetléflﬁicﬁééaﬁy hped ey thReSSIBEX PSROEN @28evi ce 15
300 receives a polling command fromthe card reader/witer 200. Wen an
ext ended: @D slopabpddotof eodibliy bdeaexigéence of contactl ess power supply is
received fromthe SD portable device 300, the deletion handler 16 enters

700 Cont aGil essy HONeEPUREY FRYS | Lok sfighet i OBnbandberodbnis 20 i

this node, a backup copy of a file entry an is generated and only a

file entry and. a FAT are qverw.itten in_accordance. with _the neration of
a del et i YtPRREHIDS ARG PF§%P5m§§y]?Yo ?/SD48°V\§6a§384‘?%‘?30¢7‘°2§0&0?%?@6%4/ 001144
a backup copy of a file entry and a FAT is generated and no clear

oper at i ofekninbeenkandiebl £6is created. Thus, a null-clear operation is not

performed by other event handl ers.
When the SD portable device 300 approaches the card

reader/writer 200, it outputs an extended SD command in order

to notify that it receives contactless power supply to the SDeX
memory card 400. On the other hand, when the SD portable device

10 300 recedes from the card reader/writer 200, it outputs an
extended SD command in order to notify that contactless power
supply has been stopped to the SDeX memory card 400. Whether

the SD portable device 300 approaches or recedes from the card
reader/writer 200 is determined by whether the SD portabledevice

15 300 receives a polling command from the card reader/writer 200.
When an extended SD command to notify the existence of
contactless power supply is received from the SD portable device

300, the deletion handler 16 enters into a
contactless-power-supply mode. If the deletion handler 16 is

20 in this mode, a backup copy of a file entry and a FAT is generated
and only a file entry and a FAT are overwritten in accordance

with the generation of a deletion event. That is to say, only
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When an extended SD command to notify that contactless 5 power supply has
been stopped is issued by the SD portable device 300 afterwards, the

del eti on Wwerrdé4n7028 exits fromthe contactl ess-power-sepoplip2ondaiand a

cl ear operation nmanagenent table is created based on the backup copy of a
file entry and a FAT. Because of the generation of the clear operation
managenent 10 table, a null-clear operation by event handl ers other than
the deletion handler 16 is started. According to the third enbodi nent, a
nul | -clear operation to a file entity of a file is not perforned if the
SDeX menpriacikar ccamp ¢5 dpekhe eebyy ponkra sEdPl §S f FoReFabedaryd no
reader/witer 15 200 as descri bed above. Therefore, unnecessary load is not

put on ¢heaSbp¥rarivhymand gedOdt tihile Poatles cal .SThbE e copethtcbaarof the
SDeX nmenory card 400 to be realized. (Fourth enmbodinent) In the first,

second 18k eIPOG IRRL e rotiea TBYPEYnefOodend hBRTBML and the

ext ernal nory are constituted by . and a flash nenory .
{he TRV 1 and 1" Gk Grricders SHoro008R6 67280 ETE ) PoDbA 00154 CRerory 2
are each constituted by two nenory nodules. Fig. 25 illustrates the
st ruét ureowtr eapblyfhahbeentsiorpediAorss B ahy thehEDdadiaidle deWbey 2
relating to the fourth enbodi nent. As
300 afterwards, the deletion handler 16 exits from the
contactless-power-supply mode and a clear operation management
table is created based on the backup copy of a file entry and
aFAT. Becauseof thegenerationof theclear operationmanagement
10 table, a null-clear operation by event handlers other than the
deletion handler 16 is started.
According to the third embodiment, a null-clear operation
to a file entity of a file is not performed if the SDeX memory
card 400 is operated by power supply from the card reader/writer
15 200 as described above. Therefore, unnecessary load is not put
on the SDheX memory card 400. This enables a stable operation
of the SDheX memory card 400 to be realized.
(Fourth embodiment)
In the first, second and third embodiments, the memory
20 3 in the TRM 1 and the external memory 2 are constituted by

an EEPROM and a flash memory respectively. According to a fourth

embodiment, however, the memory 3 in the TRM 1 and the external
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shown in Fig. 25, an EEPROM 3a and a flash nenory 2a are nmain 5 nmenory
nodul es and respectively the sanme as the EEPROM 3 and the flash nenory 2
in the fiwet20e478728t h enbodi nents. In addition to thes®CRaPIOWRNMDLY

nodul es, auxiliary menory nodules 2b and 3b are provided for the external
menory 2 and the internal menory 3 respectively in the fourth enbodi nent.
These auxiliary nmenory 10 nodul es 2b and 3b are Ferro Electric Random
Access Menories (FeRAMs) and their performance is significantly different
from that of a flash nenory. Fig. 26 conpares performance of a flash
menory aRENPRAL 2 ATQAFFERARN HekBr arh Pt ¢WwH gempry, tedilesh Héforys is

i nexpensi ve and suitable for storing.large-capacity data 15 (indicated by O
in the figlue}ratéowaverstrivdreud bfodadatar whiet i ngernalandrhack 3 andi cat ed
by 1). Here, the size of such a block increases as the capacity of a flash

menory | Eﬁéeéﬁgérnaf‘%éﬁgkﬁ}gby]:e%'tEhBQth thBRkbustredndahanERansakar ge

| oss of capability. I'n addition, the tinme reqU|red for witing |s | ong 20

(10, 000 ns)_ and ible erations s _smal

(10, 0000 o 28 e, PHIOST, SLoROROLE) €L (e SOETRLLANS J o TR s e
has been stored is once deleted, which nakes the witing 47 WO 2004/070728
PCT/ §P20mm9911quub%$fwdrm%p%m%1wﬁ Thediamg e FneXBEPROY Bhanet her
hand, though an FeRAM i s expensive and not suitable for storing

| ar ge- capheifily sthah@ndiryndi trated byrd) totdiexth embodiments. In addition

to these main memory modules, auxiliary memory modules 2b and
3b are provided for the external memory 2 and the internal memory
3 respectively in the fourth embodimer'lt. These auxiliary memory
10 modules 2b and 3b are Ferro Electric Random Access Memories
(FeRAMs) and their performance is significantly different from
that of a flash memory. Fig. 26 compares performance of a flash
memory and that of an FeRAM. According to Fig. 26, a flash memory
is inexpensive and suitable for storing large-capacity data
15 (indicatedby O inthe figure). However, the unit of datawriting

is a block (indicated by #1). Here, the size of such a block

increases as the capacity of a flash memory increases.
Accordingly, writing of small-sized data means large loss of
capability. In addition, the time required for writing is long
20 (10,000 ns) and the number of possible write operations is small
(1,000,000). Furthermore, data writing is only performed after

data that has been stored is once deleted, whichmakes thewriting
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unit of data witing is a byte and a tinme required for witing 5 is short
(30 to 100 ns). In addition, the nunber of possible wite operations is

| ar ge. Cowei2dewi’npssuch a di fference in perfornance, if pan/JFaBRAMI11#4s used
as an auxiliary nmenory nodule storing a file entry, a FAT and the |ike
that are frequently renewed, witing 10 performance of the flash nenory 2a
can be conpensated. Fig. 27 shows an FeRAM storing frequently-renewed data
such as a file entry, an FAT and a cl ear operation nanagenent table.
According to the fourth enmbodi ment, an FERAMis used as an auxiliary
menory pedifloentoces tositagp lenyglindsicadedany *$8)frequent|y-renewed data such
as a file entry and a FAT. This enables a high-speed rewite operation to a

file entry andnachEAJther henrathitevedh An FeRAM hasepqiopes tandinot
destructive read out (indicated by X 4) . That is to say, once stored data

is read out,.the_content.s _Lh re ' t 0 st orage
nediunls?ﬁﬁgb dg%?f?IFgllr%%%?%eéaggéﬁﬁgf%ﬂ%ﬁ?sngzggﬁgaéggf%éyghﬁicording
to this nproperty, however, ,.every data readout re uireg iting.the read
48 WO 20040926 798 PEHLIFI04F08 1494 & QQ?nFe&%%Eﬁ iﬁ%$3g§E§JF%e number
of times data is witten after all. A magnetoresistive RAM shoul d

pr efer ablsy sherémBoyed 100 mwbi din eddiobert ytid mEguah wossedd Sut .

write operations is large.
Considering such a difference in performance, if an FeRAM
is used as an auxiliary memory module storing a file entry,
a FAT and the like that are frequently renewed, writing
10 performance of the flash memory 2a can be compensated. Fig.
27 shows an FeRAM storing frequently-renewed data such as a
file entry, an FAT and a clear operation management table.
According to the fourth embodiment, an FeRAM is used as
an auxiliary memory module for storing small-sized and
15 frequently-renewed data such as a file entry and a FAT. This
enables a high-speed rewrite operation to a file entry and a
FAT to be achieved.
An FeRAM has a property of destructive read out (indicated
by ¥4). That is to say, once stored data is read out, the contents
20 of the stored data is deleted froma storagemedium. This property
is preferred to thoroughly ensure secrecy. According to this

property,however,everydatareadoutrequireswritingtheread
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(Fifth enmbodinent) 5 An FeERAM is used as an auxiliary nmenory nodule in the
fourth enbodinent. In a fifth enbodi nent, however, only an FeRAMis used
for the nwooog/@oi2a the TRM 1. Fig. 28 shows an internalPCTgPzuedunet of the
internal nmenory 3 relating to the fifth enbodinent. Here, the nenory 3 in
the TRM1 is small-sized. 10 Therefore, the manufacturing cost for the
menory 3 does not dramatically increase, even if an FERAMis used for the
internal nmenory 3. The nmenory 3 in the TRM1 is constituted only by an
FERAM in the fifth enbodi nent, but it should be noted_ that it  may

const it i@k magﬂrbywaﬁcnwr%s%%.tﬂ%néwb@au%ﬁtlyﬂelﬁc%F%lulr?gW%tEeg. xt h
enbodi nent, managenent information for a file is encrypted wth a key that
is diffeaﬁﬂérkﬂﬂn1ammgﬂuﬂquﬁdﬂytﬂmyRAmmhbdldgreﬂeraplgﬂxibmpﬂbyed Such an
encryption key for file nmanagenment information is stored in the menory 20

3 in thed F%éldV\Eﬁe Fkbﬁegﬁ&e@ﬁanbﬁrh@%tl'iﬂéc%%gd guerwiting of an

encryption key f e managenent information is perforned by the

del etion, ha 6.i.n addition to the procedure described 49 WO
2004/0709€%Pgéﬁf§é 66%?8%3144 inthe first enmbodinent, prior to
overwiting of an encryption key for a file entity. Nhnagenent i nformation
for & file is 2nERAEE Wped ag an auxiliary memory module inthe fourth

embodiment. In a fifth embodiment, however, only an FeRAM is
used for the memory 3 in the TRM 1. Fig. 28 shows an internal
structure of the internal memory 3 relating to the fifth
embodiment. Here, the memory 3 in the TRM 1 is small-sized.

10 Therefore, the manufacturing cost for the memory'B does not
dramatically increase, even if an FeRAM is used for the internal
memory 3. The memory 3 in the TRM 1 is constituted only by an
FeRAM in the fifth embodiment, but it should be noted that it
may be constituted only by an MRAM.

15 (Sixth embodiment)

According to a sixth embodiment, management information
for a file is encrypted with a key that is different from an
encryption key for a file entity of the file. Such an encryption
key for file management information is stored in the memory

20 3 in the TRM 1. When file deletion is instructed, overwriting
of an encryptionkey for filemanagement information is performed

by the deletion handler 16 in addition to the procedure described
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different encryption key. Thus, when deletion of a file is 5 instructed,
reading of the file can be imediately nade inpossible despite the size of
managenerwoiné4or7oes8i on. (Modi fication exanpl es) The aboweTdeswsd@iison does
not nmention all of the enbodinents of the present invention. The present
invention 10 can be realized by enbodi ments including the foll ow ng

nodi fications (A) to (E). However, the follow ng nodifications do not

i ncl ude enbodi nents of inventions disclosed in the clains, if they can be
anticipated by a person with an ordinary skill in the art based on the
descri ptibihe Rbratt rpreAlneyur & iovd tesopebiF EEVL& mwALt RFRBPBEYat t he
time of the application. (A An EC client application is taken as an
exanpl e, kdyutforit he pteseantitiventi on may be applied to other applications.
For instance, the present invention may be applied to server applications

on a server apAlAldif AWNed:indtARSPRSE &1 £ 201k NSkl Suohien gail vay,

airline, bus and expressway conpanies and corresponding client
applicatio t he card_400 rallmay

Th b, ti
Rt - s P en g RS BID 8ot 5670 A sy oy Db 458

procedure. Alternatively, the gresent i nvention can be applled to_ server
app! Pcatimmsrurted sereadiagpaat Fdcowhble bagovee niEiesliately made

impossible despite the size of management information.
(Modification examples)
The above description does not mention all of the
embodiments of the present invention. The present invention
10 can be realized by embodiments including the following
modifications (A) to (E). However, the following modifications
donot include embodiments of inventions disclosed intheclaims,
if they can be anticipated by a person with an ordinary skill
in the art based on the description, the attached figures and
15 publicly-known technology at the time of the application.
(A) An EC client application is taken as an example, but
the present invention may be applied to other applications.
For instance, the present invention may be applied to server
applications on a server apparatus owned by transportation
20 industry such as railway, airline, bus and expressway companies
and corresponding client applications. Thus, the SDeX memory

card 400 can be utilized at railway ticket gates and for boarding
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and | ocal organizations and corresponding client applications. 5 Thus, the
SDeX nmenory card 400 can be utilized for resident's cards, various kinds
of provesweandowggi2zstrati ons. (B) I nfornmati on processi ngPoY/JpLiogn@ETs:
illustrated in Figs. 15 to 19, 23, 24 is physically realized by neans of
har dware resources such as a CPU and an EEPROM That is to say, a physical
10 unit obtai ned by conbi ning prograns and hardware resources perforns

i nformation processing to achieve a particular purpose. 1In this way, the
SDeX menory card 400 described in each of the first to sixth enbodi ments
can be rBEPF2EBTelnformati on processing by programs is physically realized
15 by neans of hardware resources. Accordingly, the prograns whose
procedur es ar eAkbemmativéhe, abloy epreesdhonadrdntgise scaoabebappddesi der ed
products of technical ideas utilizing natural |aws, and prograns

thenmsel vesr¢ap Rp1rieeardst as @Bek@&?@ﬂﬁkatxﬂ‘%ﬁvﬁfe@rkgy gbv8$nmdathe 19, 23
and 24 di scl ose énbodi nents of 20 the prograns according to the present

i nvention, ﬁhe first to s%xth engfdinents dﬁscripg.tq§ en?odigents of the
expl oi t at 135t REIPPEEFAAR S S GPhGSPBORHE M Bresttt 2B L WP5064F 070728
PCT/ JP2004/ 001144 invention, where the prograns are integrated into the
SDeX SmenBhys ; cialrel SRX megwsvecarché0preyr s Yiilisaehifed rasifenti fst to
si xt h enbodi nents may be separated fromthe SDeX nenory card

cards, various kinds of proves and registrations.

(B) Informationprocessingbyprograms illustratedin¥igs.
15 to 19, 23, 24 is physically realized by means of hardware
resources such as a CPU and an EEPROM. That is to say, a physical
10 unit obtained by combining programs and hardware resources
performs informationprocessingtoachieveaparticularpurpose.
In this way, the SDeX memory card 400 described in each of the
first to sixth embodiments can be realized.
Information processing by programs is physicallyrealized
15 by means of hardware resources. Accordingly, the programs whose
procedures are shown in the above-mentioned figures can be
considered products of technical ideas utilizing natural laws,
and programs themselves can be regarded as an invention.
Therefore, Figs. 15 to 19, 23 and 24 disclose embodiments of
20 the programs according to thé present invention.
The first to sixth embodiments describe the embodiments

of the exploitation of the programs according to the present
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400 for exploitation. Here, the exploitation of the prograns 5 thensel ves

i ndicates the acts of (1) producing the prograns, (2) assigning the

progr ans Wor2oé«me728r profit, (3) |easing the prograns, PCAYPRaOpOSIIENg t he
prograns, (5) providing the prograns for the public via tw-way el ectronic
comuni cation lines and (6) offering assignnment or |ease of the prograns
to public users 10 by advertising the prograns in the shopw ndow and
through distribution of panphlets and catal ogues. A typical exanple of the
act of providing the prograns via two-way el ectronic conmunication |lines
(5) is pio@ErMotowhebad e eTeanshspdnegHtRd Heto SERFPIHREPPBYr ams to
a 15 user so as that the user can use the prograns, and application

servi ce @ayioEy. (ASRveaer vike, piberaby theudtneteédnsn ofhé hBirgrogoans are
provi ded for users via electronic communication |ines but the prograns

t hensel Ve B %ﬁg&%%&@%y R el P eteempenal spedehenbra PERgeduUre,

such as the or of the steps’in each of the flow charts in Figs. 15

to 19, 23 nd 24, i, onsi dered to.be a fundanental ter to specify an
i nventi gho0 ﬁiloreaﬁpr}@l},a%lf?él 'pﬁ?g&iu% S RERACTT &SR 81fn?h8 p%(igﬁ@gs
2004/ 070728 PCT/ JP2004/ 001144 above flow charts di scl oses how a control
met héd ishemselvesHeardiartes tiHws adliowickant BrofBRiefbbirmhPSTdRSt he use
of the control nethod according to the present invention. |If the

(2) assigning the programs for free or profit, (3) leasing the

programs, (4) importing the programs, (5) providing the programs
for the public via two-way electronic communication lines and
(6) offering assignment or lease of the programs to public users

10 by advertising the programs in the shopwindow and through
distribution of pamphlets and catalogues.

A typical example of the act of providing the programs
via two-way electronic communication lines (5) is program
download service, whereby a provider sends the programs to a

15 user so as that the user can use the programs, and application
service provider (ASP) service, whereby the functions of the
programs are provided for users via electronic communication
lines but the programs themselves are kept by the provider.

(C) A temporal order of a procedure, such as the order

20 of the steps in each of the flow charts in Figs. 15 to 19, 23,
and 24, is considered to be a fundamental matter to specify

an invention. Accordingly, the procedure shown in each of the
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steps in each flow chart are executed in the described tenporal 5 order so
as to achieve the original object and effects of the present invention,

t he procewonesyirniz8hese fl ow charts are undoubtedly enpadiJrenos/goiod4 t he
control nethod for the sem conductor menory card according to the present
invention. (D) In the first to sixth enbodi nents, an EEPROM i s used 10 for
t he nonvol atile nmenories both inside and outside the TRM 1. However, the
internal and external nenories nay be other nonvolatile nmenories such as
an FeRAM (E) A nobile-tel ephone type is taken as_an exanple of the SD
por t abl ekfsig cEl@O0chppiey Ed s ties esD lpot t abrengselc@stipd 15 peSed consuner
portabl e audi o equi pnment, a set top box (STB) or a nobile tel ephone. The

i nvent i ansexefdred theddef lodvai dibaois tdigoprasendimémve ndf othexteadoHr
general i ze the enbodi nents described in the above and their nodifications.

The degrgg, oo 1he185E8R8HOA-20-and iAAldon KvhagednonTihenstate of
t he art1?ﬁ3?%glreﬁa§%§ artcatrtEeg??ﬁgﬂ%% t he appligetioné'kbmever, si nce
the inventions defin he, cl ai ns ar

in 53 2004/ 070728
PCT/ JP2 GO0 LB B aogt BHAE e H oS 6 =Cbf e i Bor EEMALEar B R brms i n
the related art, the scope of each of the inventions does not depart from
t he ScopErddr tdre asetat echaeve relag i i byalh Peresth aRd Rfdegitrapy the
present invention, the procedures in these flow charts are
undoubtedly embodiments of the control method for the
semiconductor memory card according to the present invention.
(D) In the first to sixth embodiments, an EEPROM is used
10 for the nonvolatile memories both inside and outside the TRM
1. However, the internal and external memories may be other
nonvolatile memories such as an FeRAM.
(E) A mobile-telephone type is taken as an example of the
SD portable device 300. However, the SD portable device may
15 be a consumer portable audio equipment, a set top box (STB)
or a mobile telephone.
The inventions defined in the claims of the present
invention extend or generalize the embodiments described in
the above and their modifications. The degree of the extension
20 and generalization is based on the state of the art in the related

art at the time of the application.

However, since the inventions defined in the claims are
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skills in the related art. Therefore, each of the inventions 5 defined in
the present clains substantively correspond to the disclosure in the
descri ptiwo.2004rd0=8ri al Applicability The sem conduct or PCEIB20p4 /0N ¢
according to the present 10 invention provides high protection for del eted
files, and is therefore ideal for storing confidential data. Thus,, the
sem conduct or nenory card according to the present invention can be
utilized in various fields of the industrial world such as a field of
consuner equi pnents. 15 Description of Characters_ 1 TRM 2 an external
EEPROM b3S PRitdINBEAEEPROMP20C 4 hgnt esbei fal HRORIPCHRTG T teds a HI M
6 a mask ROM 54 WD 2004/ 070728 PCT/ JP2004/001144 7 a CPU 8 a client

appl i catdmn, thea swiopeualf eachiof tI0 dmvARItions does not depart from

the scope of the related art realized by a person with ordinary
skills in the related art. Therefore, each of the inventions
5 defined in the present claims substantively correspond to the

disclosure in the description.

Industrial Applicability

The semiconductor memory card according to the present

10 invention provides high protection for deleted files, and is
therefore ideal for storing confidential data. Thus, the
semiconductor memory card according to the present invention

can be utilized in various fields of the industrial world such

as a field of consumer equipments.

15
Description of Characters

1 TRM
2 an external EEPROM
3 an internal EEPROM

20 4 an external memory control unit
5 a HIM
6 a mask ROM
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5 11 an event analysis handler 12 a not-command-executing handler 13 a
timer handler 14 a reading/witing handler 15 a deletion handler 10 21 an
area for wp0@pi7dati on program 22 a secure area 23 anPeltiRznod/o@asd on area
24 a non-authentication area 100 an EC server 15 200 a card reader/witer
210 a radio base station 300 a portable device 20 55 WD 2004/070728

PCT/ JP2004/ 001144 CLAIMS 1. A sem conductor nenory card conprising: a
nonvol atile nmenory that stores a file constituted by 5 an entity and
managenent information; and a tanper-resistant nodul e that includes a
processi ng uni’t an& &RVinternal nmenory, the processing unit including a
deletion unit operable to, if a deletion event for the file is generated,
(i) create a Bocati ancllabhe eppilheaicibear nal

9 a virtual machine
10 an API
5 11 an event analysis handler
12 a not-command-executing handler
13 a timer handler
14 a reading/writing handler
15 a deletion handler
10 21 an area for an application program
22 a secure area
23 an authentication area
24 a non-authentication area

100 an EC server
15 200 a card reader/writer
210 a radio base station

300 a portable device

20
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10 nenory in the tanper-resistant nodule, and (ii) overwite the

managenent i nformation, wherein the |ocation table indicates a | ocation of
the entitwo 20awdoi2s referred to by the deletion unit wheaTtirzodediesd on unit
overwites the entity. 15 2. The sem conductor nenory card of Caim1,
wherein the processing unit (i) perfornms an operation corresponding to a
command that is issued by a device to which the sem conductor nenory card
is connected, and (ii) further 20 includes an analysis unit operable to
anal yze the connand that is issued by the device and generate an event
corresponding to a result of the &h&l¥Si s, 56 WD 2004/ 070728

PCT/ JP2004/ 001144 the deletion unit includes: a main deletion unit
operable to, if the deletion event 1is generated, create the |ocation table
and overwite the nanagenent information; and 5 a sub deletion unit

operabl g tg, Jdf, fﬁbéﬁﬁﬁﬁ ﬁ%f?“caEdC%B¢§¥&§@% tion event is generated,

overwrite t e entity Wi th erence to t creat ed Iocatlon t abl e. 3 The
sem conductor enery 1 O LM E LyrLter cOreLigLig 20
5 an entity and management information; and
a tamper-resistant module that includes a processing unit
and an internal memory, the processing unit including
a deletion unit operable to, if a deletion event for the
file is generated, (1) create a location table on thé internal
10 memory in the tamper-resistant module, and (ii) overwrite the
management information, wherein
the location table indicates a location of the entity,
and is referred to by the deletion unit when the deletion unit
overwrites the entity.
15
2. The semiconductor memory card of Claim 1, wherein
the processing unit (i) performs an operation
corresponding to a command that is issued by a device to which
the semiconductor memory card is connected, and (ii) further
20 includes an analysis unit operable to analyze the command that
is issued by the device and generate an event corresponding

to a result of the analysis,
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event is generated, wherein the main deletion unit overwites one part of
the entity, 1in addition to the nmanagenent information, until the tiner
tells a wormedrv72s8and 15 the sub deletion unit overw i PEI/JR200¢0WIIN Ng part
of the entity that has not been overwitten by the nmain deletion unit. 4.
The sem conductor nenory card of Claim3, wherein the |ocation table shows
(i) a cleared address indicating 20 how nuch of the entity has been
overwitten, and (ii) a method of overwiting the entity which is sel ected
froma plurality of overwiting, nmethods, and 57 WD 2004/ 070728

PCT/ JP2004/ 001422 detrtie® Welkt iBALUARE: overwrites the entity according to
the nmethod of overwiting shown in the |location table, and renews the

cl eared addr ess mstiowdelrettilme boddat bparthbbeteyetdy tthareeflledionubvdaketi on
unit overwites a predetermned length of the 5 entity. 5. The

sem condygt genBRAREY , Cairdkle G M deaPiBheitRAHIRE AR 66O LVEST £hE
generated by the analysis unit when the device to which the sem conductor

menory caégaig gopnec ngaéookssgea a command to delete the file, and the
different event 1s a conmand-end“&Vent that is generated by the analysis

unit when the processinq:pnit conpl et es _
5 a sub deletion unit operable to, if an event different

from the deletion event is generated, overwrite the entity with

reference to the created location table.

3. The semiconductor memory card of Claim 2, further comprising
10 atimer operable tostartmeasuringatimewhen the deletion
‘event is generated, wherein
the main deletion unit overwrites one part of the entity,
in addition to the management information, until the timer tells
a time-out, and
15 the sub deletion unit overwrites a remaining part of the

entity that has not been overwritten by the main deletion unit.

4. The semiconductor memory card of Claim 3, wherein
the location table shows (i) a cleared address indicating
20 how much of the entity has been overwritten, and (il) a method
of overwriting the entity which is selected from a plurality

of overwriting methods, and
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t he operation corresponding to the command. 15 6. The sem conductor nenory
card of daim5, wherein the main deletion unit is a deletion handler that
starts oweraw/a1ig728n response to the generation of the aergreoowoevent; and
the sub deletion unit is a not-command-executing-handler 20 that starts
operating in response to the generation of the command-end event. 58 WO
2004/ 070728 PCT/JP2004/ 001144 7. The sem conductor nenory card of Caim 2,
wherein the deletion event is generated by the analysis unit when the
device to which the sem conductor nenory card is connected |$sues a

conmand to deltdesthdlglqlelonpmis pReryritescrite &Rttty 8C6REISRIAET eadi ng

event and a witing event, the reading event being generated by the
anal ysi sshainéthvhert cbxh@rxdeir'ttxeg isheweasi mthermmnd itan tehtea adidfferent file in
t he sem conductor nenory card, and the witing event being generated by

the analygl %l‘é%'rted""g&&régg SAEN6 8 %ﬁ%efoéaEQBHRﬂQol]@ vy kb Retend he

different file 1n the sem conductor rrem)ry card 8. The sem conduct or
menory card

i de
handl er SHa ‘?esltea%%%n lb?fel?a?vﬁﬁg}ifﬁ ?Esﬁoﬁ?@%t te{r(lirléng%e@n;r arfqtg}l o% i%ée)n

del eti on event, 15 and
5 entity.

5. The semiconductor memory card of Claim 2, wherein
the deletion event is generated by the analysis unit when
the device to which the semiconductor memory card is connected
10 issues a command to delete the file, and
the different event is a command-end event that is
generated by the analysis unitwhen the processingunit completes

the operation corresponding to the command.

15 6. The semiconductor memory card of Claim 5, wherein
the main deletion unit is a deletion handler that starts
operating in response to the generation of the deletion event;
and
the sub deletion unit is a not-command-executing-handler
20 that starts operating in response to the generation of the

command-end event.
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the sub deletion unit is included in a reading/witing handler that starts
operating in response to the generation of one of the reading event and
the witiwg2em07072820 9. The sem conductor nenory card eCTAPioMI@1440her ei n
the internal nmenory stores an encryption key with which the entity has
been encrypted, and 59 WO 2004/070728 PCT/ JP2004/ 001144 when the deletion
event is generated, the main deletion unit overwites the encryption key
before overwiting the managenent information of the file. 5 10. The

sem conductor menory card of Claim9, wherein the managenent information of
the fil & -hTheheenicnodpsted TMEMAT varragtt ofptGlekedy WIS different from
the encryption key for the entity, the encryption key for the managenent

i nformati on bgha@Stariet bfehhel s Ricgrataltatebprijhe and 1@ iwhenit véhatel et i on
event is generated, the main deletion wunit overwites the encryption key

for the n nent.. | af. i Indd i &ey for
t%% 8‘?&8? 11?0 QKR L O PEE OF 80 QVEE Wdnid RO chRE £8GRd @edkey

the entity e sem conductor nenory card of Claim9, wherein the
entity of the file is %ieVid d ir%togra nts,a d the location table shows
(i) a st&SUesddr SSEIGH %%ﬁle S dgment Snstituting the entity, and
(ii) a flag which , -
5 the different event is one of a reading event and a writing

event, the reading event being generated by the analysis unit

when the device issues a command to read a different file in

the semiconductor memory card, and the writing event being

generated by the analysis unit when the device issues a command

10 towrite to the different file in the semiconductor memory card.

8. The semiconductor memory card of Claim 7, wherein
the main deletion unit is a deletion handler that starts
operating in response to the generation of the deletion event,
15 = and
the sub deletion unit is included in a reading/writing
handler that starts operating in response to the generation

of one of the reading event and the writing event.

20 9. The semiconductor memory card of Claim 2, wherein
the internal memory stores an encryption key with which

the entity has been encrypted, and

59



is set as "OFF" if each of the fragnments has not been conpletely 20
overwitten and set as "ON' if the fragnent has been conpletely

overwr it twp.206700282004/ 070728 PCT/ JP2004/ 001144 12. TireTgeMOG/OMdUCt OF
menory card of Claim 1 operates by neans of either contact or contactless
power supply froma device, wherein the processing unit perforns the
overwiting only when 5 the sem conductor nenory card operates by neans of
the contact power supply fromthe device. 13. The sem conductor nenory

card of daim rei;n-the nonvolatile menory |s constituted by a first
memory 10 nodu %¥E%1 gedstdng ﬁgﬁﬁgylﬁmﬁﬁﬂ%fagé%hﬂﬁ“%Fm%Pi@?%ﬁtFSP t he
second nmenpry nodule is smaller than a unit of witing for the first
nermory nofbt eOVERHTIERE FifagRreryPiidor kayi deficrestovediintihe sheond

menory nodule. 15 14. The sem conductor nmenory card of Claim 13, wherein

t he secomzhagemeyt nDofbemasioneodf the Fere0 El ectric Random Access Menory
and a Magnet oresi stant Random Access Menory. 20 15. The sem conduct or
menory card of Claim1, wherein the internal nmenory is constituted by a

first nmenory nodul e

5 10. The semiconductor memory card of Claim 9, wherein
the management information of the file has been encrypted
with an encryption key which is different from the encryption
key for the entity, the encryption key for the management
information being stored in the internal memory, and
10 when the Qeletion event is generated, the main deletion
unit overwrites the encryption key for the management
information before overwriting the encryption key for the

entity.

15 11. The semiconductor memory card of Claim 9, wherein
the entity of the file is divided into fragments, and
the location table shows (i) a start address of each of
the fragments constituting the entity, and (ii) a flag which
is set as “OFF” if each of the fragments has not been completely
20 overwritten and set as “ON” if the fragment has been completely

overwritten.
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and a second nenory nodule, 61 WD 2004/070728 PCT/JP2004/001144 a unit of
witing for the second nenory nodule is smaller than a unit of witing for
t he firstwoenevororeedul e, and the |ocation table is stor@dTiJmmyeoizecond
menory nodule. 5 16. The sem conductor nenory card of Claim 15, wherein
the second nenory nodule is one of a Ferro Electric Random Access Menory
and a Magnet oresi stant Random Access Menory. 17. A control programthat is
executed by a CPUin a 10 tanper-resistant nodule included in a

sem condugt prenor.y card the tanper-resistant nodule al so including an
internalE%éﬁ%%@Fe%%%?ﬁagggﬁﬁﬁ%ﬂWﬁﬁk?%¥dd%%ﬁ?ﬁ”ehﬂdoﬁ?g%t¢%éﬁhﬂ?ﬁ@sa

nonvol atile nmenory for storing a file constituted by an entity and
nmanageneff ©iHROF re@iierct vibleragmtas: ids s mwtest issprEvefirdor tkeitel e is
generated, the control program (i) creates a location table on the
internalwheneiy in the tanper-resistant nodule, and (ii) overwites the
managenent i nformation, and the location table indicates a | ocation of the

entity, 20 ang,d S,rsissd toh DY dde el m.when the control
pr ogr am overmwitgg t he éﬁ%?ty. 653t S e %%%g%%ltlng OnHy heh
5 the semiconductor memory card operates by means of the contact

power supply from the device.

13. The semiconductor memory card of Claim 1, wherein
the nonvolatile memory is constituted by a first memory
10 module and a second memory module,
a unit of writing for the second memory module is smaller
than a unit of writing for the first memory module, and
the management information is stored in the second memory
module.
15
14. The semiconductor memory card of Claim 13, wherein
the second memory module is one of a Ferro Electric Random

Access Memory and a Magnetoresistant Random Access Memory.

20 15. The semiconductor memory card of Claim 1, wherein
the internal memory is constituted by a first memory module

and a second memory module,
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a unit of writing for the second memory module is smaller
than a unit of writing for the first memory module, and

the location table is stored in the second memory module.

16. The semiconductor memory card of Claim 15, wherein
the second memory module is one of a Ferro Electric Random

Access Memory and a Magnetoresistant Random Access Memory.

17. A control program that is executed by a CPU in a
tamper-resistantmoduleincludedina semiconductor memory card,
the tamper-resistant module also including an internal memory,
and the semiconductor memory card also including a nonvolatile
memory for storinga file constituted by anentity and management
information, wherein

if a deletion event for the file is generated, the control
program (i) creates a location table on the internal memory
in the tamper-resistant module, and (ii) overwrites the
management information, and

the location table indicates a location of the entity,
and is referred toby the control programwhen the control program

overwrites the entity.
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