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Techmcal Field

[0001] | The present invention relates generally to the use of Radio Frequency Identification
(RFID) in contactless environments ‘for commercial transactions and, more particularly, to a
method and system to facilitate dynamic synchronization and personalizaticfn of fob

information in the context of a distributed transaction system.
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wi de range of markets, such as, for exanple, the

hi gh- speed readi ng of railway containers, tracking
worewsgglehj ect s such as |ivestock or aut onobi | BGT/US205/026067

retail inventory applications. As such, RIFID

t echnol ogy has becone a primary focus in automated

data col | ecti g”;;&rﬂﬁﬂaiéﬂtﬁﬂﬁﬁ%@hﬁ% PBlasd S systens

wor | dwi de. [O rate, conparmtes are rncreasingly
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ag for use in conpleting financial transactions.
techné]}égycakf‘f[@t?;y&@ﬁﬁs|di*6|w|§cﬁ¢s@, Lh@NSPBERRy abfknhdly effective in hostile
ordinarily a self-contained device which may be
envirdididngd Waeke @onteiiopalr dcabisitichandsthdddcthidr RAID lswrestablished itself in a
i nstances, a battery may be included with the fob to
wide remge rof tnherk¢ts,aqushasder examplahthe thighaspeed meading ef relway containers,
circuitry of the fob (including the transponder) may
trackidg awovingsobipes aedhngs beakack for ertomedilpsmand retaih angantory applications.
source. Alternatively, the fob may exist independent |
As sush, £FIPntcshnelpey dnerbesomie e PripRry HPQUs| His paieEwiadhdata collection,
. ..nternal, circuitry of the. fob (including the
identi i RaEH ABHY Sy MO9S dspor st g power i rect 1y

s B8 SofleS P 8RS ePfiiine BEIR Ry i echporosy i o
, il ; 2
fob of [RFTHHP N0 n Tonlpliuiel ARG el T HplERY 06 ol Bitiude o

transpBRHE Al id &%;n%ﬁwé bd18cd RENALHRHE WIMER ﬁ%?‘i'é:ie ntained on any portable

conventi onal transponder structures. at en

form faclcl?, $28onki BEHSRES adbdiRENadybde WMihidedawRRHETbb @B 3hower the
transponder may respond to a ﬁF i nterrogation signal.
transpGhd| inl yhich aasdTihe Uhiirad Birt 6 I Ghiefobwidobiding yhebanspeitier) may
- include, for exanple, 1SO1|EC 14443 and the |ike. :
draw {t90pdiatihgn poiwer fronvihettattanl pdvady spowver | Alderh@olelyo|the fes may exist
used, the fob is typically activated upon presenting
indeparidentf @ban mtemal paveerrsogeaei oln thisgmstance etihiesnal eganigry of the fob
) the fob may be_ activated irrespective of whether the )
(includiag rthe) #gnspogder) @ryag¥in Viatanstating pawee diresily frese Rfaintgrogation

ma itiation and, COEEI etion of
){pg(ﬁ)ég&g%ponderRF

A R .
. 0 Me. i Si .

in genplBl L ORI Forfhoti o iRioRe), SfpbhdeR struoures. 1.
Patent X S 338 R SRERY ARAPU P TXBhcnfohd WARRKh: oy respond

to a Itﬁﬁ%t@{:ro%&\%ﬁ‘gﬁhﬁﬂ epaR aSpRAlt RITRELGoA 48 Rhidubs Ui n2fy be used

e use
include, for example, ISO/IEC 14443 and the like.

In the conventional fob ppwéring téchnologies used, the fob is typically activated
ﬁp()n presenting the fob in an interrogation signal. | In this regard, the fob may be activated.

irrespective of whether. the user desires such activation. Inadvertent presentation of the fob

" may result in initiation and completion of an unwanted transaction. Thus, a fob system is
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the fob is presented at a Point of Sale (POS) device.

Fob identification data is typically passed to a third
wW@200692He8 ver dat abase, where the identifi catiPCI/Uust085/026067

is referenced to a custoner (e.g., user) credit or

debit account. In an exenplary processing nethod, the

need%(g1 LSh ARSEShA et f@%xﬁfbé L0lvARE JERBOEALH! 1Bt Rdhnsactions being

ssing the transaction and account data to an

andeSiiPEbBpREdeENt i ty. Once the server receives

aut hori zation, clearance is sent to the POS device for

CoQp¢ of tienmere vidibletusanshihiei RIFID fephididgy isefpund hethe introduction of

conventional transaction processing nmethod invol ves an
Exxdn/idiob#'st Speddpassitl cindc fiislls UErduRaydy eptodadsdueTheset peoducts  use

use of the thirdparty server. [0006] |t is desirable '
transpondesd plaedchin o fob arded whidh ¢nables pptomatisridentiication of the user when

substantially accurate histaory of transaction

the fohfippresenton 2hadapprl Bale i(BRS) dsgisei Habadgtiicating detppis typically
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devi®Yt E5mpIRfiSh bMNBE BAMAESo. NinlthRtw dyD thepal @Al th@Badddn processing
not allow an enterprise, such as a fob corporate
methBalihves(dnoidRé@ patiewhidirdatses nkdhe bvahead tee td the)ust of the third-
dynam cally add to or otherwi se nodify the fob
partyefeplercat i-on structure i'tself. That is, in the context
- of multi-function fobs; it is often infeasible to
al Ites denirablecfranaintaine forotsch fob helddhyr aconsuaeyi & prhgtantially accurate
engagi ng in the time-consum ng and costly pro '

historypof @@ma@t@ntin@rm@tmn ijlczpimng ﬁéS{Oﬁ@F(‘éi W;ga] m&géﬁ’ﬁ%ggtly known
sty b S R b3 e e ARE . it nc
il R3H k5 bl B RS RS, M B Ere ty b e
com P 0, SR R D S GBS Ry 4 B, prsn
0I5 5L B 30, A e Gt
inforﬁr&%?.s condi tions may be suitably inplenmented using '

~cryptographi c keys which are known only to the '
AP PRIV tReRAY dyisREns A4 ¢dhdequdtd th @At Eelyyk@es ofttnsdo Bot allow an

fob 1ssui'ng party , ‘ , /
enterprise, such as a fob corporate partner (for example, Hertz, Hilton and the like) to
dynamically add to or otherwise modify the fob application structure itself. That is, in the

context of multi-function fobs, it is often infeasible to alter or augment the fob’s file structure

‘without engaging in the time-consuming and costly process of re-issuing the fob.

Furthermore, known methods of issuing and re-issuing fobs in a multi—application,

multi-enterprise environment are typically inadequate. More particularly, a fob often
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such as American Express will typically not have
access to the keys to performits function. Sone of
W0 b@ckzaavsh systens have attenpted to sol ve thi BCPUSHDEM6067
by accunul ating key data in a central repository used
in the issuance process. This nethod is often
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are nee e secure and efficlent

rules. @ﬁfs%%@@ésb £84diGtnsansy By famb SapIGhERe ddhd &Y pRira d)hm keys which

runction fobs. Summary of the Invent| on |

are kndWi€ oBlyeSahé apftophite Partiey ehcarmieshé betetprist.t Thig nasfobflsstulhg party
prior art by providing a system and nethod for

such apahspiead Expregs wiltltypyoatllymon havenarcsiio diat keyisrto tplegform its function.
context of a distributed transaction system [0011l] In

Some afttbo kdawo eyskemi haveeatteopsed tmﬁol‘t’dw@mppr@bém by acapilaing key data
dynam ¢ fob synchroni zati on system may conpri se POS

in a ceplealirepasitophiscgun 8 IsBiapeg Prosess. o biy BAAE s efien \*Psatlsfactory in a

conjunction with a fob, an enterpr,ise ata C IIect
et 55t o Vi W A ARCUA BBt dhe ERERh TeRFEitoT) of key

h t t DSS
informli g btvThets ﬁ%@réof?%ﬁcégnasﬁzcﬁﬁne(sup%o??y
fob
R
art, Mdl %éc@l?cea?lz,s ST rlg?a eaﬁl:e rclv?&' &cﬁﬁésin%”éff BidGt BErsonahzatlon

nore" ente a CO ect on units DCUs), and one

and dyREm{TR clﬁem%tldﬁfoﬁﬁ\hﬁ fafiSoRh 98y i ces Conf igured to

I nt eroperably accept and interface with fobs. In an

exenpl ar yenbodi ne DSS nP r,se a ‘
per sonal i z?ti on 3&@%&%@—%&&3@% mai nt enance
St I gur e
2%’@6’? %ﬁg@quf% X CFMR ﬁlﬁggﬁ% & (91f h%ehpe pr esg[ rﬁqg&lﬁ}ng a system
and m%tggcg% ﬁslﬁo%a zﬁl%ngﬁd 5@%&@8{?}3@5 b Udatal }ﬁn&% %téx@h.‘ff d Histributed

usi-ng a server con |gure

e and/or retrieve cryptographic key |nforrrat| on
trmacggﬂﬁﬁ l‘ﬁtl ple enterprise key systens during the final

qﬁa%gcd?ﬁaﬂcgewf&b drRSUBPS® BF 018S presBht waé&@ﬁ! | Pt dypamic fob
of the Draw ngs
synchronization system may comprlse POS devices configured to 1n1t1ate a ransaction m
conjunctlon with a fob, an enterprise data collection unit, and a fob object database update
system. An exerhplary dynamic synchrdnjiation system (DSS) may comprise various fob
POS devices a secure support client server, a fob object database update system (FODUS),
one or more enterprise data synchronization interfaces (EDSIs), an update logic system, one

or more enterprise data collection units (EDCUs), and one or more point of sale (POS)

devices configured to interoperably accept and interface with fobs. In an exemplary
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[0013] The acconpanyi ng draw ngs, wherein |ike

nunmeral s depict like elenents, illustrate exenplary
weroedaresmit s of the present invention, and togeCTiB82005/026067

with the description, serve to explain the principles

of the invention. In the drawings: [0014] FIG 1

j LLustr | based i _
erbgeiPta 8 TP SOREET 8 RAFHORRE: SRR cffy account maintenance

: ob transaction
Sysgeglﬁ'p g%gegqggg%%%ﬁﬁﬂfﬁﬁ' FIG 2 is a schematic
L1 3sidaidnfi Rith 8 TueKe TRHRE ¥t fre ti)rés@ntai,ﬁ%}ft%,nﬁ@fs(\Meﬂﬁation of multi-

the present invention; [0016] FIG 3 is a schematic

 funbfidnfoibs 3§ h@RnRlisEed @R lséduyitREdrber @adigired o aRtarattaneifor retrieve

with the present invention; [0017] FIG 4 is an

- crypogriphiikeyfih fovmaticroframnmiltiple eateepiidedicy spateme dufingthiedinal phase of

process in accordance with the present invention;

- the f@DE8}ank¢ Bockssi s an exenpl ary flow di agram of an

exenpl ary deci sion process for a protocol/sequence ‘
~controller in acc%fgqmgc#ﬁ' didh M‘ﬁeﬁﬁ%ﬁﬁs i nventi on;

[0019] FIG 6 is exanpl € ol a conventlonal magnetic

st r TRE addofpanyink at@king$, ok hévbmt IgtcCAlerals (bR eGlerfeits, illustrate

an exenpl ary transaction data structure suitable for '
exeHpary Ruibotlindendd ohBipesstat ih08ibh, &d3og@hérswih theodescription, serve to

di agram of an exenplary paynent/transaction process in
expéuic dredainciples dflthd ineengions dnthd dreentgs:on; [ 0022] FIG 9

I's another schematic illustration of an exenplary fob

i n Hiés dr dlsratesvan lexemplapy BEERtbapasvesistano in po@zdincEIvath the present
10 is a schematic overview of an exenpl ary dynam.c )
inventioahwherenaxeaplasy sempenantssed ferfab Branjaction, epppiglon are depicted;

aspects of the present jnvention; [0024]. FIG 11 is. :

o b 2 8 e bR is A Bk s S it acgpsgene Wil the proseat
. _client server; 100251 FIG 12 is a schematic overview
MYy, exenpl ary enterprise data synchroni zati on

| ntﬁg‘é %%? P iﬁ&ﬁ%&ti&é of %(e?nrﬁﬂ?m.}? rg%((%'i' Yli g&flogéagce with the

an ‘e ary update 10ogrc syste

.pres%ﬁPFR;@ﬁt!icﬁr overvi ew of an exenplary enterprise data
co

ectioh unit; [0028] FIG 15 is a schematic
OV Eff1¢j. eWiOhn ARke MPRIP TR diRPaRRifes! cHhFIRGS SutHekiRlafon process in

system
accordance with the present invention;

FIG. 5 is-an exemplary flow diagram of an éxemplary decision .process for a

protocol/sequence.controller in accordance with the present invention; '

FIG. 6 is an example of a conventional magnetic stripe track 2 layout for MasterCard; -
FIG. 7 is an exemplary transaction data structure suitable for use in a travel context; |

FIG. 8 is a flow diagram of an exemplary paymeht/transaction process in accordance

,With the present invention;

FIG. 9 is another schematic illustration of an exemplary fob in accordance with the

present invention,
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[00’33] |

(FODUS); [0029] FIG 16 is a flowhart depicting an
exenpl ary nethod for synchroni zi ng pendi ng transaction
w0 pdoerozEds on; [0030] FIG 17 is a flowhart deptUB1905/026067
an exenplary method for synchroni zi ng update
transaction information; [0031] FIG 18 is a schematic
ov [ f ' ' : . .
[ 01y O oo RN oR B Rl S S Hbpialon system in

accofBhBOWitR fadielR a@ll%c‘f?@mhj: prséfMnvdagbai | ed Description of
Preferred Exenpl ary Enbodi nents [0033] he present

| NFERN1i1G9a seienideic &6 idwetlateegiplarl Redu@é BBppit clienf server;,

functional bl ock conponents, screen shots, optional

seFEtt 120ixsa avkknvaici owsvipwook ais ieggmplaepsnteffuisk data synchronization

functional bl ocks may be realized by any nunber of
interfage;dwar e and/ or software conponents configured to

perform specified functions. For exanple, the present

i nERtIB dha AEMPIBHE 0BG ViEaY PloAPseNcHINbSY Apdafe dogie pystem;

co nents menor | ements, processi

(e.q,. [ . .
el Blfeftds a F‘é’@m%tl% PEFREHIS O 4TG¥! SBiegylse éﬁ?p ¢allgction unit;

like), which nay.carry. out. a variet f functions
R SRt R PR B phEEC LR podate system
(FOﬁﬁgﬁ; control devices. Simlarly, the software

- eleffents of the present invention nay be inplenented

\M . p . I | o o .

GG, 00 1sPE TR pRling o' Sghlry R0 Tp Sl bitng pending
transh@PAUAREMARO:) . JavaFob and MULTOS with the various

al gorithns being inplenented with any conbi nati on of

dakiast rugt brfksvchallj @lidingPad eeasplary hidd €S Oynclidieding update

programm ng el ements. Further, it should be noted that
transhdi@npnfesamtion; nvent i on may enpl oy any nunber of
~conventional techniques for data transm ssion,

si a1 B iy sahamatip pvaeesi oipn axemplark perspnalizhtiomsitanhieand

li ke. For a basic introduction on cryptography, review

a 16kt 9y 2 flowphast/ depicing agcra@plary msthiod @fgob PgispRadigation.

Crypt ography: Protocols, Al gorithnms, and Source Code

in C" pualied DRseridticlobP M ievd &xSapsary IBRBodingdits i on,

1996), herern incorporated by reference. [0034] In

adhd ippRRentmaienaeP| mapt beorisswibet hiverpine sre rterran wenfimetional block

could be fornul ated. The exenplary network disclosed
compoaems,screay shots) epimnahnseleyisteand variosx phenesiing) setas.aSoch functional

transacti ng busi ness, such as the Internet, an ~

‘blockismayabeetealizad by amanemberngfihardvte avdfos|spftware components configured

to ‘pér'f(')rm specified. functions. For example, the present invention may employ various

integrated circuit components (e.g., membry elements, processing elements, logic elements,

.lo'ok—up tables, and the like), which may carry out a variety of functions under the control of

‘one or more microprocessors or other control devices. Similarly, the software elements of

the present invention may be implemented with any pfogramming or scripting language such

as C, C++, Java, COBO'L', assembler, PERL, extensible markup language (XML), JavaFob

and MULTOS with the various algorithms being implemented with any combination of data
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conmuni cations, and/or the like. It may be noted that

the network may be inplenented as ot her types of
wWmeiosness such as an interactive tel evision nBCTO82005/026067

(I TN). [0035] Where required, the system user may

interact with the systemvia any input devi ce such as,

| stru@tuﬁ%y{))@g ts ‘&ﬁéﬁ%ﬁég;ﬂ?ﬁ‘a@& otlﬁ}: . ?@ﬁ!me‘i‘ﬂt&' T@ther, it should be

assi s conput er m Pi | ot

not% tlli§tbtﬁ5 F)Véséﬂt)mvéiﬁoh W erRPIeY @nﬁ ﬁﬂl‘n@ér (Sﬂb@n{fédﬁfénal tecbmques for data

Simlar the invention could be used in conjunction
tran\shﬁsbloﬁn)élgn)ﬁﬁﬁg,oﬁat@epﬁﬁl?@ingcQmmubﬂ:r comedlyvand thenikd. er For a basic
wor k station, mniconputer, nmainfrane, or the |ike
introduntibi nacryptogesphlyj neyisy st taxt suitenaky ﬁwcw&clmecm emhtled “Applied
W ndows, W ndows NT, W ndows 2000, W ndows
Cryeﬁ),grayhgfﬂ?ro@@bls AlgeOghms,j and S oursd &odessl Gr |Pé,1bb$hf>€1rhé’ John Wiley &
i ke. Moreover, although the invention may frequently
Sonsésedend editient 1986 Brtein MAPINSRASFH ReErefirenceTCR/ | P
communj cations protocol, it should be understoqd that
t heln; aslgtinn, SRRy oIRPHCHANS Hethe RIPSTRE HIVERLIQTS F‘h‘ég %NA%Ofm‘ﬂated The

|
 exctph st oGl Seefs Prbrobr, 95, SNt b dxcRlnging data or
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tranée)cél&gnﬁlgg{,egss & élgﬁ Yae: Ints’e?rlnet(if‘1 aﬁ)rmt?én% ralnbe’{tl'aﬂ@t A%ﬂyLAN, satelhte

i nformation over any net wor avi ng

“ﬂll n% upgldranatilt y Itdﬁlﬁ%rble etk NBAEHE nefv}R %ayFlBeGlmopTlemented as

’es an exenpl ary ID transaction systém 1
othéﬂgﬁe%%%%&&ﬁs WadtDast REnRERIRB telb VSR hbtdrk (fm?eu n
lary conponents for use in conpleting a
t 1 apypakt feQlirdts itRE sfsté @ker’ @hatigeracnivithithé systeranéa any input device
depicted. 'In general, the operation of system 100 may
sucheg) & kehed, fkebbdh, maysd;éucpnkegensbnﬁl digital (payistent, handfeeld computer
may be interrogated by RFID reader104 or,
(e.al PgimnBilot®e | Bluchanty®)i acléulae@hormobndimzthsrﬂdceRFﬁmlaf% dhe invention
104 may then engage .in mnutual authentlcatlon af t
coulshbe hsadhia dopiuntfon ik Wovpe of pPREsORZ &ﬁ%&ﬁﬁeﬁ}eﬁwor  computer, work

i dentification, account g i fier.and/ ¢ b as an
statian ERicP BRI R R Hfa o JAS (1XetHEDREI Y, QRs(rgine ygtem such as any

e Sl o M 20T 8, iryngs oS
os IS, ARR, 830 Bt P P i e
frequgtglﬂpgg)g Qetgcrgbef%g gss%aﬁxg {ﬁﬁg%&ﬂgd NHvh %P‘?’@S%ﬁl&'ﬁﬂlcmlcﬂs protocol, it

i'nvention may be not to

shoﬁle bt g€ toodn%?ghe Siﬁén%ﬁhlggﬂ o BE!iHfEeraiyed QﬁingeSNA IPX,

I'hg a transpon conflgured to

Ap@%ﬁ@ TP&aN@tB’Pthh OX1 3 by rnﬁﬁ%@f ofl@fthmithigatRins protocols. Moreover, thé-

omuni catlon. Typical devices may include, for
ys@hPGk&nplatek M use, sale, or distribution of any goods, services or information over

any network having similar functionality described herem

FIG. 1 ﬂlustrates an exemplary RFID transactlon system 100 in accordance with the

present mventlon, wherein exemplary components for use in completmg a fob transaction

using travel-related information are depicted. In general, the operation of system 100 msy

) begin when fob 102 may be presented for payment, and may be interrogated by RFID reader
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[0038]

ring, tag, fob, cell phone, wistwatch or any such
form capabl e of being presented for interrogation.

wW( 088231801 D reader 104 may be configured to PCT/US2005/026067
communi cate using a RFID internal antenna 106.
Al'ternatively, RFID reader 104 may include an externa

104 W%%%igﬂﬁt PLECONAYNI B 1 ONSnWMEIID RRdGO204 fheh gage in

extern enna may be nmade renote to RFID reader 104
mutudiSiliBeRicstdd aRbewhRR!tBe W02 nddt Frokidekhd 2@nsfAntE identification,
reader 104 may be further in comunication with a
accoutrie&aifier Sandt e MradQralitad dnfdamatidn 0k tH2 RFIBysdaden 100 which may
may include a transaction conpletion system i ncl udi ng
furth@ ppovidé thefinformetiarctol the ndmhantesystenhl 38,05 deviexbibl e, a
- merchant point-of-sale (POS) device 110 or a computer
i ritysteat@) ey gncludsefoli HiZehdvingey tragyponday ldﬁ@néxegﬁ%l%mader 104
enbodi ment the transacti on conpl etion, system na

in RY parnmsaicatiorwahdnb 10 Alippugotherursal iy omias Way be dogorped with

In conmmunication with RFID reader 104 (via.datg Link
respegiptp) a 1ol 16 othe iimveation mays in pef tBeeoth ‘”E”&S 1 1. Fyslin 100 may
user int

. leti, St i hel ud f i . .
includl s G G POVIRE ROr AP IR P PP URS Tosamupicgte with a
USB 132'. [.0039] . i
e S R g T RSP,
rin, rt%%pl%%t R rPglngr SR at O b P fsndReGimt %Q@bl@%‘fi‘t{éﬂlg bh@ented for
B v .

ention e not to be so limted. deed, a
interfdBAtRANt PCS device may be used herein by way of
eXanpl e, and the point of interaction device may be
aryFrEewaas rapmeY ©c @bnfigged Vo bgminohicateasingta BRI internal antenna
this regard, the POS may be any point of interaction
106. dewilieenatinelp] i RBID headiser 04 onaymidchide ant eateswtt pegpnna 108 for
usi'ng fob 102. PCS device 110 may be in further
commativativng atitho fobad 87 \ahamslmmgpmiaﬁmtpm@axm mode rerpety to RFID
link 128) for entering custonmer identity verificati

reader riPérusingi cosuitable cabile andén, dapozle &4 c BFiR Geadsy 104 mpay be' further in
comrﬁt?r}qgaliiglgz’yaiftlll gn@qwgtiagége};s%g ? %1 g%?@iéq@? %talﬁmﬁ%}ér %iéﬁ&\é{@e%% fhclude a
trans{eop P e P PAHERENR U RE TP o BB Gt gy B Tor example, a

e
’Ih"oqgg%%@ia?g\é?nﬁoggm%ﬂ% 1R FahdaBior 9&?@?&&? Efk@%&\?@})’ iflf)de a merchant -

[0039]

ny Tdentity veritying rnformtion from
systeﬁhuﬁbﬁﬂﬁﬁdiﬁgtﬁjg @%ﬁce%lll% M Brfidtadcatibhl K ithABITTPREd 104I (98 data link
“the infornmation to host system 112 for processing. -
122)[ Qg%scﬁbe\aaﬁlbfé K19 bef R EE tian@atios esmpRIiERERAA mEyiklude user
and protocols may be used for data , ‘
interface 134 connected to a nétwork 136 and to the transponder via a USB connector 132

Although the point of interaction device may be described herein with respeét to-a
merchant point-of-sale (POS) device, the invention may be not to be so limited. Indeed, a
merchant POS device may be used herein by way of example, and the point of interactiqn
deviée may be any device capablé of receiving fob account data. In this regard, the POS may

be any point of interaction device enabling the user to complete a transaction using fob 102.



[0040]

[0041]

links 120, 122, 124, and 128. For exanple, data |inks

120, 122, 124, and 12S may be an Internet Service
woe@eioztans (1 SP) configured to facilitate comuPCTHS10051626067

over a local loop as may be typically used in

connection wth standard nodem communi cati on, cable

“v0s GlBETRD G5 S S S, YRR Ml PR o

. iti t h ' udi i .
o Dy AREEA 1 v
110 magﬁ%%)rcg‘g%(ﬁu&&tibﬂW{hfrﬁﬁr%ﬁa&t Qo deBRBkE] PN fa giﬁl@tl 24), an issuer

renote authori zation of an intende

host ne&\}(l?ﬂlgs a6d/bPiny diher H&Eﬁ?}ﬁd’lﬁt foY pretBssidg anpyraaeietivmireqiest. In this

the rerpbte netwo via a leased line, such as a

| arrangehhent, BBfokinBigon Siovidee bl IREID rSudrh 106 maynbecprovled td PSsdevice 110

are described in a variety of texts, such as,

' of meréhehgBs it vig dBatimk GATPAIScdutviasnis 0 'migyreckivi dre infestnation (and

whi ch may be incorporated herein by reference. [0041] .
alternativelp omy wateiveuaryadentiy veriyinghiafasmationdipm eusteraer iatpyface 118 via
~identifier for an account (e. credit, charge debit,

data linkH@8k amdypros e itheya formatien & hqsbgb'g'pqng, 113 foqpEgcesfing ne
like) whi.ch nma lgi mai nt ai ned by.a tran ac&%on %cco%p%r¢na
@ BaFice pL penvgntiongh GRRBMPNIGAUPRS TR AR PLARIOL 2% Rg Use
. wWhi be, d_t I fi i3 '
links IAO,It f}’gi, gg%(, egfdc et Fﬂlﬁﬁ%@@ ,:c?aga: ﬁnlgst@%ﬁlltﬁd é%lg)agﬁﬁiglgsglgﬂy be an
e 65 S e Ay T PSR Y ot op
oy DT o SRR AL i e

dish ne%?%ﬁg,s[gw igiGital SABscPbESEREs (VB bi &y WRYlchecot@hahiciiath media

respéct to a credit card account. However, it

| In addif?'iBﬁ’,_UtlhéI ket Setdrhaso ilgudify BOSI davigeall Obariotioss aetwork 112 may

imted and other accounts permtting an exchange of

reside @08UScapmda SRWirk eshiflointafacecmou rdmatanatwaak (eotreagwhp for remote

contenplated to be within the scope of the present | .
authorizaticandfi amnintdndedi Bhnsaticrd dThd merchanfesystesn 43R migyAearMunicate with
' (e.g., account data) may be associated w.th an

' . : Y, ..
the remlete cetworkdea orleasereling, daehi 73 & /% IndP2i Hngupt gbe ylike.  Such

' configured to allow the consuner, to interact, or dine Data
communagatiops daes aw described & &t waHets 9EHeES, SUC rasexéﬁaﬁlfe@,tan ing Da

Comnim s B R 50 S RSP e

| %@@%ﬁ%ﬁﬁ%ﬁi&gﬁ%ﬁﬁ% 5 i ity e ount (e
T ., . ch redif. C , it g
i, SRR BB e WP PR o v

L i . ’ ke T o i
S MO e R

may be used to complete a financial transactiqn’. A typical account numbe; (e.g., account

data) may be correlated to -a credit or debit account, loyalty account, travel or rewards
" account maintained and serviced by such entities as American Express, Visa and/or
A MasterCard, or the like. For ease in understanding, the present invention may be described

with respect to a credit card account: However, it should be noted that the invention may be



[0042]

any formof plastic, electronic, magnetic, and/or

optical device capable of transmtting or downl oadi ng
wa@lai0a/02339% second device. A customer account nREHER200EHY26067

be, for exanple, a sixteen-digit credit card nunber,

al t hough each credit provider has its own nunbering

not soﬂﬁﬁ{d@E‘ anﬁﬁét!ﬂma%cct ﬁts %érhﬁt@i déﬁgjaich 6F ' Bgdssx.t?& wcf:es for an

conpany's Bered
accoumvaiu& tﬁﬁ'bé! céﬂ\ﬁttnlﬁ fahad 0 BR FRARY (HS s%&ﬁémﬁéjbk%ht ifeiBbn.

such that e conpa y using a sixteen-digit format
Wi hd@i€68r k! dccoe® fudtbier S(E%C%c&ﬁitsda@% AR Sssoéifited with any
represented by the nunber "0000 0000 0000 0000". In a
devicd, ¥pde @k otheatidentifierindicid suitabllyi coafipored ey allowitiy tensamer to interact
reserved for processing purposes and identify the
or comsguicay witnkhe syated), tsygleagirfor exanplé,rauthirezatomsagriess cadee personal
| ast sixteenth digit may be used as a sum check for.
identifi¢psion | nurehen (BINg;, dntemebepde, Higital serifieaty digmetric data, and/or other

ht-to-ten digits are used tg uniquely identify the
ldentlféfhﬁglpéﬂﬁ‘?lClaThE he; agcount n¥aREemay sy giogall Ynl%é??gloﬂaﬁdewards card,

. charg%%?g K agia &uc?ﬁ%&def (%(regp&w %(g%l?ﬁi:%g%%?%ﬁand ! UCL néagnetlc strlpe

card, GRS g@bgﬂfﬂ Al TR SRR R R S, St Tonfing sored n
any fOlIlHl ngluﬁlagt?cb c?e%Fljoﬁic o %H&I/op%ﬁﬁcdl dRRfdef da ?ﬁlk%rf tr[aﬁlsmlttmg or

as specific appfication ap

downl@g(ﬁ{? Qhtaltd @&Eoﬁ'ﬂaﬁcx}?@e SA QS nieP af:&ﬁn@ggmb%g%g@ for example, a

dat abase 214, as described nore fully bel ow. t'abase

| SLﬁeeﬁ’-@fgo tTededi Ecat@ Hunther e dltRdu gﬁt QKB dedit iRbAEJECEAURE own numbering

, ers issued to fob 102 user by the sane or
systent]i §ucRr Sntheafiftoerntigiir ovhbdring byssdm tuskd dns AnWrne Efygess. Each
account data corresponds to aloyalty or rewards
compaag otradit catdt rainalwes 2dmiplyayitlo éhat enfiipgny’ e dtandardized dotrheg such that
- attendant loyalty or rewards points data [0043] FIG 2
the cojrphus tsing e sixedn-digit fdmag rvalrhggﬁenaﬂe uﬁ@fqurfsgmdusemqf numbers, as
bl ocks of exenp fob 102 in accordance with t

fepresw@%, brtthg wrehm ‘E%)OX B8R0 P@QO REY0'belmap tymrgad eﬁe@p@oﬂﬂe first five to
e e o R
etc. ng Ods‘qagxr lef,sgbv &5 %gegitgt;ll b &%iﬁr#ughgl}eﬁm@)f?{ tfhe su:teen—dlglt
s S L aﬂ%aaeea?%@%amg&g@ B0 gomer. o
accomgg@n{vb;@gaan td&%ﬂ”@ﬁ%@%ﬁ&ﬁ? 1) 8, aé@igdflmoﬁ@@m%agﬁa further

or a ternatlv vi-a external

A may’bgmﬂéaﬁg gﬁﬁb@% foll P62 aPL RPN indOf 2 HBY dQﬁi thily 60 ABRRbER ﬁ’lBre detail

ansponder 114. In one exenplary enbodi nent
below. In one exemplary embodiment, the account number may include a umque fob serial

. number and user identification number, as well as specific application applets. The account

| ~number may be stored in fob 102 inside a database 214, as described more fully below.

Database 214 may be configured to store multiple account numbers issued to fob 102 user by:

the same or different account providing institutions. Where the account data corresponds to a

10



[0043]

[0044]

[0045)

transponder 114 may be a 13.56 MHz transponder

conpliant with the | SO | EC 14443 standard, and antenna
wQomeneotbe of the 13 MHz variety. TransponderPQI/GS1005026067

be in comunication with a transponder conpatible

nodul at or/ denodul at or 206 configured to receive the

IO)isah %g :r%\)f&rz]%r M ddoGhe %gt%ga%re A%%n%ﬁa%? éﬁg{fh% ©%edr0 P AR loyalty or

rnto a fornat rea |at er

: ircuitry. Further, nodul at or/denodul at or
re@%@@ﬁ@hﬁ%&

y be configured to format (e.g., denodulate) a

si gpaG. b qaeiied 4 bRk rAdtATthe ARG GLediohkl Blcks Yf eRemplary fob
a format conpatible with transponder 114 for -

102 i ASEtdahtd @ ith @hdrleRenit é@ebatiod. Ofoly 1 60 amnlydersa RIID ffbor02 which may
exanpl e, where transponder 114 may be of the 13.56 Mz

be pedskittd by trciskeatooh itieato s bxathang 2@ undsyorymint§@t¢. HOr receipt of goods
14443-2 conpliant. [0045] Modul at or/ denodul at or 206 . )

or mayiche dsulssaibethezeipyr byt veplof ssauplec b HiIR mey beramRBID fob which
for facilitating control of the authentication of the

mayi hgrraesepted Fordlaelitafingprymertfgegoods and/gF seryises- |
facilitating control of the sending.of fpob 102 .accou

nuribeb 107 mayripelusie.am Aerenis A2o0p Faoeipgett i garon Sigpial from RFID
read 401 eSO (5 HBEEHT T Vi b fhpme B ofFopyptenna 202
o fieconrutiair) slhuencadantion i or % ghsaisbptery” Rnbodiment,
tra&ﬁ{&%ﬁ&uﬁﬁp el ng?tae'i@s@elgﬁﬁﬁh ohde SIriidht REQY deISONBC 14443

reader may be aut henticated, and thereby

staBi Y] %@Qn&@nﬁf@pm%'eﬁéj%'f 043 tMIzaeeRUNt TRMERSfider 114 may be in

stored on fob 102.[0046] Protocol/sequence controller

corBBinfBMo Svifll b t thisp britle @ampaliblatmedulivot/demodulator 206 configured to
authentication circuitry 210 for facilitating

rec@ivchBaigaalt fran tabfisponders ginald qnbigiaddo myodrkitOthecagiend into a format
104. Authentication circuitry may be further in

reaclablienini ey ilger wondectednarsuitey. athuribes evodwater/demgdulator 206 may be

dat abase 212. Secure nenory database 212 may be any L
configuredtodfornaseat, degpodulpte) 8 yignalreetivad féi@,mtthf‘a{at@é‘*ﬁ)%éed circuitry in
by | SO EEC 7816-4 or any ot her elenentaryggh%ezi%55821.
a fgfmasfontpatible gbikdy BaeTPoRddtal lofop ranspidhing &t Bl lhyeqdte 104 via antenna
08P e i B R T Ay B 75t Rt vty
ob] -ori.en d/ ' : tab
oSS s | s
- inc / ite |
bR ARG PR DR tB ot Sburotr 208 o
faci@é@%%#%ﬁgé@%%i?&%ﬁ tth@@ighgloﬁrebﬁl%d bMﬂ‘I%&faHer 104, and for

facilitating control. of the sending of fob 102 account number. In this regard,

protocol/sequence controller 208 may be any suitable digital or logic driven circuitry capable
of facilitating determination: of the sequence of operation for fob 102 inner-circuitry. For

example, protocol/sequence controller 208 may be configured to determine' whether the

signal provided by RFID reader 104 may be authenticated, and thereby providing to RFID

reader 104 the account number stored on fob 102.

11
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[0046]

[0047]

Cor porati on (Rednond, Washington), or any other

dat abase product. Database may be organi zed in any
wa@iobadies manner, including as data tables or PODKSI05/026067

tabl es. Association of certain data may be

acconplished t hrough any data associ ati on techni que

OB At GNP 00 L IR s v
authen"f'l%t?dﬂazﬁ qj;’i'tlr{g %1044} ?Mth&nﬁ%&@ﬂtﬁ%ﬁ@ﬂ‘ of Qfg‘ﬁ Hle ormﬁéd by RFID

ude exanp ase search
reader®49 eAu%%aﬂ&%ﬁEultx?%ay B0 FPMertin Q:ohidﬁﬁma-fﬁﬁ w1th a non—volatﬂe

associ ation step may be "acconpli shed by a dat abase
secureHBEASyf dabebabe2,2. f SycufxMBbe; ddis8aBg 2 82 mie§Ibefdnglsditabld elementary
each of the manufacturer and retailer data tables. A
file' sySteay sddhehsdthapdefindd bnSOHECH?R bae aayontheti elgmentatshéile system
hi gh-1evel class of objects defined by the key field.
allowigpe leokapplf datado beinterpreted bisthempplidatiod @sitheehipd Dagabase 212 may
key field in both the first data table and the second
be anyjarpe ehdatebasangichias talasional diaramshisal, mbect-weiantsd md/@reale like.
on the basis of the cl ssdta t he. field.
Commloﬁi@“’éﬁf‘foﬂﬁ%‘éﬁ? that raayy e Asedhior WaplemeRt nfg‘etd&tatbﬂ%?s klesﬂude DB2 by

BM é’&ﬁ%.lﬂﬁlni,&ﬁ?wgg@gﬁe 3@3%@? Bufied pEDER mall " 0R Oracte

corih e TR s s
Corpox%glg d@% at d, ana{ﬁ‘ﬁgﬁt yonoﬁxﬁﬁs 9 }j/(ﬁﬁd%ﬁfengfod%ept rlﬁtét%ﬁe may be

"and or managenent and

organisQinl & dﬁ%ﬁlﬁl@%%ne@%né’l@dhhg a$ d8AGHBIES ¥r RISkBP$M%es. Association of
Aut henfication ciréuitry may authenticate the signal

certainP UM HR§ BY ab¥dniplisBediehirolK Ay aasosbadiitivh edchhia@e RfoRn and
signal to authentication keys stored on database 212.

* practicEd) i Yigd 410N Foi ecample.ythoaysaestiok ensy sd accednphishatheidiza seanually or

212 to performencryption and/or decryption of signals
automatiatlyt oAotonfationasRbtibiore sebbniqhéx mayOpBide) foradgimplona database
protocol / sequence controller 208 nay be in

* searchcadatabrise aergsn GRET AGCRER oY ks.cand/pr tln@olﬁkes tThei asepcaationeteprmay be
fob 102 account data, and uni que fop 102
accomplirded iy eatakoRe Eses MupFaR dal ?’%’éﬁﬁ% e ﬁf%ﬁfrlé r ipgsh of the

o S P L S R B R e 0

High-1RL S O et B335 BRI o ShECT o Efogs may be
,;.des,ignétgg%%ét &Y elci’rl‘n mﬁt‘lﬁﬂé‘?ﬁs@d’a@a ¥% 431‘?1 {0 b Eht de?é 5%@ the two

re prot OCO sequence contro

| data td:b eL‘iﬂlal ert B@e n?e‘f‘%ngi;% 62 sis %EQh@ claé) 'dgféemff?llé key field. In this

Ication C rom dat abase 214,

~embodiment, the data corresponding to the key field in each of the mergcd data tables may
"’be, in one embodiment, the same. However, data tables having similar, though not identical,

»‘data in the key fields may also be merged by using AGREP, for example.

- The data may be used by protocol/sequence controller 208 for data analysis and used

- for management and control purposes, as well as security purposes. Authentication circuitry

may authenticate the signal brovided by RFID reader 104 by association of the RFID signal

12



[0048]

[0049]

[0050]

account nunber may be encrypted when being provided to

RFI D reader 104. Further, the data stored on database
wQ@1ebene3n98 ncl ude, for exanple, an unencrypted BPEI/YED05/026067

fob 102 identification code, a user identification,

Track 1 and 2 data, as well as specific application

to auth%ﬁczéagigﬁ 'ke%so q xﬁe acc?)%o%%)g Qﬂ?cﬁn%@o@%& f n§)§q{§9 h@feYstored on

nunber e st

databagri;p%'g%' I@rz{;@éd%d/oﬂ: Rl @H‘Bf Signyth §é1ft’ t& BE FBACIOPIM reader

magnetic stripe format,

"104. I nternati onal St andards Organi zation | sa I EC 7811, et

al . standard, governs the account nunber portions
vhi gdditioe frefoebysciyuaee pamabler BYS redyerbenime cofihmnication with a
standard requires the magnetic stripe information to
databadee? Bhfoydeatinignattlbase dob' 1 921 ekeung fate, and: a yuique foly 162 kidentification
and track 3). [0050] Data stored in track 1 nay be
code. Pygtbcalistquensedonteolice 208 ynayhee cemfigused Weretriavy . therﬂ@f@venqnumber
be reserved for encoding the transacti on account
from dpigbase Flidess, destid. nRpbase 11 ey b @hihsotaa con%ﬂaraélpn as database

o1 et S fﬁb#%gg&%ga S T AR AR gt

datab%zﬁ#mﬁyz&% R SIS ML S —
208 retr1 %r q&n r&%k drlltm{pfeai%g &ema@cﬁl é&@%%gtab&% 14, the
gver ar odr st nc .

pre m ne portions

account frnPﬁlbglsnﬂa e Tnﬁ@&?e@l YQHeI{ B&M 'r@Héedaﬁ)CﬁP‘m réeﬂ@ﬁ‘l@lf- Y F@her, the

orrmtl oW ng b e may be useful for

data tgFetdeBﬁncﬁta!Bgset ber tiS! SRt Rirt bRHIQfart BfedcRfppédrahiqae fob 102
Sprow ded. Tabl e fg%ag’Fl el d Codes for Track lG)%%—St arqt

identifiogtidn O&le, 2 YberFidetification, dudek PANEEr darmrag wAdlhs spécifit®pplication
digits rmx) FS=Fi el d Separator "L" Nanme=26

appletsal phanuneri c characters max. Additional
Dat a=Expi rati on Date, offset, encrypted PESf, etc.
ES-senardseaet With| another [eRepaplany iembarivagnt Rehguargawety naRksE |may be

stored in magnetic stripe format. For example, where the account number may be in
magnetic stripe format, the International Standards Organization ISO/IEC 7811, et al.

standard, governs the account number portions which are hereby incorporated by reference.

The standard requifc‘s the magnetic stripe information to be encoded in three “tracks” (i.e.,

track 1, track 2, and track 3). |
Data stored in track 1 may be typically used to Verify the user’s identity. Track 1 may
be reserved for encoding the transaction account identifier, the name of the accountholder,

and at least the expiration date of the transaction account or the transaction device. The

.information encoded in track 1 may be alpha-numeric and may be encoded at about 7

Bits/Character. In an exemplary layout of the data stored in track 1, track 1 may be

segmented into several distinct predetermined. portions (e.g., “fields”) for encoding the

13



[0051]

Table 1. Track 2 may be the track nost commonly used

by the American Banki ng Associ ati on associ at ed banki ng
WO p@biotds ons. Track 2 may be typically reser vedr/is2008026067

dupl i cate version of the transaction account

identifier and the expiration date of the transaction

variof eG4 BH LRTSTRh, The RloiERe iah By ate Bl fugirggrmining
the ﬁell}_ggéﬁdlﬁzlér%a#tﬁ’é’]m th? pov?&eger di Scr etionary data.

ack may be encoded at a | ower
Bit per Charact efaﬂgggﬁeydﬁgagsfopqrg@gq encoded in
track 1. The dat@ Ttn trac e numeric only and

may be encoded at ab§z$j= g_tgleﬁ p@r,acter The | ower

density ratio in tr eS|gned to ensure
compatibility eaders and to
provi de redund\gﬂn’%:tg ﬁryr g \ﬂg%, rﬁ@aer t echnol ogy
readers. FIG 8 il Joftigle §e%ﬁ*i g8kenpl ary | ayout of the
data stored i nNemetlé slphagmaiesr gharpetels maxmy be
segnent 4dditinnd [3sadixpiratips Diatec offgst cabetyptad FIRY efsor t i ons
for encodi ng the var ESeEndSeminel “Ydenti fyi ng
i nformation. AfR€MwAgitidieal RediadnogChadd € may be
useful for determ ning the definitions of the
i nformati on provi ded. Tahltapleof. Fi el d Codes for Track 2
SS=Start Sentinel "% SS=Start Sentinel ";"
PRrackoRimast §e the dtack mosti@namely eiserbly the asperigas Baabingad seciation
"=" Addi tional Data= iratjon Date, offset encr ypt ed
aSSOCI"F‘P@Iba@?%g st Eﬁﬁn%eﬁﬁthglmaWbe '[YRG%US ﬁ@@f‘@él Pl duPhba e version of

the trag(se d%ﬁg%rclzc Ch<$ Ckll)‘.'l-srgzj]1 b&zg hprfghw 5211 q]g( tth anzactlon account or the .
sl 3R 08 fng@zbsg% R S T B

Identltf_%flm?tc&ﬁs ﬁ(‘i’ o Qﬁé'cré{ﬁﬁgﬂbgaeghel{mg\]férn @;ﬂ&'% ftYack 2 may be

I ansac Vi ces I ncl u

'encodéﬂaﬁrhefo'w%r il pRChaPAER RAsifl IR tRe btk %H&ﬁ‘i%d 1H ?tn%clE 18Ctae data in

ch” may i ncl ude both "nunmeric only

‘track 2 may be numeric only and may be encoded at about 5 Bits/Character. The lower

~ density ratio in track 2 may be designed to ensure compatibility with older technology

readers and to provide redundancy when reading with newer technology readers. FIG. 8

‘illustrates an eXemplary layout of the data stored - in track 2, wherein track. 2 may be

f-segmented info several distinct predetermmed port1ons for encoding the various account 3

identifying 1nformat10n As shown, the followmg table may be useful for determlnlng the

definitions of the information provided.

Table of Field Codes for Track 2

SS=Start Sentinel “%”
SS=Start Sentinel «;”
PAN=Primary Acct. # (19 digits max) -
'FS=Field Separator “=*
Addltlonal Data=Expiration Date, offset encrypted PIN, etc.

14



10052]

[0053]

- chaseadwuior stansiardsy to(gudg thea?“ﬁ%‘?ltlg @FPQ%S t“ﬁbﬁ {
., account. nu er) i-ncl udes esse nti f
- thatrfagh Mftt?a& lgdctndad myshy e%&?a?&d 'é‘,‘d &’ﬁ ‘?‘éﬁﬁgf agnZero bits, called

and al pha nuneric characters. Track 3 may be unique in

that track 3 was intended to have data read and
WORIGHEON it. Fob users may have account i nfPCTEHS10051026067

UPDATED right on the magnetic stripe. The present

invention anticipates that a fob user's travel-related

information profile andESrEag eentinel {nf or mat i on may be

updat ed usi ng trabRCgmwf%ﬁﬁﬂhﬁﬁﬂ@d}ncxghﬁqk 3 may be

al nost an orphaned standard Eighce nost readers

currently in operation are A8l onfigured to wite

dat a}‘(rggl\ 9 Iﬁa)nﬁg Of Eftn%la? tde#f.? ?)‘um]— %mﬁ:l\gi N&riggf! ?1%0 A ﬂanggtional Standards

trac tO0 con transac
0%9&25%“910??1?? SR ROREOl g S oo e o

Y the Balking HRBstBE CTHW Vet | tRérl ﬁ‘aﬂs@éiidﬁe@bwces including a
[OO§3] The nost contmon techni que used to encode data

mhghefiB@tHpe] SuchldsidpBrefsOlidties/mas thakia)avficiamapiikande both numeric only
Bl phase, or "two-frequency coherent - phase encoding. "

an@hphnmimhaanchdedctarna Trdkehday de uniptei in uha tfaekS) wasimiended to have
the International Standards O ganization é}l SO have

- datdwssé and WRISTTEMNIen its Fob usprs day thhee aqvowtiin r@ﬂ@@e‘sEDATED right on
The | SO encodi ng protocol specifies that each of
the rraagestiq str¥pean RIASENthEYER iGN Anticipptes that 22 (feb giser’ Q)ftravel-related

all Zero hits, called NG BITS. These are u
inymeion e BAAmL T GERIT TP BB DRI EAgE MSdEAsH, g Tortunately,

trfﬁgaafd' 813 b0 PiostE CRbBR RGO BO0H MO8 de eGP g in operation are not
| LSO Al PHA

coplig 0 ELe Daﬁtoaa rt‘l%d{}gx& @-[ %E%H?lr{&l gglﬁ%gg}et%ﬁ(g& \gas to control
off: HnéAN?M Ité@s#'h@ b?%%birfil‘ﬂ% %H&?ﬁbﬁ RiafBdor hﬁe@rgfetkéhée b@ the bankmg

dat a ts + ormat, where the
mﬁﬁﬂtuﬁe 'B%@@ldc@%'fl\@' 881 ddve dntlink] thef s a%é ofﬁ%k%bé |b§91 drastically
ALPHA format character set contains 64 characters, 43
re@lgeanuneric, 3framng/field characters and 18
- control/special characters. On the other hand, tracks
2 arkhe3negteotmmorctchyiqenaseded dnoodeNBitd IS@apaBicDwtipe format may be
format, which nay be a 5 bit, 4 data bits + 1 parity
knbivh fsoddRenf Biphase, - Fhéwohlieqener colererftephasen engaidsig. | S@’he American
~ BCD Data format character set contains 16 characters
Nationall $hedandselnstitutex ANShriandythefnternptionaldendards %mzatlon (ISO) have

control /special characters, [0054] O din $a1r| ly, Xy
%ﬁ@g(&lpg, Rrotocol specifies

CLOCKING BITS. These are used to synch the self-clocking feature of bi-phase decoding.
In addition, most transaction.devices which use magnetic stripe encoding protocol use either
the vANSI/ISO ALPHA Data format or the ANSI/ISO BCD Data'foyrmat. Fdr example, track
1 may be typically encoded in ANSI/ISO ALPHA Data format which may be a 7 bit, 6 data
bits + 1 parity bit (odd) fo;‘mét, where the data may be read. least sigﬁiﬁcant bit first. The

ANSI/ISO ALPHA format character set contains 64 characters, 43 alphanumeric, 3
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[0054]

[0055]

that may be common to the account provider. The conmon
information (also called "comon character,"” herein)
woreaeiozsabgide t he account provi der routing nunbRCT/US2005/026067
common source indicator such as the character spaces
reserved to indicate the identification of the issuing

&Q@m{%/tn%l—a ldﬁara%r%raﬁdtl%ggﬂfrgb%)ﬁ& %\msr P dr®NORGHOHMer hand, tracks 2 and 3

I er correspon an Express account
aﬂeh?px@ﬁlﬁxé/n&ﬂ@cpﬁlamm@my Matd fpfht, WiSEh HE¥ bencs veeq data bits + 1
the cormon character number 3, encoded the field
par¢ diti (@A MdSME:. STIR CHAEE BeC R RC ABISLASY KED dath Merhiat ¥haracter set
encoded in traditional magnetic stripe format. {0055]
cdttdins G6i dhatistargt B alphanueme g i3nffammfngifiild lkhamygters and 3 control/special
ordinarily be done by an entity, such as, for exanple,

. chestas.Card in track 2 forrat. FIG 6 shows the

encodi ng of a MasterCard account nunber 3 111 2222
33330xdinarilyi ehpXpi 2aPMENIYEPE G999 PAItioPaRfi theofrgnsaction account
track 1 format i nce sterCard uses,the .nunber ;3 t
nyralgs} icjudes sesierngﬁ]s’éléfl‘il‘g!/a EadJpRten, 458 35y Sezyemﬁrﬁny information
he n mber,.3 so t hat.

th%giﬁybﬁ%éc%g%qnem (86 oS5 pl a0 TR RpenSrip elfatin, iso called
« 130
crg)grg%/n %)runﬁeé&r f%*@?%éluééj{h%@% anﬁjﬁP&n&%e%?(%utE%?%uth& or common

unt er nm

sc)tuli'c,aenﬁllﬂ&tafog E&f\gﬁé the dﬂa{r%&&oé#agesb&sméf ¢ §Rdatd the f¥eftification of the

be common

1s§tﬁfi‘§ afaher STB\% e\lvﬁeré/ﬁﬁé Hr &R @rah§a'éﬂ§ﬁ‘°c{cb&lht aideuidr Scorfe@ponds to an

a nore detail éd explanati on of magnetic stripe format

' Aﬂ@h@a@E%@ﬁgﬁcoﬁﬁ &héJpﬁ)xyRﬂinﬁ&mﬂ@Odduﬂﬁfdleﬁﬂﬂﬁdlhnay include the common

10/ 810, filed on March 26, 2004, entitled "SYSTEM

- chANRtdvEduraler Fﬂ?ﬂlﬁl&@@lth@ﬁewmhﬁfﬁh GNldr;N sMAGNBINOISTRIirREer may be

FORMAT FOR USE | N RADI O FREQUENCY | DENTI FI CATI ON
orfiRANEAGEL GMSn tradittwabwagnetid shipedbrmdly r ef er ence [ 0056]
Fob 102 may be configured to respond to nmultip

i nt eFlioGaillngratesrtbe am@@ylm farlsigh m@ﬁélnﬁﬁﬂd\hedme@y arpentity, such as,
fopereRpIeRMcroaicR 15k Pk oVt SribPR (e e bbgReS @ MasterCard
R L
folpggl Iugl n%M ntg%(gz%fitll{s)%sn 0% or 136&%&1% ) r%.})saa:oﬁ 'ag&?mts, the proxy

, ac§§§tﬁ'ﬂé&1@?{r F LA SRb ibd gzg dl‘d@.b% g%? iR Yhd 1'3&!:1%2 fg&eﬁg(e?q NBader 104 or

ansponder wher e the ant éenna

| mEn{({e R d@gtl onglgolg?;r&cs&ﬁngVHC \Mﬂ;l{br %c&ﬁ&%ﬁ fae ef- proxy. account

signal s provid
identifier may be from a MasterCard transactlon dev1ce It should be noted that in this

example, the “3” and the “101” may be common characters to all ‘MasterCard transaction

~ accounts. Fora more'detailﬂed explanation of magnetic stripe format data exchange, see U.S.

. Patent Application No. 10/810,473, filed on'March 26, 2004, entitled “SYSTEM AND
METHOD FOR ENCODING INFORMATION IN MAGNETIC STRIPE FORMAT FOR
USE IN RADIO FREQUENCY IDENTIFICATION TRANSACTIONS,” incorporatedb

herein by reference.
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[0056]

[0057]

[0058]

RFI D reader 104. For exanple, in one exenplary

enbodi nent, fob 102 may include a 134 kHz antenna 218
w@oovbiogpised t o communicate with a 134 kHz tr anB@DOA®NS/026067

220. In this exenplary configuration, an ISQ'| EC

14443-2 conpliant nodul at or/ denodul at or may not be

requighgd;od NLeagh Jo!ﬂﬁgltl%é dﬁ'érg%pfo%ﬁs 1% r}gﬁﬁig@ht@ﬁo gation frequency

configured to conmuni c y wtht

tRASLSSOY H8HIRAGS P FAUECT0208ndt0hay bANS eSS @B fully below,
recel pt of authentication and account” nunmber signals

RE$D Gesder il 08 ehaaiR¥ eide [R5 Thanl sheaRPlitefrogmidadignant In fhidcase, fob 102
102 may further include a universal serial bus (USB)

nfag reecdndiguied2tof wepdndt er thaghuigpleaedi@fcico bp indeding in fob 102 one or
interface 134. User interface 134 may be further in, .

nooernddifiosl RErsigial hecgivigdrasmiting imis 226 RFrsigngb poceivaug/transmitting
Network 136 may be the Internet, an intranet, or the

uhif 26 amayrdyclpde @asantenva IShand tiansnendeis pak tvhere g aptepna 218 and

112. Further, user jnterface 134 be .giml in .
trapipeRdar ct200we (cmRAILlE itk At i%sﬁacrnein%% ddiionaloRE, sigals provided by

IR B Bl L St Qe R R dod By e s 13

| mhod f . Ficaur ¢ N .
SRS 2 Y DATRORE iAot % SR 220, 10
B S RIS L P EANAGH Bty R may o b

r%&hﬁe@%{e@ﬁ Ofhé 8 AR t?én@ﬁon%@@nﬁg %ﬁa 55%@9&[‘ gréfhmisidate directly with

ternatively, USB converter 22 ein

tHeO PRYSHo fdquet et bitrddleP 1208 Ofor Steatisai e nC aid rédelpr o2 @dthedtication and
facilitate the transfer of informati on between .
adUohOQhes eigueals ae deweribedhbome. 208 and USB connect or

132. [0058] Wiere fob 102 includes a USB connector

132, I etwthé2embyditvent, fole dAfumayc fitrthon invlude, a fupiversal serial bus (USB)
exanple, a USB port on user interface 134, The ,

comeolomd B2 dar mserfacinze fobr 1ntor apsaronipaipc 434 orHsst iprdace 134 may be

with credit card and/or smart card. technol q enabl
Fuithe in GAMHEEAGRR T PP (desce JQ Yima IREV TR &P AYCtVRES 136 may be
RPI D reader may be . required in this, erhodi nept sin
BRI aRct o Beatd o Ty 1S Rap oY da e o netwwork 112.
n.user, interface, 134 and a.ne

F%J@(?fggﬁ%e%ggerfw ]I;?ét)}n?)h[g? E}&glaﬁé%ﬁgns wpl%qigabvﬁyﬁc&%%gntional input devices

SRR 48 A PR I R i e
| s#@e@éeﬂéc{jﬂp g%egg%?r;rﬁmpc%iﬁﬁgﬁ, %30 @B ﬁﬁ?’b%gé)ng%iziréf?litrdj%ﬂita@ online

Y clusrvel'y activate f
Internet payments. A USB converter 222 may be in communication with a USB connector

132 for facilitating the transfer of information between the modulator/demodulator 206 and

" USB connector 132. Aitematively, USB converter 222 may be in communication with

- protocol/sequence controller 208 to facilitate the transfer of information between

_ protocol/sequence controller 208 and USB connector 132.
Where fob 102 includes a USB connector 132, fob 102 may be in communication

with, for example, a USB port on user interface 134. The information retrieved from fob IQ2
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[0059]

[0060]

[0061]

 TempEsingg

particul ar uses. In this context, the term

"selectively”" may nean that the switch 230 enabl es the
wWaIs@r/0t39pl ace fob 102 in a particul ar operat i BCEHDS2005/026067

node. For exanple, the user may place fob 102 in a

node for enabling purchase of a good or of a service

ma?S%@Qoﬂlp%ﬁiﬂ%C%ﬁﬂ eaRUBd %?rsna%ttc%fcp%dh}ﬂgic%g Ed®ling usage of

eplacedlnam)eas t hat
int@GSGREMHPRHIRRS ol Bhe IREeritt O WA Yol d re§Bifed B this embodiment
seri al port) only and the fob transponder 114 may be
sin€l GhaRbebctibA taRASdefite 116 enay@ethadensingsd USB)port @y us¥e aflerface 134
that fob 102 may be placed in an operational node
andenetivotk Mdp.f ob 102 to be responsive to the RF
interrogation and interrogation via the USB connector
132Fob 102 meaypiachide wheans dorbambliem activation oijithe fotpbp tlmayser In one
remain in an OFF position ensuring that one or nor

. exegiphary cemphiogiirgensy a avitelA8e veietoalasthecPnfraterd bl kherwser Rfdob 102. The

non-reactive to any co nds issued b I D ea er
sw1@423%§m§cgnlﬂ%rr@% be ied cRPYSEVElY o wgfwss@st QFW&&C fob 102 for

pargp ﬁfo@?gfgnﬁ} }Pé{)oqs%ftfn‘%fpgqﬂ gf t‘he act | Vgltnégnm S litlagi lé%swftch 230 enables

xthe[ 00r6tg]ﬁ)laé§&a Era Irl ae)fagnégda? roé p‘ﬁfaq aﬁ;@ég bFso:p{é?%Hbﬁet € usgt,may place

fobnﬁ)y’ 1Bea %‘gg chr é'?ﬁt)h %‘gt 5 hdd¥ otf %led'r of &tvibBYsiRE o sten‘:%ted account

may act i |nter C|rCU|try In fob

nurfll%r E@fe?ﬂéti‘vblﬂrgtlferfgb i He%l&%d 'i1?§ RIU 1a¥ SudhothMth§ if &t Qdc&unt number
e.g., commands from reader 104). In this way,

maji\Ue &)ﬁckm@e%pbﬁ@%ﬁ 32 er%eﬁﬂl’sﬁdﬂﬂoni}f aidthe E6b tragspoader 114 may be
I nactive states of fob 102 uch control increases the

disshlad e addition,t the bstnpFiavisivelyd rmayacheen tlentfolorn 02 Ithagygbd placed in an
use of fob 102. [0061] In one exenplary enbodi nent,

opesationeh nagf peymitt;ga fob niflZe toreehaeipondivelgoi e RF mterrogatlon and

_communi cation with circuitay whi ch_ nmay el ectri cal

inteprogetéen vieltee USB donpeaterel 339 Ipowe péawb&aa empp@meakdbe ¢ dwitch 230 may

That nd%F when switch 230 may be i.n jts nornal
F poyitiehensstngrifiat proes erepgligtions or P@@u&@?sswated with

o B S S o i S aDH 5980 9D S0 BFL s i, i

ctor 2

orf JARFSh S o bty B it PEFBEL o SR b AR atnonn
‘ [ d h
o A L oo 1y, comnected 10 e

t he[ntaﬁmpg%ﬁﬁla:k]eﬁboﬁ C@g@%&%ﬁ?@&ne@m g%e Eﬁc?v%a(ﬁrom’the OFF

‘whi'ch may ope € SW t activating th
posRIhe i1 mhay be deemed activated by the user. That may be , the sw1tch 230 may

activate internal circuitry in fob 102 for permitting the fob to be responsive to RF signals

(e.g., commands from RFID reader 104). In this way, switch 230 may facilitate control of
.the active and inactive states of fob 102. Such control increases the system security by

| preventing inadvertent or illegal use of fob 102.

In one exemplary embodiment, switch 230 may be a simple mechanical device in

comﬁuMcation with circuitry which may électﬁcally prevent the fob from being powered by
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[0062]

[0063]

0064}

[0065]

[0062] In yet another exenplary enbodi nent, fob 102

may i nclude a bionetric sensor and bionetric nenbrane
weoemwhiogaised to operate as switch 230 and acti vVEEBUSMD5/026067

102 when provided bionetric signal fromfob 102 user.

Such bionetric signal may be the digital reading of a

a @Ig)gﬁetagé’r Mhat! huni())p iy v&[chtﬁ? Jnlfxi e il 4R! @nla}/poémgﬁ Switch 230

Fic CITCUPtry ey Pe Uuse bl o

| ma?iéirgﬂﬂé %thﬁxo oS Fn ' &galt}‘){rcﬁﬁr}ﬂf EI’&EH@Ag sy f@gﬁoﬁ'x%ﬂ‘geresponswc

attery). IS case e swtch may not

to MitdARIRLIFR DI 6Akiad@Y B chitectrr 2801 ah thﬁbla@ﬁngﬁﬁelﬁethe switch 230
powered. Inh yet another exenplary enbodi nent, sw tch

magt 38, fiR¥xhaplead t'irhallg whised’ NOughfiparetisaiteh, nltich may be electrically
circuitry may be present in fob 102. [0063] In yet

comeotedao therhndnmed®? at the isteifhohoP 8@ amgnnbe20d dnolgihe transponder 114.
switch. Were switch 230 mag be a logic switch the

The wintitch 2390mepriter d¢pressed, vishich magy bper &adswitem2BAefully activating the
sequence controller 208 to selectively control the

antgentd 202t i on of the various fob 102 conponents. [0064]

eSSBS AP R s
i BB Y BHERI S L B R QA I when provie
bioggeix‘ic V@h@?ﬁyfgﬁ%ﬁ E{G%h ?ge% 8}{%&1 tsq%/[ﬁal %@*her@g%lereadmg of a
ﬁngé}éﬁc 5 q%@tg)rﬁ@scg':%%qfrf(gad’f‘\}lﬁ%lﬁg)’wﬁé@rﬁlﬁ%tlﬁcrﬁﬁqm‘y #29 be used, the

via a sultable cable

bloilr?e@mc o Rfay We pRwWRFedy £ ifRnd QBREGL! olfbe (@) ®alted®. In this case,
nodul e 30 and antenna 202 may be suitably conflgured

thelsvifcBGhdy AR Lempleineetianival deide, boba $@&ch Whéshembplbe powered. In

102 may be formatted to receive a signal at a -
yetpaothier etteatpl iy ehitedireentyswiRkh 230dudyebSbtempyowered though no biometric
configured to provide an interrogationsignal at that

cir@ame nfay dg pessent. inffob 186X anpl e, in one exenpl ary
enbodi nent, fob 102 may be configured to respond t
i nt hr}’fzt@a@ﬁhéher@b@hmeﬂf@ih%tfb 238 oy ba-p logigswikghs Wb@@ SWltch 230

RFEI D ant enna 202 may, Mz and may be config
may et p JARiRT VikcH tihﬁtsgfl?cgg.a?tq qutgqlgsﬁgwak'% may bR repd ggm the sequence

confofls o Fie SHGET L Fanie s FEYERN P ViR &5t 02 Fhplients
se CEL(S 3@%%% sral s usi)gagg b cit?fﬁ éﬂﬁ of ﬁgﬁgg&;@ﬁg@? itt D& ordance with
ST e i et -
an tenth Yo% cf)ﬁ]ﬁg&' QYRR &thkh 302, which- may be further coupled to a control )

module 304. In addition, RFID reader 104 may include an antenna 108 positioned remotely

from RFID reader 104 and coupled to RFID reader 104 via a suitable cable 120, or other wire

or wireless connection. _
RF module 302 and antenna 202 may be suitably configured to facﬂitafe
communication with fob 102. Where fob 102 fnéy be formatted to receive a signal at a -

particular RF frequency, RF module 302‘ may be configured to provide an interrogation
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[0066]

When the reader 104 may be operating at 134 kHz
frequency, only operation with the 134 kHz nodul e on
w0 oiw6/02K98Tay be possi bl e. Wien the reader 104 PEHURM®05/026067
operating at the 13.56 MHz frequency, only operation
with the 13.56 MHz nodule on fob 102 may be possi bl e.

signal f GoCoel GaiRGY. RO GRMBRE o Sp sty Yt PO nay be
conﬁg%tjeg Q@lrgsipfo[l&’ T, Ll Gnlef g%ﬁonlgénal |t 6B15 1536 M0 An kAR 48y, RFID

e confrgured to prioritize selection of the one or

antennh P82 3hf}€be 15 MIHE Y BRALE BbEfiduréd1® fresidinhMenterrogation signal of
frequency. Alternatively, the reader 104 nay receive

about B OMISz. aFotbmimby Belb@ifipuesl bristtudde fifsobndipaond RF module (e.g.,
interrogation. In this case, the reader 104 may be

transp@i@ef)i whtre chet firsprrodulethayeosehte asingra 1¥4 Iddz frequdnier and il second
frequency and reject the remaining frequency. Further,

RF maalutet mep bpsretpuesimgea d 3156r dHzdreqeencynalFIh e¢adgie 1 ¢hmay include two

_optional feedback function for notifging t he uggr of
receivarhwhighanaysopstatg upiae the [ GkHz faaneaey.i the 13-86 MBz fiepyeacy or both.

When (imcregiarclH BRSPS CPORHER &1 S K SHFE: R o aprpith the 134
fi | i ght di spl ' | j
ST eSS, A S e 05

102 t ] ' Dt .
vtz §GRgAS7 e Bl KR TSRO IBNIc R o A b possvie
Where\r@g{:/ k%gélﬁleghsupgggs g5th 33?34?1@1_2 %@&l%c%%? 8H) o 18I RERELRPRodule, fob

g processed, (e. account nunber may

102 m%re@ Lo goﬁ%ﬁ%ﬁaﬁyﬁﬁﬁk& feS@dan). &giOEast Bb 1102 A% Uel coffigured to

y be accepted or denied (e.g., transaction approved
prioritRé sele@RAPbOVRAdne Stiehe afhed ey wonal dndadfracr kenmynadtingrdiequency.
not be acconpani ed by an audi bl e indicator (or may
Alterngie@be rthe trélenudit hhey rewdiveatigmals anbth) fréquencies dram ige fob upon
fob 102 user of the transaction status. The audible
interrofatéoath dokhismyseh thearesdardi0é maynis, comfigniedlte prioritizs salgesior f one or
i ndi cator, and/or voice indicatorconfigured to signify
the othsh&aqfenby aBbrejrsy thsaemainig FefuertYogat ed, the

transaction status, or the |like. [00§7] RFI.D antenn .
- SomihengproecelhcaurhaoEiliea ham BORAaAS poHo 1gBadpfunction

] =

oo T S O PSRB HSABAT TSRS oo

s N
o con U5 5 IR, BB b TR EEiloge o

ecel conpat |

* signal % ﬁrﬁoﬁﬂtﬁ?@ 62 294 thit Gk HdnSdctiBR MRS b@mitked ¢85S ToPaly be being

intérrogéted), the fob may be valid (e.g., fob may be authenticated), transaction may be being

“processed, (e.g., fob account number may be being read by RFID reader)'and/or the

transaction may be accepted or denied (e.g., transaction approved or disapproved). Such an

optional feedback may or may not be accompanied by an audible indicator (or may present

the audible indicator singly) for informing fob 102 user of the transaction status. The audible

feedback may be a simple tone, multiple tones, musical indicator, and/or voice indicator .
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[0067]

[0068]

[0069] °

respect to fob transponder 114. For exanple, where

transponder 306 may be 13.56 MHz RF rated antenna 202
woreop6kz3198. 56 MHz conpatible. Simlarly, wher ePCT/US2005/026067

transponder 306 may be |1SQO | EC 14443 rated, antenna

202 may be | SO TEC 14443 conpati ble. [0068] RF nodul e
conBZurB®Yo kBRI dhen OF 10X A & bdik2 HSQESPAGI, BGiramBaction status, or the

conmuni cati on with authentication circuitry 308 which
likery be in conmunication with a secure database 310.

Aut hentication circuitry 308 and database 310 nmay be .

of RED artermaLOLimdy bainasronopeicationonitlae tpesponid énfor fransmitting
_respect to authentication circuitry 210 and secure |
annetenpgatipatsigrat endrepeigigrt Gastponems ah aytgpiicatiog Aessissagnal and/or an

310 may store data corresponding to fgob, 102 which, are :
aceqnoh dpfazieemtfeb dPan §ae&spew%r PR8Ny, RS Og § deggsiption as transponder

10 nmay, addi tion store RFLD r

RSB RS b 45 ST S o e
. i [ ' . h = . . .

sfars S BObGRBE S G e T A Pl escrid wih

res} fe?t&t‘éﬁ??&a&sg}gngnég;ﬂ%g%g){ %}é‘elﬁnnjl:)]][ep\gﬁ%]a téﬂéd'b‘ﬁﬁéﬂ ﬁﬁtﬂn%;‘be 13.56 MHz RF

ar description and

’ rat%g %@Bﬁ%@ozaﬁla bk N8 Y6 1981 @hpalible Uisimtark Qvheld BhngpBider 306 may be

authentication circuitry 308 may be configured to

ISOWHIEY446 3518 d tAeenhih 02 naf RME 0AB oM U8 RoAPa:BlE. Si m | ar

manner that authentication circuitry 210 may be

confRI wicddlet X02ambhendlidatfer txengé, gralspqidey Bdedn bymRiinization with

reader 104. As nmay be described nore fully below, fob
aufHRAticanidn RidcDitrye Ak whldmag beeingagmnimicatisnuwith a secure database 310.

authentication. In this context, "nutual, o )
Awbertieatiorceitdudny 3ognchéaabase 310 apebatol simibar dessipsipn ppghoperation as

100 may not take place until fob 102 authenticates

( h

degdrihied | With seFPeet|t authealisatipnacircyivy R g SSRyEs mEmPTY dtata%ase 212-of
aut henti cates the si |l fromfo 02.[0070]. FILG, 4, .

Fiflag. bEORFIBRIEHETEOE SR BRETSF P FORTIng fo o 102 which are

ulfoPRET ERsRa pracee e oo pekpat AR -8Rl siore RFID

A A4 80 50 P10 08 v
) RIIFEE)I %‘M&dl é?m&g%e'aﬁg@%%@ ’&55 Iﬁgg)tréexg@edlﬁl% BYtREA Nt @Aker stored on fob

rea dat abase 212 may :

dabhbUerzecurity keys for encrypting or decrypting
Si gnaT s received from RFID reader 104. In an exenpl ary

‘aut haghéMRbHAD di&rcﬁﬁ?ﬁ 308Whee bRRO D sirgitate desdiptiomyarik operation - as

aut henticating fob 102, RFID reader 104 may provi de an C
autiRhBE R &lrc@ifrysi10nathat ay be, authentication circuitry 308 may be configured to
authenticate the signal provided by fob 102 in similar manner that authentication circuitry
210 may be configured to authenticate the signal provided by RFID reader 104. As may be
described fnore fully below, fob 102 and RFID reader 104 may engage in mutual
authentication. In fhjs context, “mutual authentication” may mean that operation of the

system 100 may not take place until fob 102 authenticates the signal from RFID reader 104,

and RFID reader 104 authenticates the signal from fob 102.

21



[0070]

[0071]

[0072]

fob 102 (step 402). The interrogation signal may

i ncl ude a random code generated by the RFID reader
wa@eiokeegipgati on circuit 210, which nmay be provPdEUS1005/026067

fob 102 and which may be encrypted using a unique

encryption key corresponding to fob 102 uni que

'ﬁ%ﬁ%'r&} @eté ﬂ&vgﬁ)agfeo 4004 eﬁéﬁﬁg ?tdlflel?rtgc%tlglrl g\r/clpcgss in accordance with

rotoc /sequence contro

the pré&@ nfiéh. aofﬂevaftﬁeﬂtféﬁuﬁpg[’@dé&d edlyl BO depicedd hd YndQfled. The

Aut hentication circuitry 3 may provi de from dat abase
ﬂowch&ﬂije@létpﬂml ptb&ds§ QOREIDTeadgnak Aufiedntiditirg fobr FORJ@fthough similar
nunber as a part of the authentication code generated
steps a3 becfallbwediintheidstaate tat SiboiRl authEnticaes REMD readei bi#.
code may be an al phanuneric code which may be »
r/ec nopeil zdebasd 21y may rsead abivelty bgysRFleDonyptitg or ﬂ@matmg signals
fob 102. The authentication code may be provided to
receivefdopornRFLM rsadend ORFIDaRexempl ey fagthenBERsoRIo¢ass.anieae BEED reader
(or alternatively antenna 108) 72] Fob 102 may. .
104 miscbeveihaing i g D el "RR3{18hVIA8 AP Ingpgedton signal o

I ncl u autho i zati.on co

ob 103 lyEp g Eﬁ% edetinn et g rdied T raRlns At BrRatiea by e
, 102
RFID @Péﬁfﬁ%e W@ '88 |°H§ulfrge ’gﬁ){’ or | ¥%%' ?%Vl{l:%ﬁtg ' %ﬁ %E&Wh% may be

encryp Vé;dol\ﬁqu ﬁrﬁqﬁcb@ Jfﬁ}&%rﬁk é:?ggp%@%ﬁg% folbr fa h 8 identification

rgna 'ated prior to prOV|d|ng
code. Qxeexscxhgﬂ@ Ith qﬂoﬂc@ﬂ&aﬁéﬂc@ QEMEMNES 3¢9 MidyYPrbeide A8 mmand to activate

r ot oc ence controller 208 may ‘recogni ze the

the aut!h@ﬁt%a'h@ﬂ Qe @fryS3 (BN ahubfenticdt @ UdShitF0B08 andyhprotvideafrb@ndatabase
fob 102, and provide the authentication code to

~310a tabﬁrhteﬁbgdt@hlstgmabﬂnbhdidg @rhfidorkmbmbeRasnmpart bhethe entheyfatation code

the authentication code (step 406). In particular,
generagdcioy padhoautiayicasendugenl byl be muﬁwntlcatm edegnzy b¢ an zlmanumerlc
whi ch rmay receive the authentication code and en

code which coayebprdcognizablp (g deasighbichdy el peadgr 104 and Gt Ho2. The

' aut hentication code to proto.col/sequence.

authentienttongiode npode Eopdad o Ea&yl O2rdn %gﬂaé‘ﬁ terfage P)p pag antenna
aut henti cati on CS@F to RFID reader 104 (step 408). The

202 (opnieryaitvely antarRant¥lcat i on code may be provided to RFLD

80 197 4 OGRS ST, 500t o e

O O R, PP 2
“Once HBEN o‘él%%g 82%&%2&@%‘1@]?@%8@%@%B&?ﬁab%élﬁ@ﬁg\’tﬁg aﬁ%honzatlon code,

antenna e DFOVI

may b%ggl%lﬂcﬂﬁ Nfo 8t hRRukidfidhioddtbr Ardenbs Cahéenthel §1§h‘filt may be

demodulated prior to providing the signal to protocol/sequénce ~ controller 208.

. Protocol/sequence ‘controlleyr 208 may recognize the interrogation signal as a request for

-authentication of fob 102, and provide the authentication code to authentication circuit 210.

Fob 102 may then encrypt the authentication qode (step 406). In particular, encryption may

" be done by authentication circuit 210, which may receive the authentication code and encrypt .

~ the code prior to providing the encrypted authentication code to protocol/sequence controller



[0073]

[0074]

may be provided a security authentication key (e.g.,
transponder system decryption key) from ? dat abase
W@1®s/0THhes aut hentication circuit may use the PCT/US2005/026067
aut hentication key to decrypt (e.g., unlock) the
encrypted authorization code. The authentication key

e P AP e o
0, TR T S5, B % 0B 1 v
modu?ggm% hﬁﬁtdrocqrcﬁltr%' erfAce €l Megeg %b%r%{éi%gﬂﬂ&qyﬁ) and antenna

ntification code and retrieve f at abase 310

202, @ transponder system decryption key correlative to the

uni que fob 102 identification code for use in :
deEFIyRtided 1DhenBsNGEY péiicatit Rattyprdtdutienticatbpn (0d0 %Al decrypt it
Once the authentication code nay be decrypted, the

(step de@)y yThe cnetyptednduthait icationc coe may Hreravoivpdrag cintemna 1962 and RF
aut henti cation code provided by RFID reader 104 at

interfae $06 408 niast epprpyRedtto avidenticatipn sirquit Beht Asithepticatfont girsuit 308

decrypted aut hori zation code is not readable (e.g.,
HB‘iW ryptigp key) from
7

may be peongeadzassicanityythenticationtkes ¢ £a tiapiposfersiypte

- 102 may ‘be deened to be unauthorized

databaga\AdP; f Tleiputpentication girouihaiseoibe ra&m(egﬁg%ionswt tonfecspt (8-

loc3be S5 1L AR5 SR AR Y povied o
e.d. erified) by .foh.102. th t

byt 55t SE o8 i 02 il PG ode, oy vt e

e S T BORSAOAS ABnal e BRAQESCh 60 qeincarion

code. PRRCRMACAHIANSRE) nfy &BvaTRM (2hdliqh O ediff2ca8BY code and retrieve
aut henticate RFID reader 104, although, it should be

from tBP BataBate 310 attriREpdAder abem 86y pioh ladyt deerldtivatte teaknidudXob 102
prior to fob 102 authenticating RFID reader 104.[0075]
identifi¢ati®h @ulel fdp@sdint ddryiphiag therenarypeotcapphantigaticer dddecat i on
process, the authorization circuit 308 nay determ ne
wBeath ére suibentichtiark eoleamai diei deatypded, dbel deerpted cauthentication code
identical to the authorization code provided in step '
may ba@2mppfedithéhe atbentigpidomende premded By epday Hgoat wigp 402 (step
not be authorized tg access system 10Q. Al thoqugh, t

412) tpeyqrity dtst pushenbicesd thadesapitdstithyation cAds & %@E feaglghle (e.g.,

T
o \ . h- | .
(e VOERHBDCIA 1) B b are e DR L0 BB

=
-

pBEETRD 0.

Contratrﬂy,all% ¢he’ tdte]((;)rgqi)t%ag %uth%tr)izajltgo% code may be reco‘gnizable‘ (e.g., verified) by fob

1,02', the decrypted authorization code may bé deemed to be authenticated (step 414), and the

transaction may be allowed to proceed (step 416). In one particulér embodiment, the
' 'preceding transaction may mean that fob 102 may authenticate RFID reader 104, although, it

‘should be apparent thét RFID reader 104 may authenticate fob 102 prior to fob 102

authenti;:ating RFID reader 104.
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[0075]

be authekies AoRs 259&

[0076] Authentication circuitry 308 may additionally
be in communication with a protocol/sequence
weoeomwbnozdiber 314 of simlar operation and descrP@I/USI00H626067
prot ocol / sequence controller 208 of FIG 2. That may
be, protocol/sequence device controller 314 may be -

B G e
308 m%? o?eé%rgnﬁ#egg hegl?e(i" thie oﬁrﬁl?%l%‘lagéﬁ‘tg fibn V4Yde hmay be identical to the

uence co may operate.

authoﬁgirit?(#no(‘?(ﬁe/ prERHEDN st GRS OLARE cotibd aF Bt GRHRAIAhER €ob 102 may not

erent. conponent's of RFID reader 104 based on

RN 0D EARNESE thd SéreficatifR )prodess may be described

€
exanple, if fob 102 may not be present, then

 with rd3p&dt A6 AliéBRANS] i nticdlity @hdyebe Bdtdreqaiyed o Fomachrifhe Dauthentication

[0076] -

reader 104 to provide an uninterrupted interrogation
circuit S0 alay (sdrifp the4decryphe podd dlwohgls gy gmocelorsteps) logrprocess for

may command the authentication circuit 308 to provide
determanmingiwihather the geeypicdiceds oezasponisdp gmarthorizgd foba2.

presence of fob 102 may be realized. |If fob 102 ma}/ be .

phuthentication ecipuirn MY guecadditiongly r Be | By commygjgation” with 2

LN L MO TR a—

o0 A" OB 5L BRSBTS B AR 1o o
conrsf 8, Mo EGHOA30 SRR D EBeETSE s ro

sequence contro

‘ exampgg?ﬁﬁéegqgg%tfh%?}n Ei@nlgglérp@&ﬁo YocB® @ndef SRS Prdtéeol/sequence

rea provided authentication code, or if
controf&1€3 lréleﬁﬁg RPErafdy PRE0DSdHBARLe EfaliEl DI aldlyhmirharal therdifferent
(step 508). If the signal requires authentication,

compoh&R8 of REIDreidee Ah4 Sespdesicehetbat fobl 102rmad e prosemtofsiepeiiod). For
- the authentication circuit as descri bed above (step

' exampR)B)fob Q02 hiag not beprebancthen protarol/s@Besiesoatrotiens I§gnay command

protocélireqesrab| dongoec mghi qonpnangk thenaut

responseto the provided authentication code, then the

RFID peateochld seqprevtle ewrininteirapted lintapgatierhmsignal fstep 504).  The

reader 104 to retrieve the appr ogrﬂié.agqe seg:ur_j£té%gktczz)ymc?é{ide an
FOGeaony Sey )

.- protocol /sequence controller 314 nmand t he .
it RUFEEHOR SIER U (BOReReeF Of 402 TG Hectstisss df fob 102

310 a securit e.g., tran nder system
may b g5 16 PREYSoT SUEDE o BT SRAIS A BB AD, fader 104 to
.., signal, . e si.gnal provided by RFID reader 104 in
a;’authenpﬁagegqh{pgré{ég@f?gn process (e.g., step 506). If the

[0077]

350 Bel SRR Ron 5, ieRh AR M BRUERISAERY Rl 314
may ccﬁ‘ﬁﬁﬁﬁ& tﬂc%tﬁéﬁﬁ%ﬁmn%uitli'f% to provide fob 102 with an authorization code.
If a fesponse may bé.received from fob 102, protocol/sequence controller may dctemljne if
the 're'sponse may be a response to RFID reader 104 provided authentication code, or if the
response may be | a signal requiring authentication (step 508). If the signal requires
aﬁthentication, then thek protocdl/sequence controller 314 may activate the authentication

circuit as described above (step 506). On the other hand, if fob 102 signal mav be a response
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the signal is not recognized, then the fob may be
consi dered not authorized, in which case,

w@e@boziahs sequence control l er 314 may comrand PEEUSIBDEN26067
controller to interrogate for authorized fobs (step

. 504). [0078] Once the protocol/sequence controller

to the 8%&%3“ SheatioRe fég@‘lo Ricnab trotspefialghec iRl apny pgmmand
o Rkt RSO0 B R o o
signal 3?‘(@)?/ iSEQ)e.ngF]Q &&69&1@9@1&3@9 r QAR EGhmAtd (B Yuthentication

I de’ e conmponents o FED re der 104 to
circuit' 388b E%ﬁdig{f@frHﬂlt dahatR&ED1d b g@cuﬁfy ReyS (e Xral¥p¥nde system decryption

provi (step 516). Contrarilvy, ere an additiona

key), foddekX0e sighalNakd EBMpRE tHe sidtatledthe tip@alpsrotided Ibgs&qma@@@r 104 in
controller 314 may determne if fob 102 nmay be p
the authefpitasibh PEoRSCERSS, dep 506. dEthesipmhl jpateignired sthiegrotocol/sequence
termnal 110 (e.g., POS device) or if fob 102 may be
. controdlért Biptrian gleteominettbatr foh 4108 mRE! b pethonzeditosmctess thesystem 100. If
.~ -(e.g., nutual) authorization (step 518). Were fob 102
the sigmal/ist reapgaied.rthemtheciod may be constderadhrotputharizgd.cig which case,

110, the protgcol/sequence control 314 command -
protocpleangncp saniigder 844 opeh e i tst kgﬁ% %ﬁffgﬁ%/fhéo prigrrogate for

deyice 110 (step 524). In particular, the
m“mmﬁ?gﬁgﬁéﬁfgéé%%nce controll er may command the PCS

oot G BB SR80 P 16 M oz,
t i 1. . .

oG 18 ST USRI RO g s

by folf'§ber e e§1_4g.h aff P Qld&igtg?]az Ls@%?%h Y bBSraviatd W3 fob 102, then the

I nterrogati on signal, e protocol /sequénce

protocSARGh&ck QonfrBNerCPNNBAY JrbVilk radiaiercokipbnéms TRPIY rdader 104 to
signal (step 520). The protocol /sequence controller

remain3ite OBRYICAIRARNME bhe stiat yiplyi enpawided itep Stl6pn Contratifyt where an
, 318 to retrieve from dat abase 320 the appropriate .
additional fyiptli0Bnsikeal may rtes pondded; dhé givotbO seguarge controller 314 may
i nterrogation signal. The protocol/sequence controller
- deternfdetifnfah 1R emay bmrequestiRig Bracssatpethe Toarchant moiiiafsalenigrminal 110
encrypted nutual interrogation signal to fob 102. Th?
(e.g., BPDdoen) /05 dbiobnd8 rasnbe gfqnenting 1 H%ﬁvog:%ﬁ#gﬂa reggier 104 for return

(e BT ERSLED has iy 1600 POV 8 SRR s o
mern 15510500 PSR SRR S B MR e e
reader atgtgpeeﬂt (I;o%r}lﬁﬁgat%ng Gt e %b% 87 ?1(5 ?&gﬁ r52gf?.c rI%%drHEhlar, the

. protocol/sequence controller may command the POS device 110 communications interface

312 to become active, permitting transfer of data between RFID reader 104 and the merchant

- POS device 110.
[0079] On the other hand, if the protocol/sequence controller determines that fob 102 signal

may be a mutual interrogation signal, then the protocol/sequence controller may command

-RFID reader 104 to encrypt the signal (step 520). The protocol/sequence controller 314 may
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[0080]

[0081]

encrypied fobedogant 1EDEHNYEOR SPRIRBIIHE IFIGEH omB@olof

key. [0080] AlIthough an exenplary decision process of
prot ocol / sequence controller 314 nmay be described, it
W@ bweleBibe understood that a simlar decisi on PCDUSNE5/026067
may be undertaken by protocol /sequence controller 208
- in controlling the conponents of fob 102. |ndeed, as
de i bed above rotocol /se e, cont.rol l.er 3
commiid, dbe P EROE e bR R sPHI PR 5s PG R85 SBfER a0 e
nt rol . 8 Lt 00, e 0740 % : :
approf i} (RutsPliafl i I (BPbL] R 1oL IR fremogation sgnal.  The

protoéoﬂ%?%ea%@n&dﬁef hg 4dg@Y Sthel RHAGHARIS REPD! RRIrai®4 to provide the
co nds for enabling USB interfaces 222 and 316, when

encrypt&€ nflal 8ROe6LHki0E siEay) ogopay2. DEhe praomwleefetce (AHIBlEr 314 may

Encryption/ decryption conponent 318 nmay be further in
comm@adTTR¢MNueiadntioation dituit 3d8cu peovdde anlBhcryptet @nutdzdtiateasegation signal
320 which storés the security keys for decrypting the
for fobntRynt edtiadly adbomicatenufblerl02Upey thgpraspiveathe enstpésst mutual
from protocol /sequence controller 314

interragationy pignarandacirigpe ifiom awhensisatien ciecudiry 242 p RFID seadarglecryption

may retrieve the appropriate -security key, decrypt

‘kfy'the fob account nunber and forward the decrypted

G S el L TR

R
[ . "

o ARSI S0t S fBhens e o Uit

d‘escri{)ﬁf e, Oﬁ'bﬁk@ﬁ%b(léﬁg YSRGS BNk rRdy Blve3iftildredpet Rionaind design as

e account nunber to POS device 110 via a

protoc®PEBBeadon@ater DI®T TR68diAdE, RNtheddbae, | profocdiBéquate controllers

best” shown in FIG 1. POS device 110 may receive the )
208 afte ey phadineefpornt i wisdecision pfaewaaghrofriateragmetands for enabling

stripe formatted account nunber to a merchant '
USB inetfacsskP2 2nd 61 6, prionabe comespouiding térdcammay hase cennected.

busi ness as usual standard. In this way, the present .

i Bremptiavdesriptionacaspancat 3é8dmay by fusther i omymurieaiion, with a

Further, where PCS device 110 may receive a re quse )
securef pesonReDwEbR database 320, whichngiaresi bR SSEHIHYrkeys gfogdecrypting the

deni_ed), protocol/sequence controller 314 rm%/ provi de

(sequence controller

opti cal

314, $omp o Thsar coPeast e LS | Bt gpttie e S Sppropriate

‘ . iti Iy i.ncl ud i i : , .
BB SRR, R T D —
o protoc%ilééquér?ceoé?)gtrgﬂaojjlu%rgﬁy fBHﬁatllj%abﬁtW {1 B B YniMRtd POS deyiée

110. Tn one exemplary embodiment, the account number may be forwarded in a

‘.-"‘conventional magnetic stripe format compatible with the ISO/IEC 7813 standard. Upon

j reéeiving the account number in magnetic stripe format, protocol/sequence controller 314

may forward the account number to POS device 110 via a communications interface 312 and
data link 122, as best shown in FIG. 1. POS device 110 may feceive the decrypted account

pumber and forward the magnetic stripe formatted account number to a merchant network
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[0082]

RS22 esx

such gsy dor examplecy BepLtafcifpe B SRRSO ey

RS22 serial data interface. Alternatively, RFID reader

104 may include a serial interface such as, for
wWe@x@pta9s a RS232 i nterface in conmuni cati on WeTU$1965/026067

prot ocol / sequence controller 314. The USB connect or

316 may be in conmuni cation with a personalization

_system. 116 h [ F 18) f initialjzing. RFID
RN T -
. to eration of tem,100, REID . 04 .
inventl ARPRAR B o b SHAP: SR or (et afivie BOPGfevice™ 10 may

. popul.ating dafab ith a listing.af - .
ceonf LI SIS0 12 | Byl SPRYEALY o i
protocgg%%l%{c'c Yol aASema7 ?rc\r%@é" tHeNt R 6&Uebfohs& &Y $hel RF module 302

t fob 102 accoun nbers pl aci ng the account

for optieMY L&/ of Budifs doEeniBdRinkQhiérRdspods8 td fibsl 0dayer. RFI D

reader 104 nay be populated with a unique identifier
(RFID reasler 1od nmynduiditjonaty dicludey a BESBiseerfizy ¥16h in communication
- authentication circuitry 210 to determine if RFID
with theeprdtrcoll @quene doatralltriideti Jedne embedisens the b/SBinterface may be a
encrypted account nunber. [0083] FIG 8 illustrates an
éﬂ‘pgtar iptarfasey chltgynativelyo RiiIRereagesr Hid may drclades g spilal interface
100. The operation may be understood with, rﬁ{ler ence]}' 0 .
B ffhe pEot@FRlRauence

conioffgy2 B MR S eiiR 6ot biah camerpietive HLaERp onalisaton
N N T S
param%glgf ielglﬂcfrgtg»det%ﬁaglﬁﬁg%g%téﬁaﬂﬂ; e3d# 080y bl th communication

eader ’Sends out an 1nterrogation

. with p%iﬁgﬁ'ﬁgaﬁ@n St 1196 &0 oﬂﬁi&&g%?aﬁage s apwii% st &f%@@drity keys

[0053'] s

signal may be provided via the RFID rea
belong?}dg ALK d F6bsOMID, ARG fdrYpoputatiap darabsdeBal0 With e cdi@. keys to
-"The custonmer may then present fob 102 for paynent

decrypt $éte p0BA&buateLrhisdds pR2ingake beconat hwnabesl ihiSQ/HEC RB13 format. In
interrogation srcrmal nrnvirled[ 0084] Fob 102 and RFID

this wigRIED kadernid4 hg begrogaheed witat wadueaidetéfivri (et ,i ssrial number)

(step 810). Were the nutual authentication may be
which onryUrosed by lfob awthenticgtiomeisgrige 2h@jo detcimning ifc&ﬂﬁ waderel 04 may
custonmer via the RFID optical and/or audible indicator

be authiosized tareagivafeb t07eencrmieshrocP el t¥EPChe aborted (step

816). W h | h [ [ be . |
- Jbessdntrates s Rl f Snmatdr G SRR Hem 19 The
operatifggusiylr yideisto R REERFoIF EREde SioIRPH U of system

100 B b S o ST S b v
custona? 48 +8 lerIT(psgﬁt 1%50'10%8}’ bgﬁnélﬂ?step 802). Upon presentation of fob 102,

 the merchant initiates the RF payment procedure via an RFID reader 104 (step 804). In "

,parﬁcular, the RFID reader sends out an interrogation signal to scan for the presence of fob

102 (step 806). ' The RF signal may be provided via the RFID reader antenna 106 "or

- optionally via an external antenna 108. The customer may then present fob 102 for payment

© (step 808) and fob 102 may be activated by the RF interrogation sienal nrovided
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encrypted account nunber to RFID reader 104 (step

820). [0085] RFID reader 104 may then decrypt the
wa@emenzaidsunber and convert the account nunberPCTIUS2005/026067

magnetic stripe (1SO TEC 7813) format (step 822) and

provi de the unencrypted account nunber to the nerchant

[0084] ﬁ{ﬂ?}g&@ %'9%8&%@5 g&g%zﬁfgdn%gt & tniggg% gjgmi%??%ﬁglﬂycg{ion (step 810).

Where:gﬁegglilgasai gt%g%tgcépgg %ﬁeﬁ&?mcewl‘@ﬁ %rrgnlglegs%ée maafc})aerpd'gﬁded to

I'ness transaction-sta

the cusionrer Gy h{%q{lg{g)%;%[g:gl IR0 RENE ARicORE (&) 8 ANdhAihawatisBtfn may

transaction st nessage to RFID reader 104 (step

- be abof3@\st&P8 10 HEE TR inAfual ButhBiRicatic A1 be (sGE@BsfBB@)epadidt), RFID
the transaction is conpleted (step 834). [0086] It

reader S02Uhsly beovidd & ¢daimdrheitli harppoipriate epticaliand/or audible message
associated with fob 102 may include a restriction,

(e.g., ‘Stagdnction plavessingingl Gyait?) feiep BU8) hEbe falpprotoaed/s¢quence, centroller
time of day use, a day of week use, certain nerchant

- 208 mays theaneitiore filoen tatklase Wihé aaiencrnteddab erewat number and provide the
verification may be required when using the fob

- encryptadtascennt ahmbpitor REID readar dA4 (ste82Wst ri cti ons may be

personaILy assigned b 02 user, or the.accoun

¢ Hader 84 @%aﬁ&ﬂne,ecl;;??&ﬁ% ;gg@wﬁ'ngmpe)é ﬁﬁg FORRGEE Tthe account

oo S L RS SR S g
i : .

oo R B 5162, TRbahes B s e

may brg el/*%\gﬁi)ﬁe&‘%’ PSS AeRRY At fo?%%%ﬁgﬁlii%ﬁhi nieembRhakinMtwork 112 for

as being unique to 102 hol der (e.g.,

procesgﬂig LRAE RnodRdblsifes€ REABLASH Mendaedy. 10OGS dedias 460 irfdy then send an
- actount nunber. \Were the requested purchase may be

opticalaBAYEr thaives taRbictibadstmes meswsstase REENdeadgr | 104 (stert 830) for
custoner may be required to provide, for exanple, a

commiliddtionito fiet dustonsa F1EE832) chhd thestravishationseeamplate (step 834).
verification to conolete the transaction. 25 0087] .

[0086] Vil sl lch be eofeflitoattthotrampotionpagconent gssagiates with doki 493/ may include a

verification the verification PIN may be checked for

restrictaors snelr s, foaexemple aperrvbies sregdmeNimib & HeRl daydisgsa day of
to fob 102 transacti on accQunt nunber %Bd/ or, the fﬁb

- week wssecersain mparehant asaprdor HedkratisHEm PREIABIOPALBTHiGaHgR may be
PIN be s d |.qcall fob 102,
il B b T Bl ok o B gt
abon 30 PR RN 5 LI e escoptary
embo u%ctarﬁp i %cgcﬁllnmnaaly %%%st%‘lgshgﬁ’ ShAlg ﬂ?ﬁ‘cﬂa&g zﬂagge $X (i.e., the spending

- limit) must be verified by the customer. Such verification may be provided using a suitable

[0085]

"PIN which may be recognized by RFID feader 104 or a payment authorizaﬁon center (not
.shown) as being unique to fob 102 holder (e.g., custorer) and.the correlative fob 102
transaction account number. Where the requesﬁed.purchase may be above the est.alblished per
purchase spending limit, the customer may be required to provide, for example, a PIN,

biometric sample and/or similar secondary verification to complete the transaction.
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10089] -

transaction account provider. [0088] The verification

PIN may be provided to POS device 110 using a
we@oemgersiponal merchant (e.g., POS) PIN key padpdi/B8Sion5/026067

conmuni cation with POS device 110 as shown in FIG 1,

or a RFID keypad in comuni cation with RFID reader

104. PI'N keypad be in communi cation-wth POS . .

JWhere @ v]_e_{gic%( on gf@é}y}q et @S sggen o gllgatiwgﬁe J’seflﬁﬁatlon PIN

an onventional data ]ink ' 5
may bF ROSTRAN G HUEY L RPRAL Ptk AR T oy fSies fo fob 10

eek _t t to.t ] i | . Th
transacgerexR&?c%uHP ngxgrrl egl]g%\?dé{ﬂ‘ dtﬁe & QREPODeLRI 5610&65’ MfsinotRd e

fea at abase 310 or 320.

‘ corrobéla%géﬁgﬁ%ﬁ’a |9 std128 106811V (&.5.2bh @b RIZNoFBN RIEDREAIEr d04) dranay be

uthorization center to determ ne whether ,
stored LA a PhRLHBE Qi8S shdven)PhiNtisd @aptlemanaltheripadipiecenter. The payment
aut hori zati on center database which correlates to fob

authorikBRorA 6 &fern Hatabdse anmpatbe hanyagatitemserackentaitied ndr oprasted gy fob 102
no | onger be restricted, and the transaction nmay be

transacdlioh @vehnt provédeconpl et ed. [ 0089] I n anot her exenplary

enbodi ment of the present invention, system 100 may be . i
cHiref wepificationi RIN ome by providedhfo RS devise difieysing a conventiona

processors and/or systens. A bionmetri. tem .
merchinidr 64 SO E1Dr ke’ KEAR RO OB Wit GOR SEYicg 10 a5 shovwn in
t hereof, such, as, for ex

; ) | iti .
16 1 on ST OIS i R SRR TSR 180 Pheft oy b
comg%g%iﬂ%a\ﬁ?%;?f) ];:ﬁlg’gi%%mogg%faﬂgﬂngéi%ealﬁa'kﬂﬁ' pnatLu N84) r%i’ng any

_ mpli'ng, d geonetry, sou |
conve%g)hfgfl&ag? (rl)%]é téé?éffﬁeh%'s‘ééé.ym Bg'reéeWﬁ% theldrifRlatiOh PARY RFID reader

rc relating to recognition based upon any

104 n@ﬁ%el@% tnatdH R PR to TS EodboRAdd PN Gtcrbd bar RPN egader 104 at

aracteristic, or any portion thereof. Wile the

databaSX 3718 HosCUuksadtibayetie vaificatiel BN mapadetprovided to a payment
bl onetric systemorsanple, the invention contenplates

author@AMo® Eertfietobd@erdiifié edethies hesRRU nfacthes the PINistpresf on e payment
enbodi nents. (0090] The bionetric system may be

authorG@fibn getta@ddasebage whhrdotrglagasso dob 40 agapnt. i jaudetch may be made,
regi stration procedure in which a user of transactjon

the purcistse umenino( &nger b otsstrigted, pndf ﬂ]@rgmgagtg}ppp@yo?)e rallowed to be
fingerprints, DNA retinal scan, voice, and/or other

- complgtedmet ri ¢ sanple to an authorized sanple receiver

ASR). An ASR i .ud | | dat ab
Cl s, xR S AR G5 o PN BVRDGE ayREl O ey be

I ssuer, system. a ,Jrerchant

%f.'é()nﬁgu'red with one or more biometric scar?ﬁ/e%st, ep%'ce%sgrg Qi Ydtems. A biometric
‘system may include one or more technologieé, or any portion thereof, such as, for example, -
'recog‘nition of a biometric. As used herein, a biometric may include a user"s voice,‘
«‘ﬁhgerprint, facial, ear, signature, vascular patterns, DNA sampling, hand geometry, sound,

.olfactory, keystroke/typing, iris, retinal or any other biometric relating to recognition based

upon any body part function, system, attribute and/or other characteristic, or any portion

theréof. While the example discussed herein may include a particular biometric system or-
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[00911

- systems caiin employ Bl 24 il ﬂ&“‘b‘?’o istifitions anpansti

system an enployer, a financial institution, a
non-financial institution, a loyalty point provider, a
weowparisthe military, the government, a schoPCT/US2005/026067
travel entity, a transportation authority, a security

conmpany, and/or any other systemor entity that is
horized to receive_and 0 ' ' :
seanpl dhp S isPBOR 15 RTHES oY P T bR B s p F B P Gl of the
enbod%ﬁéﬁpases and/ or transaction instrunents (e.g.,.fobs
As used herein, a user of a fob, fob user, or

an%/ dﬁﬂofﬂch‘?cr sﬂ%ﬁ%ﬁaﬂbf c'oﬁﬁ%&i@& ab rheséé@flﬁ)oéysﬂ{m @Qﬂlrﬁ@r include a

I'Nng or In pPOSSEssion or it may include

regmtr@tﬂiﬁ g%&ézﬁﬁe @ vigoH aaisthaf tﬂﬁéﬁ@ﬁ@ﬁiﬂsﬁ‘&tﬁaﬂt G 6ot 16> proffers a
b owner to use the fob. By proffering one or

fsampldTBf Risbfigreppints, BNAY|retinal acdi, onide| land/onyptlive bsmactne@ample to an

at | east one of a retinal scan, iris scan, fingerprint
authorizedisgmpilamneteprer (ASBE aAp AftRthay m@ierwlos@lahtabm g@erp@qerQatabase
- scan, vascul ar scan, facial and/or ear scan nat u

" a ponmﬁoraggyi;mcgk@ hg@tagystem, fagdqsgpg,sg‘;ge@p, a g @@rgys em, fo% issuer .

eni ssi ons scan, DNA scan, . and/ or 9n%%@2,}%§%bé§§ a loyalty point
scanni ng t &vo§

provid e TSR G URE R g A Batin
oA W BT o 08,9 L v
and stcgre ﬁome%oga%glgso?ﬁ agéo%ia?é‘lther ?d?ﬁ[ﬁése hht éﬁ%@rﬁca&oﬁﬁﬁllcoaatabases

version or er contiguration for transmtting

and/ortt%sa%ﬁgﬁ ln%trumﬁts'%@% R¥s 1601 AudelhePP] BscRBE alftB, BBRser, or

So recei ve copi es of ‘a fob user's bionetric ‘dat a

any suﬁileﬁﬁ;ﬂué&’eﬁﬁ‘ayl ieluga d}&brﬁfn @tdeicdihbidagent intposses{ion of the fob, or it
within a different ta packet) fromreceiving the

may ineatRl @y[f0a] or. deVive tAGRioiparies obautherizes ke fisly ownarte use the

the sanple in digital and/or any storage nedi um known
fob. Bynpioffiferiag bnaod nowe belradtdc amuples, a kiginstrer mah @e§amﬂeé by at least
wth fob user information. By storing the sanple in

one ofdi tgtinallschmrirfascan fagasrnhenandhagidtiriag seaty herd 5«?%%%#&11 voice

- contained in one of the biometrjc scans descri

 print spa efapculByscan.oficing ApAET SARBIAR. FIgRAIHIE 858y SBEY a.sam olfactory

- the ASR. may prin nd/ or store any bjometric sa
scan, apﬂxt%&ﬁysw&rsa@%bﬁé 50 0Lt Snf eheiPE R 3R biometrie

archi val purposes. As used herein, registered sanples

'Zsamplemay i ncl ude sanpl es that have been proffered, stored

dassoua dW|th Lser |nf '
PR ARG E Ml HE Pl TR (IR oo to he aSR 0.
portlons éu? mitthI Wan Hb%nsm1&1ﬂ?%e scan or in batch mode after a certain time
period.  The scanned sample may include a hardcopy (e.g.,' phbtograph), digital

representation, an analog version or any other configuration for transmitting the sample. The

ASR 'may receive the safnple and the ASR may also receive copies of a fob user’s biometric

data along with the 'sé.mple or at a different time (or within a different data packet) from

receiving the sample.
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[0094]

be associated with user information at any step in the

process such as, for exanple, prior to subm ssion,
wa@leosnoge1stibnm ssi on and/ or after subm ssion. | NPORES2005/026067

enbodi nent, the user may input a PIN nunber or zip

code into the POS term nal, then scan the bionetric to

eat et he, Dbi tri ampl e, The | ocal . stem
. gf;@oéggt @W%?o&egﬁﬁpﬁcm %ﬁ%ﬂr%tfafaénaletlﬁcﬁﬁ%}i Org%g storage
. Zi:p code, . then fr 1t 1 ' t : :
o BSR4 B ok S k18 R BRBEKEI B8 o s aponion
b} igh ht, 1 alfRiR 4 @forfaRon @BAkained i
By Stogiﬁg itﬁésgdtnlilpelgﬁ gl s%ﬁggﬁ%{ﬁ?hfﬁgkggﬁygl {eg?drmy rfg,e trans mnt t egme "
one ofithE BléRkktAc 5Edink AefyYibbd Motk _CB¥' attmgRBE sahgle ih AhY sioRhgeOMedium,
, to the sanple. [0094] The information associated wth
the ASRh ﬁla?i pRfitahil/or SRIPhey Bdynetricsangde.afarddvpgrshabgomag behiesirable
- as, tor exanple, fob user information, fob 102
for badkriipambarichival furposk®2 Aisdesad héiesy, régistoredwainples niaybinglyde samples
vender information, fob 102 operability information,

 that haae ¢ profibredostoredrand assogietedgvitnesst infermaationFob 102

information is.not limted to transponder inforngtion
ahl bigmeiriseample may alsade aswciataday by uscs l%gﬁvn%tr% oHheusawle may

instrunent such as. snart fobs, credit fo

. , bi t :
be assqesped Wil iR OEHionra @nY 8158 1 RS RICPSS ﬁsaﬁés,gﬁrbé‘fanapé% pprior to
suomi G508 STaB Rl 20lBF HHFEFREHIER HEH PEBBLERRL O ser may

~input a; ﬁl{l\gﬁﬁn%%c:aro& zél‘g gﬁaea }Snlgcg taﬁrée%% | L lédsﬁg,' 18 R&RSRE @Lotmetric to create the

on-S§ and cont a

biomet?féts@m . ThORGI BOSisHEemMRLY QRosHhADidArie samiPleSdata with the
I'nanci al accounts associ ated wth the fob user;

PIN aﬂd?)f%l dobeP ReRttrdndf (hBtdnfife PakkBt 86 iffoena{onnor the | AGRI t another
poi nt accounts (e.g., airline mles, charge fob
embodifA¥#! the POSNngy fhéifiaue fanghiftiy el fingle 3 2CASRedndviduhing the
the fob user;and/ or non-financial information-such as
transm@gPhpyiResanflermat be mranamited yhrougghfaothimit system weuéle alds personal
information, fam'ly information, and/or other '
informanémotontht smmplehat may be used in accordance with a fob
user. [0095] For exanple, fob user may have previously

. aBreoiwfarmagion agsosifited with dhe bosatic samplgney mgfyle any miformation

o AR B oDl LT SO S 100 it
ot RS B SRS BET LI Gp b shBSF o 102
. f .t he h POS. The . facili - .
kG RHERS B ® BERgelOF 4 Pl 5 hber prmacin

apd'maélslllqlcﬁli%% rfl%ro%ﬁzjgt%ont g?atgd %nﬁlgfrtke&lsg‘%ﬁliﬁstﬁfﬁ%n? BEGKS @nart fobs, credit

-'fo'bs, debit fobs, merchant-specific fobs, loyalty point fobs, cash accounts and any other

transaction instruments and/or accounts. The fob user information may also contain

“information about the user inéluding personal information--such as name, address, and

COﬂtact details; financial information--such as one or more financial accounts associated with
the fob user; loyalty point information--such as one or more loyalty point accounts (e.g.,

airline miles, charge fob loyalty points, frequent diner points) associated with the fob user,
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| ook-up table in the ASR database to determ ne if any
information is associated with the sanple. If

w0 ndoerozEDds on (e.g., financial accounts) is assPCI/ESEAS/026067
with the sanple, the ASR may transnmit the information
to the POS termnal. The POS termnal may then present

f ob ser [.i st the three .a couts ass ci ate .
and/on,fanriiE e e BT RfERS | PGSO Pghdpiprmation.

th h C
e DGR APl S5 Ul i
accord%%%/ﬁft [1%30&% may associate a specific fob 102

|er wth the bionmetric sanple by any nethod
: klﬂi}"\@}aﬁﬁlet &b fde: nhB h-ASREVSSIY Bss@BiatedeN tiellit @brd £cBunt, a debit
rough t he use of “software, hardware and/or manual
card a€d¥uh)and Ehftediol AR saclslint iveithahis Yoivreetricysatipte fvblichusestored at an
and/ or fob 102 by using one or nmore forns of the
ASR. 186 whaefbndar desirdett pirtleat igoocerien fole wgammhay, sublet WiSRiometric
may verlfy the fob user by matching the fob
sampld while wsing dob 162 iforf the patchase atet POSv dneff’r%ﬂ@e’afnﬁilwge sending the
.information froma fob user's driver's_ |icense.
biometttsRample t0dh¢ AFRisuph thaptheATR Auterizesghe h@mﬁé%ﬁmm alﬂ%hecks a

102 to confirmthat fob 102 was. i ssued to a specif
look-upgablasiarthe |45k daiahese t@rﬂlféem%t a%@? QGpRLigH, S ééiq%?dewﬁh the

samply, P PGB _etg&taf?r@a Heonfieh PR ER NI e ablL hEASR may
s AT FE S B ETTO R, M 1, 60 s o
with aﬁ%f hoggﬂé 20 %L#&ﬁn{?sn%éagéfatg{l}l %12{ tHIDSSm¥ I danfl | %b user and/or a

s'to confirmthat t lonmetric sanple bel ongs:

‘merchézﬁ Ingf HEE choSHC Bn@Sf ther acRS@iP!if, oddee 16\ fnfBYe 8 U@Slize the

he user denographic information, further
Ummwgkﬁnetrlc sanpl es and/or anv ot her information. Asused
herein, "confirm™" "confirmation" or any simlar term
i TiRd WSS aiéfoir f fipb Ngseprmayu sdoaiatd al specifeer fdtyilAY idbmifier with the
accuracy, existence, non-exi stence, corroboration,
biome@ivchaapld b ahy kethot knowni inftx matfommomimg)mmentlﬁ?r (aﬁy, through
portion thereof. The ASR may addltlonally empl o
the usoof softwarsdbirdivereaandforosersl agtrmet Fbid BnnEVd’éth’PaaUY verify the
facilitate association of a blOﬂEtrIC sanpl e.

fob uspreamsl/or, fobhkd2t st mlgg 6B 65 mp@e ﬁgpns, adléefs%%ﬁ?ﬁp%y 1c?entiﬁcation.
detecti ng, associ ati pg, itizi [inti .
For e)éaélpﬁlg,r theg ASE aadh gerng/ (t:l'lx %t? rger (ﬁ’gcfr{} nlgeaﬁ(aly dpformatlon to

origh A BT %%é?éqﬁsb” BB R e, The AR
.may vgéllpfg’ggtlgzg Fg@a&&dg’ 1C ve/ﬁ:3 or ok‘ ?o%t i(ﬁqo% nﬁHﬁ tlpit %@Mﬂ Yas issued to '

a specific fob ilser In another embodlment the ASR may activate fob 102 during the

reglstratlon procedure to confirm that fob 107 transponder identifier and other mformatlon is

properly associated w1th the fob user and the fob user’s specific b10metr1c samples The
~ ASR may addltlonally employ one or more verlﬁeatlon- methods to confirm that the
biometric sample belongs to the user, such as, for example, the ASR may request from the

user demographic information, further biometric samples and/or anv other information. As

32



[6097]
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102, the system may store the sanple and fob 102

identifier in one or nore databases on and/or in
weeozdieat i on with system 100 via a network, BEF/US2005/026067

conmputer, or any other neans of conmunicating as

descri bed herein. The database(s) may be any type of

dat abase descri bed herein. For. exanpl

. , ,a bignetric .
* used hesaimp eonEry < goBRIRSIPN 09 AT (B IBEluflss YERpg Ok Substantially

...212. The dat abase(s) may he | ocated,at . .or at
verfyiahy e S HBCEn R EIPLE EETORg mar e houh SBTOFRE R of the
ASR and/.or

. le, th b t-Ri i i
informgieiaisagiobty o 5P Prbgadse T ASRILY afGHRAK dnploy one or

HRLSSE nbl Vi DGt RE DishERAGH oF 8 BibrhbtYic sample.
more a%ldg}?n? ‘h%m%%ﬁ%@e'm ‘L’tﬁﬁdesb%leégg?rl ﬂtoy “Fay | nclude, for P
BRG] YBEéSRg MRBCMYRIdE @aann@%q dedebtings @¥Sociating, digitizing,
Asusegi)i%ﬁ}%ﬁh%ert |$/i cat eg, firewal | s and/ or any ot her
printing,e%ﬁxﬂ)etriﬁ MRioRAES eldtpwing, Aekrypting, tandfud \drifying sebiometric and/or a
erein. Ehe or nore security vendors may utilize the
biomet$RGufmbley of@iyhgutdod thesdofr e and/ or access the bionetric
sanpl es. The present invention anticipates that
sUpsmagsocihtidrh evthieotietion and/anpyeuficatiop dfdhe higmatrigsargple and fob
sanple is first encrypted and/or stored under a

102, flsesystan ynayr serscibe samslecand: okt 1 @2hidentisr ie oRg,ORPYe dagabases on

accessed by a vendor with the proper |level of a

. € cess
and/orglp ensemviiedtiophvith sysieme dRd i 2 t5EeT S Fra SOMPUEL & gy other
the stored sanple. The. sanpl be, accessi
means RO RE B S 5eTD, T BT GRS B BBV ofdaaase
Jdrapsactign accoynt provider t [ h .
descrbg SRR PO BEERHR o QS YR o 155 485 MEbeone i
financial i nstityl] il tedl by dhSidfithd bftRies @iscussed
st S TR AT A 1R BBl ) 5104 by B
herein SQUELN BB M amBleS HAOKR 280/bF BY £ hiRkipdrtybiometric database operator.
transportation authority, and/or a Security '
CORPEREnt RRY Hrtdiprbtel 18E sihled By groviding aaditibnalseceitp with the
parti‘cul ar Security systemwherein the security system
sampléd. "TRY RRNAlyaRaRinRRide) v keamile cometyption sdestygtioAsses tityrkelyn digital
FIG 9, fob 102 may include a bionetric security .
certifiGy&! €ewilR anlibi guy ethel aecirityi hethadd hgowh onethe j st and discussed
security using, for exanple, fingerprint sanples.

! As :
hereinu€am drenare sgeurity yerdors may vkilipt e eruyity methags te sigpn wil/or access

. of one or nore fingerprints, thunbprints, palnprints,. .
the bibmotrisr sanees. arkheopreaeni iBupntioonantifdalest thap SEAFeEs o6 the "biometric

~ security system 902 y .include a bio ric sensor 904 . .
samplehiagey byl (BN Ri HOMAH i FF SO APISH T Al ST Rger @ security
3 har dwar e and/ or goft war or _acqui.ring _and/ ~ , '
procedbie SBGs 1l BTG R T B et e RR offt G grong level of

accessfo(%rseceu?l%wmedh c%?rteislg:oanld;s § 8&990%63 gc%@?sctiottﬁg]ﬁgreﬁcs%ﬁien %he samples

rﬁay be accessible by certain vendors such as, for example, fob 102: transaction account

provider system, an issuer system, a merchant'system, a fob issuer system, an employer, a

financial institution, a non-financial institution, a loyalty-point providgr, a company, the

military, the govemmént, a school, a travcl entity, a transportation authority, and/or a security

~ company.
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or otherw se sensing the portion of fob user. In one
enbodi nent, bionetric sensor 904 of the security
weywhemi192 may scan a finger of a fob user i nPCI/U8200%/626067
acquire his fingerprint characteristics into fob 102.
- Bionmetric sensor 904 may be in comrunication with a
S terface/driver. 906 s ch, t hat enso terf .
i ﬁ)&ff?%f‘c@ Voo ’i“ﬁlj’g‘F BRI Ry T it B Securicy
systerré%l?o%g)]fattgs 1&1‘]%1 b15 rkgr tgHo SAsl%)%§'n i} F18C6! 1b308 may include

e opera A power’ source

a bloréﬁng secmsrt ¥nP98) c@ﬁﬁ%@fd'fﬁr Wﬂhg%&:ﬁ&rw dedurity using, for

onetric nsor 904 an ensor interface 906 to

examp‘Pé Fitigerinf §a1ﬁﬁl%b r ed yaedderdif fingRRirik is@mplb rhdyeinclude samples of

onetrlc security systen1conponents [00100] In one
one oﬁﬁﬁﬁ@'ﬁ@g&rpﬁﬁm itgahbp@intgf palapridt§,2 faonminty camelfgmany portion thereof.
bi onetric security system 902, the user may place his
Biomdiiihgrorionsystean 9020mey inctudeenisiometrix Sensdriofevhible maytheadonfigured
aut henti cati on process between fob 102 and RFID reader
with al fehsomantl/or other pruiwade apdor fspireaieofer glcquisiag uansforsprocessing the
identity. Fob 102 may digitize the fingerprint apd
biometrisrdsa Gomm the geisas sudl af; éqrtqkz@a o PR BYanRINEs FRRASHANCH Saanmﬂg,
dat abase (e.qg.,

b I d
or otheryse STRNS Fh?g@ﬁ&;qe‘?#f%ﬁ??f B ORo RO HAgTkBb BHAF FPegE00 of the
t t f .
scuri RS 008 A BB TR ot B B oS B i B drpron
characgg{g %Jl Eﬂ’ho ZSOEE \'I\Qet%%g&% B% ﬁ{a Vi colnﬂﬁlllﬂigétﬂﬂ fha sensor

rea nnecti on, W reless

1nterfa€9/ﬁﬂ%ft é(feinsucﬁ tﬁ:&%ﬂgcﬁ'rmte?fr by, gél% tﬁ{‘YmQérBﬁﬁt information

f'or conmuni cat1 ng Is transfer of information

and triﬂ%){nﬂs nCdipsig tb‘%@nt%lle@ ”@BXQtfhcﬁI‘batedﬁﬁi’vﬁmg £He, opeeftioni dfyfob 102. A
digital certificates and/or other security

'powerds%\fifo%e(% g, Oagenf D3N thle be &8 wohinyunddativh evista bivingetrié-etnsdH 204 and

navaddltlonally communi cate with third-party databases
sensort Btdrface 1906 ab epravidemipadesicad fastenefon opalatia® 2fithe bidrhétge security

-and other fob identifiers stored with the bionetric
systensempamentsAs used herein, conpare, conparison and

simlar ternms may i ncl ude determning simlarities,

dinf dngrexamplery epplicatienef b 102 dnenperatmg Blogetiag sacuEtyoFystem 202,

el enents and/or the |ike. hiOlOl] Pr ot ocol /s%ﬂ@g
the useromey dlacerhip Ggeeragn thecPipmelicesRe 1ootfate thipmiiuab guthgntication
netrlc uthentlc tio

procesg%{]\%%ll g flfe)a;{x}g l%lii{ Temdegr Or jhprogjde Wéﬂica{mn g %he user’s

'laenuty:&%sé%‘zms AU (T
; storedcnlgﬁpg gtP 0 ar ¢ %ecﬁ? Eé,u dﬁt%gasg eﬂ%’ Rcude o rfoHDfO% The ﬁngerprlnt

information may addltlonally be compared with information .from one or more thlrd-party
databases communicating .with fob 102 through any communication software and/or
hardware, including for example, RFID reader 104, a USB connection; awireless connection,
a computer, a network aqd/or' any other means for. communicating. This transfer of
information may include use of encryptio'n, ‘decryption, security keys, digital cer’tiﬁcaies

and/or other security devices ‘to confirm the security of the samvle. Fob 102 mav
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,and/ or technol ogi es may be used for conparisons. For
exanple, for fingerprint conparisons,

wEe@boziahg sequence control ler 208 may utilize BET/US2005/026067
exi sting database to conpare fingerprint mnutia such
as, for exanple, ridge endings, bifurcation, |akes or

 addiicgafie Sompnse ok der bR e B B dP G SEE  freeen fob

o Ry oAb Sy HAE TR
compa'r:é) bco%igm aRdf gin’iﬂa? nalhy 3§ i6ANAL QUtreﬁgin\M% BinSiBeR126 adi¥ierences,

Sécuri‘'ty procedures to confirmthat fake bionetric
ovciate (S Vo) M aT= fehhbn dsxBeRke, to detect the
emmfﬁggﬁgﬁﬁfgSé“??%%@?@?g%ob 10§¥ﬁ£y be further configured
t ProfRap iR QRdirbli@VR08t Bay fesklitafecthe ¢oval ecinpyrisuini grethenticate
ridges at the edges of the fingers, and/or any other
the bis@E@RIAIY aptheaiduse cirouit d0cmapivatiditei the sefoumatign.  Any of the
fraud. Qther security procedures for ensuring the
embodimbie nhayc biternatively onmtlditionalnpichsleneyndte cpugarisons performed or
nmonitoring pupil dilation for retinal and/or iris . )
controedhg onppeEOIT GirddrstySscurisy (vARIaTs S8R §BMOre GoRRATson techniques
noti on sensors, b&%% heat .sensqrs and/.or he
t

t .
B L —
oI Ll DETES! 220 Sl AT Ll e
iS55 8RR, TR, DAY B B ep o e
o, YD A SRR AL MBS SR ARBFs o 5 ons

Whorlsgﬁﬁl%ﬁég QR/SMER Rfer th@ho BT B th@ bkt F6r ﬁﬁ'g%riﬁﬂiﬁtlb@ﬁggrisons.

enti¢ation. At any point in the transaction,

SFSY Qb Ry additiohNAltey cofipuastt witbsdtsadaryoseentigr peocedures to
PIN and/ or” other identifier associated with the

confirfn tAASARE bRnALE eanpleaact aot Heimrededi Faraaxpinpld, o glewef the use of
furtherverification of fob user's identification. As

fake fipaérs, fob 10D endyrterforidri configirot tuseasupablood feyy, e check for correctly
requested to select fromone of the financi al

alignedciigantisthe| adged of theciingers, and/er eay wothes seeandsry progpdure to reduce

account, and/or other accounts associ ate

. with the .. .
* biometyiccheeurity dragdnpitleer sqnBity BECedHs 98 CBIEYG %autjme;etﬁ:ltg of biometric

- list of account options,.on a.displ associated with ‘ \
samplepney fnslisie maBiPring UPY ghlatiop f%fF‘g‘lagéP‘?f?F IBAGPS prossure sensors,

. ..device and/or any other finangial or transaction... .
 vinkig B Sheh A iRfen BRIl ool ARPAhERBer procedures

[00103]

N
SR P S, FAPROA TRty i
mutual authentication, and the transaction may proc_eed accordingly. However, the invention

contcmp\iates that the lveriﬁcation’ of biometric information may occur at any point in the
transaction such as‘, for example, after the mutual authenticafion. At any point in the

transaction, the system may additionally request fob user to enter a PIN and/or other

identifier associated with the transaction account and/or biometric sample to provide further
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[00104]

,[001‘05]

[00104] The present invention includes systens and

nmet hods for facilitating personalizing and dynam cally
w@vekeam zi ng fobs and associ at ed dat abases i PCT/I82005/026067

context of a distributed transaction system Mre

particularly, referring nowto FIG 10, an exenplary

o AU Y 5 B T g o
el Sty LIRS (B OME A oty e o

E i e
accoux{eth ggéf))r offér gg@%okﬁgélﬁteay@ﬁﬁ e Mnetﬂl(g %%Sm r']Z1r¢]3duser may b

rprise ection units 1012 one

presen%l4m &, 1BP8f 4606ufiesptik oo Hisplak adsdvidiéd With RFERE@Ker 104, fob

to interoperably accept information fromand -
102, aitBit &pAdE Sechtityddvieandd2 any BttRR fiAeuizll artyansathiod ideeiot association
DSS may al so suitably conprise a personalization
with aSty&isadtiohl Glnaarchtisen eatbodimént naipayeensay aeleytsomnofid@ accounts. For
- configured to comunicate with FODUS 1006, [00105]
exampldy rmedqparttientustarel payed maynmanstly| aadior aatsaitieally selgeica dgpartment
support client server 1004 pmy communi cate over a
store igsued agsounty dtaxpilable, dorEIBAFacqO8 t hr ough enterpri se

networ ks 1014. EDS|Is 1008 co nicate. wi.t h.update = ...
B s PRATAPTBCIo R BRLCHECRRTIRBIAT Balseig hqsonalizing and

s e R M A AR PR (s

oGS SR GBI g e
oM i i .t | , ‘

oo AL STyl BRSO S 48 G0, s

.'sewer)%%g)%(bakglﬁéé@%kab@eoéidatt% t&PPJ04 QEADUd2bnt Dr did¥\énterprise data.

correspon DSI 1008(a) and network
synchrbBib4fiéh intdefActd 1032 EDISTY; @h upafe NsHc byatdn0 10, 308 Obmoaadnterprise
networ k 1014(b), and so on. The DSS may i ncl ude
data caNedtih tundts Y1 npnBEICWH), sudloné wnahdenBOS bdevizles 1i1A configured with
accordance with the nunber of enterprises represented.
RFID {20406} tPdntempetablysccan isfpsnationl frémrmag inteifeceowigh fobs 102. In an
-~ function as the issuing source of fobs 102. That is, .
exempirzy Sorhatlinenti DS syayt alsn uiGbhaeomprise: 2Bersprakizatign system 116 and

i ssuing fobs for use by_ the, consuner, by p . dj ‘
 an accpyddeaiRERANGE By KGR d 42 CPRfEFNIP LA FOTIPERIERC whOBUS s

initialization data (e.g., count, nunb i. al

L}Ihﬂ:qbc]epgljzlglgél%l}éuqnf anppg.&léglgwcgg’ 0 ﬁigntl, ﬁgcqr?é rﬁ@posff %il%ﬁisgrver 1004
. regard, FODUS L i nt er.f ey onal i zalion, ‘
vy o pbine S o2l MAASHLEFERst B RELAREE6h} s 1014

f by prowvidin dat e g ent, aef.ab.d.s.: -
e iR MR gl L I, SR s v
enterprise data collection units 1012. Enterprise data collection units 1012 communicate

with FODUS 1006 and seéu’re support client server 1004. In general, as described in further

detail below, each en’terprise (e.g., airline partner, hotel partner, travel agency, etc.) may be
associated with a corresponding EDSI 1008, network 11014, and EDCU 10.1A2. Thét is,
EDCU 1012(a) corresponds to EDSI IOOS(a) and network 1014(a), EDCU 1012(b)
corresponds,té EDSI 1008(b) and network 1014(b), and so on. The DSS may include an
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[00106]

[00107]

[00108]

system 116 is described in detail below in conjunction

with FIG 18. [00107] Account maintenance system 142
woreapeloz31ps ovi ded for customer service pur posesPERUS20051026067

this capacity, may act as the point of entry for fob

user conpl aints, questions, and other customer input.

. FODUS, 1006 may sui.tabl omruni cate wt ccount .
arbitrapsa PHIBAAAE éucéyﬁtnéﬂ?@ié’){? iS dp &éw@aﬂcgs%’}t@ttﬁ% BUplRe of enterprises
seryice representatives and/or automated systens in
represeffeft essing fob user issues. Fob POS devices [00108]
POS devices 110 I ] :
R GISHTED VAR Pl SULE LB RETad Rl RogeeSions 102

That %igé&géﬁélﬁét%daﬁﬁ g;gs?%n %l'i%hfa'c?fqéat Vafife Y 1%&&15%%‘%1% &' use by the

honme tel ephones, ™ vari ous

consurtby’ @ @%%icﬁﬁ/gsﬁ gf@eteﬂﬁﬂle@ O SuctiR lpBheRG d AR zation data (e.g.,
not ebook conputers, Internet workstations, automated

accourt HubhBersTBE ] REMbeAT ¥bthult pRifetenars; an the tlike)ri hadlds fegard, FODUS
(POS) stand-al one ki osks, network conputers (NCs),

1006 ipREfosakith ptaossivhticmagssert PDAL) drder tafacilithteae-isswanedfythe fob
configured comruni cati on apparatus. POS device 110 may 6

by providippupdditd dgtasinithe elent cafob isfdestmyvsdaledt, cs|stelpmr Personalization
phones) or centrally located, for exanple, in airline

systent | fkietdesnyibad éh deipibbelpwds conjuegtion withhFIG A& | i ti es,

- hot el | obbies, travel agencies, and 5BEI€| Ss. In .
adierounb mainigrAnae S¥Eemntl? RBY tbeppigvifled; Ik CYY MR Service purposes

i, SRS e SR 5 BB T, ML LSl s, e
fi t .04 i t. f .
e SRR, FORESSHIRSn ShOPE AFRIRE h ke e

, system\;\ﬁll%f]n g}alcﬁlgi.eg% gﬁéﬁs@%&sggﬁﬁni 'chreﬁrQﬁnéatgt%s &tfd?’é‘[:g:jlutomated system in

ecure ort Ient” Server [00109] Secure
addres§ﬁ{8|?9l5£se?|i§s§&t. server 1004 may provide, where
appropriate, any functionality mssing fromthe
I Pl O duialicBOS devices 110 used during a transaction.
Server 1004 al so suitably handl es routing of nessages
f POSdRECeHEM B8y A6 tiee fobaisapiorgapr abss tBHG dEGBted transactions
and/ or EDCU 1012. [00110] Referring nowto FIGS. 10
systemithdlovigh, a auriety efpheany SechuPOSsdgypws mayl inehte,skr gaamplgogtandard
, may conprise a security engine 1102, a supplenental
home tegphboes; vanous G WirelesOsystearsd pay phenesy paAmisps coampytarg.yrotebook
engi ne 1102 may conprise suitabl e hardware and/ or .
complg@f,t];m@etmkstgt@qn@dam@nated teller machines ATMs), p01nt\-offsale terminals _

(POS) stand—alc')neskiosks, network compute'rsk' (NCs), personal data assistants (PDAs); or any

éther suitably configured communication apparatus. POS device" 110 may be portable (as in

the case of PDAs and cellular phones) or centrally located, for example, in airline ticketing

and gate areas, rental car faciiities‘, hotel lobbies, travel agencies, and malls. In addition,

‘businesses may host POS device 110 to streamline their émployees’ business travel. In an

exemplary embodiment, various POS devices 110 may be configured to interface with (or |

* incorporate) contactless fobs 102 or fob receivers in accordance with the relevant portions of

the ISQ-14443 standard. R
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[00109]

[00110]

[00111]

provi de nmessaging (e.g., secure nmessagi ng) between
server 1004, EDSUs 1012, and networks 1014. MNore
wapweiotiteal |y, security engine 1102 utilizes PCT/US2005/026067
aut henti cation, data encryption, and digital signature
techni ques in connection wth incom ng and out goi ng
ssa acket.s. A variety of conventional security
le in the context of the present

a
i RYEnLi r , Y
YRRyl QR G 1B R, HES SRECHELL By iy

missilPBoaY e BhdiviRhl POYRIIRESR D Gsd &MY BBnsdcHB8 1 Herver 1004 also

uppl enental application support 1104 nmay conpri se

suitabBH h&ﬁﬂéserdman%\wxﬁesedgéé @Fons PUSWaEECC O 1P o et Spprepaite dDSI 1008
to specific POS device 110 functionality. More :

and/opBDUOE WO |y, server 1004 may suitably determ ne the
nature of POCS device 110 utilized during a )

t Rafesring now. tol FIGSO30 dedild e anl tRerdplary srsurd suppadeclicneserver 1004
appropriate software for effecting the requested

may comprise 8 stamity engine 4 803, arsupplomentgpapnlisatiemaipport 1104, and a router

106 BB R 1 iy SR SRR S 1
R i

oY T SRS RS LSAR o prs 1012, an

o TEO LRG0 i LAtk Syl Wpheninion

s ELT) B S5PRRs FRIpSISTH copORoe ol 180751 40 oo

messag?&)'hél&'tsy RQaﬁet?B@ES’ﬂ@hﬁ@ﬁal RuRty £1868MnkQde sﬁithQaicl)‘e4iiletﬁé k¥ntext of

unctionality nmay be suppli’ed by server 1

the prR&HRWSRni6H, OntRARE! fokOdanmple, IDES leheryplioh, RE A ddhentication, and a
capabl e of transferring nmessages to and fromfob 102

variety Bf athefidiminetpigairaat nolley@yetricahbigptographid teblniques.
configured PC and/ or RFED reader 104 is configured
wWStipplEientdie upplieation suppet fluAdt inayalcpmyprisampuitable aplward and/or
by various software nodules residing in the PC and/or

'softhmp Eompoaede related to |speaific ROS device, 1 Kb funstionalty dgreoparijcularly,

transfer the varjous, nessage pac et(g to and fro
%aﬂ?e

' ! : . P :
serverd Q04 anay1 guifghin gleterainsy [clyq ARtuE @i t P V&St tl\;\grlér?_ﬂlz% during a

s S BE e R o TEYoPE PR SR INER, o crtcing e
e B0, e b, R BN K SO o

i3 s shOB0Bu TAR RSB ARl IR g o
o ST B A LR A0 0 5p i
messaf® Habighs ?gest:ﬂbédj G thrter (diail below). sent out over the various networks
comprising the DSS. | For example, where a transaction takcs place via POS device 110
which may consist entifely of a stand-alone RFID reader 104, then nearly all functionality
rﬁay be supplied by server 1004 because RFID rcadef 104, by itself, may only be capable of

transferring messages to and from fob 102 in a “dumb” manner. However, when a sluitabl}'r

configured PC and/or RFID reader 104 is configured with POS device 110. most
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[00112]

[00113]

[00114]

| through6lt tH@DSStcoggOiléﬂ@Inr@yiadmaﬁrmuhﬁnmﬁﬂ)ﬁ, and an audit

. example ctavielj emsaotiog o himeedielorapgagtion, debit/charge authoriz

changes, reservation requests, ticket requests, and the like. FIG. 7, for example,'shows an

appropriate functional blocks within the DSS to which
a given nessage packet should be sent. The
w0 d@anefipgat i on of the appropriate functional BPCDUE®05/026067

may take place in a nunber of ways. In an exenplary

enbodi nent, the identification may be acconplished

through the use of a | ook-up table conprising a._|ist
functiaplityppey pe isappdied duyt Vasious spfewieyaeiules tesdmg iaithe fC and/or RFID

extracted fromrequests rec iv%gﬁfr m POS device 110. d
reader[16b1 IByuch @ cate: Aeer HRYaasHUH FRRHEL tha vedov BetsagpBaets to an

om0 S8 0 0 ol R4 g AR gt may e

oot BB kP BT, AL URuBE P LA oty o
(e.q., BS aAétR/%?‘ &fa ﬁ{ladmgég,s&f iR dt REAUAD AR BBSPOS device 110,
co?rponen $ 1 n any advantageous nmanner. [00114] It w ||

fobs 1@%1&%&@5&?56&13&&7&4&9&% 1864l led in the art that the

rm"transaction” refers, generally, to any nessage
CRETN| 0%t fikaBlyekankile roitedeest fiessagéd wcthengpeopriate EDCUs 1012,
. particular goal, for exanple, travel transaction,

netwoikis 8N4, sal ROSWeded | 1, Thielis, réwtbat YS may hoconfiguredito identify the
preference changes, reservation requests, ticket

appropriagu ésicdonahbibcdkhevittik ¢he PSS, to7whichra givamphessagshigasketaghould be
exenpl ary transaction data structure useful in the

sent. Thnidentificatiopefiter rpmppriaie motippal blecks Jarst take Plice An g number of

travel partner, wherein the field nanpe 702, data .t
ways. ﬁgzan(exczgple‘fy TRepdiveR) fhe 1%884?%%9% be é‘ﬁ@‘tfﬂpl*fgéﬁ? thyffigh the use

KSR MR SRR R R EELT -

conprise. c imit. ata packets,- al t hough ot her
ﬁomr%{ggw&crea@g%gﬁgﬁglggg}% oyed. Fob Obj ect Database

nda%ta(ften%{afet Sﬂ%@%sla SMQ@OE% skBRD 1804 L@/ N6t be used, and
stores information (e.qg., securely stores) related to
4dRceéanpaus, b SRl Sifitd3n oR&Sres lobfdte the need
the m%%?vn?g?éﬁgs@zs 14(}€?nd 15, a%rl n an eéﬂ% 1ar y enbodi nent, - = -
for serv@D¥941 Q0 riMRN KOt fuB&icAs BEEetkért 1008 Giyke dlfidatedandalistributed
managenent nodule.1504, a fob object database 212, a

file 1508. 116] Security engi ne 1502 may provide '
syivititheeappeeiated byfthose skillest inathieaart thae thenfepmnifransaction” refers, .
stored within fob object database 212. In this regard,

_generadlgctor antyymessgg eneonih0@icatad ouer the systemripoelecting a particular goal, for

aut hentication, data encryption, and.digital si g[nat ure
ation, preference

exemplary transaction data structure useful in the context of performing an on-line

.transaction with -a travel partner, wherein the field name 702, data type 704 (‘C’ for

characfer), maximum byte-length 706, and description 708 are listed in tabular form. In this
example, th'e; transaction messages suitably may comprise comma delimited data packets,

although other data structures may be employed.
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00115]

00116}

00117

(00118]

[00119]

i ncom ng and out goi ng nessage packets. Suitable
algorithns in the context of the present invention,
w0 n@baeBa9s f or exanpl e, DES encryption, RSA PCT/US2005/026067
aut hentication, and a variety of other symetrical and
non- symmet ri cal crypt ographl c techniques. 00117] Data
d 4

ﬁﬂ@ S VUL bly act as a data

0o—and account nmi nt enance

0
Sy BB By e
the Val'l%gp ?gutehn%esgﬂ)”t RStk go‘QeEcWQ‘?GSt he e@af asf ahngd exemplary

Systens. For exanple, data stored within
e affRe mh OcatBriseO4 sbeuriy aingthel M5G2, fordaet management
embOdug téﬁiorr]g?gbe easi ?y used by EDCUZ fg12 or account
module r!%bmt £ 61 68jedtddatatASE Q1 2l 0 @ity objektt el mimistgtememodwiedifi0g, and an
4 may conprise suitable routines for effecting
audltmgqsagar& on and formatting of both incom ng and
out goi ng data. [00118] Fob object adm ni strggji on . .
Semivitye edgi06 1683 mayopioyileswitebls| secuiiy fphsiBtes ng]ﬁem{f%mﬁon
edit, update, delete, synchroniz and. ensure

stored wishist foht obi¢ct rdatabesy 2Lt i 1nthist fe@é‘i‘fa SEEBILE FOgInFR} 392 may utilize
bj d b 212, f d bas k
various gtpgl%;tt]q:qtlgtg? é;?c: gpcq%rmlgnp,\taga@lgli% é?gl?aﬁuﬁ% ?ecﬁ%lﬁugsxlgx aﬁﬁéctmn w1th

R

150 f oth
e A i B
of fo t 6. More -
Syme%’ﬁ?]tl cuq%% %ﬁ%@ﬁ%] g%t dat abase 116 take

?21 eﬁleﬁtel%ehﬁle 950 Rk G RIS attadal dss intdrfins detwanFODUS
I onstructure changes, and the like, audit file

1006 oﬁwnélﬁt@ﬁéﬁcé uisp abkellias betweeh FODUS [l 6@eand terhtges EDCUs
changes (e.g., tinme, date, and nature and content of

1012. §ge shrimually, r[n@&ila D4 Fadilitotss eotvertingankisansiaping febegen the data
may conprise a single database or a set of di Séasl bldte

format deddpinaes, systams bdoussaple, @ttmst@rqdh\@ltlpéﬁ&m%%t@ 6f10pay not
various fobs 102. In general, the state of a

‘be stor@ibinchinrmatrelich sy by casiiysed By ELXYS K112 GAcroHRt @?aé&a%ﬁme 142.

an exenpl ary enbodi nent erein a data.struct
Accordingdy r & omnoganpent Sendpde 65 %n@ﬁrﬁo&@éﬁe Sp 8%01%50‘1&[6? tbf effecting
‘ dat abase 212 st %sz‘f i nfor maél on reI ed to the
i

* conversigrpid thrmpttng of IPB‘?'FQIHEPE apeo H’ﬁ {& various fobs S
th [l fi4

o e @ﬂ@ﬁllgﬁr%‘iﬁo%rﬁﬁoﬁ‘&s{léﬁﬁzs 3 Bl sRpRCHRSe KSRware to

edit, umig]r:g Ee?a{syg)% o @ﬁsjug @gt’é\%llnga?om%léﬁ 8f ﬁ&t& stopéd within

object database 212. A variety of database packages are sultable for this task, mcludlng, for.
example, various !;convgntlonal fourth—generatlon relational database management sysﬁems
(4GL RDBMS). -

Audit file 1508 may sﬁitably track changes to object database 116, thereby helping to
ensure the integrity of fob data stored within FODUS 1006. ‘More particularly, when changeé

to object database 116 take place. as a result of preference undates, transactions, application
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[00120]

[00121]

[00122]

[00123] |

[00124]

that it includes a suitable set of data fields for a
given fob 102. Enterprise Data Synchronization

wo nicetHee [ 00121] In an exenpl ary enbodi nent , PET1ES2005/026067
vari ous EDSIs 1008 nmay track changes to fob data
and/ or applications corresponding to individual

el e L el o

s Tl siHr BeABBHBY el e Vo
#ég\%}qggdait%?s L 3 p@&% Ha% S@ﬁ?{/‘%ﬁﬂ%}ﬁ%&éﬁ%%ﬂ J‘%et of distributed

databasgg,tgm be ﬁseerdvtg to%? aleq@%wg%te&@ Bf 18 l%ﬁ’é’ust f8bs 1ensipféeral, the state

en various formats, nedia, and communi cation

of a fol? ﬁ%&%‘l{hﬁra@ DBY bP 8 sHRAAS SRS 65 indRd. fﬁﬁhrgé\\eﬂ[plérbléembodlment
ar c ol ce” of conponents enpl oyed. [00123]

where1§%cdh’id LYucRRgiim 8ccbed@hceRithISOMTRIG is wiipddsled, fdbcelijedtydatabase 212
measures with respect to the access and storage of

stores infriafiBh k€lite@id thednditiwer apphitaivas prd&2aen @ecs/@,rlptlﬁnybS 102 (i.e.,
engi ne 1204 may utilize various authentication, dat

the oveatirfjiptstmnturgnas wielji asathe shdjniguak ﬁeldé,cﬁﬁﬁ?fcﬁ@é@ jand data that may

© connection with incom ng and out goin sag)e g ﬁ h

comprI&IthoadDh}H)l@BngnS} tAhﬁte stractupefoz dpl ebiect osen suc

©invention, or exa DES encr yptl on,
that it ingindeqa ﬂé‘ﬁblecsﬁw ta g‘ﬂés g’r\?&”feé'trfgé EP“ ot her symetri cal
and non- sy Btrical cryp o&raphl c techniques. [00124]

P eTphHes Datg SyRCIranizaligl thy Itably provide a means

dR e afooBy eRbedBl °é2*’e”a$ﬁa% OB f0dif ok Ehitgcs to fob data
and/or ggﬁ% r| S@Oéé&ﬁp]#dl% %QWMt rl‘é‘é‘st VW'ithS réﬂe?é&):)to FRGS. 10 and

or e ers to co e, fob informtion

a DS ®IshhyP €0 £mhsicatiorneiedr 1202, a
12, in g%é;@e’nﬁfiafg%gbgpgn IJ(i)!yal ty, pr efygr erﬁlgl?e and ot her data

security RAkink b4, @8d aREQbMELAiADASE 0206hat hotel chain. During
Synchroni zation (as described in further detail bel ow)

AVFIAREES ba@veal Z0tanny 3Babinyfabiitape cpeuysinémtion ity metworks
the system and, visa-versa, changes el sewhere in the
112 an8Yptiesen] oy sisternd0DUunic tierbgam, saveriema0be cqigired to translate
communi cati on may be done securely (using security
betweeangarivais 1©0d)ts) medim j and cednamuriratipnc BiphAsc % ireay @%r%?ssary or
1202. [00125] In an alternate e od| ment, the

 desired gimen therpattioular sheios abepraRpoepis epPEy$d1008 rray be fol ded

:Sne}cgg:ypgqé%:r ée gqu]q%z:sglt%vﬁgquﬁtagl% sec;mtyt mlegsures w1t?1 respect to the

access and storage of 1nformat10n with customer database 1206. Securlty engine 1204 may

 utilize various authentlcauon, data encryption, and d1g1ta1 31gnature techmques in connectlon

- with incoming and outgoing message packets. Sultable algorlthms in the context of the

present invention, may include, for example, DES encryption, RSA authentication, and a
variety of other symmetrical and non-symmetrical cryptographic techniques.
Customer database 1206"may suitably provide a means for storing fob information

related to individual partners or enterprises. That is, a particular enterprise (bosting, for
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enpl oy one or nore physically separate EDSIs 1008, it
may be advant ageous to further streanline the DSS by

WO pwenopavati ng this functionality into the PCT/US2005/026067
correspondi ng EDCU 1012 functional block. Update Logic
System [00126] I n an exenplary enbodi nent, update
| ogi ¢ system 1010 ma

forma I es f

exampleapefhiosk &1 7ed rf%frﬁr%ﬁ/ﬂf, OF SRElAY CEsE O oRtas foby B rizaion related
EDS| s 1008. ' FIG 1 i npl

only o pgbaRRERbE. dDHEEEID Bl el ey sty PTPAR nd other

o oL DAL 08 9847 PR ISTRY R Bahoi U s

[00125]

[00126]

[00127]

[00128] -

S 555 3 R 300 85, BB B e
and, visHReksh OBhdngedbls8Fher8NA tH SidtéhUhsy bbi@biminiORed frda@base 306.
across the system Thus, |ogic engine 1302 may be able
This cdBnRBIcalisA ARy MBI @dherBalittBusihg SecurihedindXD4 id Qodjinction with

and EDSI s 10%8) need to reflect the change. [00128]
commiPdtAiomasage M®0R. nodul e 1304 may suitably act as a data

- interface between EDSIs |1 00S and EDCUs 1012. More

dpemi flieradtt wmbodidng, the Gunctiopality pibvided &ydbaEIISls Q@8 may be
- transl ate between data format used in these systens.
folded Autoothdicotespondine EReHate nT hatgeuvhile) sp Allysrpted smpqdigent may

suitabl e routines for effecg%ng) conver si.on and

n

employ eRfr Ry PHYSKaHN Seprietsi g B i Bt PeaafRufagedusgfo further

Secur i ngji ne 1306 nmpy be used to ovi de suitab
streamifie fha DYSHBALEPRE APE Y doputnany Qi Horteng i PGy 1012

. u te logic system 1010. Security engi ne 1306 nay
funcmﬂi‘?‘ﬁ@f’%‘e various authentication, data encryption, and

- % 4@l osik 90gbir € techniques in connection wth

: i'r@rm“ngéa'rrg—cm goi ng nessage packets. Suitable
ahogy b hNerhbSimeRt @%tateflogibayReMSEOMO hidy eBfh&Nand securely
na?/é?{ ncl d%ﬂ,y for exanpl g, DESé engrypti on, R%A

routes &8 BaAE&RddORomand tany@fticdity RINCUS het2 aydBEiSts ¢ads. aReferring
non-symmetrical cryptographic techniques. [00130]

now toEFIRNPY inséh dipaplaey amhbbdinsint, atpdate 13418 sysagm 401 © afelyyinclude a logic
conpri se overhead software used to maintain data

,e.ngin'et 138054 dataheinspemeEDEbduld 09®!, arsdcEDCIOsne 1306] BOaBeprise update

Ent erpri se update audit nodul e 1310 may suitably track
administpatat €308, ahdamentepnis umtmglchtfm@i}@ﬁl@lbﬁat e logic

enging 6302 may suitably function

~ system 1010. More parti cul arlel, Wwhen jnformatj
. 0

n i
direct and distribute 1n?0rmatslon changes

. across thé system. z"l“hus',' logic engine 1302 may Jbe able to determine,which;rr.lodule.s @ie.,

which EDCUs 1012 and EDSIs 1008) need to reflect the change. - | o

Data management module 1304 rhay suitably féct as a data interface betweeh EDSIs
1008 and EDCUs 1012. More ’speciﬁca;_lly, module 1304 may be able to convert and
translate between data format used m fhese systems. 'Accordingly, data management mddule

1304 may comprise, suitable routines for effecting conversi'oﬁ“ and ‘formattingA of both '

incoming and outgoing data.
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[00129]

[00130]

[00131]'

[00132]

[00133]

across update |logic system 1010 (as a result of
pref erence updates, transactions, application

wa@reoaoeuse changes, and the |ike), audit nodul BCT/BIM05/026067
may track suitable indicia of this information (e.g.,
time, date, and nature and content of the
communi cat i on Enterprise Data Caol | ection Unit

(Do) 050u%y besordeimTvid ShIapls ey s with respect
o DTS 15 LR L P g5 BB e i
PNV NG U T —
and oug%c{(iﬁ'a%h{%saﬁg%iag ets- 498 ’tab?e Qllé? %rmL{Héj abitedt FRAGHE mventlon

ase a CUS oner transaction data

. b h
ey 4 S RUETESH SR AR s i oo

ymme@ﬁ&ﬂlﬁhéhéﬁ-fsyMﬁle&hdaﬁc éihiqeesU dat a managenent
5 nodul e 1416. 00133]1’%’%ecur|ty engli ne 1408 may be used

tRht&rppivd Opdasel h@@bﬂl@rmﬁmstmaynﬁmmy&&mprtsb overhpad software used
data flow ng through EDCU 1012. Toward this end,
to mairgeutatd trarsfigibeowceAEDSIaY 008 and BBCUarlOds
aut henti cation, data encryption, and digital signature \
 tEénprisgrepdateauditmedule dA 1Gvmay sumhimtrﬁgk apdpteshingagnagion flowing
nmessage packets. Suitable alg orlthrri in the cont ext of
through w@d@tpég@msystﬁvemluoonM%yaﬁtﬁeiaUMeW £ 0 e%ﬁmnels @E@“mcated

o Ao ) B 4l Wi

srvcofd YRR B Gof A0SR bR Sl OBy R0 BRI ndicia of s
informpfR{ B RE, P 3l BAROEANHRHA file OlufuhBRidHE . Dt

as fo propagat e e vari ous t abases
%g% i‘gﬁiﬁ%lg%oﬁﬁgiﬂ re updating. For exanple, .a fob
use 0 change fob user preferences in the
- QOEES 1912 ndy’ ABHRARE sRBingiahh BoRiMating Yh@ fragsTéres fdyinsleronization
This information may, in the short term be stored in
data c&?és?@é’(ﬁ fig 1¢@%atticulart dierprsel | Wilharefe@aioer for FEE )14y i ah exemplary
- could be fanned-out to FODUS 1006 and the appropriate
embodER¥HYs edt@ftisantht-EDAltidO 0t T2ty pieclode pr swalyt eugnd 408, a
described in further detail below [00135] Custoner
custonlepyptidty ttansactian tatabastaltd@ias eusmmer hug«ltjbﬁamapn@bds}tab@ed“lo a
to store loyalty information (e.qg., frequent flier
custorrer pguding tensagtion detabase Hddoen ap@aﬁe dlptahass 1947+ e BDGU audit file

enterprise or artner In an alternate enbodi nmen

1406, anofRCUyadmigistya a6va it dA2caden BDGY Wewen@ﬁgﬁwiaw

;Sgég%tgge:ngp{@g 84 %ﬂgg}yaoggggttg Sprc?x]:ldedsautlta Blaesseec&rf't%/c%neasé{res with respect

to data flowing through EDCU 1012. Toward this end, security engine 1408 may utilize
various authentication, data encryption, and digital signature techniques in connection with
incoming and outgoing message packets. Suitable algorithms in the context of the present -

invention, may include, for example, DES encryptidn, RSA authentication, and a variety of

other symmetrical and non-symmetrical conventional cryptographic techniques.
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[00134]

[00135]

[00136]

[00137]

[00138]

1402, 1410, and 1414 such that a loyalty transaction
becones just another transaction nodality to be
wao e@ekzxdody EDCU 1012. [00136] Custoner pendi nBCT/US2005/026067
transaction database 1414 may be suitably used to
store information related to transacti ons whi ch have
taken place, w thoyt direct f e i
p@'fs?(i“e I , tr%ﬁél%%@%? ?%%sl,%ag tllj)cg: ﬁlsé\‘g POp %tgfe informmtion which
| bR Hodor B frbPAEEL Y e {@RuldSabases and
rougﬁ?%ﬂ%@tg@& b‘m%ﬁﬁéoestkotﬂri ol ve use of thea e

network? Qh%fﬁguit?ééﬁgﬁgﬁigﬁ.e tRYroUgihpfe, UehBalozr @Ay ®stused @6 change fob user

st andar . I'n such"a case, and as detaile
preferdnbéd iGhe Bolowof 4 fhssa0RéwiRY pafticalir eatetpriss! Ahédinfotmation may,
pendi ng transaction database 1414. The transaction
in the Sl@irateigiTbé Borédindditstass 4044 (fdr thet particuer enterpesy) omtil fgcould be
fob 102 may be used in conjunction with PCS device
fannedidif to WOEEHOE dnabthe @Ppriopyate EOIGHs W12 andsEPSISUS08 0 diys type of
may be updated with this new information. [00137]

has bee?%

transadtijpdas desdribethiadurthergietadeielaye suitably used to store

' -%;%%;rygggﬁg@g;q%agg%i 'gsséué‘ib‘éf'@?y fl{;@%ﬁ%fy&ﬁs@% t\é\)h;tgrré loyalty
ndi . F X | e, dat e dat ab 40 b .
A N S BT T ——
bel ow. [0Q138] Audit, fil 40 - t
or parRb g e L opdiniphe Aty Phsd ol By 1486 oy ot be
emplo;ée 1% a'fltﬁgll QR@?@&%I@?%I% P Gatabikefy 1 ﬁﬁitbé ah&Stporated into databases

nment’, at abase 1410. an alternate

1402, ﬁHP@dLﬂ(;HS 14 ‘@’Gﬁg fq)aﬁ Qq%%a@t@afr%sﬁctlid?ﬁ/ Btdoyned afusd afdthdrd f@nsaction

i's uUsed, audit e 1406 fmay track changes to

modalifpfoPRasfked $98DAY 1612.and 1402. Audit file 1406
, ttherefore may help to ensure the integrity of data in

th\@toBaP pehdiMg frhdsastion Qafabade Adiit nidyr be i sustablyl esddi i@ store
may provi de suitabl e database software configured to
informetdort relatpdist €ansdeticat avhishy hasiertalrinzdaceamighan slineet use of the fob 102.
non-corruption of data stored within the various
More gatiabladps sethattramsactionspiuick easepiefsranye ochapges. andjdhapikgegay be

i St idi0 320 10, (SO Cot 5 BB o,
o L RS T R gt e
o BT S35 55 CSHORP SRR L SR By, oo
T T
conjunction with POS device 110, whereupon fob 102 itself (as well as FODUS 1006) may

be updated with this new information.

Update database 1402 may be suitably used to store other types of transactions (ie,

“transactions which may not be classifiable as update, loyalty or pending). For example,

update database 1402 may be employeél to store file structure updates as detailed below..
“Audit file 1406 may be used to track changes to update database 1404, pending
database 1414, database 1402, and, in an illustrated embodiment. lovalty database 1410. In
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[00139]

[00140]

[00141]

[00142]

Net wor k [ 00141] The vari ous conponents, databases,

nodul es, and appar atus descri bed above in connection
WOwak/0231e8 i nventi on are connected via a suit abP@r/tist085/026067

comuni cati on network. Such a network may consi st of

various physical connections using a variety of

O S0, SRRSOk GHRIR. Fad RSl e 40

.may tr%g‘g(;c%gl(ﬂ‘é%sgg %aﬁgﬁs‘é’?‘iﬂof qqﬁ’@fb%‘&?l%o f Atuﬁg g«g ?§@€‘{heie3f§rrrt§§H%’ehelp to

r. I exanmple, 'a wireless net wor

ensme%ﬁ@h&%ﬁ%%ﬁ@ﬁmﬁlﬁggﬁﬁg&geﬂ&to secure support client

serve Internet TCP/I P connection may
bedaiYied e oM HSrdAa8 shitabld@atibdst QUEwWRR G fikAd. to edit,
[00142] Those skilled'in the art will appreciate that
updated d¥iefd, &% Hct@bnibér shaaeBusy abe-obrraptonsof tiadl stofedrwithin the various
I mpl enenting the present invention. Various nodens,
databaseaubat sy ORigrise BRGUL 12 (i. & addtabasessiddletrd)4, 1410, and 1414).
power - suppl i es, and peripherals nmay be enployed to .
rRath i mendgemebenedduls 1416t mey pprevidat datg smemagement rapabilities to

__enbodi mrent, for exanple, a Conpag Prolinea conpyter
Facilitabpata timader btweenciob® | &haad GAARIRE 19Nt IMBIARRIRE 1§ as well as

et Gl S8 S B RS AR 10, FODUS
1000 TBsocOuR i oAb SR b3 e R O O

Pr ol | neaconput rating in a Wndows/NT environnent
of datartifﬁ\ﬁ?eﬁlgﬁe ALY ggft&'ﬂg

a sui e dat abase software package.

%@t@%ﬂ?l i zation System [00143] Referring nowto FIG

an exenpl ary enbodi ment, personalization system
G RYousULS AR nénfsO MRfabiss 2 niddilel P AAY ippavatsy 8dsefibed above in
1802, a legacy management system 1804, a gather
connec®PR | ER the hveRded arcl Sifhectedevion suiabledditalbasmauni@lion network,
an activation block 1808, a conmon fob personalization
Such aWetwbikymasB d@ns(sCoPyaricusgeyvicelecdnneamns 18ihg a @rietnobeonventional
fob security server 1816, a key nmanagenent system

data prb&i8ls, forcexemplay thayBCR/IR gyrotwyelt ditravili #2mppreciated that the individual

Personal i zati on S}éﬁé em 116 may be in conmunj cation ,
conneofionh bétwiser, oomponentzrofi thopresgunt 3ystamanendidter.| Koy grample, a wireless

popul ati ng fob database 212 with the securit eys
PCS nftajors may s SBIAEE b GERORS CRFICE] 180 SrrG ol shepserver 1004,
. 'Whileglgglggt%ptl%él)l/l efcrz)tnlmfzét%;fmgx}lfq bgdegrllp cl)}%lgi’ frgr%rl*s(S)B%ISI 120336I 2 the various

EDCUs 1012. - |

Those skilled in the art will appreciate that a variety of hardware systems are suitable
for implementing the present invention. Various modems, routers,’ CPU’s, monitors, back-up
syétcms, pdwer-sﬁpplies, and peripherals may be employed to realize the benefits of .the

present system. In one embodiment, for example, a Compaq Prolinea computer operating in

" an OS/2 environment using IBM MQ Server software may be used to implement secure

support client server 1004, wherein the various POS devices may comprise stand-alone fob

~ kiosks, an EDCU 1012 and FODUS 116 may then be hhplemented on a Compaq Prolinea
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[00143]

[00144]

[00145]

116 may popul ate on dat abase 212 a uni que fob 102
identifier for use by RFED reader 104 in determ ning
wab@slza198 ob 102 may be aut horized to access SPGI/BH2005/026067
100. Personalization system 116 may popul ate (e.g.,
inject) the encrypt ed fob 102 account nunber into fob
taba I t
compufed RISt pofgh B RIL, BRGS0 (LB By S RA U RE Rvare
packag?ddi tionally popul ate travel -related i nf or mation into
ob database 212 for later providing to RFID reader

HonhldAienR_Ldedy t ravel partners, and/or issuer
s‘y_st_e’rrTTU%ZT In one exenpl ary enbodi nment,
pesteemaldotald PIG. SI8s irean dldnptay énite)dilentapyrsatatingtiondsystem 116
: conput i ng system as descri bed above. For exanpl e,

may suiablaoaigrizatifoh nagsgenmnd tfteray 802)cl la@b@yantmtagmmaystem 1804, a
personal conputer containing a hardware securit

gather rpplidagion prodil ¢80Giang ermmorodatabseso Adl0. @ﬂaﬁﬁﬁmtmsblpck 1808, a -
interface. Prior to pogb%atln the security X

comman fely petspemizaden whlityhd ﬁ, E{@ér"l‘l“(?eH‘ﬂlie?‘yilﬁz a common fob

information, and travel -rel at infarmation i '
security GorvsF |RHED keamepagegpnt fﬁéenaiga% SRt Pety Ho s 1820.

e i b A A B
interfa?éiﬂéﬁfc{rgéﬁ%{}l ' O8sb [dgtga%) wa{R”tggeéé‘é e%rl%'c%ltatmg

Fit SAEOES 20asY ul'e Dreﬁ l'ace

1
S AN S 10 T AL e

116 m%p%opu@zﬁg oh 89@6¥scMAn foﬁW@Q%@nl@i@ﬁfdﬂ‘ée by RFID reader 104 in
t'abl vcomuni cat e account mai ntenance 142 whi ch

determifBNg ¥ 1fhdp €fob OTT2i ﬁmyetsé bRth6GPoIUR Gedess Bistdin H@Duspm@aﬁahzauon
[OOg.L46] Fob managenent system 1802 nay suitably

systeml €@V pbygulhto(ergeqingst) tHoCEncayyied riob 1182 eacconent number 1nto fob
gathering of information from various sources.

databaseeDiet firllyter pnhndmg tmauthmﬁatwl&md@t 104 Rexpounsligation system
request information intended to SEGCI fy a desired
116 mgy adgitiohalln kpopwatea@a\éth@l@ﬁeésmfosq@ o n@pa@beﬁt&aﬁ%s’ﬂmr later

i nclude, for exa [ st of desir i catl ons
el s G o ke st o
|pgpe @C@@%?@b?@ﬁe %8?85?@3%?%%@%“& 14 BeyaRIR Ay fandard
compuEigge Y5 d esnlfa éggffggﬁ c[ - O%éna& aglipilé) r})%fsonglfiz%ﬁgggisggﬁ "§6 gﬁa?fqnclude
s b, R, S UETETRE) UL HIR0E i o
convenrtféglzgl e%?lgﬂt“g U.fe?llﬂt ﬁgc%éoslirﬂfr%i 89@ 54 £hd S&RFity B ?orﬁ1at1on account |

egac mana nt system 180
number, unique identifying information, and travel-related information mto fob 102 or RFID

reader 104, the hardware securlty module may authenticate fob 102 and RFID reader 104 to
verify that the components are authonzed to receive the secure information.

Key management system 1818 .may suitably comprise a database module, CID
replace module, key system, and key sy;stem CCP 1812 may suitably communicate with

FODUS 1006 (shown in FIG. 10), and legacy management svstem 1804 mav suitably
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[00146]

[00147]

[00148]

[00149]

alternatsmRasimant the fob traosPRRASs PO
..pl ace throu ny suitable neans, far exanple, data .
ySPeClﬁ%{)ﬁéhir%‘Fth&Ogver the Internet, PSTN, and the |ike,

i nformati on not avail able as | egacy data, fob

managenent system 1802 may forward the rel evant
w@ovpoesass s of fob request 1801 to gat her appl PCHUBIING/026067

nodul e 1806. In an exenplary enbodi nent, fob

managenent system 1802 may choose the optinum fob

physi cal characteristics for.. articul ar fob request .
commipgafe Wﬁll?aa(ccwt TPeiBRaGA JroHticl B dlo o gy o Capyrgpnicate
r ' the appropriate type of fob chip to be used
““hFﬁgiggﬂ% ‘a nunber of factors, for exanple, nenory

i Rl %@%n? ?W&%& @iy ﬁ{a@%% fob 1RGudsP€801 and initiate

esired-securi‘ty functions. Sirmlarly, the optinum

the gatng?ﬂg?GPiln (ﬁ“éx%olﬁ‘gg%n‘f QRiER! oBfceflBTeRG a1 G586 Requet B01 may consist

nat e i ment, the fob transponder,

of varRLOLORRL! RESHeRes BRAHEDD Speciffndl dbdirdl grisep oTElgb RBaracteristics.
specitied in fob request 1801. [00148] Legacy

Such cHEA@ENERt MY Sichde] S dexamipleacs lissofadesired applecations (airline, hotel,
repository of information related to the fob user's

rental @asdtc el designasdn pf whéthenthe foti is mewha rdnsiyal, s airepjacement; a list of
organi zation. For exanple, a fob user may have a . .

default fohgpsert prefiireeges coupsponding doithe dasired appligations; $eisppg) information

rgani zati on (based .on a_ standard, enbossed mag-stripe

relatedfipB)e fahalsmm@r(npmd@rw%}s apg yoydred acaRb Ry
' ted int ' d, fob. 0149] Gath ‘ .
T BB I8 el B R kol B oy pfrmatn
avesd SEFELE, I AL i L S5TebCh, FROFORT Ptk araARRR 1504 por
inform}ritri]éne%fag@a\ﬁa{»ﬁ Q“ﬁlg}w QRS f%ﬁﬁﬁﬁ%n@%. ethOl @)a.;tl?&% f&ward the
emai ni ng appl rcath on 1 nfornati specitied in fo

relevatfig%‘fﬁ;rﬁr}ancﬁéoaf ) ﬁgu%i(el'mll Y cREROEhpRAtion dxﬁbdmﬁsﬁ)& In an

y correspond to and be associated with the

exemplaPAEMbsAenD F5H ARRAGANE BN | SESmU tEdbse tHeadptin@idin fob physical
applications for use in fob 102 (e.g., networks 112 in

charactetiStics ¥0) a pahitalar ffol regpsesinizel. Thatob, fobanamperh&kyyhinck802 may
i ncluded a request for a hotel application may trigger
suitablgdtteaninapd hpmEbdpaate 1R ffob ichipt todtearsddbased mmamirgbdriadifactors,
with the appropriate hotel database 1810. Hot el ) ,
for exataplabasmotB toquiynentsesnd: eeraputatiorab camplesity ietbe fdgpipggl security
+ the correct file structure, access condjtions :
functiops e cOinitagly, threatimumy arajeeol/segignes Kentrelist gngxy be chosen. In an

configure fob 102 with the requested application, ..
oeapsasecobiraliet cpriye fikgemay be

ﬂ%éécg/;?rga_%gge%e%% rsygtgrarlln f%?df’ma? ua%p 283 -ﬂitweereBgﬁﬁ?y of information -
related to the fob user’s past relationship, if any, with the fob issuing organization. For
example, a fob user may have a long-standing credit or debit account with issuing
organization (based on a standard embossed mag-stripe fob) and this infofmation may be
advantagevously incorporated into the issued fob.

Gather application module 1806 may be suitably configured to receive information

from fob management system 1802 and legacy management system 1804 and then interface
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[00150]

[00151]

[00152]

[ 00150] Activation block 1808 may be suitably used to

provide a neans for the fob user to activate the fob
worwe/02319has been i ssued. For exanple, it nay PET/USINBOR6067

for credit fobs and the like to be sent to the fob

user unactivated, requiring that the fob user call (or

ot herwi se contact) an aut gmat e,d,sysﬂtﬁﬁm at the issuer

with the Nardeusedatabasesch§ 10 e eattice afl semainingsappligatiopgin fogmajjon gpecified in
| i shed vi t . the f d oth
o bR 0Ol R TR S0 0T
oo TP e
et her h ti ' [ i i .
o OEL RS BT SR e gderon v
includefi ra%gfesﬁf&oarﬁ&@ltdpﬁ%iéaﬁfoﬁqﬁi}ﬁgigfg@pgatﬁéﬂ a%?licat{oln- 1806 tb Mitiate data
oper at | i Al . ,

ng system e structure and ot her

commuiiatib@ith fiRbappdtiatO hbel derabdseaidad. t Hofebldathbidp 1816nmay then
transfer this information to service bureau 1814 (for

return #@fRadation spécifyfy fuetorrowd il Ghuibut€) MBcdss monditions (Heagrityhealefault
fob's state as issued). CCP 1812 may be configured to .

values, tagitl logtfer tdag tbarombigureffobHe2 fvdth thbjrequested aphlicationciGangmunication
fob i ssuance systemto be used (described bel ow). '

~ with th¥hasipugdatalasenppl 0 ozmyi teke plase shronglpenyrgyitahle mgeps, for example,

rel atively high-level functionaljty request, and CCP
data corgnnicedion oveithe Inteemes Fdil, i2ad thsplle pr &?%u@eoth%fégﬂi“}?h’ such as
. the inplenmentation. [00152] Personalization Service
simple Bhenedgaus®s4 may conpri se suitabl e hardware and/ or

f) | [ f
SCLAUBASARECTARE NG b E0E B LR Lol e
il G B, 55 LY Pt
the lik.ef ng)gt_)eg %En’? 1 he'Bbl us@Su tlvgtg@,vl%gtlﬁ(i}eiﬁ% Fhat SAO Q550 IR cAll (or otherwise

ripe witing that my t | ace. (00153] .
contactggmﬂan{a% s?lt?t‘éﬁf atlthe RSUYeH oA B 4EOEIR)thentyb. SThi$ alaly yypically be

nprise software and/ or hardware conponents to
accomplRhéd FM@nas P tiRadRhibek ayd dthéosuimble B usingm toach-tars phone. In
enterprise key systenms 1820. In an exenplary
this regafd) @diivaeion blddhi 1808 mhay beatsicd o frsilitie this festien foyythe requested fob
- service bureau 1814 in order to conplete the

(i.e., toppecibnahéthatsuon agivaties s, davisedopeacessetl faF ppatticelapigh). -

"typically be the case that a fob 102 cont |_ns”§, n.ugber .
&TCRI1§ F2emay be agsl tocaeaton sorsessly dprpasigd fpl robiedhy Her rtahgRerating

of enterprise organi zat]ons, e skilled in the a
systemwiild staynpurecingt all prhsr avpitablg fthﬁ@‘ﬁ 9 &&ai??‘ﬂg‘?ai?ﬂq‘? fob 102) then
readi ng of these files may_ be advant agepysl '
transfer G5t FTQIRAIONO FAPHICCRHTER HIA (R CIRHIIE Ob g AR ang FRDYS 1006

(for,r‘eq%géing&leat%g’esss%atg gsn%L&eid?.nCrdlBl %12 Ja@ S cc%%‘fg%%g‘d £3068 1 th@ Rimat of

the fob object to the specific fob issuance system to be used (described below). Thus, gather
application system 1806 may deliver a relatively high-level functionality request, and CCP
1812 can create the specific “object” to be used in the implementation.

- - Personalization Service Bureau 1814 may comprise ‘suitable hardware and/or

 software components to complete production of the fobs for issuance to the respective fob
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[00153]

[00154]

sui tably inplenmented using cryptographi c keys which

are known by the appropriate parties. Thus, service
wheonoemes194814, whose task it is to create and pPELIUS10085/026067

the fob file structure, may not, ab initio, have

access to the keys to performthis function. As

nmentioned briefly above, known systens have attenp

. ; \ [ t enpt ed
users. mthintegard ervicgrtubtasm 8y raastinglude @i syialle Joby spranteiy tg handle the
central repository used in_the issuance progess, .
transfer pbindpyynation 4@ ﬁhﬁgfogwh&m At WEP2a9N% CORYEHIPRY} GrUORSINg O mag-stripe
.. Methods in accordance with the present invention,
writing {Beat takGRIACE| | ow for communi cation between the fob

d the .individual ke : 1820 h [

Bmen Sat seeein Servit 5T TEERR), Mg sl Corhitibe) fiware and/or
securely do . ' t - .
v BABUGRENGRRSE ool 8y MR s covrrise ey
systems li:@’i@.bllé( .aﬂse‘eig?ﬁ)f%ﬁﬂ; 2fibbliin®ne thidi RIRHAGES MaYYbd &ceésell B service

I ntornation, om CCP 1812 regarding the identity of
bureau R4 Viar QS tABRhpIeRd tieNSerédhaligativhegbestsi MMbleepaticilatly, it may
fobs; then, when pronpted by service bureau 1814 (or, ,
typical?'l & ERaddsy hat .a fobi T2 tenthias nanmebebyf sitfiferewteapiplicgtinns associated
814), contacti ng the appropriate key system 1820 to
with a ediiesge af kegrprise loeganizatisns. t Orelskiled oy thecet Will appiccigg 4hat the

- during personalizati on. Eé)0154 Key systens 1820 may .
writings apgatinge asdireadirigeotitiestiles w35 be pdvantipappsy sestrgted fhpgartioular

particsoyeC @ERSE it lod 506 SR AEOR AR B EAE ) RS qegyitfons may be
suitab I g GeB SR AP CBIR) eairat SHhieH a5 Km0\ B cahpfbpriate partis.
Thos, e reqty b 1o gLkl s &0 FORT R Pyl R Fihifne, may
o R A P R Dy i
known%g/gtgfng itk althhbBreal9Qbivk AR pRoWledi @y ddahRkiBhE ®By data in a central

erve romthe particular enterprises), rather than

repositBE) PR AT R6aRE 1OYessY H d82lhg [1003Hbdeptablevistdurity risk.

P tEféJ appreciated, to }glﬁe s{i Ielei%l in thge[aart t%wzﬂt t he y

MethodUCAdcBRmhcditti kBe ptdseitineéridn] howdver, they eflywtfer communication
i npl emented using a variety of hardware and/ or

betweeh@hd Yoty rdaherirdivddiat kepoysternd 1820nms-tbh &ibfis heidg dssued, thus allowing -
cust om devel oped, Dat abase-intensive functions

~ key infoembtiones be fsecurelyadgpimpaded toothe rfab agjtheuhthes %?@?ﬁtm@f, a third

may be inpl emented usi ng, any.sui tabl e database , , . >
party. pECEad816 fwyche, sulleblsbegsd to dygah@?e s Pllf’?éesﬁihxel)e.ce“’mg information.

Per sonal i:zati on Process L . L. . .
from CCP 1812 regarding the identity of the various applications to be created in the various

. fobs; then, when prompted by service bureau 1814 (or, alternatively, prior to issuance by

service bureau 1814), contacting the appfdpriéte key system 1820 to request a key to be
transmitted to service buréau 1814 during personalization.

Key systems 1820 may comprise suitable- database systems capable of storing,
generating, and ‘securely transmitting cryptographic keys associated with a p;clrticular

enterprise. Key management system 1818 may be, in this context, a system comparable to
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[00155]

[00156]

[00157]

[ 00156] A personalization system as descri bed above in
conjunction with FIG 18 nay be suitably used to
we@bdoboram |y i ssue a | arge nunber of fobs w t hPEI/usIH5/026067
range of functionality levels. This task may invol ve
. obtaining and coordinating, in a tinmely fashion,

el SRR TR R —
I n thi .d, It . ' t
sstent LB b SR EE 808 89 S5, 1516 ot hey

system%i 139 Smﬁ{ér% 594 )(?(\fe%%fng? rb% %‘e@é{t}{th% Beal Eﬂe?t ¢SS 1896 ((in accordance

rnclhude, for exa keys used in connection

with aggl%ﬂ%rg.ﬁ Qn@‘fc@?%ﬁ'fo%@t@(%ﬂ FRBR @S0 lthe partichlaf efilefpiists)! @ather than

user” personal data. [00157] Referring nowto
being Eén@n%-tecﬂa‘i.@?dysl&m agpeexenpl ary fob personalization
process will now be described. First, the system may )
recdil\be appfeointddeuestskilkidap tho M2 Yhat Alse foaatiomahdibcld dlusirated in
- fob managenent system 1802 may be suitably used to
FIG. 18ansi beimplemtntod nsiggestarztyiof irdwarteeandfos sgfiwheer gomgpogents, both
i nformati on from various sources.  Fob_ request 1801 nay
off-thesghietfalahg/oc o prestarn-dsvelppefl e s tDat#hfase-irkensine hecioge dpergormed,  for

specify a desired group of fob characteristics. S%ﬁb'
exampisi By el E12RagIaTt YO 18PdEY PoHm SmAHed usigg apg suigble database
desire plications (airline, hotel, rental car,
package; ze.@; 883%%‘?’ 39 Bth%ﬁJ%et her the fob is new, a
rSnemayi or reglacenent; a list of default fob user
spondi ng to the desired applications;
per.s | .1 0f or |.O ; e yser ,
AR iR Bl BERCRbE abid O tDR wiaTB, 16 may be
suitablg'etgted £ ?ftfctié?ﬂty]ingl%’a Lg% RYRb& B BYs wdhe&bvidmn%@ lbf fidREonality
nd confi gura

ion appropriate for the given fo

levels." €ia8dk h8P InvoFhd sbtéi armycobﬁiiﬁaun;gam y tipety fishied, dncurate data
fob managenent system 1802. Thus, fob managenent

for indSViGEAToll 8842 smyssakarhmi@isgpanmeitiey erérpfiscstsappoiited by dlatsystem. In
of information received in fob request 1801 (e.qg., o

this repardyriy meyier érenss, thaegierted patuaringy eftenpris¢sodesreael limit the
the like), then may sel ect an appropriate fob chip -

disserfinationapflpropréatyry sfataay Bk dgtagn@h}rﬁ&de; for ewamBlenBrivEy keys used in
the optinmum fob operating system (FOS) Eafy al so be

connegtisneritefpb ayoess opndirions aspvelbaselile sepctutsndi b BrerRersgpal data.

o s Tt 15 R oces it
sow S BN Rtk ATt -SSP RRRIS T enined

sl BB SRR 5L L8l YR B . st o

initiat%wg\?éﬁlt Ietrr]. g:})nfggfor&gﬁm ﬁ%}/x? l(fé}?onlg;sroﬁ%ﬁl iF%ﬁtri:@IEétSY% I?Hiay suitably

ron genera

“consist of request information intended to specify a desired group of :fob characteristics.

.Such characteristics may inélude, for example: a list of desired applications (airline, hotel,

rental car, etc.); a deSignatioﬁ of whether the fob is new, a renewal, or a replacement; a list of

" default fob user preferences corresponding to the desired applications; personal information

related to the fob user (name, address, etc.); and required securitv levels.
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00158]

00159]

[00160] |

consi st of data acquired through a past relationship
Wi th the organi zation hosting the personalization
we®hem19d n such a case, certain data such as PCDUSHE$/026067
name, preferred billing address, title, conpany, etc.,
may nost |ikely already be known, as will certain
application data. Such inforpgti na e I I ‘
868 iiem o ahdap i e a0 B BF R RN appropriate
: dat ahases complisipg.| ROYPEE By 480 dnandBement
for the Giiep 197 TeREE: 190, TERetdy Dy TECERENY Hreripk Py o uarhe
) THRY e S Ee R el ie T 802N8a] eLarsiie ul iuftREWE Eftors in light
system gﬁ%v%@bﬁ& #ﬁ%ﬁeﬁgn@g nent | one% briefly above, it
i ioREreb th b ARk BB0%t(eGK emembryt hgquirekentsp dasifedbsecurity.
of mfoﬁ%lto ngt(??éiﬁés theﬁ?lob user. Ot hat activation of the fob
functionsS ah@ Qi KIRY, fheh Aiayt 2146 @n appiopyiatei fobn chippfroml 4 library of available
"1 hvol ves the use of an aut onated phone system or
chips. Inthe@k4aé waphie bplimuiitfeb oheiateg afstan B GSr may plsp bE selpeted.
fob requires activation may be based on a nunber of .
fietepr E06f diob exemipfamationugeybhi @iained. | Faus gtcp may be suitably
, nunbers, or mail fraud statistics associ at.ed W{ht(lila tbhe 1810
perfornfedibyugashersippligatisanednle 800 P2t DR HLHID §3 tabases

i ncluded in | egacy nmanagenent. syst em 1804 h .
and legagspiriaaacisat dsdBobirapagishit oot aly Biipmetion may

dat abases 1810 to retri t he jnf ' ~
e Sy b oo PR S ADCPEpbASAERHSH dem. and
.. typically copnsist of fi.le.st re.i.nf.o i o
ot 5 B LS SRS pIRE D gy
c:onsistg{):]rtc gg%r %@&%éégtﬁ%g%g? Izi{)a%)tlc alhitshipowhthetRabigafiizhiidn hosting the

I cation). For example, in the

- personalfzafio i f ?ﬁ’fl[c?l%_@a%é, X8Qk ARY shdhcdsUdB uger eaue prefémed billing

n-airl1ne application, gather application nodule 1806

addressTR¥1eC ORthasty, Ehe Al AbasEkdtpatresiyobmkmyyi, astwidl certain application
énterprise hosting the airline application, then

data. SRNThRRMaLiBE N9 Rvaitablli stered tin,uadunay baferipgad Hom, ypg gr more
process may continue in turn for each new qr nodjfi %d

databad®d Rohgaisingriegaryomanagemeposystand 1804.0 Asneatt 6 _ste[po]é)i)éi} e system

In step 1908, a full fob user data set be. cr eat ed
(specifitally,abbguladBOR) CEP degerminerywhethersihg fgtyl}oﬁ%( requyR acfalva%oh. That

5, a5 hantionhbeicabpiy B1rew B3 GRPRGO U AGHELHEH BG TBFoA (o0 e
n()tiﬁéga M%gééxatlhgt g&&;igggg Iéb%‘i)elé Irgcteuirflgg ?%‘%?th %\%eé rT?%égvation typically
) . object may be tailored to the. se £ QD ror t.”‘hthra
ivovesche g ot onopaeg Pt by OB SR, e yeiepl et
- . specgified.in step. 1904), : ' f Qlf #48@ks, for example,
particyl quyRs d’ﬁ{l g@&aﬂ%&r%éd Iﬂ)lgsnéagtB Iégdq%gg{gf and thse P

demoglpar]ptln?cgijgr?mgggte i [c]}s,e{)r bfl fud staiStics asgoCiated with’the‘fob' pser’s zip-

~ code number.

For data not included in legacy managemeﬁt system 1804, gather application module
1806 may suitably'communicate with databases 1810 to retrieve the inforrriation needed to -
satisfy fob request 1801. This information may typically’ consist of file structure information

(e g the DF and EF hierarchy, data types and lengths, and access condition speciﬁcaﬁons for
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[00161]

[00162]

[001’63]

[00164]

~1812. In either case, the key or keys may then be retrieved

apparatus used to create the finished fob within

service bureau 1814). This allows the system in the
w@e@emelilog) steps, to specify file structures, PEL/EHS2005/026067

types, and the |i ke, without concerning itself with

how this structure wll be encoded onto the fob or how

LR EERIIN A e i N S
the.intended. fob d LGLUT 6 oo

o 5 805 TR A P BB SRT0s

contact{ 1%1(8) 1(%%%?&1:(]5]& c%es@ohcﬁ%& &r%)e/thg Lﬁfﬁgﬁn’ﬁn hostif@" the Usirlfh@! Aplisat®fn, then

ta objec ermned-at a prior point

downloa tﬁfﬂl%leg}iﬁtt Sstrhb@te nfornlafi6nf TREHroORS hiay @htiftdinkBaPfor each
, may be .

I stributed anong various conponents of the
new or SR appfeitfalto e vhddgpsthiedtisd tiidwobf ob user data set,
or fob object, in step 1908, this data may then be )
$€ 6lep t1908,GDEIA HBGKer ddtepet i8dOhe crEhted, aritsbiyassingh@CPt1832. This
DSS (particularly FODUS 1006) has a record of the fob
data sest at &foht objbe,”t imap Wiimptely balsed duyi servicThhuseaun i §Hrie jcseate the
may then be inmedi ately avail able to account

physicatdoint Ehafue efthe doh aliect MBOYEY] ITREE FRBOGHeRE thefRp object may
comprsy g § s OGiong ) B 5 The ikl b ol ) steced
b o en Ao aE W B et doh 208 Apgontn
ot o G P AP (D TR BB GRREHE HRBLH 6 cpimer (e, e
soparafi GER 0 SO L By D Yy 30108 gl Ao P i

system,[lﬁ%ﬁrg p@ée\ﬁiitfgestgb’é', Q@%Pé@%ﬁie_%tﬁfchﬁgﬁt&% pes; dilthefliMe, without

ropriate cryptographi c keys.” These keys have

concerfihg RECIE BREMoWEhIS sevthrd (albk encodys bemrhd Elomdy #81HAta will be
eaflier (i.e., after step 1912), or nmay be retrieved

accessddN Ugahtiltstepe1908, fesyysreaended dnledevetnpes telitively bigheod model of
bureau 1814. Alternatively, the keys nmay be retrieved

the intdnde@TSS daR Ibruatuie;tthaspenifitsentay e Gabstagiatlypinyvisible ¢o all but CCP
' transm ssion of the fob object to service bureau 1814.

for inclusion in the fob object created in.ste 908. .
[oen@B}mpts enphogdimentsyarioys dg@ﬂ af tl}eotgt) R cg)éeqt gﬁa&é’l&p c?etemune

: Service bureau. 1814 may suit ahl ownl f ab e
at a prigjRoit in the Syghemc Sthabay (e piRp bty ShaRt d%F Faops disgributed
crypt ogmhi Ctalﬁaﬁfe-’ The initialized fob may then be ,
- i

- among yauQUS(LIERN SRIF® to the appropriate fob user

iI-Paving created the fob user data set, or fob object, in step 1908, thjs. data may then be

sent to FODUS 1006 (step 1910). This ensures that the DSS (particularly FODUS 1006) has
a record of the fob state at the time of personalization. This information may then be

- immediately available to account maintenance system 142.

The fOP object may then be sent to service bureau 1814 and (if reqpired) CCSS 1816
(step 1912). Instep 1914, the relevant keys may be acquired to allow service bureau 1814 to-

create the finished fob. As mentioned above, step 1914 may be suitably performed by CCSS
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accordance wi th conventional nethods. Synchronization
Process [00166] A dynam c synchroni zati on system as
waele®enriiesl above in various enbodi ments may bePCFE/20DH026067
~track the "state" of the consunmer's fob. The state of
the fob may be suitably characterized by the structure
of a ' [ [ : th [ Lece
1516 SRR R o Flh Wb (lc RlGs o R QBB coch

indivic[rlr%g g_r}g(g h.a\%{rmﬁf% pﬁﬂg%"redtéﬂ Whihe napRlah&atysais safsbigabeatéd at service

Tob can vary. For exanple, data files

bureafT¥ 40idr @t ButAs 1%y ikerrsiAE0CSP 1816 foraic appropsibiterceyptographic

fob 102. That is, the fob file structure suitably .
keys. MersRdyeshalvbeithed beckinewievidb ik ;M stensoi §20Dnrk 1818 earlier (i.e.,

OQperating System file structure wherein files are )
after stapgi 21l yr g drei weibvad tilhirealdirhé ér sesponsecto e requast fiom service

Specifically, three types of files are defined in |SO
bureau7 836+ 4 Altdedtively o thef kdys gngsDby reteipesdebt 5G5S il § s apgtpnsmitted to

and a master file (MF). The ma

CCP 18h3poigbtestransmissiones tb)eﬁob Pbl@@t"tgtdg‘/é{eit %ﬁwﬁa};ﬂ%‘?m@m&g the
ke or ey RRY JoBdedr RIS tOT STEHON BaR BRI AP OO
oot Tt Ol B0 TR SR B A e s
e oy P S o e o
The irﬁt!?ﬁiz%%ﬁ rm%iu kifen @ gﬁtlfkca &Y @hd Xisribhte& to tQESaPlﬁmefﬁte fob user in

ouse particular ap tions) are often referred to

accor@BicAPRh L&Rlch@bn A estkicked files (ADFs). The scope of

, the present invention is not, however, limted to this
t yaRhhiAatibh Prédesct i on fob. Ot her inplenentations, for

~exanple, Multos or Java-based fobs, may al so be _
[00166] siidyabi& syinchionizatien systéresas defcribhé abenat nvarions embiodiments may

[00168] A nunber of synchronization issues may arise .

be usedntot theeknthé t“stafelnaft the wopsymertsnfobx t The siateeal thehl%éemay be suitably
par adi gmati c cases reoccur wth sone frequency, and

charactasizad &y tthe stryctwisdutapplicatiennuiqdoingthe f9b ﬁ%'&i}enﬂgaﬂous pieces of data
transactions, and 3). file structure changes. ‘Each of

that ar pleted witlia Shegg |app Be described in turn with respect

I XU AT T SV
S t ke.. I , i s ]

ol e S SRR LR A R e,
+ fob ﬁl%oslflllugu@éj Xt?i@a}b?}g ?é)sléﬁilb}/es MR gvéiﬁl@nb%n MS-DOS (Microsofp Disk Operating |

System) file structure wherein files are logically organized within a hierarchy of directories.

Specifically, three types of lﬁles are defined in ISO 7816-4: dedicated files (DF), elementary’
files (BF), and a master file (MF). The master file may be analogous to the MS-DOS “root”
directory, and contains all ’other files and directories. Dedicated files | may actuaﬂy be
 directories or “folders” for holding other DFs or EFs. Thus, the MF may contain an a;bitréry
" number of DFs, and these DFs may or may not 'c‘;on'taig other DFs. Elementary files may be

used to store user data, and may exist within a dedicated file. or within the master file.
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[00168]

this informati on. For exanple, suppose that upon
initialization (i.e., when the fob was originally

WO s®ameeB1vs a personal i zati on system 116) the f oRCTUES2005026067
fob 102 was configured to reflect a general preference
for snoking (e.g., one file contains a Boolean field

il A0 S RN R B o B Sl et o

A g TN TR it e
limited; Eolsﬁlzifyy% %@ulﬁ%ﬁﬂ%ﬁ&%}ge nOad} TRplemehfohd FoH 88dmple, Multos or

use 10 to co nicate wth a :

Java-bTRAVERY, &R a¥sol RGRtE6le RERIH@Y cEatetILY tHE mshht IAveraster
104, wheréupon aut hentication of the fob and/or
f Rbmmardest fRyhloakeatigl aeges( Alagparkd (id) the | mMultinfugxidor lfels Yontext, -
enbodi ment, authentication nay take place in
indeedaciroe Gardigrmtichcased eacentr withtsomms frefuenky, uBOrel@E6to: 1) update
. standard. [00171] Next, the fob user may use a )
transactions, %) Ipendisg rtransectipbsaced B3 fibpstrustirb ghangss.d Bark ef thege cases will
wor ki ng in conjunction with server 1004) in order to

now bpydestribed ia tumanlheaspest tq the@resepigny@yit8st  a change to

[00169]

(00170]

the preferences file) (sstep 1704). This change may
2 ¢ |l ate eransaction

t ALY L a~at the fob 102 i medi ately.
That i.s, POS devi 1 d/ 1004 '
g e Ry By 1 B0 e AR TR 364 e

not be}cihllngeai%mél& hrlti@?ff i 1:91? i;}l[e()«%zgua]ts%ss ﬁ;ggrgo%ﬁf L&U?mfag%\tﬁ‘rl t?lfqag@ use of

en ro transacti on

this infSRI08h alt‘d& &%Eﬁdﬁ%ségxﬁgﬁseesﬁ{lﬂegg% ni%l%a‘?fon eERGhEnl k2 Fob was |

corresponding 1« 17Q5 re pectlvely.
origina;ﬁf‘itgsdea vidl SRS OEHIRG G s§sEl§n Y5} 81 6B sk EsH 1 0D wak R8nfigured to

to be"changed nmay be associated with a particul ar

reflect & &1ePAli (i 8fcfince Fbt SibRihf (elgY, ontBfile knass0s iBdcd¢hnwitltl keyed to
- the organi zati on hosting the DSS. These two cases are

smokiktgssr-sheldng)n bt he folf Gkt ABY Wishdsavichangerthisqendrabpreiference file to

FIG 17, the change data may be sent to and stored in
reflecttahenaspmkogy prafeect€®SI 1008 (step 170S). Update | ogic

system 1010 nmay then transfer this change request to :

tingthispgaseprefcatiag EDEUOLBHGS. (10 and 17 hendepesly respest to an exemplary

corresponding to the particular EDSI) (ste

1710) . .
emboditheny, thef HOrREET switabdy Y &36i 108b147 & w@@upﬁg&eh@ﬂg)&l conveniently
correspondjng . e dat 1404. The ipf t '
octe BpSE ARSI AR A B S b LY 80 g ocor

bR LB G R AT bR R

[00171]

take plége? ﬁlﬁgaggorag&te \Fith r%'tje({fgnts%l%ttimf BRYIS06d 16%andafl, exanpl e, |

Next, the fob user may use a suitable user interface (supplied by POS device 110
working in conjunction with server 1004) in order to perform a transaction (i.e., to r¢qﬁesf a
cﬁange to the preferences file) (step 1704).. ’This change may typically be reflected at thé fob
102 immediately. That is, POS device 110 and/br server 1004 may inciude the functionality

to access and lipdate the appropriate files within fob 102.
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[00172]

[00173]

[00174]

[00175]

[00176]

hotel s, rental car agencies, and the |ike. [00174]
Alternatively, follow ng branch 1705 in FIG 17, the

wal2a0a/0nEY8 fi rst be stored at the appropriate BEIUSEDEM6067
1712), then distributed to other EDUCs 1012 and EDSI s
1008 as descri bed above. [00175] The fob dat a change

o RS EnTPBIeTd A FPIvES 6L SEDaish TRER the, Fapspftion to the
1
sporofyiiis Pty e BB SAdhS Jrh ey ORIl Blbtes 1707 and

s AT BRI 9 R AEIR LT 3 o

may lfc"'és§o&£t@@ i@ a phifiBulaP Eﬁt%ﬁﬁﬂg%'r nﬂte‘f’ﬂﬁﬁgg d ﬁth@iQ@HeWith the
dat abase 1404 ﬁay be cleared (step 1718). anpl e 2:

organP8N6h RGtihE ANSDSE | Thede@Rd tades Reddsolibedsianumpy nmake a
change or performa transaction through a channel that

deeHowidy tathnchcE70y ih MIGI V8, thebhd}2, dathnay be eatt togandrstored in the
i nconsi stency between the data in fob 102 and the data

appropmate ZDSAUS08 &terb HES3. Update ddgicisystére 1085 magiben tanséerdhis change
may arise, for _exa when the fob user calls a

‘ requeﬁdp éhe anpropiiote EDEéénE@ I fiieorihg EE&Q%&N%QW??EP?@?M%&C particular

he transacti.on on | { neusing fob 102

EDSTLfstp | Ldocthis op fermaie ?@g bﬁrsaftéwrﬁérggfm aﬂ?g%ﬁspﬁadlps update
00177] R
o L S5 B
f th
ol SR PIGRETN P S PR
knowftngcthé" 94 1%1&11& %té'i&bs)a S\%ﬁxb R@Mﬁﬁgﬁﬂélude for example various

ansa I on) an ap

| hotels' el EAGRAMQ GRd tHéqxRad, etc.), a change or

transaction nmay be sel ected (step 1604). This change

NMAYtetdAbelbefolib@idblageal o5 W FIG.NA thadith Ghdyafirso &k \workd at the
112 and/or nmay be stored within an EDSI 1008 (step
approﬁ@&éED(EI@QétE’ﬂ]l7R\E)X1thenl distsibaied 16 Aher URIDECe 1009 i and BBSBNMO0S as
10 may route this information to the correspondi ng
desanM]boiz@lZ where it resides in pending database 1414.
“At this point, fob 102 itself may be oblivious to the
 cHandeb dam changs mhay, theh hehwsansétyrads tor FQBIE (1606 ni $pegifisally, the
_a fobpresent transactlon t he correspondi_ng _enterprise
variougefjelds sasl {ilos sspoctateds withothe Hfab dRg amay e apdatedta rﬁ%szt 1be change

-stored];}g ,rup éggt;%ge@%n aﬂg lé% Wi trg%t%h%%tmﬁ%'{%‘ thé)é conform to

that contained within fob 102 and the various EDCUs 1012 and EDSIs 1008-. After this
transfer, the corresponding change data in update database 1404 may be cleared (step 1718).
Example 2: Pending Transaction
The fob user may make a change or perform a tra’nsactibn through a channel that does
not directly involve fob 102, thus creating an inconsiStency between the data in fob 102 and
the data in various databases throughout the DSS. S'u(;h a case may arise, for example, when

the fob user calls a hotel to make a reservation (rather than performing the transaction on line
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[00177]

[00178]

[00179]

[001’801

[00181] -

- suitahkh eawhaﬁ%waé@b

(e.g., a snoking roommay be assigned notw t hst andi ng
the fob user's expressed preference). [00179] |In order
W0 0osemaes/ this situation, the present inventiBeCI/US2005/026067
provides, in steps 1610 and 1612, a nethod by which
the fob may be updated upon its next use. That IS,

af t 2 sed t nmuni catl
usfig, Pl 03} 609 gL opalest it e by Psteretee ?tmsmolﬂng to non-
%&gfntlcated (step 1610), the systeminterrogates

ng database 1414" to determnine whether any
c ha V. e - | ORY;fp2
rl&ﬁ@rrﬂ £oWwas nFl@g 0 ('atgcéslg ih "y 9’%8 ith fe%pecé 1t£) an exemplary

|nforrrat| n may be Wn ste
entfdQEBEH: O‘f\ftﬁ@ﬁreﬁéw iRaAMEn, | thé %B"ﬁidr Qﬁstt thaj §$1ﬁ§ct'a‘ﬁ enterpnse through a
successful |y conpl et ed, ‘the ch ange data may be

méang sk doésatbt i oIS 100 0. ( St fop nbbprtpent Miasactidn) (®yp bem) Using
stored within fob object database 212. Finally, the

| anrappppciateviaterfato (voatd, Gaypads bic), pehatigegprdatnadrdioe mayl e selected (step

may be cleared (step 1616). Exanple 3 : File
1634} u€his cbinggphax then dw sGirad g@a[lmmém} a|partisabir mietorkal 12 and/or may
the data-related nodifications detail ed above, changes -
bestprehwithinagdiidplel 498 (4P 46@Q@)ored in fob 102 nay aI so be

desiitable in certain contexts IS, durln
|| fﬁ%t,alw Yep 16{)§’nﬁl§/d36‘°e ?glkéwetﬂh?@ 1G; Friay oMt éﬁ‘f,OffHatlon to the

cofEGRe T U ead Tn bR B TL, NERhis majne fob 102
itséllt‘ Fr‘nnaarlubé Sbl?‘%lol%p% th%aévlag]ﬁ)oges quas ?e% }fmn? f&p %sclfr \Q?re t8r1mt1ate a fob-

rent

pr%gﬁjt t?dn%édt{%ﬁ ﬁa@%@fé)!%‘nh&ﬁlg ?I%)r‘p il ;)"hE'éTy i DIURSt Eortﬁffd% structure in

or acquiril ng an reservati ons

fol§ lt'@h fék ;ﬁ@ﬁ?enc&sh @nd@RR TR stRLE St BbstAMelN §ivEBY tRY 9E&RSconclusion
e fob user's request and-arrange for addition of a

| (e. Qob @fnoﬁih@|rb@rﬂtmd§frbet£s1§ﬁecﬁﬁﬂWﬁih§thd1H$tHeQ‘bb f1bdr® expressed preference).

structure. In another exanple, the tob issuer may
aut fimiordee td hemedjdibiis situatibn,athe @reseppinveatioroprogides,t @ steps 1610 and
own, for exanple, a credit and/or debit application.
16 Chravmethetlpy whichrhe fbsuathbe apgateprpan s nextswsee That is, after fob 102
i nstances to renpve applications fromthe fob. 00182]
maNnb%nseélx@nmramyn@mwnfénEOSt@qeyb@sV@f RFJD geader 104 and may be

structure .ch anges descglbed above, may be handl ed jn

sfep ol @198 Pico SBdeme d@togatsst neqctmawd@tabase 1414" to
16,. dependi n 0 SO ent |ch
deigigh SEBST PR HMEES BRYLPReabiden hge. [y AERIPPEATE jfoppation may be

| Vdowvhlﬁﬁsiwﬁtp%gta'lﬁﬁgﬁ%pf@”ﬁ 2di n EDG 1012 (for exanpl e

N After the above information transfer is successfully completed, the change data may

be transferred to FODUS 1006 (step 1614), where it may be stored within fob object database

- 212. Finally, the respective information Withjn_ pending database 1414 may be cleared (step

1616).
Example 3: File Structure/Application Change

In addition to the data—related modlﬁcattons detailed above, changes to the structure

of data stored in fob 102 may also be des1rable in certain contexts. That is, during the life of
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dat abase 1402), and then transferred to fob 102 when
the fob is used in conjunction with an on-1line
W e@esz3aP8 on (steps 1610 and 1612). After the PECT/8S2005/026067
structure on fob 102 is augnented or otherw se
nodi fi ed, FODUS 1006 (specifically, database 1016) nay
siml

a ob, diaat e 1o BRP IPETEIch OB GAFREY 08 e b apgsimsclf may
. 1402 ...[00183] Alth . the j t. h oy
desire g 3 to0R LA OB hIBRRY Y WERIGIE [riull o hPRATG AR withn

i h killed ino.t te W L o .
oo 8] 4 85T 05, B S8R i
may A% ish §ALiOME ffbﬁl E&rlﬁ% &?ilng ahd gﬁypin% €5t el rBRvations. In such a case,
a1 r Angement of the Vario s conponents and steps
the ap?hﬁﬂéﬁﬂ?cﬁel%ﬂﬁéﬁn@ﬁr&@ss"[ﬁ@ EobMidele wquegnatitandgé FMddition of a

he scope of the invention as set forth in the
hote! @RRAGR0Heaidded tohE f6b ORtstriubeek. Enpinathet exuingslé, tHy fisbriseuer may
synchroni zati on and personalization for a smartcard,
authofigethd. dditRat of Naew6appltatitmon datossch, far exanide, 200t and/or debit
' titled "METHODS AND APPARATUS FOR DYNAM C SMARTCARD

- applicBNOICHRONICZATH, ONnANDs PERSINADHZATY SNNe instaersgorameve applications

[00182]

[00183]

herein by reference.Benefits, other advantages, and
from thelfeh-i ons to probl enms have been described herein with

S o B0 SFED B )6 S5 ey
be bl B haB SRR I e 38 B9 p 27 EL HE8RLE. o some
extent; ?lgél'}i rgv:frpgcﬁ)[ é‘a%‘tg?«gllégt]légtgér thglriﬁlgtjshlrél(é%fe gﬁangé.s %%{ %l ag %?%\?égﬁl.%lz, the

0 alns-or the tnven
- 1 n ' I I.I " ﬁbﬁ n .
woproffu TP o AP Chplelinlfinfilon KRR 1y ERRER1DE 08y g, i
databfe QQU%{)? %64 Hh Bk RELESH &b 13U Hed TRtfoB iPhREEA Tonjunction with an
net hod, article, or apparatus that conprises a |'ist of

on-lin€ 1aA®RESH (8D 1600 and 6120 AGRE thetfllosRu@RRbE 101s synented or

~ include other elenents not expressly listed or »

otherwish giodiftedt POBDWSh] [@6q(se fjcattef devahasat @63 negy t@rsimilarly modified to

-~ apparatus. Further, no el ement described herein is

reflect ehguibpegt. f The thumgpiasfotiaéonomay tleen ey elaaried framn (database 1402 (step
expressly described as "essential” or "critical."Wat

1616)is clained: 1. A systemfor facilitating synchronizing
transponder  informati on associated with a transp n?Fr,
sallthoughstherinventipn bas hegen descriped hrgineyfomimction ¥ith the appended

dr’awh%!, l@f@?%{sg{l}kga irllgtéhea gftov%{]laetipep?ec%t% hth.':?t tﬁ]le rsgcgpee(r)] thePfavention is not so

lilnite_:d. Modifications in the selection, design, and arrangement of the various componelits

and steps discussed herein may be made without departing from the scope of the iﬁventio_n as

set forth in the appended claims. For a detailed explanation of dynamic synchronization and

'personalization for.a smartcard, see U.S. Pat.. No. 6,199,762, dated March 13, 2001‘,,titled

“METHODS AND APPARATUS FOR DYNAMIC SMARTCARD SYNCHRONIZATION
AND PERSONALIZATION,” incorporated herein by reference. '
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data collection unit configured to store update
transactions and pending transactions associated wth
wa@ aiod/oeyiasponder and said first enterprise; aPGEUSNIS/026067
enterprise data collection unit associated with a
second enterprise, said second enterprise data
to store, update

| ect i It fi
00184 ¢ Rendls: PBrE St Ben g e e PO ok bacecdegptibed herein

. I.d; transpender, and sai d.second enterprise, at |east .
with g%eagdpg ne ?%?‘9 seg?bé)%ggwﬁ‘%e @g}’{fﬂ(edu rﬂé‘?jtb\%‘%s’aadvamages: solutions  to
- ' r.f 1d.h_said transpagnder
probighS AR FlenLBRE el Bay, (486 oBE Bt Lo fRp et FTRRRRGTO occur or
becoritinbs prénddRe® BeSiot tF16d &%%e@%@&ﬁﬁﬂf %{{Hu%g 5Pes?9dtﬂl features or
- first ‘and second enterprise data collection units ang
eleme@BNIfl Qi 2 hil the SHnS 08 dhel inve AP ORY @ed BéRITBAd RPmb Pcomprises,”
accordance with said update transactions and sal d ’
“comypésingi,’ hor dnyanbaotatiatien theteef,eird ifeiddd t6 aovep @daLexclusive inclusion,
i nformati on may include a fob object having at | east
such thatea prokssc miethod; adiokd, an apgrdatue tHao gompayst £liztcsiilégentedoes not
. to route said transponder information fromsaid first
includgmiplys besnelements iyt inxy ineltde othiet eletricots noiespresshy disted or inherent
| east one of said point-of-sale device in order to ‘
to sucky processs Jsehinde Brticde | o aprarains. d Furthes pasn glemenh fdssartbed drerein s
.associated with said fob, and said fob_ object database
req““%@? o fhe E.facﬂc%ﬂt@ﬁw IRYeiog; Weetsocutrasshi Hesqribed hasr “essential” or
gpnprising an update |l ogic systemcoupled to at |east
ohe enterprise data synchroni zation interface, said
update | ogic systemconfigured to securely route
transponder information between said enterprise data
synchroni zation interface and said enterprise data
collection units, said enterprise data synchroni zati on
interface coupled to an enterprise network configured
to communicate with said point-of-sale device.3. The
system according to claim?2, further conprising a
secure support client server configured to comrunicate
with said point-of-sale device, said secure support
client server further configured to adaptively provide
communi cation functionality in accordance with the
comruni cation functionality avail able at said
poi nt - of -sal e device. 4. The systemof claim1,
further including a personalization system conpri sing:
a security server

“critic
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at | east one key system associated wth said at | east
one application, said key system configured to
weewrnzdieat e wWith said security server and to BUPPSE3008026067

key in response to a request fromsaid security

server; a personalization utility configured to

receive said fob object and to comunicate with said
Whatdeelapned: server: said personalization utility further

configured to add said key to said fob object; a

t ransponder nagenent . syst.em sai d . transponder . .
L rénSGiRR et Graleime SRCRGTNARE tronsendsh MIowpalingeipied wich a
transprgg&gest and comuni.cate said transponder request to

> 584 95 A YA utility; and a gather application
A R S Tt e
data Ed'lfé@?i%xafdnﬁtskoﬂ?élﬁafjg apit ﬁgéﬁg OfpshsH@lAbasf ipending transactions

accordance wth said transponder request, wheérein said
associhlel Stittoat ER@RPonder assaid At dntdbgrResai d . first

enterprise, and said second database is associ at ed

Whatsdecsiill ehtegeiod darntsllootios anitSassévigted soittalai ssabndenterprise, said

system conprising: a security server; at |east one key
second yateeprisa s telteetiomiuntt afigurat th st updatedppisictins end pending
, sai d key systemconfigured to comunicate with said

transastéung rasgogiasest wish sad transposdgysing saidiegondrentespidhse to a

request fromsajd security server;a personalization .
ut leastyoneop@ingei-sade device ceniigired moth rjadsrongdayreader to interface

v OISR B SPH  F vt
ey. 10 i ,
<5 <bnp i o PR Sy SulkdgRRERE ey CRATERRN cpprprive e
collecéic?n AGiECI ec;%n?lg@x%a Q(? Qe saﬁ@%&%@%n@?qﬁlﬁﬂm ﬁaice?@??/& vgith said

_ranspon . quest to sal . rsona. I zat1on utl
. i . 1 0 .
i A AT SR BRSO Ao o

includéRitbb 6BREH Rt 1QstSdR PpiR@idheardd ansact i ons and
pendi ng transactions
an update logic system configured to route said transponder information from said
first and second enterprise data collection units to at least one of said point-of-sale device in

order to effect synchronization of said transponder information associated with said fob and

said fob object database system.

2, A system accdrding to claim 1, further comprising an update logic system coupled to
at léast one enterprise data synéhronjzation interface, said update logic system configured to
: sécufely route transponder information between said enterprise data bsynchroniyz'ation
interface and said enterprise -data collection units, said enterprise daltay synchronization

interface coupled to an enterprise network configured to communicate with said point-of-sale

device.
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associated wth said transponder and said first
enterprise; a second enterprise data collection unit
was®entHded Wi th a second enterprise, said secP@mUS2005/026067
enterprise data collection unit configured to store
updat e transactions and pendi ng transactions
associated with said transponder and said second
3. erftherspsticseaccanting tqalie 2, dpphdr catipoisingd sdoere suffpogucliedt server
to communicate with said transponder management system
confighsed tpaearamupispieiveish saith ppint-of-pale idovice.r said sequre sepport client server
dat apase_ and,  a .second  dat abase in accordance with said
further cQRisg e} 2dapt k¥ Provifrermmuiiadtipns fupgiorghtyalaseordgnce with the

ssoci at.ed .wi i rst,.ent ri.se, .and sai d second
com 3t BcUOAley Erailbls pti POuT AT SUE GRECEnt or pr i se. .
The system of claim5 wherein said transponder :
t r C r
4, f?;ﬁ%??on é)rféi;ég{&‘gé rﬁllt‘% ng gﬁ{g at;g&‘ian%%ag%g s?stgr% SRl
t@@g@tgwg&%ghar acteristics. 7. The systemof claim35
wherei n” sai d personalization utility is further
Caffebdl Wne ke Qydterai asédcﬂit&i Wah @ﬁﬁta!t MhsB S LagpliLatitl, 86H key system
8. The systemof claim5 further conprising an

confighedd watoamuitcaekyiEl siit guagdy lservenahd itd 8hsplpat kasadnl @Eponse to a
of a transponder. 9. A nethod for personalization

requestdirom s d seputibyesetodr] owf conmruni cating with a security
server to facilitate supplying a key in response to a
r eque@nalﬁzatinn suility sexfigured, tes eaceie ;sardetobi objeg zudf mbcommunicate
ect at a personalization utility configured to
Wlthsé’éj it SEER t h said securl ty server; using said

e ATtk b v B b S
RO i BRI TEs O e P bihty s contie
to ac@e %SQ %dsé%({ep e Bés% 51%1 c%tr%ql nc%teu psgi?'cf %ra%sp@on%glg est to said

ran i ons "at |rst enter

persor{f%ﬂkétﬁ)‘ﬁtdtﬂl% Ykt associ at ed vvlth a transponder and a
enterprise;, storing update transactions and

Penshng Aposddd ntlAoRiSREANE ERhRLRIhSewdl Said transponder

management system and gather application information from a first database and a second

database in accordance with said transponder request, wherein said first database is

‘associated with said first enterprise, and said second database is associated with said second

enterprise.
S A personalization system comprising:
a security server;

at least one key system associated with said at least one application, said key system
configured to communicate with said security server and to supply a key in response to a -

request from said security server;,
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collection unit associated with a transponder and a
second enterprise; and gathering application

wo pdoeopEDds on froma first database and a seconBCT/US2005/026067
dat abase in accordance with said transponder request,
wherein said first database is associated with said
first enterprise, and said second database is
aspersonalizdtion utilityadonfigersdid ressiver pfabsehjectrmd wh epginmnicate with-

__said step of gathering conprises using a gather

said sequplky geaveron nodul e configured to comunicate with said

transponder managenent. system 10. The nethod qf claim
954 epiepprlation ﬁﬁaihega?wgav.r toa%‘fllsﬁlég%yéﬂ said fob object;
informati.on froma fi rfc,t datatbase a({o%d a_secon

A AP AT D o AR P SRR Sytiegconfigured

further_co i.ses creatj| l. east f £l .
to acgetp, & fpEPORey SFQuft SR (il ol SrflooShdel, gRaygt o said
persox?iﬁ%tfﬂngut ther conprising the step of issuing a
: ranspondet’ corresponding to said transponder request.

12 fird 28 cdireiidd fiudit hRGCIANAGHIFPA fiEdt Reterprise, said enterprise

transponder information associated with a transponder,

. data &dlie@tidretuntd cE0RFNTED ItD OstbiRe up@dté OvdndgetDng PeidIpeAiding transactions
first enterprise data collection unit associated wth

associatell it sakhiratspondee atdsdidifitsk etatpeissit or i ng updat e
transactions and pendi ng transacti ons associated with
saisdcandaagppnise datincolisafich unit sissemated prifhs ¢ segeichgnigrprise, said
second enterprise data collection unit associated with

second etermrise datnt eolfsetian unihy coatigyred 40 stose gy trgverations and pending
transactions and gendi ng.,tra saéti ons associated with

transagfiqnyg 2g50513egsorR said Hanspander sad sid seqond eperigse; an
interfacing. w.th sajd trapspo plter and said fi.rst .antd 4
ST AR RS @il coBREE HGnoQRmECes, Bifgnsalf wransponder
maneF 5 O B85 2 SRl G ARH LA and  secone
databds8 T " TR @ cd i Cs%fdj%&ﬁﬁ) Wath ré@iegt UPRALR said first database is
P¥ansactions and said pe di ng transactions at a Fob

associ®el %g] dad ﬂgfléﬁte@%%&eﬁd%‘aﬂﬂeggn& @at 938 if hs88ia@AWith said second

second enterpris ata collection units, wherein
enterpfib@' i Ng sai d transponder information may include

storing a fob object having at | east one application;

and using an update logic systemto facilitate routing
6.  S@hd systanspbokan 3§ nirrdimtdanh thngondai thahagestenarsgstem is further
: second enterprise data collection units to at | east
configared tif pame dsapbitrahspphdemk@uest in order to' choose optimum transponder

characteristics.

7. The system of claim 5 wherein said personalization utility is further configured to

facilitate formatting said fob object.

8. The system of claim'5 further comprising an activation block configured to facilitate

activation of a-transponder.

9. ' A method for personalization comprising the follow;
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device in order to effect synchronization of said
transponder information associated with said fob and
W@ 200d/023388 obj ect dat abase system 13. The met hoRICD1S2005/026067
claim12, further conprising the step of using an
update |l ogic systemcoupled to at | east one enterprise
data synchroni zation interface to facilitate securely
r eothinfgichtigneith ndesculityf wivettb daciiete\@gplydeg d key in response to a
enterprise data synchronization interface and said
request tfiifoar guid sseudigtsareanl | ection units, said enterprise data
synchroni zation interface coupled to an enterprise ) )
nescoiing aclohfobipat @ nessapshization ekiliy cnfiguesdity communicate with said
point-of-sale device. 14. The nethod of claim 12,
- SCCUriyReFet,n said step of communicating with said ‘
poi.nt - of - sal e_.devi ce.uysin ..secyr.e support client .. _ .
CBvitefand peraratigeiion gy kp i€ Aiite 38 RELta id B b
client server further co [ [ Wl 1
cerainS B Beolte (s TS R HE Mottt BERTS fuiltae
prige , Li . i d
comm ST 0L Ao GHOF HRE S Wi RUEL RGP T )
f YEHRE Ty QTP Frasd hengtsRdpl t@gddelid@t aN%h first enterprise data
' pée{?égéalf I zat Fﬂﬁa@%ﬂgr g}lﬁ lgﬁgfldfgst ep conprises P
collecGONTMNh3aEiA008 withl trahsBERIF hid/a Sifdt ¢aterprBef aci l i tate
supplying a key in response to a request fromsaid-
S&6HAg tu%‘)d@terffzﬁj‘sactfoﬁﬁ eindi pending alanwbjiest atit second enterprise data
personalization utility configured to conmunicate with
collectian uhnis associatey withrateansporsien gndasatopé estorpaise;zadi on
utility to facilitate adding said key to said fob .
opithering appdisptiom ipfarmatinns femde irpte dafalase sAndgaa second database in

- transponder management systemto_ facilitate, | . .
accordepemiyith ¢aidi tHgs Ry Iﬁ‘l&?’%pﬂhﬁém ﬁalég @éflafﬁgasgéﬁ gesociated with said

ot R e s RO RO S8 e, o

[ I [ it. ' d.wth
e OREESh0 HR SR A o ADBRAP oA s

e
. g
» ndi t ' enterprise data

com@%ﬁ?tg%ﬁfhgﬁ%@%%b%@%ggﬁg?%é W ?’ﬁ%ﬁtransponder and a

second enterprise; and gathering application

10. | PhO HQT cldiam @hérkf@&jcﬂﬁéﬁ@ﬁ%ﬁh&ﬂ% #plies@idinformation from a

dat abase i n accordance with said transponder request,

’ﬁrst AMNBERT dhdSRiseednldr $dtatiidd 3P ASErisnca SHHE isaitleanspoiides abgliest further
first enterprise, and said second database Is -

 comprizeS Behfilgeat Ivist bnesell afils stracrey ditarey dndelatartnpe.

11.  The method of claim 9 further comprising the step of issuing a transponder'

corresponding to said transponder request.

12. A method for facilitating synchronizing transponder information associated with a

transponder, said method comprising the following steps:
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wherein said step of gathering conprises using a

gat her application nodul e configured to comrunicate
wWOowRah/0sHPR t ransponder managenent system 16. TPET/Is10h&eR26067

of claim12, wherein step of routing said transponder

information fromsaid first and second enterprise data

col | ection units conprises routing said transponder )

i mbiog natfirein entarprisecdatal colestien 2unih pesogiatddowath St fanstl gniggprise to
_Setting Organization fornmat. . . . . .
facilitate storing update transactions and pending transactions associated with said

transponder and said first enterprise;

using a second enterprise data collection unit associated with a second enterprise to
facilitate storing update transactions and pending transactions associated with said
transponder and said second enterprise;

interfacing with said transponder and said first and second enterprise data collection
 units through at least one point-of-sale device configured with a transponder-reader;

storing said“trénsp‘onder information in accordance with said update transactions and
said pending transactions at a fob object database system coupled to said first and second
enterprise data collection units, wherein storing said transponder information may include
storing a fob object having at least one application; and

using an update logic system to facilitate routing said transponder information from
said first and second enterprisé data collection units to at least one of said point-of-sale

device in order to effect synchronization of said transponder information associated with said

- fob and said fob object database system.

13.  The method of claim 12, further cbmprising the step of using an update logic system
coupled to at least one enterprise data synchronization interface to facilitate securely routing
transponder information between said enterprise data synchronization interface and Said
enterprise data collection units, said e_ntefpﬂse data synchronization interface coupled to an

enterprise network configured to communicate with said point-of-sale device.

14.  The method of claim 12, wherein said step of communicating with said point-of-sale
device using a secure support client server, wherein said step of using said secure support
client server further comprises adaptively providing communication functionality in -

accordance with the communication functionality available at said point-of-sale device. |
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15. The method of claim 12, further comprising the step of facilitating personalization,
wherein said step comprises:

communicating with a security server to facilitate supplying a key in response to a
request from said security server;

receiving a fob object at a personalization utility conﬁgured to communicate with said
security server,

using said personalization utility to facilitate adding said key to said fob object;

accepting a transponder request at a transponder management system to facilitate
communicating said transponder request to said personalization utility;

storing update transactions and pending transactions at a first enterprise data
collection unit associated with a transponder and a first enterprise;

storing update transactions and pending transactions at a second enterprise data
collection unit associated with a transponder and a second enterprise; and

gathering application information from a first database and a second database in
accordance with said transponder request, wherein said first database is associated with said
first enterprise, and said second database is associated with said second enterprise, and
wherein said step df gathering comprises using a gather application module configured to
communicate with said transponder management system.
16. . The method of claim 12, wherein step of routing said transpbnder information from
said first and second enterprise data collection units comprises routing said transponder

information in track 1/track 2 International Standards Setting Organization format.
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