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ABSTRACT A nethod for preventing malicious software

fromexecution wthin a conputer systemis disclosed.

A permutation is per- formed on a subset of

instructions within an applibeation programto yield a

per mut ed sequence of instructions before any actua

execution of the application programon the com puter
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A method for preventing malicious software from execution
within a computer system is disclosed. Before any actual
execution of an application program on a computer system, the
application program needs to be cross-compiled to yield a set
of cross-compiled code of the application program The set of
cross—-compiled code of the application program can then be
executed in an execution module that is capable of recogniz-
ing and translating the set of cross-compiled code of the ap-
plication program to the actual machine code of the proces-
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