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DESCRIPTION 

RE-ENCRYPTION KEY GENERATOR, RE-ENCRYPTION DEVICE, 

ENCRYPTION DEVICE, DECRYPTION DEVICE, AND PROGRAM 

5 

Technical Field 

Embodiments described herein relate generally to a re-

encryption key generator, a re-encryption device, an 

encryption device, a decryption device, and a program. 

10 Background Art 

In a file sharing system in which a file is shared 

among a plurality of users after a user uploads the file to 

a server, a method of re-encryption is known to maintain 

secrecy of file with respect to the server. 
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Summary of Invention 

Technical Problem 

A conventional re-encryption scheme presents no 

25 particular problem, but if a problem should arise, a server 

is enabled to create re-encrypted text without the 

permission of each user. 	Therefore, from the viewpoint of 

ipos
Rectangle



2 

realizing safe file sharing, there is room for improvements 

in a proxy re-encryption scheme. 

A re-encryption key generator according to an 

embodiment generates a re-encryption key to obtain re- 

5 encrypted data that can be decrypted by a second private 

key of a second user device by re-encrypting ciphertext 

obtained by encrypting plaintext by a first public key of a 

first user device without decryption. 

The re-encryption key generator includes a first 

10 storage means, a second storage means, and a re-encryption 

key generation means. 

The first storage means stores a first private key 

corresponding to the first public key. 

The second storage means stores a second re-encryption 

15 key generation key of the second user device that is 

different from a second public key corresponding to the 

second private key. 

The re-encryption key generation means generates the 

re-encryption key based on the first private key and the 

20 second re-encryption key generation key. 

Brief Description of Drawings 

FIG. 1 is a schematic diagram showing a configuration 

of a re-encryption system according to a first embodiment. 

FIG. 2 is a sequence diagram illustrating an operation 

25 of key setup processing in the embodiment. 

FIG. 3 is a sequence diagram illustrating the 

operation of encryption processing in the embodiment. 
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FIG. 4 is a sequence diagram illustrating the 

operation of re-encryption key generation processing in 

embodiment. 

the 

FIG. 5 is a sequence diagram illustrating the 

5 operation of re-encryption processing in the embodiment. 

FIG. 6 is a sequence diagram illustrating the 

operation of decryption processing in the embodiment. 

FIG. 7 is a diagram illustrating the configuration 

a file sharing system according to the embodiment. 

of 

10 FIG. 	8 is a schematic diagram illustrating the file 

sharing system in the embodiment. 

FIG. 9 is a diagram illustrating the configuration 

a file sharing system according to the embodiment. 

of 

FIG. 10 is a diagram illustrating the configuration of 

15 a file sharing system according to the embodiment. 

FIG. 11 is a schematic diagram showing the 

configuration of a re-encryption key generator according 

the embodiment. 

to 

FIG. 12 is a schematic diagram showing the 

20 configuration of a re-encryption system according to a 

thirteenth embodiment. 

FIG. 13 is a sequence diagram illustrating the 

operation of key setup processing in the embodiment. 

FIG. 14 is a sequence diagram illustrating the 

25 operation of encryption processing in the embodiment. 

FIG. 15 is a sequence diagram illustrating the 

operation of re-encryption key generation processing in the 
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embodiment. 

FIG. 16 is a sequence diagram illustrating the 

operation of re-encryption processing in the embodiment. 

FIG. 	17 is a sequence diagram illustrating the 

5 operation of decryption processing in the embodiment. 

FIG. 	18 is a schematic diagram illustrating a file 

sharing system in the embodiment. 

Description of Embodiments 

Hereinafter, each embodiment will be described using 

10 the drawings. 	Each device shown below can be carried out 

by either of a hardware configuration and a combined 

configuration of hardware resources and software. 	As 

software of the combined configuration, as shown in FIG. 1 

or 12, a program causing each computer to realize the 

15 function of each device by being installed on each computer 

from a network or one of non-transitory computer-readable 

storage media M1 to M5 in advance and executed by the 

processor of each computer is used. 

(First embodiment) 

20 First, a proxy re-encryption scheme will be described. 

The basic model of the proxy re-encryption scheme includes 

five functions 	(hereinafter, also called algorithms) of key 

generation, encryption, decryption, re-encryption key 

generation, and re-encryption, shown below. 	The functions 

25 of key generation, encryption, and decryption are the same 

as functions of normal public key cryptography. 

(Key generation) KeyGen(X)(pk,sk) 
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The key generation algorithm KeyGen outputs a set (pk, 

sk) of a public key pk and a private key sk when a security 

parameter A is input. 

(Encryption) 	 -.CA  

5 The encryption algorithm Enc outputs ciphertext CA 

addressed to a user A when a public key pkA  of a user A and 

a message m are input. 

(Decryption) 	Dec(skA,CA)-at 

The decryption algorithm Dec outputs the message m 

10 when a private key skA  of the user A and the ciphertext CA 

addressed to the user A are input. 

(Re-encryption key generation) 

ReKeyGen(pkA,skA,PkB,skB)-4rkA-*B 

The re-encryption key generation algorithm ReKeyGen 

15 outputs a re-encryption key rkA-B  when the public key pkA  of 

the user A, the private key skA  of the user A, a public key 

pkB  of a user B, and a private key skB  of the user B are 

input. 

(Re-encryption) 	ReEnc ( rkA,B, CA) ->CB 

20 The re-encryption algorithm ReEnc outputs ciphertext 

CB addressed to the user B when the re-encryption key rkA-q3 

and the ciphertext CA addressed to the user A are input. 

The above is the basic model. 	However, depending on 

the implementation method of re-encryption, a model that is 

25 different in input into the functions or a model including 

other functions or keys than the above can also be 

considered. 
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For example, 	like the re-encryption scheme shown in 

the present embodiment, public parameters 	(details will be 

described later) may be included for input into each 

function of the encryption, decryption, re-encryption key 

5 generation, and re-encryption. 

For example, 	like the re-encryption scheme shown in 

the present embodiment, a non-interactive model that makes 

the private key skB  of the user B unnecessary for input of 

the re-encryption key generation algorithm ReKeyGen is 

10 considered. 	Also, 	a model into which, 	instead of the 

private key skA  of the user A, the re-encryption key rkA-q3 

addressed to the user B and a private key skc  of a user C 

are input is also considered. 

In addition, a unidirectional model in which while re- 

15 encryption of the ciphertext CA--CB  can be performed by the 

re-encryption key rkA-,B, the inverse conversion of the 

ciphertext CB->CA  cannot be performed, and a bidirectional 

model, in which the inverse conversion can also be 

performed, are known. 	In the bidirectional model, the re- 

20 encryption key rkA-+B  may also be represented as rkA.<4. 

Further, in public key cryptography, a scheme based on 

ID-based encryption is also considered. 	In this case, 

function setup for master key generation increases and the 

master key and ID are added to the input of the key 

25 generation algorithm KeyGen. 	In the ID-based encryption, 

the public key pk is the ID itself. 

In the re-encryption key generation algorithm ReKeyGen, 
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like the re-encryption scheme shown in the present 

embodiment, instead of the public key pkB  of the user B, 

the re-encryption key generation key rkB  of the user B may 

be input. 	In this case, the key generation algorithm 

5 KeyGen and the re-encryption key generation algorithm 

ReKeyGen are represented as shown below. 

(Key generation) 	KeyGen(A)(pk,sk,rk,par) 

The key generation algorithm KeyGen outputs a set (pk, 

sk, rk) of the public key pk, 	the private key sk, and the 

10 re-encryption key generation key rkB  and a public parameter 

par when the security parameter X is input. 	In the present 

embodiment, 	this processing is called key setup processing. 

This also applies to embodiments and modifications 

described later. 

15 (Re-encryption key generation) 

ReKeyGen ( skA, rkB, par) -4rkA-+B 

The re-encryption key generation algorithm ReKeyGen 

outputs the re-encryption key rkA-+B  when the private key skA 

of the user A, 	the re-encryption key generation key rkB  of 

20 the user B, and the public parameter par are input. 

Like the re-encryption scheme shown in the present 

embodiment, the public key pkA  of the user A and the public 

parameter par may be added as the input of the re- 

encryption algorithm ReEnc. 	In this case, the re- 

25 encryption algorithm ReEnc is represented as shown below. 

(Re-encryption) 	ReEnc ( rkA,B , CA, pkA, par) ->CB 

The re-encryption algorithm ReEnc outputs the 
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ciphertext CB addressed to the user B when the re- 

encryption key rkA---,B, 	the ciphertext CA addressed to the 

user A, the public key pkA  of the user A, and the public 

parameter par are input. 

5 Next, The configuration of a file sharing system 

according to the present embodiment will be described using 

10 

FIG. 7. 	The file sharing system includes a server Sv as an 

information processing apparatus owned by a service 

provider who provides a service and user apparatuses A, B, 

C,...(hereinafter, may be abbreviated as users A, 	B, 	C,... 

or may also be called a first user apparatus, a second user 

apparatus,... 	) as information processing apparatuses owned 

by users as clients of the service. 	The server Sv and the 

user apparatuses A, 	B. 	C... are connected via a 

15 communication network. 	The communication network is, 	for 

example, a wireless LAN (Local Area Network), a cable LAN, 

an optical network, a telephone network, an intra-net, an 

Ethernet 	(registered trademark), 	the Internet, 	or a 

combination of the above networks. 	One unit of the server 

20 Sv may be provided or a plurality of units thereof may be 

provided. 

FIG. 	8 is a schematic diagram illustrating the file 

sharing system. 	The file sharing system includes the 

server Sv, the user A, the user B, the user C, a group 

25 administrator, and a user administrator. 	The user 

administrator is an entity that administers all users. 	The 

user administrator issues an ID and an initial password to 
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enable a user to log in to the file sharing system. 

As a preparation, 	the group administrator is assumed 

to have a private key skGr. 	Also, a public key pkGr  of the 

group administrator is assumed to be stored in a public key 

5 storage unit 1 of the server Sv. 	Also, 	each user i is 

assumed to have a private key ski  and a re-encryption key 

generation key rk,. 	That is, 	the user A has skA  and rkA, 

the user B has skB  and rk3, and the user C has skc  and rkc. 

The server Sv and each user i can acquire the public 

10 parameter par and a public key pki of each user i, but the 

description thereof is omitted here and a detailed 

description will be provided later. 	In addition, file of 

plaintext to be shared is denoted as m. 

The user C encrypts the file m by the public key PkGr 

15 of the group administrator stored in the public key storage 

unit 1 and uploads obtained ciphertext E(pkGr,m) to the 

server Sv. 	Here, 	E(PK,M) represents ciphertext obtained by 

encrypting plaintext M by using the public key PK. 	The 

server Sv stores the ciphertext in a ciphertext storage 

20 unit 2. 

Now, assume that the user A approves sharing of the 

file m. 	The user A transmits the re-encryption key 

generation key rkA  of the user A to the group administrator. 

The group administrator generates a re-encryption key rkGr-*A  

25 that re-encrypts ciphertext E(pkGr,m) addressed to the 

group administrator into ciphertext E(pkA,m) addressed to 

the user A using the private key skG, of the group 
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administrator and the re-encryption key generation key rkA  

of the user A. 	The group administrator transmits the 

generated re-encryption key rkGr--►A  to the server Sv. 	The 

server Sv stores the re-encryption key rkGr-•A  in a re- 

5 encryption key storage unit 3. 

The user A transmits a request of re-encryption of the 

ciphertext E(pkGr,m) 	to the server Sv. 	In response to the 

request received from the user A, the server Sv re-encrypts 

the ciphertext E(pkGr,m) 	into re-encrypted text E(pkA,m) 

10 using the re-encryption key rkGr-•A  stored in the re-

encryption key storage unit 3 and addressed to the user A 

and transmits the obtained re-encrypted text E(pkA,m) 	to 

the user A. 	The re-encrypted text is ciphertext obtained 

by re-encrypting ciphertext. 

15 The user A decrypts the re-encrypted text E(pkA,m) 

downloaded from the server Sv by the private key skA  held 

by the user A and uses the obtained file m. 

The file sharing system as described above can hinder 

leakage of information in the process of file sharing 

20 because the file m is not decrypted once between the 

encryption by the user C and the decryption by the user A. 

In addition, 	there is no need for the user C to decide 

with which user to share a file when uploading ciphertext. 

That is, the user C only needs to encrypt the file m by the 

25 public key pkGr  of the group administrator and the key to 

be managed for encryption is only the public key pkGr  of 

the group administrator and therefore, costs for key 



management can be reduced. 

In the present file sharing system, the server Sv does 

not have a decryption key skG, to decrypt the ciphertext 

E(pkGr,m). 	Therefore, 	the server Sv cannot decrypt the 

5 ciphertext. 	Accordingly, 	threats of leakage by an invalid 

server Sv by decrypting ciphertext can be excluded and 

therefore, strict control of the server Sv can be 

eliminated, leading to a reduction in management costs. 

In the proxy re-encryption scheme, the decryption 

10 right of ciphertext is transferred to a transfer 

destination by re-encrypting ciphertext addressed to a 

transfer source (group administrator in the above example) 

into ciphertext addressed to the transfer destination (user 

15 

A in the above example). 	In the proxy re-encryption scheme, 

the public key of the transfer destination is included in 

the input of the re-encryption key generation algorithm 

ReKeyGen (without the private key of the transfer 

destination being included). 	Thus, 	to enable, 	for example, 

the user i to generate ciphertext E(pkA,m') addressed to 

20 the user A by encrypting other file m' using the public key 

pkA  of the user A, the public key pkA  of the user A is 

published in advance (for example, when the system is 

started up). 

On the other hand, even if the user A does not approve 

25 the transfer of the decryption right of ciphertext to the 

user A, the public key pkA  of the user A is already 

published and thus, the group administrator can generate 
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the re-encryption key rkGr-A. 	Therefore, 	there is the 

possibility of re-encryption (that is, 	the transfer of the 

decryption right of ciphertext to the user A) without the 

approval of the user A. 

5 In the present file sharing system, by contrast, the 

group administrator cannot generate the re-encryption key 

rkGr-'1k without the re-encryption key generation key rkA  

being transmitted to the group administrator by the user A 

as the transfer destination. 	Therefore, re-encryption 

10 (that is, 	the transfer of the decryption right of 

ciphertext to the transfer destination) can be prevented 

when no approval of the transfer destination is received. 

The above also applies when the user B shares a file. 

FIG. 1 is a schematic diagram showing the 

15 configuration of a re-encryption system according to the 

first embodiment (the correspondence between FIG. 1 and 

FIG. 8 will be described later). 	The re-encryption system 

includes a key generator 10, an encryption device 20, a re-

encryption key generator 30, a re-encryption device 40, and 

20 a decryption device 50. 	The key generator 10 generates a 

public parameter of the re-encryption system and a pair of 

public key/private key and a re-encryption key generation 

key for each of the devices 30, 	50 based on a security 

parameter. 	Here, the re-encryption key generation key is a 

25 key that is different from the public key corresponding to 

the private key of each of the devices 30, 	50. 	The term 

"re-encryption key generation key" may be changed to a 
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desired name such as "re-encryption key generation data" or 

"re-encryption key generation permission data". 

The encryption device 20 encrypts plaintext data using 

the public key corresponding to the private key of the re- 

5 encryption key generator 30 and the public parameter and 

transmits the obtained ciphertext data to the re-encryption 

device 40. 

The re-encryption key generator 30 generates a re-

encryption key based on the private key of the re- 

10 encryption key generator 30 and the re-encryption key 

generation key of the decryption device 50 and transmits 

the obtained re-encryption key to the re-encryption device 

40. 	The re-encryption key generation key of the decryption 

device 50 is different from the public key corresponding to 

15 the private key of the decryption device 50. 	In the 

present embodiment, the re-encryption key is generated 

based on the private key of the re-encryption key generator 

30 and the re-encryption key generation key of the 

decryption device 50, 	the public parameter, and a random 

20 number. 	However, the random number is not required for 

generating a re-encryption key and may be omitted. 	For 

example, in a fifth or twelfth embodiment, a re-encryption 

key is generated without using any random number. 

The re-encryption device 40 performs verification 

25 processing of ciphertext data received from the encryption 

device 20 based on the public key of the re-encryption key 

generator 30, the public parameter, and the re-encryption 
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key received from the re-encryption key generator 30 and 

also re-encrypts the ciphertext data received from the 

encryption device 20 without decryption and transmits the 

obtained re-encrypted data to the decryption device 50. 

5 However, 	the verification processing is not required and 

may be omitted. 

The decryption device 50 performs verification 

processing of re-encrypted data received from the re-

encryption device 40 based on the private key of the local 

10 device 50 and the public parameter and also obtains 

plaintext data by performing decryption processing of the 

re-encrypted data received from the re-encryption device 40. 

However, the verification processing is not required and 

may be omitted. 	Here, a case when one unit is provided for 

15 each of the key generator 10, 	the encryption device 20, the 

re-encryption key generator 30, 	the re-encryption device 40, 

and the decryption device 50 is taken as an example, though 

a plurality of units may be provided for each. 	The 

encryption device 20 may encrypt plaintext data using the 

20 public key of the encryption device 20 and the public 

parameter to transmit the obtained ciphertext data to the 

re-encryption device 40. 	In this case, 	the key generator 

10 generates a public parameter, and a pair of public 

key/private key and a re-encryption key generation key for 

25 each of the devices 20, 50. 	The re-encryption key 

generator 30 generates a re-encryption key based on the 

private key of the encryption device 20, the re-encryption 
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key generation key of the decryption device 50, the public 

parameter, and a random number and transmits the obtained 

re-encryption key to the re-encryption device 40. 

The correspondence between FIG. 1 and FIG. 8 will be 

5 described. 	Each of the devices 10 to 50 is held by an 

entity that performs the relevant processing. 	When the 

user generates a set of a public key and private key and a 

re-encryption key generation key of the user, the relevant 

user holds the key generator 10. 	If, 	for example, 	the user 

10 administrator or the group administrator generates a set of 

a public key and private key and a re-encryption key 

generation key of a user, the user administrator or the 

group administrator holds the key generator 10. 	The user 

holds the encryption device 20 or the decryption device 50 

15 or both. 	The group administrator holds the re-encryption 

key generator 30. 	When, 	for example, 	the user 

administrator or the server Sv generates a re-encryption 

key, the user administrator or the server Sv holds the re- 

encryption key generator 30. 	The server Sv holds the re- 

20 encryption device 40. 	In the file sharing system 

illustrated in FIG. 8, 	the server Sv holds the public key 

storage unit 1 and the user C who performs encryption 

acquires the public key used for encryption from the public 

key storage unit 1, but the present embodiment is not 

25 limited to such an example and, as will be described later, 

the user C may acquire the public key from the key 

generator 10 	(that has generated the public key used for 
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encryption). 	The server Sv stores the ciphertext E(PkGr, 	) 

generated by the user C in the ciphertext storage unit 2, 

but the ciphertext storage unit 2 may be included in the 

re-encryption device 40 or an external storage device not 

5 included in the re-encryption device 40. 

Each entity may include a portion or all of the key 

generator 10, the encryption device 20, the re-encryption 

key generator 30, the re-encryption device 40, and the 

decryption device 50. 	That is, which entity holds which 

10 device is not limited to the above example and various 

variations can be considered. 	The user administrator and 

the group administrator may be the same or different. 	A 

user may or may not serve also as the user administrator, 

the group administrator, or both. 	The user administrator 

15 or the group administrator may or may not serve also as a 

user. 	Each user device used by each user may be called a 

first user device, 	a second user device,... 	Similarly, 	the 

public key, the private key, and the re-encryption key 

generation key of each user device may be called the first 

20 public key, 	the first private key, and the first re-

encryption key generation key of the first user device, the 

second public key, the second private key, and the second 

re-encryption key generation key of the second user 

device,... 

25 Also, 	as shown, 	for example, 	in each of FIGS. 	9 and 10, 

each entity may hold each device. 	In FIG. 9, a server Sv2 

holds the key generator 10 to generate a public parameter, 
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a set of a public key and private key and a re-encryption 

key generation key of the user A, and a set of a public key 

and private key and a re-encryption key generation key of 

the user B. 	The server Sv2 delivers the public parameter 

5 and a set of the public key and private key and the re-

encryption key generation key of the user A to the user A, 

the public parameter and a set of the public key and 

private key and the re-encryption key generation key of the 

user B to the user B, and the public parameter and the 

10 public key of the user A to a server Svl. 	The user A holds 

the encryption device 20, encrypts plaintext data using the 

public key of the user A and the public parameter, and 

transmits the obtained ciphertext data to the server Svl. 

15 

The server Sv2 holds the re-encryption key generator 30, 

generates a re-encryption key using the private key of the 

user A, the re-encryption key generation key of the user B, 

the public parameter, and a random number, and delivers the 

obtained re-encryption key to the server Svl. 	The server 

Svl holds the re-encryption device 40, performs 

20 verification processing of ciphertext data received from 

the user A based on the public key of the user A received 

from the server Sv2, the public parameter, and the re-

encryption key, and re-encrypts the ciphertext data 

received from the user A without decryption to deliver the 

25 obtained re-encrypted data to the user B. 	The user B holds 

the decryption device 50, performs verification processing 

of re-encrypted data received from the server Svl based on 
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the private key of the user B and the public parameter, and 

also performs decryption processing of the re-encrypted 

data received from the server Svl to obtain plaintext data. 

The exchange of data between each entity is not limited to 

5 

10 

an electric communication means such as cable communication, 

wireless communication and the like and, for example, a 

physical communication means that distributes or delivers 

by hand a storage medium in which data such as the re-

encryption key generation key, re-encryption key, 

ciphertext data, re-encrypted data and the like is stored 

may also be used. 	Alternatively, 	the electric 

communication means and the physical communication means 

may be combined to exchange data between each entity. 

15 

Even if only the electric communication means is used, 

as will be described later, other entities than the 

relevant entities may be interposed. 	Consider a case when 

data (for example, the re-encryption key generation key) is 

transmitted from some entity (hereinafter, called the first 

entity) 	to another entity (hereinafter, 	called the second 

20 entity). 	The first entity is, 	for example, 	the user A. 

The second entity is, 	for example, 	the group administrator. 

The first entity transmits data to an entity (hereinafter, 

called the third entity) other than the second entity. 	The 

third entity is, 	for example, 	the server Svl. 	Next, 	the 

25 second entity receives the relevant data from the third 

entity. 

In FIG. 10, 	the user A holds the key generator 10 to 
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generate a public parameter, a set of a public key and 

private key and a re-encryption key generation key of the 

user A, and a set of a public key and private key and a re- 

encryption key generation key of the user B. 	The user A 

5 delivers the public parameter and a set of the public key 

and private key and the re-encryption key generation key of 

the user B to the user B and the public parameter and the 

public key of the user A to the server Svl. 	The user A 

holds the encryption device 20, encrypts plaintext data 

10 using the public key of the user A and the public parameter, 

and transmits the obtained ciphertext data to the server 

15 

Svl. 	The user A holds the re-encryption key generator 30, 

generates a re-encryption key using the private key of the 

user A, the re-encryption key generation key of the user B, 

the public parameter, and a random number, and delivers the 

obtained re-encryption key to the server Svl. 	The server 

Svl holds the re-encryption device 40, performs 

verification processing of ciphertext data received from 

the user A based on the public key of the user A received 

20 from the user A, the public parameter, and the re-

encryption key, and re-encrypts the ciphertext data 

received from the user A without decryption to deliver the 

obtained re-encrypted data to the user B. 	The user B holds 

the decryption device 50, performs verification processing 

25 of re-encrypted data received from the server Svl based on 

the private key of the user B and the public parameter, and 

also performs decryption processing of the re-encrypted 
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data received from the server Svl to obtain plaintext data. 

Subsequently, the configuration of each of the devices 

10 to 50 will concretely be described. 

The key generator 10 includes a key generation 

5 parameter storage unit 11, a temporary data storage unit 12, 

a public parameter generation unit 13, a key generation 

unit 14, a communication unit 15, and a control unit 16. 

The key generation parameter storage unit 11 is a 

storage device that stores a key generation parameter. 

10 The temporary data storage unit 12 is a storage device 

that stores transient data 	(hereinafter, 	also called 

temporary data) such as data being processed by each of the 

generation units 13, 	14 and processing results. 

The public parameter generation unit 13 generates a 

15 public parameter for key generation. 

The key generation unit 14 generates a pair of a 

public key/private key and a re-encryption key generation 

key. 

The communication unit 15 is a communication interface 

20 to communicate with the other devices 20 to 50 and has, 	for 

example, a function to transmit the public parameter and a 

pair of the public key/private key and the re-encryption 

key generation key of each of the devices 30, 	50 in the 

temporary data storage unit 12 to each of the relevant 

25 devices 30, 	50 under the control of the control unit 16, a 

function to transmit the public key of the re-encryption 

key generator 30 in the temporary data storage unit 12 to 
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the encryption device 20 under the control of the control 

unit 16, and a function to transmit the public parameter 

and the public key of the re-encryption key generator 30 in 

the temporary data storage unit 12 to the re-encryption 

5 device 40 under the control of the control unit 16. 	In the 

description that follows, the description that 

transmission/reception goes through the communication unit 

15 may be omitted, to avoid a redundant description. 	This 

also applies to descriptions of communication units of the 

10 other devices 20 to 50. 

The control unit 16 has a function to control each of 

the units 11 to 15 such that each unit operates as shown in 

FIG. 	2. 

The encryption device 20 includes a temporary data 

15 storage unit 21, a communication unit 22, an encrypted data 

generation unit 23, a ciphertext generation unit 24, and a 

control unit 25. 

The temporary data storage unit 21 is a storage device 

that stores a public parameter received from the key 

20 generator 10 and a public key of the re-encryption key 

generator 30 and also transient data such as data being 

processed by each of the generation devices 23, 24 and 

processing results. 

The communication unit 22 is a communication interface 

25 to communicate with the other devices 10, 	30 to 50 and has, 

for example, a function to acquire and write the public 

parameter received from the key generator 10 and the public 
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key of the re-encryption key generator 30 into the 

temporary data storage unit 21 and a function to transmit 

ciphertext data in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

5 control unit 25. 

The encryption parameter generation unit 23 has a 

function to generate an encryption parameter. 

The ciphertext generation unit 24 has a function to 

generate ciphertext data by encrypting plaintext data using 

10 the public parameter read from the temporary data storage 

unit 21 and the public key of the re-encryption key 

generator 30 	(first public key of the first user device) 

and a function to write the obtained ciphertext data into 

the temporary data storage unit 21. 

15 The control unit 25 has a function to control each of 

the units 21 to 24 such that each unit operates as shown in 

FIG. 	3. 

The re-encryption key generator 30 includes a private 

key storage unit 31, a temporary data storage unit 32, a 

20 communication unit 33, a re-encryption key generation unit 

34, a control unit 35, and a random number generation unit 

36. 

The private key storage unit 31 is a storage device 

that stores a private key of the re-encryption key 

25 generator 30 received from the key generator 10. 

The temporary data storage unit 32 is a storage device 

that stores a public parameter received from the key 
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generator 10 and a re-encryption key generation key of the 

decryption device 50 and also temporary data such as data 

being processed by the re-encryption key generation unit 34 

and processing results. 

5 The communication unit 33 is a communication interface 

to communicate with the other devices 10, 	20, 	40, 	50 and 

has, 	for example, a function to acquire and write the 

public parameter received from the key generator 10 and the 

re-encryption key generation key of the decryption device 

10 50 into the temporary data storage unit 32 and a function 

to transmit the re-encryption key in the temporary data 

storage unit 32 to the re-encryption device 40 under the 

control of the control unit 35. 

The re-encryption key generation unit 34 has a 

15 function to generate a re-encryption key based on the 

private key of the re-encryption key generator 30 (first 

private key of the first user device) read from the private 

key storage unit 31, the public parameter and the re-

encryption key generation key of the decryption device 50 

20 (second re-encryption key generation key of the second user 

device) read from the temporary data storage unit 32, and a 

random number generated by the random number generation 

unit 36 and a function to write the re-encryption key into 

the temporary data storage unit 32. 

25 The control unit 35 has a function to control each of 

the units 31 to 34, 	36 such that each unit operates as 

shown in FIG. 4. 
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The random number generation unit 36 has a function to 

generate a random number and to send out the random number 

to the re-encryption key generation unit 34. 

The re-encryption key generator 30 has a re-encryption 

5 key generation key storage unit (not shown) as a storage 

device that stores a re-encryption key generation key of 

the local device 30 received from the key generator 10 when 

the re-encryption key generation key of the local device 30 

is received from the key generator 10. 

10 The re-encryption device 40 includes a re-encryption 

key storage unit 41, a temporary data storage unit 42, a 

communication unit 43, a re-encryption processing unit 44, 

a re-encryption parameter generation unit 45, and a control 

unit 46. 

15 The re-encryption key storage unit 41 is a storage 

unit that stores a re-encryption key received from the re-

encryption key generator 30. 

The temporary data storage unit 42 is a storage device 

that stores a public parameter received from the key 

20 generator 10 and a public key of the re-encryption key 

generator 30 and also temporary data such as data being 

processed by the re-encryption processing unit 44 and 

processing results. 

The communication unit 43 is a communication interface 

25 to communicate with the other devices 10 to 30, 	50 and has, 

for example, a function to acquire and write the public 

parameter received from the key generator 10 and the public 
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key of the re-encryption key generator 30 into the 

temporary data storage unit 42, a function to send out 

ciphertext data received from the encryption device 20 to 

the re-encryption processing unit 44, and a function to 

5 transmit re-encrypted data in the temporary data storage 

unit 42 to the decryption device 50 under the control of 

the control unit 46. 

The re-encryption processing unit 44 has a function to 

obtain, when ciphertext data is received from the 

10 encryption device 20, re-encrypted data by re-encrypting 

the ciphertext data without decryption using the re-

encryption key read from the re-encryption key storage unit 

41 and the public parameter and the public key of the re- 

encryption key generator 30 read from the temporary data 

15 storage unit 42 and a function to write the obtained re- 

encrypted data into the temporary data storage unit 42. 

The control unit 46 has a function to control each of 

the units 41 to 45 such that each unit operates as shown in 

FIG. 	5. 

20 The decryption device 50 includes a private key 

storage unit 51, a temporary data storage unit 52, a 

communication unit 53, a decryption processing unit 54, a 

re-encryption key generation key storage unit 55, and a 

control unit 56. 

25 The private key storage unit 51 is a storage device 

that stores a private key of the local device 50 received 

from the key generator 10. 
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The temporary data storage unit 52 is a storage device 

that stores a public parameter received from the key 

generator 10 and temporary data such as data being 

processed by the decryption processing unit 54 and 

5 processing results. 

The communication unit 53 is a communication interface 

to communicate with the other devices 10 to 40 and has, 	for 

example, a function to acquire and write the private key of 

the local device 50 received from the key generator 10 into 

10 the private key storage unit 51, a function to acquire and 

write the public parameter received from the key generator 

10 into the temporary data storage unit 52, and a function 

to send out re-encrypted data received from the re-

encryption device 40 to the decryption processing unit 54. 

15 The decryption processing unit 54 has a function to 

obtain plaintext data when re-encrypted data is received 

from the re-encryption device 40 by performing decryption 

processing of the re-encrypted data using the private key 

of the decryption device 50 	(second private key of the 

20 second user device) read from the private key storage unit 

51 and the public parameter read from the temporary data 

storage unit 52 and a function to write the obtained 

plaintext data into the temporary data storage unit 52. 

The re-encryption key generation key storage unit 55 

25 is a storage device that stores a re-encryption key 

generation key of the local device 50 received from the key 

generator 10. 
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The control unit 56 has a function to control each of 

the units 51 to 55 such that each unit operates as shown in 

FIG. 	6. 

In the present embodiment, for example, the public 

5 parameter is stored in the temporary data storage unit of 

each of the devices 10 to 50. 	However, 	the present 

embodiment is not limited to such an example and the public 

parameter may be stored in a storage unit (separate from 

the temporary data storage unit) of each of the devices 10 

10 to 50. 	Thus, of data stored in the temporary data storage 

unit of each of the devices 10 to 50, data that does not 

have to be handled as transient data may be stored in a 

storage unit (separately from the temporary data storage 

unit). 	When the public parameter includes a plurality of 

15 elements, 	each of the devices 20 to 50 may acquire, of each 

element of the public parameter, only elements needed for 

each piece of processing described later. 	The above also 

apply to embodiments and modifications described later. 

Next, the operation of the re-encryption system 

20 configured as described above will be described using the 

sequence diagrams of FIGS. 2 to 6. 

The following operation takes a case in which 

processing is performed in a procedure of (1) key setup 

processing, 	(2) 	encryption processing, 	(3) 	re-encryption 

25 key generation processing, 	(4) re-encryption processing, 

and (5) decryption processing as an example. 	However, in 

the following operation, processing is not necessarily 
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performed following the above procedure. 	For example, 

processing of re-encryption key generation may be performed 

before the encryption processing. 	Also, ciphertext data 

may be decrypted without the re-encryption processing being 

5 performed. 

(1) The key setup processing is performed by the key 

generator 10 as shown in FIG. 2 and each of steps ST1 to 

ST12 below. 

First, the public parameter generation unit 13 of the 

10 key generator 10 generates a public parameter 
A 	A 	A 

par = {A, p, G, GT 5  g, gi, g2, g3, g4, g5 , u, v, Sig(G, S, V)} 

based on a security parameter X stored in the key 

generation parameter storage unit 11 in advance or acquires 

the public parameter from outside 	(ST1). 

15 More specifically, 	the public parameter generation 

unit 13 selects bilinear map groups 	(G,GT) 	satisfying the 

order p>2X based on the security parameter X stored in the 

key generation parameter storage unit 11 in advance. 	In 

this case, p is an integer. p may be a prime number or a 

20 composite number. 	The public parameter generation unit 13 

randomly selects elements g, 	g1, 	g2, u, v of G from G. 	The 

public parameter generation unit 13 randomly selects n from 

Z9 	and calculates g3=gn, 	g4=g1  , 	and g5=g2n. 	Z9 	is a set 

(=(Z/pZ) *) of integers mutually prime to Z9  and p and may 

25 also be called a multiplicative group Zp 	for p. 	Zp is a 

set 	(=(Z/pZ) 	of integers equal to 0 or greater and less 

than p. g3  is a value based on a random number n and a 
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system fixed value g. g4  is a value based on the random 

number n and a system fixed value g1. g5  is a value based 

on the random number n and a system fixed value g2. 

Further, 	the public parameter generation unit 13 generates 

5 
. 	i ^ 	._• 

a one-time signature algorithm Sig 	, S, 	). 
„ 	" 	... 

G in the one-time signature algorithm Sig(G,S,V) 

(hereinafter, 	Sig(O,S,V) 	is also called Sig) means a 

function to generate a pair (ssk, svk) of a signature key 

and a verification key (both are one-time keys), 	S means 

10 a function to generate a signature o for a message M, and 

V means a function to validate the signature o. 

For more information about the one-time signature, see 

A. 	Menezes, 	P. van Oorschot, 	S. 	Vanstone, 	"Handbook of 

Applied Cryptography", 	CRC Press, 	(1996) 	pp.462-471, 	(1996). 

15 The bilinear map (denoted by e) is a map yielding 

e:GxG-GT  and satisfies the following three properties: 

1. e(ga,hb)=e(g,h)ab  holds 	for any 	(g,h)EGxG and a,bEZ, 

where Z is a set of integers. 

2. e(g,h) 	is computable for any 	(g,h)EGxG. 

20 3. e(g,h)01GT  always holds if g,h01G, where 1G  is the 

unit element of G and 1GT  is the unit element of GT. 

The bilinear map group (denoted by G, GT) is a group 

of the order p for which a bilinear map e:GxG->GT  exists. 

The above definition also means that if g1=ga  and g2=efor 

25 elements g, g1, g2  of G, 	the following equation holds 	(a is 

the exponent relating to elements g, g1  of G and p is the 

exponent relating to elements g, g2  of G). 	The "exponent 
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relating to elements g, g1  of G" is an exponent that 

defines the relationship between elements g, g1  of G and 

represents a value a such that the element obtained by the 

a-th power of g and g1  are equal in G. 	Similarly, the 

5 "exponent relating to elements g, g2  of G" is an exponent 

that defines the relationship between elements g, g2  of G 

and represents a value 13 such that the element obtained by 

the p-th power of g and g2  are equal in G. 	As will be 

described later, G may also be expressed as a 

10 multiplicative group and in such a case, 	if, 	for example, 

elements of G are points on an elliptic curve, 	the exponent 

may be changed to a scalar, the a-th power to a times, and 

the p-th power to p times. 

e(g1g2,g)=e(g,g1g2)=e(g,e•g13)=e(g,ga+r3)=e(g,g)a+13=e(g,g)a  

15 .e(g,g)I3  

Incidentally, 	a plurality of elements g, 	g1, 	g2  of G 

	

is a plurality of preset system fixed values. 	The 

plurality of system fixed values is not limited to three 

elements of the bilinear map group G and a plurality of 

20 elements such as two or four or more elements of G can also 

be used when appropriate. 	The term "system fixed value" is 

interchangeable with "fixed value", 	"element", 	and "system 

parameter". 

In this specification, notation assuming that both G 

25 and GT are multiplicative groups is adopted, but the 

embodiments are not limited to such notation and each of G, 

GT can be represented by a notation assuming that each is 
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an additive group. 	That is, 	for example, G may be 

represented as an additive group and GT as a multiplicative 

group. 	For example, elements of G may be points on an 

elliptic curve and elements of GT may be elements on a 

5 finite field. 	As the bilinear map, a map that yields 

e:G1XG2-*GT  for bilinear map groups G1, 	G2, 	GT (G1 and G2 are 

different groups) may also be used. 	In this case, 	each 

element of G in each piece of processing described later 

may be rewritten as element G1  or element G2, where 

10 appropriate. 	The above also apply to embodiments and 

modifications described later. 

Subsequently, the public parameter generation unit 13 

writes the generated public parameter par into the 

temporary data storage unit 12. 	The key generator 10 

15 publishes the public parameters 

par=(X,p,G,GT,g,gi,g2,g3,g4,g5,u,v,Sig) 	in the temporary data 

storage unit 12 	(ST2). 	If a public parameter is published 

before step ST1 is executed, step ST1 and step ST2 may be 

skipped by writing the public parameter into the temporary 

20 data storage unit 12. 

If the identification information of the re-encryption 

key generator 30 is i, the key generation unit 14 randomly 

selects elements xi, 	yi, 	zi  of ZT*  from Zp*  and sets a 

private key ski=(xi,yi,zi) of the re-encryption key 

25 generator 30. 	Then, 	the key generation unit 14 generates a 

-li r Y2i I Zi 1 Zli) 	of the re-encryption key public key pki=(Xi,v 

generator 30 using the private key ski  and the public 
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parameter par. 

Y1 	Y21 =
g Y1 gxiy 	i 	gl

yi 
 ' 

X•  = 	= 

Z  Z gzi  = Z11 
`g1 1 1. 	, 

When verification processing using a formula (a2') 

described later is not performed, data Y2i may be omitted. 

That is, 	the public key pki only needs to include data Xi, 

Yii, 	Zi, 	Zia.• 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y5i) using the 

private key ski  and the public parameter par (ST3). 

x31 =g3xi,  y5 i = g5Yi  
Subsequently, the key generation unit 14 writes a pair 

of the generated public key/private key and the re-

encryption key generation key into the temporary data 

storage unit 12. 	The communication unit 15 transmits the 

private key ski  and the re-encryption key generation key 

rki in the temporary data storage unit 12 to the re-

encryption key generator 30 under the control of the 

control unit 16 	(ST4). 	The key generator 10 publishes the 

public key pki  of the re-encryption key generator 30 in the 

temporary data storage unit 12 	(ST5). 

Similarly, 	if the identification information of the 

decryption device 50 is j, the key generation unit 14 

randomly selects elements xj, yj, 	zj of Zp 	from Zp*  and sets 

a private key skj=(xj,yj 	) of the decryption device 50. 
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Then, the key generation unit 14 generates a public key 

pki=(Xi,Y1i,Y2j,Zi,Z1i) 	of the decryption device 50 using the 

private key ski  and the public parameter par. 

ix 	 HY - Xi 	 g 

	

j ) 	Yli 	gl
Y 
 L 	Y2j 	g2 	, 

	

Z -; 	
 gz. j  

, 

	

J 	Zij=gi Z J 

If, 	similarly as described above, 	the verification 

processing using a formula (a2') described later is not 

performed, data Y23  may be omitted. 	That is, 	the public 

key pkj only needs to include data X3, 	Y13, 	Z3, 	ZI.D . 

Further, the key generation unit 14 generates a re- 

encryption key generation key rk3--(X3j,Y53) 	using the 

private key ski and the public parameter par (ST6). 

g3X' X3 = 	y i 	 5 i - g5Y i 
 

Subsequently, the key generation unit 14 writes a pair 

of the generated public key/private key and the re-

encryption key generation key into the temporary data 

storage unit 12. 	The communication unit 15 transmits the 

private key ski and the re-encryption key generation key 

rkj in the temporary data storage unit 12 to the decryption 

device 50 under the control of the control unit 16 	(ST7). 

The key generator 10 publishes the public key pk3  of the 

decryption device 50 in the temporary data storage unit 12 

(ST8). 	If desired, processing similar to steps ST6 to ST8 

may be performed on a private key skh, a public key pkh, 

and a re-encryption key generation key rkh  of the 



- 34 

encryption device 20 to transmit the private key skh  and 

the re-encryption key generation key rkh  to the encryption 

device 20 and to publish the public key pkh. 	The key 

generator 10 may transmit only the private key (without 

5 transmitting the re-encryption key generation key) to the 

encryption device 20, the re-encryption key generator 30, 

or the decryption device 50. 	The key generator 10 may also 

transmit only a portion or all of public keys generated in 

key setup processing to the encryption device 20, the re- 

10 encryption key generator 30, or the decryption device 50. 

The above also apply to embodiments and modifications 

described later. 

With the above processing, the key setup processing is 

completed. 	Hereinafter, 	each of the devices 20, 	30, 	40, 	50 

15 can acquire and use the public parameter or public key 

published in steps ST2, 	ST5, 	ST8 when appropriate. 

(2) The encryption processing is performed by the 

encryption device 20 as shown in FIG. 3 and each of steps 

ST21 to ST24 below. 	The encryption device 20 is assumed to 

20 have a public key pki of the re-encryption key generator 30 

stored in the temporary data storage unit 21, but if the 

encryption device 20 has not yet acquired the public key 

pk, of the re-encryption key generator 30, the encryption 

device 20 may acquire the public key pki of the re- 

25 encryption key generator 30 from, for example, the key 

generator 10 before step ST 22 described below. 	Similarly, 

the encryption device 20 is assumed to have the public 
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parameter par stored in the temporary data storage unit 21, 

but if the encryption device 20 has not yet acquired the 

public parameter par, the encryption device 20 may acquire 

the public parameter par from, for example, the key 

generator 10 before step ST 21 described below. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates a key pair (ssk,svk)=6(A,) 

of a signature key ssk and a verification key svk in a one- 

time signature using the security parameter A and a key 

pair generation function G  in the public parameter par 

(ST21) and sets the verification key svk to encrypted data 

Cl 	(Cl=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp*  to the 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Y, 	C2Z, 	Cm, 	03, 04  below from a message meGT  as 

plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 

r 	T7 r 
A 	7 Ai C2X = 	i ) C217  =Y1i ) C2Z = zii  , C2Z1 	Ziir  

r 	i usvk . or C3 = e(g4g5 7  g)y 
 • m, C4 = k 

After step ST22 is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the encrypted data C3, 

C4 based on a signature generation function S 	of the 
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public parameter par and the signature key ssk generated in 

step ST21 	(ST23). 

Cr 	S (ssk , (C3, C4)) 

The first argument of the function S 	is the 

5 signature key and the second argument is data to be signed. 

The function S 	accepts the signature key and data to 

be signed as input and outputs a signature. 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data C1= (C1 , C2x, C21rt C2zi C2z1 I C3, C4, o) 

10 including all the above encrypted data C1  to C4 and the 

one-time signature o and writes the obtained ciphertext 

data into the temporary data storage unit 21. 

If the verification processing in step ST41 described 

later is omitted, 	the ciphertext data 

15 Cl= (C1 , C2x, C2Y, C2Z, C2Z1 / C3, C4, 0) 	may be 	set 	as 

C„=(C2x,C2y,C2z,C2m.,C3) by omitting verification data 

(C1,C4,o) 	that is not used for decryption. 	In this case, 

processing to generate the verification data (C1,C4,o) 	is 

also omitted. 	In the present embodiment, as described 

20 above (or will be described below), verification may be 

omitted or generation of verification data may be omitted 

and this also applies to embodiments and modifications 

described below. 

In any case, the communication unit 22 transmits the 

25 ciphertext data C1  in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25 	(ST24). 
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With the above processing, the encryption processing 

is completed. 

(3) The re-encryption key generation processing is 

performed by the re-encryption key generator 30 as shown in 

5 FIG. 	4 and each of steps ST31 to ST33 below. 	The re- 

encryption key generator 30 is assumed to have the public 

parameter par stored in the temporary data storage unit 32, 

but if the re-encryption key generator 30 has not yet 

acquired the public parameter par, the re-encryption key 

10 generator 30 may acquire the public parameter par from, for 

example, 	the key generator 10 before step ST 32 described 

below. 

Now, assume that the decryption device 50 	(in the 

example of FIG. 8, for example, the user A) approves that 

15 ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) 	is re- 

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

20 ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

The communication unit 33 of the re-encryption key 

generator 30 acquires and writes the re-encryption key 

25 generation key rk3  of the decryption device 50 into the 

temporary data storage unit 32 under the control of the 

control unit 35 	(ST31). 	In step ST31, 	the key generator 10 
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(instead of the decryption device 50) may transmit the re-

encryption key generation key rkj  to the re-encryption key 

generator 30. 	This also applies to embodiments and 

modifications described later. 

5 Regarding the temporary data storage unit 32, as shown 

in FIG. 11, the re-encryption key generator 30 may hold a 

public parameter storage unit 321 and a re-encryption key 

generation key storage unit 322 in the temporary data 

storage unit 32 to store the public parameter par in the 

10 public parameter storage unit 321 and the re-encryption key 

generation key rkj  of the decryption device 50 in the re- 

encryption key generation key storage unit 322. 	The public 

parameter storage unit 321 that stores the public parameter 

par may be outside the temporary data storage unit 32. 

15 Also, the re-encryption key generation key storage unit 322 

that stores the re-encryption key generation key rkj  may be 

outside the temporary data storage unit 32. 	The above also 

apply to embodiments and modifications described later. 	In 

step ST4 described above, 	the communication unit 33 

20 receives the private key ski of the re-encryption key 

generator 30 from the key generator 10 and writes the 

private key ski into the private key storage unit 31. 

The random number generation unit 36 generates and 

sends out a random number eeZp*  to the re-encryption key 

25 generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 
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using the random number 0, the private key ski of the re-

encryption key generator 30 in the private key storage unit 

5 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Rij=-- (Rij1,Rii2,Rij3) 

7r(x •+0) Y i/x 
- (X3j ' l 	 ,g3

0 
 ) x' 	1 

7r(i3yi +0) 
/yi   Yi Rii2  := (Y5  - -9

B
=1 g 

ir(xi d-Oyi +0) 
\ 1 / z • 	z. i .3 	(X3i • Y5i ° 	, 	= 	, g30  ) 	g 	. 

10 In the above formulas, g2  is rewritten and denoted by 

13 g • 

Thereafter, the re-encryption key generation unit 34 

writes the generated re-encryption key R1 	into the 

temporary data storage unit 32. 	The communication unit 33 

15 transmits the re-encryption key R1 	the temporary data 

storage unit 32 to the re-encryption device 40 under the 

control of the control unit 35 	(ST33). 

With the above processing, the re-encryption key 

generation processing is completed. 

20 (4) The re-encryption processing is performed by the 

re-encryption device 40 as shown in FIG. 5 and each of 

steps ST41 to ST43 below. 	The re-encryption device 40 is 
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assumed to have a public key pk„ of the re-encryption key 

generator 30 stored in the temporary data storage unit 42, 

but if the re-encryption device 40 has not yet acquired the 

public key pk„ of the re-encryption key generator 30, the 

5 re-encryption device 40 may acquire the public key pki of 

the re-encryption key generator 30 from, 	for example, 	the 

re-encryption key generator 30 before step ST 41 described 

below. 	Similarly, the re-encryption device 40 is assumed 

to have the public parameter par stored in the temporary 

10 data storage unit 42, but if the re-encryption device 40 

has not yet acquired the public parameter par, the re-

encryption device 40 may acquire the public parameter par 

from, 	for example, the key generator 10 before step ST 41 

described below. 

15 The communication unit 43 of the re-encryption device 

40 writes the ciphertext data C, transmitted in step ST24 

and the re-encryption key IR.13  transmitted in step ST33 into 

the temporary data storage unit 42. 

The re-encryption processing unit 44 verifies the 

20 ciphertext data Ci in the temporary data storage unit 42 

using the public parameter par and the public key pk, of 

the re-encryption key generator 30 based on the following 

verification formula 	(ST41). 
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1  
e(C2x uC  . v) = e (X -2, C4}7 1 

uC1  • 2,) = e(Yli e( 	 C4), 2Y, 	 7  

i  e(C2z, uc - V) — e(Zi, C4)) 

e(C2z1, UCi  - V) — e(Zii., C4) 7 
". 

V (C1 a ( C3 C4 ) ) — 1. 
...(al) 

The first argument of the function 	is a 

verification key, the second argument is a signature, and 

the third argument is data to be signed. 

5 The function .c,7 verifies the signature for the data 

to be verified using the verification key and outputs "1" 

when the signature is determined to be valid and any value 

other than "1" 	(for example, 	"0") when the signature is 

determined not to be valid. 

10 Therefore, the fifth verification formula in the 

formula (al) shows that the one-time signature a is valid 

by verifying the signature o for the encrypted data C3, C4 

as data to be signed by using the encrypted data C1  as the 

verification key. 

15 The verification is successful if the five 

verification formulas in the formula (al) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST41 is skipped), the re-encryption 

20 parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp*  to the re-encryption processing 
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unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C2x', 

C 	'' , 	C2y ' , 	C2y ' ' , 	C 	' / 	C 	' ' , 	C2Z1 ' , 	C2Z1 ' ' , 	5X, 	C5Y, 	C 2 

5 using these random numbers s, 	t, 	k, the ciphertext data Cl  

stored in the temporary data storage unit 42, the re- 

encryption key Rij, 	the public key pk, of the re-encryption 

key generator 30, and the public parameter par (ST42). 

01 	V 8 	rfll 	rf 	$ .® v ,rs 	pi 	_ fi t  • 	il 	ft 	t 	y rt 
u2X — Ai ) u2X — u2X — Ai 	) Li2y 	li 7 	2y = u2Y = 	1i ) 

of 	7 k 	ft 	0 	k 	7  rk 	ct 	k 	It 	k 	rk 
ki2Z = Di 	2Z = v2Z 	l'i 	) 	2Z1 	11, 	2Z1 — C2Z1 	li 	7 

1 	 1 	 1 

C5X 	-- Rijls 1 	5Y — Rij2 t  , 	5Z --- Rii31-'*  
10 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= (C1  / C2x ' , C2x 	' r C 	, C 	' , C2Z ' , C2Z ' ' , C2Z1 ' , C2Z1 	' 	C5X / C5Y, C5Z,C3 , 

C4,0) by replacing the encrypted data C2x, 	C2y/ 	C2z, 	C2n in 

15 the ciphertext data Ci  with all the above re-encrypted data 

C2x' to C5z and writes the obtained re-encrypted data Cj 

into the temporary data storage unit 42. 	If verification 

processing in step ST51 in decryption processing described 

later is omitted, the re-encrypted data 

20 C j = (C1, C2x ' , C2x ' ' , C2y ' , C2y ' ' , C2Z ' / C2Z I  ' , C2Z1 ' , C2Z1 ' ' / C5X, C5Y/ C5Z , C3, 

C4, a) 	may be set as Cy= (C2X"  / C 	' / C2Z ' ' / C2Z1" , C5X, C5y / C5Z , C3) 

by omitting verification data 	(C1,C2x',C2y',C2z',C2z1',C4,0) 

not used for decryption. 	In this case, processing to 

generate the verification data 	(C2x',C2y',C2z',C2z1') 	is also 

25 	omitted. 
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In any case, 	the communication unit 43 transmits the 

re-encrypted data Cj in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

control unit 46 	(ST43). 

5 With the above processing, the re-encryption 

processing is completed. 

Incidentally, the re-encryption processing unit 44 may 

perform the re-encrypted data generation processing in step 

ST42 by omitting the verification processing in step ST41. 

10 When verification data (C1,C4,o) 	is not contained in the 

ciphertext data Cl, the re-encryption processing unit 44 

performs the re-encrypted data generation processing in 

step ST42 by omitting the verification processing in step 

ST41. 

15 (5) The decryption processing is performed by the 

decryption device 50 as shown in FIG. 6 and each of steps 

ST51 and ST52 below. 	The decryption device 50 is assumed 

to have the public parameter par stored in the temporary 

data storage unit 52, but if the decryption device 50 has 

20 not yet acquired the public parameter par, the decryption 

device 50 may acquire the public parameter par from, 	for 

example, 	the key generator 10 before step ST 51 described 

below. 

The communication unit 53 of the decryption device 50 

25 receives the re-encrypted data Cj transmitted in step ST43 

and writes the re-encrypted data Cj into the temporary data 

storage unit 52. 
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The decryption processing unit 54 verifies the re-

encrypted data Cj  in the temporary data storage unit 52 

using the private key skj  of the local device 50 in the 

private key storage unit 51 and the public parameter par in 

5 the temporary data storage unit 52 based on the following 

verification formulas 	(ST51). 

/ 
e(C21X 1 7-1C1  ' v) = e(C2X 7 C4), 

e(Ciy, ucl-  • v) ------ e(C2y, C4), 

e(C2z, ucil  • v) — e(C2z, C4), 

e(Czi, ucl-  • v) = e(C.zi., C4), 

e(C5z, CZ) .---- e(C5x, C2x) - e(g2, g3)Yi, 

e(C5z, C21z1) =e(C5y, Gi'll) • e(g, g4)xj , 

17-  (Ci, cr, (C3, C4)) = 1. 
...(a2) 

Instead of the fifth verification formula in the 

formula (a2), 	the following verification formula may be 

10 used. 

e(C5Z) C21z) = e(C5X)C2ix) - e(g5, g)yi  . 

Also, 	instead of the fifth verification formula in the 

formula (a2), 	the following verification formula may be 

used. 

e(C5Z7 C2/z) 	e(C5X,Cx) • e(Y2i, g3). 
15 ...(a2') 

In this case, 	the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, instead of the sixth verification formula in the 
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formula (a2), 	the following verification formula may be 

used. 

e(C5z, C2z1) = e(C5y, C2y) • e(g3, gi)xj 

Also, instead of the sixth verification formula in the 

5 formula (a2), the following verification formula may be 

used. 

e(C5Z, C2z1) 7---- e(C5y, Cy) • e(Xj, g4). 

In this case, 	the decryption processing unit 54 

10 

conducts verification using the public key pk3  of the local 

device 50. 

The verification is successful if the seven 

verification formulas in the formula (a2) 	all hold and 

fails if any one of the seven formulas does not hold. 

If the verification is successful 	(or the verification 

15 processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

20 52 to obtain the message m (ST52). 

C e((kg,qz)VYi (e(C5Z,C2fzi) m = ,l e(C5x 7  C2"x)) 
{ 

e(C5y, C"y 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, g1  is rewritten and 

25 denotd by ga  and g2  is rewritten and denoted by e. 
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Incidentally, 

(C1,C2x',C2y',C2z',C2z1',C4,0), 

the 

7r(x .+0) 	r 
e(g 	3 	' g  ) 	/ 

gr/(e(g)g)7  

the above processing, 

the decryption 

decryption processing 

processing in 
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key cryptography 

In this case, 

a message using the 

data or re-

to embodiments and 

20 	modifications described later. 
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In the present embodiment, the order of processing may 

be changed when appropriate. 	For example, 	the order of the 

decryption processing and the ciphertext verification 

processing may be changed. 	Similarly, 	the order of the re- 

5 encryption key generation processing may be changed to 

before the encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the re-encryption key 

10 generation key rkj, the re-encryption key will not be 

generated without permission of the user of the decryption 

device 50 	(second user device). 	In other words, 	a re- 

encryption key cannot be generated if the transfer 

destination (in the example of FIG. 	8, 	for example, 	the 

15 user A) does not notify the transfer source (in the example 

of FIG. 8, 	the group administrator) of a re-encryption key 

generation key. 	Thus, re-encryption (that is, the transfer 

of decryption right of ciphertext to the relevant transfer 

destination) can be prevented when there is no approval of 

20 the transfer destination and therefore, safe file sharing 

can be realized. 

Also according to the present embodiment, due to the 

configuration of generating the re-encryption key Rij based 

on a random number 0, even if a server and a user collude 

25 with each other, the decryption right can be prevented from 

being re-transferred without permission of the transfer 

source. 	Accordingly, there is no need to demand extreme 
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reliability from the server and a file sharing system the 

user can safely use can be provided. 

To supplement the above description, there has been a 

problem that, if the server operator, the user B, and the 

5 user E collude, a third party can calculate a normal re- 

encryption key (RAE) 	to re-encrypt ciphertext for the user 

A into ciphertext for the user E by using a re-encryption 

key (R AB) to re-encrypt the ciphertext for the user A into 

ciphertext for the user B, a private key (skE) 	of the user 

10 B, and a private key (skE) of the user E without permission 

of the user A as the transfer source (that is, 	the 

decryption right is re-transferred without permission of  

the transfer source). 

According to the present embodiment, however, due to 

15 the configuration of generating the re-encryption key RI; 

based on the random number 8, even if the server operator, 

the user B, and the user E collude, the decryption right 

can be prevented from being re-transferred without 

permission of the transfer source. 

20 [First modification] 

In the first embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re- 

25 encrypted data is decrypted by the decryption device 50 is 

cited, but the first embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re- 
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encrypted. 	In this case, 	only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

5 first embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

10 the first embodiment is only in the last step. 	To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

15 transmits the ciphertext data Cl  in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Cl  generated by the encryption device 20 using the public 

20 parameter par and the private key ski  of the local device 

50 based on the following verification formulas 	(ST51'). 
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u
ci.- v) = e(g, C4/xi , e (C2x 1 

e(C2y, uCl  - v) = e(gi, C4)  Ili  7 

e(C2z, 
u
C • v) 	e(g, C4)zi ) = 

e(C2zi, uCi  - v) 	e(gi,C4)zi , 

V (Ci , a-, (C3, 	°4}}- 1. 

...(a3) 

Incidentally, 	the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

5 the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas in the formula (a3) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

10 processing in step ST51' is skipped), 	the decryption device 

50 decrypts the ciphertext data Cl  as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

C2x) xi  m  — c3  / e(g4g51  
15 

The above formula may calculate with 
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m ® \ 1 

e (g4g5 )xi , C2X 
I  \ 

(g4g5 using Pi  
calculated in advance. 

Accordingly, calculation processing loads for 

decryption can be reduced. 	This also applies to 

embodiments and modifications described later. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

I 

M • e(g4g5, g)r  / e(g4g5, C2x) xi 
1 

m 	e(g4g5, 9)r  / e(94g51 
, 

gx  7, r ) x2  = 

— m 	e(g4g5, g)r /e(g4g5 7 = m. 9)r  -- 

[Second modification] 

In addition to the first modification, as will be 

described below, the first embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the first embodiment respectively. 

Hereinafter, 	the encryption processing and the decryption 
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processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21, 	the encryption parameter generation 

5 unit 23 of the encryption device 20 generates 	(ssk, 	svk) 

(ST21') and sets the verification key svk to the encrypted 

data C1 	(Ci=svk). 

The encryption parameter generation unit 23 also 

* generates and sends out five random numbers r,s,t,k,BEZp  

10 to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data 	C x' , C2 	, 	C2Y ' / 	2Y " i 	C2Z ' / C2Z " 1 	C2Z1 '  , C2Z1."  f C5X, 

C5y,C5z,C3,C4 below from a message mEGT  as plaintext data 

using these random numbers r,s,t,k,0, 	the public key pk3  of 

15 the decryption device 50, and the public parameter (ST22'). 

0/ 	 // 	
= 

'v, .rs 	rd 	
— X 't 	C

l/ 	.rt 
'-'2X 	Y2 -s  

	

3 	) 	2X 1  23 	) 	-'2Y 	3 ) 	2Y 	3 
rf/ 	V k 	II 	rk 	 k" 	

rk 
L'2Z — 123 	7 	--- 17 	CI 	;k7.  2Z 	- 	23 	) 	2Z1 = --i ' 	2Z1 	3 

svk ( svk = e(g4g5, gr m, C4 	 . V
y 

) = (u  

n 	1 	 0+1 	 1-- C5x 	04 . g3 )s 	C5Y = g3 t , 	5Z 	(g4 . g3
0-1-1 

 ) - 

After step ST22' 	is completed, 	like in step ST23, 	the 
ciphertext generation unit 24 generates a one-time 

signature o 	(ST23'). 

20 Thereafter, the ciphertext generation unit 24 

generates ciphertext data CD=(C1,C2x',C2x", 	Czy',Czy' I/ 

C2z 	C2Z 	/ 	C2Z1 ' i C2Z1 ' ' , C2 '  ' ' 	C5X, 	C5Y i C5Z, C3, C4 , a) 	including 
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all the above encrypted data C1  to C4 and the one-time 

signature 0 and writes the obtained ciphertext data into 

the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

5 data CD  in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Cj  generated by the encryption device 20 in the same manner 

10 as in step ST51 	(ST51'). 	If the verification is successful 

(or the verification processing in step ST51' 	is skipped), 

the decryption device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj  of 

the local device 50 and the public parameter par to obtain 

15 the message m (ST52'). 

m  , 
( e(C5Z)  C2"z) Yj (e(C5 z, C2zi ) xi 

e(C5x, C2x)) e(C5y, C2"y) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, g1  is rewritten and 

20 denoted by ga  and g2  is rewritten and denoted by ga. 

1 

( er5z, C2llz) 	Yj e (C5Z ) Cll  2zi ) 
1 

j 
} 

rill 
\e(C5x, ki2x  ) e(C5 y '  C" ) 2Y 
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C3/ { 
, 
g yjrk \ (gir(1-Fa-1-0)/k 	o ) j
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yj e(g7r(i+a+o)/k 	xjrk 
, 
g ) \ 

e(r(a+o)/s, gows) e  igq-0-1-1vt gxirt) 

	

7(1+ +0) n 	) u 	)y 	) 
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[Third modification] 

In the first embodiment, an example in which the 

public parameter includes three elements g, gl, g2  of 

system fixed values is described, but the first embodiment 

is not limited to such an example and the element g2  may 

not be generated and the element g2  may not be included in 

the public parameter. 	In this case, g2=g may be set to 

replace g2  with g in the first embodiment. 	This also 

applies to embodiments and modifications described later. 

[Fourth modification] 

In the first embodiment, an example in which the 

public parameter includes three elements g, g1, g2  of 

system fixed values is described, but the first embodiment 

is not limited to such an example and four or more elements 

of system fixed values may be included. 	If, 	for example, 

four elements g, 	g1,  g2, g6  are included in the public 

parameter, 	g2=g2g6  may be set to replace g2  with g2g6  in the 

first embodiment. 	If, 	for example, 	five elements g, 	g1, 	g2, 
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g6, 	g7  are included in the public parameter, 	g1-=g1g6  and 

g2=g2g7  may be set to replace g1  with g1g6 and g2  with g2g7 

in the first embodiment. 	This also applies to embodiments 

and modifications described later. 

5 [Fifth modification] 

In the first embodiment, an example in which one set 

of 	(g3, g4, g5) is included in the public parameter is 

described, but the first embodiment is not limited to such 

an example and a plurality of sets of (g3, g4, g5) may be 

10 included in the public parameter. 	This also applies to 

embodiments and modifications described later. 

Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re- 

encryption processing, and decryption processing in the 

15 present modification will be described and portions common 

to the first embodiment may or may not be described by 

using the same reference signs. 

(1) 	Key setup processing 

The public parameter generation unit 13 of the key 

20 generator 10 randomly selects nl, 	E2,..., 	nN from Zp*  and 

calculates Al, A2,..., AN shown in the following formula. 

An 	(tagn, 	 (n — 1, 2, 	N) g3,n, 	g4,n, 	g5,n) 	 ..., 
7rn = 	= 	= g in

, 
  g4 	gi7rn g3,n 	 7 g5,n 	g2 

N is a natural number. 	tags 	n=1,2,...,N) 	is the 

identification information of An. tagn  may be a numeric 

25 value or a character string. 	Alternatively, an element 



56 

itself 	(other than tagn) 	may be used as tagn. 	In this case, 

there is no need to add tagn  as an element of An  and 

processing to generate tagn  does not need to be performed. 

The public parameter generation unit 13 generates a 

5 public parameter 
A 	AA 

par = {A )  p, G, GT  g, gi, g2, {Ai, A2, • ••, AA)  U, V )  Sig(G, S, V)} 

based on a security parameter X stored in the key parameter 

storage unit 11 in advance or acquires the public parameter 

from outside 	(ST1'). 

0 The key generator 10 publishes the public parameter 

par=(X,p,G,GT,g,gi,g2,A1,A2,...,AN,u,v,Sig) 	in the temporary 

data storage unit 12 	(ST2'). 

If the identification information of the re-encryption 

key generator 30 is assumed to be i, the key generation 

5 unit 14 generates a private key xi,y,,z EZp*  of the re-

encryption key generator 30 and generates a public key 

pki=(Xi,Y3.±,Y2i,Z1,Z11) 	of the re-encryption key generator 30 

using the private key ski=(xl,yi,zi) 	and the public 

parameter par. 

Xi 	Yli — gl
yi 	Y2i=g2y1 ) — g Xi , 	 5 

0  

_ 27, 	 Z i -- g z i , 11 	gizi 

When verification processing using a formula (a7') 

described later is not performed, data Y2i may be omitted. 

That is, the public key pk, only needs to include data Xi, 

Yii, 	Zi, 	.- 

25 	 Further, the key generation unit 14 generates re- 

1 

2 
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encryption key generation keys rk„,1, 	r 	2,..., 	rk,,N shown 

by the following formula using the private key ski and the 

public parameter par 	(ST3'). 

rkiln = ( 	 (in 	1, 2, 	N) 3i,n 7 	5i n) 	 •• - , , 
xi 	 yi x3i,r, 	1T5t 7 	= 93,n 	, 	n 	g5,n 

5 

The communication unit 15 transmits the private key 

ski and the re-encryption key generation keys rki,l, 

rk1,2,..., 	rki,N in the temporary data storage unit 12 to 

the re-encryption key generator 30 under the control of the 

10 control unit 16 	(ST4'). 	Incidentally, 	the communication 

unit 15 may transmit, 	instead of rki,l, 	rki 2,. 	rki,N, 

(tag1,rk„,1), 	(tag2,rki,2),..., 	(tagN,rk,,N) 	to 	the 	re- 

encryption key generator 30. 

Similarly, 	if the identification information of the 

15 decryption device 50 is assumed to be j, the key generation 

unit 14 generates a private key skj=(x3,yi,zi) 	of the 

decryption device 50 and generates a public key 

pki=(Xi,Yij,Y2D,ZJ,Z13) 	of the decryption device 50 using the 

private key ski. 

 	X' 
X i —g 	Ylj---giY 

j 
 , 	Y2j 	-g2 Y i ) 

z i 	 z 
20 

Z 4 —g 	J 
J 	

, 	Zij—gi 	J 

If, similarly as described above, the verification 

processing using a formula (a7') 	described later is not 

performed, data Y2j may be omitted. 	That is, 	the public 

key pkj  only needs to include data Xj, 	YIJ, 	Z], 	Z13. 



58 

Further, the key generation unit 14 generates re- 

encryption key generation keys rkj,l, 	rkj,2,..., 	rkj,N shown 

by the following formula using the private key skj  and the 

public parameter par (ST6'). 

N) r k 	X33,n, Y5i,n) 	en = 1 2 3, 	 7 	1 	.•..) 
5 

xi 	 Yj X3jyri — g3,n 	1 	5j,n 	g5 n 9 

The communication unit 15 transmits the private key 

skj  and the re-encryption key generation keys rkj,l, 

rkj,2,..., 	rk.j,N in the temporary data storage unit 12 to 

10 the decryption device 50 under the control of the control 

unit 16 	(ST7'). 	Instead of rkj,l, 	rki,2,..., 	rkj,N, 	the 

communication unit 15 may transmit, 	(tagl,rkj,1), 

(tag2,rkj,2),..., 	(tagN,rkj,N) 	to the decryption device 50. 

(2) 	Encryption processing 

15 Like in step ST21 in the first embodiment, the 

encryption parameter generation unit 23 of the encryption 

device 20 generates a key pair (ssk, svk) 	of the signature 

key ssk and the verification key svk in the one-time 

signature (ST21') and sets the verification key svk to the 

20 encrypted data C1 	(Ci=svk). 

The ciphertext generation unit 24 generates one 

element from Al, 	A2,..., 	AN as elements of the public 

parameter par. 	It is assumed below that An  is selected. 

The ciphertext generation unit 24 generates encrypted 

25 data C2x, 	C2Y, 	C2Z, 	Cm, 	C3, 	C4 below from a message mEGT  as 

plaintext data using the random number r, the public key 
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pki of the re-encryption key generator 30, and the public 

parameter par 	(ST22'). 

rr 
r 	C2Z1 = Z1i C2X 	Xir  , C2y 	171i , 	2Z = ___..7.i  , 

vk 	r .  
C3 = e(g4,,,g5,,,, gr • m, C4 = (Us 	fo 

After step ST22 is completed, the ciphertext 

5 generation unit 24 generates a one-time signature o as 

shown in the following formula for the identification 

information tags  of A, and the encrypted data C3 , C4 based 

on a signature generation function S of the public 

parameter par and the signature key ssk generated in step 

10 ST21' 	(ST23'). 

a — S (ssk, (tags, C3, C4)) 

Incidentally, 	the ciphertext generation unit 24 may 

generate the one-time signature o for the encrypted data C3 , 

C4  as data to be signed without including the 

15 identification information tags  of An. 	This also applies 

to embodiments and modifications described later. 

Thereafter, 	the ciphertext generation unit 24 

generates ciphertext data Ci= (C1 , C2x, C2Y, C2Z, C22,1 f C3, C4, o, tags) 

including all the above encrypted data C1  to C4, the one- 

20 time signature c, and the identification information tags  

of A. 

If the verification processing in step ST41' and step 

ST51' described later is omitted, 	the ciphertext data 

Ci= (Ci , C2x , C2y, C2z, C2Z1 f C3 , C4 , o) 	may be set as 

25 C,=(C2x,C2y,C2z,C2n,C3) 	by omitting verification data 
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(C1,C4,0,tagn) 	that is not used for decryption. 	In this 

case, processing to generate the verification data 

(C1,C4,o) 	is also omitted. 	However, 	if decryption 

processing in a sixth modification described later is 

5 performed, the ciphertext generation unit 24 adds the 

identification information tagn  of An  to the ciphertext 

data Ci. 

In any case, the communication unit 22 transmits the 

ciphertext data Ci  in the temporary data storage unit 21 to 

10 the re-encryption device 40 under the control of the 

control unit 25 	(ST24'). 

(3) Re-encryption key generation processing 

Assume that the decryption device 50 (in the example 

of FIG. 8, 	for example, 	the user A) 	approves that 

15 ciphertext addressed to the re-encryption key generator 30 

20 

(in the example of FIG. 8, the group administrator) and 

encrypted by using An  as an element of the public parameter 

par is re-encrypted into ciphertext addressed to the 

decryption device 50 	(in the example of FIG. 	8, 	for example, 

the user A) 	(that is, 	the transfer of decryption right of 

the ciphertext encrypted by using An  to the user A). 	The 

decryption device 50 transmits the identification 

information tagn  of An  and a re-encryption key generation 

key rkj,n of the decryption device 50 to the re-encryption 

25 key generator 30. 	The communication unit 33 of the re-

encryption key generator 30 acquires and writes the 

identification information tagn  of An  and the re-encryption 
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key generation key rki,n of the decryption device 50 into 

the temporary data storage unit 32 under the control 

control unit 35 	(ST31'). 

of the 

The re-encryption key generation unit 34 generates a 

5 re-encryption key Rijn as shown in the following formulas 

using the random number 0, the private key sk„ of the re- 

encryption key generator 30 in the private key storage unit 

31, the identification information tagn  of A, and the re- 

encryption key generation key rki,n of the decryption 

10 device 50 in the temporary data 

public parameter par (ST32'). 

storage unit 32, and the 

Ri3 	= (Rui 7n7  "2 ,n, 7 	R'03,n) 

rn(x j -{-0) 

Riji,n = ( 	3j,n, • 	3,n ) 
0\1/xi  g 	xi  

1 

lin (hi -1-.0) 

Rij2,n 	( 	5 j,n ° 9"3,n ) — g 	Yi 
) 

7rn (xi +0Yj +0) 

Ri 3n 	( 	3j,n, • Y5j,n ' g371°)1/z  --- i ' — g 	
z. 

0 

15 

In the above formulas, g2  is rewritten and denoted by 

P g . 
(4) Re-encryption processing 

The re-encryption processing unit 44 verifies the 

20 ciphertext data C, in the temporary data storage unit 42 

using the public parameter par and the public key pk„ of 



- 62 - 

the re-encryption key generator 30 based on the following 

verification formula 	(ST41 1 ). 

U
Cl 
 . v) 	(Xi ('4}, e (C2X 1 	 , 

e ( Q2Ir uC 	° 1.)) 	(Yli C4 ) 1 	 y 	7 

(71 
'V e( C2 	- ) 	(4(4)) Z , 

e(C221) uC1 - 0 .— e(Zii, 4),( 

V(C1 (T7  (tagn7  Q37  (:4)) = 1. 
...(a4) 

If the identification information tagn  of An  is not 

5 included as data to be signed by the one-time signature u, 

the fifth verification formula in the formula (a4) conducts 

verification of the one-time signature o by restricting 

data to be signed to the encrypted data C3, C4. 	This also 

applies to verification processing of the one-time 

10 signature o described later. 

The verification is successful if the five 

verification formulas in the formula (a4) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

15 processing in step ST41' 	is skipped), 	the re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,kEZp*  to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

20 	shown in the following formulas, re-encrypted data C2x'i 
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C 	' ' , 	C2y 	/ 	C2y ' ' , 	C2z ' / 	C22 ' ' / 	C2Z1 ' I 	C2Z1 	' / 	C5X / 	C5Y / 	C5Z 

using these random numbers s, t, k, the ciphertext data Ci  

stored in the temporary data storage unit 42, the re-

encryption key Rijn, the public key pki of the re- 

5 encryption key generator 30, and the public parameter par 

(ST42'). 

2lly = C t  2Y — 
yiirt, 

C21x- = Xj8 7  C2"x = C2Xs = xi
rs 

, 
cf
2
/
y
, = y

li
t
, 

 

• , 2Z1 = 	1i 1 	2Z1 - C2Z1k 	
rk 

2Z = c2z 	
7,rk 2'z 	

k 	/1 
Lit

/  

1 	 1 	 1 

C5x == Riji,n s 7 C5Y = Rij2,n t  7 	5Z = Rij3,n-1-'- 

Incidentally, the re-encryption processing unit 44 may 

10 select the re-encryption key Rijn to be used in step ST42' 

based on the identification information tagn  of An  

contained in the ciphertext data Ci transmitted in step 

ST24'. 

After step ST42' 	is completed, the re-encryption 

15 processing unit 44 replaces encrypted data C2x / 	C2Y, 	C2z, C2z1 

in the ciphertext data Ci with all the above re-encrypted 

data C2z' to C5z and further adds the identification 

information tagn  of An  contained in the ciphertext data Ci 

transmitted in step ST24' to the re-encrypted data C3 . 

20 That is, 

Ci,---- (Cif  C2x ' / C2X ' ' / C2Y ' 1 C2Y ' ' / C2Z ' / C2Z ' ' / C2Z1 ' / C2Z1 ' ' / C5X / C5Y / C5Z / C 3i 

C4,0,tagn) 	is obtained. 	The re-encryption processing unit 

44 writes the obtained re-encrypted data Ci into the 

temporary data storage unit 42. 

25 If verification processing in step ST51' in decryption 
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processing described later is omitted, the re-encrypted 

data 

Cj----  (C1, C2x' , C2x' ' , C2Y ' 1 C2Y ' ' i C2Z ' / C2Z ' ' / C2Z1 '  , C2Z1 '  ' 1 C5X, C5Y 1 C5Z , C3/ 

C4,G,tagn ) may be set as 

5 Ci---.(C2x 1  ' , C2y ' ' 1 C2 Z' 	I C2Z1 ' ' 1 C5X/ C5Y , C5z / C3 ) 	by omitting 

verification data 	(Ci,C2x/ , C2Y ' / C2Z 1  /C2Z1 '  / C4 , 6, tagn ) 	that 	is 

not used for decryption. 	In this case, processing to 

generate the verification data 	(C 2x' C2y i ,C2z i ,C2z1 ) 	is also 

omitted. 

10 In any case, the communication unit 43 transmits the 

re-encrypted data Cj in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

control unit 46 	(ST43'). 

(5) Decryption processing 

15 The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in the 

temporary data storage unit 52 using the private key skj  of  

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

20 52 based on the following verification formulas 	(ST51'). 
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e (c2")<- 1  uci - v) = e(C2IX7 C4)7 

e(C2y )  UC1  • v) = e(C2/17 7 C4)7 

e(C211Z 7  tiCi  ' v) = e(C2/ Z 7 C4), 

/ 

e(C2"z1 7 ucli-  • v) = e(C2z1 ) C4)7 

e(C5z, C21Z) = e(C5x 1 C21x) - e(g2, g3,n)Yi  ) 

e(C5z, Cizi.) = e(C5y, C'-17) • e(g7g4,n)x j7 

f/(Ci. , a-, (tagn, C31 C4)) 
...(a7) 

Instead of the fifth verification formula in the 

formula (a7), 	the following verification formula may be 

used. 

e(C5z  ,C2rz  ) 	e(C 5 x  , C 2f x ) • e(g 5 ,n , gY i  
5 

Also, instead of the fifth verification formula in the 

formula (a7), the following verification formula may be 

used. 

e(C 5z  , C 2' z ) = e(C 5x  , C2' x ) • 421, g 3 ,n  ) 
...(a7') 

10 	 In this case, 	the decryption processing unit 54 

conducts verification using the public key pk3  of the local 

device 50. 

Also, instead of the sixth verification formula in the 

formula (a7), the following verification formula may be 

15 	used. 

e(C5Z ' C2Z1  )= e(C5Y 5  C2Y ) • e(g.3,n1 gl Yi 

Also, instead of the sixth verification formula in the 

formula (a7), the following verification formula may be 

used. 



- 66 - 

5 

10 

15 

In 

conducts 

device 

device 

information 

transmitted 

Al, 	A2,..., 

C3  as shown 

ski of 

obtain 

mz--- 

produces 

In 

denoted 

(4 

_ 

e(C5z ,C2' 

The 

The 

That 

this case, 

50. 

50 may 

in 

AN 

in 

the local 

the message 

C3 

the 

m can 

by g" 

e (C5Z)C2"z) 

verification 

decryption 

tagn  

decryption 

the following 

as 

and 

zi ) 

select, 

step 

the 

the 

of An  

elements 

device 

m 

e(C 

processing 

ST43', 

device 

following 

7 e(C5z,C2z)\Yi 

5y  ,C2' y )• 

decryption 

using the 

based on 

contained 

A, to 

of the 

50 and 

(ST52'). 

50 decrypts 

formula 

unit 

the 

in 

the 

1 

of 

\ jzi) 

e(X 

public 

be 

and 

1 

public 

g1  

processing 

identification 

the 

used 

public 

j , g4,n  ) 

unit 54 

key pk3  of the 

54 of the decryption 

re-encrypted 

in step ST51' 

parameter par. 

the ciphertext 

using the private 

parameter par 

/ e(C5z,C"z0 s1xi 

local 

data 

data 

key 

1  } 

1 
Xj 

from 

to 

Cj 

be 

decryption 

g2  is 

1 
Yj 	

, 

\e(C5x,C2x)) 

checked 

result 

by the 

calculation, 

rewritten 

(e(C5Z, C2"  

following 

/ e(97,,(x j+Pyj4-0) 

the 

\ e(C5y,C2lly) ) 

above formula 

calculation. 

is rewritten and 

denoted by e. 

I zik 
)g

azirk 

\ e(C5x, C2llx.‘, i 

7 e  vn  (xi +fiyi Alzi k
, 

 

er5y)  C2lly) 

gzirlc) 

i 

1 
7J 3 	

. 

e  (g n 	3 	z ) giZiTS) 

	

1 	/ 

	

r1,(3y 4- )Iy 	wl) 
\ 	e(g 	3 	1 	g

a 
) 	) 



- 67 - 

7  e(grrri(xiffij+0)
,g

r)\ Vj i e(grri(X3+13y3+0)Igar 	

.} 
e(g7rn(Xj+0)

7g
r) 	

i 

{
) 

\ 	
e(g7rn (13Y 3 • +0) )g) gar) 

= m • e(g4171S5,71) gr / (e (g 1 
 g)Irn Or 	,,o ( ri r,\7rnar) _ „..y, 

u' Y).9) 	— lib, 

[Sixth modification] 

In the fifth modification, an example in which 

5 	ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re- 

encrypted data is decrypted by the decryption device 50 is 

cited, but the first embodiment may also be changed to a 

10 	form in which the ciphertext data is decrypted without 

being re-encrypted. 	In this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

in the present modification is the same as the key setup 

15 	processing in the fifth modification. 	Hereinafter, 	the 

encryption processing and the decryption processing in the 

present modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

20 	the fifth modification is only in the last step. 	To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. 	In this 

case, the communication unit 22 of the encryption device 20 

25 	transmits the ciphertext data Ci in the temporary data 
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storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies, 	like in step ST51' 

in the first modification, the ciphertext data C3  generated 

5 by the encryption device 20 	(ST51'). 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

10 device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

Tn — C3 	(3  (g4/72g57 	C2X) xi  /4 	,  , n 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 
1 

In - e(g47  ng5,n, g)r  / e(g47ng5ln ) C2X ) Xi  

i. 
M, • e(g47ng5 	7 g)

r 

 / e  (g4)7057 n ) g

xir) 
2 

)rt 
15 

= m• e(g47 	 = rn ng5 7 1 n gr/e(g4,ng57n, g)
r 	

. 

The decryption processing unit 54 of the decryption 

device 50 may select, based on the identification 

information tagn  of Ar, contained in the ciphertext data Ci 

20 transmitted in step ST24', An  to be used in step ST52' 	from 

Al, A2,..., 	AN  as elements of the public parameter par. 

[Seventh modification] 

In addition to the sixth modification, as will be 
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described below, the first embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 

5 processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the fifth modification respectively. 

Hereinafter, the encryption processing and the decryption 

10 processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21 in the first embodiment, 	the 

encryption parameter generation unit 23 of the encryption 

15 device 20 generates 	(ssk, 	svk) 	(ST21') 	and sets the 

verification key svk to the encrypted data C1 	(C1=svk). 

The ciphertext generation unit 24 generates one 

element from Al, 	A2,..., 	AN as elements of the public 

parameter par. 	It is assumed below that An  is selected. 

20 The encryption parameter generation unit 23 also 

generates and sends out five random numbers r,s,t,k,GeZp*  

to the ciphertext generation unit 24. 

25 

The ciphertext generation unit 24 generates encrypted 

data C 	C' 	C 	C' 	C 	C' 	C 	Cz ' 	C2x 	 2y 	 2z  	5X, 

C5yr C5z r C3 , C4 below from a message mEGT  as plaintext data 

using these random numbers r,s,t,k,e, 	the public key pkj of 

the decryption device 50, and the public parameter 	(ST22'). 
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After step ST22' 	is completed, 	like in step ST23 in 

the fifth modification, the ciphertext generation unit 24 

5 generates a one-time signature o 	(ST23'). 

Thereafter, 	the ciphertext generation unit 24 

generates ciphertext data C3=(C1,C2x' ,C2x" f 	02Y '  ,C2Y"  f 

C2z i / C2z", 	C22,1 	,C221"/C5X, 	C5y,C52,C3,C4,0,tagn) 	including all 

the above encrypted data C1  to C4 and the one-time 

10 signature o and writes the obtained ciphertext data into 

the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

15 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

C 	generated by the encryption device 20 in the same manner 

as in step ST51' 	in the fifth modification 	(ST51'). 

The decryption processing unit 54 of the decryption 

20 device 50 may select, based on the identification 

information tagn  of An  contained in the ciphertext data C, 

transmitted in step ST24', An  to be used in step ST51' 	from 

Al, A2,..., AN as elements of the public parameter par. 
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a parameter representing a period. 	The time parameter is 

used in, of key setup processing, encryption processing, 

re-encryption key generation processing, re-encryption 

processing, and decryption processing, the encryption 

5 processing, the re-encryption key generation processing, 

and the re-encryption processing. 	The time parameter is 

used such that if, for example, encryption processing is 

performed in a certain period ti, the encryption processing 

described later is performed by setting L=t1  and if 

10 encryption processing is performed in the next period t2, 

the encryption processing described later is performed by 

setting L=t2. 	That is, 	encryption processing, 	re- 

encryption key generation processing, and re-encryption 

processing are performed by periodically changing the time 

15 parameter. 	Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re- 

encryption processing, and decryption processing in the 

present embodiment will be described. 	Portions common to 

the aforementioned first embodiment may or may not be 

20 described by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the first embodiment or acquires the parameter 

25 from outside (ST1). 	If the identification information of a 

re-encryption key generator 30 is i, a key generation unit 

14 randomly selects elements xi, 	yi, 	z. , wi  of Zp*  from 
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and sets a private key ski= 	i  yi,zi,w) 	of the re- 

encryption key generator 30. 	Then, the key generation unit 

14 generates a public key pki-=(Xi,Yii,Y21,Z1,Zii,Wi) 	of the 

re-encryption key generator 30 using the private key ski 

5 and the public parameter par. 

:K° 	
=Yi  g2 Xi = g 1, 	Yi i 	glYi, 	y21 	9 

	

___ 	-:. 	 NAT' 
Z •  = gzi 	Z . — 1 	1 	gl

z
1 	

w• = g 	1 

When verification processing using a formula (a6') 

described later is not performed, data Y21  may be omitted. 

10 

That is, 	the public key pk, only needs to include XI, Yli, 

Z,, 	Zil, 	wi. 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y5i) using the 

private key ski and the public parameter par (ST3). 

X3 i — g3 Xi L 9 	y5 i 	g5Y1  

15 Similarly, 	if the identification information of a 

decryption device 50 is j, 	the key generation unit 14 

randomly selects elements xj, 	y3, 	zj, wj of Zp*  from Zp*  and 

sets a private key sk3----(x3,y3,z3,w3) 	of the decryption 

device 50. 	Then, the key generation unit 14 generates a 

20 public key Pkj=(X3tY1j/Y23/Z3/Z1j,Wj) 	of the decryption device 

50 using the private key sk, and the public parameter par. 

Xi = gXi , 	Y1 j = glYj,  Y2 j = g2Yj 

Zi , 
	L' 
	. __ gl 
	J 
zi 	

J 	
Wi 

j 	l i — 	) 	
W • =_- g  

If 

 

, similarly as described above, the verification 
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processing using a formula (a6') described later is not 

performed, data Y2j may be omitted. That is, the public 

key pkj only needs to include Xj, 	Zj, 

Further, the key generation unit 14 generates a re- 

5 encryption key generation key rkj,--(X3i,Y5j) using the 

private key skj and the public parameter par (ST6). 

	

LI J 	g3X-1  

	

)(.2 i  	J, 	y5 i — g5Yi 
(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

10 encryption parameter generation unit 23 of an encryption 

device 20 generates 	(ssk, 	svk) 	(ST21) 	and sets the 

verification key svk to the encrypted data C1 	(C1=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number rEZp* to a 

15 ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2xi 	C2Y, 	C2Z, 	C2Z1, 	C2F, 	C3, 	C4 below from a message mEGT  

as plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, the public 

20 parameter par, and the time parameter L (ST22). 

VT 	17 	 r7 
C2X = Ai 1  Cy = I ii

r 
 1 C2Z 	L. i i

r 
 1 c2Z1 = Zii r,  7 

• 771 	
(usvk • 

11)-) z, 	, 	e{9 	) 05 O 	1  C4 = 
r 

C2F 	F i  L)r C3 

The function Fi 	(L) 	is defined as shown below. 

gL-1-wi 
If 	

. vv
i 

 ____ (L) 	 (L c ii 	
gL 	

.4.1*) 
.1.-- 
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As a method of acquiring the time parameter by the 

encryption device 20 (or the re-encryption key generator 30 

described later), 	for example, the following method may be 

used. 	Some entity (for example, 	a server Sv in FIG. 8, a 

5 server separate from the server Sv, a user administrator, a 

group administrator, an administrator separate from the 

user administrator and the group administrator, a user A, a 

user B, a user B, or a user separate from the users A to C)  

holds a time parameter generation device (not shown) that 

10 generates a time parameter and the time parameter 

generation device notifies the encryption device 20 	(or the 

re-encryption key generator 30) of a time parameter. 

Alternatively, a function in which the input is a time and 

the output is a time parameter may be defined to generate a 

15 time parameter using the time and the function. 	In this 

case, the encryption device 20 (or the re-encryption key 

generator 30) may use an output value of the function using, 

as input, information based on the time when encryption 

processing (re-encryption key generation processing) 	is 

20 performed (for example, a value obtained by converting the 

date when encryption processing (re-encryption key 

generation processing) is performed into a number) as a 

time parameter L, which obviates the need to acquire a time 

parameter from another device. 	Alternatively, the key 

25 generator 10, the encryption device 20, the re-encryption 

key generator 30, a re-encryption device 40, or the 

decryption device 50 may generate a time parameter to 
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notify devices other than the relevant device (that has 

generated the time parameter) of the time parameter. 	The 

re-encryption key generator 30 acquires, as will be 

described later, a re-encryption key generation key of the 

5 decryption device 50 from the decryption device 50 and when 

acquiring the re-encryption key generation key, may also 

acquire a time parameter from the decryption device 50. 	In 

this case, the decryption device 50 may acquire a time 

parameter from one of the above methods. 	This also applies 

10 to embodiments and modifications described later. 

The time parameter does not necessarily have to be a 

parameter related to a time such as a time or date and may 

be, 	for example, a number obtained by converting a 

character string or a numerical value such as a random 

15 number. 	Similarly, the input into the above function may 

be a number obtained by converting a character string or a 

numerical value such as a random number. 	Thus, 	the value 

of a time parameter may be unrelated to time. 	This also 

applies to embodiments and modifications described later. 

20 After step ST22 is completed, the ciphertext 

generation unit 24 generates a one-time signature a as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4 based on a signature generation 

function S 	of the public parameter par and the signature 
25 key ssk generated in step ST21 	(ST23). 

a — S(SS/C1 (L,  C3, C4)) 

Incidentally, the ciphertext generation unit 24 may 
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generate the one-time signature o for the encrypted data C3, 

C4  as data to be signed without including the time 

parameter L. 	This also applies to embodiments and 

modifications described later. 

5 Thereafter, 	the ciphertext generation unit 24 

generates ciphertext data Ci= (L, C1 , C2X, C2Y,  C2Z i C2z1, C2F r C3 , 

C4,o) 	including the time parameter L, all the above 

encrypted data C1  to C4, 	nd the one-time signature o and 

writes the obtained ciphertext data into a temporary data 

10 storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Cl  in the temporary data storage unit 21 to the re-

encryption device 40 under the control of a control unit 25 

(ST24). 

15 (3) Re-encryption key generation processing 

Now, assume that the decryption device 50 	(in the 

example of FIG. 	8, 	for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) and 

20 generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

25 transmits the re-encryption key generation key rk3  of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 
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30 acquires and writes the re-encryption key generation key 

rk3  of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

5 A random number generation unit 36 generates and sends 

out three random numbers 0,5x,5yeZp*  to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Riii, as shown in the following formulas 

10 using the random numbers 8, ox, by, the private key ski  of 

the re-encryption key generator 30 in a private key storage 

unit 31, 	the re-encryption key generation key /c]  of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

15 Ri3L,----(R±DrAr Rij1,2 r RipL3 1 Ri3L4 1 	iJL5) 

11*(x
.i +0) 

, 01.1 Xi 	(L+Wi)(5X 	 + (Ld-wi)(5,, 
Rij.L1 - (X3i • y3 ) 	.g 	 g 	Xi 

_ 
+w 

R ij.L2 	
(y

5i 

 . g

3

0 ) 	yi . g(L-Fwi)6y  = g 	Yi 	+(L 	iN 
1 

7r(xi-Oyi+0) 

RiiL3 = (X3i • Y5j • g3
0)1/zi 	 zi  

g 	 ) 

xiss 	 yt 	 6 eYi. V 
Rigl4 =g 	, Rij.L5 

__ 
M. 

In the above formulas, g1  is rewritten and denoted by 

and g2  is rewritten and denoted by e. 

(4) Re-encryption processing 

20 A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci  in a 
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temporary data storage unit 42 using the public parameter 

par, 	the time parameter L contained in the ciphertext data 

Cl  in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

5 following verification formula (ST41). 

e(C2x) ucl  • v) .-7---- e (Xi C4), , 

uCl - v) = e (Yii, C4) e( C2y 1 	 , 

e(C2Z uC ' v) — e(zi C4) , 9 	 , 

e(C2z1) uCl • v) = e(Zii, C4), 

e(C2F, uci  • v) =- e(Fi (if) C4), , 

V (Ci 0", (LI  C3, C4)) 	L 1 	 ----"--- 
...(a5) 

If the time parameter L is not included as data to be 

signed by the one-time signature c, the sixth verification 

formula in the formula (a5) 	conducts verification of the 

10 one-time signature o by restricting data to be signed to 

the encrypted data C3, C4. 	This also applies to 

verification processing of the one-time signature a 

described later. 

The verification is successful if the six verification 

15 formulas in the formula (a5) all hold and fails if any one 

of the six formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 



- 80 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp*  to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

5 shown in the following formulas, re-encrypted data 	, 

C2x 	, 	C2y ' , 	C2y" / 	C2Z ' , 	C2Z " , 	C2Z1 ' , 	C2Z1" r 	C2F ' , 	C2F " 1 	C5X r 

C5y, 	C5z r 	C5FX/ 	C5FY using these random numbers s, 	t, 	k, 	h, 

the ciphertext data Ci stored in the temporary data storage 

unit 42, 	the re-encryption key RIjL, 	the public key pk, of 

10 the re-encryption key generator 30, and the public 

parameter par 	(ST42) . 
,  

, 	, 	2-y- 	Yi 	, u2y,  — C2y 	rt 
xi, qll X :17  C 	s  2X 	X ." CI 	

t rw 
— c2'), = 	s 

= C2Z1k 	
rk 

C21z 	k  C" 	= C2Z 	- 	i 	1 	2Z1 	
k 	Ii 

/ ) 	2Z 	k  — Z rk 	C1 	li 7 	2Z1 	 li 	7 

pi 	h 	it 
u2F = F 	 r c2F h  — P. (L)rh  i(L) 	,c2, ------ _ 	— - /  

1 	 1 	 1 

C5x — Ri• 	s , C5Y = RijL2 t  1 C5Z = Ri jL3 k  1 

1 	 1 
C5FX = RijL4T' 7 C5FY = Rij L5 1;  

15 After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

C3 = ( L C1, C 	C 	C 	C ' 	C 	C'' 	C 	CZ' 	C 	C 	C2X 	 2Y 	 2Z   	2F   

5X/C5Y/C5Z/C5FX/C5FYrC3,C4,0) 	by replacing the encrypted data 

C2x , 	C2y, 	C22/ 	C2n, 	C2F in the ciphertext data C, with all the 

20 above re-encrypted data C2xi to C5FY  and writes the obtained 

ciphertext data Cj into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 
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decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

5 device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj  of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas 	(ST51). 

e(C2tlx, UC1  . v) = C(C2x, C4), 

e(C2llyl UC1  • v) = e(C2-y)  C4), 

0211z1  21,C1  • V) = 02z)  C4), 

02Z1,UC1  . v) = e(C2Z1) C4), 

e(C2F) u
C 
	v) = e(C2F) C4), 

e(C5z, C2z) . e(C5FX, c2F)=05x,c2x). e(92) g3)Yj 1 

e(C5z, Cf zi.) • e(C5Fy, C2F) = e(C5y, 02y) • e(g,g4) 	, 

f/(Ci, a, (L, C37  C4)) = 1. 
10 ...(a6) 

Instead of the sixth verification formula in the 

formula (a6), the following verification formula may be 

used. 

e(C5Z, C2/z) • 	C e\-5FX, C2F) = e(C5X, C2x) • e(g5, g)Yi 

15 Also, instead of the sixth verification formula in the 

formula (a6), 	the following verification formula may be 

used. 
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01 
e,C5z, C2 	• e z) 	 2F) — iC5Fx) C I 	— e '-1

p
5 	k-/ 2X 	(Y2j) g3)• 

...(a6') 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj  of the local 

device 50. 

5 Also, 	instead of the seventh verification formula in 

the formula (a6), the following verification formula may be 

used. 

/ 
e(C5Z1  C2z1) • e(C5FY, C(2F) 	e(C5y, C2y) ' e(g3, gi)xi 

Also, 	instead of the seventh verification formula in 

10 the formula 	(a6), 	the following verification formula may be 

used. 

e(C 0/ 	1 	/0 	
C

l 	 eW 	
C } 

5z, um) • eti5FY) u2F) == e(Cw, u 21( ) . 07j, g4). 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

15 device 50. 

The verification is successful if the eight 

verification formulas in the formula (a6) all hold and 

fails if any one of the eight formulas does not hold. 

If the verification is successful (or the verification 

20 processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

shown in the following formula using the private key skj  of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

25 52 to obtain the message m (ST52). 
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embodiment, 

random 

( 900)+Ploi)ViOld gar) 

\ rar
9 	) = 771„ 

order of processing may 

example, the order of the 

verification 

the order of the re

may be changed to 

as described 

generating the re- 

numbers 8, 	ox, 	by, 



84 

the re-encryption key generation key rkj, and the time 

parameter L, 	in addition to the effects of the first 

embodiment, whether to transfer the decryption right can be 

decided in each period so that finer access control can be 

5 exercised. 	Accordingly, even if the decryption right of 

ciphertext for the transfer source (in the example of 

FIG. 8, the group administrator) 	is once transferred to the 

transfer destination (in the example of FIG. 8, for example, 

the user A) 	in a certain period, 	it is possible not to 

10 grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, 	that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

15 sharing system whose convenience is further improved can be 

provided. 

[Eighth modification] 

20 

In the second embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the second embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 

25 encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 
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modification is the same as the key setup processing in the 

second embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

5 The difference between the encryption processing in 

the present modification and the encryption processing in 

the second embodiment is in the last step only. 	To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

10 assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci  in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

15 The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas 	(ST51'). 

e(C2X, UC1  - V) -------- e(g,C4)xi ) 

— 	C4  e(C2y,uc1  - v) 	e(gi, 	r'  7 

— 	a4 }z2  e(C2z, uCl • v) 	e(g, 	7 
C4)zi e(C2z1, uCl • v) = e(gi, 	) 

e(C2F) uci. - v) = e(g,C4)L-Fwi ) 

V 	C3, C4)) - 1. (Ci, a-, (L, 

20 Incidentally, 	the decryption device 50 may verify the 
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ciphertext data Cl  generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the six verification 

5 formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci  as shown in the 

10 following formula using the private key ski  of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

1 
z m = C3 / e ( g4  g5  1  C2  x ) x- 

That the decryption result of the above formula 

15 produces m can be checked by the following calculation. 

1 

4,5) C2X) xi 
m • e(g4g5,g)r  / e(g a 

1 

= m ° e (905, g)r  / e(g4g5, gXiT)  ii 

\ r / 	/ 	\ r 
= m • e(g4g5, g) 	ek,g4g51g) 	= m. 

[Ninth modification] 

20 In addition to the eighth modification, as will be 

described below, the second embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 
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processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the second embodiment respectively. 

5 Hereinafter, 	the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21 in the first embodiment, 	the 

10 encryption parameter generation unit 23 of the encryption 

device 20 generates 	(ssk, 	svk) 	(ST21') 	and sets the 

verification key svk to the encrypted data C1 	(C1=svk). 

15 

The encryption parameter generation unit 23 also 

generates and sends out eight random numbers r,s,t,k,h, 

0,5x,6yEZI, 	to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data 	C2x' , 	C2x" , 	C 	C 	' ' , 	C2z 	, 	C2z 1  ' , 	C2Z1 	/ 	C2Z3. '  ' I 	C2F ' 

20 

C2F" , 	C5x, 	C5y, 	C5z, 	C5FX, 	C5FY, 	C3, 	C4 below from a message 

mEGT  as plaintext data using these random numbers r, s, t, 

k, h, 	0, 	5x, 	5y, 	the public key pkj of the decryption 

device 50, 	the public parameter, and the time parameter L 

(ST22'). 
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If 	_ -v- ,rs 

2X — 	23 ' 	2X — 1  23 — 	. 	
0  

C1 2Y — X 3  st  7  k..)2
11 	rt 
2Y 	

. 

3 

0/ 	Ai 	// 	AT 	pi 	
lc  .k 	 ,rk 

— X 	C" 	.rk 
'--12Z = 123 	' 	'2Z = '23 	)'-'2Z1 — 	3 	' 	2Z1 	3 	, 

C .F,  ---- Fj(L)
h

, qF  = 
Fi(L)rh 

1 
 

C3 = e(g4g5, g)r  • m, C4 = 
(usvk . or,  1 

0 	
1 	71-(ce-i-o)±(L-f-wi)sy 

C5X = (g4 * 	'-14  ' - (L)6Y ) s 	 s  g3 	3 	 g 
7,-(1±0)44L+wi )sx  

1  C5y = 031+61  • 	(L)sx)- =  g 	t 
3 	 1 

1 	ir(a+1+0) 1+0) 
C5Z = (g4 . 	 ____ 	k g3 	g 	7 

8Y \Sx 

C5FX = (Y2 .) h  7 C5FY — (Xi ) h  

After step ST22' 	is completed, 	like in step ST23, 	the 

ciphertext generation unit 24 generates a one-time 

5 signature a. 

Thereafter, 	the ciphertext generation unit 24 

generates ciphertext data Ci=(L, 	Cl, 	C2x1 , 	' , 	C2y' , 	C2 	' , 

C2z ' , 	C2Z ' ' / 	C2Z1 ' , 	C2Z1 ' ' / C2F ' I 	C2F ' ' / 	C5X r 	C5Y / 	C5Z 1 	C5FX, 	C5FY, 

C3, 	C4, a) 	including the time parameter L, 	all the above 

10 encrypted data C1  to C4 and, the one-time signature a and 

writes the obtained ciphertext data into the temporary data 

storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

15 decryption device 50 under the control of the control unit 

25 	(ST24'). 
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first embodiment will be described. 	Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

5 described. 	Portions common to the aforementioned first 

embodiment may or may not be described by using the same 

reference signs. 

(1) Key setup processing 

First, a public parameter generation unit 13 of a key 

10 generator 10 generates a public parameter 

= { A, 	G-, GT, 	 Sig} par 	p, 	g, gi, g2, g3, g4,u,v, 

based on a security parameter A stored in a key generation 

parameter storage unit 11 in advance or acquires the public 

parameter from outside (ST1). 

15 Here, 	g3=gn  and g4=g n  

If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, 	yi, 	z, of Zp*  from Zp*  and sets a 

private key sk„=(x„,yi,z1) 	of the re-encryption key 

20 generator 30. 	Then, the key generation unit 14 generates a 

public key pk,=(Xi,Yii,Zi,Zii) 	of the re-encryption key 

generator 30 using the private key ski and the public 

parameter par. 

__ 	xi 
Xi -g - ) 	Y11 - g1y1  ) 	

zi - g - , 	Zi i  - gizi 

25 Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y2i) using the 
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private key ski  and the public parameter par (ST3). 

yl  )C3i 	g3
)c

y2 i ------- g 2 
Similarly, 	if the identification information of a 

decryption device 50 is j, 	the key generation unit 14 

5 randomly selects elements x3, yj, 	z3  of 	from Zp 	and sets 

a private key skj-(xj,yj,zj) 	of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=(Xj,Yij,Zi,Zii) 	of the decryption device 50 using the 

private key skj and the public parameter par. 

-; 	 Z-: gX....J ) 
	 gzi, glYr i 	 gi Yii 	Zi 	li j 	J 

J 10 

Further, the key generation unit 14 generates a re- 

encryption key generation key rkj=(X3j,Y2,) 	using the 

private key skj  and the public parameter par (ST6). 

X3 	 Y2 =g2Y j j -g3x j , 	j 

15 (2) 	Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates 	(ssk, 	svk) 	(ST21) 	and sets the 

verification key svk to the encrypted data C1 	(C1=svk). 

20 The encryption parameter generation unit 23 also 

generates and sends out a random number reZp*  to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2xi 	C2Y, 	C2Z, 	C2Z1, 	C3, 	C4  below from a message mEGT  as 

25 plaintext data using the random number r, the public key 



92 - 

pk, of the re-encryption key generator 30, and the public 

parameter par 	(ST22). 

v 	IT .r ) 	- 2Z — z 7'  C C2X 7--- Ai
r , C2y = 1 11 	, 	2Z1 = 	fir, 

r  . J72,svk . 	\ r 
C3 -- e (902 , O 	C4 	

(u 

After step ST22 is completed, like in step ST23 in the 

5 first embodiment, the ciphertext generation unit 24 

generates a one-time signature a for the encrypted data C3, 
n 

C4  based on a signature generation function S of the 

public parameter par and the signature key ssk generated in 

step ST21 	(ST23). 

10 Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci= (C1, C2x, C2y, C2Z, C2Z1 / C3 , C4, a) 

including all the above encrypted data C1  to C4 and the 

one-time signature a and writes the obtained ciphertext 

data into a temporary data storage unit 21. 

15 A communication unit 22 transmits the ciphertext data 

C„ in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

20 example of FIG. 8, 	for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) 	is re- 

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

25 A) 	(that is, 	the transfer of decryption right of the 
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ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 

out a random number 0eZp*  to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij as shown in the following formulas 

using the random number 0, the private key ski of the re-

encryption key generator 30 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Rip= (Rijl, Rij2, Rij3 ) 

rxi i-o 

/x2 	
xi  Ri3 	(X3i • 1 - 	g 	g 	

) 9°) 
Oyi+0 

1/yi    
Ri 	(Y2j . 

	 = 	yi ) g0 

j2 	
g 	

7 

1TX • +fiy • +0 
)1 / Zi 

zi 
= R 	= (X3i • Y2j . 

gO j3 	 g 

In the above formulas, g2  is rewritten and denoted by 
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13  
g . 

(4) 	Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

5 temporary data storage unit 42 using the public parameter 

par and the public key pk, of the re-encryption key 

generator 30 based on the following verification formula 

(ST41). 

e(C2x, 	Clu 	• v) = e (Xi C4)  7 	 7 

e (C2y uC v) =--- e (Yii C4) 7 	 7 	 7 

1 e (C221 uC  • v) 	e(Zi, C4), 

e(C2zi, ucl  . v) — e(Zii C4), 7  

V (Ci l a (C3 C4)) = 1. 7  

10 The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

15 parameter generation unit 45 generates and sends out three 

random numbers s,t,kEZp*  to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C2X 

20 C2x i  ' / 	C21,'  / 	C2y f  ' / 	C2Z f  / 	C2Z ' f  I 	CM '  I 	C 2Z1 ' ' 1 	C 5X 1 	C5Y 1 	C5z 

using these random numbers s, t, k, the ciphertext data Ci 
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stored in the temporary data storage unit 42, the re- 

encryption key Rii, the public key pk„ of the re-encryption 

key generator 30, and the public parameter par (ST42). 

il, 	jr 	oil 	s X rs 	CI 	17  . t 	C " 	— 
r 	t 	y rt 

2X :7-  Ai 1 u2X 	C2X 	:-.--- - i 	) 	- 2Y = 	h ) 	2Y — L'217 	li 

CI  — Z k  C" 	 Cmk 	hrk 
) 	

k 	II 
) 	---' C k 	2Z1 	i 

	
2Z1 

rk 	cl 
2Z — 	i 	2Z 	2Z 

1 	 1 
C5 	— Ri .1. s , 	5Y 	Rii2 t  ,C5Z — Rij3 k  

5 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

C ,- 	C 	C 	C 1 	C 	C ' 	C 	C ' 	C 	CZ 	Cx CyC2Ci- 	 2x 	 2Y 	 2Z 	 3, 

C4,0) 	by replacing the encrypted data C2x, 	C2y, 	C2z, 	C2z1  in 

10 the ciphertext data C, with all the above re-encrypted data 

C2x ' 	to C5z  and writes the obtained re-encrypted data Cj  

into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data C3  in the temporary data storage unit 42 to the 

15 decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data C3  in a temporary 

20 data storage unit 52 using the private key ski of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas 	(ST51). 
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er2x, u
Ci 

 . v) = e(c2x, C4), 

e(C2y, uc' - v) = e(C2i y, C4), 

e(C2Z7 U
CI_  
 . v) = e(C2Z1 C4), 

C  
e('-'i-2Z1 	i ' v) = e(C2.217 C4), 

e(C5Z, C2/  z) = e(C5x, C2x) - e(g2,ei, 

e(C5z, C2z1) = e (c5y, c2y) - e(g,g4)xi, 

f7(611,0-,(613,c4)) ,- 1. - 
...(b1) 

Instead of the sixth verification formula in the 

formula (bl), the following verification formula may be 

used. 

5 e(C5Z)C2Z1) --= e(C5Y7C2Y) - e(Xi, 94)- 

In this case, the decryption processing unit 54 

conducts verification using the public key pki of the local 

device 50. 

The verification is successful if the seven 

10 	verification formulas in the formula (bl) all hold and 

fails if any one of the seven formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

15 	shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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key setup processing can be reduced when compared with the 

embodiment shown in the first embodiment. 

[Tenth modification] 

In the third embodiment, an example in which 

5 ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the third embodiment may be changed to a form in 

10 which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

15 third embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

20 the third embodiment is in the last step only. 	To provide 

a description by making use of the above symbols, 	the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

25 transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 
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The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski  of the local device 

	

50 based on the following verification formulas 	(ST51'). 

u(71 -v) — e(g,C4)X2 e (C2x 1 	 7 

e( 	2y, uc1 	v) 	e(g1,C4)Yi 7 

e(C2 	uCi * v) 	e(g,G4)zi ) 

e(C2ziluc1  . v) 	e(gi,C4)Zi 7 

V (C1 Cr)  (C3, C4 ) ) = 1. 7  

5 ... 	(b2) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pk, of 

the local device 50 in the same manner as in step ST41. 

10 The verification is successful if the five 

verification formulas in the formula (b2) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51' is skipped), the decryption device 

15 50 decrypts the ciphertext data Ci  as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

l 
•X7, m = C3 / e(g4g2  C2x) 
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That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 

MI • e(g4g2, g)r  / e(g4g2) C2X) X.  

1 ir) si  
= m • e(g4g2) 	/ e(g4g2, g)

r 	
g 

m • e(g4g2, 	 = m. g)r /e(g4g21 gr — 
5 

(Fourth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the third embodiment at certain 

intervals will be described. 	Hereinafter, key setup 

10 processing, 	encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. 	Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

15 by using the same reference signs. 

(1) Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the third embodiment or acquires the parameter 

20 from outside 	(ST1). 	If the identification information of a 

re-encryption key generator 30 is i, a key generation unit 

14 randomly selects elements x, yi, 	z1,  wi of Zp 	from Zp  

and sets a private key ski=(xi,yi,z,,w1) 	of the re- 

encryption key generator 30. 	Then, 	the key generation unit 
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14 generates a public key pk,=(Xi,Yii,Zi,Zii,Wi) 	of the re- 

encryption key generator 30 using the private key ski  and 

the public parameter par. 

X1 = 
	 y11 = gxi 

, 
glY 

Z • 
= 	1  Z . 	, 	g 1 	gi 

Further, 	the key generation unit 14 generates a re- 

encryption key generation key rk•=(X3i,Y2i)  using the 

private key ski  and the public parameter par (ST3). 

g3
)(i  

-L- , 	i 	g2y1  x31 = 	Y2 
Similarly, 	if the identification information of a 

decryption device 50 is j, the key generation unit 14 

randomly selects elements xj, yj, 	wj of 	from Zp*  and 

sets a private key sk3=(xj,y3,z3,wi) 	of the decryption 

device 50. 	Then, the key generation unit 14 generates a 

public key pki=(XD,Yij,Zj,Zij,Wj) 	of the decryption device 50 

using the private key skj  and the public parameter par. 

J 	 Yi 	_ 	zi 
g

xi  
Xi - 	Y1 	 Zi 	J i - gi 	, 	- g 

J 	 9  

Zi = 	m. = 
\N 	g

wj 
i 	gizj 	J 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X33,Y23) using the 

private key skj  and the public parameter par (ST6). 

X3 i = g3xi, 	Y2 j = g2Y-1  
(2) Encryption processing 
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Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates 	(ssk, 	svk) 	(ST21) 	and sets the 

verification key svk to the encrypted data C1 	(Cl=svk). 

5 The encryption parameter generation unit 23 also 

generates and sends out a random number reZp*  to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Yr 	C2Z, 	C2nr 	C2F, 	C3, 	C4 below from a message mEGT 

10 as plaintext data using the random number r, the public key 

pk1  of the re-encryption key generator 30, the public 

parameter par, and a time parameter L (ST22). 

17 r 	 r 	7r C2x = Ai , C2y = Yii , C2Z 	Lii , C2Z1 	1 

C2F ------- F 	
r  i(L) 7  C3 = e( 	

g \ r 
g4g27 	) 	• 77/7  C4 — 

(usvk 	r 

The function Fi (L) 	is defined as shown below. 

LO 	 1:14-tai F'2  (L) = 	- Wi 	(L C Z*) g 	g 
15 

After step ST22 is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4 based on a signature generation 

20 function S 	of the public parameter par and the signature 

key ssk generated in step ST21 	(ST23). 

cr = S (ssk (L, C3, C4)) , 

Thereafter, 	the ciphertext generation unit 24 
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generates ciphertext data Ci=(L,Ci,C2x,C2y,C2z/C2Z1/C2F/03, 

C4,c) 	including the time parameter L, all the above 

encrypted data Cl  to C4, and the one-time signature o and 

writes the obtained ciphertext data into a temporary data 

5 storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Cl  in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

10 Now, assume that the decryption device 50 (in the 

example of FIG. 	8, 	for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) and 

generated by using L as the time parameter value is re- 

15 encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

20 decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

25 (ST31). 

A random number generation unit 36 generates and sends 

out three random numbers 0,ox,oyeZp 	to a re-encryption key 
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generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key RIJI, as shown in the following formulas 

using the random numbers 0, 5x, 5y, the private key ski  of 

5 the re-encryption key generator 30 in a private key storage 

unit 31, 	the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri i L,---  (Rijla 1 RiiL2 1 RijL3 1 RijIA I RijL5) 

rxj 
+0 

Id-wi Sx  + 
X 	 g 	xi 	( 	) 

ft --  ( 	33 
	V)1/zi • (LI 	Iiii)Sx • • 	• g 	 5 ijidl = 

OYi+0  
01/yi 	(L-kwi)by 	I (L-Pwi)Sy  

-RijL2 = ( 	g Y2j ' 	) 	. g 	_ g 	Yi 
) 

irxi -1-f3yi
+0 

10 

RijL3 ------ (X3j • Y2 j . g19)1/z 	zi  - g 	1 

xi 8x 	 i Sy 	gay2a y 
RijL4 — g 	i  R j.L5 = gl Y  

In the above formulas, g1  is rewritten and denoted by 

ga  and g2  is rewritten and denoted by e. 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re- 

15 encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, 	the time parameter L contained in the ciphertext data 

Ci  in the temporary data storage unit 42, and the public 

key pk, of the re-encryption key generator 30 based on the 

20 following verification formulas 	(ST41). 
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e(C2X, ?IC' 	v) 	e (Xi, C4), --= 

UC1  - v) = e(Yii, C4) e(C2y,  1 	 7 

e(C2z, uc 	v) = e (Zi, C4), 

u
). e(C2 ,

6 	
) 	e (Zii C4) zi 	 , 	) 

Ci  . v) 	((/77i(4 ) (11), e(C2F 9 

-rrii"-Y 
V 	 (ij,Q3,a1)) = 1. V-J11 (r)  

The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

5 	 If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,hEZp* to the re-encryption processing 

unit 44. 

10 	 The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C2X ' , 

C2x ' ' , 	C2y ' , 	C2y ' ' , 	C2z ' , 	C2Z ' ' 1 	C2Z1 ' / 	C2Z1 ' ' , 	C2 	, 	C2F ' ' 1 	C5X/ 

C5y, 	C5Z, C5FX, 	C5Fy. using these random numbers s,t,k,h, 	the 

ciphertext data Cl  stored in the temporary data storage 

15 	unit 42, the re-encryption key RijL, the public key pki  of 

the re-encryption key generator 30, and the public 

parameter par (ST42). 
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qv= Xis) (;',..K=
ll 	

C2Xs  —Xirs ) 	2CI T :=71i 7 	li..___cf2y
,t,y

ii
rt
, 

 

0/ 	 k 	// 	0 	k 	rk 	/ 	 k 	1/ 	rf 	k 	rk 

u2Z = 	 2Z = u2Z 	 1 	2Z1 = 	li 7 	22.1 — k-12Z1
—  
	li 	7 

cd2F=F(L)h)c2"F—c2Fh=Fi(L)rh 7 
1 	 1 	 1 

C5X = RijLls , C5Y = RijL2 t  1 C5Z = RijL3 1;  1  

1 	 1 
C5FX = RijL4 17  7 	5FY = RijL5 1:  

After step ST42 is completed, the re-encryption 

5 processing unit 44 generates re-encrypted data 

Cj= ( L , Ci i C2X 1 	2 	' / 	2Y 1  / C2y " / C2Z ' , 	2Z " / C2Z1 1  i C2Z1 	' / C2F ' , C2 	' , C 

5X/C5Y/C5Z/C5FX/C5FY,C3/C4,0) 	by replacing the encrypted data 

C2x, 	C2y, 	C2Z, 	C2Z1, C2F in the ciphertext data Ci with all the 

above re-encrypted data C2X 	to C5Fy and writes the obtained 

10 ciphertext data into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data CD  in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

15 (5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj  of the local 

device 50 in a private key storage unit 51 and the public 

20 parameter par in the temporary data storage unit 52 based 

on the following verification formulas 	(ST51). 
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e(C2"x , u 	= e(C21x, C4), 

e(C2lly , 	= e(C21-y, C4), 

e(C2z , 	Clu 	• v) = e(C2z, C4), 

e(C2llzi 1 ucl  • v) = e(C2z1) C4)) 

e(C2F, uci- • v) = e(C2'F, C4), 

e(C5z, C2/ z ) • e(C5Fx, C2IF) = e(C5x7 C2x) • e(g2) el) 
/ e(C5z, C2̀z1) • e(C5Fy, C2 	= e(C5y, C210 • e(g,g4) 	, 

17'(Ci, 0-, (L, C3) C4)) = 1- 
...(b3) 

Instead of the seventh verification formula in the 

formula (b3), 	the following verification formula may be 

used. 

pi 	\ 	( rt 	rfi 	\ 	 pi 	\ 	( V e(C5z, u2z1) 
' 
eu5Fy-, u2F)  = e(C5y, U2y) 

• 
evij, g4) . 

In this case, 	the decryption processing unit 54 

conducts verification using the public key pki  of the local 

device 50. 

The verification is successful if the eight 

verification formulas in the formula (b3) all hold and 

fails if any one of the eight formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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ciphertext for the transfer source (in the example of 

FIG. 	8, 	the group administrator) 	is once transferred to the 

transfer destination (in the example of FIG. 	8, 	for example, 

the user A) in a certain period, it is possible not to 

5 grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, 	the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

10 sharing system the convenience of which is further improved 

can be provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g5  in the 

second embodiment, the data size of the public parameter 

15 and public key can be reduced when compared with the 

embodiment shown in the second embodiment. 	Also according 

to the present embodiment, the amount of computations 

needed for key setup processing can be reduced when 

compared with the embodiment shown in the second embodiment. 

20 [Eleventh modification] 

In the fourth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re- 

25 encrypted data is decrypted by the decryption device 50 is 

cited, but the fourth embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 
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encrypted. In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. The key setup processing in the present 

modification is the same as the key setup processing in the 

5 	fourth embodiment. 	Hereinafter, 	the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

10 	the fourth embodiment is only in the last step. 	To provide 

a description by making use of the above symbols, 	the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

15 	transmits the ciphertext data C, in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

C„ generated by the encryption device 20 using the public 

20 	parameter par and the private key ski of the local device 

50 based on the following verification formulas 	(ST51'). 
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e(C2x ) uCi - v) — e(g , 	) C4)xi 

e(C2y ,  , uci - v) — e(gi , 	7 C4)Yi 

e(C2Z) 7-1C1  • V) = e(g air , 	7 

e(C2zi, uc
1 
 • v) = e (gi , 	7 C4)zi 

e(C2F U Cl  ' V) = e(g, C4)L+wi 7 	 y 

cr, (L, 	 — V(Ci, 	Q3, (:4)) 	1. 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

5 	the local device 50 in the same manner as in step ST41. 

The verification is successful if the six verification 

formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful 	(or the verification 

10 	processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

1 

15 
m = C3 / e(g4g2, C2x) xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 
vr. 

'm - e(g4g2, g) / e(g4g2, C2x) xi 
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m • e(g4g2 	
ir 

g)r  / e(g4g27 gx 	
. 

m • e(g4g2 g)T /e(g4g2, g)T 	. 

(Fifth embodiment) 

In the present embodiment, an example in which the 

5 	server and users are honest entities and there is no 

possibility of collusion of a plurality of entities in the 

first embodiment will be described. 	Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

10 	decryption processing in the present embodiment will be 

described. 	Portions common to the aforementioned first 

embodiment may or may not be described by using the same 

reference signs. 

(1) 	Key setup processing 

15 	 First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter based on a 

security parameter X stored in a key parameter storage unit 

11 in advance or acquires the parameter from outside (ST1). 

par = {A,/ 37 G, GTE g, gl 7 U, Vl Sig} 

20 	 If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects an element xi  of Zp 	from Zp 	and sets a private key 

ski=xi of the re-encryption key generator 30. 	Then, 	the 

key generation unit 14 generates a public key pki=Xi of the 

25 	re -encryption key generator 30 using the private key ski 
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and the public parameter par. 

-gxi x1 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=X11  using the private key 

5 ski and the public parameter par 	(ST3). 

-: X11 =giX.  i 

Similarly, 	if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects an element xj  of Zp 	from 	and 

10 sets a private key ski= 	of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=Xi of the decryption device 50 using the private key ski  

and the public parameter par. 

Xi 
==:g 	J 

J
X. 

15 Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xli using the private key 

ski and the public parameter par (ST6). 

• Xli =giX  J 

(2) Encryption processing 

20 Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

device 20 generates 	(ssk, 	svk) 	(ST21) 	and sets the 

verification key svk to the encrypted data Cl 	(C1=svk). 

The encryption parameter generation unit 23 also 
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generates and sends out a random number rEZp*  to a 

ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2, C3, C4 below from a message mEGT  as plaintext data 

5 using the random number r, the public key pk, of the re-

encryption key generator 30, and the public parameter par 

(ST22). 

C2 	Xi r  1  Q = e(gi, Or  • M, C4 = (usvk 
21 ) 

After step ST22 is completed, like in step ST23 in the 

10 first embodiment, 	the ciphertext generation unit 24 

generates a one-time signature o for the encrypted data C3, 

C4  based on a signature generation function S 	of the 

public parameter par and the signature key ssk generated in 

step ST21 	(ST23). 

15 Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci=(C1,C2,C3,C4,o) 	including all 

the above encrypted data C1  to C4  and the one-time 

signature a and writes the obtained ciphertext data into a 

temporary data storage unit 21. 

20 A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

25 example of FIG. 8, 	for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, 	the group administrator) 	is re- 
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encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

5 transmits the re-encryption key generation key rk3  of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

10 storage unit 32 under the control of a control unit 35 

(ST31). 

Because there is no need to generate a random number 

for the generation of a re-encryption key in the present 

embodiment, a random number generation unit 36 of the re- 

15 encryption key generator 30 is not needed. 

A re-encryption key generation unit 34 generates a re-

encryption key Ri3  as shown in the following formulas using 

the private key ski of the re-encryption key generator 30 

in a private key storage unit 31, 	the re-encryption key 

20 generation key rk3  of the decryption device 50 in the 

temporary data storage unit 32, and the public parameter 

par 	(ST32). 

x - 
.7 

11Xi 	X - 
t Ri3 lj 	gi 

(4) Re-encryption processing 

25 A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data C, in a 
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temporary data storage unit 42 using the public parameter 

par and the public key pk1  of the re-encryption key 

generator 30 based on the following verification formulas 

(ST41). 

uCl  • v) = e (Xi e (C2 	 C4) , 	 , 

/( 	1, Cr, (C3, C4)) 	1. 
5 

The verification is successful if both verification 

formulas shown above hold and fails if any one of the two 

formulas does not hold. 

If the verification is successful (or the verification 

10 processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out a 

random number teZp*  to the re-encryption processing unit 44. 

15 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2', 

C2", C2"' using the random number t, the ciphertext data 

C, stored in the temporary data storage unit 42, 	the re- 

encryption key 12,3, 	the public key pk1  of the re-encryption 

key generator 30, and the public parameter par (ST42). 

x
j 

_ gl  tX 	III 	C t 	a rt  c/ _---- x.t 	ryll 	pr lit __ 
- 	 2 = 	i 2 	z 	) 	k-J  2 	-1.) 	

,i ) 	2 

20 After step ST42 is completed, 	the re-encryption 

processing unit 44 generates re-encrypted data 

C3,-(C1,C21 ,C2",C2"1 ,C3,C4,o) 	by replacing the encrypted 

data C2  in the ciphertext data C„ with all the above re-

encrypted data C2' to C2"' and writes the obtained re- 



- 	117 

encrypted data C3  into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj  in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

5 (ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data C3  in a temporary 

data storage unit 52 using the private key sk; of the local 

10 device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

on the following verification formulas 	(ST51). 

e(
t-f/ 	r-IHN 	 \X.  u2 , u2  ) = e (g, gi ) 39 

e (Cm  uci  - v) = e( 	C4),  C 2 /  2 	/ 

V (Ci ) CI 1  (C31  C4)) ----1----- 1. 
..(c1) 

Instead of the first verification formula in the 

15 formula (cl), 	the following verification formula may be 

used. 

(C'2, C"2)= e 	 e (Xi, gi) 
J 

In this case, 	the decryption processing unit 54 

conducts verification using the public key pk3  of the local 

20 device 50. 

The verification is successful if the three 

verification formulas in the formula (cl) all hold and 

fails if any one of the three formulas does not hold. 
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If the verification is successful (or the verification 

processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key ski of 

5 the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

. 
" C")1/x3 Tit 	C / e(C2  3 	) 

That the decryption result of the above formula 

10 produces m can be checked by the following calculation. 
x
j 

C")i /xi 	 tx.  	xirt)1/xj C3 / e(Cll 	 '2, = C3 / e (gi , 	 g 
m  . e (g1, 	/ e(glx3 	= 7n. _ gy 	, gr)i/xi 

According to the present embodiment, as described 

above, due to the configuration of generating the re- 

15 encryption key R13  based on the re-encryption key 

generation key rk3, the re-encryption key cannot be 

generated if the transfer destination (in the example of 

FIG. 	8, 	for example, 	the user A) 	does not notify the 

transfer source (in the example of FIG. 8, the group 

20 administrator) of the re-encryption key generation key and 

therefore, re-encryption (that is, 	the transfer of 

ciphertext to the relevant transfer destination) without 

approval of the transfer destination can be prevented. 

Also according to the present embodiment, as described 

25 above, due to the configuration of omitting g2  to g5  in the 
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first embodiment, the data size of the public parameter, 

public key, re-encryption key generation key, re-encryption 

key, private key, ciphertext data, and re-encrypted data 

can be reduced when compared with the embodiment shown in 

5 the first embodiment. 	Also according to the present 

embodiment, the amount of computations needed for key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing can be reduced when compared with the 

10 embodiment shown in the first embodiment. 

[Twelfth modification] 

In the fifth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

15 

20 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the fifth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

fifth embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

25 will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 



- 	120 	- 

the fifth embodiment is only in the last step. 	To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

5 the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

10 Ci  generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas 	(ST51'). 
/ 

e C2,uCl  -L- •v 
i = e(g,C4)Xi 

V(Ci, a (C3, C4)) — 1. 
...(c2) 

15 Incidentally, the decryption device 50 may verify the 

ciphertext data Ci  generated by the encryption device 20 

using the public parameter par and the public key pki  of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if both verification 

20 formulas in the formula 	(c2) hold and fails if any one of 

the two formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci as shown in the 

25 following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 
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message m (ST52 

M. =--- C3 / e (C2  , gi )1/xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 

C3 / e(gi 7  C2) Xi 
5 

ir ) x  • 

= = m, . e(gi, g)r  / e(gi, T m. g) 
[Thirteenth modification] 

In addition to the twelfth modification, as will be 

10 described below, the fifth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

15 and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the fifth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

20 In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

Like in step ST21 in the first embodiment, 	the 

encryption parameter generation unit 23 of the encryption 
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device 20 generates 	(ssk, 	svk) 	(ST21') 	and sets the 

verification key svk to the encrypted data Ci 	(C1-svk). 

The encryption parameter generation unit 23 also 

generates and sends out two random numbers r,tcZp*  to the 

5 ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2', 	C2", 	C2"'r 	03, 	C4 below from a message mEGT  as 

plaintext data using the random numbers r, t, the public 

10 

key pkj  of the decryption device 50, and the public 

parameter 	(ST22'). 

I 	
/// 

2 	7 	M.° 	2 
rt 

3 	) C 	X3 	CI21 

_ C3 = e(gi, 	r  • Tn, C — 4 (U"
k 

• V 
r

) 

After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o in the 

15 same manner as in step ST23 	(ST23'). 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data Cj-(C1,C2',C2",C2"',C3,C4,0) 

including all the above encrypted data Cl  to C4 and the 

one-time signature o and writes the obtained ciphertext 

20 data into the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 	(ST24'). 

25 The decryption device 50 verifies the ciphertext data 
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Cj generated by the encryption device 20 in the same manner 

as in step ST51 in the fifth embodiment 	(ST51'). 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

5 50 decrypts the ciphertext data Cj  as shown in the 

following formula using the private key skj  of the local 

device 50 and the public parameter par to obtain the 

message m (ST52'). 

i 	• 
M. = C3 / e(C2", C2")143 

10 That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1/xi  C3 / e(C" Cm) 	= C3 / e(gillt gxirt)1/xi 
2 7 	2 

= m • e(gi, 	/ e(gi, g 	9r ) 

(Sixth embodiment) 

15 In the present embodiment, an example of updating a 

re-encryption key in the fifth embodiment at certain 

intervals will be described. 	Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

20 decryption processing in the present embodiment will be 

described. 	Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

25 A public parameter generation unit 13 of a key 
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generator 10 generates a public parameter par in the same 

manner as in the fifth embodiment or acquires the parameter 

from outside 	(ST1). 	If the identification information of a 

re-encryption key generator 30 is i, a key generation unit 

5 

10 

14 randomly selects elements xi, yi  of Zp
* 
 from Zp 	and sets 

a private key ski=( 	,yi) of the re-encryption key generator 

30. 	Then, the key generation unit 14 generates a public 

key pki=(Xi,Yi) of the re-encryption key generator 30 using 

the private key ski  and the public parameter par. 

	

X* 	 yi  
X• =g 	1 	NT. 

1 	g 	/ 	1 1 	g 

Further, 	the key generation unit 14 generates a re-

encryption key generation key rki=Xii using the private key 

ski  and the public parameter par (ST3). 

: X11 = giX  1 

15 Similarly, 	if the identification information of a 

decryption device 50 is assumed to be j, 	the key generation 

unit 14 randomly selects elements xj, yj  of Zp*  from Zp*  and 

sets a private key skj=(xj,yj) 	of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

20 pk3=(Xj,Yj) 	of the decryption device 50 using the private 

key skj  and the public parameter par. 

yi 
X • - 	1 	y • = 	J g

X 
-
i 

g 
.1 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj=Xlj using the private key 

25 skj  and the public parameter par 	(ST6). 
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x1 j — gixi 

(2) Encryption processing 

Like in step ST21 in the first embodiment, an 

encryption parameter generation unit 23 of an encryption 

5 device 20 generates 	(ssk, 	svk) 	(ST21) 	and sets the 

verification key svk to the encrypted data Co (Co=sv-k). 

The encryption parameter generation unit 23 also 

generates and sends out a random number seZp 	to a 

ciphertext generation unit 24. 

10 The ciphertext generation unit 24 generates encrypted 

data Cl, C2, C3, C4 below from a message meGT  as plaintext 

data using the random number s, the public key pki of the 

re-encryption key generator 30, the public parameter par, 

and a time parameter L (ST22). 

Cl = Xis, Cf2= Fi(L)s  , 
15 

\S 	 8 C3 = e (gi, 	• m,, C4 	(uSith . 0 g ) 

The function Fi (L) 	is defined as shown below. 

Iii (L) = 	. yi = 	 (L E Z*) gi, 	gL+Yi  

After step ST22 is completed, 	the ciphertext 

20 generation unit 24 generates a one-time signature a for the 

time parameter L and the encrypted data C3, C4  based on a 

signature generation function S of the public parameter 

par and the signature key ssk generated in step ST21 	(ST23). 

O.  = S (ssk , (L, C3,  C4)) 
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Thereafter, the ciphertext generation unit 24 

generates ciphertext data Ci=(L,CO3 C1,C2,C3, C4, o) 	including 

the time parameter L, all the above encrypted data Co to C4 

and the one-time signature o and writes the obtained 

5 ciphertext data into a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

Cl  in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

(3) Re-encryption key generation processing 

10 Now, assume that the decryption device 50 	(in the 

example of FIG. 8, 	for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) 	and 

generated by using L as the time parameter value is re- 

15 encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

20 decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rk3  of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

25 (ST31). 

A random number generation unit 36 generates and sends 

out a random number reZp*  to a re-encryption key generation 
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unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Riji, as shown in the following formulas 

using the random number r, the private key ski of the re- 

5 encryption key generator 30 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

RiiL= (Aiir.,, Bijr.,) 

bri 	 xir 
Aigi  --- A71 	' (g ji 

10 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

15 par, the time parameter L contained in the ciphertext data 

Ci  in the temporary data storage unit 42, and the public 

key pki  of the re-encryption key generator 30 based on the 

following verification formulas 	(ST41). 

(:(Xi, al) =- (3((.71,71(7°  - 107 

e(Xi, C2) = e(Ci  F. (L)) 7 

V (Co  a, (L,1  C3, C4)) = 1. 

20 The verification is successful if the three 

verification formulas shown above all hold and fails if any 

one of the three formulas does not hold. 

If the verification is successful (or the verification 



128 	- 

processing in step ST41 is skipped), 	a re-encryption 

parameter generation unit 45 generates and sends out two 

random numbers t1, 	t2eZp*  to the re-encryption processing 

unit 44. 

5 The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C11 , 

C1 	, 	C1 	C2', 	C2", 	C2 	using the random numbers tl, 	t2, 

the ciphertext data C. stored in the temporary data storage 

unit 42, 	the re-encryption key /Rail, '  the public key pki of 

10 the re-encryption key generator 30, and the public 

parameter par (ST42). 

	

Cri  — X:ti. 	
if 
1 	

riff 	0 ti ___ y Sti 
1 	 i 	) 

C 	Fi(LP 	C H 	tyL 	) 
l/t2 	C

1/I 	F (L)st  

	

) 	2 	 2 	-77-  (72t2 	
2 

After step ST42 is completed, 	the re-encryption 

processing unit 44 generates re-encrypted data 

15 Cy--(L,CO3C1',C1",C1'",C2',C2",C2f",C3,C4,o) 	by replacing 

the encrypted data Cl, C2 in the ciphertext data C, with all 

the above re-encrypted data C1' to C2'" and writes the 

obtained ciphertext data into the temporary data storage 

unit 42. 

20 A communication unit 43 transmits the re-encrypted 

data C3  in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

25 A decryption processing unit 54 of the decryption 
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device 50 verifies the re-encrypted data Cj  in a temporary 

data storage unit 52 using the private key skj  of the local 

device 50 in a private key storage unit 51 and the public 

parameter par in the temporary data storage unit 52 based 

5 on the following verification formulas 	(ST51). 

e(Cii   i i  ,uCo  - v) — e(C 1  , C4), 

c  e(C2 /  , 	o  - v) = e(C2, C4), 

e(CI 	= CII) e(g,gi)x j • e(C2̀ , CD , 1  
V (Co, o-, (L, C3, C4)) = 1. 

...(c3) 

Instead of the third verification formula in the 

formula (c3), 	the following verification formula may be 

used. 

10 
e (C'i, C"i)= e (Xj , gi). e (C'2,C"2) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the four 

15 verification formulas in the formula (c3) all hold and 

fails if any one of the four formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data Cj as 

20 shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 
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1 xj  / C3 • (e (C2 , C2 V e (Cc' , CT )) 	. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

F. (L)st2 ) I e((gixi I xi fe(gxirit2 	 . Fi  (L)r) lit' Y
nsxiti ill/xi  

C3 • 	1 	 )  

C3 	fe(gxjr, Fi(L)s) I e(gi Xi /Xi . Ei(LY ,gsxj)}vxj 

= C3 	fe(gxjr, Fi (L)s) I e(g 	. - Fi(Lrir , gs)}l  Ixi 

= m • e(gi , Os 0 { 1 I e(gxii , gs)}1Ix a = 'in. 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Riji, based on the random number r, the re-

encryption key generation key rkj, and the time parameter L, 

in addition to the effects of the fifth embodiment, whether 

to transfer the decryption right can be decided in each 

period so that finer access control can be exercised. 

Accordingly, even if the decryption right of ciphertext for 

the transfer source (in the example of FIG. 8, 	the group 

administrator) is once transferred to the transfer 

destination (in the example of FIG. 	8, 	for example, 	the 

user A) 	in a certain period, 	it is possible not to grant 

the decryption right of the ciphertext for the transfer 

source to the relevant transfer destination, 	that is, 	the 

decryption right of the transfer destination (of the 

ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

sharing system whose convenience is further improved can be 
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provided. 

5 

Also according to the present embodiment, as described 

above, due to the configuration of omitting g2  to g5  in the 

second embodiment, 	the data size of the public parameter, 

public key, re-encryption key generation key, re-encryption 

key, private key, ciphertext data, and re-encrypted data 

can be reduced when compared with the embodiment shown in 

the second embodiment. 	Also according to the present 

embodiment, the amount of computations needed for key setup 

10 processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing can be reduced when compared with the 

embodiment shown in the second embodiment. 

[Fourteenth modification] 

15 In the sixth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

20 cited, but the sixth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

25 modification is the same as the key setup processing in the 

sixth embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 
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will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the sixth embodiment is only in the last step. 	To provide 

5 	a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

10 	storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski  of the local device 

15 	50 based on the following verification formulas 	(ST51'). 

e (g , C4)x2  ---= e(Ci 	tr°  ' 7..0 ..L. 7 	 )) 

Vr((70, Cr, (JfilC1:3 7  C4)) -717:  1. 

...(c4) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

20 	the local device 50 in the same manner as in step ST41. 

The verification is successful if the three 

verification formulas in the formula (c4) all hold and 

fails if any one of the three formulas does not hold. 
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If the verification is successful 	(or the verification 

processing in step ST51 1 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci  as shown in the 

following formula using the private key ski of the local 

5 device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

777, — C3 / e (C g 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

i 

C3 / e (Ci 1  gi) 
x. i 

10 
1 

xi = m . e( 	
I eoxis 

) 9i., 	 , gi 
gy 

m . e(gi 	 )5  — m. 1  g)3le(g , g 

[Fifteenth modification] 

In addition to the fourteenth modification, as will be 

15 described below, the sixth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

20 and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the sixth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 
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processing in the present modification will be described. 

In the present modification, 	the identification information 

of the decryption device 50 is assumed to be j.  

Like in step ST21 in the first embodiment, the 

encryption5 	parameter generation unit 23 of the encryption 

device 20 generates 	(ssk, 	svk) 	(ST21') 	and sets the 

verification key svk to the encrypted data Co (Co-svk). 

The encryption parameter generation unit 23 also 

generates and sends out two random numbers t1, t2eZp 
	
to the 

10 	ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C1', 	Cl", 	C1 	C2' , 	C2", 	C2 	C3, 	C4  below from a 

message meGT  as plaintext data using the random numbers t1, 

t2, the public key pk3  of the decryption device 50, the 

15 	public parameter, 	and the time parameter L 	(ST22'). 

Cif = X 3  1 
/ 
	 M  X3  C 	— 	'St' 't1  1 	(tea (L) • gl )1/t1  1 	 1 	— 	1 

C2 = Fi(L)t2, C2  = x jl/t2 
1 C2//  = F3(L)st2  

C3 = e(gi , g)' • Tit, 04 = (usvk • V)s 

After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o in the 

same manner as in step ST23. 

20 	 Thereafter, the ciphertext generation unit 24 

generates ciphertext data 

Ci---(L,CO3 C1',C1",C1'",C2',C2",C2"',C3,C4,o) 	including the 

time parameter L, all the above encrypted data Co to C4  and 

the one-time signature o and writes the obtained ciphertext 
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data into the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

5 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Cj generated by the encryption device 20 in the same manner 

as in step ST51 	(ST51'). 	If the verification is successful 

(or the verification processing in step ST51' 	is skipped), 

10 the decryption device 50 decrypts the ciphertext data CD  as 

shown in the following formula using the private key sk1  

and the public parameter par to obtain the message m 

(ST52'). 

717,7-= C3 • (e(C211  1 C21" ) I e(Cilf  ,C11" 	11xi . ))  

15 That the decryption result of the above formula 

produces m can be checked by the following calculation. 

C3 • fe(C", Cm)/e(Cill, CT)}1/xi 
C3 .{e(gxj/t2  Fi(L)st2)/ egi(L) . 91)01   fit,. 

)}
i/xi  

— C3 • {e(gx j , Fi  (L)s)le(Fi  (L) . Th

. 

 g3Xi )11/Xi 

m . e(gi, Os . 11/e(gi 7 gni )}1/Xi = m. 

20 (Seventh embodiment) 

In the present embodiment, an example of omitting a 

one-time signature in the first embodiment will be 
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described. Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re- 

encryption processing, and decryption processing in the 

present embodiment will be described. 	Portions common to 

5 	the aforementioned first embodiment may or may not be 

described by using the same reference signs. 

(1) 	Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10 generates a public parameter 

10 	
par — {A, p, G, GT, g, gi, g2 , g3, g4, g5, u, v, HI 

based on a security parameter A stored in a key parameter 

storage unit 11 in advance or acquires the parameter from 

outside 	(ST1). 

Here, g3  is rewritten and denoted by gn, g4  is 

15 	rewritten and denoted by gln, and g5  is rewritten and 

denoted by g2n. 	H is a hash function defined by the 

following formula. 

H . G4 	GT 	z* 
X 	) 

P 

If the identification information of a re-encryption 

20 	key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, yi, 	zi  of Zp*  from Zp 	and sets a 

private key ski=(xi,yi,zi) 	of the re-encryption key 

generator 30. 	Then, the key generation unit 14 generates a 

public key pki=(Xi,Yia.,Y21,Z1,Zii) 	of the re-encryption key 

25 	generator 30 using the private key ski and the public 

parameter par. 
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x1 
i 	 yi 

.--=--- g
X 	, 	gi 	, 	g Y11 	Y2i = 

Zi =gz• 	 zi Zii =gi 

If verification processing using a formula (d3) 

described later is not performed, data Y2i may be omitted. 

That is, 	the public key pki  only needs to include data Xi, 

5 	Yu., 	Z 1 1 	Z1i. 

Further, the key generation unit 14 generates a re- 

encryption key generation key rki=(X3i,Y5i) using the 

private key ski  and the public parameter par (ST3). 

g5
Y1  i 	g3Xi 1 X3 = 

Y5i 

10 Similarly, 	if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements xj, yj 	of ZP 	from Z P 

and sets a private key skj--(xj,yi,zi) 	of the decryption 

device 50. 	Then, 	the key generation unit 14 generates a 

15 	public key pk3=(XD,Y1i,Y2i,Zi,Z3.i) 	of the decryption device 50 

using the private key skp  and the public parameter par. 

i X-g
X  

= gl
Y j 	

= g2Yi ) , Y1 	 ) J 	 i 	j  

Z . 	
• 

Z• 
  = 	J 	 J g 	) 	 - giZ  Zii 

If, 	similarly as described above, 	the verification 

processing using a formula (d3) described later is not 

20 	performed, data Y2j may be omitted. 	That is, 	the public 

key pkj  only needs to include data Xj, 	YIJ, 	Z3, 	Z. 
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Further, the key generation unit 14 generates a re-

encryption key generation key rkj=(X3i,Y5i) using the 

private key ski and the public parameter par (ST6). 

X3 - 	Y5  	yi g3Xi  J, 	i — g 5 J j 

5 (2) 	Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

10 encryption device 20 generates and sends out a random 

number reZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2X, 	C2Y, 	02z, 	C2z1, 	03, 	04 below from a message mEGT  as 

plaintext data using the random number r, the public key 

15 pki of the re-encryption key generator 30, and the public 

parameter par 	(ST22). 

C2X = Xir ,  , C2y = YET., C2Z - Zir  ) C2Z1 = Z 

C3 = e(g4g5, g)r  • m, 

C4 := (U
H(C2x,C2y,C2z,C2z1 ,C3) 

. V)r  

20 After step ST22 is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

Ci=(C2x,C2y,C2z,C2zi,C3,C4) 	including all the above encrypted 

data 02x to 04 and writes the obtained ciphertext data into 

a temporary data storage unit 21. 

25 A communication unit 22 transmits the ciphertext data 
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C, in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

5 example of FIG. 	8, 	for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, 	the group administrator) 	is re- 

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

10 A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

15 30 acquires and writes the re-encryption key generation key 

rkj  of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 

20 out a random number 0eZp*  to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Ri3  as shown in the following formulas 

using the random number 0, the private key ski of the re- 

25 encryption key generator 30 in a private key storage unit 

31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 
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and the public parameter par (ST32). 

Rip= (Riji, Ri 2, Rii3) 
Tr(x

i
+0) 

Xi = 

Xi Riji 	• (X3 	. 
g

3

9)1/ 

g 	

1 

Oy + ) 

) 

ir(x  •-i--(Y • 	) 
0\ liZi _ 	z 

=
J 
	i 

R33 	(X3j * Y5 - 	 . g3 ) 
5 

In the above formulas, g2  is rewritten and denoted by 

0 g - 

(4) Re-encryption processing 

A re-encryption processing unit 44 of the re- 

10 encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki of the re-encryption key 

generator 30 based on the following verification formulas 

(ST41). 

e(C2x, uH(C2x,C2y,C2z,C2z1,C3) ° v) = e(Xi, C4), 

e(C2y, UH(c2x7c2y,c2z,c2zi,c3)  - v) — e( 	12, C4), 

H(c2x,c2y,c2z72zi,3 
e(C2z, u 	

c 	c) • v) = e(Zi, C4), 

e( 	2Z1,  uH(c2x,c2y,c2z,c2zi,c3) - v) — e(Zii, C4). 
15 

The verification is successful if the four 

verification formulas shown above all hold and fails if any 

one of the four formulas does not hold. 
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If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,kEZp*  to the re-encryption processing 

5 unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C2 x', 

C2x", 	C2y' 	C2 	C2z ' , 	C2z 	C2z1 ' , 	C2z1'  ' , 	C5xf 	C5y, 	C 

using these random numbers s,t,k, 	the ciphertext data Ci 

10 stored in the temporary data storage unit 42, the re-

encryption key Rij, the public key pk, of the re-encryption 

key generator 30, and the public parameter par (ST42). 

of 	
X.s  Cil 	— C 
	
S— X."  CI 	

v t 	on 	 rt 
u 2X 	/ ) 	2X — 	2X 	— 	7, 	1 	2Y 	I ii , U2y — 

ci
2y t  = Y1i 	7 

Of 	 // 	
k 	

k 	n 	k ,k r
, Zip, 	Zirk ) 	-'2Z1  '-'2Z2Z 	C2Z h ) 	2Z1 	CE1 

1 	 1 	 1 
C5x = Rij1s , C5Y = Rij2 t  ) C5Z 	J3/-  

15 After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

Cj= ( C2X f  1 C2x ' ' , C2y ' , C2y ' ' , C2z ' , C2z ' 1  I C2z1 ' , C2z1' ' , C2x, C2y, C2z , C2z1 1 C 

31C41C5X1C5Y1C5Z1i) 	by adding all the above re-encrypted data 

C2x' 	to C5z and the identification information i of the re- 

20 encryption key generator 30 to the ciphertext data Ci and 

writes the obtained re-encrypted data Cj into the temporary 

data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

25 decryption device 50 under the control of a control unit 46 
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(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

5 data storage unit 52 using the private key ski of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 30 

identified by the identification information i of the re- 

10 encryption key generator 30 contained in the re-encrypted 

data Ci  in the temporary data storage unit 52 based on the 

following verification formulas 	(ST51). 

/1 	(C2X ,C2Y ,C2Z 7C2Zi,C3)  

	

e(C2x,U 	 • v)= e(C2x , C4) 

( 
i--r11 	H(C2x ,C2Y ,C2Z ,C2.215C3) 	 ( ryi 

	

el_f 2y, V, 	 • v) = e k,_.2y. 7  C4), 

(c-fil 	H(C2x,C2Y,C2z,C2zi,C3)  

	

eU2Z) U 	 . v) = e(C2Z, C4)) 
t-f 	 i 

etLi2zi 7 21(  
,, 	C2x,C2Y7C2z,C2zi

'
C3) 

- 7.)) = e(c2z1, c4), 

e(C5z, C2z) = e(C5x, C2ix) • e(g2, g3)Yi, 
/ 	 , 

er5z, C2z1) = e(C5Y) C2Y) • e(g) g4)xj , 
H(c2x,c2y,c2z,C2zi,c3) . e(C2x, u 	 v) = e(Xi, C4), 

H(c2x,c2y,c2z,C2zi,c3) 	v) e(C2y u 	 - 	= e(Yii, C4) 7  , 

x(c2x,c2y,c2z,C2zi,c3) . 0 ____ e (Z 	C (C2z, u e 	 i, 	4)) 

e(C2zi, uH(C2x,C2y,c2z,c2z1,c3) • v) = e(Zii, C4)- 
...(d1) 

Instead of the fifth verification formula in the 

15 formula (dl), the following verification formula may be 

used. 
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e(C5Z1 C2z) 	(C5X1 C2x) - e(g5 , gri. 
...(d2) 

Also, 	instead of the fifth verification formula in the 

formula (dl), 	the following verification formula may be 

used. 

e(C5Z7 Ci z) — e(C5x, C2x ) - e(Y2j, g3). 
... 	(d3) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

Also, 	instead of the sixth verification formula in the 

10 formula (dl), 	the following verification formula may be 

used. 

e((75,,Z1(1) = e(C5IT,(717) *e(g3)gi)xj. 
...(d4) 

Also, 	instead of the sixth verification formula in the 

formula (dl), 	the following verification formula may be 

15 used. 

e(C5z, C' zif..) 7---  e(C5y, C‘f y) • e(Xj, g4). 
... 	(d5) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

20 The verification is successful if the 10 verification 

formulas in the formula (d1) all hold and fails if any one 

of the 10 formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), the decryption 

25 processing unit 54 decrypts the re-encrypted data C, as 
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shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

1 
( e(C5Z) C')z Yj 	e(C5Z1 qz1) \ xj 

{ } • ( e(C5x , C2"x  ) ) e(C5y , C2"y ) ) 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

In the following calculation, g1  is rewritten and 

denoted by ga  and g2  is rewritten and denoted by gP. 

C
3
/ { (e(C5Z,C2Z) Yi (e(C5Z1C2.Z1) x•  

e(C5x, C2"x ) e(C5y , C2"y  ) 

1 	 , 	1 

= e3 
 e(g(7rxi-oyi+0)/zik, gzi rk )  \ vi   / e(g(7rxj+,3yj+0)/z,k, gawk) \ xi  

i 
\ 	(g 	Y.7 	Yt , 	nir ) 	j  

3 
 e(g7rxid-ovi i-0 

7 
 gr) \ ---yi 	/ 

1 e  (g  7rxi  4-syi  -1- 61  gar) 	 xi  

e  (girxi  +0) 	r \ 	/ ,g ) 
\ e(gbi+0 I  gar) 

) } 

:a= m 
 . 

e04927 

 or/ (e(g,  oor . 4,1 gran ___  Tn. 

According to the present embodiment, as described 

above, due to the configuration of generating the re- 

encryption key 12,3  based on the random number 0 and the re- 

encryption key generation key rk3, effects similar to those 

in the first embodiment can be obtained. 

Also according to the present embodiment, as described 



- 	145 	- 

above, due to the configuration of omitting the one-time 

signature o in the first embodiment, 	the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the first embodiment. 

5 Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the first embodiment. 

[Sixteenth modification] 

10 In the seventh embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

15 cited, but the seventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

20 modification is the same as the key setup processing in the 

seventh embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

25 the present modification and the encryption processing in 

the seventh embodiment is only in the last step. 	To 

provide a description by making use of the above symbols, 
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the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. 	In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci in the temporary data 

5 storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

10 50 based on the following verification formulas (ST51'). 

e(C2x7u
H (C2X 7  C2Y 7 C2Z 7 C2Z1 C3 7 	) . v ) = e(g,C4)i , 

-Jinx ,c2y ,c2z,c2zi7c3) e(C2y , u 	 • v) = e(gi, airi , 

H(2x,2y ,c2z,c2zi7c3) 
e(C2z 1 ucc 	 • v) — e(g ,C4)zi , 

e(C2Z17U
11(c2x7c2y ,c2z,c2z1,c3) • v) = e(gi ,C4)zi . 

...(d6) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci  generated by the encryption device 20 

using the public parameter par and the public key pki  of 

15 the local device 50 in the same manner as in step ST41. 

The verification is successful if the four 

verification formulas in the formula (d6) all hold and 

fails if any one of the four formulas does not hold. 

If the verification is successful 	(or the verification 

20 processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Ci  as shown in the 

following formula using the private key ski of the local 
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device 50 and the public parameter 

message m 	(ST52'). 

par to obtain the 

C2X) 
. 

the above formula 

in — C3 / e(g4g5, 
That the decryption result of 

5 produces m can be checked by the following calculation. 

r 
fin • e(g4g5) g 	/ e(g4g5, 

-. 
C2X)'v2  

ir 
g 	

) xi
x 7" - e(g4g5, 	/ e(g4g5) g)T  

r 
= rn ' e(g4g51 	/e(g4g5 g) 9 g) 
[Seventeenth modification] 

10 In addition to the sixteenth modification, as will be 

described below, the seventh embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

15 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the seventh embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

20 processing in the present modification will be described. 

In the present modification, 	the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 
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to step ST21 and step ST23 in the first embodiment is not 

performed. 	The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out five 

random numbers r,s,t,k,8eZp 	to the ciphertext generation 

5 unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x 	C 	", 	C2y' t 	 1 	C2Z ' I 	C2Z 	i 	C2Z1 ' t 	C2Z11 1  1 	C2X 1 

C2y1 	C2z, 	C2Z1l 	C3, 	C4, 	C5x, 	C5Y, 	C5z below from a message mEGT  

as plaintext data using the random numbers r,s,t,k,e, the 

10 public key pkj of the decryption device 50, and the public 

parameter 	(ST22'). 

01 	8 	/ 	v rs 	i 	
— X .t 	

oil 	t 
L'2X 	2j ) 	2X 	i 23 	) 	2Y — 	3 1 	'i2Y 	3 	) 

rit 	k 	It 	.y 	1 .rk 
X .k 	C

H 	.rk 
-12Z 	2j , 	2Z = 	23 	2Z1 	3 , 	2Z1 ^ A j 

 	r 	 r 	
r 

C2X — X j 1 C2y = Y1j , 	2Z 	3 1 C2Z1 	13 ) 

03 = e(g4g5, Or - Tn, 04 = (u(C2x,C2y,C2z,C2zi ,C3) . v)r,  
) 

0\1 	
0+1 	

0 	
1 

+1 	.-- 
05X = (g4 ' g3 )s , C5y --_-_-. g3 t 	) 05Z = (g4 . g3 	

) j 
 

After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

15 Cj= (C2 	/ C2X" / C2Y ' / C2Y " / C2Z ' / C2Z ' ' / 02Z1' / C2Z1" / C2X/ C2Y / C2Z / C2Z1 / C 

3/C4/C5X/C5Y/C5Z/j) 	including all the above encrypted data 

C2x 	to C5z and the identification information j of the 

decryption device 50 and writes the obtained ciphertext 

data into the temporary data storage unit 21. 

20 The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 
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decryption device 50 under the control of the control unit 

25 	(ST24'). 

The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj  in the 

5 	temporary data storage unit 52 using the private key skj  of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas (formula 

(d7)) 	(ST51'). 

10 	 In step ST51', as will be described later, 	the 

decryption processing unit 54 may use the public key pkj  of 

the decryption device 50 identified by the identification 

information j of the re-encryption key degeneration device 

30 contained in the re-encrypted data Cj  in the temporary 

15 	data storage unit 52. 	This also applies to embodiments and 

modifications described later. 
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i-f/ 
e
t 
.i2X 7  C4), 

e(C
2
ll
x 1 

 uH(C2X,C2Y,C2Z,C2Zi,C3) . V) 
\ 

	

e(c
2
//
y, 

 uH(C2x,C2y,C2Z,C2Zi,C3) . 	\ 	ti--1/ V) --= 	2y,C,61))  

	

e(C2llz, Ull(C2X 
,C2y,C2z,C2ZI,C3) . 	/ 

v) = e(C2Z) C4)) 

u
H(c2x,c2y,c2z,c2zi 	3 	tr-il 

e(C2llzi / 	
) c 

' 	• v) = eY,-)2zil C4), 

e(C5z, C21z) = e(C5x, C2x ) - e(g2, g3)Yi, 

e(C5z, C2zi ) =--- e(C5y, C2y) - e(g, g4)xj, 
H(c2x,c2y ,c2z,c2z 	3) 

e(C2x ,u 	 l'c 	• v) 	e(g,C4)xj , 

e(C2y u H(c2x,c2y ,c2z,c2zi'c3) . v) = e(gi , C4)Yi , ,  
e(C2z,uH(c2x ,c2y ,c2z,c2zi' cl3) • v) = e(g,C4)zi , 

H(c2x,2y ,cc 2z,2zi c3) e(C2zi 7 u 	
c 	' 	• v) = e(gi , ai)zj. 

...(d7) 

5 

Instead of the fifth verification formula in the 

formula (d7), 	the verification formula shown in the above- 

mentioned formula (d2) 	or formula 	(d3) may be used. 	Also, 

instead of the sixth verification formula in the formula 

(d7), the verification formula shown in the above-mentioned 

formula (d4) 	or formula (d5) may be used. 	Also, 	instead of 

the seventh to tenth verification formulas in the formula 

(d7), 	the following verification formulas may be used. 

e(C2x, tt
H(C2X ,C2Y ,C2Z ,C2Z 1 7C3) • V) — e(X j 

e(C2y, uH(c2x,c2y,c2z,c2z1 ,c3) . v 	e(Yii, C4), 

H(c2x,2y,2z,2zi,3) 
e(C2z, u 	

ccc 	c 	• v) = e(Zi , C4), 
H(c2x  ,c2y ,c2z 7c2z 1,613)  

e(C2zi, u 	 • v )  	e(Zij, C4). 
10 
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is successful 
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7 
= m • e(g4g5, g) 	e(g, g)7r 	• 	(g, g) 

	T) = m.  

(Eighth embodiment) 

In the present embodiment, an example of updating a 

re-encryption key in the seventh embodiment at certain 

5 	intervals will be described. 	Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

described. Portions common to the aforementioned first 

10 	embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) 	Key setup processing 

A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

15 	manner as in the seventh embodiment or acquires the 

parameter from outside (ST1). 	H is a hash function defined 

by the following formula. 

II •. Z* 	G5 	GT 	Zn*  x 	x 	> .-- 
If the identification information of a re-encryption 

20 	key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, 	yi, 	zi, wi  of Zp*  from Zp*  and sets a 

private key ski=(xi,yi,zi,wi) 	of the re-encryption key 

generator 30. 	Then, 	the key generation unit 14 generates a 

public key pki=(X1,Y11,Y21,Z1,Z11,W1) 	of the re-encryption key 

25 	generator 30 using the private key ski  and the public 

parameter par. 
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X1 	
g Xi 

) 	Y1 i 	gly1  ) 	Y2 i 	g2
Y  

 	z;, 	Z11 	
gizi , 	wi 	gWi Zi 	g1 

If verification processing using a formula (d10) 

described later is not performed, data Y2i may be omitted. 

That is, the public key pki  only needs to include data Xi, 

5 	Y 11 1 Zi,ZIA. l 	Wi • 

Further, the key generation unit 14 generates a re- 

encryption key generation key rki=(X3i,Y5i) using the 

private key ski and the public parameter par (ST3). 

------.- 	
)(i 

i , 	 g5Y1  X3 	1, Y5 g3 	1  

10 Similarly, 	if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects elements xj, 	y,, 	z,, 	w, of Zp*  from 

Zp*  and sets a private key sk,=(x,,yj,z,,w,) 	of the 

decryption device 50. 	Then, the key generation unit 14 

15 	generates a public key pk3=(X3,Y13,Y2i,Z3 /Z1J /W3) 	of the 

decryption device 50 using the private key skj and the 

public parameter par. 

xi , 
	 Yj 

g j 	Yi j = gi 	) 	Y2 j = g2
Yj 

1 

zi 	 z-; 	w • = j 	
gWj zj =g j, 	

=gi 1 j 

If, similarly as described above, 	the verification 

20 	processing using a formula (d10) 	described later is not 

performed, data Y2j may be omitted. 	That is, 	the public 

key pk, only needs to include data X,, 	Yij, 	Zj, 	Zij, 
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Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y5i) using the 

private key ski and the public parameter par (ST6). 

= 	 = g3
Xj 
 y 	g5Yj X3 	 y5 j 	 i 

(2) 	Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number rEZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Y, 	C2Z t 	C2Z1 f 	C2F , 	C3 , 	C4 below from a message ITIGi,  

as plaintext data using the random number r, the public key 

pk„ of the re-encryption key generator 30, 	the public 

parameter par, and a time parameter L (ST22). 

U2X = Xi r  1 C2Y = Aiir) C2Z 
= r7 r 

1-ii 

	

	, i l  L)r 7 C2Z1= Zi_ir  ) C:f  y = 17 

H(L,C2X ,C 	CC 2y,C2Z,2Z1,2F,C3) 	y C3= e(g4g5, g)r . M,, C4 	(U 	 .1) 

Incidentally, the ciphertext generation unit 24 may 

not include the time parameter L as input into the hash 

function H. 	That is, 	instead of H(L,C2x,C2y,C2z,C2zi,C2F,C3), 

H(C2x,C2y,C2z,C2n,C2F,C3) 	may be calculated. 	This also 

applies to embodiments and modifications described later. 

The function F, 	(L) 	is defined as shown below. 

F(L ) 	

gL . W 

i 

 = gL+Wi 	

(L E Zp*) 
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After step ST22 is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

Ci=(L,C2x,C2y,C2z,C2zi,C2F,C3, C4) 	including the time parameter 

L and all the above encrypted data C2x to C4 and writes the 

5 obtained ciphertext data into a temporary data storage unit 

21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 (ST24). 

10 (3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, 	for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, the group administrator) and 

15 generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

20 transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

25 storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 
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out three random numbers 0,5x,5yeZp 	to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Riji, as shown in the following formulas 

5 using the random numbers 0, 5x, öy, the private key ski  of 

the re-encryption key generator 30 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

10 Ri 	= (Rijw., Rijr.,2, RiiL3, RiiL4 , RiiL5) 

- 7r(x .i O) 

, (X
3 
	. 

g3
0)1/X 	(141106T _ 	T 	+(L wi)8x 

Rill 	 .g   g 	i 

7r(Oy
y
j
.
+ )

-1-(L-EwiYiy \ Ilyi 	
3  

. n 	 g RijL2 	5j 	g3 ) = (Y 	° 	 1 	
7 

7(xi-Oyi-f-0) 

g3
0)1/Z2 

RijL3 = (X3 ' • Y5 3 . • 3 	 g 	
zi 

:T.6.  s 	yi8y 	ayjoy  
= g

_, 	
, 	jii5 	gi 	= g RijL4 

In the above formulas, g1  is rewritten and denoted by 

ga  and g2  is rewritten and denoted by g13. 

(4) Re-encryption processing 

15 A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

Ci  in the temporary data storage unit 42, and the public 

20 key pki  of the re-encryption key generator 30 based on the 
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following verification formulas 	(ST41). 

H(L,C2x ,C2-y 7C2z ,C2Z11C2F)C3) 	v ) e(C2x, u 	 • 	= e(X, C4), 

er2y, uH(L,c2x,c2y,c2z,c2zi,c2F,c3) 
• v) = e(iiii 7  C4), 

H(L7 2X 7 2y ) 2Z 7 2Z1 ) 2F 7 C3) 
er2z, u

CCCC 	C 	
. v) 	e(Zi, C4), 

2 	2Y 	2 	2Z 	2 e(C2z1 	11(LP x'C 	' C  z'C 	l'C  F  'C3)  ° v) = e(Z11) C4), 

H(L,C2x ,C2y ,C2z,C2zi,C2F, 	) C3 e(C2F 7 	 v) = e(F(L) C4). 

If the time parameter L is not contained as input into 

the hash function H, 	instead of H(L,C2x,C2Y,C2Z,C2Z1, C2F, C3) / 

5 H(C2x,C2y,C2z,C2zi,C2F,C3) 	is calculated for the verification. 

This also applies to verification processing of ciphertext 

data or re-encrypted data described below. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

10 one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,hEZp*  to the re-encryption processing 

15 unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C2X', 

C2x ' f  , 	C2y ' , 	C2y ' ' , 	C2z' , 	C2Z ' ' / 	C2Z1 ' 1 	C2Z1 ' ' 1 	C2F ' , 	C2F ' ' 1 	C5X / 

C5y, 	C5Z/ 	C5FX, 	C5FY using these random numbers sf t,k,h, 	the 

20 ciphertext data Ci  stored in the temporary data storage 
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unit 42, 	the re-encryption key RijL, the public key pki  of 

the re-encryption key generator 30, and the public 

parameter par 	(ST42). 

CI  2 	— X'S 	C" 	— C2X s = Xirs ) C2/17 	Y1 . 	" 	C 	t  - v rt 
X — 	) 	2X — 	 1 ) 	2Y 	2Y 	11i 	7 

	

C2/  7 	Z.k 	" — C 	k  — Z•rk 	CI 	2Z1 	2Z1 	
rk 

	

, 	i 	2Z — 	2Z 	1 	) 	2Z1 	ii
k 	n 	

C 	k 	1i 	7 

\ 
—2Fhrirh ) C2/  F —  Fili)h, C2"F — C 

1 	 1 	 1 
C5x — Rij.L1 s  ) C5Y 	j.L2 t  ) C5Z = RiiL3 IC  1 

5 
1 	 1 

C5FX = Rij1,471:  , C5FY = RijL5 h":  

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

CD = (1, r  C2x ' r  C2X ' ' 1 C 2Y ' 1 C2Y 1  ' 1 C2Z ' / C2Z ' ' / C2Z11  / C2Z1 ' ' r C2F ' 1 C2F ' ' / 

10 C2x , C2y , C2Z / C2Z1 / C2F / C3 / C4 r C5X / C5Y / C5Z / C5FX/ C5FY, 1) 	by adding all 

the above re-encrypted data C 	to C5FY and the 

identification information i of the re-encryption key 

generator 30 to the ciphertext data CI  and writes the 

obtained ciphertext data into the temporary data storage 

15 unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

20 (5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj of the local 
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device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 

the public key pki  of the re-encryption key generator 30 

identified by the identification information i of the re-

encryption key generator 30 contained in the re-encrypted 

data Cj  in the temporary data storage unit 52 based on the 

following verification formulas 	(ST51). 

e(q 	 (C x, ul/(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) •=2:: ex, C4), 

e(Cy, 
uH(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) = e(c2y, 

 C4)
, 

 

e(q
z)u

H(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) = e(Cz, C4), 

e(C22.1, 
uH(L,c2x,c2y,c2z,c2zi,c2F,c3) 

. v) ' e(C2zi, C4), 
/,-of 	H(L,c2x,c2y,c2z,c2zi,c2F,c3) , I),) = 

elu2F, u e(C F, C4), 

e(C5z, CZ) • e(C5Fx,CF) = e(C5x , Cl x) • 6(927 93)Y3 , 

e(C5z, CZzl.) . e(C5FY, C2F) — e(C5y, Cy.) • e(g, g4 )x3, 

e(C2x 7 
uH(L,c2x,c2y ,c2z,c2zi,c2F,c3) . v ) = e(Xi, C4), 

e(C2y, 
uH(i.„c2x,c2y,c2z 7C2Z17C2F ,C3) . v ) = e(y

ii, 
 co

, 
 

e(C2z, 
uw,c2x,c2y,c2z,c2zi,c2F,c3) . v) = e(Zi, C4), 

uH(L,c2x,2y,2z,2zi,2F,3 	. v ) e(C2zi. , 	ccc 	cc) 	= e(Zii, C4), 

e(C2F, 
uH(L,c2x,c2y,c2z,c2n,c2F,c3) . v) = e(Fi(L)' C4). . . . (d8) 

Instead of the sixth verification formula in the 

formula (d8), 	the following verification formula may be 

used. 

C(C5Z q2)*e(CY5EV)(7;10==enV7q&e(g5441. ...(d9) 

Also, instead of the sixth verification formula in the 

formula (d8), the following verification formula may be 

used. 

e(C5Z, C21Z) • e(C5Fx,C2 F) = e(C5 	C2x) • e(Y2j, 93). ...(dio> 
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In this case, 	the decryption processing unit 54 

conducts verification using the public key pki of the local 

device 50. 

Instead of the seventh verification formula in the 

5 formula 	(d8), 	the verification formula 	((ill) 	or 	(d12) may 

be used. 

G(C5Z1 C2z1) • e(C5Fy, C'f .bi) = e(C5y1 C2iy) • e(g3, gi)xj. ... (d11) 
e(C5Z1 C2zi) • e(C5Fy1 C2F) 	e(C5y,C20.e(Xj,g4). 	(d12) 

In this case, the decryption processing unit 54 

10 conducts verification using the public key pk3  of the local 

device 50. 

The verification is successful if the 12 verification 

formulas in the formula (d8) all hold and fails if any one 

of the 12 formulas does not hold. 

15 If the verification is successful 	(or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

20 the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

rf 

in =  C3 3 
le(C5Z) C2Z) . e( C5FX) C2F) \  1  Y3 le(C5Z) C2Z1) . e(C5FY )  C2F) \ 1 X  ,7 

e(C5x,C2x) 	/ \ 	e(C5y,C2y) 	/ 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

25 In the following calculation, gi is rewritten and 

denoted by ga  and g2  is rewritten and denoted by e. 
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(e(C5Z)C2"z) • e(C5FX) C2"F) \ .4 
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1 

ar 

if 
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• e(C5FY , *) \ I; (e(c5z,c2"zi) 
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sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

5 signature o in the second embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the second embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re- 

10 encryption processing can be reduced when compared with the 

embodiment shown in the second embodiment. 

[Eighteenth modification] 

15 

In the eighth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the eighth embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 

20 encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

eighth embodiment. 	Hereinafter, 	the encryption processing 

25 and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 
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the present modification and the encryption processing in 

the eighth embodiment is only in the last step. 	To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

5 assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data C. in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

10 The decryption device 50 verifies the ciphertext data 

Ci  generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas 	(ST51'). 

e(C2X,
uH(L,C2X)C2y,C2Z,C2n,C2F,C3), v) = e(

g, 
 coxi , 

eny, uH(L,c2x,c2y,c2z,c2zi,c2F,c3) . v) = e(gi, C4)vi , 

II L C 	C2 	C2 C2 	C 	C ) 

en

e(C2Z, U 	( , 2X, 	Y, 	Z, 	ZI., 2F, 3,, v) =4,11
04r

, 
 

wil(L,C2X,C2Y,C2Z,C2Z1,C2F,C3).v)=7e(gi,c4)zi, Zl, 

e(C2F)
uH(L,c2x,c2y,c2z,c2zi,c2F,c3).v)__e(gA)L+mi 

...(d13) 

15 Incidentally, the decryption device 50 may verify the 

ciphertext data Cl  generated by the encryption device 20 

using the public parameter par and the public key pki of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

20 verification formulas in the formula (d13) all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful (or the verification 
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processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data Cl  as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

m = C3 I e(g4g51  C2x 	. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 

rn . e(g4g57 g)r  / e(g4g57 C2X xi 
1 

\ r 
/ 
/ 	 . _w.. 777, • e(g4g5, g) 	e

/ 
,g4g5 ) g

xir) xi  

_x ^ m. == M • e(g4g5, gr/e(g4g57 . Y ) i- 

[Nineteenth modification] 

In addition to the eighteenth modification, as will be 

described below, the eighth embodiment may also be changed 

to a form in which the ciphertext data is decrypted without 

being re-encrypted. 	Also in this case, only the key setup 

processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the eighth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 



165 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

5 performed. 	The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out eight 

random numbers r,s,t,k,h,8,6x,61,EZp 	to the ciphertext 

generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

10 data 	C2 	r 	C 	' 2 	/ 	CZY.  ' / 	C21'.  ' ' / 	C2Z ' / 	C2Z ' ' / 	C2Z1 ' , 	C2z1 	' I 	C '  2F 	r 

C2F ' ' / 	C2X1 	C2Y/ 	C22., 	C2Z1, 	C2F r 	C3, 	C4, 	C5x, 	C5y , 	C5z , 	C5FX, 	C5FY 

below from a message mEGT  as plaintext data using the 

random numbers r,s,t,k,h,0,5x,5y, 	the public key pkj of the 

decryption device 50, 	the public parameter, and the time 

15 

	

parameter L 	(ST22'). 

1 	= Y2j ) 	2x• 	8 " 	rrs 	CI 	— X *t 	Cll 	
,rt 

C2X 23 	) 	2Y — 	3 ) 	2Y 	3 	5 
rk rit 	

_ X •k 	C" 	.rk 
C21  Z = Y23k 	21  Z 	2j 	)'-'2Z1 — 	3 ) 	2Z1 	3 

Cl2F = Fj(L)h  , Cll  2F 	
F(nrh 

3 	5 
v- 

C2X 	3 7 	2Y = I lj
r 	

2Z'jr ,  	2Z1 = 	1j
r
,  ) 	2F = Fj(L)

r 
 ) 

C3 	e(g4g5, g)r . tit, C4 = (
ull(L,C2x,C2y,C2z,C2zi,C2F,C3) , v)r , 

 
7 
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1 	 71-(ce-F0)-1-(Ld-wj)8y 

C5x 	(g4 ' g3°  ' Fj(L))S= g 	s 	) 

1 	
7r (1-1-0)±(L+w j )Sx  

C5y = (g31+8 • Fj(L)S x
) t = g 	t 

1 	R-(a+1+0) 
C5z = (g4 - g31-±° ) k ._..... g 	 k 

45y 	 5X 

C5FX 	(Y2j) h  , 	5FY 	 ( j) h 

After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

5 

Cj= ( L / C2x 1  / C2x ' ' / C2Y ' / C2Y ' ' i C2Z ' 1 C2Z ' ' 1 C 2Z1 ' 1 C2Z1 ' ' 1 C 2F ' I C2F ' ' 1 C2x, 

C2y / C2Z t C2Z1 / C2F 1 C3 f C4 / C5X / C5Y t C5Z 1 C5FX I C5FY i j ) 	including the 	time 

parameter L, all the above encrypted data C2x 	to C5FY and 

the identification information j of the decryption device 

50 and writes the obtained ciphertext data into the 

temporary data storage unit 21. 

10 The communication unit 22 transmits the ciphertext 

data C D  in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 	(ST24'). 

The decryption processing unit 54 of the decryption 

15 device 50 verifies the re-encrypted data Cj  in the 

temporary data storage unit 52 using the private key sic.]  of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 based on the following verification formulas 	(ST51'). 



167 	-

02
//x)uH(C2x,C2Y1C2ZIC2Z1,C2F,C3) 	 0 

v) 
	(C 

2X
/ 	

, u4)) 

	

e
(c

2
//
y, u

H(C2x,C2Y,C2Z,C221.,C2F,C3) . v) 	e(c1
2y, 

 C4)
) 

 

e(c
2
//
z, 

 uH(C2x,C2Y,C2Z)C2Z1>C2FIC3) . ,0 = c'
f)( rd

2Z, u 
0
4) 
\ 

	

) 	lu,  

e(02ZI.7 
liii(C2x,C2y,C2z,C2Z1)C2F)C3) . v) 	e(02z1 I  al), 

e(c2if
F, u

H(c2x,c2y,c2z,c2z1,c2F,c3) .  
v) ---= e(C2F, C4) 

e(C5z, C2z) • e(C5Fx) Cil2F) = e(C5x, C2x) • e(g2,g3) j 

e(C5z, C2'z1  ) . e(C5Fy, C2F) = e(C5y, C2ty) . ergs g4)x3 

c(c2x ,u11(c2x,c2y ,c2z,c2z17 C2F'C3) • v) = e(g,C4)xi 

e(C2y, 2/H(C2x,C2y,C2z,C2zi ,C2F ,C3) • v) = e(gi., C4)" 

H(c2x,c2y,c2z,c2zi 'C2F >C3) • v) = e(g,C4)zi e(C2z)u 

e(C2zi,uH(C2x,C2y,C2z,C2z1,C2F,c3) . v) = e(gi, C4) 

H(c2x,c2y,C2z,C2zi,C2F' c3) - v) = e(g,C4)L'i . e(C2F, u 
...(d14) 

Instead of the sixth verification formula in the 

formula (d14), 	the verification formula shown in the 

formula 	(d9) 	or 	(d10) may be used. 	Also, 	instead of the 

5 seventh verification formula in the formula (d14), the 

verification formula shown in the formula ((ill) or (d12) 

may be used. 	Also, instead of the eighth to twelfth 

verification formulas in the formula (d14), 	the following 

verification formulas shown below may be used. 
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H(C2x,C2y,C2Z7C2Zi,C2F C3) 	\ ' 	' 	 C4), e(C2X, U 	 • v ) 	e(X j, 

e(C2y,  , u
H(c2x  ,c2y ,G2z ,c2z 1 7c2F ,c3) 	\ 

- v 	=-- e(Yii, C4), 

H(c2x,c2y,c2z,c2zi,2F,3 
e(C2z, u 	

c 	c) • v) =- e(Zii  , C4), 

H( 2x  ,C2y ,C22 .7C2zi,C2F ,C3) 
e(C2Z1) U

c 	 • v) = e(Zij, C4), 

H(c2x  7C2y ,C2z,C2zi,C2F,C3) e(C2F, u 	 - v) = e(Fj(L), C4). 

The verification is successful if the 12 verification 

formulas in the formula (d14) all hold and fails if any one 

of the 12 formulas does not hold. 

5 	 If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data Cj  as 

shown in the following formula using the private key ski of 

the local device 50 in the private key storage unit 51 and 

10 	the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52'). 

\ \ 	 li 	\ 

in= ti3  
rfl

2F) le(C5Z,C2" z) . e(C5FX) (-I 	‘ 
 

V3  ( e(C5Z )C21 Z1) .  er5FY,C2-F)' 3 

e(C5x, C2x  ) 	/ \ 	e(C5y, C2y) 	/ 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

15 	 In the following calculation, 	g1  is rewritten and 

denoted by e and g2  is rewritten and denoted by g(5. 
1 

rf  
U3 

/ e(C5Z )  C2l z) ' e(C5Fx1C211F) \  Y3 e(C5z) C2llzi) . e(C5FY)C211F) xi 

e(C5x, C2" x) 	l e(C5y, C2y) 	/ 
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7r(a+1+0) 	 i3Y3h 	 \ 1 
y 

3 
r(a+1+0) x

i

h 
1 

e(g k 	,g .A 1rk ) • e(g 	h 	1g(L+ 	)rh e(g k 	l gl)rk) ,  e(g h 	,g(
L+wi)rh)  

Ir(a+0)-P-tui)bv  

1 

w(11-8)+(L+wi)dx 

e(g 	s 	441 	/ e(g 	t )g1371) / 

(gr(a+1+0) gfir) . e  gi34 g(11-1-Vil)r) \ 1  e(gir(01+1+0) 

1 

 gr) . e:0
,g

(L-1-wi)r) \ { 

e(31-(a+0)-1-(1,+wiy) 	
/ \ 	

e ir(1+9)d-(L+wi)6, 	r 
)9 ) 

m . 4051 g) 	(e(g, g)7rfir  . e(g, g)
rar 

 ) = m.  

(Ninth embodiment) 

5 In the present embodiment, an example of omitting a 

one-time signature in the third embodiment will be 

described. 	Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re- 

encryption processing, and decryption processing in the 

10 	present embodiment will be described. 	Portions common to 

the aforementioned first embodiment may or may not be 

described by using the same reference signs.  

(1) 	Key setup processing 

First, a public parameter generation unit 13 of a key 

15 	generator 10 generates a public parameter 

par = {A) 9  G. ) GT, g17 g27 g3) g4) U7 V) H} 2 7 	g) 

based on a security parameter A stored in a key parameter 

storage unit 11 in advance or acquires the parameter from 

outside 	(ST1). 	Here, 	g3 =gnand g4=g1nare set. 	H is a hash 

20 	function defined by the following formula. 

H • G4 	GT --> Z  X 
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If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, yi, 	zi of Zp 	from Zp 	and sets a 

private key ski=(xi,y,,zi) 	of the re-encryption key 

5 generator 30. 	Then, the key generation unit 14 generates a 

public key pki--(XiiYii,Zi,Zii) 	of the re-encryption key 

generator 30 using the private key ski and the public 

parameter par. 

g )(4  X•  	1 	 gz 	Z11 	gizi 
1 	, 	Y11 	

yi gi 	, 	Z i 	• 

10 Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y2i) using the 

private key ski  and the public parameter par (ST3). 

' 
)C3i 	g3

X 
 1 ) 	Y2 i 	g2Y1  

Similarly, if the identification information of a 

15 decryption device 50 is assumed to be j, 	the key generation 

unit 14 randomly selects elements xj, yj 	of Zp
* 
 from Zp

* 
 

and sets a private key ski=(x3,y3,zj) 	of the decryption 

device 50. 	Then, 	the key generation unit 14 generates a 

public key plc,=(Xj,Yii,Zi,Zij) 	of the decryption device 50 

20 using the private key ski  and the public parameter par. 

X 
=g 	

-; 
i ) 	

J  
	giYj , 	Z Yi i  
	zi 

X-i 	 i - g 	-1 , 	Z11 	gi-1 
z-; 

, J  

Further, the key generation unit 14 generates a re- 

encryption key generation key rki= (X3i,Y2i) 	using the 

private key ski and the public parameter par (ST6). 

25  
)(3j 	g3x• 	'Cr 	• 

	

1- 2i 	g2Yj 
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(2) Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

5 An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number rEZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Y, 	C2Zr 	C2Z1, 	C3, 	C4  below from a message mEGT  as 

10 plaintext data using the random number r, the public key 

pki of the re-encryption key generator 30, and the public 

parameter par (ST22). 

7 	— 	(/ Z.,r C2X = Xir ,  , C2y - Ylir 	C2Z 	) C2Z1 = 2.-1 . it 

C 3 = e(g4g2)g)r  . 	, C4 =_. (U
H(C2x,C2y,C2z,C2zi,C3) . or 

irn 

After step ST22 is completed, 	the ciphertext 

15 generation unit 24 generates ciphertext data 

Ci=(C2x,C2 , C2Z, C2Z1,C3,C4) 	including all the above encrypted 

data C2x to C4  and writes the obtained ciphertext data into 

a temporary data storage unit 21. 

A communication unit 22 transmits the ciphertext data 

20 Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, 	for example, the user A) approves that 

25 ciphertext addressed to the re-encryption key generator 30 
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(in the example of FIG. 8, the group administrator) 	is re- 

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, the transfer of decryption right of the 

5 ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj  of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

10 rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

A random number generation unit 36 generates and sends 

out a random number GEZp 	to a re-encryption key generation 

15 unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rid as shown in the following formulas 

using the random number 0, 	the private key sk, of the re- 

encryption key generator 30 in a private key storage unit 

20 31, the re-encryption key generation key rk3  of the 

decryption device 50 in the temporary data storage unit 32, 

and the public parameter par (ST32). 

Rij= (Riji, Rij2i Rij3 ) 

7rx
.:7
+0  

) 

fiyj +0 
i l IJ4 

) 	......-. Y2 0 
Ri 

yi 

(Y2i 6  2 	 g 	
g 

25 
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71-x +f3yj+0 .7•  0 1 /Zi 	z _ 
143 — (X3i • Y2i • 	 i g ) 	g 	 . 3 

In the above formulas, g2  is rewritten and denoted by 

g13. 

(4) 	Re -encryption processing 

5 	 A re-encryption processing unit 44 of the re- 

encryption device 40 verifies the ciphertext data Cl  in a 

temporary data storage unit 42 using the public parameter 

par and the public key pki  of the re-encryption key 

generator 30 based on the following verification formulas 

10 	(ST41). 

e(C2x, H(C2x1C2y1C2z )C2zi ,c3) v) 	(Xi, C4) )  

H(C2x ,C2y,C2z ,C2zi ,C3 ) .  e(C2y, u 	 v ) = e(Y1i7 C4) , 

e(C2Z 1 
uH(C2X 7 C2y 7 C2Z )C2Z1)C3) . v ) e(Zi, C4) , 

e(C2Z1 7 U 
11(C2X ,C121/ 7C2Z 7C2Z1 7C3) . 	) v 	e(Zii,C4). 

The verification is successful if the four 

verification formulas shown above all hold and fails if any 

one of the four formulas does not hold. 

15 	 If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,kEZp*  to the re-encryption processing 

unit 44. 

20 	 The re -encryption processing unit 44 generates, as 
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shown in the following formulas, 	re-encrypted data C2 x', 

C 	' ' , 	C2y 1  , 	C2y' ' , 	C2z 1 	C2Z 	1 	C2Z1 ' 	C2Z1'  ' f 	C5X, 	C5Y r5Z 

using using these random numbers s,t,k, 	the ciphertext data C, 

stored in the temporary data storage unit 42, the re- 

5 encryption key Rij, the public key pk, of the re-encryption 

key generator 30, 	and the public parameter par (ST42). 

C2I 	
v s 	rf If 	s ___ V rs 	of 	V t 	11 	t _ v rt 

x 	Ai I  lin- 	C2x 	— Ai 	, li2y = 	ii 1 	2y- 	C2y.  - i li 

CI 	
k 	1, 	k 	irk 	 k 	li 	

C 2Z 	2 	2Z — 	2Z 	= Lii 	2Z1 	h ) 	2Z1 	2Z1 k= 	12  Z rk  

1 	 1 	 1 

C5X = Rijls ) 	5Y = Rij2 t  ) 	52 = R2j3k 

After step ST42 is completed, the re-encryption 

10 processing unit 44 generates re-encrypted data 

C3---(C2x',C 	' I C2Y ' I C 2Y ' ' 1 C2Z ' r C2Z ' ' f C2Z1 '  r C2z1 '  ' r C2x, C2y r C2z r C221, C 

3rC4/C5X/C5y/C5zri) by adding all the above re-encrypted data 

C 	to C5z  and the identification information i of the re- 

encryption key generator 30 to the ciphertext data C, and 

15 writes the obtained re-encrypted data Cj into the temporary 

data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

20 (ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data C3  in a temporary 

data storage unit 52 using the private key ski of the local 

25 device 50 in a private key storage unit 51, the public 
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parameter par in the temporary data storage unit 52, and 

the public key pki  of the re-encryption key generator 30 

identified by the identification information i of the re-

encryption key generator 30 contained in the re-encrypted 

5 data C3  in the temporary data storage unit 52 based on the 

following verification formulas 	(ST51). 

( 
	(C2x,C2y,C2z,C2zi,C3) 	 / 

e C2X, U 	 * V) = e( C2x, C4), 
H(C2x,C 	 C) 2y,C2z,C2zi,3 e

f 
t../ 2y, U 	 • v) = e(C2t y, C4), 

/ 	1/(C2x,2y,,n,C3) 	 t 
e C2z 1 u 	

CC2zC2 	
' v) .--= e(C2z, C4), 

,H(c2x,c2y,c2z,c2zi,c3)  
etu2zi, th 	 ' V) = e(C2zi, C4), 

e(C5z, C2z) = e(C5x, C2),c) - e(g2 , g)Yi , 
/ 	\ 	 c't 	\ 

e(C5Z7 k-I 
r1 

 2Z1 ) .-7----  e(C5Y, k-i2Y) • e( g, 94)x j, 

e(C2x, u
H(c2x,c2y,c2z,c2z1,c3) • v) = e(X, 04), 

e(C2y, uH(c2x,c2y,c2z,c2zi,c3)  • v ) — e(Yii, C4), 

e(C2z, uH(c2x,c2y,c2z,c2z1,c3) • v) = e(Zi, C4), 

e(C2zi, u
H(c2x,c2y,c2z,c2zi,c3) 	\ ) 	e(Zii, C4) • 

...(el) 

Instead of the sixth verification formula in the 

formula (el), 	the following verification formula may be 

10 used. 
ry 	

Y, L' 
r-f/ 	) 

e(C5z, k.-12Z1) = e(C5 2Y) - e
(
-ii
y 

 i,g4)• 

In this case, the decryption processing unit 54 

conducts verification using the public key pk3  of the local 

device 50. 

15 The verification is successful if the 10 verification 
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formula 	(el) 	all 

does not hold. 

step ST51 is skipped), 

54 decrypts the 

formula 

50 in the private 

par in the 

	

message m 	(ST52). 

e(C5z, qz ) \ 

is successful 
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e(gbi+9  I gar ) 

grar) 
m. 
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above, due to the configuration of generating the re-

encryption key RIJ  based on the random number 0 and the re-

encryption key generation key rkj, effects similar to those 

in the third embodiment can be obtained. 

5 Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature o in the third embodiment, 	the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the third embodiment. 

10 Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the third embodiment. 

[Twentieth modification] 

15 In the ninth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

20 cited, but the ninth embodiment may be changed to a form in 

which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

25 modification is the same as the key setup processing in the 

ninth embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 
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will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the ninth embodiment is only in the last step. 	To provide 

5 	a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci  in the temporary data 

10 	storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci  generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

15 	50 based on the following verification formulas 	(ST51'). 

e(C2x ) u
H(C2x ,C2y ,C2z ,C2zi ,C3) . v) = e(g, C4)i 1  

e(C2y UH(C2x,C2y,C2z,C2zi,C3)  - V) = e(g1 ,C4 )Yi , 

e(C2z)uH(c2x,c2y,c2z,c2z1,c3) - v) ----.-- e(g, C4)z2, 

e(C2z1) 	
H(C2x ,C2y,C2z ,C2z1,G) 	) 	

e(gi, C4)zi. 
...(e2) 

Incidentally, 	the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pki of 

20 	the local device 50 in the same manner as in step ST41. 

The verification is successful if the four 

verification formulas in the formula (e2) all hold and 

fails if any one of the four formulas does not hold. 
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If the verification is successful (or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data C, as shown in the 

following formula using the private key ski  of the local 

5 device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

1 

m = C3 / e(g4g2, C2x) x. 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

1 

10 Mi • e(g4g2 g)r  / e0,02) C2x) xi 
1 
xi  

- m •  e(g4g2) 	/ e(g4g2) gs
ir) 
 g)r  

m - e 002, gY/e(g4g2, g)
r  

(Tenth embodiment) 

In the present embodiment, an example of updating a 

15 re-encryption key in the ninth embodiment at certain 

intervals will be described. 	Hereinafter, key setup 

processing, 	encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

20 described. 	Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) 	Key setup processing 

A public parameter generation unit 13 of a key 

25 generator 10 generates a public parameter par in the same 
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manner as in the ninth embodiment or acquires the parameter 

from outside (ST1). 	H is a hash function defined by the 

following formula. 

H 	x G5  x GT :Z  ,* 	 ,n* ,Z
1.- 

If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects elements xi,  yi, 	zi, wi  of Zp*  from Zp 	and sets a 

private key ski=(xi,yi,zi,wi) 	of the re-encryption key 

generator 30. 	Then, the key generation unit 14 generates a 

public key pki-(X1,Yli,Zi,Zii,Wi) 	of the re-encryption key 

generator 30 using the private key ski  and the public 

parameter par. 

• 
Xi 	g 

Xi 
 5 	I 

NT gi 	, 	Zi - gz1  11 	
yi 	

, 

Zi i 	gl
i 
 , 	vv 

z 	______ 
mi - g Wi 

Further, the key generation unit 14 generates a re-

encryption key generation key rki=(X3i,Y2i) using the 

private key ski  and the public parameter par (ST3). 

)(3i 	g3 
Xi  
', 	Y2i -g2Y1  

Similarly, 	if the identification information of a 

decryption device 50 is assumed to be j, 	the key generation 

unit 14 randomly selects elements x3, y3, 	zj, w3  of Zp 	from 

Zp*  and sets a private key sk3=(xj,y3,z3,w3) 	of the 

decryption device 50. 	Then, the key generation unit 14 

generates a public key pk3=(Xj,Y1j,Z3,Z13,W3) 	of the 

decryption device 50 using the private key skj and the 

public parameter par. 
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xi =g
Xi  

J ) j  J 	
y11 	g1Yj ,  Z;  	

z; 
 g 	-') 

• w• 
Z1 j =giZ  J, Wi 	g 

Further, 	the key generation unit 14 generates a re- 

encryption key generation key rki=(X3j,Y23) 	using the 

private key skj  and the public parameter par (ST6). 

)(3jg3XJi 
 
) Y2 j = g2Yi 

(2) 	Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number reZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2y, 	C2Z, 	C221, 	C2F, 	C3, 	C4  below from a message mEGT  

as plaintext data using the random number r, the public key 

plc., of the re-encryption key generator 30, 	the public 

parameter par, and a time parameter L (ST22). 

C2X __ 	IT  
r 1 C217  — Ili ) C2Z = 	i Z, C2Z1 —  Zfir  ) 

g)
r 
 . Trii) C2F = Fi ( }r 1 C3 = e(g4g2, 

11(L7 C2x1 C2y7 C2z 1C2zi 7 C2F )  
C4 	( 

C 3) 	)r 

The function Fi 	(L) 	is defined as shown below. 
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gll 	gL+wi  F2  (L} = 	. wi  = 	(L E .4*) ,-, 

After step ST22 is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

C1=(L,C2x,C2y,C2z,C2z1,C2F,C3, C4) 	including the time parameter 

L and all the above encrypted data C2x to C4 and writes the 

obtained ciphertext data into a temporary data storage unit 

21. 

A communication unit 22 transmits the ciphertext data 

Ci in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

example of FIG. 8, 	for example, the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 8, 	the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rk]  of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rk3  of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 
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A random number generation unit 36 generates and sends 

out three random numbers 0, 5X, 051,EZID 	to a re-encryption key 

generation unit 34. 

The re-encryption key generation unit 34 generates a 

5 

10 

re-encryption key RIJI, as shown in the following formulas 

using the random numbers 0, 	6,, 	6y, 	the private key ski of 

the re-encryption key generator 30 in a private key storage 

unit 31, the re-encryption key generation key rkj of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

Ri ji,-(Ri_31,1, RijL2 , RijL3 I RijL4 / RijL5) 

7rx;+O 
( L±w •)Sx  ± 

3 . 
90)1/ xi . 	(Ld-wi)5x _____ 	xi 	\ 	t , 

Rij Ll 	(X3 - 	g 	_ g 

fiYi+e  )6"  ±(L+W' 
(Y2 	g

0)1/yi . 9 (L-kwi)8y 	. 	2 / Y 
Rij L2 	

—  g yi 
7 

7rx
i 

+flyi +0 
. 	

3  
y

2 . . g 0 )1 / z i 	 g X3 - 	 zi  Ri j L3 = ( 3  
xi Sx 	 yi (5 	 ayi ay y 

Rij L4 = 9 	, Rij L5 	g1 	= g 

In the above formulas, g1  is rewritten and denoted by 

gè  and g2  is rewritten and denoted by e. 

15 (4) Re-encryption processing 

A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci  in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

20 Ci in the temporary data storage unit 42, and the public 

key pk, of the re-encryption key generator 30 based on the 

following verification formulas (ST41). 
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e(C2x 	
H(L,c2x,c2y,c2z,c2zi,c2F7c3) . v) = e(Xi, C4), 

H(L, 2x, 2y, 2z, 2zi , 2F73) . v)  e(C2y, ucccccc  	(Yii) C4), 

e(C 	uH(L
'
C2x'C2y

'
C2z'C2zi ,C2F ,C3 ) 	, 

• u 	eZi 1  C 4) )  2z , 	 )  	( 

e(C 1-I(L C2x C2y C2z C2zi,C2F,C3) 
2Zi5U 	7 	7 	7 	7 	

' v) = e(Zli) C4), 

e(C2F) u
H(L

'
C2x

'
C2y

'
C2z

'
C2Z17C2F,C3) • u ,) 	e (Fi((L),  C4}. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

5 If the verification is successful 	(or the verification 

processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp*  to the re-encryption processing 

unit 44. 

10 	 The re-encryption processing unit 44 generates, as 

shown in the following formulas, re-encrypted data C 

C2x" / 	C2Y ' r 	C2Y"  r 	C2Z 1  / 	C2Z " / 	C2Z1. '  , 	C2Z1"  , 	C2F ' / 	C2F " / 	C5X/ 

C5y, 	C5z, 	C5Fx, 	C5FY using these random numbers s,t,k,h, 	the 

ciphertext data Cl  stored in the temporary data storage 

15 	unit 42, 	the re-encryption key 1213L, 	the public key pk, of 

the re-encryption key generator 30, and the public 

parameter par 	(ST42). 

is, 	2".x = Ca8 	X rs 	
rill 	ri 	t 	-y-  rt C21  .x. = X 	C 	 i) C2t

Tr  
y-  = 	1 	, u2y = k-i2Y =ili 	, 

C, 2Z 
 	k 	/1 	 k 	ii 	 rk 

i 
	

2z
, 	c 	k 

2z. 
	

'1 
z.  rk 

7 
 0

1 2Z1u 	= Zii 7 	2Z1 	C2Z1k  = Zli 	7 

2F = Fi(L) ) C2IF 	C2Fh  = Fi 	rh  0 	h 	 (Li, 
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1 	 1 	 1 

C5x = HULA' 	5Y - RijL2 t  1 	5Z - RijL3 k  

1 

C5FX = RijL4 h  7 C5FY 	'zj15 )1  

After step ST42 is completed, 	the re-encryption 

processing unit 44 generates re-encrypted data 

5 	Cj= (L, C2x ' , C2x" , C2Y ' / C211'  ' / C2Z ' / C2Z ' ' / C2Z1 ' / C2Z1 " / C2F ' / C2F " / C2X/ 

C2y , C22, C2Z1 t C2F / C3, C4, C5X I C5Y 1 C52/ C5FX , C5FY, i ) 	by adding all 	the 

above re-encrypted data C2x 	to C5FY  and the identification 

information i of the re-encryption key generator 30 to the 

ciphertext data Ci and writes the obtained ciphertext data 

10 	into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data Cj  in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

15 (5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

data storage unit 52 using the private key skj  of the local 

device 50 in a private key storage unit 51, the public 

20 	parameter par in the temporary data storage unit 52, and 

the public key pki of the re-encryption key generator 30 

identified by the identification information i of the re- 

encryption key generator 30 contained in the re-encrypted 

data C3  in the temporary data storage unit 52 based on the 

25 	following verification formulas 	(ST51). 
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e(clx, uH(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) = e(c2/x, C4), 

emiy, uH(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) = e(Cy, C4), 

e(c2tiz, uH(L,C2x,C2y,C2z,C2z1 >C2F,C3) . v
) = e(Cz,C

4)
, 

 

e(qZ1,uH(L,C2x,C2y,C2z,C2zi,C2F)C3). 
v) = eMZ1) C4), 

e(C'F, 
uH(L,C2x,C2y,C2z,C2zi,C2F,C3) . v) = e(c2,F,  C4), 

e(C5z, qz) • e(C5FX, Cf p-i) = e(C5x, C2x) • e(92, g)yi, 

e(C5z, C2zi ) • e(C5Fy, C2F ) ---=--- e(C5y, C2y) • e(g , 94) x3 , 

e(C2x , 
uH(L,c2x  ,c2y ,C2z ,c2zi,c2F,c3) . v) \ — e(Xi, C4), 

e(c2y, uH(L,c2x,C2y,C2z,C2zi,c214,,c3) . v ) _...._ e  (yii, C4), 

c c uH(L,c2x,c2y,2z,2zi,c2F,c3) , v ) e(C2z, 	= e(Zi, C4), 

e(C2zi, 
uH(L,c2x,c2y,C2z,c2zi,C2F,C3) . v) = e 	0 '7 (Liii, ,-,4), 

H(L e(C2F, u CC 	CC C2X C2Y 	2Z 	2Z1 	2F 	3) 	\ _ ' 	' 	" 	" 	• v) — e(Fi(L), C4) • 
...(e3) 

Instead of the seventh verification formula in the 

formula (e3), the following verification formula may be 

used. 
/II 

5 	 e(C5z, 
rd 	(I 	 ill 	\ 	j v  
ti2z1) . e(C5FY, C2F) = e(c5y, u2y i . RAJ, g4) . 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj  of the local 

device 50. 

The verification is successful if the 12 verification 

10 	formulas in the formula (e3) all hold and fails if any one 

of the 12 formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 
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the following formula 

device 50 in the private 

parameter par in the 

	

the message m 	(ST52). 

705Z, C2z) • e(C5FX7C2ilF)\  
1 
vi 

e(9, 

if 

using 
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of 

temporary 

the private key skj  

key storage unit 51 and 

data storage unit 
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X 3  

be 
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ciphertext for the transfer source (in the example of 

FIG. 	8, the group administrator) 	is once transferred to the 

transfer destination (in the example of FIG. 8, 	for example, 

the user A) in a certain period, it is possible not to 

5 grant the decryption right of the ciphertext for the 

transfer source to the relevant transfer destination, that 

is, the decryption right of the transfer destination (of 

the ciphertext for the relevant transfer source) can be 

invalidated in the next period and therefore, a file 

10 sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature o in the fourth embodiment, the data size of 

15 ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the fourth embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

20 embodiment shown in the fourth embodiment. 

[Twenty-first modification] 

In the tenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

25 device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the tenth embodiment may be changed to a form in 
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which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, 	only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

5 modification is the same as the key setup processing in the 

tenth embodiment. 	Hereinafter, the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

10 

15 

the present modification and the encryption processing in 

the tenth embodiment is only in the last step. 	To provide 

a description by making use of the above symbols, the 

identification information of the decryption device 50 is 

assumed to be i for the sake of convenience. 	In this case, 

the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci  in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

20 Ci  generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

50 based on the following verification formulas 	(ST51'). 
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ull(L,C2x,C2y,C2z,Gzi1C2F IC3).v) 	e(g,(74)xi l 
 e(C2X) 

e(c
2y,uH(L,C2x7C2y)C2z,C2z17C2F)C3) . to 	e(gl,  (34)yil  

e(C2Z 	H(L,C2x,C2y7C2Z,C2Z LC2 FP3)  • V) = e(g 7 	-x  air 7 

H(L,C2X ,C2Y 7C2Z 7C2Zi 7C2F,C3) 	) e (C221, 	 . 	e(m, C4) i  

e(C2F, 	
H(L,c2x,c2y,c2z,c2zi,c2F7c3) v) =  e(g, C4)L+Iv2  . 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci generated by the encryption device 20 

using the public parameter par and the public key pk, of 

the local device 50 in the same manner as in step ST41. 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), the decryption device 

50 decrypts the ciphertext data CI  as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 
1 

Hi = C3 / e(g4g2, C2x ) xi 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

i 

m . e(g4g21 Or 	e(g4g2, C2x) xi 
1 

. \ T , 
— M ' e(g4g2, g)r  / e(g4g2, 9

xir 
 )  
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vr / 	/  = m ° e(g4g2 ) g) 1 ew4g2,g)
r 
 -m 

(Eleventh embodiment) 

In the present embodiment, an example of omitting a 

one-time signature in the fifth embodiment will be 

5 described. 	Hereinafter, key setup processing, encryption 

processing, re-encryption key generation processing, re-

encryption processing, and decryption processing in the 

present embodiment will be described. 	Portions common to 

the aforementioned first embodiment may or may not be 

10 described by using the same reference signs. 

(1) 	Key setup processing 

First, a public parameter generation unit 13 of a key 

generator 10
1 
 generates a public parameter 

par = {, /3, G, GT) g7 gl 7 I  a 7 v,  Ill based on a 

15 security parameter A stored in a key parameter storage unit 

11 in advance or acquires the parameter from outside (ST1). 

H is a hash function defined by the following formula. 

II G 	GT 	VT, : 	x 	
.1- 

If the identification information of a re-encryption 

20 key generator 30 is i, a key generation unit 14 randomly 

selects an element xi of Zp*  from Zp*  and sets a private key 

ski=x, of the re-encryption key generator 30. 	Then, the 

key generation unit 14 generates a public key pki=Xi of the 

re-encryption key generator 30 using the private key ski 

25 and the public parameter par. 

)(i 
X i —g - 
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Further, the key generation unit 14 generates a re-

encryption key generation key rki=Xli  using the private key 

ski and the public parameter par 	(ST3). 

i 
 g 1
X 

X11 

5 Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

unit 14 randomly selects an element 	of Zp 	from Zp 	and 

sets a private key skj=x1  of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

10 pk3=-Xj  of the decryption device 50 using the private key ski 

and the public parameter par. 

X 	=g 
)(I  

J i 
J 

Further, 	the key generation unit 14 generates a re-

encryption key generation key rkj=Xli using the private key 

15 ski and the public parameter par 	(ST6). 

= 	Xj Xi i 	gl 

(2) 	Encryption processing 

No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

20 ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

encryption device 20 generates and sends out a random 

number rEZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

25 data 02, 03, 04 below from a message mEGT  as plaintext data 
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using the random number r, the public key pk, of the re-

encryption key generator 30, and the public parameter par 

(ST22). 

XI  1 	 C2 	or 
C2 	-r 	C3 	011 g)r  . 71/1  C4 = (U

H( 	,C3) 

5 After step ST22 is completed, the ciphertext 

generation unit 24 generates ciphertext data C1=(C2,C3,C4) 

including all the above encrypted data C2 to C4 and writes 

the obtained ciphertext data into a temporary data storage 

unit 21. 

10 A communication unit 22 transmits the ciphertext data 

CI  in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, assume that the decryption device 50 (in the 

15 example of FIG. 8, for example, 	the user A) approves that 

ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) 	is re- 

encrypted into ciphertext addressed to the decryption 

device 50 	(in the example of FIG. 	8, 	for example, 	the user 

20 A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rkj of the 

decryption device 50 to the re-encryption key generator 30. 

A communication unit 33 of the re-encryption key generator 

25 30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 
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(ST31). 

Because there is no need to generate a random number 

for the generation of a re-encryption key in the present 

embodiment, a random number generation unit 36 of the re- 

5 encryption key generator 30 is not needed. 

A re-encryption key generation unit 34 generates a re-

encryption key Rij as shown in the following formula using 

the private key ski of the re-encryption key generator 30 

in a private key storage unit 31, the re-encryption key 

10 generation key rkj  of the decryption device 50 in the 

temporary data storage unit 32, and the public parameter 

par 	(ST32). 
x
j 

i , 	z 	x. R23 	 I 
1i1x• 

1 

(4) Re-encryption processing 

15 A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data Ci in a 

temporary data storage unit 42 using the public parameter 

par and the public key pk, of the re-encryption key 

generator 30 based on the following verification formula 

20 (ST41). 

UII (C2 7 C3 ) e ( C2 	 ) 	(:(Xi, C4). 7  

The verification is successful if the above 

verification formula holds and fails if the above 

verification formula does not hold. 

25 If the verification is successful 	(or the verification 
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processing in step ST41 is skipped), a re-encryption 

parameter generation unit 45 generates and sends out a 

random number teZp*  to the re-encryption processing unit 44. 

The re-encryption processing unit 44 generates, as 

5 shown in the following formulas, re-encrypted data 02',  

C2 	using the random number t, the ciphertext data 

Ci stored in the temporary data storage unit 42, the re-

encryption key R13, the public key pk, of the re-encryption 

key generator 30, and the public parameter par (ST42). 
xj 

10 
Jilt 	

i 
tX ' 

q 	it  , 	2 C
// 

2 -- 	
x

2 
 rt 

R2 1 	gi 
	, 	m 	(7

2 
 t 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

C3=(C2',C2",C2" 1 ,C2,C3,C4, i ) 	by adding all the above re- 

encrypted data C2' 	to C2'" and the identification 

15 information i of the re-encryption key generator 30 to the 

ciphertext data CI  and writes the obtained re-encrypted 

data C3  into the temporary data storage unit 42. 

A communication unit 43 transmits the re-encrypted 

data CD  in the temporary data storage unit 42 to the 

20 decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj in a temporary 

25 data storage unit 52 using the private key skj of the local 

device 50 in a private key storage unit 51, the public 

parameter par in the temporary data storage unit 52, and 
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the public key pki of the re-encryption key generator 30 

identified by the identification information i of the re- 

encryption key generator 30 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

5 following verification formulas 	(ST51). 

(it 

e(k-} 
ry

2 	 )Xi  
-l
2 ) 	60' 7 1 "--) 	= gl 	7 

e(C / f--yi uH(C2,C3) - V ) - e ( t__,/ 	C4 ) 2 	, 	 2 7 	9 

L (C2 uli(C2,C3)  * V) = e (Xi, C4 , 	 . 
...(f1) 

Instead of the first verification formula in the 

formula (fl), 	the following verification formula may be 

used. 

e (c'2, c"2) 	(xj, e 	gi) 
10 ...(f2) 

In this case, 	the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the three 

15 verification formulas in the formula (f1) all hold and 

fails if any one of the three formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51 is skipped), the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

20 shown in the following formula using the private key skj  of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 
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52 to obtain the message m (ST52). 

C1'}1/ xi M 	C3 I e (C, 
That the decryption result of the above formula 

produces m can be checked by the following calculation. 

C3 / er", C111
)
1/xj 

x
i 

C3 / e  (gi  tx, 7g xirt)1/xj 

m  . e(gi, 	/ e(gi xa 	
=  m. gy 	1  g

r )11xi 

According to the present embodiment, as described 

above, due to the configuration of generating the re-

encryption key Rij based on the re-encryption key 

generation key rkj, effects similar to those in the fifth 

embodiment can be obtained. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 

signature o in the fifth embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the fifth embodiment. 

Also according to the present embodiment, the amount of 

computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the fifth embodiment. 

[Twenty-second modification] 

In the eleventh embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

25 	the ciphertext data is re-encrypted by the re-encryption 

5 

10 

15 

20 
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device 40 to generate re-encrypted data, and the re- 

encrypted data is decrypted by the decryption device 50 is 

cited, but the eleventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 

5 encrypted. 	In this case, 	only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

eleventh embodiment. 	Hereinafter, the encryption 

10 processing and the decryption processing in the present 

modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the eleventh embodiment is only in the last step. 	To 

15 provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. 	In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci  in the temporary data 

20 storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski of the local device 

25 50 based on the following verification formula (ST51'). 

/ 
e C3 C2, uH(C2, 	) • v

\  

i 

= e (g , C4 )xi 
... 	(f3) 
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Incidentally, the decryption device 50 may verify the 

ciphertext data Ci  generated by the encryption device 20 

using the public parameter par and the public key pki  of 

the local device 50 in the same manner as in step ST41. 

5 The verification is successful if the verification 

formula in the formula (f3) holds and fails if the 

verification formula in the formula (f3) 	does not hold. 

If the verification is successful (or the verification 

processing in step ST51' is skipped), 	the decryption device 

10 50 decrypts the ciphertext data Ci  as shown in the 

following formula using the private key ski  of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

)1/Xi 
rn = C3 / e(C2 1 gi 

 

15 That the decryption result of the above formula 

produces m can be checked by the following calculation. 
1 

C3 / e (94 7  C2 ) xi 

-= m s e(gi 7 Or  / e(gi, g
xir) xi  

= m 	e(gi, 	 Tit _7 g) gr/e(gi 
20 [Twenty-third modification] 

In addition to the twenty-second modification, as will 

be described below, the eleventh embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. 	Also in this case, only the 

25 key setup processing, encryption processing, and decryption 
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processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the eleventh embodiment respectively. 

Hereinafter, 	the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

performed. 	The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out two random 

numbers r,tEZp 	to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2', 	C2", 	C2"', 	C2/ 	C3, 	C4  below from a message mEGT 

as plaintext data using the random numbers r,t, 	the public 

key pkj  of the decryption device 50, and the public 

parameter 	(ST22'). 

TV 
	C" U2 --7-- -- X fit , 	2  = gl li

t 
1 	

hV 

7 
(72 -- 

__ 
2 	4 

rt X3r, 
.1  

C3 = e(gi, O r  • m, C14 	( 11(C2,C3) 	, 0 
After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

C3--(C2',C2",C2"',C2,C3,C4,i) 	including all 	the above 

encrypted data C2' to C4  and the identification information 

j of the decryption device 50 and writes the obtained 

ciphertext data into the temporary data storage unit 21. 
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The communication unit 22 transmits the ciphertext 

data Cj  in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25 	(ST24'). 

5 The decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data Cj  in the 

temporary data storage unit 52 using the private key skj  of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

10 52 based on the following verification formulas 	(ST51'). 

e(C 	C2) = e(g, gi)xi , 
H(c2 c3) . v) 	1 e(C2111 	 = e(C2 , C4) 7  

e(C2, uH(C2,C3) - v) = e(g, C4)xj . 
...(f4) 

Instead of the first verification formula in the 

formula (f4), the verification formula shown in the formula 

(f2) may be used. 	Also instead of the third verification 

15 formula in the formula 	(f4), 	the following verification 

formula may be used. 

e(C H(c2,c3) 
27 	 e(Xi  , C4). 

The verification is successful if the three 

verification formulas in the formula (f4) 	all hold and 

20 fails if any one of the three formulas does not hold. 

If the verification is successful (or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

50 decrypts the ciphertext data C3  as shown in the 

following formula using the private key ski of the local 
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device 50 and the public parameter par to obtain the 

message m 	(ST52'). 

m = C3 / e(C" Cm ) 2 1 	2 	
1/xi 

That the decryption result of the above formula 

5 produces m can be checked by the following calculation. 

1/X • C3 / e(C2 ,C21") 3  

It  g X 	) /Xi C3 / e(gi 1 

rit • e(gi, / (gb 	) g) 	g 
(Twelfth embodiment) 

10 In the present embodiment, an example of updating a 

re-encryption key in the eleventh embodiment at certain 

intervals will be described. 	Hereinafter, key setup 

processing, encryption processing, re-encryption key 

generation processing, re-encryption processing, and 

15 decryption processing in the present embodiment will be 

described. 	Portions common to the aforementioned first 

embodiment or second embodiment may or may not be described 

by using the same reference signs. 

(1) Key setup processing 

20 A public parameter generation unit 13 of a key 

generator 10 generates a public parameter par in the same 

manner as in the eleventh embodiment or acquires the 

parameter from outside (ST1). 	H is a hash function defined 

by the following formula. 

il ' Z*  X 
P 

G2 	GT 	I*  X 	-->- 	n 
r- 

25  



- 203 - 

5 

If the identification information of a re-encryption 

key generator 30 is i, a key generation unit 14 randomly 

selects elements xi, yi of Zp 	from Zp 	and sets a private 

key ski=(xl,y,) of the re-encryption key generator 30. 	Then, 

the key generation unit 14 generates a public key 

pk,=(Xi,Yi) of the re-encryption key generator 30 using the 

private key ski  and the public parameter par. 

)( g .. 1 	yi 	gYi Xi 

Further, the key generation unit 14 generates a re- 

10 encryption key generation key rki=Xii using the private key 

ski  and the public parameter par (ST3). 

glXi X11 — 

Similarly, if the identification information of a 

decryption device 50 is assumed to be j, the key generation 

15 unit 14 randomly selects elements xj, yj  of Zp*  from Zp*  and 

sets a private key skj=(xj,yj) 	of the decryption device 50. 

Then, the key generation unit 14 generates a public key 

pkj=(Xj,Yj) 	of the decryption device 50 using the private 

key skj and the public parameter par. 

X 
Xi.------- 	Y • -gyi  gJ Y 

20 

Further, the key generation unit 14 generates a re-

encryption key generation key rkj-Xij  using the private key 

skj  and the public parameter par 	(ST6). 

Xi - i 	gix j 

25 	 (2) Encryption processing 
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No one-time signature is used in the present 

embodiment and therefore, processing corresponding to step 

ST21 and step ST23 in the first embodiment is not performed. 

An encryption parameter generation unit 23 of an 

5 encryption device 20 generates and sends out a random 

number sEZp*  to a ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data Cl, C2, C3, C4 below from a message mEGT  as plaintext 

data using the random number s, the public key pki of the 

10 re-encryption key generator 30, the public parameter par, 

and a time parameter L (ST22). 

N 
C1 	XiS  C2 = Fi (L)S 1  C3 ----- 	 = e (gi 1  g)8 	m 1 1  

C4 	(ull (L 1C 1 1C 2 7 C 3) . v) 3 

The function Fi (L) is defined as shown below. 

15 

Fi(L) , 	. y.  = 	±y, L 	' 	(L C Z*) 
gL 

i 	
g 

.1, 

	

After step ST22 is completed, 	the ciphertext 

generation unit 24 generates ciphertext data C 	(L,C1,C2,C3, 

C4) including the time parameter L and all the above 

encrypted data C1  to C4 and writes the obtained ciphertext 

data into a temporary data storage unit 21. 

20 A communication unit 22 transmits the ciphertext data 

Cl  in the temporary data storage unit 21 to a re-encryption 

device 40 under the control of a control unit 25 	(ST24). 

(3) Re-encryption key generation processing 

Now, 	assume that the decryption device 50 	(in the 

25 example of FIG. 8, 	for example, 	the user A) 	approves that 
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ciphertext addressed to the re-encryption key generator 30 

(in the example of FIG. 	8, 	the group administrator) and 

generated by using L as the time parameter value is re-

encrypted into ciphertext addressed to the decryption 

5 device 50 	(in the example of FIG. 	8, 	for example, 	the user 

A) 	(that is, 	the transfer of decryption right of the 

ciphertext to the user A). 	The decryption device 50 

transmits the re-encryption key generation key rk3  of the 

decryption device 50 to the re-encryption key generator 30. 

10 A communication unit 33 of the re-encryption key generator 

30 acquires and writes the re-encryption key generation key 

rkj of the decryption device 50 into a temporary data 

storage unit 32 under the control of a control unit 35 

(ST31). 

15 A random number generation unit 36 generates and sends 

out a random number rEZp*  to a re-encryption key generation 

unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Riii, as shown in the following formulas 

20 using the random number r, the private key sk, of the re-

encryption key generator 30 in a private key storage unit 

31, the re-encryption key generation key rk3  of the 

decryption device 50 in the temporary data storage unit 32, 

the public parameter par, and the time parameter L (ST32). 

25 RijL= (A131, , BI JL) 

1/Si 	i 	 xir  
Al3 	(X13 	

)r 	
Bijis, L ,- 	w Ii±yi 

) 	
g  

(4) Re-encryption processing 
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A re-encryption processing unit 44 of the re-

encryption device 40 verifies the ciphertext data C, in a 

temporary data storage unit 42 using the public parameter 

par, the time parameter L contained in the ciphertext data 

5 C, in the temporary data storage unit 42, and the public 

key pki of the re-encryption key generator 30 based on the 

following verification formulas 	(ST41). 

)
C C2 

)
C3 ) nt H(L e (X 	= . C4)e (C 	 - v) z 111 u, 

e (Xi  C2 ) — e(Ci 	(L)) . , 	 , _Ei  
The verification is successful if both verification 

10 formulas shown above hold and fails if any one of the two 

formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST41 is skipped), 	a re-encryption 

parameter generation unit 45 generates and sends out two 

15 

20 

random numbers t1,t2eZp
* 
 to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C1', 

Cl", 	Cl"', 	C2', 	C2", 	C2"' 	using the random numbers tl, 	t2, 

the ciphertext data C„ stored in the temporary data storage 

unit 42, 	the re-encryption key RiiL, 	the public key pk, of 

the re-encryption key generator 30, and the public 

parameter par 	(ST42). 
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1 	X.t1 	Cill  = (A ' ' 0°1 	CM  — Ci ti  — X Sti  

	

C11 	2 	) 	1 	23, 	1 	— 	A- 	— 	1 	/ 

1/ t 	 st 
2  21 611.2 = icl. (02 	Cll 7 	2 	zjii 	C21"  = C2t2  = Fi (L) 

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

C3,--- (1,, Ci ' , 	C1"'  ' , C2 ' , C2 " , C2 " ' t Cl t C2 t C3 f C4 , 	) 	by adding 

5 all the above re-encrypted data C1' to C 	" and the 

identification information i. of the re-encryption key 

generator 30 to the ciphertext data Ci and writes the 

obtained ciphertext data into the temporary data storage 

unit 42. 

10 A communication unit 43 transmits the re-encrypted 

data C3  in the temporary data storage unit 42 to the 

decryption device 50 under the control of a control unit 46 

(ST43). 

(5) Decryption processing 

15 A decryption processing unit 54 of the decryption 

device 50 verifies the re-encrypted data C3  in a temporary 

data storage unit 52 using the private key skj  of the local 

device 50 in a private key storage unit 51, 	the public 

parameter par in the temporary data storage unit 52, and 

20 the public key pki of the re-encryption key generator 30 

identified by the identification information i of the re-

encryption key generator 30 contained in the re-encrypted 

data Cj in the temporary data storage unit 52 based on the 

following verification formulas 	(ST51). 



- 	208 	- 

e(Ci', 
uH(L,Cl,C2,C3) 	v ) 	e(Ci, C4),  

e(Cm 	H(L,C1 ,C2,C3) . v ) 	 2  ,u 	 — e(C2 , C4), 

e(Ci/  ,Ci") = e(g, gi)xi • e(C2 , CD, 

e(X 	 (L,ci,c2,c3) , C4) = e(Ci, uH 	• v)  

e(Xi, C2 ) -.7=-7 e(Ci, Fi (L)) . 
.(f5) 

Instead of the third verification formula in the 

formula (f5), 	the following verification formula may be 

used. 

5 
e(C't, C"i)— e (Xj, g1)•e(C'2, C"2) 	

...(f6) 

In this case, the decryption processing unit 54 

conducts verification using the public key pkj of the local 

device 50. 

The verification is successful if the five 

10 	verification formulas in the formula (f5) 	all hold and 

fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51 is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

15 	shown in the following formula using the private key skj of 

the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m (ST52). 

ryil 	r1/// 	imfil 	M 	1/xi n't = C3 	(e(k.,/ 	) /e(k......i, Ci  )) 2 ) L-1 2 	 . 

20 That the decryption result of the above formula 
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produces m can be checked by the following calculation. 

C3 .{e(gxir/t2  F(L)st2 ) 	i 	
)le((gi x jlxi  , 	i  

F.(Lnilti. 
1y

nsxiti) }11xi  

r
, 
 gs 	. )} /  ---:---- C3 • fe(gxir ,  , FAY) I e(gi Xj 	

. Fi(L) 	1 x • 

= C3 ° fe(gxir ,  , Fi(L) 	 x 
s)i e(gi xi • Fi(nxir  gs)} 1  i , 

xi 	s)Iiixi 	m. - m • e(gi 1 .g)s  • {1/e(gi 1 g 
According to the present embodiment, as described 

5 above, due to the configuration of generating the re-

encryption key Riii, based on the random number r, the re-

encryption key generation key rkj, and the time parameter L, 

in addition to the effects of the eleventh embodiment, 

whether to transfer the decryption right can be decided in 

10 each period so that finer access control can be exercised. 

Accordingly, even if the decryption right of ciphertext for 

the transfer source (in the example of FIG. 8, the group 

administrator) 	is once transferred to the transfer 

destination (in the example of FIG. 	8, 	for example, 	the 

15 user A) in a certain period, it is possible not to grant 

the decryption right of the ciphertext for the transfer 

source to the relevant transfer destination, 	that is, 	the 

decryption right of the transfer destination (of the 

ciphertext for the relevant transfer source) can be 

20 invalidated in the next period and therefore, a file 

sharing system whose convenience is further improved can be 

provided. 

Also according to the present embodiment, as described 

above, due to the configuration of omitting the one-time 
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signature o in the sixth embodiment, the data size of 

ciphertext data and re-encrypted data can be reduced when 

compared with the embodiment shown in the sixth embodiment. 

Also according to the present embodiment, the amount of 

5 computations needed for encryption processing and re-

encryption processing can be reduced when compared with the 

embodiment shown in the sixth embodiment. 

[Twenty-fourth modification] 

In the twelfth embodiment, an example in which 

10 ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the twelfth embodiment may be changed to a form 

15 in which the ciphertext data is decrypted without being re- 

encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

20 twelfth embodiment. 	Hereinafter, 	the encryption processing 

and the decryption processing in the present modification 

will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

25 the twelfth embodiment is in the last step only. 	To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 
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is assumed to be i for the sake of convenience. 	In this 

case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data Ci  in the temporary data 

storage unit 21 to the decryption device 50 under the 

5 control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Ci generated by the encryption device 20 using the public 

parameter par and the private key ski  of the local device 

10 

50 based on the following verification formula (ST51'). 

e(g, C4) 	H(L,Ci,C2,C3) 	\ 

	

e(Ci, 	 . iv)  

	

e(g , C2 ) 	e(Ci, g)  Lii 
...(f7) 

Incidentally, the decryption device 50 may verify the 

ciphertext data Ci  generated by the encryption device 20 

using the public parameter par and the public key pk, of 

the local device 50 in the same manner as in step ST41. 

15 The verification is successful if both verification 

formulas in the formula (f7) hold and fails if any one of 

the two formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption device 

20 50 decrypts the ciphertext data CI  as shown in the 

following formula using the private key ski of the local 

device 50 and the public parameter par to obtain the 

message m 	(ST52'). 
I 

771=c3 / e(ci,g1)xi  

25 	 That the decryption result of the above formula 
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produces m can be checked by the following calculation. 
1 

C3 / e (Ci 7 gi) xi  
1 

S 
— MI - e(gi, g)' / e(gxs , gi) xi- 

/ m . e(gi, 	e(g, 	= Tri - 	g)3 1 	gi )3 	. 
5 [Twenty-fifth modification] 

In addition to the twenty-fourth modification, as will 

be described below, the twelfth embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. 	Also in this case, only the 

10 key setup processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the twelfth embodiment respectively. 

15 Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, the identification information 

of the decryption device 50 is assumed to be j. 

No one-time signature is used in the present 

20 embodiment either and therefore, processing corresponding 

to step ST21 and step ST23 in the first embodiment is not 

performed. 	The encryption parameter generation unit 23 of 

the encryption device 20 generates and sends out two random 

numbers ti,t2eZp*  to the ciphertext generation unit 24. 

25 The ciphertext generation unit 24 generates encrypted 

data C1', 	Cl", 	Cl"', 	C2', 	C2", 	C2'", 	Cl, 	C2/ 	C3/ 	C4 below 



- 	213 	- 

from a message meGT  as plaintext data using the random 

numbers t1,t2, the public key pkj  of the decryption device 

50, 	the public parameter, 	and a time parameter L (ST22'). 

= Ar.Sti Cl = Xj tl  1  Ci — (F - (L) • gi) li t' , Cc" 	./1.3 	7  

C2 = Fj (L).t2  7  Cr
1 	 II 

Xi 
1/t2 , C2

I 
 = F: (L)8t2  

CI, = Xi S  7  C2 = F - (LY 1  C3 = e(gi, 9')S  - m7 3 
(L ,C 1 ,C2 ,C3) C4 = (uii 

) 

5 After step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates ciphertext data 

C3=(L,C1',C1",C1"1 ,C2',C2",C2"',C1,C2,C3,C4,j) 	including 

the time parameter L, all the above encrypted data Ci 	to 

C4 , and the identification information j of the decryption 

10 device 50 and writes the obtained ciphertext data into the 

temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Ci in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

15 25 	(ST24'). 

The decryption processing unit 54 	the decryption 

device 50 verifies the re-encrypted data CD  in the 

temporary data storage unit 52 using the private key ski of 

the local device 50 in the private key storage unit 51 and 

20 the public parameter par in the temporary data storage unit 

52 based on the following verification formulas 	(ST51'). 
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e
(c

i
/
7u

H(L,Ci,C2,C3) . v) = e(C if  , C 4) , 
e(c  111 yuH(L,ci,c2,c3) - v) 	i e(C2, C 4) , 

1 e(C it  , CT ) 	e(g , gi)x - 3  • e(C2, C2ft  ), 

e(g , 
cy 4) x i 	e(cy 

1 
 , uH(L ,ci,c2,c3) - v) \ 

e(g , c2)x i  , e(cf 
1, 
 g)L±yi  

...(f8) 

Instead of the third verification formula in the 

formula (f8), the verification formula shown in the formula 

(f6) may be used. 	Also instead of the fourth and fifth 

5 verification formulas in the formula 	(f8), 	the following 

verification formulas may be used. 

e(Xj,(74) = e(ClotH(L,C
i,C2,C3) 	\ 

. v) 

e(X i , C2) = e(Ci, Fi(L)) • 
The verification is successful if the five 

verification formulas in the formula (f8) all hold and 

10 fails if any one of the five formulas does not hold. 

If the verification is successful 	(or the verification 

processing in step ST51' 	is skipped), 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key ski of  

15 the local device 50 in the private key storage unit 51 and 

the public parameter par in the temporary data storage unit 

52 to obtain the message m 	(ST52'). 

m = C3 • (e (C2" , C2m)/e(Ci, Cim))1/xi . 

That the decryption result of the above formula 

20 produces m can be checked by the following calculation. 
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C3 • fe(C"1 	2  Cm) / e(C1) " C1m)11/ xi 2  
)11 ti 	gSX it]

. 
 )111 X i 

= C3 • fe(gxj1t2 9 Fj(L)st2) I e((Ei(L) . 
g1 J 

= C3 • fe(gxj , Fi(L)s) I e(Fi  (.0 . g 

1 

 7 gni ) 1 iixi  

m • 417 gr ' {1/411gsxj)}1/xi = m. 

According to at least one of the embodiments described 

above, due to the configuration of generating a re- 

5 encryption key based on a re-encryption key generation key, 

safe file sharing can be realized. 	For example, 	if the 

transfer destination (in the example of FIG. 	8, 	for example, 

the user A) does not notify the transfer source (in the 

example of FIG. 8, the group administrator) of the re- 

10 encryption key generation key, a re-encryption key cannot 

be generated and therefore, re-encryption without approval 

of the transfer destination (that is, 	the transfer of 

decryption right of ciphertext to the relevant transfer 

destination) can be prevented. 

15 Scenes of using each of the above embodiments will be 

described below. 

The following three methods 	(1) 	to 	(3) 	can be cited in 

a file sharing system in which a user uploads a file to a 

server and the file is shared among a plurality of users as 

20 a method of maintaining confidentiality of file in the 

server. 

(1) Individual key scheme in which a file is encrypted 

by an individual encryption key for each user 

(2) Shared key scheme in which a file is encrypted by 
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an encryption key shared by each user 

(3) Re-encryption scheme in which a file is encrypted 

using a proxy re-encryption scheme 

In the above (1) 	to (3) schemes, 	the user who uploads 

5 a file to the server is assumed to be the user A and the 

user A shares the file with the user B and the user C. 

In the individual key scheme in (1), each user has a 

set of a private key and a public key that differ from user 

to user. 	The user A encrypts a file by the public key of 

10 the user B (as an individual encryption key for the user B) 

and uploads the encrypted file to the server. 	Similarly, 

the user A encrypts the file by the public key of the user 

C (as an individual encryption key for the user C) and 

uploads the encrypted file to the server. 	That is, the 

15 user A individually encrypts the file for each of the users 

who share the file. 

In the shared key scheme in (2), each user shares a 

set of a private key and a public key common to each user. 

The user A encrypts a file by the public key (as an 

20 encryption key common to each user) and uploads the 

encrypted file to the server. 	Each user shares the same 

private key. 

In the proxy re-encryption scheme in (3), 	like the 

individual key scheme in (1), 	each user has a set of a 

25 private key and a public key that differ from user to user. 

In contrast to the individual key scheme in (1), however, 

the user A only needs to encrypt a file by the public key 
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(hereinafter, called a group public key) of an entity 

(hereinafter, called the group administrator) that manages 

a group of users. 	The server uses the re-encryption key to 

re-encrypt the encrypted file (uploaded by the user A) into 

5 an encrypted file that can be decrypted only by each user. 

Details of the proxy re-encryption scheme will be described 

later. 

In the individual key scheme in (1), if the file 

should newly be shared also by a user D, a problem arises 

10 that it is necessary for the user A to encrypt the file by 

the public key of the user D (as an individual encryption 

key of the user D) and upload the encrypted file to the 

server. 	Therefore, 	the method in (1) 	complicates the 

processing to add new users when the number of new users or 

15 the number of shared file is large, making the method 

unsuitable for a file sharing system. 

In the shared key scheme in (2), a problem arises that 

when a certain user (who has been allowed to share files 

till a certain point in time) should be prevented from 

20 being able to share files 	(the relevant user should be 

excluded from the file sharing system) from that point in 

time, a mechanism that updates the private key and public 

key common to each user is separately needed or if the 

private key common to each user should be leaked, all 

25 encrypted files could be decrypted (by anyone who has 

acquired the leaked key). 	Therefore, the shared key scheme 

in (2) 	is unsuitable for a file sharing system. 
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In the proxy re-encryption scheme in (3), on the other 

hand, the server uses the re-encryption key to re-encrypt 

one piece of ciphertext into ciphertext that can be 

decrypted only by each user and thus, the above problems 

5 can be solved by adopting a configuration in which the user 

is not notified of the re-encryption key. 	Therefore, the 

proxy re-encryption scheme in (3) 	is suitable for a file 

sharing system. 	The proxy re-encryption scheme described 

above presents no particular problem, but if a problem 

10 should be brought up, a server is enabled to create re- 

encrypted text without permission of each user. 	Therefore, 

from the viewpoint of realizing safe file sharing, 	there is 

room for improvements of the proxy re-encryption scheme and 

the invention according to the present embodiment can 

15 realize safe file sharing. 

Next, thirteenth and fourteenth embodiments using 

public information for re-encryption key generation will be 

described. 

(Thirteenth embodiment) 

20 The basic model of the proxy re-encryption scheme 

according to the thirteenth and fourteenth embodiments 

includes, like the above case, 	five functions. 	Similarly, 

depending on the implementation method of re-encryption, a 

model that differs in input into the functions and a model 

25 including other functions or keys than the above are also 

considered. 

For example, a model, like the re-encryption scheme 
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shown in the present embodiment, in which the public key is 

divided into a public key for encryption and public 

information for generating a re-encryption key can be 

considered, but in conventional technology, a model in 

5 which the division into the public key for encryption and 

public information for generating a re-encryption key is 

not implemented also exists. 

Also, similarly to that described above, a model known 

as a non-interactive model and a model into which, instead 

10 of a private key skA of the user A, a re-encryption key 

rkA-+B addressed to the user B and a private key skC of the 

user C are input are also considered. 

Also, similarly to that described above, a model known 

as a unidirectional model and a model called a 

15 bidirectional model are known. 

Next, 	the configuration and effects of file sharing 

systems according to the thirteenth and fourteenth 

embodiments are similar to the configuration and effects of 

the file sharing system described using FIGS. 7 and 8. 	In 

20 the thirteenth and fourteenth embodiments, however, instead 

of FIG. 8, FIG. 18 is used because public information for 

generating a re-encryption key is used. 

FIG. 12 is a schematic diagram showing the 

configuration of a re-encryption system according to the 

25 thirteenth embodiment. 	(The correspondence between FIGS. 12 

and 18 will be described later.) 	The re-encryption system 

includes a key generator 10, an encryption device 20, a re- 
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encryption key generator 30, a re-encryption device 40, and 

a decryption device 50. 	The key generator 10 generates 

various parameters of the re-encryption system and also a 

public key for encryption, public information for 

5 generating a re-encryption key, and a private key for each 

of the devices 40, 	50. 

The encryption device 20 transmits ciphertext data 

obtained by encrypting plaintext data using a public key 

for encryption corresponding to a private key of the re- 

10 encryption key generator 30 to the re-encryption device 40. 

The re-encryption key generator 30 generates a re-

encryption key using the private key of the re-encryption 

key generator 30, the public information for generating a 

re-encryption key of the decryption device 50, and a random 

15 number. 

The re-encryption device 40 transmits, to the 

decryption device 50, re-encrypted data obtained by re-

encrypting the ciphertext data received from the encryption 

device 20 by the re-encryption key without decrypting the 

20 ciphertext data. 

The decryption device 50 performs verification 

processing of the re-encrypted data using the public key 

for encryption of the re-encryption key generator 30 and 

also performs decryption processing of the re-encrypted 

25 data using the private key corresponding to the public key 

for encryption of the local device 50 to obtain plaintext 

data. 	While a plurality of units of the re-encryption key 
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generator 30, 	the re-encryption device 40, 	or the 

decryption device 50 may be provided, here a case in which 

one unit of each device is provided is taken as an example. 

The correspondence between FIGS. 12 and 18 will be 

5 described. 	Each of the devices 10 to 50 is held by an 

entity that performs the relevant processing. 	When the 

user generates each of a public key for encryption, public 

information for generating a re-encryption key, and a 

private key of the user, the relevant user holds the key 

10 generator 10. 

If, for example, the user administrator or the group 

administrator generates each of a public key for encryption, 

public information for generating a re-encryption key, and 

a private key of the user, the user administrator or the 

15 group administrator holds the key generator 10. 	The user 

holds the encryption device 20 or the decryption device 50 

or both. 	The group administrator holds the re-encryption 

key generator 30. 

If, 	for example, 	the user administrator or the server 

20 Sv generates a re-encryption key, the user administrator or 

the server Sv holds the re-encryption key generator 30. 

The server Sv holds the re-encryption device 40. 	In the 

file sharing system illustrated in FIG. 18, 	the server Sv 

holds a public key storage unit 1, a ciphertext storage 

25 unit 2, a re-encryption key storage unit 3, and a public 

information for generating re-encryption key storage unit 4 

and the user C who performs encryption acquires a public 
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key for encryption used for encryption from the public key 

storage unit 1. 	However, 	the present embodiment is not 

limited to such an example and the user C may acquire, as 

will be described later, a public key for encryption used 

5 for encryption from the key generator 10 	(that has 

generated the public key for encryption used for 

encryption). 	The server Sv stores ciphertext E 	(pkGr,m) 

generated by the user C in the ciphertext storage unit 2. 

The ciphertext storage unit 2 may be included in the re- 

10 encryption device 40 or an outside storage device not 

included in the re-encryption device 40. 

Which entity holds which device is not limited to the 

above example and various variations can be considered. 

The user administrator or the group administrator may or 

15 may not serve also as a user. 	Each user device used by 

each user may be called a first user device, a second user 

device,... Similarly, 	the public key for encryption, 	the 

public information for generating a re-encryption key, and 

the private key generation key of each user device may be 

20 called the first public key for encryption, 	the first 

public information for generating a re-encryption key, and 

the first private key of the first user device, 	the second 

public key for encryption, the second public information 

for generating a re-encryption key, and the second private 

25 key of the second user device,... 

Subsequently, 	the configuration of each of the devices 

10 to 50 will concretely be described. 
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The key generator 10 includes a key generation 

parameter storage unit 11, a temporary data storage unit 12, 

a public parameter generation unit 13, a key generation 

unit 14, 	a communication unit 15, 	and a control unit 16. 

5 The key generation parameter storage unit 11 is a 

storage device that stores key generation parameters. 

The temporary data storage unit 12 is a storage device 

that stores temporary data such as data being processed by 

each of the generation units 13, 	14 and processing results. 

10 The public parameter generation unit 13 generates a 

public parameter for key generation. 

The key generation unit 14 generates a public key for 

encryption, public information for generating a re-

encryption key, and a private key addressed to a user. 

15 The communication unit 15 is a communication interface 

to communicate between the key generator 10 and the other 

devices 20, 	30, 	40, 	50 and has, 	for example, 	each of the 

following functions 	(f15-1), 	(f15-2): 

(f15-1) Function to transmit the public key for 

20 encryption, public information for generating a re-

encryption key, and private key of each of the devices 30, 

50 in the temporary data storage unit 12 to each of the 

relevant devices 30, 50 under the control of the control 

unit 16. 

25 (f15-2) Function to transmit the public key for 

encryption of the re-encryption key generator 30 in the 

temporary data storage unit 12 to the encryption device 20 
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under the control of the control unit 16. 

In the description that follows, the description that 

transmission/reception goes through the communication unit 

15 may be omitted to avoid a redundant description during 

5 transmission/reception. 	This also applies to each 

communication unit of the other devices 20, 	30, 	40, 	50 than 

the key generator 10. 

The control unit 16 has a function to control each of 

the units 11 to 15 of the key generator 10 such that each 

10 unit operates as shown in FIG. 13. 

The encryption device 20 includes a temporary data 

storage unit 21, a communication unit 22, an encrypted data 

generation unit 23, a ciphertext generation unit 24, and a 

control unit 25. 

15 The temporary data storage unit 21 is a storage device 

that stores a public key for encryption of the re-

encryption key generator 30 received from the key generator 

10 and transient data (hereinafter, written as "temporary 

data") such as data being processed by each of the 

20 generation devices 23, 24 and processing results. 

The communication unit 22 is a communication interface 

to communicate between the encryption device 20 and the 

other devices 10, 	30, 	40, 	50 and has, 	for example, 	each of 

the following functions 	(f22-1), 	(f22-2): 

25 (f22-1) Function to acquire the public key for 

encryption of the re-encryption key generator 30 published 

to the key generator 10 and to write the public key for 
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encryption into the temporary data storage unit 21. 

(f22-2) 	Function to transmit the ciphertext data in 

the temporary data storage unit 21 to the re-encryption 

device 40 under the control of the control unit 25. 

5 The encryption parameter generation unit 23 has a 

function to generate an encryption parameter. 

The ciphertext generation unit 24 has, for example, 

each of the following functions 	(f24-1), 	(f24-2): 

(f24-1) Function to generate ciphertext data by 

10 encrypting plaintext data using the public key for 

encryption (first public key of the first user device) of 

the re-encryption key generator 30 read from the temporary 

data storage unit 21. 

(f24-2) Function to write the obtained ciphertext data 

15 into the temporary data storage unit 21. 

The control unit 25 has a function to control each of 

the units 21 to 24 such that each unit operates as shown in 

FIG. 	14. 

The re-encryption key generator 30 includes a private 

20 key storage unit 31, a temporary data storage unit 32, a 

communication unit 33, a re-encryption key generation unit 

34, a control unit 35, and a random number generation unit 

36. 

The private key storage unit 31 is a storage device 

25 that stores a private key of the re-encryption key 

generator 30 received from the key generator 10. 

The temporary data storage unit 32 is a storage device 
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that stores public information for generating a re-

encryption key of the decryption device 50 received from 

the key generator 10 and temporary data such as data being 

processed by the re-encryption device 34 and processing 

5 results. 

The communication unit 33 is a communication interface 

to communicate between the re-encryption key generator 30 

and the other devices 10, 	20, 40, 	50 and has, 	for example, 

a function to transmit the re-encryption key in the 

10 temporary data storage unit 32 to the re-encryption device 

40 under the control of the control unit 35. 

The re-encryption key generation unit 34 has, 	for 

example, 	each of the following functions 	(f34-1), 	(f34-2): 

(f34-1) Function to generate a re-encryption key based 

15 on the private key of the re-encryption key generator 30 

read from the private key storage unit 31 	(first private 

key of the first user device), 	the public information for 

generating a re-encryption key read from the decryption 

device 50 read from the temporary data storage unit 32 

20 (second public information for generating a re-encryption 

key of the second user device), and a random number 

generated by the random number generation unit 36 (in this 

function, a parameter, more specifically, a random number 

for encryption is not needed). 

25 The function (f34-1) to generate a re-encryption key 

may generate a re-encryption key based on the first private 

key, second public information for generating a re- 
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encryption key, and random number independently of 

ciphertext data before re-encryption. 	The public key for 

encryption of the re-encryption key generator 30 may be 

generated based on the first private key and a plurality of 

5 system fixed values. 	The second public information for 

generating a re-encryption key may be generated based on 

the second private key and a plurality of system fixed 

values. 

(f34-2) Function to write the re-encryption key into 

10 the temporary data storage unit 32. 

The control unit 35 has a function to control each of 

the units 31 to 34, 	36 such that each unit operates as 

shown in FIG. 	15. 

The random number generation unit 36 has a function to 

15 generate and send out a random number to the re-encryption 

key generation unit 34. 

20 

The re-encryption device 40 includes a re-encryption 

key storage unit 41, a temporary data storage unit 42, a 

communication unit 43, a re-encryption processing unit 44, 

a re-encryption parameter generation unit 45, and a control 

unit 46. 

The re-encryption key storage unit 41 is a storage 

unit that stores the re-encryption key received from the 

re-encryption key generator 30. 

25 The temporary data storage unit 42 is a storage device 

that stores temporary data such as data being processed by 

the re-encryption processing unit 44 and processing results. 
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The communication unit 43 is a communication interface 

to communicate between the re-encryption device 40 and the 

other devices 10, 	20, 	30, 	50 and has, 	for example, 	each of 

the following functions 	(f43-1), 	(f43-2): 

5 (f43-1) Function to send out ciphertext data received 

from the encryption device 20 to the re-encryption 

processing unit 44. 

(f43-2) Function to transmit the re-encrypted data in 

the temporary data storage unit 42 to the decryption device 

10 50 under the control of the control unit 46. 

The re-encryption processing unit 44 has, 	for example, 

each of the following functions 	(f44-1), 	(f44-2): 

15 

(f44-1) Function to obtain re-encrypted data by, when 

ciphertext data is received from the encryption device 20, 

re-encrypting the ciphertext data using the re-encryption 

key read from the re-encryption key storage unit 41 without 

decrypting the ciphertext data. 

(f44-2) Function to write the obtained re-encrypted 

data into the temporary data storage unit 42. 

20 The control unit 46 has a function to control each of 

the units 41 to 45 such that each unit performs an 

operation (not shown) 	to deliver a re-encrypted text 

verification program and operates as shown in FIG. 16. 

The decryption device 50 includes a private key 

25 storage unit 51, a temporary data storage unit 52, a 

communication unit 53, a decryption processing unit 54, and 

a control unit 56. 
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The private key storage unit 51 is a storage device 

that stores a private key of the decryption device 50 

received from the key generator 10. 

The temporary data storage unit 52 is a storage device 

5 that stores a public key for encryption/public information 

for generating a re-encryption key of the decryption device 

50 received from the key generator 10 and a public key for 

encryption of the re-encryption key generator 30 and also 

temporary data such as data being processed by the 

10 decryption processing unit 54 and processing results. 

The communication unit 53 is a communication interface 

to communicate between the decryption device 50 and the 

other devices 10, 	20, 	30, 	40 and has, 	for example, 	each of 

the following functions 	(f53-1) 	to 	(f53-3): 

15 (f53-1) 	Function to write a private key of the 

decryption device 50 received from the key generator 10 

into the private key storage unit 51. 

(f53-2) Function to write a public key for 

encryption/public information for generating a re- 

20 encryption key of the decryption device 50 received from 

the key generator 10 and a public key for encryption of the 

re-encryption key generator 30 into the temporary data 

storage unit 52. 

(f53-3) Function to send out re-encrypted data 

25 received from the re-encryption device 40 to the decryption 

processing unit 54. 

The decryption processing unit 54 has, for example, 
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each of the following functions 	(f54-1) 	to 	(f54-3): 

(f54-1) Function to obtain plaintext data by, when re- 

encrypted data is received from the re-encryption device 40, 

performing decryption processing on the re-encrypted data 

5 based on the private key of the decryption device 50 read 

from the private key storage unit 51 	(second private key of  

the second user device). 

(f54-2) Function to write the obtained plaintext data 

into the temporary data storage unit 52. 

10 The control unit 56 has a function to control each of 

the units 51 to 54 such that each unit operates as shown in 

FIG. 	17. 

Next, the operation of the re-encryption system 

configured as described above will be described using the 

15 sequence diagrams of FIGS. 13 to 17. 

The following operation takes a case in which 

processing is performed in a procedure of 	(1) key setup 

20 

processing, 	(2) 	encryption processing, 	(3) 	re-encryption 

key generation processing, 	(4) re-encryption processing, 

and (5) decryption processing as an example. 	However, in 

the following operation, processing is not necessarily 

performed following the above procedure. 	For example, 

processing of re-encryption key generation may be performed 

before the encryption processing. 	Also, ciphertext data 

25 may be decrypted without the re-encryption processing being 

performed. 

(1) The key setup processing is performed by the key 
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generator 10 as shown in FIG. 13 and each of steps ST1 to 

ST12 below. 

First, 	the public parameter generation unit 13 of the 

key generator 10 generates a public parameter 

5 	(p,X,G,GT,g,g1,g2,g3,g4,u,v, Sig (d,S,V)) 	or acquires 	the 

public parameter from outside 	(ST1). 

More specifically, the public parameter generation 

unit 13 generates bilinear map groups (G,GT) satisfying the 

order p>2X, 	elements g,gi,g2,g3,g4,u,v of G, 	and a one-time 

10 	signature algorithm Sig (d,S,I) 	satisfying strong 

unforgeability based on a security parameter X stored in 

the key parameter storage unit 11 in advance. 

Zp*  is a set 	(=(Z/pZ)*) 	of integers mutually prime to 

Zp  and p and may also be called a multiplicative group Zp  

15 	for the prime number p. 	Zp  is a set ( 	(Z/pZ) of integers 

equal to 0 or greater and less than p. 	The "element" is a 

term having a mathematical meaning, is also called a 

constituent, and refers to, 	in a set constituted of a 

plurality of "things", 	individual things constituting the 

20 	set. 

More specifically, the public parameter generation 

unit 13 selects bilinear map groups 	(G,GT) satisfying the 

order p>2Xbased on the security parameter X stored in the 

key generation parameter storage unit 11 in advance. 	In 

25 	this case, p is an integer. p may be a prime number or a 

composite number. 	The public parameter generation unit 13 

randomly selects elements g, g1 , g2 , u, v of G from G. 	The 
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public parameter generation unit 13 randomly selects 	from 

Zp*  and calculates g3=gand g4=g1 . 	Zp*  is a set 	(=(Z/pZ) 	*) 

of integers mutually prime to Zp  and p and may also be 

called a multiplicative group Zp* for p. 	Zp is a set 

5 (=(Z/pZ) 	of integers equal to 0 or greater and less than p. 

g3  is a value based on a random number E and a system fixed 

value g. g4  is a value based on the random number 	and a 

system fixed value g1. 
" 	.... 

G in the one-time signature algorithm Sig(O,S,V) 

10 (hereinafter, 	Sig(G,S,V) is also called Sig) means a 

function to generate a one-time key pair (ssk, 	svk), 	S 

means a function to generate a signature a for a message M, 

and V means a function to validate the signature G. 

For more information about the one-time signature, see 

15 A. Menezes, 	P. van Oorschot, 	S. Vanstone, 	"Handbook of 

Applied Cryptography", 	CRC Press, 	(1996) 	pp.462-471, 	(1996). 

The bilinear map (denoted by e) is a map yielding 

e:GxGGT  and satisfies the following three properties: 

1. e(ga,hb)=e(g,h) 	ab holds for any 	(g,h)EGxG and 

20 a,bEZ, where Z is a set of integers. 

2. e(g,h) 	is computable for any 	(g,h)EGxG. 

3. e(g,h)01GT  always holds if g,h01G, where 1G  is the 

unit element of G and 1GT  is the unit element of GT. 

The bilinear map group (denoted by G, GT) is a group 

25 of the prime number order p for which a bilinear map 

e:GxG,GT  exists. 	The above definition also means that if 

g1=ga  and g2=g13  for elements g, 	g1, 	g2  of G, 	the following 
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equation holds 	(cx and p are the exponents relating to 

elements g, 	g1, 	g2  of G). 

e(gig2,g)=e(g,gig2)=e(g,ga.g13)=e(g,ga+C3)--e(g,g)a+3=--e(g,g)cc•e(g 

,g)P 

5 Incidentally, 	a plurality of elements g, g1, g2  of G 

is a plurality of preset system fixed values. 	The 

plurality of system fixed values is not limited to three 

elements of the bilinear map group G and a plurality of 

elements such as two or four or more elements of G can also 

10 be used when appropriate. 	The term of "system fixed value" 

may be changed to a "fixed value", 	an "element", or a 

"system parameter". 	The plurality of system fixed values 

are a plurality of elements of a bilinear map group as a 

group of prime number orders for which a bilinear map 

15 exists. 

In this specification, the notation assuming that both 

G and GT are multiplicative groups is adopted, but the 

embodiments are not limited to such a notation and each of 

G, GT can be represented by a notation assuming that each 

20 is an additive group. 	That is, 	for example, G may be 

represented as an additive group and GT as a multiplicative 

group. 	As the bilinear map, a map that yields e:G1><G2--GT 

for bilinear map groups G1, G2, GT (Gl and G2 are different 

groups) may also be used. 	In this case, each element of G 

25 in each piece of processing described later may be 

rewritten to an element of G1  or an element of G2 when 

appropriate. 	The above also apply to other embodiments. 
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Subsequently, the public parameter generation unit 13 

writes the generated public parameter par into the 

	

temporary data storage unit 12. 	The key generator 10 

publishes the public parameters 

5 p, X, G, GT, g, g1,  g2, g3, g4,  u, v, Sig) 	in the temporary data 

storage unit 12 	(ST2). 	If a public parameter is published 

before step ST1 is executed, step ST1 and step ST2 may be 

skipped by writing the public parameter into the temporary 

data storage unit 12. 

10 If the identification information of the re-encryption 

key generator 30 is i, 	the key generation unit 14 generates 

a private key xi, yl, 	zleZp*  of the re-encryption key 

generator 30 and generates a public key for encryption of 

the re-encryption key generator 30 using the private key 

15 ski,---  (xi , yi , zi ) 	(ST7) . 

Zli 

	

li 1 	i,  

	

1

z. 	z. 
I - g 	 i 	1 

Ali -e 
xl 	ei Y - ei Z 	g 	Z , 	ii - 	1 , 	- 	, 	ii 	gi 

If a twenty-seventh modification described later is 

	

not made, data Yi may be omitted. 	That is, the public key 

20 pk, only needs to include data Xi, Y1i 	Zi, 	Z1i. 

Also, the key generation unit 14 generates public 

/ 	(X 	) 2  
information 	I) 	/ 	

3  i, 	2 i 	for 

generating a re-encryption key of the re-encryption key 

generator 30 using the private key ski=(xi,y1,z1) 	(ST7'). 
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Here, 

X 	Y 	
Y i 

3 i 	3 	, 	2 i 	g 2 

Subsequently, the key generation unit 14 writes the 

generated public key for encryption, public information for 

5 generating a re-encryption key, and private key into the 

temporary data storage unit 12. 	The communication unit 15 

transmits the private key ski in the temporary data storage 

unit 12 to the re-encryption key generator 30 under the 

control of the control unit 16 	(ST8). 	The key generator 10 

10 publishes the public key for encryption pki of the re-

encryption key generator 30 in the temporary data storage 

unit 12 	(ST9). 

Similarly, 	if the identification information of the 

decryption device 50 is j, the key generation unit 14 

15 generates a private key ski=(xj,yi,zi) of the decryption 

device 50 and generates a public key for encryption of the 

	

decryption device 50 using the private key skj 	(ST10). 

plf , - (X 	Y 	Z Zi; ) 
J 	 P 	j 	li' 	i 	J 

Here, 

J 	

. 	

i 	 f 	1 
Yj 	

; 	
Zi 	 • 

Xi  -g
X 
 ' Y -gY l Y 	' Z 9 	 — g 	Z - , 	g 	, 	if - gi.

Z
' 

20 

Similarly as described above, if the twenty-seventh 

modification described later is not made, data Yj may be 

omitted. 	That is, 	the public key plc.]  only needs to include 

data Xj, Y1j, Zj, 
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Also, the key generation unit 14 generates public 

information for generating a re-encryption key of the 

decryption device 50 using the private key skj 	(ST10'). 

In i 	(x 
 3 1 1 

Y2 
 J 

	

J 	 cji X 	X; 

3J 	g3 , 2 i 	6 2 
5 , 

Subsequently, the key generation unit 14 writes the 

generated public key for encryption, public information for 

generating a re-encryption key, and private key into the 

temporary data storage unit 12. 	The communication unit 15 

10 transmits the private key ski  in the temporary data storage 

unit 12 to the decryption device 50 under the control of 

the control unit 16 	(ST11). 	The key generator 10 publishes 

the public information for generating a re-encryption key 

pij of the decryption device 50 in the temporary data 

15 storage unit 12 	(ST12). 	If desired, 	regarding the private 

key skh, the public key for encryption pkh, and the public 

information for generating a re-encryption key pih, the 

public key for encryption pkh  of the encryption device 20, 

the private key skh  may be transmitted to the encryption 

20 device 20 to publish the public key for encryption pkh  and 

the public information for generating a re-encryption key 

pih in accordance with purposes by performing processing 

similar to each of steps ST10 to ST12. 

With the above processing, the key setup processing is 

25 completed. 	Hereinafter, 	each of the devices 20, 	30, 	40, 	50 
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can acquire and use the public parameter or public key 

published in steps ST2, 	ST6, 	ST9, 	ST12 when appropriate. 

(2) The encryption processing is performed by the 

encryption device 20 as shown in FIG. 14 and each of steps 

5 ST21 to ST24 below. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates a key pair (ssk,svk)=6(20 

of a signature key ssk and a verification key svk in a one- 

time signature using the security parameter A and a key 

10 pair generation function G in the public parameter par 

(ST21) and sets the verification key svk to encrypted data 

Cl 	(Cl=svk). 

The encryption parameter generation unit 23 also 

generates and sends out a random number reZp*  to the 

15 ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Y, 	C22/ 	CM/ 	C3, 	C4 below from a message mEGT  as 

plaintext data using the random number r and the public key 

for encryption pki  of the re-encryption key generator 30 

20 (ST22). 

r 
= C2X = Xir ,2Y = Y C 	__ Z ir 1 C 2 Z1 li , 	2Z __ 	

Z11 , 
r i 	svk 	\r 

C3  = e(g2 g4 , g) 6 m C4 -= ku  v) 

After step ST22 is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the encrypted data C3, 
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C4 based on the signature generation function S in the 

public parameter and the signature key ssk generated in 

step ST21 	(ST23). 

a=§ 	(s s k , 	(C3, 	C4) ) 

5 Thereafter, 	the ciphertext generation unit 24 

generates ciphertext data Ci= (Ci , C2x, C2Y/ C2Zr C2Z1 / C3, C4, a) 

including all the above encrypted data C1 to C4 and the 

one-time signature o and writes the obtained ciphertext 

data into the temporary data storage unit 21. 	If the 

10 verification is omitted, 	the ciphertext data 

Ci= (Ci , C2x, C2Yr C2Z f C2Z1 , C3 , C4, CY) 	may be set 	as 

Ci=(C2x,C2y,C2z,C2zi,C3) 	by omitting verification data 

(C1,C4,o) 	that is not used for decryption. 	In this case, 

processing to generate the verification data 	(C1,C4,o) 	is 

15 also omitted. 

In any case, the communication unit 22 transmits the 

ciphertext data Cl  in the temporary data storage unit 21 to 

the re-encryption device 40 under the control of the 

control unit 25 	(ST24). 

20 With the above processing, the encryption processing 

is completed. 

In the present embodiment, as described above (also, 

as will be described later), verification may be omitted or 

generation of verification data may be omitted and this 

25 also applies to an embodiment and modifications described 

later. 

(3) The re-encryption key generation processing is 
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performed by the re-encryption key generator 30 as shown in 

FIG. 	15 and each of steps ST31 to ST33 below. 

That is, 	the communication unit 33 of the re- 

encryption key generator 30 acquires and writes the public 

5 information for generating a re-encryption key pij  of the 

decryption device 50 published by the key generation unit 

10 into the temporary data storage unit 32 under the 

control of the control unit 35 (ST31). 	In step ST5 

10 

described above, the communication unit 33 has received the 

private key ski of the re-encryption key generator 30 from 

the key generator 10 and written the private key into the 

private key storage unit 31, 

The random number generation unit 36 generates and 

sends out a random number yeZp*  to the re-encryption key 

15 generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key Rij  as shown in the following formulas 

based on the random number y, the private key ski of the 

re-encryption key generator 30 in the private key storage 

20 unit 31, and the public information for generating a re- 

encryption key pij  of the decryption device 50 in the 

temporary data storage unit 32 	(ST32). 

J504. 
Ri • 31) Ri3 2 7 Ri '3 
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R 	- (Y2 f 6 g 7  ) Yi  if 2 	, 	g 	
Yi 

	

1 	x J• + lay • + 7 

R i. 3= (X31 	y2j • 
g 	

)7 	z i 	 z• 

.J 

In the above formula, g1  is rewritten and denoted by 

ga, g2  is rewritten and denoted by e, g3  is rewritten and 

denoted by g- , 	and g4  is rewritten and denoted by gaC. 

Thereafter, 	the re-encryption key generation unit 34 

writes the generated re-encryption key R1 	into the 

temporary data storage unit 32. 	The communication unit 33 

transmits the re-encryption key R± 	in the temporary data 

storage unit 32 to the re-encryption device 40 under the 

control of a control unit 35 	(ST33). 

With the above processing, the re-encryption key 

generation processing is completed. 

(4) The re-encryption processing is performed by the 

re-encryption device 40 as shown in FIG. 16 and each of 

steps ST41 to ST43 below. 

The communication unit 43 of the re-encryption device 

40 writes the ciphertext data C. transmitted in step ST24 

and the re-encryption key 12,3  transmitted in step ST33 into 
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the temporary data storage unit 42. 

The re-encryption processing unit 44 verifies the 

ciphertext data Ci  in the temporary data storage unit 42 

using the public parameter and the following verification 

5 formula 	(ST41). 

1 e(Q!Xl tiCI  . 2)) — e(Xil  CO, 

e(C2Y U 
(71 

- 	v) 
	

e(Yli C4), 

	

7 	 7  

i c- « v) = e(Zi 

	

e(C2z 	 C4) , 1 	 7  

e(C2z1, u 
1 

. v) 	e(Zii C4) , — 	7 

V (C17  a) (C3 C4)) = 1. 7 

The verification is successful if the five 

verification formulas shown above all hold and fails if any 

one of the five formulas does not hold. 

10 If the verification is successful, 	the re-encryption 

parameter generation unit 45 generates and sends out three 

random numbers s,t,keZp 	to the re-encryption processing 

unit 44. 

The re-encryption processing unit 44 generates, as 

15 shown in the following formulas, re-encrypted data C2X 

C2x 	, 	C2y 	C2y 	, 	C 	, 	C2Z 	/ 	C2Z1 	, 	C2Z1 	' / 	C5X, 	5Y,C 	C5Z 

using these random numbers s,t,k, the ciphertext data Ci in 

the temporary data storage unit 42, and the re-encryption 

key Rif  in the temporary data storage unit 42 	(ST42). 



- 242 - 

rd 	y 3 	rill 	rf 
= 
	3 ® y r3 	of 	u 	cf Irt _ y rt 

u2X - Az ) u2X 	u2X 	-- yl i 	) 1-'2Y -iiii 	2Y 	2r 	-- 	h 	, 

l 
	7 k 	if 	0 	k 	r7,rk 	/ 	k 	Il 	k 	7 rk 

1.1 2Z ----- Di 	2Z 	u2Z 	Liz 	) 	2Z1 	1 	2Z1  - C2Z1 	- 	it 	) 
1, 	 1 	 1 

C5X = -ill s , 	5Y = Rij2 t  y C5Z 	nij3 7c.  

After step ST42 is completed, the re-encryption 

processing unit 44 generates re-encrypted data 

5 (Ci,C2x' , C2x 	, 	C2y ' , C2y ' ' r 	C2z ' 1 C2z ' ' 1 	C2z1' , C2z1 	, 	5 

C5y,C5z,C3,C4,0) by replacing the encrypted data C2x, 	C2y, C2z,  

C2zi in the ciphertext data Ci by all the above encrypted 

data/re-encrypted data C 	to C5z and writes the obtained 

re-encrypted data C3  into the temporary data storage unit 

10 42. 	If the verification is omitted, the re-encrypted data 

Ci=(Ci,C2x',C2 	, 	C2y',C2y" , 	C2z ' , C2z 	' , 	C2z1 ' , C2z1"  , C5x, 

C5y, C5z, C3, C4, 0) 	may be set as C3 = (C2x" ,C2y"  ,C2Z"  ,C2Z1"  i C5X, 

C5y,C5z,C3) by omitting verification data 

(Ci,C2x 	,C2y',C2z',C2z1',C4,0) 	that 	is 	not used 	for 	decryption. 

15 In this case, processing to generate the verification data 

(C2x',C2y'fC2Z'fC2Z1') 	is 	also 	omitted. 

In any case, the communication unit 43 transmits the 

re-encrypted data Cj  in the temporary data storage unit 42 

to the decryption device 50 under the control of the 

20 control unit 46 	(ST43). 

With the above processing, the re-encryption 

processing is completed. 

(5) The decryption processing is performed by the 

decryption device 50 as shown in FIG. 17 and each of steps 

25 ST51 and ST52 below. 
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That is, 	the communication unit 53 of the decryption 

device 50 receives the re-encrypted data C3  transmitted in 

step ST43 and writes the re-encrypted data Cj into the 

temporary data storage unit 52. 

5 The decryption processing unit 54 verifies the re-

encrypted data Cj in the temporary data storage unit 52 

using the public parameter, the public key for encryption 

pkj of the local device 50, and the following verification 

formulas 	(ST51). 

II 	 C 1 e(C 2x  ,u 	•v) = e(C '2 X , C 4  ) 

e(C" zy 5uci •v) = 	e(C 2 Y , C 4  ) 

e(C" 2Z , u c l •v) = e(C 2z )  C 4  ) 

r II 	 C 1 	
' ‘--• 2zi5u 	• v) 	= 	e(C e( 	C 4  ) 2 Z 1 , 

e(C 5 Z  , C ' 	) = e(C 5  x  5  C f2 x  ) • e(Y j)g 2 ) Z  

e(C 5 Z , C 2 Z I ) = e(C 5 Y , C 2Y   )• e(X j , g 4 ) 

10 
V(C i5 Cr 5 (C35 C 4 )) 	= 1 

The verification is successful if the seven 

verification formulas shown above all hold and fails if any 

one of the seven formulas does not hold. 

If the verification is successful, 	the decryption 

15 processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key skj  of 

the local device to obtain the message m (ST52). 
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of a message itself. 	For example, a shared key in shared 

key cryptography may be set as m=key to replace m with key. 

In this case, ciphertext obtained by encrypting a message 

using the shared key may be added to the ciphertext data or 

5 re-encrypted data. 	The above also apply to the embodiment 

and modifications described later. 

In the present embodiment, the order of processing may 

be changed when appropriate. 	For example, the order of the 

decryption processing and the ciphertext verification 

10 processing may be changed. 	Similarly, because a parameter 

(more specifically, a random number) for performing 

encryption processing is not needed in the re-encryption 

key generation processing, the order of the re-encryption 

key generation processing may be changed to before the 

15 encryption processing. 

According to the present embodiment, as described 

above, due to the configuration of generating the re- 

encryption key R1 	based on the random number y, even if a 

server and a user collude with each other, the decryption 

20 right can be prevented from being re-transferred without 

permission of the transfer source. 	Accordingly, 	there is 

no need to demand extreme reliability from the server and a 

file sharing system the user can safely use can be provided. 

To complement the above description, there has been a 

25 problem that, if the server operator, the user B, and the 

user E collude, a third party can calculate a normal re- 

encryption key (rkA-,E) 	to re-encrypt ciphertext for the 
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user A into ciphertext for the user E by using a re- 

encryption key (rkA->B) 	to re-encrypt the ciphertext for the 

user A into ciphertext for the user B, 	a private key (ski3) 

of the user B, and a private key (skE) 	of the user E 

5 without permission of the user A as the transfer source. 

According to the present embodiment, however, due to 

the configuration of generating the re-encryption key Rij 

based on the random number y, even if the server operator, 

the user B, and the user E collude, the decryption right 

10 can be prevented from being re-transferred without 

permission of the transfer source. 

Also, due to the configuration of generating a re-

encryption key using public information for generating a 

re-encryption key of the original transfer destination, no 

15 re-encryption key can be generated without the public 

information for generating a re-encryption key being 

provided by the transfer destination. 	Therefore, a re-

encryption key can be generated with the permission of the 

original transfer destination. 

20 [Twenty-sixth modification] 

In the thirteenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re- 

25 encrypted data is decrypted by the decryption device 50 is 

cited. 	However, the thirteenth embodiment may be changed 

to a form in which the ciphertext data is decrypted without 
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being re-encrypted. 	In this case, only the key setup 

processing, 	encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

in the present modification is the same as the key setup 

5 processing in the thirteenth embodiment. 	Hereinafter, 	the 

encryption processing and the decryption processing in the 

present modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

10 the thirteenth embodiment is only in the last step. 	To 

provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. 	In this 

case, 	the communication unit 22 of the encryption device 20 

15 transmits the ciphertext data Ci in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

The decryption device 50 verifies the ciphertext data 

Cl  generated by the encryption device 20 in the same manner 

20 as in step ST41. 	If the verification is successful, 	the 

decryption device 50 decrypts the ciphertext data Ci  as 

shown in the following formula using the private key ski to 

obtain the message m. 
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1 

e(g2g4,2X
)Xi 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 

m 	•e(g 2 g 4 ,g ) r 
 

1 

e(g 2 g 4,C 2 X 
) x i  

m 	•e(g 2 g  4, ...... 

e(g 2 g 4 ,g 

m 	•e — 	(g2g4,gy 
e(g 2 g 4 ,g)r 	= 	m 

5 [Twenty-seventh modification] 

In addition to the twenty-sixth modification, as will 

be described below, the thirteenth embodiment may also be 

changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. 	Also in this case, only the 

10 key setup processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

are the same as the key setup processing and the decryption 

processing in the thirteenth embodiment respectively. 
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Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, 	the identification information 

of the decryption device 50 is assumed to be j. 

5 The encryption parameter generation unit 23 of the 

encryption device 20 generates (ssk, svk) in the same 

manner as in step ST21 	(ST21') and sets the verification 

key svk to the encrypted data C1  (Ci=svk) . 

The encryption parameter generation unit 23 also 

10 generates and sends out five random numbers r,s,t,k,yeZp*  

to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data 	C2x 	C 	'' / 	C2 	/ 	02y' ' / 	C2z i  / 	C2z 	' / 	C2Z1 '  / 	C2Zl '  ' / 	C5X/ 

Csy, 	05z, C3, 04 below from a message mEGT  as plaintext data 

15 using the random numbers r,s,t,k,y and the public key for 

encryption pk3  of the decryption device 50 	(ST22'). 

C
, 	— Ys C" 	— 	rs C „ 	rt Cf 	t 
2X 	j 9 	2X 	j 	9 	2Y 	j 9 	2Y 	i 5  

C f 	— Y k 	" 	= v rk c 	lc C" 	rk 
2Z 	j , C 2ZA j 	, 	2Z1 	j 9 	2Z1 	i 

q =e(g2g4, g)r  . 	c4  = (usvk
• V)r , 

1 	 1 	 1 
t 

C5X -44 .  g7 )
s 

 9C5Y" -42 .  gl ) 9C5Z ---(g4 *  g2 .  gr )
k 
 

After step ST22' 	is completed, 	the ciphertext 

20 generation unit 24 generates a one-time signature o in the 

same manner as in step ST23. 

Thereafter, the ciphertext generation unit 24 
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generates 	ciphertext data Cj,--(C1,C2x1 ,C2 	', 	C2y',C2 	', 

C22',C22", 	C221 '  ,C2Z1"  ,C5x, 	C5y, C52, C3, C4, o) 	including all 	the 

above encrypted data C1  to C4 and the one-time signature o 

and writes the obtained ciphertext data into the temporary 

5 data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25. 

10 The decryption device 50 verifies the ciphertext data 

C3  generated by the encryption device 20 in the same manner 

as in step ST51. 	If the verification is successful, 	the 

decryption device 50 decrypts the ciphertext data C3  as 

shown in the following formula using the private key skj  to 

15 obtain the message m. 
1 

e(C5z, 	It  

	

C2Z) 	Vj 
. 

il 	\ e(C n  
5x, ki2x)  

fe(C5z, 	n 
C2zi)  

\ e(C5y 7  C2y) 

11
1 

 

) 

1 } 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 	In 

the following calculation, g1  is rewritten and denoted by 

20 g", g2  is rewritten and denoted by gl3, g3  is rewritten and 

denoted by g- , and g4  is rewritten and denoted by g". 
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public parameter includes five elements g, 	g1, 	g2, 	g3, 	g4  of 

system fixed values has been described, but the embodiment 

is not limited to such an example and six or more elements 

of system fixed values may be included. 	If, 	for example, 

six elements g, 	g1, 	g2, 	g3, 	g4, 	g5  are included in the 

public parameter, g2  may be replaced by g2g5  in the 

thirteenth embodiment by setting g2=g2g5. 

Also if, 	for example, 	seven elements g, 	g1,  g2, g3, g4, 

g5, g6  are included in the public parameter, g1  may be 

10 replaced by g1g5,  g2  may be replaced by g2g5, and g4  may be 

replaced by g4g5  in the thirteenth embodiment by setting 

g1=g1g5, 	g2=g2g6, 	and g4=g4g5. 	This also applies to the 

embodiment and modifications described later. 

(Fourteenth embodiment) 

15 In the present embodiment, an example of updating a 

re-encryption key at certain intervals will be described. 

A time parameter L is used as a parameter representing a 

period. 	The time parameter is used in, of key setup 

processing, encryption processing, re-encryption key 

20 generation processing, re-encryption processing, and 

decryption processing, 	the encryption processing, 	the re- 

encryption key generation processing, and the re-encryption 

processing. 	The time parameter is used such that if, 	for 

example, encryption processing is performed in a certain 

25 period t1, the encryption processing described later is 

performed by setting L=t1  and if encryption processing is 

performed in the next period t2, the encryption processing 
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described later is performed by setting L=t2. 	Hereinafter, 

key setup processing, 	encryption processing, re-encryption 

key generation processing, re-encryption processing, and 

decryption processing in the present embodiment will be 

5 described. 	Portions common to the aforementioned 

thirteenth embodiment may or may not be described by using 

the same reference signs. 

(1) Key setup processing 

The public parameter is the same as that in the 

10 thirteenth embodiment. 	If the identification information 

of a re-encryption key generator 30 is i, a key generation 

unit 14 generates a private key xi, yi, 	zi, wiEZp 	of the 

re-encryption key generator 30 and generates a public key 

for encryption of the re-encryption key generator 30 using 

15 the private key ski=(xl , y1,zi,wi) 	(ST7). 

(X• y• ) 
JP 	i 	 i, ,, 	i,y ii,z , 	i W , 

Yi 	
z1 	z• 

	

— n. 1 	• 
Xi e 11.7i . 	gYi 	

_cr , la 	g1)=  gl ) 	6, 	,4i -61 , 
Also, 	the key generation unit 14 generates public 

information for generating a re-encryption key of the re- 

20 encryption key generator 30 using the private key ski 

(ST7'). 

• 

101 
i = (-T 	2/• 3i / 	) 
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3i 	063 j :li 
Similarly, 	if the identification information of a 

decryption device 50 is j, the key generation unit 14 

generates a private key ski-=(xi,yi„ 	) of the decryption 

5 	device 50 and generates a public key for encryption of the 

decryption device 50 using the private key ski 	(ST10). 

pk. ---- (X. y. y. z. z . w. 
J 	 j , 	1,, 	j, 	ij• 	, 

x. 	 z. 	z. 
__ 

	

X.=g ' Y. 	 Z =g-' 	n. J 

.1 	' . 1 	 1 	, 	j 	, 	61 , 	j 	g 

Also, the key generation unit 14 generates public 

10 	information for generating a re-encryption key of the 

decryption device 50 using the private key ski 	(ST10 1 ). 

Plji(X-3,/, 
/ 
IAK:aji 

	

.1:i 	 ",.Y./ 

	

i 	y .  X 
.
—g 

3 j 	3 	, 	2 •i 	45 2 
(2) 	Encryption processing 

15 	 Like in the thirteenth embodiment, an encryption 

parameter generation unit 23 of an encryption device 20 

generates 	(ssk, 	svk) 	(ST21') 	and sets the verification key 

svk to the encrypted data 01 	(Cl=svk). 

The encryption parameter generation unit 23 also 

* 
20 	generates and sends out a random number reZp 	to a 
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ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x, 	C2Y / 	C2Z 1 	C2Z1 r 	C2F , 	C3, 	C4 below from a message mEGT 

as plaintext data using the random number r, the public key 

5 for encryption pki  of the re-encryption key generator 30, 

and the time parameter L (ST22). 

r C 	- Xr C - Yr C = Zr C 	---- Z 2X 	i ' 	2Y 	li , 	2Z 	i , 	2Z1 	11,  

C 	— FA
v 
 , q  =e(g 	g), •n, C = V Asvk 

b V)2F 	) 	 4   

The function F, 	(L) 	is defined as shown below. 

Id 	 Ld-wi 
. 

Fi 
Wi 	Vhdb.IADM 

274) (1-) G (L) 
g 	 g 

10 After step ST22 is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o as 

shown in the following formula for the time parameter L and 

the encrypted data C3, C4  based on the signature generation 

function S in the public parameter and the signature key 

15 ssk generated in step ST21 	(ST23). 

G = SA 	( s s k , 	( L , 	C3, 	C4) 	) 

Thereafter, the ciphertext generation unit 24 

generates ciphertext data C1-(L,C1,C2x,C2y,C2z,C2n.,C2F,  C3, 

C4,o) including the time parameter L, all the above 

20 encrypted data C1  to C4, and the one-time signature o and 

writes the obtained ciphertext data into a temporary data 

storage unit 21. 
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(3) Re-encryption key generation processing 

A random number generation unit 36 generates and sends 

out three random numbers y, 	5x, 5yeZp*  to a re-encryption 

key generation unit 34. 

The re-encryption key generation unit 34 generates a 

re-encryption key R,31, as shown in the following formulas 

using the random numbers y, 	, the private key ski of 

the re-encryption key generator 30 in a private key storage 

unit 31, the public information for generating a re-

encryption key pij  of the decryption device 50 in a 

temporary data storage unit 32, and the time parameter L 

(ST32). 

Rij RijL = (Rij.L1) Rij.L2) 	L3 7 -FliiL4) 	iiL5) 

1 	 4-ky 
J 	+(L+wi)8., 

RiiLl-- (X 3 j • grYi • Fi (.0 5  x = g 	x' 

1 	 fly 	T .; -F +(L+w 08 y  
er r \Yi 	 — 8 Y R ii1,2 	(.172 j . 6 	/ 	• 
	

i
(L) 	— g 	Yi  

1 	4i +fly j +7 

• gr)zi — ijL3---  \ 	31 	2j 	
z i R 	( X 	Y 	— g 

s tg x, ) x  ...= g x,gx  
R ijL 4 —  k 

R 17L5 -= (gi 	) 	
ayigy 

In the above formula, g1  is rewritten and denoted by 

15 
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ga, g2  is rewritten and denoted by d', 	g3  is rewritten and 

denoted by g. , and g4  is rewritten and denoted by gaC. 

(4) Re-encryption processing 

A re-encryption processing unit 44 verifies the 

5 ciphertext data Ci in a temporary data storage unit 42 

using the public parameter, the time parameter L, and the 

following verification formula (ST41). 

ucl  • v) 	e (X  e(C2x 	 C4),  , 	= 	7,1 

e(C2y, uc1  - v) =e(Yliy al) 

e(C2z, 	
(71 	v) = e(Zi C4),  7 

e (C 	U6/1 
) 	e (Zii, al) 2Z1) 

(.71 
e(C2F 	) = e(Fi(L), C4), 1 

n a, (L, c3, al)) = 1. , 

The verification is successful if the six verification 

10 formulas shown above all hold and fails if any one of the 

six formulas does not hold. 

If the verification is successful, 	a re-encryption 

parameter generation unit 45 generates and sends out four 

random numbers s,t,k,heZp*  to the re-encryption processing 

15 unit 44. 

The re-encryption processing unit 44 generates, as 

shown in the following formulas, 	re-encrypted data C2x ' r 

C2x 	, 	C2y ' , 	C2y 1  ' I 	C2Z I  i 	C2Z I I  r 	C2Z1 ' r 	C2Z1 ' ' r 	C2F ' 1 	C2F ' I 	I 	C5X, 

C5y, 05z, C5FX, C5FY using these random numbers s,t,k,h, the 
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ciphertext data Ci in the temporary data storage unit 42, 

the re-encryption key Riji, in the temporary data storage 

unit 42, 	and the time parameter L (ST42). 

C21  x = Xis 	Cll 	— C 	8 	X.r8 	CI 	— Y .t 	C" 	C 	t 	Y .rt  1 	2X — 	2X 	z 	1 	2Y - 	h ) 	2Y 	2Y 	lz 

C1-  Z-k 	" 	
c

2z
k _ zrk 	 k 	II 	rk 

2Z — 	1 	2Z 	 i 
	

2Z1 	li 	2Z1 = C
r
2Z1 	li 

Cl  2F 	Fi(L)h  ,c2iF 	c2Fh 	F Ar  
1 	 1 	 1 

5  C5x = RilLis , C5Y ~= Rij L2 t  , C5Z' =Ri L3 17  , 
1 	 1 

C5F X '---- Rij.L4 17  7 C5FY = 	iy L5 .11  

After step ST42 is completed, 	the re-encryption 

processing unit 44 generates re-encrypted data 

Cf--(Ci, C2x' , C2x' ' / 	C2Y ' 1 C2Y '  ' / 	C2Z ' 1 C2Z ' ' / 	C2Zl '  / C2Z1 '  ' I 

10 C2F '  , C2F '  ' 	/ C5X/ 	C5Y/ C5Z / C5FX/ C5FY, C3,  C4,  (3) 	by replacing the 

encrypted data C2x, 	C2Y/ 	C2Z/ 	C211, 	C2F in the ciphertext data 

Ci by all the above encrypted data/re-encrypted data C2x 1  to 

C5FY and writes the obtained ciphertext data into the 

temporary data storage unit 42. 

15 (5) Decryption processing 

A decryption processing unit 54 verifies the re-

encrypted data C D  in a temporary data storage unit 52 using 

the public parameter, the public key for encryption pkj  of 

the local device 50, and the following verification 

20 formulas 	(ST51). 
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e(C2"x,14
CI 	\ 

) = e(C2x ,C4) 

Y , 	
\  

e(C" 	
CI 

u 	) — e( 	f  C2 y y  C4  ) 

e(C 2" 	
CI

z,u 
	\ _ 
• )— e(C 2z ,C 4 ) 

e(C 2"zi ,u ci  •v)=e(C 2' zi ,C 4 ) 

e(C 2"F ,u cl  •v) 	e(C ' F ,C 

e(C 	( r  5Z ,C 2Z )•eC 5FX 1 C  2F) = e (C5X,C2f x ) • eV. g2 ) 

e(C 5z ,C 2'  z1)•e(C5FY ,C 2f  F) = e(C5y1C2 y)*e( X  1,g4) 
A 

V(C1,a,(C3 ) C4
D -1  

The verification is successful if the eight 

verification formulas shown above all hold and fails if any 

one of the eight formulas does not hold. 

5 If the verification is successful, 	the decryption 

processing unit 54 decrypts the re-encrypted data C3  as 

shown in the following formula using the private key ski of 

the local device to obtain the message m (ST52). 

rot \ 	t n 	on \ 	-2- 	f ri 	rili 	\ 	f rf 	ryll \ 
m= c3 

 I /e(C5z1u2z) . eku5Fx7 ki2F)) vi { 

1 	e(C5x)C2llx) 

ki2zi) • eku5FY1v2fiv) r5z, 
eny, C'213,) 

10 That the decryption result of the above formula 

produces m can be checked by the following calculation. 	In 

the following calculation, g1  is rewritten and denoted by 

ga, g2  is rewritten and denoted by ,g, g3  is rewritten and 

denoted by ,g. , and g4  is rewritten and denoted by ga d. 
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possible not to grant the decryption right of the 

ciphertext for the user A to the user B, 	that is, 	the 

decryption right of the user B (to the ciphertext for the 

user A) can be invalidated in the next period and therefore, 

a file sharing system whose convenience is further improved 

can be provided. 

[Thirtieth modification] 

10 

In the fourteenth embodiment, an example in which 

ciphertext data is generated by the encryption device 20, 

the ciphertext data is re-encrypted by the re-encryption 

device 40 to generate re-encrypted data, and the re-

encrypted data is decrypted by the decryption device 50 is 

cited, but the eleventh embodiment may be changed to a form 

in which the ciphertext data is decrypted without being re- 

15 encrypted. 	In this case, only the key setup processing, 

encryption processing, and decryption processing need to be 

performed. 	The key setup processing in the present 

modification is the same as the key setup processing in the 

fourteenth embodiment. 	Hereinafter, the encryption 

20 processing and the decryption processing in the present 

modification will be described. 

The difference between the encryption processing in 

the present modification and the encryption processing in 

the fourteenth embodiment is only in the last step. 	To 

25 provide a description by making use of the above symbols, 

the identification information of the decryption device 50 

is assumed to be i for the sake of convenience. 	In this 
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case, the communication unit 22 of the encryption device 20 

transmits the ciphertext data C1  in the temporary data 

storage unit 21 to the decryption device 50 under the 

control of the control unit 25 	(ST24'). 

5 The decryption device 50 verifies the ciphertext data 

C„ generated by the encryption device 20 in the same manner 

as in step ST41. 	If the verification is successful, 	the 

decryption device 50 decrypts the ciphertext data Ci as 

shown in the following formula using the private key ski to 

10 obtain the message m. 

1 

)/X1  
e(g 2 g 4 , 	2 X 

That the decryption result of the above formula 

produces m can be checked by the following calculation. 
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in • e(g 2 g 4 , g 
1 

) x l e g 2 g 4  9  C 2x  

in ° e(g 2 g 41  g ) r  ® 	 1 

e(g 2g 4, g
x i r )x i  

__ m• e(g 2g 4 ,  g 
e (g2g49 g ) r  = m 

[Thirty-first modification] 

In addition to the thirtieth modification, as will be 

described below, the fourteenth embodiment may also be 

5 changed to a form in which the ciphertext data is decrypted 

without being re-encrypted. 	Also in this case, only the 

key setup processing, encryption processing, and decryption 

processing need to be performed. 	The key setup processing 

and the decryption processing in the present modification 

10 are the same as the key setup processing and the decryption 

processing in the fourteenth embodiment respectively. 

Hereinafter, the encryption processing and the decryption 

processing in the present modification will be described. 

In the present modification, 	the identification information 

15 of the decryption device 50 is assumed to be j. 

The encryption parameter generation unit 23 of the 

encryption device 20 generates 	(ssk, 	svk) 	in the same 
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manner as in step ST21 	(ST21') and sets the verification 

key svk to the encrypted data C1 	(C1=svk). 

The encryption parameter generation unit 23 also 

generates and sends out eight random numbers 

5 r,s,t,k,h,Y,5x,6yeZp*  to the ciphertext generation unit 24. 

The ciphertext generation unit 24 generates encrypted 

data C2x 	C2X 	r 	C2y ' , 	C2 	, 	C 	C2z ' ' r 	C2Z1 	I 	C2Z1 	C' 2F 	' 

C 	' 	r 	C5x, 	C5Y r 	C5Z 1 	C5FX I 	C5FY r 	C3 r 	C4 below from a message 

mEGT  as plaintext data using the random numbers 

10 r,s,t,k,h,Y,Ox,i5y, 	the public key pkj of the decryption 

device 50, 	and the time parameter L 	(ST22'). 

r C 	= 	
ry y rs 	l 	

t  C" 	
rt 

C 	 2
f, 

2X 	j / 	X 	j 	/ .-'2Y 	j/ 	2Y 	J* 	' 

c f 	—Y k  C" 	

= v rk 	l 	
k  C 	

rk 
2Z 	j , 	2Z 	i  j 	, L '

rf 
 2Z1 	j / 	2Z1 — 	j 	/ 

C I 	= F (L)h  C If 2F 	j 	/ 	2F — Fj (L)rh , 

C3  = e(g 2 g4 ,g)r • in, C4 = (svk . or ) 

1 	g+r-F(L+wi)sy 

C 5 	 1  (g4  • g 	• Fi (L)8Y  ) S  = g 	S, 

1 	,6 -i-y-F(L+w j )8x  

C5Y 	(g 2 . g 	• F . (L)a  ) 	 , .1 	 g 	
t 

4+i6+7 _ 
a  r 	 k 

C5Z = (g4 $  g2 	6 	) 	g 	, 

6Y 	 ox 

j h 	 h , C  5 FY C5 FX 	Y 
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step ST22' 	is completed, 	the ciphertext 

generation unit 24 generates a one-time signature o in the 

same manner as in step ST23. 

Thereafter, the ciphertext generation unit 24 

5 	generates ciphertext data Cj.---(L,C2x',C2x", 	C2Y ' /C2Y"/ 

C2z ' , C2z 1  ' , 	C2Z1 ' , 02Z1 '  ' , 	C2F ' , C2F ' ' 	, C5X, 

C5y,C5Z/C5FX/C5FY/C3/C4/ 0 ) 	including the time parameter L, 	all 

the above encrypted data C1 to C4, and the one-time 

signature a and writes the obtained ciphertext data into 

10 	the temporary data storage unit 21. 

The communication unit 22 transmits the ciphertext 

data Cj in the temporary data storage unit 21 to the 

decryption device 50 under the control of the control unit 

25. 

15 	 The decryption device 50 verifies the ciphertext data 

Cj  generated by the encryption device 20 in the same manner 

as in step 

decryption 

ST51. 	If the verification is successful, 	the 

device 50 decrypts the ciphertext data Cj as 

shown in the following formula using the private key skj  to 

20 	obtain the message m. 

‘ 

772 =4: G 
/ 

That 

(05z, 4;157 C2"F  ) Tili C
e (2
"z)

x
. 	 e(C5z, q(zi) .

,
e(C:57, C2ilF) xi 

the decryption result of the above formula 

produces m can be checked by the following calculation. 	In 

the following calculation, g1  is rewritten and denoted by 

25 	g', g2  is rewritten and denoted by gP, 	g3  is rewritten and 

denoted by 	and g4  is rewritten and denoted by gak. 
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original transfer destination. 

The method described in the embodiment can also be 

stored in a storage medium such as a magnetic disk 

(floppyTM disk, hard disk, or the like), 	an optical disk 

5 (CD-ROM, 	DVD, 	or the like), 	a magneto-optical disk 	(MO), 	or 

a semiconductor memory as a program which can be executed 

by a computer and distributed. 

As the storage medium, any configuration which is a 

computer-readable storage medium in which a program can be 

10 stored may be used regardless of a storage format. 

An OS (operating system) which operates on a computer 

on the basis of an instruction of a program installed from 

the storage medium in the computer, database management 

software, and MW (middleware) such as network software may 

15 execute a part of the processes to realize the embodiment. 

Furthermore, the storage medium according to the 

present invention includes not only a medium independent of 

a computer but also a storage medium in which a program 

transmitted through a LAN, the Internet, or the like is 

20 downloaded and stored or temporarily stored. 

The number of storage media is not limited to one. 	A 

case in which the process in the embodiment is executed 

from a plurality of media is included in the storage medium 

according to the present invention. 	Any medium 

25 configuration may be used. 

A computer according to the present invention is to 

execute the processes in the embodiments on the basis of 
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the program stored in a storage medium. 	The computer may 

have any configuration such as one apparatus constituted by 

a personal computer or a system in which a plurality of 

apparatuses are connected by a network. 

5 A computer in each embodiment includes not only a 

personal computer but also an arithmetic processing 

apparatus, a microcomputer, or the like included in an 

information processing apparatus. 	The computer is a 

generic name of an apparatus and a device which can realize 

10 the functions of the present invention by a program.  

While certain embodiments have been described, these 

embodiments have been presented by way of example only, and 

are not intended to limit the scope of the inventions. 

Indeed, the novel embodiments described herein may be 

15 embodied in a variety of other forms; furthermore, various 

omissions, substitutions and changes in the form of the 

embodiments described herein may be made without departing 

from the spirit of the inventions. 	The accompanying claims 

and their equivalents are intended to cover such forms or 

20 modifications as would fall within the scope and spirit of 

the inventions. 
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CLAIMS 

1. A re-encryption key generator (30) that generates 

a re-encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

5 after ciphertext data obtained by encrypting plaintext data 

by a first public key of a first user device is re-

encrypted without decryption, the re-encryption key 

generator comprising: 

a first storage means 	(31) 	that stores a first private 

10 key corresponding to the first public key; 

a second storage means 	(32) 	that stores a second re- 

encryption key generation key of the second user device 

that is different from a second public key corresponding to 

the second private key; and 

15 a re-encryption key generation means (34) that 

generates the re-encryption key based on the first private 

key and the second re-encryption key generation key. 

2. The re-encryption key generator according to 

claim 1, wherein 

20 the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

private key and the plurality of system fixed values. 

3. The re-encryption key generator according to 

25 claim 2, wherein 

when the first private key is represented by 

ski=(xi,yi,zi), 	the second private key is represented by 
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sk3 	(xj,yj,zj), 	the plurality of system fixed values are 

represented by g, 	g1, 	and g2 	(where g, 	g1, 	g2EG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG.--+GT  exists are represented by G, 	GT), 	and 

5 the first public key is represented by pki, 	the first 

public key pki contains data Xi, Y17, 	Zi, 	Zli 	(where 
X°  	Z° 	 ° 1, 	y 	 1, 	Z1 g 	

1 	glY1, 	g 	i  - gl
Z 

 1  

), 

when the second public key is represented by pkj, the 

10 second public key pkj  contains data Xj, 	YID , 	ZD, 	Zij 	(where 

: 
, 	 gl

Z 

 j  X; = g
X

J ) 	Y1 ••i  = glYi ) 	Z ; 	g
Z 

.1
; 

1 

), 

when a random number related to the second re- 

encryption key generation key is represented by n, a value 

15 based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value g1  is represented by g4, the 

value based on the random number n and the system fixed 

value g2  is represented by g5 	(where g3=g', 	g4=g1n, and 

20 g5=g2n), and the second re-encryption key generation key is 

represented by rkj, 

rkj,---(X33,Y5j) 

holds (where 

i 
X3 j 	g6

X
' , 	Y5 ' 	g5YJ 

25 

when the plaintext data is represented by m (where 
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mEGT), the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 

5 

Ci (where the bilinear map e:GxG-,GT  is represented by 

e( 	, 	)), 	the ciphertext data Ci contains data C2x, 	C2Y, 	C22., 

CM/  C3 (where 

C2X 	Xir  , C2y 	Yiir , C2Z — Zir  7  C2Z1 	) 

C3 = e(g4g51 g)ir  ' m. 

), 

when the random number related to the re-encryption 

10 key is represented by 6, an exponent related to the system 

fixed values g, 	g2  is represented by 1 	(where g2=g13), 	and 

the re-encryption key is represented by Rij, 

Rij=(Rij1,Rij2,R3J3) 

holds 	(where 

7 x
j-1-

0) 

xi g38)lixi Ril 	(X 	' 

15 

7r(OYi-1-0 ) 

2 	g3
O)1/yi 

174 	
(y-

5 
	. 	= 	Yi g 

x4 -1-13y4
J
+0) 

.1 
0

) 
lzi 	 zi  

(X3 . • 	• 	 = 3 	5 - 	g 	g 

), 

when the re-encrypted data is represented by Cj 	(where 

20 three random numbers are represented by s, 	t, k), the re- 

encrypted data Cj includes data C2X", C2Y", C2Z", C2Z1" 
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C5x , 	C5y r 	C5z, / 	C3 	(where 

C" s 	1/-  rs 
2X C2X = 

7 
 

rk 

yx.. i 

t 
C2lly 	

c
2y 
	y

ii
rt 

_ . 

‘—'2Z 

C2 2Z1 

C2Z z_J 7
z  1  

9 
k 	,rk 

C2Z1 
1 	 1 

_ 
j2 '3 )1  C5X = Rij1s _ t  1 	5Y , 	5Z 

), 	and 

the plaintext data m, the re-encrypted data Cj, and 

the second private key ski are related by 

1 

m = 
er5z, C2" z) Y.; . / e 	" (C5z, C

, 
 2zi, \ xi 

} 

C3/ { 
( e(C5x, C2"x) er5y, C2y) j 

4. 	The re-encryption key generator according to 

claim 2, wherein 

when the first private key is represented by 

ski= 	the second private key is represented by 

skj=(x],yi,z3,w3), 	the plurality of system fixed values are 

represented by g, 	g1, 	and g2 	(where g, 	g1, 	g2EG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG.--.GT  exists are represented by G, GT), and 

the first public key is represented by pki, 	the first 

public key pki  contains data Xi, 	Y11, 	Z1, 	Zli, 	Wi 	(where 
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)(i -- gXl 	y1i 	giYi , 	Zi - gZ 1 , 

Zi i = gizi 	w m  1  . -  g vv. 

), 

when the second public key is represented by pkj, the 

second public key pkj contains data Xj, 	Y1j, 	Zj, 	Zij, 	• 

5 	(where 

X 	- 	Y  1 i - gl 
Yi

1 	Z i    
gzj 

) 
J 	J  

. Z1 i 

	

J 	g

Wi 
 

	

J 	 gl

Zi 1 w 1  	

), 

when a random number related to the second re- 

encryption key generation key is represented by n, a value 

10 	based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

11 and the system fixed value g1  is represented by g4, the 

value based on the random number n and the system fixed 

value g2  is represented by g5 	(where g3=gn, 	g4=gin, 	and 

15 	g5=g2n) , and the second re-encryption key generation key is 

represented by rkj, 

rki=(X3i,Y5j) 

holds (where 

X3 i = g3xi , y5 j = g5yi 

20 	), 

when the plaintext data is represented by m (where 

mEGT), the random number related to the ciphertext data is 
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represented by r, a multiplicative group for the order p is 

represented by Zp, a time parameter showing a period of 

updating the re-encryption key is represented by L, and the 

ciphertext data is represented by Ci (where the bilinear 

map e:GxG,GT  is represented by e( 	, 	)), 	the ciphertext data 

Ci contains C2x, 	C2y, 	C2z, 	C2z1 1 	C2F , 	C3 	(where 

C2X 

C2F = 

Xir, C2y 

r  Fi  (L) ) 

	

Ylir,  1 C2Z — Zir ,  , C2Z1 	li 

C3 = e(g4g51 	771 

7 

g) 	, 

If Wi Zp*) 

), 
when three random numbers related to the re-encryption 

key are represented by 0, Ox, 6,y, an exponent related to 

the system fixed values g, g1  is represented by cx, 	the 

exponent related to the system fixed values g, g2  is 

represented by p 	(where g1=ga  and g2=g13), 	and the re- 

encryption key is represented by Rijr, 

RijL=  (RijL1 r RijL2 1 RijL3 r RijL4 i RijL5 ) 

holds (where 

(xj 	) 

3 	g3 
a,

Ri3L1 
0\1/x (Lfvi)5x 

 ® 	

( 

g 	i 
 

— 1 

RiiL2 " (
Y5 .g3 ) . n(IrEttli)611  

J 	
.7 	g 	yi 

1 
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+hi +0) 

iL3 = 3j 1 Y5j ' 00)1/ i — g 
zi 

, 

R 
xis = gayi6y 
 

yi 6s 

), 

when the re-encrypted data is represented by Cj (where 

four random numbers are represented by s,t,k,h), the re- 

, 	
, 5 	encrypted data C 	contains data C2X C2Y ' ' ' , 	C2Z1 	' 1 

C2F 	C5x , 	C5Y 

C2IIX = 

, 	C5Z t 

C2Xs 

C5FX, 

= 
C5FY s 	C3 

x
i
rs 

1 

(where 

C2yt 

k 
C2Z1 1i

rk 
7 

.yiirt 
C2Zk= 2 r1~

, C2y = 

r y/t 	
= 

2Z 

-12Z1 

C2IIF ----7-7 C2F h = Fi (L
)
rh 

) io 
1 1 1 

C5x = Rij1,1 5 , 
1 

C5Y = Rij.L2 -: 7 C5Z = 
1 

RijL3 ); ) 

C5FX = Rij.L47: 7 C5FY = R• j L5 -1-1 

), 	and 

the plaintext data m, the re-encrypted data Cj, 	and 

15 	the second private key ski are related by 

1 

Trt = c3 
e(C5Z)C2"z) ' e(C5FX,C2"FN (C 	C 	) e ,,, 5z , ,.. 2llzi , . (i; e , _ 5Fy,C211F) 

1} 

e(C5x, C'2"x) 	/ e(C5y, C2"y ) 	/ 

5. 	A re-encryption device (40) 	to obtain re -encrypted 
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data that can be decrypted by a second private key of a 

second user device after ciphertext data obtained by 

encrypting plaintext data by a first public key of a first 

user device is re-encrypted by a re-encryption key without 

5 decryption, the re-encryption device comprising: 

a storage means 	(41) 	that stores the re-encryption key 

generated by a re-encryption key generator in advance and 

a re-encryption means (44) that obtains the re-

encrypted data by re-encrypting the ciphertext data by the 

10 re-encryption key in the storage means without decrypting 

the ciphertext data, wherein 

the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

15 the first public key and a second public key corresponding 

to the second private key. 

6. 	An encryption device (20) 	that generates 

ciphertext data for a re-encryption device to obtain re-

encrypted data that can be decrypted by a second private 

20 key of a second user device after the ciphertext data 

obtained by encrypting plaintext data by a first public key 

of a first user device is re-encrypted by a re-encryption 

key without decryption, the encryption device comprising: 

a storage means (21) that stores the first public key 

25 and 

an encryption means (24) 	that that obtains the 

ciphertext data by encrypting the plaintext data using the 
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first public key in the storage means, wherein 

the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

5 the first public key and a second public key corresponding 

to the second private key. 

7. A decryption device (50) 	that decrypts re-

encrypted data after obtaining the re-encrypted data that 

can be decrypted by a second private key of a second user 

10 device after ciphertext data obtained by encrypting 

plaintext data by a first public key of a first user device 

is re-encrypted by a re-encryption device based on a re-

encryption key without decryption, the decryption device 

comprising: 

15 a storage means 	(51) 	that stores the second private 

key and 

a decryption means 	(54) that obtains the plaintext 

data by decrypting the re-encrypted data based on the 

second private key in the storage means, wherein 

20 the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

the first public key and a second public key corresponding 

to the second private key. 

25 8. A program executed by a processor of a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be 
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decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a first public key of a first user device is re-

encrypted without decryption and stored in a non-transitory 

5 computer-readable storage medium (M3), the program 

comprising: 

a first program code causing the processor to perform 

processing (33) 	to write a first private key corresponding 

to the first public key into a first storage means 	(31) 	of 

10 the re-encryption key generator; 

a second program code causing the processor to perform 

the processing (33) 	to write a second re-encryption key 

generation key of the second user device that is different 

from a second public key corresponding to the second 

15 private key into a second storage means 	(32) of the re- 

encryption key generator; and 

a third program code causing the processor to perform 

processing (34) 	to generate the re-encryption key based on 

the first private key and the second re-encryption key 

20 generation key. 

9. The program according to claim 8, wherein 

the first public key is generated based on the first 

private key and a plurality of system fixed values and 

the second public key is generated based on the second 

25 private key and the plurality of system fixed values. 

10. The program according to claim 9, wherein 

when the first private key is represented by 
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sk, 	xi,yi,z„), 	the second private key is represented by 

skj=(xj,yri,z3), 	the plurality of system fixed values are 

represented by g, 	g1, and g2 	(where g, 	g1, 	g2EG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG-4GT  exists are represented by G, GT), and 

the first public key is represented by pk„, 	the first 

public key pk„ contains data Xi, 	Y1i, 	Z1, 	Zl, 	(where 

xi x 	 yi 	z-; • i 	= 1 	g 	
, 	

g 1 	g 	 gizi 1, 	Zi• 

), 

when the second public key is represented by plc.], 	the 

second public key pkj contains data X3, Yli, 	zi, 	Zij 	(where 

Xi =--g
X-; 	 zi yii =gi  Yj 	Z 	J, 	Zii --1 ) 	 ) 	i 	g 	gizi 

J 
	

J 

), 

when a random number related to the second re-

encryption key generation key is represented by n, a value 

based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value g1  is represented by g4, 	the 

value based on the random number n and the system fixed 

value g2  is represented by g5 	(where g3=gn, g4=g1n, 	and 

g5=g2n) , and the second re-encryption key generation key is 

represented by rkj, 

rki= (X3j , Y5j ) 

holds 	(where 

Y5j--------:g 	
y i 

X3i-g3 X -; 
.1, 
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), 

when the plaintext data is represented by m (where 

meGT), the random number related to the ciphertext data is 

represented by r, and the ciphertext data is represented by 

Cl  (where the bilinear map e:GxG,GT  is represented by 

e( 	, 	)), 	the ciphertext data Ci  contains data C2x, 	C2Y, 	C2z, 

C2z1, 	C3 	(where 

v- 17 	 r7 r 
C2Z1 C2X 	Aar , C2y — 1 ii

r 
 , C2g — Li 1 	 ) 

1 g)
r 
 • m . 

 
C3 = e(g4g5 

), 
when the random number related to the re-encryption 

key is represented by 0, an exponent related to the system 

fixed values g, 	g2  is represented by p 	(where g2=g13), 	and 

the re-encryption key is represented by RI], 

Rij= (Rijir Rij2i Rij3) 

holds 	(where 

71-(x H-0) .7 
0\1/ 	 xi 

= (X3j - 	= g3 )
Xi g 	

1 1 

7r(syj i-O) 
\ 11yi  

(Y5j Ri32 	. 	
_ 	Yj — 	g3

0 
 ) 	- g 	9 

if (xi +13yj 4- 0) 
oN 

R (X3 *Yi • 	
i 

t3 — g3 ) 	g 

20 	) 

when the re-encrypted data is represented by Cj (where 

5 

10 

15 
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three random numbers are represented by s, 	t, k), 	the re- 

encrypted data C1 includes data C2x ', 	C2Y 	', 	' , 	C2z11 ' r 

C5x, 	C5y, 	C5z, 	C3 	(where 

C" 2X 

C" 

S r, 
-2 C2X — — 

t 	v rt 
C2y. 1 2y. — 	..11i 

i
2
ft
Z k.--' 

cmi 	k 	7 
------ k--,2Z 	— ...,i- rk , 

C" 	
rk 

2Z1 — C2Z1 
k 	

1i 

1 	 1 	 1 

i , "2 t 	= Rij3 k s 	— i. 	1 	5Y ____ — 5X ) 	5Z 

), 	and 

the plaintext data m, the re-encrypted data Cj, and 

the second private key skJ are related by 

1 

i e(C5Z C" ) \ 
7 2

8
Z 

_ 
Yj ( (C5Z C" 	) 	x j  2 

 
12;1\ 

712 	V~ 
{1 

ll 
7 

\e (35-x-1 (12X 1 G C 
u IT 7 	2Y 

11. 	The program according to claim 9, wherein 

when the first private key is represented by 

ski=(xl,y,,zi,w,), 	the second private key is represented by 

skj=(xj,y3,zj,wj), 	the plurality of system fixed values is 

represented by g, g1, and g2 (where g, g1, g2EG when 

bilinear map groups as groups of an order p for which a 

bilinear map e:GxG,GT exists are represented by G, GT), and 

the first public key is represented by pki, the first 

public key pki contains data Xi, 	Yli, 	Zi, 	Zli, 	Wi 	(where 
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zi 
A. gX ~ 	

.i. 
i -= g1

Yi , 	i 	g 	, Xi — 	Y1 	 Zi = 

Zi = 	
i 

-; 	gizi , 	gw Z11 

), 

when the second public key is represented by pkj, the 

5 

second public key pk3 contains data X j , 	Yij, 	Zj, 	Z13, 

(where 

Xi - g
X 

J 
i 

) 	Y 1 i 	, 	- gzi
J 	 , gi

Yj 	Z i 

Z11 - gl Z i 	Wi 	
g Wi 

), 

when a random number related to the second re- 

encryption key generation key is represented by n, a value 

10 based on the random number n and the system fixed value g 

is represented by g3, the value based on the random number 

n and the system fixed value g1 is represented by g4, the 

value based on the random number n and the system fixed 

value g2 is represented by g5 (where g3=g', 	g4=g1n, and 

15 g5=g2 ), and the second re-encryption key generation key is 

represented by rk3, 

rk3---= (X33 , Y5 j ) 

holds 	(where 

X3 i = g 3xil Y5i -g5Yi 

20 , 

when the plaintext data is represented by m (where 

mEGT), the random number related to the ciphertext data is 
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represented by r, a multiplicative group for the order p is 

represented by Zp, a time parameter showing a period of 

updating the re-encryption key is represented by L, and the 

ciphertext data is represented by Ci  (where the bilinear 

map e:GxG-4GT  is represented by e( 	, 	)), 	the ciphertext data 

C, contains C2X, 	C2Y, 	C2Z , 	C2Z1, 	C2F, 	C3 	(where 

v 	 r 	7 r 17 
C2X 	Air ,   C2y T- I li 1 	2Z = Lii 1 C2Z1 =Z1ir 7 

C2F,  - Fi(L)r  7  - m . 
 

C3 e(g4g51 g)r  

F.(L) , . wi = gL 	gii-kw. (L E Z;) 

), 

when three random numbers related to the re-encryption 

key are represented by 0, 	6x, 	ó„ an exponent related to 

the system fixed values g, g1  is represented by a, the 

exponent related to the system fixed values g, g2  is 

represented by p (where gi=g" and g2=e), and the re- 

encryption key is represented by RipL, 

Riji,---- (Ri3L1, RijL2 , Ri3 L3 , RijL4, Ri3 L,5) 

holds 	(where 

X3 
j+61)

+( 	ax 0) IX 	 i  xi  g  
ijiii — 	g3 ' g3  ) 

ir(Oyji-0) 
61  0\1/yi (5y 	 + ( + 

, n(L-Fitvi) 	_ 
Rij.L2 = (Y5j ' g3 ) g 	

Y?, 
J 	

=
1 
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Yi+ ) 

Rij.L3= (X3j ' Y5j *g3 ) 
0\1/Zi 

— g 	z i 

xi  b., 	yi 6,y 	ayi 6y _ 
Rij.L4 	9 	1 	jL5 - gl 	= g 

), 

when the re-encrypted data is represented by C3 	(where 

four random numbers are represented by s,t,k,h), the re- 

5 	encrypted data Cj contains data C2x", 	C2Y", 	C2 	i, C2n", 

C2F ' ' , 	C5x, 	C5y, 	C5Z , C5FX, 	C5FY, 	C3 	(where 

C211x C2X8 = xi
rs 

1 
 

--= 

C" 
t C2y -v- 	rt 	/1 

ii 	2Z ...i 
k 	r-7  

= C2Z 	7.---  
rk 

) 2y = =- .. . 	i 

ritt 	 k 
k-12Z1 = C2Z1 

k 
L1 it  7 

C211F 10 C2Fh 
14,  

1  
i(L\rh 

) 

1 	 1 1 

=- =  

C5x =Rills 7 C5Y 	Rij.L2 i  7 C5Z = RijL31;  7 
1 1 , 

C5FX 	RijL4 16  ) C5FY = RijL5 -1:  

), 	and 

the plaintext data m, 	the re-encrypted data Cj, and 

15 	the second private key skj  are related by 

1 	 1 

m 7- 0 u3 
il  e(CV -- ) C2z ).e(C5FX Cif  ) ) 	2F Yi fe(C5Z C"z ) ' e(C5FY C"  ) ) 	2 	1 	, 	2F 

u 
 . 

e(C5x, C2"x) \ 	e(C5y, C2y) 

12. 	A program executed by a processor of a re- 
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encryption device (40) to obtain re-encrypted data that can 

be decrypted by a second private key of a second user 

device after ciphertext data obtained by encrypting 

plaintext data by a first public key of a first user device 

5 is re-encrypted by a re-encryption key without decryption 

and stored in a non-transitory computer-readable storage 

medium (M4), 	the program comprising: 

a first program code causing the processor to perform 

processing (43) 	to write the re-encryption key generated by 

10 a re-encryption key generator in advance into a storage 

means (41) of the re-encryption device; and 

a second program code causing the processor to perform 

processing (44) 	to obtain the re-encrypted data by re-

encrypting the ciphertext data by the re-encryption key in 

15 the storage means without decrypting the ciphertext data, 

wherein 

the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

20 the first public key and a second public key corresponding 

to the second private key. 

13. 	A program executed by a processor of an 

encryption device (20) that generates ciphertext data for a 

re-encryption device (40) to obtain re-encrypted data that 

25 can be decrypted by a second private key of a second user 

device after the ciphertext data obtained by encrypting 

plaintext data by a first public key of a first user device 
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is re-encrypted by a re-encryption key without decryption 

and stored in a non-transitory computer-readable storage 

medium (M2), 	the program comprising: 

a first program code causing the processor to perform 

5 processing (22) 	to write the first public key into a 

storage means (21) of the encryption device; and 

a second program code causing the processor to perform 

processing (24) to obtain the ciphertext data by encrypting 

the plaintext data using the first public key in the 

10 storage means, wherein 

the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

the first public key and a second public key corresponding 

15 to the second private key. 

14. 	A program executed by a processor of a decryption 

device (50) 	that decrypts re-encrypted data after obtaining 

the re-encrypted data that can be decrypted by a second 

private key of a second user device after ciphertext data 

20 obtained by encrypting plaintext data by a first public key 

of a first user device is re-encrypted by a re-encryption 

device (40) based on a re-encryption key without decryption 

and stored in a non-transitory computer-readable storage 

medium (M5), 	the decryption device comprising: 

25 a first program code causing the processor to perform 

processing (53) to write the second private key into a 

storage means 	(51) of the decryption device; and 
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a second program code causing the processor to perform 

processing (54) to obtain the plaintext data by decrypting 

the re-encrypted data based on the second private key in 

the storage means, wherein 

5 the re-encryption key is generated based on a second 

re-encryption key generation key of the second user device 

that is different from a first private key corresponding to 

the first public key and a second public key corresponding 

to the second private key. 

10 15. 	A re-encryption key generator (30) 	that generates 

a re-encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a public key for encryption of a first user device is 

15 re-encrypted without decryption, the re-encryption key 

generator comprising: 

a first storage means 	(31) that stores a first private 

key corresponding to the public key for encryption; 

a second storage means 	(32) 	that stores public 

20 information for generating a re-encryption key 

corresponding to the second private key; 

a first random number generation means 	(36) that 

generates a first random number; and 

a re-encryption key generation means 	(34) 	that 

25 generates the re-encryption key based on the first private 

key, the public information for generating a re-encryption 

key, and the first random number. 
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16. The re-encryption key generator according to 

claim 15, wherein 

the re-encryption key generation means generates the 

re-encryption key based on the first private key, the 

5 public information for generating a re-encryption key, and 

the first random number independently of ciphertext data 

before re-encryption. 

17. The re-encryption key generator according to 

claim 15, wherein 

10 the public key for encryption is generated based on 

the first private key and a plurality of system fixed 

values and 

the public information for generating a re-encryption 

key is generated based on the second private key and the 

15 plurality of system fixed values. 

18. The re-encryption key generator according to 

claim 16, wherein 

when the first private key is represented by 

ski=(xl,yi,z1), 	the second private key is represented by 

20 ski=(xj,yi, 	), 	the first random number is represented by y, 

the plurality of system fixed values are represented by g, 

g1, 	g2, 	g3, 	g4 	(where g,gi,g2,g3,g4eG when bilinear map 

groups as groups of an order p for which a bilinear map 

e:GxG,GT  exists are represented by G, GT), 	exponents 

25 related to the system fixed values are represented by (1, 	p, 

(where gi ga, 	g2=g, 	g3=g, and g4=ga , 	and the re- 

encryption key is represented by Rij 
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(Rii 	.21 Ri j3) 
holds 	(where 

.)C. + y J 	 &;+l 	 4 J  .+ fly J. + y 

R ij 1 = g 	Xi 	R 	2- 	Y i 	 z 1  . 

	

,R 	2 ..® 
 k_J 	ip - g 

), 

5 	 when the public key for encryption of the first user 

device is represented by pk, 

)9ki ® ( Y  11 	ii , 
holds (where 

Xi 	
z 
i 	 z1 . 

Y 	lei  Z 	 Z — 	 _____ g 	- 1 . g 	, 	11 	_,1 	, 	i 	, 	1i 	g1 

10 	), 

when the public information for generating a re- 

encryption key corresponding to the first private key is 

represented by pli, 

pi 	(x 3 , 21 ) 
15 	 holds (where 

x 
Y 	elr Yi ‘... 	- 3 	, 	2i 	2 

), 

when the public key for encryption of the second user 

device is represented by pkj, 
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• li 	j, 	i 

holds (where 

z. J 	 i 	
Z. e-ri 

, li 	
' 	1 	61  

), 

5 	 when the public information for generating a re- 

encryption key corresponding to the second private key is 

represented by pij, 

Pi  
Y ) (x3 

 i 	 1 , 	21  

holds (where 

• i 	

........ 	Y i 
3 	3 

X i  

	

a 	...... 	g 2  
0 	

j 	, 	2 

), 

when the plaintext data is represented by m (where 

mEGT), 	a second random number is represented by r, and the 

ciphertext data is represented by Cl  (where the bilinear 

5 	map e:GxG,GT  is represented by e(g,h)(where g, 	heG)), 

Ci= (C2x, C2y, C2Z / C2Z1 i C3 ) 

holds (where 

C 2X Xi 9 Cr 	-Yr 	Z 2Y — li ,C 2Z --Z i 9C 2Z1 	li,C 3 —4g2g49g) *M  

) 	, 

0 	 when the re-encrypted data is represented by C3 	(where 

third to fifth random numbers are represented by s,t,k), 
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Ci= (C2x 	, C2 	' , C2 Z' ' , C2 Z1' 1 , C5X , C5Y, C5Z,C3) 

holds 	(where 

	

" 	 3 	-rs  

	

C2 	C2X = X X 	 2 1 

C 2T — 
t _ v yt C2y — .i li  , 

1-11, 	k 	7  rk 
C2Z — GJi 7  `--12Z — 

5 
f-fli 
u2Z1 = C2Z1k 	Lli

r 
 -_ k 

9 

1 1 
C5X = Rijl s  Rij2 t  2j3 ) 	5Y ) 	5Z 

), 	and 

the plaintext data m, the re-encrypted data Cj, and 

10 the second private key skj  are related by 

1 

( e(C5Z7 C2"Z) \ Vi e(C5Z)  C2"Z1)\ Xj 

771 = C3 I ! 
e( n 

 
\(..i5x ) C2/I  x) 1 e(C5y,C2lly) i 

19. 	A re-encryption device (40) capable of 

communicating with a re-encryption key generator (30) that 

generates a re-encryption key to obtain re-encrypted data 

15 that can be decrypted by a second private key of a second 

user device after ciphertext data obtained by encrypting 

plaintext data by a public key for encryption of a first 

user device is re-encrypted without decryption, the re- 

encryption device comprising: 

20 a storage means 	(41) 	that stores the re-encryption key 

received from the re-encryption key generator; 

a re-encryption means (44) that obtains the re- 
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encrypted data by re-encrypting the ciphertext received 

from the first user device without decryption by the re-

encryption key in the storage means; and 

a means 	(43) 	that transmits the obtained re-encrypted 

5 data to the second user device, wherein 

the re-encryption key is generated based on a first 

private key corresponding to the public key for encryption, 

public information for generating a re-encryption key 

corresponding to the second private key, and a first random 

10 number generated by the re-encryption key generator. 

20. The re-encryption device according to claim 19, 

wherein 

the re-encryption key is generated independently of 

the ciphertext data before re-encryption. 

15 21. A program executed by a processor of a re- 

encryption key generator (30) 	that generates a re-

encryption key to obtain re-encrypted data that can be 

decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

20 by a public key for encryption of a first user device is 

re-encrypted without decryption and stored in a non- 

transitory computer-readable storage medium (M3), 	the 

program comprising: 

a first program code causing the processor to perform 

25 processing to write a first private key corresponding to 

the public key for encryption into a first storage means 

(31) of the re-encryption key generator; 
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a second program code causing the processor to perform 

the processing to write public information for generating a 

re-encryption key corresponding to the second private key 

into a second storage means (32) of the re-encryption key 

5 generator; 

a third program code causing the processor to perform 

processing (36) 	to generate a first random number; and 

a fourth program code causing the processor to perform 

processing (34) 	to generate the re-encryption key based on 

10 the first private key, the public information for 

generating a re-encryption key, and the first random number. 

22. The program according to claim 21, wherein 

the processor is caused to perform the processing to 

generate the re-encryption key independently of the 

15 ciphertext data before re-encryption. 

23. A program executed by a processor of a re- 

encryption device (40) 	capable of communicating with a re-

encryption key generator (30) that generates a re-

encryption key to obtain re-encrypted data that can be 

20 decrypted by a second private key of a second user device 

after ciphertext data obtained by encrypting plaintext data 

by a public key for encryption of a first user device is 

re-encrypted without decryption and stored in a non-

transitory computer-readable storage medium, the program 

25 comprising: 

a first program code causing the processor to perform 

processing to write the re-encryption key received from the 
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re-encryption key generator into a storage means 	(41) of 

the re-encryption device; 

a second program code causing the processor to perform 

processing (44) to obtain the re-encrypted data by re- 

5 encrypting the ciphertext data received from the first user 

device by the re-encryption key in the storage means 

without decryption; and 

a third program code causing the processor to perform 

processing (43) 	to transmit the obtained re-encrypted data 

10 to the second user device, wherein 

the re-encryption key is generated based on a first 

private key corresponding to the public key for encryption, 

public information for generating a second re-encryption 

key corresponding to the second private key, and a first 

15 random number generated by the re-encryption key generator. 

24. 	A program executed by a processor of an 

encryption device (20) 	capable of communicating with a re-

encryption device (40) that uses a re-encryption key to 

obtain re-encrypted data that can be decrypted by a second 

20 private key of a second user device after ciphertext data 

obtained by encrypting plaintext data by a public key for 

encryption of a first user device is re-encrypted without 

decryption and stored in a non-transitory computer-readable 

storage medium (M2), the program comprising: 

25 a first program code causing the processor to perform 

processing (22) to write the public key for encryption into 

a storage means 	(21) of the encryption device; 
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a second program code causing the processor to perform 

processing (24) to obtain the ciphertext data by encrypting 

the plaintext data using the public key for encryption in 

the storage means; and 

5 

10 

a third program code causing the processor to perform 

processing (22) to transmit the obtained ciphertext data to 

the re-encryption device, wherein 

the re-encryption key is generated based on a first 

private key corresponding to the public key for encryption, 

public information for generating a re-encryption key 

corresponding to the second private key, and a first random 

number generated by a re-encryption key generator that 

generates the re-encryption key. 

25. 	A program executed by a processor of a decryption 

15 device (50) 	that decrypts re-encrypted data obtained from 

the re-encryption device after obtaining the re-encrypted 

data that can be decrypted by a second private key of a 

second user device after ciphertext data obtained by 

encrypting plaintext data by a public key for encryption of 

20 a first user device is re-encrypted by a re-encryption 

device (40) based on a re-encryption key without decryption 

and stored in a non-transitory computer-readable storage 

medium (M5), 	the program comprising: 

a first program code causing the processor to perform 

25 processing (53) 	to write the second private key into a 

storage means (51) of the decryption device; and 

a second program code causing the processor to perform 
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processing (54) to obtain the plaintext data by decrypting 

the re-encrypted data based on the second private key in 

the storage means after receiving the re-encrypted data 

from the re-encryption device, wherein 

5 the re-encryption key is generated based on a first 

private key corresponding to the public key for encryption, 

public information for generating a re-encryption key 

corresponding to the second private key, and a first random 

number generated by a re-encryption key generator that 

10 generates the re-encryption key. 

26. 	The program according to any one of claims 23 to 

25, wherein 

the re-encryption key is generated independently of  

the ciphertext data before re-encryption. 

15 




