Claims

1. A method of obtaining digitally signed data, the method comprising:- sending first data from at
least one of a plurality of first participants to at least one second participant, wherein said first
data is based on second data accessible to at least one said first participant, and wherein said
second data is inaccessible to the or each said second participant;

receiving, from at least one said second participant, a digital signature (S,) of said first data; and

processing said digital signature (S;) of said first data, by a plurality of said first participants, to
provide shares of a digital signature (S) of said second data, wherein said digital signature (S) of
said second data is accessible by means of a threshold number of said shares and is
inaccessible to less than said threshold number of shares.

2. A method according to claim 1, wherein each said share of said digital signature (S) of said
second data includes shares of a plurality of first secret values (A4, Ay) shared among a plurality
of said first participants by means of joint random secret sharing (JRSS).

3. A method according to claim 2, wherein each said share of said digital signature (S) of said
second data includes at least one first masking share, shared among said plurality of first
participants by means of joint zero secret sharing (JZSS).

4. A method according to any one of the preceding claims, wherein said first data is generated by
means of shares of said first data such that said first data is accessible by means of a threshold
number of said shares and is inaccessible to less than said threshold number of shares.

5. A method according to claim 4, wherein each said share of said first data includes shares of a
plurality of said first secret values (A4, An) shared among said plurality of said first participants by
means of joint random secret sharing (JRSS).

6. A method according to claim 5, wherein each said share of said first data includes at least one
second masking share, shared among said plurality of first participants by means of joint zero
secret sharing (JZSS).

7. A method according to any one of the preceding claims, further comprising

receiving, from at least one said second patrticipant, third data based on said second secret
values.

8. A method according to any one of the preceding claims, wherein the digital

signature (S,) of the first data is generated by means of shares of said digital signature (S;) of
said first data, shared among a plurality of said second participants, wherein said digital
signature (S,) of said first data is accessible by means of a threshold number of said shares and
is inaccessible to less than said threshold number of said shares.
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9. A method according to claim 8, wherein each said share of said digital signature (S;) of said
first data includes shares of a plurality of second secret values (B, By;), shared among a plurality
of said second participants by means of joint random secret sharing (JRSS).

10. A method according to claim 9, wherein each said share of said digital signature (S;) of said
first data includes at least one third masking share, shared among said plurality of said second
participants by means of joint zero secret sharing (JZSS).

11. A method according to any one of the preceding claims, wherein the second data is a
message.

12. A method according to any one of claims 1 to 10, wherein the second data is a hash value of
a message.

13. A method according to any one of the preceding claims, wherein the first data is a blockchain
transaction.

14. A method according to any one of the preceding claims, wherein at least one said digital
signature (S;, S) is based on a cryptography system having a homomorphic property.

15. A method according to claim 14, wherein at least one said digital signature (S;, S) is based
on an elliptic curve cryptography system.

16. A computer-implemented system (2600) comprising:
a processor (2602); and

memory (2618, 2620) including executable instructions that, as a result of execution by the
processor, causes the system to perform any embodiment of the computer- implemented method
as claimed in any of claims 1 to 15.

17. A non-transitory computer-readable storage medium having stored thereon

executable instructions that, as a result of being executed by a processor of a computer system,
cause the computer system to at least perform an embodiment of the method as claimed in any
of claims 1 to 15.



