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INVENTORY MANAGEMENT SYSTEM AND METHOD OF USE
DESCRIPTION

Cross-Reference to Related Applications

{oo0il This appication daims bhenefit of priority 1o U5, Provisional Patent
Application No. 82/068,506 filed on October 24, 2014 the entirety of which is hereby

incorporated by reference harain,

Fleld

A

{0002} The present disclosure is generally related inventary management, and wore

particularly is related to inventory management using a secuved enclosure,

Background

IR Currently, radio freguency identification {RFD) tachnology i widsly used for
tracking products and for monitoring usefud information regarding products. For example,
information regarding products can be gathered from storage facilities, including restocking
neads, inventory, tracking of products, or determining when reordering products is nesded.
Accurate inventory visibility is critical to optimizing business management processes and
reducing unnecessary losses stemrming from poor customer service and product availability.
RFID s potentially the most powsrhul technology for managing inventory becguse of it
ability 1o reduce the time it takes 1o perform inventory, thereby providing enterprizes with
real time visibility into the products on the shelves. Iy some cases, inventory tracking is
accomplished using enclosures or otherwise protected areas enabled with RRID technology.
These ldnds of improvements in inventory time, allew RFIR users to take immediate
advantage to the frventory data and make reabtime decisions on stock avatlability. Data

gathered through real-time fventory is used not ondy to improve the customer experience



and increase sales, but also to streamline operations and reduce overall costs. It would be
advantageous to provide alternate systems and methods for such inventory management.
[0004] Thus, a heretofore unaddressed need exists in the industry to address the
aforementioned deficiencies and inadequacies.

SUMMARY

[0005] According to the present teachings, a computer-implemented method for
product management is disclosed. The method can comprise obtaining user identification
information from a user, wherein the user identification information is associated with a
financial account of the user; validating, by a processor, that the user identification
information is authentic based on registration information that was previously received;
providing a first access signal to a locking mechanism of a locking enclosure to unlock the
locking mechanism based on the validating, wherein the locking enclosure securely stores a
purchasable product; obtaining product identification information from a scan of a bar code
associated with the product; providing the product identification information that was
obtained to be rendered on a display; receiving an indication from the user that the product
identification information is correct; providing a second access signal to the locking
mechanism to lock the locking mechanism based on the indication that was received;
collecting the product identification information once the product identification information
has been identified as being correct; and providing the product identification information
that was collected to an inventory and/or fulfillment system to be used for product analysis
and/or resupply for the locking enclosure.

[0006] The method can further comprise obtaining order information for a user,
wherein the order information comprises one or more of: information related to the user,
information related to one or more products that the user wishes to purchase in an order.
The obtaining user identification information from the user can comprise scanning a badge
comprising a barcode that has been registered with the user or obtaining the user
identification information using RFID. The barcode can be a 1-dimensional barcode or a 2-

dimensional barcode. The obtaining product identification information from the scan of the



bar code associated with the product can comprise scanning the barcode with a barcode
reader.

[0007]

[0008] There is disclosed a computer-implemented method for product
management is disclosed. The method can comprise obtaining order information for a user,
wherein the order information comprises one or more of: information related to the user,
information related to one or products that the user wishes to purchase in an order;
obtaining user identification information from the user, wherein the identification code is
associated with a financial account of the user; obtaining order confirmation information
from a scan of a bar code or RFID associated with the order confirmation; providing a first
access signal to a locking mechanism of a locking enclosure to unlock the locking mechanism
based on the order confirmation information that was obtained; and providing a order
completion indication subsequent to the first access signal indicating that the order is
complete.

[0009] The method can further comprise validating, by a processor, that the user
identification information is authentic based on registration information that was previously
received. The method can further comprise obtaining product identification information
from a scan of a bar code associated with the product or through RFID. The method can
further comprise providing the product information that was obtained to be rendered on a

display. The method can further comprise receiving an indication from the user that the



product information is correct. The method can further comprise providing a second access
signal to the locking mechanism to lock the locking mechanism based on the indication that
was received.

[0010] According to the present teachings, a device is disclosed that can comprise at
least one processor; a memory containing instructions for execution by the at least one
processor, such that the instructions cause the processor to perform the method for
product management. The method can comprise obtaining user identification information
from a user, wherein the user identification information is associated with a financial
account of the user; validating, by a processor, that the user identification information is
authentic based on registration information that was previously received; providing a first
access signal to a locking mechanism of a locking enclosure to unlock the locking mechanism
based on the validating, wherein the locking enclosure securely stores a purchasable
product; obtaining product identification information from a scan of a bar code associated
with the product; providing the product identification information that was obtained to be
rendered on a display; receiving an indication from the user that the product identification
information is correct; providing a second access signal to the locking mechanism to lock the
locking mechanism based on the indication that was received; collecting the product
identification information once the product identification information has been identified as
being correct; and providing the product identification information that was collected to an
inventory and/or fulfillment system to be used for product analysis and/or resupply for the
locking enclosure.

[0011] The processor can be further operable to perform the method comprising
obtaining order information for a user, wherein the order information comprises one or
more of: information related to the user, information related to one or more products that
the user wishes to purchase in an order. The obtaining user identification information from
the user can comprise scanning a badge comprising a barcode that has been registered with
the user or through RFID. The obtaining product identification information from the scan of

the bar code associated with the product can comprise scanning the barcode with a barcode



reader.

[0012] Additional objects and advantages of the disclosure will be set forth in partin
the description which follows, and in part will be obvious from the description, or can be
learned by practice of the disclosure. The objects and advantages of the disclosure will be
realized and attained by means of the elements and combinations particularly pointed out
in the appended claims.

[0013] It is to be understood that both the foregoing general description and the
following detailed description are exemplary and explanatory only and are not restrictive of
the disclosure, as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0014] The accompanying drawings, which are incorporated in and constitute a part
of this specification, illustrate the present disclosure and together with the description,
serve to explain the principles of the present disclosure.

[0015] FIG. 1 illustrates an example system configuration of the kiosk, according the
present teachings.

[0016] FIGS. 2A — 21 illustrates example enclosures of the kiosk, according to the
present teachings.

[0017] FIG. 3 illustrates an example flow chart of the state of the enclosure,

according to the present teachings.
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{B018] FIG. 44 llustrates another exampls flow chart of the state of the enclosure,
according to the present teachings,
[oo1s FHG, 48 llustrates an example circult for condrofling the enclosura, according

o the prasent teachings.

jurehil FIG. 54 fustrate an example ordering process, according to the pressnt
teachings.

{oo2i} FIG. 5B illustrates ancther example prdering process, according to the
present teachings,

Do) Fi, 6 Hustrates ancther example prdering process, according to the present
teachings.

foge3) FIG. 7 ustrates another example ordering provess, according to the present
teachings.

{on24} FIG, 8 ilustrates an example computer system that can, in part, implement

the methods of FIG. & and 7, according to the present teachings.

DESCRIPTION
{023} Reference will now be made in detall to exemplary implementations of the

prasent disclosure, examples of which are fllustrated in the accompanying drawings,
Wherever possible, the same reference numbers will be used throughout the drawings to
refer to the same gr i‘skg parts. in the following desoription, reference is made 1o the
accompanying drawings that form 2 part thereof, and in which is show by way of
Hlustration specific exemplary implementations Iy which the present disclosure can he
practiced, These mplementations are described in sufficient detail to enable those skilled in
the art 1o practice the present disclosure and it 5 10 be understood that sther

&
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implementations can be utilized and that changes can be made without departing from the
seope of the present disclasure. The following description is, therafore, merely examplary,
{0028} in accordance with the present teachings, a kiosk or vending machinelike
device and a method of using the same are disclosed herein. FIG. 1 shows an example
configuration 100 of kiosk 105 that can b configured & a lockable enclosure, discussad
further below, that stores Hems 110a and 110b that are purchasable using the technigues
described herein, Hems 1102 and 110b can include an associated identification tag 115z and

el

118, respectively, such as a barcode or a radio-frequency {“RF”) tag, also called RFID or
RFID tag. User-interface 120 can be integral or coupled with kiosk 105 to provide a
mechanism in which a user can interact with kiosk 105, User-interface 120 can indude &
display {not shown) and an identification tag reader 135, such as a barcode reader. iterns
130 and/or 1300 can be removed from kiosk 105 and scanned with an identification tag
reader 125 or tracked using RFID during the purchass process. The display on user-interface
130 can display information related o the Bems being scanned or tracked 50 that the user
can have a visual confirmation that the Rems were scanned correctly. Riosk 105 can
communicate with an offsite component 135 through network 130 that can facilitate
functions, such as, order processing, inventory management, maimiegnance, or similar type
aperations.

{0827} Kigsk 105 can be configured to provide information, such as advertisements
and promations, on soreen 35 well as 1o users that travel within a given proxdmity through
thelr mabile éewites, such as smart phones or wobile computers. The information can be
provided by periadically pushing the information using internet communication protocols
that are known in the art. Additonally or alternatively, users can subscribe 1o recaive

updates from Kiosk 105,

e
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o028} Kiosk 105 can be configured as an enclosure with one or more seif-locking
doors, The one or more self-focking doors can be on an enclosure or on a side wall of an
area. The one or more seliflocking doors can include one or more locks, For example, kiosk
105 can include one of more separate self-locking doors with each seif-incking door having
its own tock. Bach self-incking door can secure one or more items, such as items 110a or
118, using s own lock. In some examples, the locks can be retrofitted into existing doors
or kivsk 105, The locks can be controlled by a common power source or hub that can be in
slectrical communication with kiosk 105 and/or any peripheral structures coupled to dosk
1035, such as display 1200 oy some examplss, ong or more of the locks can be unlocked for
the same time and for a pre-determined amount of time that can be specified by a control
systery and/or an authorired administrative entity. in some examples, sach lock can be
unlacked ndividually or iy selective sub-groups of the total locks for a particular Idosk 105,
Each fock can also be configured to have 3 manual override capabiiity. Iy some examples,
Kiosk 105 can be remotely monitored angd supporied by a remots or central administration
entity over 8 conununication network, wherein software updates may be communicated to
kosk 105 and kosk 105 may communicate relevant information 1o the remote or central
administration entity,

{0028} The ane or more focks can be engaged using a strike plats, wherein the sirtke
plate controls the locking of the door. For example, a switch can be located on the strike
plate and ¥ is the communication between the lock and the switch that controls the locking
of trﬁe door. The switch can be a magnetic switch, optical switeh, prassure switch or any
combination thersof or any other suitable switch, The strike plate can be located on the
enciosure if the lock is on the door. Alternatively, if the lock is located on the enclosure or

side-wall, the strike plate can be located o the door. Additionally, a sensor, or person
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present sensor, configured 1o detect the prasence of & user can be located on the dooror in
proximity to the enclosure, The lock can be engaged based on the state of the sensor. For
example, the parson prasent sensor can be a proximity sensor. For example, the door
nciudes a computer coupled to the door, wherein the computer can be configured o
control undocking of the door, The lock can be configured to aperate independent of the
computer controlted unlocking, such that regardiess of any signaling from the computer, the
enclosure can lock on s own without input from the computer, For example, the computer
could continuously send an unlock signal to the lock to keep the lock in an unlocked stats,
but such a signal can be overridden by the lock being in structural communication with the
strike plate structuve or by an indication of the sensor. For exarple, the strike plate can be
magnetic strike plate whereln @ magnetic switch is focated on the strike plate. For example,
the person prasent sansor can be selected from at lsast one of an ultrasonic sensor, &
motion sensor, @ proxintity sensor, a pressure sensitive mat, a Hght curtain, and radar. For
example, the lock can be an electrically-actuated fock,

{80301 ¥insk 105 can be configured as a product dispensing enclosurg comprising an
enclosure, a self locking door coupled to the enclosure, a lock for locking the selfdocking
door, and a sensor for detecting the presence of a yser, wherein the sensor i coupled to the
ok, For example, the enclosure can be & cabingt. The cabinet can have at least two, thres,
four, five or more sides or £an be a oylindrical cabinet. For sxample, the logk can be located
an the door. Alternatively, the tock -4~ can be located on the enclosure, For example, the
enciosure can further include 2 user authentication mechanism. The user authentéca;ﬁon
mechanism can be, for example purposes only, a badge reader including an antenna. The
badge reader can be an RFID reader or 8 2D barcode reader including an antenna for

reading ar RFID fag or 3 3D barcods. For exampde, the endosurs can includs 3 display
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scresn. The display screen can be o touch display screen configurad to provide at least one
of areess to the enclosure, displaving contents of the enclosure, or additional functionality.
a0 Kiosk 105 can be configured a3 an endlosure that can be used to store andfor
dispense products. The enclosure can be a cabinet with four sides, 3 top, and 2 bottom. For
gxampe, the cabinet can be oylindrical. For example, at least one of the four sides, the top,
or the hottom can be g door. For example, the enclosure is a refrigerator unit or 3 freezer.
For example, there can be more thay one door and there can be mors than ong Inck. For
example, the enclosure can be a cabinet. FIG. 24 shows a perspective of the enclosure 200,
For example, the enclosure 200 can have two sides 2043, 204b, a top 208, bottom, back
side, and a door 202, For example, the door 202 can be a half door or 3 window. For
example, the endosurs 200 can be oylindrical. For example, the endlosure can have a door
and two sides. For example, the enclosure can have more than two sides, for example,
three, four, five, or any other sultable number of sides, For example, the door can include 3
panel 208 with which the user can interact and can alse include a graphical user interface
08, Additionally, a handle 210 can be included on the door 202 of the enclosure 200, FIG.
28 shows the top 206 of an enclosure 205, FIG. 20 shows a perspective view of the
enclosure 200 form side 204b, FIG. 20 s a side view of the endlosure 200, FIG. 2E is 3 front
view of the enclosure 200, FIG. 2F is a bottom view of the enclosure, FIG. 3G i3 a view of the
gnclosure 200 from the other side. FIG. 3 shows 2 view of the front doar 202 of the
snclosure 200, As seen in FIG. 21, the door can include a paned 208, The panel 208 can have
sonye functionality, incloding providing communication to an RFID reader §§tated in the
door 202 of the enclosure 200, Additionally, the panel 208 can include a touch pad,
fingerprint reader, aye scanner, keyboard, ar any other sultable authentication mechanism.

Additionally, the panel 208 can include & soreen 209, such as a GUL The GU can enable the

10
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user Lo interact with the cabinst, such as for example, by sllowing the user to enter
information through a touch screen. For example, the cabinet can include manual fock that
is hidden behind a cover 213, For example, an authorized administrator can be able to
access by manual ook by removing or moving the lock cover 213, For example, the door 202
can also include a proximity sensor 211,

0oaz} For exanple, the enclosure can be used 1o store products. The products can
be tagged with electroniv tags, for exampls, bar codes, RFI tags, magnetic tags, or any
other sultable tag. The products can be inventoried manually or automatically by persannel
mainiaining the snclosura. For example, the products can be inventorisd by the enclosure
itself, The enclosurs can be equipped with an antenna for detecting an electric signal from a
tag on a product. For example, there can be more than one antenna, The antenna can be
ocated in the interior of the endosure. Altematively, the antenna can be located within the
door, such that ®ise’t directly exposed to the interior of the enclosure and to the interior
conditions of the enclosure,

{6033] i somye cases, products can be inventoried. The products can be bwentoried
ysing a tag associated with the product. For example, the product can be tagged with a bar
code or an RFD tag. For example, an electronic or magnetic $ag can be associated with a
product. Iy some cases, the electronic tag s an RFID tag. The tag can be located on the
product tself, To inventory the product, For example, alf tags can be scannad or activated or
pinged by the antenna. Once a product is removed, the product will no longer be scanned,
For example, the tag can be located o a shelfl For example, the tags can be shielded, and

canned. For example, the product can be tagged and placed on g

i3

anly exposed tags can be
metal shelf or some other material which blocks the tag from being read. Once the product

is picked up, the amtenna can then scan the tag associated with a product and determine

il
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which product s being removad from the cabinet. For example, the tag is located on the
shalf but the tag i shielded by the product. Once the product is removead from the shel, the
tag is then exposed and can be scanned to nventory the ftem rampved,

{0034] The enclosure can have one or more doors. For example, two doors can
provige bwo separate access paths 1o the interior of the enclosure. For exampgle, 3 sscand
door can be used fo view the interior of the cabinet without accessing the interior of the
enclosura, For example, where the enclosure s & refrigerator or a freszer, the second door
Can Serve 1o save energy by maintaining the temperaturs of the snclosure. The second door
can have a defrosting mechanism to prevent frost build up or fog. For exampls, the second
doar can be lockad. For example, the viewing door can be openad when access is granted,
for example on authentication of a valid user, A user could approach the enclosure, The user
can decide to preview the contents of the enclosure by opening the outer door, The ussr
can open the puter door and view the contents of the enclosure. i the user decides o
abtain something from the enclosurg, the user would then shut the outer dooy and
authenticate with the enclosure using, for exampls, a badgs or typing in 2 key code, 3o that
the outer door engages with the inner door. The cuter door can then enable the userto
ppen the door, The inner door can or can not be unlocked. i the inner door s unlocked, it
can still be difficult to open. Por example, the inner door can be held in place with magnets
but there can not be an easy way (o open the inner door. Once the inner and outer doors
are pperable ax a single unit, the opening of the outer door can facilitate the opening of the
inner daor. For examyde, the inner doaor is locked and ésnim:i(& with when the user
authenticates and the cuter door unlocks the inner door,

fonss) For example, the enclosurs can be opened using & hidden handie. The handie

or other means for manually opening the enclosure door can be rendered naccessible unti

12
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a usey is suthenticatad by means of & unique identifier such as an RFID card, magnetic stripe
card, Mometric 1D, or the like. Once authentication has taken place the user is given access

to the handle or other means for manuatly opening the enclosure. Since the door is never

ocked, it is oritical that the outside covering of the enclosure provide o features that a user
could grasp and use to open the door when the handle is hidden or inaccassible. For
exampls, the hidden handle of the endosure may not include any physical features on the
exterior of the enclosure that can e used to manually open the enclosure door when the
frandie is in a hidden state. For example, instead of the hidden handle, alternate
mechanisms by which the enclosure can be opened can be used, For sxample, 3 manual
release lever ar switch can be present spmewhere on the enclosure. Once the user has
finished at the endlosure, the handle can be hiddern automatically, Alternatively, the user
can indicate 1o the enclosure that the wser no longer needs to access the enclosure, and the
handie can be hidden once that indication has been made. For example, the door itself has
1o bandis, Located within the vicinity of the enclosure can be a handle dispenser. The user
could provide some kind of node or authentication mechanism to the handle dispenser
fnddicating that the user is an authorized user. The handle dispenser would then dispense the
handie. The user would then attach the handie 10 the door by some machanism, for
axample, by suction or magnets or a mechanical structure for attaching the handie to the
door, Whatever attachment mechaniam is used, the attachment of the handle can be
revarsible. Tha handle would then provide the user with 8 method of opening the door, For
axample, the door can be locked and the ha;:die can include a key siot for unlocking the
door. Alternately the handle can include a key pad or other mechanism for entering a code,
The handle could then communicate with a locking mechanism wirelessly. Onee the useris

dorsz, the user would then disengage the handle from the enslosure and return the handls

Lhd
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1o the handle dispenser. For example, returning the handle 1o the dispenser would
complets a transaction and pereit the cabinet to inventory product.

{00386] For example, the cabinet can have openings that allow & user to reach in
physical grasp the product that thay are interested. For exaraple, the user can remove the
proguct through the openings. For example, the user ran manipulate the produci to a
secand doar or opening through which the product can be removed. For exampls, the
gating feature which would allow the user to grab a produst can be locked iy that a hand
could not be inserted through the opeaing. For example, the exit door could be locked, The
user may have to suthenticats in order to gain access to the interior of the cabinet.

86371 Far example, the door can include a programmable lock. For example, the
programmable lock & interfaced with 3 computer whersin the computer controls the code
needed to be entered to the lock to enable uniocking, For example, a user can authenticats
with the enclosure or can, siternatively, iog in to an online portal. I order to acoess the
enclosure, at some point during 3 transaction, gither the onling portal or enclosure Hself can
display a randomly generated code sequence, When the user is ready to access the
enclosure, the user can then take the code sequence and snter the code into the lock to
unlock the cabinet. With each usags, the computer can change the code so that no two
sequential codes are the same.

{0038} Far example, the enclosure can be locked. The cabinet can be locked wsing 5
key lock. For sxtampile 3 user would be glven a key for use with the snclosure. An electronic
tag, such as an RFAD tag, can be af%ixe& to or smbedded on the key. A detector lotated in
proximity to the enclosure would be able to read the tag and therely identify the user. For
pxample, the tag can be assaciated to a defaull user account. For example, the enclosure

ran be locked with an electronic locking system that can be unlocked using a computer in

id
i
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communication with a key pad, ey code, elecironic badge reader, or any other suitable
mechanism for allowing 8 user to change account information, profile information, or any
other sultable information.

(0039} For example, the cabinet can remain unlocked, The cabinet can be equipped
with an alavm, i any unauthorized used opens the cabinet withoot authenticating, an alanm
can sound. The alarm can be deactivated wher the door i clossrd. For example, an alarm
can sound if the door is left open.

Boan] For example, the door can be lockable. The deor can be locked and unlocked
using a manual key. For exampls, the door can be locked and unlocked using 3 computsr.
The door can be unlocked after 3 user presents a key code, RFID badge, magnetic swipe
card, oredit card, fingerpring, retinal scan, or any other suitabls mechanism for unlocking the
gdoor, I an authorized user has presented a suitable mechanism for undocking the door, the
computer can then controd the unlocking of the locked door. For example, a code can be
entered 1o uniock the door, For example, this code can remain the same. For example, the
code can be a randomly generated number that changes each time a user authenticates
such that the same number can not be used twice in 3 row,

o041 For sxample, the computer controls the locking of the door, For sxample, the
door locks independently from the computer and is therefore not controfled by the
computer, For exampls, the lock can work on a fixed delay, The computer can send an
unfock cormmand to the door lock to unloack the door. At such time, a timer can be initiated
by this uniock aommam& so thiat the lock engages after a fixed time peariod i the door s net
opened. For exampls, the lock can engage without using a fixed delay. # the door is opensd
hefore the fixed time period expires, then the timer can be ignored and the lock can remain

in an unlocked state unti the door is closed. For exarmple, the timer holds the ook in the
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open position; however, oncs the door is closed a sirtke plate can force the fock to engage
regariiess of whether the door is closed. For example, the presence of the user is sensed by
g sensar on the enclosure during the time interval between when the computer sends the
uniock command and the user opens the door. & proximity sensor could be used {0 sense
the presence of the user and hold the lock opern untif the door is opened. i the user walks
away without opening the door, the lock can engage based o1 the state of the proximity
sgnsor, For example, the enclosure can b positioned on a weight sensor pad or a waight
sgnsor pad can be placed in front of the enclosure, The waight sensor pad can sense
whether someone is present in front of the enclosure based on weight, Once the user jeaves
the weight pad, the sensor notes the shsence of the user and causes the lock 1o engage.
{0043} & state flow chart is shown in FIG. 3. For example, the enclosura can have
thres states. The first state van be a locked dosed stage. The door to the enclosure or
cabinet s closed and the lock is engaged such that the door cannot be opensad. The second
state of the cabinet is the lock opery but door s closed state. In this state, the computer has
issued a command to unlock the door but the door s never opened. A mechanism or circuid
in the lock can keap the lock in the opened state. Additionally, a state input can be provided
o the lock which input can indicate that the useris at the enclosure, thereby maintaining
the lock in an open state. For example, the presence of a user detected by & proximity
senser can send an unjock signal state. The last state of the enclosure isthe lock is in an
open state and the door has been opened. In this state the user has openad the door.
{0043] For exampde, the cabinet or enclosure can include an electricaliy-actuated
deadbolt fock with 3 magnetic switch or release machanisn As long as the requisite voltage
is apphed to the actuator input the deadbolt is kept in the withdrawy position, unfocking the

doar, if the voltage is removed while the door is in the closed position, 2 magnet inthe
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strike plate releases the deadbolt and the door locks. i the door s opened and the voltage
subsaguently remaoved, the deadbolt remains in the withdrawn position until the lock
mechaniam sees the magnet in the strike plate when the door is dosed again. Therefore, the
fock remains completely indepandent from computer control. Therefore, a different
mechanism can be used 1o maintain the unlocked state.

fans4] For exampde, 2 user approaches an enclosurs, The detection of the pressnce
of the user by the detector makes the putput of the detector go high. if the enclosure door
is closed, the door open signal will be low, the output of the inverter will be high, and the
output of the AND gate will be high.

{0045] When an unlock command is sent from the computer, the high output of the
AND gate will be docked into the flip-flop resulting in voltage being deliverad to the fock
mechanios which then retracts the dead bolt, unlocking the enclosure. if either the door is
opened or the user gresent detector senses that the user is no longer near the enclosure,
the output of the AND gate goss low, resetting the flip-flop which turns off the voltage 1o
the ook mechanics, A flow chart for this is shown in FIG. 44 and a schematic cirqult Tor this
approach i shown in FIG, 4B,

{0046} FHG, 54 shows an example ordering process, according to the present
teachings. At 505, a user scans a badgs, with a barcods, with a barcode reader or RFID tag
associated with & user interface that is assodiated with kiosk 105, Alternatively, the user can
gnter a logly identification. Once the badge or login identification has besn successfully
ver%%ﬁad, kiosk 10% unlocks at 510, At 515, the user can remove an item from kiosk 105 and
sean the barcode on the fem with a barcode reader or RFID tag associated with kiosk 105
Alternatively, the user can manually key in & product code assoniated with the item if the

usar is unable to scan the Bem. & visual indication of the scanned item can be displaced on 8
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display of the user interface of kiosk 105, &% 324, the user can confirmy the order on the user
interface. For example, an icon can be displayed on the user interface and the user can
touch the icon or activate s button associated with the icon to confivm the arder.

jang 7l FIG, 58 shows an example business-to-business ordering procass, according
10 the presant teachings, AL 525, a user can fog onto a website associated with kiosk 105
angd place an order. At the kiosk site, the same user or another user on ﬁeha%{cf which the
order was made, can scan a badge at a barcode reader or RFID tag associsted with kosk 105
0 verify the identity of the user at 530, At 535, the ussrcanscan abarcode or RFiD tag on 2
receipt o order confirmation that may be printed at the time of ordering. if the scan or the
receipt or order confirmation is successfud, Kipsk 105 can undock at 5480 The user ¢can
complete the order {unjock doors} using an user-interface associated with kiosk 105 at 545,
{0048} iz, 6 is an example computer-implemeanted method for product
management in accordance with the present teachings. The method begins at 600, At 605,
user identification information can be obtained from a user. The identification code can be
associated with a financial accoumt of the user. For example, the user identification
information can be obtained from the user by scanning a badge comprising a barcode that
has been registered with the user, using an RFID tag, and/or entering a user identification
information.

{0048] At 610, the identification information can be validated as authentic, by a
processor, Based on registration information that was proviously recetvaed, AL 615, a first
aceess signal can be provided to a locking mechanism of a locking enclosure to uni@c& the
fncking mechanism based on the validating, wherein the locking enclosure securely stores a
purchasable product. A1 820, product identification Information can be obtained from a

scan of 3 bar code or 3 universal product code PUPCT) associated with the product, a RFID
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tag, or by manual entry of a product identification. For example, the barcode or UPC can be
2 38, 20, or an s-dimensiona! barcode. The product idemtification information can be
obtained from the scan of the bar code gssaciated with the product by scanning the barcode
with 2 barcode reader or usivg a RFID tag.

foasgl Ay 625, the product information that was ohitained can bie provided to be
rendersd on a display. 81 830, an indication can be received from the user that the product
information is correct. The product information can be collected pnce the produnt
information has been identified as being carrect, The product information that was
collected can be provided to an inventory andfor fulfiliment system to be used for groduct
analysis and/or resupply for the locking endlosure. At 635, a second access signal can be
provided to the locking mechanism to lock the {ocking mechanismy basad on the indication
that was received. At 840, the process can end.

{0051} FIG. 7 shows an exvample computer-implemented method for produst
management in accordance with the present teachings. The method can bhagin at 705, At
718, srder information can be obtainsd for 2 wier. The order information can comprise png
or more of: information related to the user, information related to one or products that the
user wishas to purchase in an order. The order information can be obtained using, for
axample, a bar code or an RFID tag.

{0052} At 715, user identification information can be obtained from & user using, for
gxample, a bar code or an RFD tag. The identification code can be associated with a
financial account of the user, The user identification information can be validated as
authentic, by 2 processor, bassd on registration ifformation that was previouwsly received.
AL 720, order confiemation information can be obtained from a scan of a bar code

associated with the order confirmation or through an RFID tag. &1 735, a first access signat
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can be provided 1o a locking mechanism of & locking enclosure to unlock the locking
mechanism based on the order confirmation information that was oblained. Froduct
identification information can be obtained from a scan of 8 bar code, an BFID tag, or a
universal product code (“UPTT) associated with the product, For example, the barcode or
UPC can be a 3-D, 2-B, or an nedimensional bareode. The product identification information
can bie obtained from the stan of the bar code associated with the product by scanaing the
barcode with a barcode reader. The product information that was obisined can he provided
1o be rendered on g display for visual confirmation. An indization can be received from the
user confirming that the product information is correct.

{80531 A 730, an order completion indication can be provided subsequent to the
first access signal indicating that the order s complete. A second access signal can be
provided (o the locking mechanism to lock the locking mechanism basad on the indication
that was received. The method can end at 735,

{00543 FIG. B tlustrates a computer systam 700 that is consistant with
implementations of the present disclosure 1o execute, for example, the method of FIGS. 6
and 7. The computer systens 800 can be implemented in various computer systems, such as
a pevsonal comyputer, a server, a workstation, an embsdded system, a distributed system, a
multifunition device, of a combination thersof, The processes described herein can be
implementad as 2 computer prograr. The computer program can exist in a variety of forms
both active and inactive, For example, the computer program can exist as software
programis) comprized of program instructions in source code, aﬁject code, executable code
or other formats, firmware program{s), or hardware description language {(HDL} files, Any of

the ahove can be embodied on a computer readable medium, which include storage
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dovices, in comprassed or uncompressed form, Examples of the components that can be
included i system 800 will now be deseribed,

{00551 As shown, system 800 can include at least one processor 802, inputfoutput
devices 816, and may include a keyboard, a pointing device {e.g., a mouse, a touchpad, and
the ltke}, a display adapter 819 and display 820, main meamuory 806, network adapter 822,
removable storage device 812, exiernal removable storage device 814, and a storage device
808 including hard disk drive 810 and removabile storage device 812, Storage device R08 can
comprise, for example, RAM, ROM, flash memory, EEPROM, CD-ROM or ather optical disk
storage, magnetic disk storage or other magnetic storage devices, of any other medium that
can be used to carry or store desired program code in the form of instructions or data
structures and that can be accessed by a computer. System 800 can also be provided with
additional inputfoutput devices, such as 2 printer {not showrd, The warious components of
system 800 communicate through a system bus 804 or similar architecture. In addition,

stem 00 can include an operating system {05] that resides in memory 80& during

operation. One skilled in the art will recognize that system 800 can include atdtiple
processors. For example, system B00 can indlude multiple copias of the same processor.
Afternatively, system 800 can include a heterogeneous mix of various types of processors,
For example, system 800 can use one processor as a primary processor and other
DYOCRSSONS A% Co-processors. For another exarnple, syatem 800 can include ane or more
multi-core processors and one or more single core processors. Thus, system 800 can include
any number of sxecution cores aovess a set of provessors. One skifled in the art will alse
recpgnize that other components and peripherals can be included in systern 800,

{00581 Main memory 806 serves as a primary storage ares of systen 800 and holds

data that is actively used by applications running on processor 802, One skilled in the art will
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recognize that apglcations are software programs that each contains a set of computsry
nstructions for instructing system 800 1o parform a set of specific tasks during runtime, and
that the term “applications” can be used interchangeably with application software,
application programs, device drivers, and/or programs in accordance with embodiments of
the presant teachings. Memory 808 can be implemented a3 & random 3UCEss memary or
other forms of memory s described below, which are well knowr to those skilled in the art.

{0057 08 is an integrated collection of routines and Instructions that are
reaponsible for the divect contrnl and management of hardware in system 800 and system
pperations. Additionally, 08 provides a foundation upon which to run application software
arud device drivers. For example, 085 can perform services, such as resource allocation,
scheduling, input/output contrel, and memory management. 08 can be predominantly
software, but can also contain partial or complets hardware implementations and firmware,
Well known examples of operating systems that are consistent with the principles of the
prasent teachings include MICROSGFT WINDOWS {e.g., WINDOWS CE, WINDODWS NT,
WINDOWS 2000, WINDOWS XP, WINDCWS VISTA, WINDOWS VISTA, WINDOWS 7, and
WINDOWS 8], MAC (05, 105, LINUX {e.g., Arch Linus, Chroamium 08, Debian including
Ubunty, Fedors incdluding Red Hat Enterprise Linwe, Genton, openSUSE, Android and
Slackwarel, UNIK, QRACLE SGLARIS, OPEN VMY, and 1BM AlX.

{00581 The foregoing description is Hlustrative, and variations in configuration and
implementation can cccur 1o persons skilled iy the art. For instance, the variows Hlustrative
togics, logical blocks, modules, and cirouits éegcribed in connaction with the embodiments
disclosed herain can be implemented or performsd with a ganeral purpose processor {8.¢.,
processor 8021, 5 digital signal processor {DSF), an application specific integrated ciroult

{ASHKCY, & field programmable gate array {FPGA] or other progravmable logic devics, diserste

foud
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gate or transistor logie, diserete hardware components, or any combination thereof
designed to perform the functions desoribed herain. A gensrabpurpose processor can be a
niicroprocassor, but, in the alternative, the procassor can be any conventional processor,
controfler, microcontroller, or state machine, A processor can abio be implemented as @
combination of computing devices, e.g., a combination of a DEP and a micropracessor, 3
plurality of miCroprocessors, Ong O Mors MICroprocessors in conjunciion with s DSP core,
or any other such configuration,

00581 In one or more exemplary embodiments, the functions described can be
fnplementad in hardware, software, firmware, or any combination thereof, For a software
implementation, the technigues described herain can be implemented with modules {e.g,
procadures, funcgons, subprograms, programs, routings, subroutines, modules, software
packages, clasaes, and 50 on} that perform the functions desoribed hersin, & module can be
coupled to another module or a hardware circult by passing andfor receiving information,
data, srguments, parameters, or memory contents. information, arguments, paramasters,
data, or the ke can be passed, forwarded, or fransmitted using any suitable means
including memory sharing, message passing, token passing, network transmission, and the
fike. The software codes can be stored in memory units and executed by processors. The
memaory unit can be implemented within the processor or external to the processor, in
which casg it an be communicatively coupled to the processor via various means as is
know in ths art,

[ona8] i implemented n software, the functions can be storad on or transmitted
over a computer-readable medium as one or niore instructions or code. Computer-readable
media includes both tangible, nontransitory computer storage media and communication

redia including any medium that facilitates transfer of & computer program from one place
O
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to another, A storage media can be any avallable tangible, non-transitory media that can be
accessed by a computer, By way of example, and not limitation, such tangible, non-
ransitory computer-readable media can comprise RAM, ROM, flash memary, EEPROM, (T~
ROM or other pptical disk storage, magnetic disk storage or other magnetic storage devives,
or any other medium that can be used (o carry or store desived grogram code in the form of
instructions or data structures and that can be accessed by 8 computer. Disk and dise, as
used hereln, ncludes CD, laser dise, optical dise, DVD, floppy disk and Blu-ray disc where
disks usually reproduce data magnetically, while discs reproduce data optically with lasers.
Alzso, any connection is properly termed a computer-readable medium. For example, i the
software is transmitted from a website, server, or other remote source using 3 coaxial cable,
fiber optic cable, twisted pair, digital subscriber line {DSL], or wireless technologies such as
infrared, radio, and microwave, then the coaxial cable, fiber optic cable, bwisted palr, DSL, or
wireless technologies such as infrared, radip, and microwave are included in the definition
of medivm. Combinations of the above should also be ingluded within the scope of
computer-readable media,

[0081]  Notwithstanding that the numerical ranges and parameters setting forth
the broad scope of the disclosure are spproximations, the numerical values set forth inthe
spacific examples are reported as precisely a3 possible. Any numerical value, however,
inherently contains certain errors necessarily resulting from the standard deviation found in
thelr respective testing measurements, Moreover, all ranges disclosed herein are to bie
understood to encompass any and all sub-ranges subsumed therein. For example, a range of
"less than 107 can include any and all sub-ranges betwsen {and including) the minimum
value of zevo and the maximum value of 10, that is, any and all sub-ranges having 3

minimum value of equal 1o or greater than zevo and & maxinium value of equat to or fess
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than 10, a.g, 1 t0 5. In certain cases, the numaerical values as stated for the parameter can
fake on negative valuses, In this case, the example value of range stated as “less that 107 can
assume negative values, e.g. ~ 1, -2, -3, - 10, -20, -3, sio.

{00631 While the teachings have been deseribed with reference to the exemplary
embadiments thereof, those skilled in the art will be able to make various modifications i
the described embodiments without departing from the true spirit and scope. The terms
and descriptions used herein are set forth by way of lHustration only and are not meant &
Hmitations, In particular, although the method has been described by examples, the steps of
the method may be performed in 3 different order than illustrated or simultaneoushy.
Furthermors, fo the extent that the terms “including”, “includes”, “having”, "hay”, “with”,
or variams thereof are used in either the detailed description and the clalms, such terms are
intended to be inclushve in 2 manner sirnilar 1o the teem “comprising.” As used herein, the
term “one or more of " with respect to a listing of items such as, for example, A and 8,
means A along, B alone, or A and B Those skilled in the art will recognize that these and
other variations are possible within the spirit and scope as defined in the following claims
and their equivalents.

180631 Other embodiments of the disclosure will be apparent to those skilled in the
art from consideration of the specification and practice of the disclosure disclosed herein, §
is intended that the specification and examples be considered as exernplary only, with a true

scope and spirit of the disclosure being indicated by the following claims.

]
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WHAT IS CLAIMED 1S:

1. A computer-implemented method for product management comprising:

obtaining user identification information from a user, wherein the user identification
information is associated with a financial account of the user;

validating, by a processor, that the user identification information is authentic based on
registration information that was previously received;

providing a first access signal to a locking mechanism of a locking enclosure to unlock the
locking mechanism based on the validating, wherein the locking enclosure securely stores a
purchasable product;

obtaining product identification information from a scan of a bar code associated with the
product;

providing the product identification information that was obtained to be rendered on a
display;

receiving an indication from the user that the product identification information is correct;

providing a second access signal to the locking mechanism to lock the locking mechanism
based on the indication that was received;

collecting the product identification information once the product identification information
has been identified as being correct; and

providing the product identification information that was collected to an inventory and/or
fulfillment system to be used for product analysis and/or resupply for the locking enclosure.
2. The computer-implemented method according to Claim 1, further comprising obtaining
order information for a user, wherein the order information comprises one or more of: information
related to the user, information related to one or more products that the user wishes to purchase
inan order.
3 The computer-implemented method according to Claim 1, wherein the obtaining user
identification information from the user comprises scanning a badge comprising a barcode that has

been registered with the user.
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4, The computer-implemented method according to Claim 3, wherein the barcode is an 1-

dimensional barcode or a 2-dimensional barcode.

5. The computer-implemented method according to Claim 1, wherein the obtaining product

identification information from the scan of the bar code associated with the product comprises

scanning the barcode with a barcode reader.

27



6.

A device comprising:

at least one processor;

28



a memory containing instructions for execution by the at least one processor, such
that the instructions cause the processor to perform the method for product management,
the method comprising:

obtaining user identification information from a user, wherein the user identification
information is associated with a financial account of the user;

validating, by a processor, that the user identification information is authentic based on
registration information that was previously received;

providing a first access signal to a locking mechanism of a locking enclosure to unlock the
locking mechanism based on the validating, wherein the locking enclosure securely stores a
purchasable product;

obtaining product identification information from a scan of a bar code associated with the
product;

providing the product identification information that was obtained to be rendered on a
display;

receiving an indication from the user that the product identification information is correct;

providing a second access signal to the locking mechanism to lock the locking mechanism
based on the indication that was received;

collecting the product identification information once the product identification information
has been identified as being correct; and

providing the product identification information that was collected to an inventory and/or

fulfillment system to be used for product analysis and/or resupply for the locking enclosure.

7. The device according to Claim 6, wherein the processor is further operable to perform the
method comprising obtaining order information for a user, wherein the order information
comprises one or more of: information related to the user, information related to one or more

products that the user wishes to purchase in an order.
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8. The device according to Claim 6, wherein the obtaining user identification
information from the user comprises scanning a badge comprising a barcode that has been

registered with the user.

9. The device according to Claim 6, wherein the obtaining product identification information

from the scan of the bar code associated with the product comprises scanning the barcode with a

barcode reader.
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