+; e3éb* bt FZ6T*9i METHOD OF TRANSM TTI NG | NFORMATI ON DATA FROM A SENDER
- TO A.RECEI VER U A A TRANSCODER 5 10 The invention relates to % TehRed2008
transmtting data froma sendlﬂmmnummmmI!”MMLver via a transcoder, which means
that .the information data is r reduced before transmtting it
to the recwowsn3s2¥he i nvention fundsher relates to a nethod fRETABOEASSdi ng
the information data) particularly for transcoding the information data -
when it conprises encrypted confidential information data as well as

non- conf i GeTAmRl0F | TRANSMETING INFORMATTION DATMEPRGIOR SHNDER @l At RECEIVER hthod
of recei ViITRANSJOBER r anscoded informati on data at a receiver, particularly

- checking integrity of the information data and trustworthiness of the
transcoder. Mdreover, the invention relates to a sender, a transcoder and a
receiver, conbinable to performtrans mtting of information data under use
of transcodi ng functionality. TECHNI CAL FI ELD AND BACKGROUND OF THE '
TN B dfheto Jeid 8 3 ) inatBUNRE viMIRGAOOM) Frda AALCkoN deccived visea bY
and | arge i1 e 0 s(t at1onary users 0 have access to browsers running
on power f ukraG@ERE Whi:hdaving @Bat b€ Infasnation kintzeis iabersd and/PCeedused befarirsmitar e
not only linked to the Internet via ‘reasonabl¥ hi gh- speed and .. 0 :
hi gh- bandwitidg lit togheraseivae dihednventipn furhes relates 1.8 fof, frapsodiRg thy, nforma-
sof tware and hardware fo rocessi . fEIN Si hygd
it 1 med Sondae: Ly HcEigpile 108 AR GRSl Lo CRaTILE]
webpages of.ofN@nihlihorRaSh] d4a a9WRllax nbi-cobfdentitlinfoemanionodats.iBhedaveation also

contents itself which may incorporate a large variety of audio and r'agﬁi CS
- format 40 amelaex ¢catmthed ©f meesiving %ﬁaﬁoé\ﬁfgm&rg‘af‘%ﬁ‘ dalagh AL Egel eim PRTHSHETY

such as pay ts,.etc. users heco SHtiee : '

web as a gégga%ﬂg B’Eﬁ%‘&éﬁ%ﬂﬂiﬁ%‘?ﬁ%’h@&% égf‘ﬁggcess tng e&%%d)ci[ég' lg%(r:éci"ﬁ@rﬁg
nore desi r gl GvERonUSRitS @Na biRefRVRansd6ddtind emieceisers varhbiasblennd ipkform trans-

t el ephone handsets or small and |ightwei ght hand-hel d conputing devi ces.
However ,. ussitingdéf isfocmatien dae underase of sprseadingAuistiondlithg to access the

exi sting worl dw de-web infrastructure: Mbile hand-held devices are

connected to the | FigeiN¢ic A1 FIBODANDUBACK Gt OUNDNOF THIG INYERTION
connection. This |leads to unacceptably | ong down-1load times for

::g?—; ]|c Eglglega E{?%)r{g%gt? rogvas}n% 3i%rt%gr%0rld-wi&31—v/g€ Flg %9%dvigggoé%g@ to stationary

users who have access to browsers running on powerful computing devices such as worksta-

tions or PCs. Such devices are not only linked to the Internet via 'r_easonably high-speed and
high-bandwidth data connections, - but ‘are also equipped with powerful software and
hardwaré for 'proccssing and rendering accessible the received multi-media data. Authors
20 make ample use of this infrastructure by creating webpages of eyer-iricreasin'g complexity,
both in terms of the data '.contents itself which may incorporate a large variety of audio a.md'
graphics formats, and executable contents such as applets for advanced functions'such as

payments, etc.

As users become more accustomed to relying on the web as a general-purpose information '
25  source, access to tﬁe web is bccoming. more desirable for users on-the-move, using devices
such as mobile telephone handsets or small and lightweight hand-held computing devices.
However, users of such devices face problems when trying to access the existing world-
Wide-wcb infrastructure: Mobile hand-held devices are connected to the Internet via an
uhﬁsually slow and fragile data connection. This leads to unacceptably long down-load times

30 for inefficiently formatted data streams.
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" The ‘typical’ content-processing capabilities of these portable d’E\Aé S .S
. poor . as conpared to PCs, as the avail able conputing power is 'Illm 6\2883 '
the hardware used to display the retrieved content is unsophisticated. For
exanpl e, aWQeW3&Snpl e nobil e hand-hel d device may only be capalba/éss
representing text format. 5 Mich of the-2entent offered by servers through
t he | nt er MBte typical @dichtipiREssiot daphbiBtiSSURR! ' | rocessed
and displ a edylgn a rel at?i vel ygpoaeélfﬁ[lljl- co%tﬁghggéﬁvzzég.s%#éogagrc\%g}paﬁ%ﬁpd
cr eat e - seV&rsalas (thy pugilahleacarpringf pewer Solirhibed andiehie harkiare Q@é@ﬁ@r&iﬂdyonﬁi S
phone

tailored to a specific. conpyting device such as ‘a pager, a nobile tele
“handset ) 5%“5&"859“@‘%?&Q@%F&Soﬁobexwevs@)_véw simple wabjle thand-heldqdevices a
si gni fi canhaydippnd b k&5 ' jnce large portions of existing
server contént rrus(t:éi%e rreflﬁﬁa{ﬁéw%%?ﬁ%@%ml nt ai ni ng.several copies of

each s%nglﬁ?fg‘gdgfe is al S?gféndeSi rable. ‘An alternative solution is for the
client’to’ 4he Foptent piieredstay sareass thraught thedniesnet af constmaredonittethe iassulngp- ¢

f t t; ' ! er, t th t of
|t or mat i G urach VAE8 BREeiEd TnE ARBlaLE o™ R SrlaRvieF Y SEmprias des. e

restrict edetvendoaldidredts seesral edbreehttBon2 08 (6 icBRtent aIhrd ' sych
the transferred data is repregdg)nt able at the cli er‘:t, girvfaér?a?ﬁrgﬁrgfetsn%q{gy-gand

processi n$AOKhIN Ri hegific sompueing | dexice , sutheast 2 Pagearodemoblie ek pliche! IR@didi €8
know edge epdata link to the clie and al so know edge of the
client's ;l)ag)fg)c%rs]asp%g/rglsog‘b[foé&b@a P i Vs TEQUNES angignifipant tammune oder
m ght 10er reamhering Qidte Nirgd §okiittRdof st ' LAC 0. hheyremoxal | of
audi o or graphic g:cont ent g cOrllver?i ngls%%te\?\ee%regélg%ﬁi hlls&gfgrgn%?@{au%dﬂ%‘ﬁ@%dsi on
and decon%’ﬂ%émm,semfah@wmdbm singlerpagenianlse dndgsirableguage, such as HTM,, .
into other data representations, e.g: speech. Usually all content sent from
the serverAntaetative kdlBfién RASE AR dRhONIRse DG atdcBESCRARLe. ﬁ}% 5 tfo%(r]o ta;tr}z?r}ié

0 a ;

transcodi ng, the transcoder requires unrestri c't@% access

this may 92696 Aviouséorame gentent reesivid from 4 seroemintdrder, totreBudd MBSERAAT o gt d

therefore Ldered.a truste arty.. Security may then be nmintained by
est abl i shf’ﬁgmgq‘ér}gécmgse?oc R%ﬁf?é‘?‘)se”F rtgeWSrFﬁ'FEt: #yen e angilable restricted bandwidth

Secur 5 Sobitelecr 8¢ 0¢r AMAUBROAnd BnsulRGhYESEL bR : L8 Lhanscoder.
and a separate secure channel bet \?\gen t he trané%%?\él%daﬁgad Sr{gprgfclngﬁej atgﬁe by
i ncor por th"rﬁ‘g givee the displayodad prddeksing eapiabiitict o€ tiwetlicat. The tric6ddr@Rdre g

usi ng SSL ) t two. if the. . 11APR2003 WO 00/ 03525 PCT/|B98/ 01855
-3tr ansco&%rﬁk%g%ﬂ%‘f'ﬁgge }t%?u%“f:e‘&)ta ﬁ%nto{ A {2\’,2_‘%5 @pdi Hsp kapwiledge ef thenthiends t o
oper at i ngpadessipBldisplaydabibilifidst | € or no value. Unfortunately, incorporating
transcoder functionality into the server or client is unacceptable except
for few, P [ ty-sensitive.gpplications, since it involves upgrades
to- server @gg@o t‘ag‘% Le{B%%ltntz{ie Ers?f]%ﬁof]f/r mééﬁ\?&ffoﬂﬁto&\ﬁé’l"&?m Agstingdifer B, cligppinglade
devi c26 evelregoed] ofiaghiol R teespadEorté RNSGRER I BeGEdONabhL-Y £d i 0
evolve at a si.mlar rate) g?ipadi_ ng to tight sgoftmérneé}?é%f;%gderﬁn?#f &gé}%ﬁeé%?"
Ext er nal #hfrcoBmEssony of eenvertirigchiomes maskedfpe heguape, audos8THITOE in&Lhilee €
by a hand i nanuf acturer, a data network operator or an ISP, and
whi ch couPﬂgt%q(%#é%ﬁB%ﬁ’St"eﬁpefﬁh'wi th existing proxy-servers, are clearly a
nore suitable and scal eabl e solution. Unfortunately, such third-party

provi ded Ustalliisdloenntentcsent franethe fpeveri mwde client pastethioaph itBS traSQedEs. 'Bo

nmust then royi ded app!l yi n nd-t 9-end encryption between the server
and the cP %}gorl#‘)tggérggfcﬁgx’ﬂhapet%%ﬁg%gaé?q“ﬁﬁé“P’f?ﬁ%@&qdbﬂcéef’:sé@@”cﬂalbp%&t@isi may on
t he exgr ypcRde debiditsis : Y]yl i it i SLI epnd-to-.end
encryption et hodsﬁk%%?mwct %g%ﬂgc%ggg’r ]éhjeggltﬁh%{&dg#e SE%@§ tz\ewgcgret H%y‘—of‘%g‘iffﬁﬁ’ é

pl ai n- t extrusigtpaty. Securitg neyttherebalmbintadicdenrestablistiifig 264dupd Sh&ABN R cREmple,

verified E% t.he cl 'bent_s) t hus maki ng them even | ess applicable for
securi t y- SEHUPE RfeSechirer Sorkatd fypts Prodogl afSkeobsivern the gervelesnd iliseutansnodds

5544266. } : i # din 0 coded digital signals
which are &ﬁé’%ﬁ%ﬁ?ﬁéﬁﬁ% bgtgxae%gﬁt&ée{rgék%fé&%ga g,t QRN FeRY ’gﬁo@BWb‘Pg s g
vari abl e {remgoder deiddnli eitgerc tangeberf & IHeV@RnOYNnd %smgrmplb%twgghg SRCqfing
and decodi ng channel, is described. A prediction Sub-asse y 1I's connected
in cascade between these two channels, and this sub-assenbly conprises, in
series, between two subtracters a picture nmenory and a circuit for notion
conpensation in view of displacenent vectors 25 which are representative of
the notion of each inmage. Ot her inplenentations are possible) and
particularly a scal eable one in which said prediction sub-assenbly _
conprises at least .two and nore generally a plurality of simlar encoding
and decodi ng channel s arranged i n cascade and corresponding to the sane
nunber of inmage quality |evels.

!



-~ US 5745701 describes a systemfor interconnecting |ocal 'networ‘i; via a

- public transm ssion 30 network, in which equipnent itens of th 7 APR 2003
m croconput er type, connected to a |ocal network are capabl e of being _
connect ed W® ¥HW3525ublic network by a router in order to commDaOTaBYs®Isss 11 A
P R 2003 W. 00/03525 PCT/|B98/ 01855 -43with one or nore equi pment itens of
t he mi cr dcaspuder catnppbe aaneeches tHeQraiscb@as ke9ne OlikfEd k96 ’ hi ch
are capabl e of being |linked to the public %etwork by a .rogérggsé%gggtﬁ}gem
i ncl udes ¥ltlitiey npvalugcti on of the establishment of the communications
between the | ocal networks over the public network, inplenmenting a

certifi caisforusdielpdRcBERARNE rahRoadFuh&Go il Wey - cuiy

aut hentication) o th_cgp"cha | enge-response” }iype&gregléﬁgpg %‘%z‘afsﬁ{?a?‘ﬁé’%%
rout ers. €Kaeptdes faw,bleighly stowitk-sewsitivet dpepliaations| siate appvblyad iu?graﬁéﬁldjsér%r

usi ng st rangcodi?r}%. CBﬂE,_CT AND ADVANTAGES OF THE INVENTION. It is an object

of thd i nEREICHTN LIy Saryer Rprdwarendm addjtion.ompbile deviessteyalvemt higharases andi ng
10 data fifHRcAeSRREESNIiR @1 ' ' t ler. which allows using a
non-trusted trans coder B’flgrhkia?géné%gé%/%gal n%‘igfgég’ﬂg%dﬁoa“aﬂiSBhwﬁﬁ'\Fé’Plaﬁgl ess
cap conprmen¢cedest ypt ed confidential as well as non-confidential information
data. The nethod with the features according to claim1l has the advantage

. that al t hgighaGRRtd kd | | rimti oncdata is transmtted in encrypted
form a trans%oﬁﬂ%%dagg%érggésd{gﬁ%ﬂim aPiped 4 ?%Wpﬁ%‘@ PEXIEibYI2 handaheldt i on
data is tdevins cndefictand, e daraymit®rkcOpdrathe Hrianl ISP faad WRtid fol iﬁ%\fP

ti anﬁﬁoded in that it is renoved. trusted transcoder Is %tggessa ?’%Hfﬂd

al sotRo XUth (SXSHBE  PENYRGIVEES | 6Ff caearct  omaset weitabld hands esedleablan dolutien,

receiver m af i dential..information data, Wien the partly - _
encr ypt eéj rﬁ% %’?&5 ’isg%ﬁggrtdép Yy Pé8>5‘8’ﬁ<g ANSQIBT San Rarshi brovipved AnHpstes PaTiEs W20
i ng cont Seturite mifst Ciiini Npravided Sy HPBIKE Endio-8hd k%ﬁti&ﬁﬁétw@gn o %ﬁpﬁr Y
encrypted information data, an additional security hechanismis ere%y
real i zed ehFhont.Hevirg ithec rapssedert the implossiblahsk Of apsratiag i omnthesaewpitédy daad
monimzeg gxternal fraudulent influence. It proves of advantage when the
information data is subdivided into infornmation data pieces before

encrxgr;i Sg and transmitting, since therebi/- a preciser and nore fine-grained
info CORIBRFURA L 4Ith sMstingnefd-i9agnd ensrgptiop mothods,riinogvni transpadasreamtos bean

‘be achi eygg raneter is the securit ich tells, whether an

i nfor mat | gé%i %‘a%téghagé%@"?rﬁ %%rtﬁxlt J&reP é?.%@er ¢ tb%.alg]%ﬁt{??é’l" t’lfé’hac}ﬁ’e?f‘%tﬁ%’ir@r‘ bes

t he transeufitidnby thepeliosts, ahug ﬂiakﬁlgvdﬁkﬁhetéxﬁﬁsigﬁbl_ﬂﬁbﬁafotrisﬁ%xﬁgis%s‘?%@ﬁﬁky to
the respective information data, such particularities being e.g. et her
the i nf ofA&H¥'&n dat a pi ece can be conpressed or not; whether it can be
omtted or not) a.s.o. 11 APR 2003 WD 001 03525 PCT/ | B98/ 01855 -5 The "
‘above expl ameddady @ny. apecritedi iNAIS F3a42660MBNUS SRS OF WBYiLOTodBbAcBEREE | S
assigned its gwn piece security information part and piece transcoél ng-type
i nf of frat FOYFdpdigity] signals (whieh e repressnpativeonl @asequpneecof ipeges hehich alsmice

ot or nat - anpghdnFRBR, PhebCRRhabEShBRRY oAkt PY o 1ERDR et g aon

dat a decoding channel, is described. A prediction sub-assembly is connected in cascade between -

these two channels, and this sub-assembly comprises, in series, betwcen- two subtracters a

| picture memory and a circuit for motion compensation in view of displacement ;/ectors
25  which are representative of the motion of each .image. Other implementations are possible,
and particularly a scaleable one in which said prediction sub-assembly comprises at least two-

a_nd more generally a plurality of similar encoding and decoding channels arranged in

cascade and corresponding to the same number of image quality levels.

US 5745701 describes a system for interconnecting local networks via a public transmission
%0 network, in which equipment items of the microcomputer type, connected to a local network

are capable of being connected to the public network by a router in order to communicate



+ 5 according to its respective profile. Interdependencies between :

information data pieces is then elimnated. When an infornmati - hRRe
is assigned its own piece hashing information part, said inf oﬁjﬁmg 2@@3

pi.ece bei ngvpumieisabl y part of said non-confidential infornat
again a finer granularity in security caf.be achieved. Si ncetPtCﬁ@BgGZ@ﬁ%Sng

inplies t : 0, ective information data is not to be
al t er ed; gﬁpyédge?lg@te Ha?:éuelgﬁ’ fé‘a’ﬁ%@g ?ﬁ@g#ﬂ‘i{ef‘?’aﬂ'&ﬁ fxpeceapngried bpat dehst nuerel v
only no tothes bodi mgwork, dehiett hfNecaphBR! 6f B¥isy likkedl @V ' nL.pge that such
hashing ig restricted to the inf c‘?r mat i on a%"ték%‘gr@‘éi"?%?@q?‘g’qf’gg%y 4B,
such t hat The piglemminsludessesuniyi prgteetibr of theamstablistment 6f . coRRurié £ RS 'ﬁéf%&ﬂst y

[ nformati‘glg ]&%ﬁ B%W%@?S g‘i, egg t ranscodi r]%;-,téée i nformation parts can be
transl ated into Tabers  atcdt Bty 1e6Wars inplemsptingha gestifieate grehangs mealthndin
sai d [@ ecnds geUsdfivware Hroé 1c0fh P ' trariscodj ng-type
information parts, sa{% Iégggssfbéaﬁ&gg @%ﬁg}%ﬁ&t‘?}é(yf‘%‘esﬁﬁ%‘la{lgﬁﬁégﬁ%r ype
wher eby abgieg plesed; inftbe meutersn The debaribed ngrbok weull Heed BRI SR APALT fof S
made avai|able or j.s already available to the transcoder. e procedure
reduces tH&8 H5FMTE 0on to be sent. This is true particularly, where a big
nunber of piece security information 20 parts and pi ece transcodi ng-type

information parts i s OBJBETANDADVANTAGIRGETHE hevERT AR Of data
achi eved by using the shorter labels is then nore and nore dom nating over

the addi tj esent ed he policy information. Thi thod is
compar abl 4 & Rt ol BRCRRALOR peifidhTi IS Plin f pcprbtide pPathad der tonsmiingco

acr or¥ns.dath Gopiod sender nd ar eadivanvik eftahRbis Whidh 153 hego Ec?n—gsl%l:g@?ﬁ the

identifier or acronym. 25 The |abels can then be conbined ina's aP§/
and t r an<O88 g reyisedmarinformetiomdasasviuch navextheléss com opinptieckroyy pledidifiabilr

al I ow ng (GeRL &8 ad S LM y8hidl.cation at the receiver. This has the
advant age that t e@lﬁ%&r{f{/d@ﬂa@%ﬁoﬂh%%éé%@% if the security- and
transcodiﬂg;{@/ge i nformati on packet has been nodified or not. If the-
security- thodyiih b fegrssrecording ieeltion] pastkendvumsage ohatheRougmsdnfiiad, he

can check; . j i.nfornati data has been 30 transcoded
accor di ngla% gﬂ(tﬁﬁe%ﬁ%}dgg '(E:gr(r%‘ﬁ %ﬁ{ﬁfég o ﬁngrﬁgtegg'gﬂp,ia[ {ransgqding cambe danain thopiee 11

A P R52008n\6nidnGaGiRforRElion BAG/ i &aEodtd iand ehdbiq R - infalid 351
knows that the transcoder has_ acted i ncorrectl{%nd Pﬁg@ﬁﬁg %ﬁgcﬂ}’f‘gmhg?w
trust t h&anPOHARCPEs dnthat ileiseiepaed) Noj isustedl tbpseotierols rebesshryvanat 4185 no
accor di Nngdd@iondl lcBhiu; r.Qyl thod for .transcoding partly encrypted
information dat a, ac@g%agf)ﬁé&xt{%eqﬁ ﬂ@b;ggr%rvp elngl&ﬂ %eggffr?r{éf?’e RRSSEET hirpnssiceanding 5
cont ent @entied mfommdtiodedatd. al i nfornmati on data. This nmethod with the features
according to claim8 allows in an advantageous manner :to transcode the

e v W ORE BRI bRl Mol B 18 B o Rl B e ottt ion Al

usesgéecgri ty informati"on and transco Igationalpy-t he
t rans@odeng ¢mvent-oetifiemiontdiahd neRivien @f iableakimdri 8N sH@ tlm:é}féﬁlﬂ | f the
i nformati,on dat(gd,i,s ncrypted and 10 whi chniﬁisr not and I C t?dgﬁlgogrgn&ﬁ% '

policy i f2&nghp "mnaza%c,unrx meghagispisj theneby fealiped whick heh@ninareass thaathied-

claim13,p0 | f.receiving the transcoded i nformation data
at a recgisvél??%ég%' f“ﬁhjﬁgo'ﬁ%lﬁ{ugﬁ%%x%@gltff‘i%’%’r’fbah’é’@élﬁ@ﬁ' with security -
condi ti ops and tfr nscodi g’g conditions can be tested. The nethod with the

f eat ur es RILYFH ﬁgvel&a& R e infpsmatien date ansubgéviddaainta e ridatios o §iectS

t rust wor hod,pe ' [ -simpl.e and relies.just on the sane information
as has used tﬁgr}%p?%%sdggd}éaﬁlg é?‘hénr)s T ?ﬁarie[%_a pé?ﬁ‘r%é apdh gage g igraineshigforma-

t r angT odtiog daty pandlingp parichiany icsndt@hinitd Yhs ' Lpfornation data, an
integrity check of tghg se‘cur?ltynandln rltaﬁlbs%?giwrg%-B%ril%“ga‘%mn%vgé'g%fclho%pqrgmetcr
facilitatsdhe pevaliswhich tellsandether ag informitiemaiatapiter isnonfeaiEFot fott RBother

security codi ng-type. informpfjion is needed. 20 The use of |abels
as shortselﬁcggpa%/é(’an?ers?%o'ﬁq%ef gf"?’féggl%‘dmet ‘S'EIC rellstwhisls Harfcading ppricuhiiestegrlpro i s

parti cul gl réspés@fel LS E licy) jch is also, needed
for interpr etpiéng tﬁﬁgor}qggg? ngﬁl E%ﬁ#@ﬁ%ﬁ Eéget’g%gnedg'r?ﬁ%her&%H‘fQ’E%tﬂ’Qrd(ﬂazed.
‘Then) t hpiepotandye domipyessad bonoteddthenit cae bk bansed driffl 44 4 h the information .
‘data but is already present in the transcoder, respectively the |abels are
understood therein automatically because the transcoder has already 25

i mpl enented the functionality corresponding to the |abels. The policy can
then be realized in ' the transcoder directly into the correspondi ng
functionality, thereby avoiding a step of concrete interpretation. For
exanpl e, when a | abel "NT" arrives, the transcoder could automatically
perform no transcodi ng, since the transcoder has been progranmed or deter
mned to treat information data with this | abel the way that no transcoding

- ~~



+11 A P R 2003 WD 00/ 03525 PCTnB98/ 01855 The security- and transcodi ng-type
~informati on packet offers all information which is needed for t1h13 Agprzyma
transcoder to process the arriving i nformati on data correctly. 'Since 't
security- ¥WMU0K038%scodi ng-type information is not to under goPCrnBeszaess ng,
this security-- and transcodi ngtype inforhation packet can be conpleted with
-a si gnat UFe above bxghihed\adviaatageris frigreated, WheR ch@riafortaribh dith$ide 'ikéa%ggné& itd he
security- and transcoding-type information packet has been anende

sonewher @We Pt SR Bormmriionapasi ¢rd piepe iatssoding-type efommtion partpeidhi that i on
of the s oy - d,transcodi ng-type infornati acket can hence easily
be recogﬁﬁézrléﬁcfg é{)atfbﬁedq}%@éqc\g&g,et %ﬁ"ﬁﬁwmgg"ﬁ@%ﬁm A¥ katkethe Spcuriy-aand ~
“transm ssi@Bcdiietype dn. | ' ' i Ny

Cl ai m 1o oRaTRlE P IO Rnafldn. e ArkREbacr cah BN BB HBI P

t r ansSodexccawdinghtaaits oespeasven grafileomtérdesdndehdigsalha weete linfbhation ks Pebck G

i nformatign tgat.a'vxlni ch neverthel ess can conprise encrypted confidential as
wel | as MBHLCBUPAG&nti al information data. The sender with the features
according to claim19 has the advantage that although it only needs si.nple
modi fi catWben wh tiforreatjrex tata OpikeoiNassigREL i, owih picRe RABKIAY @Foffatiohane € Adidng
can 15 be conbined with the advantages of secure transm ssion of:

securi t y UBHBAYqN AL piege beingrprefsrablapart of saidren-sanfideatial infermiatiorsdata naains

f bdi,vg di I ta.intosinf tj.on.d i bef
encrypt: fanan gt By B SRt 80 684 spl (e Tshing Bl Pacbs Loupne e or
i magdOdaltihe respeigive infofnatRin @dia GRotA6 BeSARrdd0 oRB S &Eﬁ‘]c?e:?l ?Hﬁg@ééﬁa%&a‘ﬂi ng.

. 20 It is an obkégt of the invention according to claim rovide a
t r anscodd®y qapbetappliest damaly qniy nbyransendjng edeletionr Ththefome dajrayesast advdhitag to

the inpli I ._hence qnly, accessi.ng content of non-confidenti al

i or e 158 <HEF Héshlals G0 nd FEGTRTAHER (B heSs 10k b P Agpded SPhihAL23
has the ashxémtia@@nidoding dffdcs caiebetiar@df or i nformation data contai ning
encrypted and non-encrypted information data and that it can 25 performthe

optimum ¢t d} .possible in that it. does not.try to_.access content of
t he encr 3'/12]'[@ gggél%néegrg" tlﬁ%énr%}?g’tog %PS ﬂ’glc8§§%§a?§?8hﬂéﬁ¥8%ﬁ¥f?wp darts can be

i nf ollfrat iansldet anfoolabtk aRE6RAIIMNTo 2 {38nIHIoR t L3 {RhAnt he
i nformati on data, t_t?e hi gher cg;n Se t he traéldg%%da{nﬁgﬁge&?#%if'gﬁgﬂ%%eée?gﬁg

- preci ser INABMMtSAgRATISANdHRieqer HARSSOdiBE-typhinkiTmatipm portsiestridolabels narble trenkmied t o
whi ch ex encrypted i.nforymation data i.s not accessible to such
30 cont etrtlfcpgyn% y%sQ?As/S%B il Fse%gsa Palicy HeEmaieny ﬁ’éotl%‘l‘?aé‘P.W tPrBteRueicsaidhlapels,

i nf or mat iisomatouvailablel@ad alreaky Mﬁﬁb@@&?t%&@é&%ﬁ%&&&é&?@é%@éﬁhe%fo}ﬁhi ch

part of the information data, is derivable fromthe security- an
t r anscodMRYOR Y &e seito T histis BHe pegticuiarky whbleachig spmbereof pieeersetwity afoonaliong t 0

Gaard: B B T B e o b B B b G eps B B ng o)
secur ity demnasiiidved sbyaeing r theSSRGR Jalsed & THeANofR And Enbre SdGflinaddpe oV GCRleVer
with the fg,atur_es accor di n(g to claim25 has the advantage that It has tull .
benef it 8fdHIPB daiidentgsensed hy ghrspalicy ticformatisadThig meshed issontpheblertamavinger or -
cender. Ay MeBe B G B R e D P RSy Hit Pl daloEmhPT iy

f or m t he whanmesnihglitdiehiRE @le\M@éntiffer 8A&drbyyni.eCogni zabl e by 10 utilizing the
security- and transcodi ng-type information which itself has been protected
agai pst ki {ficatian. Unrecogni zed informatiqQn data falsification is
| henc?no? hgggt%i]%?%{, h?eé]s%)ceff)mp&es‘; Pl ARy U@i‘%‘fag’é‘ﬁéyf;ﬁpﬂqfwaf‘@& ekagy

whi ch depaiish ib go@pletdithys SEn ADES NRIWIRE cSEIR L ihie PV Ele¥eiOk I hi
security. SUMVARYBCF.TI—}I?I_ ENTI ON- 4 l E yoven oA &t i {exe.t)éx%ms
has the advantage that the receiver can make sure if the security- and transcoding-type infor-
mation. packet has been modified or not. If the security- and transcdding-type information
packet has not been modified, he can check, whether the received information data has been

30 transcoded according to the rules contained in the security- and tfanscoding-type



15 The problemsolved is to facilitate secure end-to-end conmuni cation

- between a receiver, e.g:. a client and a sender, e.g. a server, mgﬁpf\j Qbhs
permtting . an internediate transcoding service to alter the con :
accordi ng twadwmisapabilities and connectivity characteristi CFC'P/IB#}S&?éss
client. The proposed solution is based og-the server considering I

content agp : ' - | pn.data, .one of ich shoul d be protected
for confi defr?}t@gt}l(i%f@%k? {1ed tg%rﬁyelr vén?% v é‘%@en%‘i‘ﬂsﬁ?f#?ilﬁéﬁﬂeél Ingprrenily rangd thati ¢

and can beesshbpldat trostitheinferatiiog datd hegeive@pr oach satisfies two goals: It
all ows the application of transcoding techniques on a data stream

containin LL VS i t.] data w.thout requiring plain-text access to

t he secur |q% 388 g@%@%%(tl @Qﬁl&alb\ge%fl? 1 grgording tf’rf%a“c“rgrﬁg PERNIde) adpeidiofor trenscoding

t ranscoderpartly sryptédfgmbyioh ML lab&r; - d allgows a non-trusted
transcoder Sservi ?('aﬁ-to operate on'a secﬁ‘gﬁtgfggg?g@%dhn?ecaglya PEe QR CEFiSIng
conpr oAusicAatentef nenctonfidenidl imfionmayibh daof the security-sensitive data itens
contained in the data stream The information data can be subdivided into a

[ ect i . . i i th fi.denti al '
o ot oI il o W SIS B0 5 g meer

addi ti on) tiahecody sheereceised inforintation idmatwigiouk g Rk SBb .gf;ggﬁﬁﬂkag% tlefore uses
transcodabi | it E.J_ﬁ.nd security of individual data fiel can be speciTtied’ by
the ser veP‘?C"IE‘l‘P? Qhmatios andn@angeeqingréynseinfasmatidn byhichh eclisr tha sensesdes aibw 8o

verified t i ; : rapnscoder. .has only content nodified
accordi ng I?g(t @@gf@gte b‘%‘f?‘%&‘f"%ﬁé §§@§]qu%°§@8@ rpaien fdatatis grcrypred gsdur e

fi el d&0of which is oot andtwhieluinseodifg polySE dHuBpurdite sol ution is applicable to
" scenari os where el ectronic conmerce) online Ir))anki ng, or other

security- $eRShidy lcations are run on Tjer-0 or Tier-1 clients with
linited input or}leght6 gljmtcl ﬁég%)r{é%?ﬁc??rgg‘ggﬂcf?%@n WpIR¥idend meghadopiweetiviogghe o

t he ser vetrahscnid¢chinfidrniagionidaiang- a td8iveR 'Wikébyt Gel ddShbhhed I-IEB{ taih a .

dedi cated_and trusted transcoder functi on,r oyﬁ wher Irag(foel Q{dtever%bsﬁo‘%ﬁ Wit
cycl es f or®HER SORAMORD Rl ERNsgeding eonditiersichn be estednd t her ef ore transcoder
functions are expected and where independent transcoder-services are

t her ef or eTpe efegtiadeslith Sheafeaiudes SdcomimMdPEhSh 18 hal HfC5dRL] t e SLL. €M
which is divi degwiénto data fields, u%lns'o_cal 19 hay MeOdTahLaB0 « at‘gegﬁa@%%’é?rthe
her ei I pr BHYSQHHEHEE a6 impla andd relies fust bowhegprsd fermaton-as! RS Qiski ME:
addi ti onajrafR88er fofSPEREL y S....nto the original data streamthat
mark the data f| el ds ?‘%ufae{%rssggpﬁ hceisF‘_:l{rfI%u@ oH&‘Ef’Fgﬁi’P%‘,tY@ dnformationc isdapl e, -
non- t r ansowgdddl with ofpt indoralation rdata, Galinte @6t§- che@NBf tHRCidoys | eyance)

. e.g. secu.rity-sensptjve, not securi tyg‘gtgnsi tive, et g}’ﬁgfﬁ{edsgx?s%%’ﬁ%%%ﬁ ng
herein r P& PRUCY & talitaled, beqaysq py éansceding] andehenec aiteting iaodess R theOsecRAN

| abel andafy ©68cdd Pl inf.ormation part labels. 20 - Cenerating a
policy’ docurrentcmﬁ‘?égﬁﬁg@f?ﬁgéyoﬁﬁ%h%ig‘%scoder- al | oned operations for each
tag. his.policy.docunent or Eoli,cy i nformation hence provides for the.

expl ffat i DRE Bie Habels ps shosisae VRISigR, of Hbevsedueiyy-sind urahsbedihgv ypepin o @dtiod i S
.Step.can ibdidy @kl & J.ey is inherently known in the transcoder. -
Separ at i n‘gﬁ{lhe. syecurull’t %h és@ﬁ‘s? ﬂ? {:'{?g&iuﬁ?dop%ctyi Sitqhyis alse negded, s ipieppyeting the
end- t o- enldb&nds ypmmonlyoused and iesde %@érﬁﬁhﬁdﬁ?&ii!ecﬁ"ﬂwh,”%ie"ﬁ&i@'iJmPér LEGVLOG the
non- securi tryh-‘?ienSi tive information fields unencrypted. - nerat ng a
docunent "itdrapsmiied 3vithethe informationalatasiess is alraady praentr ianke adhstgdéy P& pec-

i nf or mat i @RIPaRKEDLA e, St.ructure. o he original input stream
hence incl udi ng the. ?gezggﬁi#%}of)ggléﬁresm_ Z‘?’f‘?‘&ﬁ@%b&?%@@ 9% drapggodes has alfgadypr
2003 260 (éipl3aeatedRET MG ALPES respdiing N theMuRR, TR L¥Ghen be Sanld &Nt
to verify the transcoder act)i80ns By cogrrpari ng thH§B§§{}féa§ﬁBF%§° fqa%esdc'(gder
wi th t he ‘@B diARGRdes dhineellyy inta dthe heorsspandingdhmorimntity, thereby avoiding a step of

concrete intcrpretatipn. For example, when a label "NT" arrives, the transcoder could
automatically perform no transcoding, since the transcoder has been programmed or deter-
mined to treat information data with this label the way that no transcoding shall be

30  performed. The corresponding translation would hence be "NT" = no transcoding.

¢



' DESCRI PTI ON OF THE DRAW NGS Exanpl es of the invention are depicted in .the
- drawi.ngs and described in detail below by way 5 of exanple. It 1? arfm%wz@ﬁ‘a
fig. 1 a systemwith a sender, a transcoder and a receiver. The figur

for sake ofW@PHIISEy not shown in real dinensions, nor are thecrabsds@ss

bet ween t he di mensions shown in a reali-shic scale. DETAI LED DESCRI PTI ON OF
THE | NVENTh¥¢chrityt aad trahdcewinBAypd i ié jments.of th

i nvention_are desyt(-:ri bed. 10 Fn}’l%ilgﬁﬁf{iéﬁg&éfﬁgfg‘&s%?X%tﬁ@&g% Y’g'ﬁﬁdﬁ ?‘?HF‘? is
connect edfoyithe Harssadarip paedesnthe anmeng irdormasionclatnesreechi9t Sige ﬁlepié)fﬁlii(ﬁ/@% d
connect i O}y sE:é’d'a receiver 3 via a tragscoder 2. A policy informatio 9 IS
_accessi bl e FEPIPHLPSHipEImaton st to anderggdranscogding, tthis seeursyveand Ganodinlg -

The sendefypd i ieSe LA 1, f.or. di viding, i nformation data

o denot e TGt ackellL ! BEEQRBRAT, SRt ligRIR Fhich oG Visttpa the

the didvi sisceiveraifish® tontsniconfhiecketiiritg! add ttaRbdIRLiyPE iﬁil%hﬂatk@x gack%?rlﬁgg %g W th
n

.CD, and non-%onfi denf]i al information data 15, short NCD. neryptor s
arr anged FBAEH SOV NGrg betieeen samden and regeivent Branditlersorcatomeds modifdetion 6f S

encrypt ed ident j mtion data 14) denoted with ECD. Furthernore,
t he sendegl E%&{:dcr) P%n 'g:lgadgg%agﬁ&”@ha z@?"%'og cketqanhencs easiy e ragagnized at Thee

i nf or mat ireceivkat which niekesihe wieheinfeehation Astadranomisen LGfle.CaN be
deconposed into a 20 collection of N content fi eSI i@é @%9@%@{;&_ .., TNy also

called in i .pieces. Here a field represent a text
par agr ap_hF ?%%W%bﬁgglegﬁglr% lg‘éetnﬁo? 3FeRtding dojglaim {é;aﬂ%l 8rovids a serdas|for tr@nsthitting i t
may 0O t hiata waskctibat via aJtansddtd hdhhubw - veral . sybfields
f,.,, £,2, ..., f ~) representing the dt)aggg{{gg?ﬁﬂﬁgfséext{%ﬁfoq%%r transcod-
hi erar chi‘%l“?fOFB‘%UO@xdﬁpl\étucla_qgmrdympmaﬁi@lnd)rfsg ey pestn 8o Sidefialdad Sell as
field) leth%Wﬁ@df??{iafi iabl ﬁ fi,eld) followed by an inmage field, and then
further text et §&° B‘Fpﬁtla‘ds may contain subfields and so on. The
granularity of the field deconposition is at the discretion of the server.
The decorpEsetdasviths theclitetes cicoordinghte daimi EDhasmhanglvakagdHat Bithsy, ifloRfy
sarts th e%d elifds) gﬁé:&édit.nﬂ t.@lrthei r desired security. WO 00/ 03525 11 APR
2003 PCT/ T BIg/ 01§55 CHPUORMI resnest o knoynysadesodie edvantages of tmanetodjng dem
servéf 1belembaiet asilletheOldvaabQ BT sbiiRe ¢ ioflfof! s 9 each field f:.
The first, | abel class L~ i's agsecusri Ty ﬁﬁ‘gﬁ?"’%"éégg’gw 8%f'sﬂivgcbe's‘:é’6‘§8?’i'y
‘i nf or mat tighingmationdateh i ndi cates whether the given field f is to be
encrypted at the tine of transm ssion. For exanple, the set of possible
securityA divisos nicane aod sLadvidlRg itRe thidenapioh JaT: aidlon; Secur e. 1)
and LS(f )BLS where LS(f;) 'i_ls %he securi]f)b%agabg]tégﬁ@@?“‘{}hgaﬁaéﬂ%‘f@%gf@gul d
be ext enB¥IYPUNEAdrasMitig isgelotivelg easy to ioplatent. ekt SkaxXramake¥shheder
encrypti R rt | ong keys, .tq.include authentication

) ﬂm)rrﬁatﬁp c4h er u§‘g]gto ger?r?)aﬂ ap 8Pt8{r>éﬁ;ﬁ 8

information or to Inclu NVdiggnd | abel class L, is a

tran odkng | abel , also called, piece transcoding-type informa 10 lion
par t 5~ whi'dh 3} RBICELRIdbe ipvgntieradcordingie ¢laiamat urproviienyarsadider ibeRafc6@RE Nt

fieldis j For. ex l.e a possible set of transcoding | abels L,
coul d _be?fﬁ@? féﬁ‘}é'ggéeéi 1?‘?”’_“‘@%86‘-% ASOETIBE 46 tBe ipplidstesut Bencsr only @atassing
non- cri t camént)of G@)-confidential information data.

The transcoder with the features according to claim 23 has the advantage that it is receptive
for information data ¢ontaining encrypted and non-encrypted information data and that .it can
25  perform the optimum transcoding possible in that it does not try to access contént of the
encrypted infor‘maiion data but accesses the non-confidential information data for transcod-
ing.. The more the transcoder can dig into the information data, the higher can be the 't'rans-
coding efficiency due to a preciser knowledge in the transcoder, which. information can be
reduced to which extent. However, encrypted information data is not accessible to such

. 30 content analysis which is as intended by the sender. The necessary information how to treat



» where the exact neaning of these |abels would be defined in a translation

- policy associated with the server 1. For exanple one such poli dy'lnAPf@qngg
interpret the transcoding |labels L, 15 as follows: 'transcodable' i1inplie
that the cV®8HS5EY el d can be transcoded at the transcoder's FIISBOSHISEN;
"non-transcodabl e’ inplies that the trafiscoder 2 is not to alter the
cont ent Wihidhdpare ofithe dnfbfreatidnh8ata £1s Bérivkble fbirl ife@leculitiP!y the field
nmust be sent lt)‘o t he requesting cl i entéréaaPlreo%E)ﬁlg&ﬁegﬁgggéggﬁéén@%'ﬁgfypc
non- cri t IEQIMatPRp| j es that the transcoder 2 may delete the content field
fromthe content forwarded to the requesting client 3. The server 1 may
i ssue a Rhak iaf \obrEBOLIEHhv i M . set . security.an
transcodi ng | ab%l s) . L~( S)eﬂg%ggk%%n%pgspecﬁj\q@l é/l%ggﬁg rgf?é‘éeraf%yeécﬁ%'mgt c
st at enentrangsodesl infoymation |datrebisa aeeeiven, Dbeleby ehd E6BlancSioN¢Re traARsBAL H)h
stategent pal (S) ..contaips no security-sensitive 25 information, it can be
retri veﬁecgf“"ya‘ﬁ{‘?d'ﬂoﬂéa‘?‘?’éﬁ‘?*ﬁ@“gépv@ﬂ‘)&? caiykf lestethed for later use in a
connection to the server 1 for content retrieval. Here it is assuned that
.the tranThatdceiepwithche foasrdieRBorigSRICIEHEDS hilthe hivdnPlgk NG 1{1% folf bR’
the policy information 17 already known and accessiblefor the transcoder
2. Ther e‘P%Fé"WBdmg 1¥£chniguer withogt \neediog 0852 8StPUE/ IrBS86 AT 865 havidg 4 sdjacite

- stat : j . The, k licy inf tion 17 can
o g he g MRendl 15N domHSfd Sotine iing SeEs ARt cHoMen duodibapein e
known t othesinforinatiots dad @nSthe SRR €6ren aRdsdn@eLio’ ﬁ{cspecéivgrhifsgclraﬁér g%ﬁ%g%ﬂ?esg%dven

subm tting the policy information 17 is not necessary
afigld i 86CYFtyF , andf transcodingftypé Gnformaticar mthiaht it§2)f hine be@r pedtected hen

d - j | field | abel tupl L(f; < L (fi)~T.~(f~)~
75500 AL e ek |
i X ively Neiftetatiéed | k&g hi,pgh| f hash,
Such as”the al Qor Gk 1 TReEraeN PLgr Seeeia ROp R, of Jng usc

_appl i cabfETXRSIOA@lgositan pravidasraeveny highesetureyds f is al so referred to as piece
hashi ng i nformati'on part- of the information data piece and is specified in

square brackets as [ HT ) JUMMARY OMPHENRVENTION AN optional field. As
expl ai ned further below) a hash of a field is included inits field |abel
tuplg if ; the.field are to be verified by the requesting
cli eﬁjt STMQEEO%%‘E@}%% ?S[ hoe?%cr“ﬁ?‘ﬁ ¥HE FHeio-gud SURPUBAR IR, Yyveen @i repeives,
t ranscodé.gga theriomd. a JdndeSQcHr 4 E%ve@aﬂﬂkrﬁﬂﬁﬁ&%tﬁgglaﬂﬂﬁ%%&ﬁst% t}'ansJ:'Oq(ir[é )
an , . For ,

may in general consist of a fist of values fromlL, exanp
using L, sepdcei i pligsthe gontent Jccopding amdoodipabilkiebehd tonneativiiyetithricterRyics of

the client. The proposed solution is based on the server considering its content as two types

of information data, one of which should be protected for cohﬁdentialjty, the other which is

20  non-confidential or even public and can be subject to transcoding. This approach satisfies

two goals:

It allows the application of transcoding techniques on a data stream containing security--
sensitive data without requiring plain-text access to the security-sensitive data itself and the

transcoding done by the transcoder is verifiable by the client.

25  The method allows a non-trusted transcoder service to operate on a security-relevant data

stream without compromising the end-to-end encryption of the security-sensitive data items

“contained in the data stream.

The information data can be subdivided into a collection of fields, which are either of the

confidential or non-confidential type.



" be L, (f ) _ { transcodable; non-critical ) 20 neaning that the,transcoder 2
- may choose whether a representation of f is to be sent to the }aqyk}%@m
client 1, \%{llglqglgrté?er the transcoder 2 nmay choose this representation.
a-field f W¥ields f;.,) f ,, ..., f,";) the encoding seheimst 2)
is applied recursively to give L(f~) _-9-LS(f~), L~(f~), L(f~.~), L/??;Séz%
..., L(fInaddition, th Gysterh ifianitsle irf thil fhe)pdliSy F&AH e thdnskSi,£QPUL €d over
the field. and all its subfields. 25 The | a%e‘f%qwg‘ﬁ‘gg‘ﬁ ‘B@S%%%ﬁﬁwa@g%umy

| abel i ng O dy datg fieldsican de dpasifidd ishthesawvessary i nf ormation for knowi ng
whi ch part of the information data 9 is to be encrypted and which part may

be_subj eRuntiernruhe ActciRSpelorks s (RllAfkco ISLENA &g L apell ng reans

uses as input the information data’pieces fihe f

means 21.tfalﬁ¢9_d@rr basr omjy cohtent amel!iﬁedvﬂdcbrdlﬁg‘lQ@_abﬁaté@%ﬁey,aﬁv%og%},%gég nia%g
'g(r)geerSC(':I)'; P%g% B]%g ‘ fggé%gglp&%togé@' ‘g@%tééﬁ:emlilﬁ@ét o the correspondi ﬁgR

i nf or mat !rgg data pieces, nanely in the transcoder .2 and the receiver 3. The
| abel i ngThe selstion islapplidable warRekRiok Sbherd ERCHSHE cHMBERE i ve the
| abel er an i.gput about which informati on data ([Z:)I ec%géeéﬁ%%ﬁehgm@&ﬁﬁf%ﬂ
~and/ or _t FEHERGHEH R aPMIsAIOmARr¢ Bineon Tigr-Qeor Tiept olerts wahiEniRdligHRId Guiyt €M

which 5 SitRLd khgns. the respective |labels, e.g. follow ng sonme

i mpl enent éd r uf’geg'?dah%’ﬁg‘ﬁ&'c'?g%‘hﬁﬁ' %‘H‘“&‘f‘g’é‘ﬁ tp heseryers, withoutgeguiringithd sergers

pr ef er enweigjtaljiaud maintaia UGRicaid AR irYRE b | 5o SL.NEs | abel 1 ng can

be d&ne bg fol | owing a fixed |abel i_rrlg sC e’?rggbger{ Eéot}?e ?’ﬁévglcrearap'fgevei‘)p‘

i ndi V1 du® ?tzcéla ef dpyeihand inprovdydevideecaphbilitgt dndu erg frtl kiafolder hkliods e

| abel er %ﬁﬁl@dhﬂgwhe%%é'e elné has {0,sti ck, to which inforfnation data piece.

10 Herein the group of aric Sdt FAPYGPIpaprayises are thareforeprefesteds gr oup of pi ece

security_ inforpation parts, denoted with SIL, while the group of

t r anscodt‘AgNEaemsan srigiapk infemination adat g rsoepm ok hith 6€ AividN §£9 Haho ’%MPealso

i nfor rratd'ag{gd Q%bﬁmioq]ego[t ed Wt ThL. . Wth other words, each fi er; ;o

respectively i ntormatof HETS PleeBFeMmRLPosed pleghad sarcgeinpyisd thieo fotipbinn

part) wstepsby all piece security information parts together formthe

security information. The security information 15 can be split up into the

groyg of. gkl ity labels and the corresponding translation policy :

i nf or mat i on.mlﬁ-gﬁdggf,uto B AgRsHecRY Y ﬁ?’i&?spi"é‘@é%é’é‘ﬁﬂai fatiardfitsamathiabmapathe can

be al so dafd fieldsiin iteth dfh@emaeanstdaabliPel o ap orrespondi ng. transl ation

policy information, short policy i mi‘m(;f’na i ogl.lstc%aeb?crlqrfmt[ it ptable,japHoRale

cor r espShtifalgeiSoland yhein senuritst redtvanes, weg. tsheurity-sasiivg] Ao dex DR y2Rndiff Rt i on

13, whi Ghesk Rade8ek] i icted in implified form The SIL togeéther

with the corr esS"SE]dcﬁ n6885%‘3%?/8f%?%?er‘f‘ﬁf‘fy(ajlﬂg‘?lgghﬂ‘e?%@cwé(mﬂfqrmamﬂ partriebelon

12, whi ehd piect lrandcogingayps irfbsmidgphaligtid n a sinplified forma The

principle is that the transcoder 2 shall be provided with all information

needed fqfedReliing’ t ranscodi ng. according to the sender's w sh which

is expr essed | nga%@%%(? Cg%“ﬁpﬂévﬁy&’aﬂ%@gaépe bapsepdermllomed operativisifot eachr et

for cor tag {ThdSpalic dotiment JipalicPBHBEMARAL hdnp CUL informati on, 12 and

the tra sc{%gi ng-type infor ni}ti 02313 are tran‘g%ﬁ)t%gdeéa f{)%”}eﬁé‘p[af’%%'b%@ atp

either f @S 38y hewrtheywshaind ibayiniegmeteldaThis hweept éﬂﬂb@@ﬁbu?iﬂﬂ@'%ﬁ&gﬂgds

t he 'abﬁhﬁrenﬂgmgaml?fﬁ]%%se thde transcoder 2 already has the correspondi ng .

translation policy avall HEe%hr i s desi gned to understand the | abels

di re_ctIySor is or has been provided with the policy information 17 by the

sender 1 BPafBS*“&_HV SSewrdy-sensitive infaram)ion iRl _ah&ap?lyﬁ]gtéh@-tgaé.@,en@rygtion on

pol3gy- llﬁﬁglse%%li}'él versmgdg‘ 1S L{mt desired or realizable for whatever

reason) thée non-. b iy dividpa Yy IEayiRg (the i map-seouritycsensiaven onforrabtidre dields

transcodnei@nipi@ i nformation |3 are transmitted to the transcoder 2 such

that the transcoder 2 needs no policy information 1 1 APR 200 WO 00/ 03525 -

PCT/ | 89_86%185%‘- 14 for direct execution of the transcoding according to the

recei ved “SETAPTE § YORYBEResumIRArY 2alsth irfenrech tro andiengrityy pad tmheodRgit9pe hior-
mation packet, based on the structure of the original input stream, hence including the

security labels and transcoding-type labels. '



‘represent the content Das 5 sum(D) _ < L(f,), L(f~), ...) L(fN)

herein called the content sumuary of D) also called security- and

transcodi ng” O3 RAf or mati on packet 1 1, denoted by sum(D). Therimbgissare
hence put éﬁoge't helgﬁki n the content summall- sum(D) which function is here
per f or med Alowing slekeeceiver, i.23clichh & §&14 | um( D) as

si gn(s'un% }l%% hence produces a si gnatﬁé?ge %‘?sjagg%%{cgggﬁ ﬁy%@%ﬁ"&up@ QUPW 10
S1G,  usi 5 [EanSEegtea thithethey deeitmaens suramaryt andithelpeladyeddcim@ny er i f i abl e f ashi on
a summary of the data in the content D) The summary of the content Dis '

si gned, not the content D bﬁ,@ﬁlw@w&p@feﬁ%ﬁ“ﬁgfchems in formul as
ata’o y

(2) and (3) do not include the actual data | d. The content
sunmmary ks..a_conpact y of representing the data conprising a

pi ece of Eggﬂr?f) g%\to ; ﬁl\,?/rﬁ“éﬁ{l?lggﬁr %&“@%?4 i the dppingseanidi degcritied is idgRdtheicRy by way

si gn(BSumbyRampl® IR LZ .@n and | abel er function can be also
conbi ned in onpg. Thg’hgggﬁf ?F'yf-ags s(&]}ﬂ}? 5"&‘2‘3“&8 Hy? trgnscoderrand pareseiverpacket 11
is transni;']gétﬁed t.o the transcoder 2. Al so the encrypted confidential

i nfor mat i 6h "G5S {OF s2ke of Rleriortsbavnde nedl diménsions, i 206 tidaletitibRs bStween
transm tihedimendidif Shé\ggﬁpggﬁiisg. Jth other words, the information data 9
"is sent in a subdivided.an parctsl encrypted formto the transcoder 2. 20
To expl ain how secure_and verifiable transcoding is perforned, a scenario

i s considered where tRETAILER DESGRIPTHONGF YHE INVBMeIGNt abl i shed a secure
session for end-to-end encryplion under an encryption key K. The content D

r ecei vednithe following, e vatidus ek@mPan drhis S a.transcoder service T.
" For each piece of the content ?Wat is@%&%ggﬁg%epﬂgn Qré:rc@é?"@dconsul ts

t he jQontigngip sk ey um D), rand.for each field f examnes its field
Jabel tupl e L(f ) %%"%?%Ehgfway chieht isrfionassterhvia & gpmnfub)catinh cohectiont ent

D cont aiwkick @eedt ndtybese physiday EorrRES; : _or _pptentially all of

the fields.w -HBighave a syecjri ty | abﬂéTT&S S?Qqegs%gtr}r‘ég.gqﬁan“(%% PR PJisy infor-

00/ 03528"BEH | Begressaibls fon thevieaden it the amascotlenE med kirtdeiver 318 geUMed t hat

t he firsr%lj fields f,) fz, ..., f are |abeled as secure, while the

remai ni nigefseatlaisl domprisks 8 divisor)mdah 8 €/ ascnon-sequre. The server 1

then forwards .the fol | owi nlgwstotjp! et o[t reﬁtp(gagﬁg},gg’gfeorr 'f’o'%ﬁgtﬁ s gfnoted with

3 '( ]9” § su ?ﬁ ;L}ES ¢p be fSento the recefvry 3 T]I;@ 9’?@;“( bf tge)éi%?(r%me):é)ﬂxﬁ N)ig Eon(tﬁcnﬁal‘m?r €
f1¥ isnfo A.1aSHOC. Wi ield. and EK(d(f; is the encryption

of the data gssog?tgtlzéé‘é/ﬁ%%)ﬁe%f ng’zcﬁ) aﬁ‘gd‘éf"cpﬁféd?@ﬁé'r yjermuationegatk. 1 5Thhodat a

of eachNERuKa dncelptbri $ ieRgayHRHH l:ﬁ@}y,\ff' ; | he. transcoder 2 -

corrpri'sgs .deci si on 1grlaans 4, '?f?not ed W [H%%L: Pyhde -(L:lgl H‘f?fj"weﬁ“%éﬁtaﬂéf' the

recei vedSRETT E)CrEpied \ronBidentie} information dast &4, ldknoidal W&htE?CD?Fthﬁé}?@%iet‘i’:e

bef ore &é&mifes Mchin ik & ' receiver 3. Hereby the encrypted

confi denti al icn%%?grreasga?%dﬁkalg 55?3“?25{%‘??9'%%%@ le without using its

c‘ontentT '.Ife t he non-confidential infornation data 15 is transcodabl e,

" Aftér the labeling is conplete for the content D, the server. 1 i ?mﬁaﬂﬂ

i
having accé¥8rnyign cata shespin referred to s iagioatent Deovhiehtial be"®Bmpb AL infd'g
I eCB0 VedolRREbN RF i tal information data 14 15 is reduced 1n, its
si ze or conpl exi E”;ﬁ@ﬁ{nﬁ%@%hb > ok 459 ‘%f"i‘?qi diermatips| data piecks. dera avisly

st rong masgmepresknhg tex 4 h in .0l ni,zed. versi gn of the
encrypted confidenti a?ﬁirur%%- oﬁr]gngti oﬁg&ag?gﬁﬁ‘g @%’@rﬁ%aﬁ%”ﬁ?’%ﬁﬂ‘%’é&l?-i Byyrther

i nf or mal'iTB¥ baths cpse thanagiven fiekif; dpqompdsed af savkFe bub RA f§ 20508 N
reduci ”&:nii'ﬂ% tﬁéqﬁ@’ﬁ%]?ﬂx conf i degﬁi al jnformation data 14 and tfHig™”

non- confi deft I al. i nfor et oA fdtareBicanFgr exsmplave paragoaplefitid ftmayTeqnicodi ng
can conpf asext2ikld, fdBéwaed 6 ' astial .data.del etjon. Here, the-
secyrity- and transcodi ng?%ﬁ]ﬁﬁlﬁ drfﬁgo‘??ad(’)w %},migf f’ggr %‘&iﬂ”!cﬁofﬁftbﬁetext-

secur i té‘?ld%n%’bﬁﬁﬂﬁﬁwm&pm@ht subGieldn fund mmbh.drhepgﬁﬂﬁﬂﬁritiijof‘i‘ﬂéiﬁél’ig‘?ﬂc%ﬁ{; sition
transcogiaggh hﬂﬁregﬁcr?zpt ed confidential information data and Pha
non-confidentrar rnfd r‘rl%ﬁfedﬁerdgf‘%di@ml&imongstldlicvealnﬁiamﬂediVMiirrﬂdah@Ql,

conf i dewhichlhere &y o : ted with TECD, and transcoded
non-confidential inf or[%?gg%%é?%nggﬁﬁﬁéﬁﬁ@a SGIUWY-25 TNCD. The transcoder

2 here operates on the received data stream 14, 15 in two passes. In the
first pass, the transcoder serializes the data by renoving subfield
'structure fromeach field. For exarrtple, if f is a field and f;~ a
subfield of f;, this serializing can be thought of as perform ng the
foll owi ng operation



11 A P R 2003 WD 00/03525 PCT/1B98/01.855 - 16 d(f;) _ <. , d(f .>
> <. < ptr > . > ptr: <d(f;~)> (8) The serialization o ﬁ@og

Feplacing subfield data with a pointer to where the subfield d ta

found in tW® WABRSstream This |leads to a straightforward, dIRE96M1855

representation of the hierarchical datdlstructure. S In the second pass,

the tranggiedelic fel@¥a8mRsitionas BOMpRES teSsekved! 10theh *&ttactfei‘%r assigns élggsb
performs aln)é appropriate transcodi ng, the output of note
abe

T(f+,, foflabelsto eaqlyfielddr Thefirst larbohclemItuxs:alse(tureydhbrel talsatcaﬂled bmlcélged’tﬂitfji)VEd
fromthe ffl naIt -dat a Sth’r? after tgﬁ.lan codi ngf (gjtt)e transcoder al so exam nes -
d(f:). | PIQfEyatOn Pt B ‘% ica3ses wh ¢ Lishi il fidhatobe encrptedpthedtime 6
renmoved. hfsniis t encrypt ed
10 cust | &1 PRAGRIRECOBIIC (e 51 O pOoB RN IohcoD BURDATREN RS, | o'

EK( d( , ﬁuch that T( EK(d(f )), ..:, EK(d(f))) denotes the list of

encr il SPEYCHMeIECH/Y del eti ons due to transcodi ng haild been made.

Finally, the transcoder 2 forwards the following 4-tuple to the requesting
client 3andLgfdelDvhei 19T s¢/heldkdurity GdEelCdfdf, fThk)label Ly douilbe Exiehdied Hé@%ﬂal" )
..., d(fN) > (9) 1 S The receiver 3 conprises an integrity-check neans 6
whi ch op¥R%t %hcﬁﬁ tpneclgdeg:ﬁmmmpleo Jeveld df @ncryption,asg.i witke ghort wr dbverckewsutput
19 an inf or mat | i ndi cat es whet her the security-
and tranj'csnggf %th? @lﬁohf‘gP%qttOBr?rio%H‘ﬁh‘ﬁeﬁsfg NAMEE-heen amended in its content
bet ween t he sender 1 and the receiver 3 or not. The receiver further :
conpr i se"EhfaS%?@Mi dapei plnssrlamis aoranscrttdergplaml,ealSCBcavlhdqhedeermcomd@»typeaﬁfcmﬁ]at he
i nterpret the 20 COdI e information

|
Pobeits S RA kBRuahdkRes Mra B dineded 5 505 thrk WBR cson e cieiass on
i nterpr e.reeéwgd iFor ep;mnee%gtmtfsettdtemﬁeean\&nged I 286N Bidanhss gods the | abel -

| anguage. On the ot her hand such a po icy information interpreter 8 is al so:
usabl e i the transog qdég pot understand the IabeI | anguage but
makes us Pt‘.éfaB%ﬁ dée [F?f“é? leo?f“ﬁ‘ nowciiptealint er pret ed@abel s are, then
used by a co ari son means 7 to see whether the transcoded encrypted

i nf or mat Wheredhe axazt rmadmgtméthdsarhahctsdeohldldnnmﬁnéd e tramslationf olicRtas@idded a 2S
has been t%aﬁtscodeq] z:nd tregted accor ?h %the rules contained in the

| abel s. LT 1 Fongxamige o5 i< i’dt?% 2y PeBANGIEEHEE tiapgeodingdpbalg L. -

t r anscodgdoilofer mati on data 24, 2Sis reI iable or not. Finally, the
transcoded encrypted infornmation data 24 is decoded wth a decryptor 26 30

whi ch dec or..ou the deco onfl denti al  information
N L T S U R PN
non-confidential information data 25 needs no further operation and is

gi ven di h@@tttayswablcmbm@dt tho trapgnofierdeistrioato altdraheredritem fibdd receivée fon20.
The stry ﬁég&%ar the original content D ~as it existed on the server 1 is
represen i'n surr( D) which the client 3 can verify by checking the
server's signature. n(sum D)) on sum D). 5 Thus the client 3 is able to
det er m neritipad’ lmle%fhﬂft figdd mhsttberseptrte sherreqsting cBgne 3iffane chatyartsbedes @ ver 1.
Further, since the security- and transcoding type information packet sum( D)
- cont2@i nsnbheritisdleimplieptRf the ir8&dlel Redy Ableldh treCAHIENR ega 'cgmtcnts may
.ver|fy the | abeling that the server 1 chose for the f|e S e cont ent
D. " Tn pdetweardedito the iequebiingnelieBt 3an deter mine which fiel ds vvere desi gnat ed,
as -secure by the server 1, and which were designated as 10 transcodable by
the serVvEfe derveh heskh f| ed
in the securi t%/- péﬁé Eggnggbgﬁéﬁtypeﬂpwg}r n@%hoédﬁéﬂitéeh%tr%%&ua ure
and cri ttranstqdibglabelsol, (B and dg(S¢ tregpectivetyp dind iaksd bxclchh@tatefrﬁiﬁ&@d@rhozv Uﬂ: t he

transco d.e ncryrﬁeed i nformation data T(E, c(d(f % .., EK(d(f ))). Here,
t | east e‘iﬁé fredp benplerrsteds Swge |lleﬁ1mb§yp§ta&m%cw0ii pneaeﬁ@pwpcwn-samgr@vq t hm

E ‘MQSCh IHﬁ)Ym!téod NCEAGe AYLARAL: GAY LAR ddth AIBHLEM 3R tachf:rt'i fof Tedr Ldaah as

encrypt
conncctlon to the server 1 for content retrieval.

Here it is assumed that the translation policy has been chosen such that it follows the rules of

the policy information 17 already known and accessible for the transcoder 2. Therefore no



+Al'so, the client 3 can conpare the set of transcodable fields as specified
in sum(D) with the received fields T(d(f+~), ..., d(fN) to v |1f?PR3200
the transcodin rocess has not deleted or inappropriately nodified'a 3
cont ent thawod’gﬂgﬁﬁbe represented at. the client 3. 11 APR 3@'9/?’898/0(%% - .
CLAIM5 1. Method. of .trans'niitting inidrmation data (9) froma sen P (1)
to a recepoliey siaBment poKS| haHesi Ao infarmation data (9)
conpri si ng confident ?a_l %nf or ma%élﬂlg{jl hgggf g"?%g‘” n%oqﬁéfdg%%‘m“i'%m fale.g. be a
i nf or mat i‘%ﬁ’i‘“ﬁ%ﬂlh%eﬂaﬁh%mmmam& whichftRhcs Right %@'P{fn%)@ﬁ% iy O gat i on
. data (JXE)l ér? aﬁﬂcré%} ed to formencrypted confidential Infor mat Brodessa
(14) whi CRPITHEPNPCRNer sUSh dhat deatings snse submaittingntbe podicy dnfotaaor 15)is hgf M
partly enwecypirgdor Nip@t i on data (14) 15)) and that security information
(12) and. transcoding-type information. (13)' is sent together with said
partly e ted . information data (14) 15) to said .transcoder (2), said
secur |xt y%%%/'gi’ ﬁg{di derompssition el fy, r-anfgscfcd thegeanyere D niherseher Anthéd dhcdagt B
usabl e by]eﬁﬁfiﬁlatﬁ(ggl%gﬂgélc( g) in a transcoding step, whereby the encrypted
confidential .information data ( 14) is transcoded without using its '
cont ent 't)l_e Sl:{;? non~confi dential ~ information data ( 15) is transcoded)
havi ng. Vs S ’ilt"gi)dolﬁ(fédt% sai d~transcoder (2) in sai d(gj' anscodi ng step
deci ding which part,of said partly encrypted information data (14) 15) is
to be travherd LEXadd LIRY gre’ &Thk ) and/,or to al.tered before
transmitting. . 2. NEthﬁ)od accorg?drggéet%%rl%%aéb%vf’, a cﬁi’r(aet'ér"‘i F¥pLographicabashhe.
partly e&m’:gﬁrt"éﬂsq pallsd thashing, infatraat{onldr, hAsh5}uch & %%@ﬁﬂ}n@gpw a _
hashiygg- hmoﬂ{)lW‘lgf)onlﬁ‘é | %Wi nﬂ ntent-verification at e recel ver ’%‘35’ SBf at
| east part of sai’d part PR fOehP i M MEaRererofdhe felds ¥4y akb)refered Votagod
accor di ngiet®hashmigrinfbrifiitioh pz S0 | ' hat the.infornmation data (9)
i s subdivided i ntg o infor mal'gi gﬁf &ggﬁkéﬁgocde%t%BFS? 3“%??@?’9%%‘?41@ sqHare brack-
transmit £5/g. B(E) Ma indigatecbar idisar-opticnat Field A S bxSIHAE @ &l id: el 1 lLhats gach

i nf or mat j F j i igned .its own piece security I nforma 8f13part
and pi ecgagrlgﬁ%@ggP%?f J%E’a ﬁ‘ﬁ?ldr”ﬁgt if she pentents of tive finlddara s dedverified ®yGhai ms

1 to 3 oreqoesting®lidntty) nibanmB IMAGHE K | Bafhat at | ean one' of the _

i nformatjon data pieces i sgassi gnalhll%l:&lt% gllﬂg e"ﬁi"@%’)ﬂ%%l“’r\‘@-ﬂorﬁ%ﬂ@dmgm
part; saf®re: i nformation data pi ece being preferably part of said :
non-confidential information data (1S.). . . 11 APR 2003 WD 00/ 03525

PCT/ i BOSTI &irityl An. traed daagh ﬁ%&@ﬁﬂ{fﬁg%g} gh%gi-m 4 or. clajns
t I NTOr

4 and S,
char act Sé"{’féei-? in that the piece securi Mh&ERSA FRnstss ok Adisp g yalues

transcor 1 Li- ios enermplonusing Lsasadefintd anal)ad adndcolipg 1aReks 4 Sk £ L)
according to a translation policy, that instead of said plece securle’@fy
information parts and. piece transcodi ng-type information parts, said

| abel s (S{(fé, TIL) S are transmitted to said transcoder (2), whereby a
pol i cy inffdrnairatsaodablesnon-exiptalilni ng how to interpret sai qqf abels (SIL,

TI L%i,@ is made available or is already available to the transcoder (2). 7.
Met 26d avcamingithg the t@h&ode 62 nelhaha [ | L that the labels (SIL, TIL)
are combined.in a security- ang trg%f%’géﬁ%gé Pcfﬁees_eptr?f@?ﬁﬁgil%?? passueto ther1 )
whi ch i & F@Wg_eqlgat byand faoheri the atanscedér 2 Bay @hb&#i thE representation. Forafield f;
cont ent -yt SBRELLYFVS fi -atjon at .the receiver (3). & Nethod of '
transcoding I n a Iip Frscolier g $5CqFing schermn it (P tierpplind ccawedivedptoigive ( 14, 1
S) received froma sender ( 1) and to be transmitted to a receiver (3),

‘wher eby 148} T <gatfos (fanifyptlefiz)i nf dxfvgt [ Bf)dasa ( 14, 1 S) f)orrpri ses
non-confidential information data ( 1 S) and encrypted corg I denti al :

i nf or matand if K& & reqdifed; it &G j by security 1 S information (
12) and tran5codi rci]g-tillpe %r?%?%%??%ﬁﬁ{]h%g)apx\ﬂﬁi'%ﬁ“l?fie%@ﬁsed for deciding’
whi p fisaid partly encrypted information data ( 14, 1 S) is to be
tr agg coﬁ*élé '%&P’Eﬁ &4 B%ﬂ%?g BY $orpe labeling mgans wbichiisx&edwmhwﬁ@h@&xsaﬁahﬂor' |
encrypt eshtioR T ERMihH i nf hon data.( 14) may only be transcode

wi t hout usibrég its co%!tweh'}lc';Ill %mih&{p%ﬂﬁ%qrbéﬁp P& 1@ ibaIEnFrypedramtli voicld para (- 1
S) may Baytheaubieogdddo Wbt Rgpe AFGRMScIdhg. b tataind menel nod according
to claim@  characterized P% that the ,arﬁege?gﬁg%ﬁﬁbégng AF8RAes 3f input

the nformation data pieces which come out of the divisor means 21. The order of the labels

will hcnc¢ be chosen according to the order of the information data pieces, to facilitate 2



‘datd ( 14, 1 S) is received subdivided into informati on data p| eces.

-Met hed according to claim9, characterized in that each mforga?) é@;ﬁ%
pi ece has assigned its own piece security information part an

t ranscodi nYQ 8p98525nf or mati on part. 2S 11., Method accordi ng porgs®ioizsk0)
characterized in that the piece securi-tl-i nformati on parts and piece

t r anscodiasér dsyipementt ofF ikat eI S IL) TIL)
and that for tif@anscodl ng,lhggkpgﬁfﬂgicﬁe?%er/@éﬁ] %E@;‘rg\ﬂgi gl?% V’g Hhe to

the tr angemder@)md theuseeivervhi Tie lebgiingimsanb owldbeler RhEbBEMEd Witk thet Eﬁgérs
(SIL, TIL). . 11 AP %%003 WO 001 03525 PCT/ 1B98/ 01855 -20 12. Met
‘accor di n§P9e8 1 18YenihE dabelerampat absy which indermatien) dave ipieceSshall B ejcrapted

recei vedyehpk q;tH, | pd, tr.an cod n e information packet (
11 ) which |H;(s) %@%Pet &d §%{gl?1@ethﬂ$e qq‘oﬁ%ﬁ‘@ automatic system ' which

cont ént - allltbmgnctfﬂly aseighd tt%aidspéttlaé 14038, %%C%H&bmg@oméuﬁoraéﬁ cjf'%ile% Qhd/or

recei vi nge m a transcoder NR in areceiver ) tra part
encr ypt eteReAd Onrgivsromlesarandiyi ualzlgycluagrppq:fpmnqq, ghan syca eskr oo rieciond ﬁdﬂﬂél al

i nf t d_t fjdential inf t
at o (24" 50 dned BB oh B 5 DSl REIE R BiedRbeing rsahesnd avdispmimes
encr ypt edividvalizeat lalling it emleR be a{'e)optmgdlha{od @J :%nffgé %B&cr( whith 1548

transcodj ng-type information ( 13) wh I S use or conp artn gv?l‘t'e
sai d tra#ﬁé‘é%@é@cb&?thhenfwiylpmmdatmpmcemt|on data (24, 25) for testing the
conpliance of the transcoding with said security information ( 12) and

trangc i
char actor | o T e i Anaeliny et ie Mo Bl A aPRE AR 1o BafBrgion o

accorrparﬁ’%b dennted adth Sﬂ: |walfmmr tmtgroup af mmdwmg%ba@txs YéTEiréd 6at @Rod ofl O
t he rece [é ;,i f at ? Part of said transcoded partly encrypted
i .nf or mat | on dat ‘?‘5&' ty PfS’)" orggtion pRyts, ilsgotgd ity THg Withcothenwosdso eadi field,

- char act efesgeRblvélf idfbdharioll @latd GRS ALk pid @éé é&uﬁ@%%@ngtdorlgggr &V %@él?yhn gigc?c (24,

25) is received subdivided into 1nfor 1'on

accor di rfgcweiydn@rmthseparcs logBther framathcesecurigl mformﬁt@dn Athel RasdryG@rBhiddhe 20
i nf qk mat | Sﬁgfﬂﬁ ac ﬁ IS assfjé@nable I ts own gl ece hashing |nforrrat|on
part)5 s {18 Y BIOL P el seqiaity dabstseans, the cgrrpsnonding tramslation policy
non- confmdﬁmtam@{ Hentortope claim15
or 16, characterized in tdcgtrﬁegﬁtg@ fegégécsug%rlcp%tapﬁ'ﬁlg ?r&??g‘ﬁa%%ﬁ? P8 %i ece
t r anscodhigsecyiy labebrandt tMncma:stpsndmglt\rmslamohhpolicqr Afefmatfon| adhehs pbfRyl,
TIL) anqn Jg&% i policy information ( 17) which is available to the receiver .
(3) is use 3 I'nterpret said labels (SIL) TIL) and that thereby the

correctness of the transcoding is tested. 11 APR 2003 WD 00l 03525
PCT/ | Boghiw1 885 toae;t_hermxth Vb¢ fodresppadingi paicy dnformbiorl fornghaicaghitebdifgljpe t hat

ot a0 ik PAEA 11 Eh by Lt i deger i BBt rorm T SiLc hseiteo it
using a thé gﬂﬁ&dpbﬂdlbg %@hcﬁ ﬂ%l’%ﬁ?ﬁtxon forms the security information 12, which in the figure
is also depicted in a simplified form. The principle is that the transcoder 2 shall be provided
with all information needed for performing the transcoding according to the sender's wish
which is expressed in a form that the transcoder 2 can understand and interpret for correct
| 25  execution. This means that the sccumy mformatlon 12 and the transcoding-type information
13 are transmitted to the transcoder 2 either in the label form Wthh implies that the trans- -
coder. 2 understands the labels, either because the transcoder 2 already has the correspond- '
ing translatlon policy avaxlable or is designed to understand the labels directly or is or has
been provided with the policy information 17 by the sender 1 or by any other institution, or
30  that in the case, a policy-label split version is not desired or realizable for whatever feason.
the non-labeled security information 12 and the non-labeled transcoding-type information 13

are transmitted to the transcoder 2 such that the transcoder 2 needs no.policy information |



'19. ‘Sender ( 1) for transmtting information data (9) to a r'eﬁeivmawr
'via a transcoder (2), 5 which transcodes said information datal(9) J
transmtting it to said receiver (3), said information data (9) conpri sing
confidenti &WOiopPIR&AL i on -data ( 16) arid non-confidential infgk P@ﬁ glata
( 15), characterized in that said sendet4¢( 1 ) conprises an encryp

for encr ot difdt 8rdcdtis data 16), and that together
‘with the partly encryﬁtmét : o?dr%l? Qécgdﬁ?%k? [}'féffcei feporityiinformatipacigond
(2), 10 =§'@Bsﬂddtr5g-tiy'péh1fon111atmn 18.12) and transcodi ng-type information ( 13)
1s sendabl e) being usable by said transcoder (2) for said transcoding,

wher eby il tRGab I i nf tion da1;a 14) is transcodabl e
wi t hout using | tséﬂglgq? @B%e?@g&%ea?%t%ﬁi’ggﬁﬁ?rd@nl |‘%ﬂ‘b“r {9F isPrasentdhe derttent

15) is tMamscodabl e) having access to its content. 20. Sender ( 1)
according to claim19, characterized in that it conprises divisor neans (21
) 15 for Vi rmation data (9) into information data pieces
before eﬁ@#y |ﬁg“(§?{(}“(?§’ans]:?& >i’ng 21. Sender ( 1) accordéng to claim 20)
characterized in that each information data piece has assigned its own

piece sedihichtiy hPrﬁﬂbﬁiatbdltmcmcm santingry e D, disvcutied isBmh Y Pd ¢ nQE 8@ par t

and t hat . 'f@rs at?ad of (5581 |ec securlt information parts an Di &e 20

t r anscodI Mg 1A7SR PAFkS ‘f)@f F‘ém(l?)o digjlebels an dencreput (tdgethdrabelheScdnﬁink. _

TI'L) aresdrhmasnd I i n toatrans tion policy, said
s BSNuini(®) \ﬁlvucl'l Rl bl 1§ HeRS 0;5: ?fo(;h) g by 3, Packefizer 0%

pi ece security (Itllgf ofmat 1 on, parts and sal t%¢b‘@f I then

i nf or mat bighs pan asr sgm(smnell))al hdrice, prodhgdes QY signfo@iel t

expl %nl ggzhow t@ interpret said | abeI s (Sl ?_lgn TI f wldsen{)jtgplr{\ee&r’ggifg&m Ptl?s
al ready aVai 1°dl €1 BRHES EFBHIOs RS t¢ Hdicape ipa veSﬁatdelfashxoi: ) smﬁmyobmge to

cl ai m 21gatg haf L S acketi zer for
conbi ni ngatt hetlifé(agt:)(grlﬁléﬁtelg he %P@na}% Og?lgg;c ?tyﬂ gr‘?bgnf' ’aﬁ‘%‘c‘dﬂlcﬁ)gtﬁﬂypeltself

i nf or nmat $ige tbadﬂbehngscmm):s Anfdraukai (Naindr(e) @8RBI Haa UL et Ng

. said pachﬁ éﬂ‘ 2, a signature ( 10), ( \)Nhl ch gﬁ:ﬂl‘de((l?ezﬁctﬁﬁda&% eld

cont ent - 1 Tt EYFetyE SR Dy gompast N@deﬂf\repre:{cﬁ)mg memwcanﬁxsmoa%rm

001 03525,RGhie GL8Rpe S for transcoding part .
encrypted i nf g?%{ll on 3)a %{%ﬁkyzk%k'r% §| ul"?ﬁ)‘ﬁi‘ ugddter (1 j and for
trangn t.},l n E(he t¥anscoded artly encrypted information data (24, 25) to a
recel’ver lae3|?ac Wienynctian gyl agﬁlﬁf fupctier earpbealse erfrobined inmnedat a (14, 15)
conpri sing non-confidential information data ( 15) and encrypted

conf i deanlleaSFCCilW{YoﬂmatmnmodJagayme ihfgrmadiod paekend 1 Q&ﬁﬁﬂ@ﬁﬂé@f‘o B¢ (PRSI et ¥
{ , sal d Transtoder

i nf or mat 2 sco -type information

(2) corrp‘%‘gglt&'\% 8‘% ﬁ ?Pﬂgrmﬁpﬂd%ﬁdﬁ%gﬁmechorpwnﬁd@ﬁnzﬂanidrrh@&m ved
partly efutd Yﬂs&ﬂmbﬂt&rdrfﬁtth@ﬁ ( ranscoded before
transmtti ng it to said rece?l\%gé&rz wnv\éﬁ?reégori {?E‘F’?B?’é@tégdﬁ seabht i al

i nf or matd $Wdivided and pajtly encoypited fomnsmlmmiseoaurtzhout using its content while
- 10 said non-confidential information data ( 15) is transcodabl e, having
acce®s tTo 3% aﬁqmv@rgg T according to claim 23,

characteri ze%l l| n that curﬁ‘eknga\f gglgﬁ[ggrnf%)%e%g |'§1P8&Wt§'?‘?doﬁ %f&f“a"(( 181@f0n5111§}ed| S

r ecei vedvkand thewlidetd3 iand thei sefver retidve 'estdBlisheR a0 e AREIdINBY @i S SREN
mforrratiocr)ln dat a_pi ece has assi ned its own piece security Intfornati n part
15 and pio@c¥Ft ARSLETPHED i}?ﬁéil hoeppienioR feseived Wiyi thh clienti ¥ @s td1bé i@efear m of

| abel s (tflough Akdahscadr geli:mﬂ[:c fror transcoding) a policy information ( 17)
which is avail able and Ich explains to the transcoder (2) howto

nt er pr sa | abe SIL) TIL s usable. , 25. Receiver (3) for
Irecel \F/)l ﬁ:té’ F?‘}ah@%‘i?o%fjdﬁﬁé?ﬁm}‘ @rﬁﬁ%yb;{@dgﬂﬁd cherseriveml dmts&lt:l( t;&)co(ﬂﬁit §uneiarg

senger Y coded artly encrypted

inf grgmat(s P%lab)dadtng %54%3@%%%? °&‘éﬁ%ﬂ°ﬁs‘% gCIHo‘ﬁ dRPle bty |aal%lllﬂﬁmﬂwtcmmem|ata ¢

| S) andummary pae(D). dffthel @Bhde t 14 rt her nore fox )
receiving to %t her )Jm th said ?{Ir ajng{):@ggg %g\?}ft?%%ﬁt&\F %B’allilﬂf‘dﬁ?fhts‘?rdﬁ Cfat a
(24, 25Poeabelhialtof thefisldsmiil bave(a &2)rigridbélninseadi ng- t ype information (-
13)) .conprising conparison neans (7) for conparing said security
information ( 12) and said transcoding-type infofmation ( I 3) with said
transcoded partly 25 encrypted, information data (24) 25) for testing the

-conpliance of the transcoding with said security information ( 12) and
transcodi ng-type information ( 13). 1



11 APR 2003 WD 001 03525 PCT/ 1 B98/01855 -23 26. Recei ver (3) according .to
~claim25) characterized in that the transcoded partly encrypt ed‘ll fA)IDn:agpﬁ
data (24, 25) is received subdl vided into information data pieces) that e
piece seccwpt%)/ PRformation “parts and pjece transcoding-typerCTigysRgsson
parts arrive in the formof |abels (SI‘L15‘I'I L) and that. wth the corrparlson

means ( 7YVithontitass of generality it ipassumedithitahawirétgfelds £7X,, W“'f la%el@é%% %bl e to
I|cy|nformat|on|nterpreter , sal a

d 3 d
?gll L) r_el_lc}?w :tgé %@5}9&2{5& diviarfa> t haty tane rlabsjed; ae nomccem¢ NEhs sexfvet Nethen
t r anscodjgp@alde tﬁ@ﬁ)?ll%wl@ tuéye t°§ﬁg%’ﬁ¥§g§fi %[ according to claim 26,

characterized in.t nte verification of a security. and

t ranscodi n w e, informati on packet conprising the labels (SIL, 10
TIL) is ﬁé n {ﬂ"ésum@) ﬁm(d(ﬁﬁ)egr,|Exyd(6,h)edkf,+mean8(f,6)&) usi ngna signature (
10) of said packet ( 11 ). .A

. AnY.5AUw
Ag AS. Asﬁﬁ ﬁéihf'%&{ag\'ﬁ%ci%%“&%?ﬁé{a @2% é%x(d(‘?‘)) is the encryption of the data

Yxsni d_zZpeeniaag edihdigld hpoddrab cadrypankay K] Thodaabtadaatant ﬁ@th?Lﬂc?]e;ﬁ?]/‘C aj ¢
2l cal caligalighap] cal cal ca] c<al o(alca At L KeOUE(())))) o))y Lupke TV cal
ca]cal c ? *a] c*al] c*a] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal]ca]c(a]ca]cal
ca] ca]calca]l calca]ca]lcalc(a]caly-/ 01P13u3x3~33333/45679<=======?y @AABCD| w
r nhe YkeHevraiseoder ) carprises albciabaapentlic abasiedvahale; Riheciahg Ahal sl 571 cal

ca] ca] ?ﬂﬁ%@ﬁﬁ%ﬁaﬂﬁ@%c a] ca] ca] ca] Ca]l[csﬁlzggp@tramowdddaf@&]t%lmgca] c(

aU] aba] o( dWhe t@kpalgal ca] ca] ca] ca] ca] caU] ca] c(a] ca] ca] ca] ca] ca] ca] ca] ca] ca]
calc(a]ca]cal[\c\s]x_abbbbbFc_dddee<fffggg[ hi hh)iQjjjUkkk|lwmhc”Y]c]c(a]ca

L A it
% 6W&{ V@b

0 ovet vabahhalsehoatoaialenhabeals Becld soLelalenl calcal calcaled (el
] ca] ca] €aptenl.ca] ca] caU] ca] c*a] ca] ca] ca] ca] ca] ca] cal c(a] ca] ca] ca]ca] ca] ca]ca
]calU ca] c, alc, a! (?7<”

] h" =Bl . ﬁxvghﬂé] %] hahebambaad Hakkal fial Ca] ]ca ca a] ca ca] ca] ca] ca] cal ¢
af f §95tde

a] Caécal ca] cal cal caUl ca ¢ ae]nga/p t lm ormation data 14

DO Aweso ) o] Thslceabe alche %%Lfs‘i’é%féa&ﬁ? SR SRbbak. )
'ca] caj cayl&a E%@& E{aLOSaU] c( a] ca] ca] ca] ca] ca] ca] ca] cal] ca ]a 08 ()
- f 10%0% %{! 911 Y dpopselnely@ningnized@esion)of the encrypted confidential infor-
10% : & (matiofda % 10% '
LO%E! () - go#log%gy?)gﬁ &(azp ‘ﬁr&g"&éﬁ 'ﬁ%’%ﬂ%ﬂ%@%@o}mw )OPP$S@914)lmmr()
.@g}/g;{@?eey Gﬂ&@%@tg():e@bg% &/gg le&erypted 1 @UhBddnlialv idBfhARR HAF 14 and the
ZX6b@ Sh%]}&g&é?c{é%? %"?'} /é%%y(‘? -Spopg mingnextent ranscoding can comprise
@Llﬂl%&dz(thbp]:&%%( 1.0% &
&YA0%& () - Plk&%io%(%r Ogélguﬁ%’f‘eﬂp}%%@f Bgﬁﬂb‘iwu’@f@% informa-
tion 12, 13 is read from the security- and transcodmg type information packet 11 and used
.for transcodmg‘ thc encrypted conﬁdcntxal information data 14 an_d the non-confidential
information data 15 leading to transcoded encrypted confidential information data 24,

denoted with TECD, and transcoded non-con'ﬁden_tial informatioh data 25, denoted with
25 TNCD.

The transcodcr 2 here operates on the received data stream 14, 15 in two passes. In the first
pass, the transcoder serializes the data by removing subfield structure from each field. For

example, if f; is a field and f; j a subfield of f,, this serializing can be thought of as performing
the following operation |
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01105 ' " 0% ( FI niPA098C3CL () - ! DFI nPd 0%KOKOE' (
) (O I?x( %ir? z(?‘otgggﬁ;é%p;g%pwgp@ymg lsnbi)mmat&\x(t)l d poifited O94vherd 8he subfiel et 1 00

A0% u{u& ()-!X
g/&z/mgy% be forhd AR direan. Phid 1endtos straxghtfo%ard ({degestcd( r)epresentatlon of
iU

@40% u- u&e(merh&ﬁ%im&mm%u{rh o e o 1t T g est3y
SSUJ _@N @%0% ()- 10-u 10-u 10 UOO/(iIO/eEJ& f(%)io% & ()1 X %a0%&: {)-1.Y Z(10%
y#JﬁO%fﬁ&th(e) se%glllél ?39957%(3 tragcﬂdef %Oe/x%ngn)lesl the non- secn(Jre fields fi.), fua, ..., fy and

performs any appropnate transcoding, the output of which is denoted by T(f,“, 420 +.0y TN).
For any non-critical ﬁeld fi that is being removed from. the final data stream after
transcoding, the transcoder also exammes d(f)). If d(f)) contains a pointer to subfield data,
this data is also removed. If a transcodable field to be removed contains a secure, encrypted
10 subfield then the removal of the subfield data alters Ex(d(f)), . -» Ex(d(f)), such that T¢(
Ex(d(f)), ..., Ex(d(£))) denotes the list of encrypted fields after any deleuons due to trans-

coding have been made.
Finally, the transcoder 2 forwards the following 4-tuple to the requesting client 3:
< sum(D), sign(sum(D)), T(Ex(d(f.)), ..., Ex(d(£))), T(d(fn), ..., d(fy)) > . 9

15 The receiver 3 comprises an integrity-check means 6 which operates on the signature 10 and
delivers as integrity check output 19 an integrity check information, which indicates whether
the security- and transcoding type information packet 11 has been amended in its content
between the send'er 1 and the receiver 3 or not. The receiver further comprises a poijcy
information mterpreter 8 which helps under use of the policy information 17 to interpret the

20 transcodmg type information labels 13 and the security information labels 12. This pohcy

| information interpreter 8 is not needed, if the receiver already understands the label
language. On the other hand such a policy information interpreter 8 is also usable in the
~ transcoder 2 if he does not understand the label language but makes use of the policy infor-

mation 17.

25 The interpreted labels are then used by a comparison means 7 to see whether the transcoded
~ encrypted information data 24 and the transcoded non-confidential information data 25 has.
~ been transcoded and treated according to the rules contained in the labels. The result is an

indicator output 27 for whether the received transcoded information data 24, 25 is reliable
or not. Finally, the transcoded encrypted information data 24 is decoded with a decryptor 26

30 which gives as decryptor output 18 ‘the decoded confidential information data. The
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10<6S#109kigh (the Chient 3%amtesily by -che&(ifd QR serre s( Zgriaﬂaﬂe sign(sum(D)) on sum(D)

WONYE () 09%& ( 4| D°/<10%B<8<&' ()-

10<6 1,%#&9&@&@{ &% }q t9 determine the set of fields that reprcsent D, as specified by the
server 1. Further, since the security- and transcoding type information packet sum(D)
contains the label tuples for each field of the content D, the client 3 may verify the labelmg
that the server 1 chose for the fields of the content D. In particular, the client 3 can deter-
mine which fields were designated as secure by the server 1, and which were designated as

10 'transcodable by the server 1.

The client 3 then checks that all fields that were specified in the security- and transcoding
type information packet sum(D) as secure and critical, have not been deleted or modified by
the trans_coder 2 in the trénscoded encrypted information data T(Ex(d(f)), ..., Ex(d(£))).
Here, at least part of this verification is provided by the encryption algorithm E which may

15 include authentication information about the data that was encrypted.

Also, the client 3 can compare the set of transcodable fields as specified .in sum(D) with the
received fields T(d(f.1), ..., d(fy)) to verify that the transcoding process has not deleted or

inappropriately modified any content that could be represented at the client 3.
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non-confidential mformauon data (15), charactenzed in that said con.ﬁdenual mformanon

-data (16) is encrypted to form encrypted confidential mformatlon data (14) which together

) w1th said non-confidential mformauon data (15) forms partly encrypted mfonnatmn data -
( 14 15), and that secunty mformatton (12) and. transcodmg-type information (13) is sent

"’ together with-said partly encrypted information data (14, 15) to said transcoder ), said

' secunty information (12) and u-anscodmg-type information (13) bemg usable by said
transcoder (2) in a transcodmg step, whereby the encrypted conﬁdenﬁal mformatmn data
(14) is transcoded without using its content while said non~conﬁdent1al information data

- (15)is transcoded having access to its content, said’ transcoder (2) in said transcoding step -
deciding which part of said partly encrypted information data (14 15) is to be transmttted :

" to said receiver 3) and/or to be altered before transmitting.

2. Method accordmg to claim 1, charactertzed in that the partly encrypted mformatlon
data ( 14 15) is accompamable by a hashmg mformanon allowmg content- venﬁcatlon

at the receiver (3) of at least part of said partly encrypted information data (14, 15).

3. Method according to claim 1 or 2, characterized in that the mformauon data (9) i is

subdivided into information data pieces before encryptmg and transmntmg

4. Method accordmgv to c]a1m 3, charactenzed in that each mformatlon data piece is
_ ass1gned -its own piece security mformatton part and plece transcodmg -type information

part,

5. Method accordmg to’ clatms 1to 3 or claims 1 to 4, characterized i in that at least one of
the mformatlon data pieces is assignable its own piece hashing- information part, said -
mformanon data plece bemg preferably part of said non-conﬁdenual mformauon data

13). |
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LTS S A G T o
ccording to a translauon policy, that instead of said piece security -
| information parts and. piece transcoding-type information parts, said labels (SIL, TIL)
5 . are transmjttcd to said transcoder (2), whéreby é policy information (17), explaining
how to mterpret said labels (SIL, TIL), is made available or is already available to thc

transcoder (2).

7. Method accordmg to claim 6, characterized in that the labels (SIL TIL) are combmed
in a security- and transcodmg type information packet (11) which is completed by a

10 signature (10) allowing content-integrity-verification at the recejver (3).

8. Method of transcoding in a transcoder (2) partly encrypted information data (14, 15)
received from a sender (1) and to be transmitted to a receiver (3), whereby said partly .

encrypted information data (14, 15) comprises non-confidential information data (15)

and encrypted confidential information data (14), and is accompamcd by security

15 " information (12) and transcodmg -type mformatlon (13), which is used for decndmg

which part of said partly encrypted information data (14, 15) is to be transcoded before

transmmmg it to said receiver (3), whereby said encrypted confidential information

data (14) may only be transcoded wnhout using its content while said non- conﬁdcntm]

information data (15) may be transcoded, having access to its content.

20 9. Method according to claim 8, characterized in that the partly encrypted information

data (14, 15) is received subdivi‘ded into information data pieces.

10. Method according to clalm 9, characterlzed in that each mformatnon data pxece has
a351gned its own piece security information part and piece transcodmg type mformatlon

part.

25 “11. Method according to claim 10, characterized in that the piece security information parts
‘and piece transcoding-type information parts arrive in the form of labels (SIL, TIL) and
that for transcoding, a policy information (17) which is a'vailable to the transcoder (2)

1is used, which explains how to interpret said labels (SIL, TIL).
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5 13. Method for rccexvmg from a transcoder (2) in a receiver (3) transcoded partly
encrypted information data (24, 25) comprising transcoded non~conﬁdent1al
information data (25) and transcoded eencrypted confidential information data (24),
furthermore receiving together with said transcoded partly encrypted information data
(24, 25), security information (12) and transcodmg -type information (13) ‘which is used |

10 for comparing it with said transcoded partly encrypted information data (24, 25) for
testing the compliance of the transcoding with said security information (12) and

transcoding-type information (13).

14. Method according to claim 13, characterized in that the partly encrypted information
data (14 15) is accompamablc by hashing-information allowing content-verification at

15 the receiver (3) of at least part of said transcoded partly encrypted information dala
(24, 25).

15. Method according to claim 13 or 14, characterized in that the transcoded partly

encrypted information data (24, 25) is received subdivided i Into information data pieces.

16. Method according to claims 13 to 15, characterized in that at least one of the
20 information data pieces s assignable its own piece hashing information part, said -

information data piece being prefcrab]‘y part of the non-confidential information data
(15).

17. Method accordmg to clalrn 15 or 16, characterized in that the piece security

_ mformanon parts and piece transcoding-type information parts arrive in the form of
25 labels (SIL, TIL) and that a policy information (17) which is available to the receiver
(3).is used to interpret said labels (SIL, TIL) and that thereby the correctness of the

transcoding is tested.
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security and transcoding-type information packet (11) comprising the labels (SIL, TIL) |

- is performed using a signature (10) thereof. .

19. Sender (1) for transmitting information data (9) to a receiver (3) via a transcoder (2);

5 which transcodes said 'mformation data (9) beforc transmitting. it to said receiver (3),
said information. data (9) comprising  confidential information data (16) and
non-confidential infbrmation data (15), characterized in that said sender (1) _cbmprisés

an encryptor (5) for encrypting'.said confidential information data '(16), and that

tbgether With the partly encrypted information data (14, 15) to said transcoder (2),

10 security information (12) and transcodmg type mformatlon (13) is sendable, being
usable by said transcoder (2) for said transcoding, whereby said encrypted confidential
information data (14) is transcodable without using its content while said

non-confidential information data (15) is transcodable, having access to its content.

20. Sender (1) according to claim 19, characterized in that it comprises divisor means (21)
15 for subdividing the information data (9) into information data pieces before encrypting

and transmitting.

21. Sender (1) according to claim 20, chafactcrized in that each information data piece has
assigned its own piece security information part and piece transcoding-type information
part and- that instead of said piece security information parts and said piece

20 transcoding-type information parts, to said transcoder (2), labels (SIL, TIL) are
B transmittable, into which according to a translation policy, said piece security
information parts and said piece transcodinthypc information parts are translatable,

wh'ereby a policy infbrmat_ion (17), explaining how to interpret said labels (SIL, TIL),

is deliverable or is already available to the transcoder (2).

25 . 22, Sender (1) according to ciaim 21, characterized in that it comprises a packetizér (23)
| for combining the labels (SIL, TIL) in a security- and transcoding-type information
packet (11) and a signature-generator (22) for completing said packet (11) by a

signature (10), which allows content-integrity-verification at the receiver (3).
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Oe<e< 10e<el4, 25) 10 a receiver (3), said received partly e d informatiqn- data (34,phS)
i0e<e<l qLE3YQYese<e ()- I $940% <\ <& ()| o ShEec nfarmatiqn- dag .
! omprising - non-confidential information data (15) and encrypted confidential

5 information data (14), and being accompanied by security information (12) and
transcoding-type information (13), said transcoder (2) éomprising decision méans (4)
for deciding which part of said received partly encrypted information data (14, 15) is t6
be transcoded before tfansrhitting it to said receiverl (3), whereby said encrypted
confidential information data (14) is only tfanscodablc without using its content while

10 said non-confidential information data (15) is transcodable, having access 10 its

content.

24. Transcoder (2) according to claim 23, characterized in that the partly e:llcryptcd
information data (14, 15) is received subdivided into infofmation data pieces and that
said each information data "piecé has assigned its own piece sec.urity information part

15 and piece transcoding-type information part, which arrive in the form of labels (SIL,
TIL) and that for t'ranscoding, a policy information (17) which is available and which

explains to the transcoder (2) how to interpret said labels (SIL, TIL), is usable.

25. Receiver (3) for receiving transcoded partly encrypted information data (24, 25) from a

sender (1) via a transcoder (2), said transcoded partly encrypted information data (24,

20 25) comprising non-confidential information data ( I5) and encrypted confidential
information data (14), furthermore for receiving together with said transcoded partly

encrypted information data (24, 25), security information (12) and transcoding-type
inforrﬁation (13), comprising comparison means (7) for clomparing said security
information (12) a_nd said transcoding-type information (13) with said trénscoded partly

25 encrypted information data (24, 25) for testin.g the compliance of the transcoding with

said security information (12) and transcoding-type information ( 1'3).
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information interpreter (8), said labels (SIL, TIL) are interpretable and that thereby t,he"

correctness of the transcoding is testable.

27. Receiver (3) according to claim 26, characterized in that a content-integrity-verification
of a security and transcoding-type information packet (11) comprising the labels (SIL,
10 TIL) is pérforinablg with an intcgrity—chcck means (6) using a signature (10) of said

packet (11).



