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DYNAM CALLY ASSI GNI NG USAGE RI GHTS TO DI A TAL WORKS BACKGROUND [ 0001]
This invention relates generally to distribution of digital works and nore
particularly to digital works having dynam c usage rights. [0002] One of

t he nost | WOIRPWAM! | ssues i npeding the wi despread di sRCTEUI3MW of digital
wor ks or docunents (i.e. docunents in fornms readable by conputers), via

el ectronic means, and the Internet in-particular, is the current |ack of
ability to enforce the intellectual property rlghts of content owners
during the distri bdMEGHORANDABPARATUS FOR DXOIAMICAELY ASIIGNINGesol ve this
probl em have been termed "M%GEI@W@T@D@EALMRR@&S Managenent "
("IPRM'), "Digital Property Rights l\/anagemant ("DPRM'), "lIntell ectual
Property Managenent” ("IPM'), "B P pgement” ("RM'), and "Electronic
Copyri ght Managenent" ("ECM'), coI ctlve y referred to as "Digital rights

managenent ([9&M;" hﬁf@lh?entam?éiﬁ péné}alﬂlimafsfnb‘ﬂﬁoﬁ 315d‘f Bl WBndGngonsi dered in

digital rights nanagenent: aut I cati’on, authori za I'on,” ‘account i ng,
payment and m?rﬁaﬁ?&ﬁwaﬂ&ﬁ%@;gi&aﬂ\g{omﬁ.@m dyperviciusage fights. ri ghts verification,
rights enforcenment, and docunent protection for exanple. U S. patents

5, 530, 235, goﬁ4,%§, 15, 403, 5, 638, 443, and 5, 629,980, the discl osures
of which ard or ehBost Ampyrianif @F@céﬂp%ﬁ"ﬂ:lt%ewmr@aﬁcepts

addr essi ng  tdigsution o5 tigial woRRLRdobiimbits (|‘@Bbébn9éntﬁ1 fBFn%dreQ%aﬁdféfﬁ a wor k

created by an author is usually provided her formats and
prints nunmec8PUIEED: W2 elsctropis maznskandithe jepietis mﬂ@utan,e!a theecurrdiy a

di stri but he copi
ar e, pur chase oy oo uoarioree, M Hiciec@af prooBity B of ATt he' i gh

cost of di sldF'T"EﬂJE’ierbetiﬁtMt'ﬁﬂéﬂdHﬁ@@fqllailalmm Esf‘bﬂs&drwelvdmleprcﬁnm to

unaut hor i ze g ) easy to
copy, mod ?gﬁ:%@ef‘eé?@???ﬁ’ﬁ?’?ct%?ﬁ%féct h q0GIE; Viahageipert™ (1R

Property Rights Management” "DPRM") "Inteliectual Property
Management" (“IPM"), “Rights Management" (“RM"), and “Electronic
Copyright Management” (‘ECM"), collectively referred to as “Digitat rights
management (DRM)” herein. There are a number of issues to be considered
in digital rights management: authentication, authorization, accounting,
payment and financial clearing, rights specification, rights verification, rights
enforcement, and document protection for'examp[e. U.S. patents 5,530,235,
5,634,012, 5,715,403, 5,638,443, and 5,629,980, the disclosures of which are
incorporated herein by reference, disclose DRM concepts addressing these

issues.

[0003] In the world of printed documents, a woric created by an author is
usually provided to a publisher, which formats and prints numerous copies of
the work. The copies are then sent by a distributor to bookstores or other
retail outlets, from which the copies are purchased by end users. While the
low quality of copying and the high cost of distributing printed material have
served as deterrents to unauthorized copying of most printed documents, it is
far too easy to copy, modify, and redistribute unprotected digital works.
Accordingly, some method of protecting digital works is necessary to make it
more difficult to copy them without authorization.



Accordingly, some nmethod of protecting digital works is necessapg Jlﬁh@‘ﬂﬁOS
it nmore difficult to copy them w thout authorization. 29 June 2005

02/ 098041 PCTI US02/ 15200 -2- [0004] Unfortunately, it has been wi del y
recognized that it is difficult to prevent, or even deter people from
maki ng unaWPlypssed di stributions of el ectronic wor KPCHUSKEIR208ur r ent
general - purpose conputing and comunications systens such as personal
conput ers, Workstat ions, and ot her é?ew ces connected over communications

net wor ks, such as | ocal area networks (LANs), intranets, \;fa P the Internet.
Many att enpl090¢h pregrieratelnait diag e iy sercghizehdhalat iy BFISHE Bnaut hori zed

copyi ng haVErePéﬁiV%'ﬂ dven Detert PEYAE FRR Wlakln-ljhﬁnéiftﬁﬂr?zé@rdiiéthlﬂﬂroﬁé dti gh

band-wi dt h ¥ broadband” communications technol ogies w I render it even
nore convengleslonio ks i prithin  |cHFrgal dQé'ﬂﬁF@‘rﬂl&P%ﬂeectcP@ﬁPW | @ndi ncl udi ng

video files.ahainiastidng! dysteOblicnmat! J%‘son@l Chithaters, Wkét%s""‘alnh rermve any

remai ni ng deterrents t o “unaut hori ze di stribution of ital work
Accor di ngl yothm\ﬂ@smn@@e@qur@nmmhn@p aetwarkgh speh @$ acgl ar[eeoos] " Two

bast ¢ DRM SEAGHRS. 1IAKR) CREASPLRY B debt iny Gusfbitlo pigeiagocuent

protection pro ure contai ners and trustéd sys secure
cont ai ner" hardwalreﬁtpﬂs;adaqluhmnsrtpm*mmjmamﬂmnzgd mnymgslwemwmdobeep docunent

contents en e ntil thaorizati aditis -met and
sone copyri%{#'%%ees ‘F%’sl!' ar eTrﬂeong OI'%T’E{tgHg.& p@@ﬁm%nﬁ“ﬂmhse?%ﬁ%@ t he
vari ous congbrbmomisationg téobnalegias illrenddriilealeninidre thevedentitredistriputevi der, t he

docunent is rel ased o,the us ea rroduct s such as
BN s CrvprefdasEeants g aprEaE: ngbeerlanesr el T Ebeh Rihogory

A early, thsictaggyrandcihos mmeremp@rangcdemarrmg dleterrensotouuhauthorizegdr ot ect i ng

t he docunent, . n ver e o nel s, byt daes _not provide
any mechanf'SH ‘H?“p‘%éﬁ%tﬁ @‘é %cﬁﬁﬁd@gﬁ' @Wchgﬂa%Fﬁ PHF REPAMRE 8 ear
docunent angigh phgfly.usi ng and redistributing it in violation of content
owner s’ inte?lectual property.

[0005]) Two basic DRM schemes have been employed to attempt to solve
the document protection problem: secure containers and trusted systems. A
“secure container’ (or simply an encrypted document) offers a way to keep
document contents encrypted until a set of authorization conditions are met
and some copyright terms are honored (e.g., paymeni for use). After the
various conditions and terms are verified with the document provider, the
document is released to the user in clear form. Commercial products such as
{BM's CRYPTOLOPES and InterTrust's DIGIBOXES fal! into this category.
Clearly, the secure container approach provides a solution to protecting the
document during delivery over insecure channels, but does not provide any
" mechanism to prevent legitimate users from obtaining the clear document and
- then using and redistributing it in violation of content owners' intellectual

property.

[0006] Cryptographic mechanisms are typically used to encrypt (or
“encipher”) documents that are then distributed and stored publicly, and
ultimately privately deciphered by authorized users. This provides a basic
form of protection during document delivery from a document distributor to an



[ 0006] Cryptographic mechani sns are typically used to encrypt (29 June 2005
"enci pher") docunents that are then distributed and stored publTClY, ana0
ultimately privately deci phered by authorized users. This provides a basic
formof protection during docunent delivery froma docunent distributor to
an 29 Junew@@a®sdnD 02/ 098041 PCT/ USO02/ 15200 - 3- i nt errdadisugsrooover a
public network, as well as during docunent storage on an insecure nedium
[0007] In the "trusted systent approdeh, the entire systemis responsible
for preventing unauthorized use and distribution of the docunment. Buil ding
a trusted istestiedusarunkt § peblicaidtgoiknas vell@s Myring dodiomehisiaragaioh as a secure
processor, se.curg‘r% ?ﬁ e and secure rendering devices. This also requires
that all sof't &Y% h.% cations that run on trusted systens be certified to
be trusted. Wiile building tanper-proof trusted systens is a real

chal lenge tBoofix! 3hii1lSEBNQLRAPM Shordaih 8 lonlR SRlert iRABomsAgESt L hat

open and untrusted systens °C's' and worKstations using browsers to
access t he foeprevening unpethefireddsesi andristéiusion vl theseatumenticBuaiklingda gi t al  wor ks.
In this se i St i elo) i i P

wor kst at i oﬁgue%ec?u%% u@\%la I&hémg%%u' g?&%ygr a'rfl ngP@ﬁ%gp@ﬁ%{s ea?ég&ﬂ«gv ndowsTM
Li nuxTM anstoddskof) sacute stoeagdeandngpcapptendarirgodeyvicesc Thissalbe cegies  ar e not

trust ed . t ] t, sionifi | | teri '
Lhorr Cor on bl FRttEABRlcapd fTBE furl b Sa MABRY o kB ROPE' Y L1 ST T
Br iSmar yt pu[tmg&giéz‘fl\!f?h@uﬁhg édm@f-prddfemh?ﬂll\i}y_st)en&nid a:mabaha'ailein?é téty. h[ 0008] )

L O. at en . . e | SCI osuye o | C | I NCOI POr ereln
Coter bace AR eREt0itS SulhTt eREh feris S0 thal caPE PR RbERY of ' i i 1
docunents. dysefsrstithesirgs aay iveekstatibng usip ABbWSErY tRacest ahetveld, herewi th. A

predeterm ned sef of usage transaction steps define a protocol used by the
{ b8yihe g G A

repositori &¥ Pnang SyRiems Usge 0 jaghess NS g IN\iHi$, SENSSYocunent |

Usage ri ghtgxistifi¢ compamiubmiitmehishsidhcas POSNBIR woRkdtRidhs @rq?pgwer wi se
associated with the docunment to travel with_the dqcurrent. he
with popular operating systems (e.g., Windows™, Linux™, and UNIX) and
rendering applications such as browsers are not trusted systems and cannot
be made trusted without significantly altering their architectures. Of course,
alteration of the architecture defeats a primary purpose of the Web, i.e.

flexibility and compatibility.

[0008] U.S. patent 5,634,012, the disclosure of which is incorporated
herein by reference, discloses a system for controlling the distribution of
digital documents. Each rendering device has a repository associated
therewith. A predetermined set of usage transaction steps define a protocol
used by the repositories for carrying out usage rights associated with a
document. Usage rights are encapsulated with the document content or
otherwise associated with the document to travel with the document. The
usage rights can permit various types of use such as, viewing only, use once,
distribution, and the like. Rights can be granted based on payment or other
conditions and are generally set prior to distribution to the user. For example
the rights may grant the user certain privileges, such as the ability to view and
print the content, in exchange for a specific fee. However, there are dynamic



usage rights can permt various types of use such as, view ng oRhYy
once, distribution, and the |like. Ri ghts can be granted based g% Jp%@ér?nqos

or other <conditions and are generally set prior to distribution to the
user. For exanmple the rights may grant the user certain privileges, such
as the abiwotyomsaiview and print the content, in exchargmodsroa specific
fee. However, there are dynam c 29 June 2005 WD 02/098041 PCT/ US02/ 15200
-4- conditions that affect the cost gt desirability of distributing a
docunent. Conventional DRMtechni ques do not account for such dynam c

condi ti ons. copldREhEFafddE thd\debil oPNesir IR lof Alistiibitingas pastun@ht. t he

invention is a nethod_of d%/r]an‘i cal loi( assi gning usage ri 8,hts to digital
content conpPivEnieNa PEM teghriguesogiol aFcorpiiPestich naRicRoNEEens: eadabl e nedi a,
associ ating usage rights with the digital content, determning the status
of one or nore dynam c congiMMARY, ORTHEINVENTION the usage rights in a
predet erm ned manner based on the status of the dynamc conditions. [0010]
A second aS[mefosj OLA ﬁrheaép&}tfdﬂﬂle)hyémipﬁwwmbmbd medydmhimlw?gbi_gninlﬁavi ng
instructions for, dynanic¢ assignjn sage ri. s to digital content

i ncl udi ng iﬁ'ﬁ:?@?gﬁ'&?eéé?lg' _t%rco\é@f‘%?%gﬁ’i'isﬂ S %'Egglea@&gat' 8?”1_8ﬁte°”or_ nmore dynani ¢
condi tions @shuitélTbadidld PBSiaf AsostingUshGOrigMewith atedigita) Bbentn a

predet erm ned ' manner based on the status of dynam c, conditions. BRI EF
DESCRI PTI ONRtRMALES BHRAIFINGR| engRrmors dyname Aendiions sangkadystiBg iet hr ough a
preferred ?Tr*eagelﬂaﬁ@!‘an aprbdeftemindh i Bch 468 bh B stBrudlof HE ayh@Rk2] Fig. 1 is a
schematic illUstration of a digital content distribution” systemthat can
be used wi t¥ondiiensr ef erred enbodi nent; [0013] Fig. 2 is a bl ock di agram of
a conputer architecture in accordance wth the preferred enbodi nent;

[0014] Fig.,3. 1S

of the prelpgwledabé‘?’ﬁ%ﬂ ReRRCE

having instructions for dynamically assigning usage rights to digital content

| ook table illustrating the | c of the rights nodul e
b orgtﬁlg invléntEonai's' Icorﬁputer reaggtlnle media '9 .

including instructions for determining the status of one or more dynamic
conditions and instructions for adjusting the usage rights in a predetermined

manner based on the status of dynamic conditions.

BRIEF DESCRIPTION OF THE DRAWING

[0011] The invention is described through a preferred embodiment and the
attached drawing in which:

[0012] Fig. 1 is a schematic iifustration of a digital content distribution

system that can be used with the preferred embodiment;

[0013) Fig. 2 is a block diagram of a computer architecture in accordance

with the preferred embodiment;

[0014])  Fig. 3 is a lookup table illustrating the fogic of the rights module of
the preferred embodiment; and

[0015) Fig. 4 is a block diagram illustrating how image resolution is varied

in the preferred embodiment.




[0015] Fig. 4 is a block diagramillustrating how image resol utzganﬁe 2005
varied in the preferred enbodi nent. 29 June 2005 WD 021098041

PCT/ US02/ 15200 -5- DETAI LED DESCRI PTI ON [0016] Fig. 1 is a block diagram of
a systemfor the electronic distribution of digital works in accordance

w th a prewenz@dosenbodi nent. Such works may include curnsepemdence, books,
magazi nes, journals, newspapers, other papers, software, audio and video
clips, other files or objects, and tHe |like. The phrase "digital work" as
used herein refers to any type of elenment having content in conputer
readable form "Content" as DERPULERDHSCRIETION to the viewable or

ot herwi se usable portion of a digital work. Author 110 creates original
content 1170016} pdigmekisia bibck diaghast ofi absgtsma,fm 1@ hé @lecttonit rdidtritiution .

Ordinari | y,

is the creator .of cpnt ent wever. the term
" aut hor " f?%tap‘ﬁ%rhf’hacégwaﬂﬁe Wﬁéageé%r{eo em%%ﬁiggnt CFO OFRSI8¥%t her entity
control i nQntltleﬂae %ﬂﬁﬁiﬁndemcearbme,ntna@gz@es , djopialsi aimspapérsorwmf L hose
entities. Al so au tri but cunen W t hout
VOl ving B Sohisier Fuste Tl afdebiibs, oo Ohieets, RET e I hnq
di stri but orTHgsphra®: ditftaPRoR" a@ﬁﬁddthéreih@dﬁ@ﬁsﬁb,any pedinalgrent hatingunct i ons set

forth in Fig. 1 is nore eff|C|ent ‘Sﬁ’ al | ows %uthor 110 ttg concentrate
on cont ent opteat i ROEREH adaPlR 1oy @?Wtafﬁ veed hReain §:ersoP Vst ri buti on.

Moreover, Sigibife Bf BEHCAAYE usitle 'pbh’bﬁtcﬂ‘% GERAHEIRS Mfthsrcalloecresteper mi tting
di stri butor 120 to associate with a unmbér of authors 110. Distributor 120

di stri but erigingl tcantepb e ang 1P§é$33190t° Qp@*ﬁ“‘lbél?ﬁe%qo forndigtribptigre al
el ect roni ¢ @iafiyD iR 1808l the! GEatdd ok the cBhisht.| Hithher, Ahe tefiRC umment

containing th ntent and associ ated usage rights in encrypt ed form
Di stri but or'author"eascusgst bereinecato br dheiiareater, oamesneditey emethet gBWYencrypts the

work 15 cusbafud e dobfenk B off RERYORTH lichen £ e Ll thosg MR 0%, < Fhon
able to useﬁlsmeuthmp‘rm/mae distibuter doswsrants girectiinewithowd invoking ansitheruse it to
unencrypt Eb%p(y\é's%tﬁlnﬁorc%tmtthaé tﬁeheﬁltmréﬂd distributor may be the same

entity. However, the division of functions set forth in Fig. 1 is more efficient,

as it allows author 110 to concentrate on content creation and not the

administrative functions of distribution.  Moreover, such a breakdown

facilitates economies of scale by permitting distributor 120 to associate with a

number of authors 110. Distributor 120 distributes digital works to user 130

upon request. In a typical electronic distribution model, the work is distributed

as a document containing the content and associated usage rights in

encrypted form. Distributor 120 encrypts the works with a random key and

then encrypts the random key with a public key corresponding to user 130.

Thus the encrypted work is customized solely for the particular user 130.

User 130 is then able to use their private key to unencrypt the random key

and t;se it to unencrypt and view the content at the work.

[0017] Payment for the work is passed from user 130 to distributor 120 by
way of clearinghouse 150 which collects requests from user 130 and from
other users who wish to sue a particular content. Clearinghouse 150 also
collects payment information, such as debit transactions, credit card
transactions, or other known electronic payment schemes, and forwards the



[0017] Payment for the work is passed fromuser 130 to distri bu?@r lg"?lg %05
way of clearinghouse 150 which collects requests fromuser 130 and from

ot her users who wish to sue a particular content. C earinghouse 150 al so
col l ects paynment information, such as debit transactions, credit card
transacti owe,02/@98040t her known el ectroni ¢ paynent schenmeGT/usodstoor war ds t he
29 June 2005 WD 02/098041 PCTI US02/ 15200 -6- collected paynents as a
paynment batch to distributor 120. O -®ourse, clearinghouse 150 may retain
a share of the paynent as a fee for the above- noted services. Distributor
120 may ret QPIF?CE%&YNGBFS agfa payeepthaich fpai}'amor 0o eperaei nghouse 150 for

di stributi OEI[e]% oﬁ?é'fﬁ)"@a%%ﬁéﬁﬁ%@h?re B%ﬂﬁ%ﬁ as a%éf)@?ttﬁenétﬂ%(lgl ties) to

aut hor 110 but o € or user requests
for a singl eotﬂdrSRWlU@Soﬂétrdwtwﬂﬂ%mquammpumwkof thenbatok payraerdase, a single

i nstance of ¢ tion by all of
the requesti h@%ﬁa@ﬁéﬁ(&%@g%%%j} %Eac'ﬁsetq?prgg %ﬁsugfranﬁ%é arpeé&’ﬁ'gﬁ{(i&( or uses)
content of examopl& royatiesHo oot 11y Distsibaige12Gmagnbmpite abahdie ser ver 140 whi ch
130 by di ot PREGEDee EOHESAER AR R heBTh G ha MeuafVIRRED 2001t server
140 di rectlacaseomsircg'hsinst'ramaaﬂ‘nheléﬂzrymeﬂ/wbrkmanajeqjeaamtasfoare transm’ tted via
a report to 150 ich cg then adj ust the paynent batches
made to g?eicqcﬁ@%'?gﬁ%gﬁﬁ ?%99’ eFF 0- accounting scheme is operative
to reduce the possibility of fraud in electronic distribution and to
handl e any naaR n t u harges t hat
vary, depen@io@ ogé%%%eﬁ'ﬁguursg ?‘%ﬁ %ngét%e(w@?ga{\fo'@%ﬁ éft a '15 Fig. 2
i | | ust r at esaccountingutnessagedbiseat taiaedit servéovAb aetdtmenslirgs ﬂi@ét easr ks from
di stri butor ance With the fery enbodi nent .
The. ar ohi ¢ cepfire oA aeimachls AR depRBRn Sebl e a0 bk doutste | nt or ner
for data trtisf dccoddtieg irfGthationds cécebiet DOBNGIt eerv@B40 sliettlyafo per sonal
conputer, HifFbRST a'J20dI gA}zyalmgosn%fs etn%{?ag gre t?ansmlr%%t %lat ear rpegc?rlt toa
7 clearinghouse 150, which can then adjust the payment batches made to

distributor 120 accordingly. This accounting scheme is operative to reduce

the possibility of fraud in electronic distribution and to handle any time-

dependent usage rights that may result in charges that vary, depending on the

duration or other extent of use.

[0018] Fig. 2 illustrates a computer architecture for downloading digital
works from distributor 120 to user 130 in accordance with the preferred
embodiment. The architecture utilizes a communications network, such as
the Internet, for data transfer. User 130 uses client computer 230, such as a
personal compqter, a personal digital assistant (PDA), a data terminal, a
kiosk, or the like, to communicate with computer server 200 associated with
distribution 120. Client 230 is coupled to Internet backbone 60, through a
modem, phone line and Internet Service Provider (ISP) for example, in a
known manner. Client can be running an operating system having a grapﬁical
user interface (GUI) such as Microsoft Windows 98™ or Microsoft Windows
2000™ and an application program known as a “Web browser” that permits a

graphical user interface to be used to control communications over the



ki osk, or the like, to communicate with conputer server 200 ass
distribution 120. Cient 230 is coupled to Internet backbone GOQth@%gpQ§
nodem phone |ine and Internet Service Provider (I1SP) for exanple, in a
known manner. Client can be running an operating system having a graphi cal
user interwaogogel ) such as Mcrosoft Wndows 98TH orpcvtusexsmbt W ndows
2000TH and an application programknown as a "Wb browser" that permts a
graphi cal user interface to be used & control comunications over the 29
June 2005 WD 02/098041 PCT/US02/ 15200 -7- Internet through Hypertext
Transf er Prptgiaet! thtddgi Flyperntdxtalrabsiad Brotoqob ddTTRiesmedt bpéta'arwardl Pageage known as

TP | & oS CHRITY Bro g froppcts vttt flarie Lagnage (GHI6] 30 ver 200 <

associ at ed glibktioni ftinteinet esrvdrd @smpdH TEMishigoanRRItRO MAWbrd YagPWetr, a server,
a m ni conputer, col l ection of conputers, a conputer network, or the

li ke. Servedrt b@dﬁ Bls st orage devices 202 (such as magnetic hard discs) for
storing i nfornat ion including central program 710 and digital works 2083.

Centr al I NG UnN f t I |nformation
in accorda @E\% QSe ér{?lpégég%ég%%@%ﬁagé\'ﬁgr?ﬁn mr%@(:esag%r '?‘raory (RAM 206
used as a anmpe deover CPhigiodmpiger, \aecolR0fibri of unnmjted atoorripnteernet
backbone 60 thr h,, hi.gh eed ni cati ns | rse, server
200" can: bo RENpRedt 8 TG SPRE 255 FRY Bt s et ol Conaemei B an 1S i h a
manner Slzrlnoﬂér‘ﬂ dis&spfor%fdrmgmomgmlohﬁn(ﬂurtﬂnng&ﬁfal@&%@ﬁ 71[0)|mlrllliﬁlnt rgl _
program is stgored in one of stora ev S n cl udes dynami c
condi ti ons WYH®29%215eRif! Areessipg Ln (&%ﬁﬁa?dﬁf? cﬁoné?)ﬁ'égn{r@ itions.
Control pr Q%ﬁﬂét%homab@d@)rddh@é Hﬁi@ascémﬁiﬂtp?ogfﬁﬁhubm 2drH YdHdBM é@ie%s usage
rights for content in accordance with the dynamic conditjons nonitored by

dynami ¢ corfaemPe{BANB P gsed 25 a wieekspaemioy Q4. Servar 00l codpleBe the tinme

of day. FOftoQ%@FﬂHt%acﬁ)dh%eﬂSO %au@pﬁ@ﬁss@ee%mun.wian@nh@ 620 @htain
content during off-peak hours, 1h ternms of web site traffic, at a reduced
f ee. course, server 200 can be coupled to Internet backbone 60 through a modem

and an ISP in a manner similar to client 230, or in any other manner.’

[0021] Control program 210 is étored in one of storage devices 202 and
inciudes dynamic conditions module 212 which tracks a plurality of dynamic
conditions. Control program 210 also includes rights module 214 which sets
usage rights for content in accordance with the dynamic conditions monitored
by dynamic conditions module 212. One such dynamic condition can be the
time of day. For example, a user can access a popular web site to obtain
content during off-peak hours, in terms of web site traffic, at a reduced fee.
To encourage content distribution during off-peak hours (and more uniform
distribution of traffic to server 200), distributor 120 can charge lower fees for
the same content during off-peak hours by monitoring time with dynamic

" conditions module 212 (which can reference the real time clock of server 200)
and setting usage rights in a dynamic manner with rights module 214 based
on the conditions, i.e. the time. The usage rights can be assigned in any
known manner, such as through techniques disclosed in the patents cited
above and incorporated by reference.



To encourage content distribution during off-peak hours (and nore uniform
distribution of traffic to server 200), distributor 120 can chasge

fees for the same content during off-peak hours by nonitoring %lgn‘{adr\?\%\%oos
dynam c conditions nodule 212 (which can reference the real tine clock of
server 200) and setting usage rights in a dynamc nmanner with rights

nodul e 214Whagesdr4ion the conditions, i.e. the tine. TeTosegsoni ghts can be
assigned in any known nmanner, such as through techni ques disclosed in the
patents cited above and incorporates by reference. 29 June 2005 WO
021098041 PCT/ US02/ 15200 -8- [00221 Fig. 3 illustrates a sinple exanple of
t he | ogi ¢ ¢0022] ghtg. Guillelrate 3 4implerexdmepld of the kicaof righisupoduddb2 el  Condi ti ons

val ues 216 .aje i st colu nd carre ndi pg usage rights
218 are i é’i{g'ﬁ forgn ?fﬁaelopkuaﬁ?ﬁgOﬁapﬁfho%svargﬁaééjaw&s&ﬁg&qﬂlﬁﬁ that condition

¥al ue A cgrcbleawmﬂlscohesmﬂmgm@gmngmstzhsareuls'tédeidtr%.agm&olﬁfmt @sn, Standard
i me, condition value

orresponds to, 5 to, 11 he United States

Paci fic St 2REAPTP'Pi “"ﬁﬁﬁﬁt&BH@f %u%pgrée%on%gorﬂ‘%gbp idh9 1pmto 9amin
the UnitedUnitad saat@@ésmrm SHinaeaTithe TEdlitioh ﬂa!ué'ﬂﬂébn@@ﬁ@dsttbegl‘ﬁor r ezgondl ng
ees. suni ng

usage rights 218 c | scount s_of f standard
that servef® bt l"btﬁﬂé}')‘tt‘%g g@teﬁgjsacc Blﬁ?ﬂdéﬂﬁ'ﬁt? ?“JT@’)Q'“%H& luedast busy duri ng
tine C prt&@es?éoﬁe@tobﬂpmtalggh ih U Rdd Ratés EWbefStafdardi@éerm t han price Z.
O course, If XY Z are expressed as discounts, the inverse

rel ati onshifis 6356, the prra@onﬂme US@Q:%BW%@ %mmfeﬁﬁahdlscoumﬁcm i s hi gher
than X. Useﬁﬁdéru%@ss P%%ﬁm&@ﬁhﬁ%e%??ﬁ'ﬁﬁeﬂdé & mﬁoarbugva@nﬁurﬁé gital works

203 on a periodic basis, just prior to distribution, I N any manner.
[0023] Theaneleasidmsy duang tisme Gt prige X sarye highentharcaricend demm cal ly adjusted

based on t Rignst fbpricd 2.t HPcAIRROK v BndPRRE Blorlsed 8 Vikolits gt cul ar, by
obt ai ni ng vdri ous known pararefers from'the network. oF ¢ ourse, in
such a casmvetsegﬁe@nsbmwaebgmenwthménezhlg’mrmaodmmmt: i blghelp tabl e or
ot her | ogi t I .t correspondi ng
usage ri ghﬁ‘s?¥19§8u%g’?wgn§t%§?%nk?asgﬂﬁeﬁg%qeoclr:on {)Pd'ﬁﬁ’ﬁwo} 2‘63212 can

on a periodic basis, just prior to dlstnbutlon or in any manner.

[0023] The fee schedule, or other usage rights can be dynamically
adjusted based on the status of the network in general or server in particular,
by obtaining various known load parameters from the network. Of course, in
such a case, rights module 214 may have a more complex lookup table or
other logic that combines the various conditions to ascertain corresponding
usage rights 218 for content. Also, dynamic conditions module 212 can
include known software tools for monitoring servers load such as WEB
PERFORMANCE TRAINER™, a commercially available software package for
monitoring server load.

[0024] The concept of dynamic usage rights can apply fo fees or any other
rights. In other words, any usage rights that can be specified for a digital work
can be changed based on dynamic conditions. For example, the ability to
print or distribute the content, the number of times the content can be used,
the resolution of an image in the content, and the like can all be set and
changed based on dynamic conditions. The list of usage rights can include alt

LTM

rights that can be specified by the known XrML"™ usage rights language or



I ncl ude known software tools for nonitoring servers |oad such as VB
PERFORMANCE TRAI NERTm a conmercially avail abl e software packag%gtﬂnuazoo5
nonitoring server |oad. [0024] The concept of dynam c usage rights can
apply to fees or any other rights. In other words, any usage rights that
can be specified for a digital work can be changed based on dynam c

condi ti onsWORYPSMkanpl e, the ability to print or di stPCTHER2E520he cont ent,

t he nunber of times the content can be used, the resolution of an imge in
the content, and the like can all be%et and changed based on dynanic
condi tions. The | i st o; usage, rights can include all rights that can be

speci fied b§NEHEAMAROKAiglatViohis sranagements Tha lrgirefdisage BaMSune 2005 WO
02/ 098041 PREALSOR4 a&ze&bas%u I cdR/es FOAITRY, Sabliéy, dﬁ't’a%éé.'or ahpbiher managenent .

The |l ogic of usage rights nodule 214 can be based on curves, fornul as,

tabl es, dat2BedlE usinodrsAelarged, T dyaminsahesiesg predet er ni ned, or dynamic
schemes [ 0025] Further, the percent age of the comm ssion or fee of

di stri butor t that |sv ly. For
ol o adbZ o§ Bne” e st B fartiienian S Tep 2 4REPARE 128 Tk ae nunber
of the visidare 4 @sdgbeighvhbt is wauedq:rynﬁmrcamsm@kmpeoweeamg opt that
nonent), to encouragoz‘gm)re uni form di stribution of content throughout all

hours,  di st BEMGFK tipns, opprpgetlers{syeiiRs nyieher Ohthe yesatP MR t i mes of | ower

use of serugsh ARG cahes‘pon@lh?hbﬁnlogl@émhéiwﬁcﬁﬁenl?ib &ritoliR@dGRorb he nunber  of
servers in the serv arm constitutes server 200 and thus reduce

operating cB¥PEN d'F@SQ'@ﬂ“ 9f gphteatthraugBow gl howrs. dstributaet2Qemsycharas i stics of

content can Rer getetthdichiting WieRg of lwWaPhise SR 200 SrARRrmitg ondi ti ons. For
exanpl e, at pegkaé}hourgswd usgr 130 may only be f!lbl eto dorwrlw oad a | ow

resol uti on disteRigoroi20 te sduen the rumhespf sarverd iy the seareplegmithah for a hi gh
resol ution ble to nake content
. .dr?ﬁgtfiﬁes LEBvEMEDD dhd th l%dubé Odéﬂoﬁ'&e oS!

avail abl e i urality of reso utions ver, storing nultiple
resol ution i mges (at each desired resol ution) for each piece of content

can be ver yog2p1be Faana, MBQUERY of StREr sHarat1érRti&E of content can be
adjusted as usage rights based on dynamic conditions. For example, at peak
hours, user 130 may only be able to download a low resolution image of
content, or may be charged a pfemium for a high resolution image. In such a
case, it is desirable to make content available in plurality of resolutions.
However, storing multiple resolution images (at each desired resolution) for
each piece of content can be very cumbersome and can take up a iarge
amount of memory in memory devices 202 and other resources. Applicant
has discovered that application of known wavelet decomposition or other
subband decomposition technologies can be used to provide flexibility of
resolution while reducing resource overhead.

[0027]  The phrase “wavelet decomposition” refers to a method of signal
processing in which the signal is divided, i.e. decomposed, into components
of various frequency bandwidths. Wavelet decomposition and related
transformations are well known generally and described in Wavelets and
Subband Coding, M. Veterrli and J. Kovacevic, Prentice Hall, 1995 the
disclosure of which is incorporated herein by reference. Wavelet
decomposition has been applied to analyzing the time-frequency domain of



amount of nmenory in nenory devices 202 and other resources. Applicant has
di scovered that application of known wavel et deconposition or e

subband deconposition technol ogi es can be used to provide flex?%lgl‘{l{rgleozfoos
resol ution while reducing resource overhead. [0027] The phrase "wavel et
deconposition” refers to a nethod of signal processing in which the signal
I s di vi dedWoin2/@s8vdtleconposed, into conponents of vari QE/UBRE&0ency

bandw dt hs. Wavel et deconposition and related transformations are well
known generally and described in Wav#é)-ets and Subband Coding, M Veterrli
and J. Kovacevic, Prentice Hall, 1995 the disclosure of which is

i ncor por at everegp gighalsynd tf digitah cempressien echnaegienpbigi 4 ilustratesofeen appl i ed

to anal yzi ng & | ' . 02/ 098041
pCT] Usod) 1500t ol 208 SAURAFG: BRTRINY BliafidreRdiiof Mimes 1.0
t echnol ogi eaccoriagee with tHeusefeaedsmbodimentt Gtindertt af workr208, iR®13: fadapt ed f or

provi di ng varjable_ r.esol ufi L mages | cordance with the preferred
enbodi ment &élgﬁﬁgﬁ? %@9'\5\%(? lﬁ@ﬂ%’," oY ?1@7?@??71 E%F“&Hb'lrﬂ%e, is divided into
sub-i mages @0EEp@EE30 akacbiet Ub-4d frayencicaymmEpanaithd imagenwavieet , i.e. a
207 1o TERRRE dmpBiglen sufEetn a5, It BB I80S BABIBERT ut i on 1 mage,
sub-i mage 2073is s‘/agﬂdhﬁianemagenshmﬁnégma i.-f/salbfs rbsﬂiimmnaﬂﬁﬂe,is‘ﬁrba 1/ 16 o o
resolution.im n -1 e 207s is a 1/32 reso| utj i e. Each o
Gube i mges 13699 2988 23 F HRSIdpanAe alt SrrssAtanse 0o de a
plurality dfmapesEath ef subsmhyds 207520 :0an ¥ 30péPosstDmt duvdhidide@td Y sub-i nmage

207, provides .a/Y resolution inmage. However, superposing sub- inmage 207,
with sub-i g 3%6? f%fy i%é%b's’?ﬁ%gkﬁ@PS-r%%fcﬂxamPlﬁndPW@eﬁdmgn'y Accor di ngl y,

usage ri ghtsibXmade 267\ pravids £ ¥:GesohutoAImESE. ' BGRERE. §u$e|tp'6§in§ sght to downl oad

vari ous sub-inmages or conbi nations thereof. [0028] The paraneters used in
sub- sanpl i d@aeaao?ﬂW'the?Uibﬂ@)ag%?%d}ﬁ?\édﬁS_a higherrasaieionimagei a9ty of the
resul tant Suloldile usih ights Rov tizes Fid] 3%aKeBHBspofB RS e right fgke any number

of sub-inmages havi'ng any Tesol ution. FU
download various sub-images or combinations thereof,

[0028] The parameters used in sub-sampling (or filtering) of content
determine the quality of the resultant sub-image and can be varied in a known
manner to make any number of sub-images having any resolution. Further,
while the sub-images 207,-2075 are all illustrated in Fig. 4, all sub-images
need not be decomposed and stored but can be decomposed “on the fly"
using known mathematical techniques in control program 210 to provide only
sub-images needed for the desired resolution download. The content owner
may grant only the right to view, print, or copy a wavelet decomposition low
resolution sub-image for trial or inspection purposes, for example. All the
sub-images can be attached to the corresponding content for usage rights
assignment or can be generated on the fly. In the preferred embodiment, all
of the components of the image are in the same package, and the resolutions
or the combination of resolutions are readily obtainable using wavelet
decomposition. The various rights and the associated content can be stored
at the same location or at different locations.



whil e the sub-images 2071-2075 are all illustrated in Fig. 4, all
sub-images need not be deconposed and stored but can be deconppgesn@P0i0%s
fly" using known mat hematical techniques in control program 210 to provide
only sub-inmages needed for the desired resolution downl oad. The content
owner may grant only the right to view, print, or copy a wavel et

deconposi tVEH2998W! resol uti on sub-image for trial or PEIHERIIFEA pur poses,
for exanple. Al the sub-inmages can be attached to the correspondi ng
content for usage rights assignnent1or can be generated on the fly. In the
preferred enbodi nent, all of the conponents of the inage are in the sane
package, an[@028k rBwinveritionsan be appiied toam)i type dfatistibution spstemifoms are readily

obt ai nabl e | Y i i i-ght d the

associ at ed @gfﬁ]gﬁpﬁéi}o?%éargﬁggggﬂﬁha%ért 805%%%8&%%%\;%% %tn I fferent

| ocat i ons. @&d]uny 308Bic ARibas028BeMmdrdrdd2md/usB@ @0chabye upal® 9] The
invention can, be applied to any type of distribution systemfaor digital
wor ks. For @g%@égpr%WOﬁ%rgrm %[Py %’g%elﬁt ggggeorljg}‘&ﬁa& e %rg/gé%a%n be wused.
Any dyngm' Corqesteitionsus Lsalan@fermﬁbltltmeﬂtfwwgitﬁwdrmm cohtenpteereofige rights
assigned to_content in agny manner. \sage rights can be any privileges or
restricti onSeHYNGIUC &ongl 6’%3 8?'%'?‘? F‘ﬂﬂ'#isr%(ﬂ g tI?enlésa(gFélpp%c k or content
thereof . Thmapidaliyessigaticradjostedceunstaatyrperiddicag, oramty witen aisage rights can

be dynam cally assigned or. adjusted, constantly, periodically, or only
when a  di g‘?'sf!ﬁfwxﬂﬂ?'ﬁ%Eef”é‘"Blétehi stributed. [0030] The distribution,
accounting, and other functions of the distributor and clearinghouse can

be accorm A, AR B AR bes o R oS R St ot oo
i nsertion odndeclsarmyhowsectan he@ccompistied bypany partyoauantyi deyicealfobe acconpl i shed
e & e el 8 oo RSB BB i JELdH By 2 SPect (i< source
and or accoddrizg 16l8htey 6faicdde of insenidvh lofd emantdrt intba resliegiahé@l work or can be
stored SEpaz;c%E)Srllt%g cgg % afcgcgm;:r’li% gc? \r:vi-nglgihedd?g%tra vpnt:rikr}ag hcggunting data is

returned to a specific source. The division of tasks disclosed herein is only an

example. Usage rights and or accounting data can be encapsulated with the

digital work or can be stored separately. Code for rendering, decrypting, or

otherwise permitting or limiting use of the content can be stored on any device

or can be encapsulated with the digital work. Any distribution arrangement

can be used with the invention and such arrangements can include any

combination of devices, such as personal computers, servers, PDAs, and the

like communicating with one another in any manner as is necessary to

transfer the desired information.

{0031] The invention has been described through a preferred embodiment.
However, various modifications can be made without departing fromthe.
-scope of the invention as defined by the appended claims and legal

equivalents.



otherwise permtting or limting use of the content can be stored on any
device or can be encapsulated with the digital work. Any distrpouise 2005
arrangenment can be used with the invention and such arrangenents can

i nclude any conbination of devices, such as personal conputers, servers,
PDAs, and the |ike comunicating with one another in any manner as is
necessary VB02¢¥8Hasfer the desired i nformation. [O0031PCTNE210®Nti on has
been described through a preferred enbodi nrent. However, various

nodi fications can be made w t hout deﬁ%rting fromthe scope of the

i nvention as, defiped by the appended clains and | egal equivalents. 29 June
2005 WO 02YVH8BB£IBIMRE/ USD2/ 15200 - 12- Wiat is clainmed: 1.° A method of

dynami cal | y assi.gni ng, usa rights to digital content, conprising: storing
the digital conﬂerﬁmgwoaeﬂfmﬁ@?bai%eﬁsan%@ae?ashtﬁéo digial gonteliht s with the
digital condgprisingai d usage rights deternmining the extent to which

aut hori zed users can use the digital content; determning the status of
one or nore dynam c conditions; and adjusting the usage rights in a

predet erm ned nelney tHealiga! antdnhon sb@aputer medidynam ¢ condi ti ons determ ned
in said determning step. 2. A nethod as recited in claim1l, wherein said
adjusting step conprises adjusting the resolution of a processed inage of
t he content thagssosiatingusdgaiightsivith the dighgl canigsb said Bisage figithiod as recited in

2 1y R A A R BRI, 0

the content to create at | east one sub- inage, and conbi ning sub-i mges

created in sai dqa@Rhiking theitals bR dritfore Ry ASARIBAdICRYENd 4. A method as
recited in claim1l whefein sald determni ng step

adjusting the usage rights in a predetermined manner based on the
status of dynamic conditions determined in said determining step.

2. A method as recited in éiaim 1, wherein said adjusting step
comprises adjusting the resolution of a processed image of the content that is
available for use by a user.

3. A method as recited in claim 2, wherein said adjusting step
comprises determining a resolution for download of the content, applying a
subband decomposition algorithm to the content to create at least one sub-
image, and combining sub-images created in said applying step into the
processed image.

4. A method as recited in claim 1 wherein said determining step
comprises determining the time of day.

5. A method as recited in claim 1 whersin said determining step
comprises determining the load on a computer system used to distribute the
digital content.

6. A method as recited in claim 1 wherein said adjusting step ]

comprises adjusting a fee charged for the digital content.




conprises determning the tinme of day. 5. A nmethod as recited in claim]
wherein said determ ning step conprises determ ning the |oad op9a) aeEROGS
systemused to distribute the digital content. 6. A nmethod as recited in
claiml wherein said adjusting step conprises adjusting a fee charged for
the digital content. 29 June 2005 WD 02/095041 PCT/US02/15200 -13- 7. A
met hod as V@OR%YHlin claim 1 wherein said adjusting stPEFUSEIMSP i ses
adjusting a distribution right for the digital content. 8. A nethod of
providing a digital image in variousl&esolutions conprising: storing a
digital inmage on a storage device; determning a resolution for downl oad of
the digital i madeA mgidasigeiteddnplgiond vie pdivglingAtefori thmto the i mage

to create agomd,gﬁgdjggﬁgg%ﬁitgﬁigﬁ#gﬁtqg,tg@gﬁi@r:gpﬂtggyb-i mages created in said

applying step’into a processe ge. as recited in claim8
wherein said applying step conprises applying a wavel et deconposition

al gorithmto theg. iAvaaAed dbroW8ing dididital ifREE M VaridBsl tedolidivhg1g | nstructions for
dynam cally assjigning usage rights to digital content, said usage rights

det er m ni nFMHESINExt ent to whi ch aut horized users can use the digital
content, said nedia conprising; instructions for determ ning the status of
one or nore dyn%n‘i. i.tions; and instructions for adjusting the usage

C 0 ¢
rights in a pre S A Wg% IRAgEN 2§ BIf he status of dynam c

conditions. 11. Conputer readable nedia as recited in claim10, wherein

said - inst rg]‘ft ;8&§rn§i%g@‘?ieéisﬁ}tioﬂgorcd%%'idaﬁ%fiH%%iéiiéﬂrﬁéﬁ%? for adjusting the

resol ution

applying a subband decomposition algorithm to the image to create at

least one sub-image; and

combining sub-images created in said applying step into a processed

image.

9. A method as recited in claim 8 wherein said applying step
comprises applying a wavelet decomposition aigorithm to the image.

10. Computer readable media having instructions for dynamically
assigning usage rights to digital content, said usage rights determining the
extent to which authorized users can use the digital content, said media

comprising;

instructions for determining the status of one or more dynamic

conditions; and

instructions for adjusting the usage rights in a predetermined manner
based on the status of dynamic conditions.

11. Computer readable media as recited in claim 10, wherein said
instructions for adjusting comprise instructions for adjusting the resolution of a
processed image of the content that is available for use by a user. '




processed image of the content that is available for use by a user. 29 June
2005 WO 02/098041 PCTI US02/ 15200 -14- 12. Conputer readabl e nepgajpfe 2005
recited in claim1ll, wherein said instructions for adjusting conprise
instructions for determning a resolution for downl oad of the content,
instructions for applying a subband deconposition algorithmto the cont ent
to create WPOVEEHL one sub-image, and instructions forPCTES#HFMP ng
sub-images into the processed imge. 13. Conputer readable nedia as reci ted
in claim10 wherein said instructiols for determining conprise
instructions for determning the tinme of day. 14. Conputer readable nedia
as recited in clidi fompuidiceasiohlegegdia ag mﬁ%aﬂaﬁﬁé"f‘ﬁhefﬁ'étséldm ni ng conprise

T TR0 e B o SR L

distribute t Ita ut er |a as recited in
claim 10 \memmlmadscafutlce cantgrt ringtictions forcapphrdig@suhbgnd:dmmmltlbmt ructions for

adj usti N2, & RATRAMNIAL 1o didfe 0 Bhdihe SAEINC. adPinsfiRHBH B T €a0aDI €

medi a as rec in cl erein sal r adjustlng
conpri se i natmhiwbg eutsinfages adp thetprogpssedimage. buti on right for the digital
content.

13. Computer readable media as recited in claim 10 wherein said

instructions for determining comprise instructions for determining the time of

day.

14, Computer readable media as recited in claim 10 wherein said
instructions for determining comprise instructions for determining the load on
a computer system used to distribute the digital content.

15. Computer readable media as recited in claim 10 wherein said
instructions for adjusting comprise instructions for adjusting a fee charged for
the digital content.

16. Computer readable media as recited in claim 10 wherein said
instructions for adjusting comprise instructions for adjusting a distribution

right for the digital content.



