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DISORDERLY BIOMETRIC BOARDING

Technical Field

This disclosure relates to biometric boarding. In particular, it relates to improvements
in the assignment of passenger identifiers so as to facilitate boarding of passengers

that is not limited to a strict orderly process.
Background Art

Biometric boarding typically involves an orderly process, whereby passengers are in a
single-file line. Passengers are photographed one-by-one in an orderly queue and their
photographs are compared with a database of authorised passengers. In an orderly
queue, spacing between passengers is often maintained by airport staff, or by the

passengers adhering to instruction from staff or signage.

When two passengers in the queue stand too close to each other, the face capturing
algorithm of the biometric identification system from time to time becomes confused,
whereby it attempts to assign the same identifier to both passengers. When the first
passenger has been boarded, the matching system becomes unable to match the second
passenger to valid boarding data. Although the aforementioned confusion does not
always occur, when it does occur, it leads to what is known as a process exception,

and introduces significant delays to the overall boarding process.

Therefore, the queue spacing needs to be maintained at a large enough distance to
avoid the boarding system confusing the “target” passenger identity with that of
another passenger who has already been boarded. However, requiring spacing
between queueing passengers can easily double boarding time. In most circumstances

it also requires significant manual effort by staff to maintain the process.

Therefore, in existing orderly biometric boarding processes, the process efficiency
which can be achieved is constrained by the sophistication of the capture technology,
and the efficiency to which airline staff and signage are able to overcome unexpected
or undesirable passenger behaviour. The further apart passengers are required to be

spaced, the slower the boarding process will be.



10

15

20

25

30

WO 2022/148554 PCT/EP2021/055773

All known biometric boarding systems are subject to these same limitations,
especially due to their inability to distinguish close and far faces (face area is not
accurate due to variations in age or population), as well as the lack of identity tracking
through time (a person looking away from the camera for an instant could be

superseded by a person behind them looking at camera).

Ideally, disorderly boarding (still single-file) would minimise transaction time (no
walking time delays) and increase automation (less requirement for strict boarding
processes and well-trained agents). Colloquially, this issue is known as the “stacking
problem” i.e. biometrically coping with a queue of passengers where they tend to

stand too close to one another and “stack up”.

To avoid identification issues, some vendors resort to placing biometric cameras at a
right angle with respect to the queue direction so that passengers turn one-by-one to
face the camera or are more likely to appear before the camera one at a time.
However, this placement is suboptimal for biometric capturing as passengers will
align themselves with such a camera with more difficulty than with a camera aligned
with their direction of motion. This results in significant processing delays as the

target passenger positions themselves at an angle to the passenger flow.

One solution is to incorporate a three-dimensional (3D) camera, to obtain “depth”
data, i.e., the distance between a passenger whose face has been captured and the 3D
camera. The face capture system can, for example, disregard any faces that are outside
of a certain distance threshold. However, this solution still requires a certain distance

between the passengers to be maintained in order to minimise the stacking problems.

Solutions that further minimise the stacking problem are desired. It is to be understood
that, if any prior art is referred to herein, such reference does not constitute an
admission that the prior art forms a part of the common general knowledge in the art,

in Australia or any other country.
Summary

In one aspect, there is disclosed a method for controlling access for at least one
tracked object, including: acquiring or receiving a series of two-dimensional images
assumed to be taken of the at least one tracked object, and also position data in respect

of the at least one tracked object; assigning a unique tracking identifier to the at least
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tracked object; providing a trajectory of the at least one tracked object from the
position data; determining if there is a discontinuity in the trajectory or data computed
from the trajectory, and if a discontinuity is detected, acquiring or receiving one or
more new images of the at least one tracked object, and assigning a new unique
tracking identifier to the at least one tracked object; and determining whether access
should be allowed, on the basis of at least one of the one or more new images if
discontinuity is detected, or on the basis of at least one image from the series of two-

dimensional images if discontinuity is not detected.

In some forms, the step of determining if there is discontinuity comprises determining
if a distance discontinuity condition or a velocity discontinuity condition is met by a

time series of distance data or velocity data obtained from the trajectory.

In some forms, the discontinuity condition is whether a difference between two data
samples in the time series: 1) exceeds a threshold value, or 2) exceeds or equals a

threshold value.

In some forms, the threshold at least in part depends on an elapsed time between times

at which the two data samples were acquired.

In some forms, the method further comprises: providing a time series of a statistic or
metric computed from the trajectory or the two-dimensional images, and determining
whether a statistic or metric discontinuity condition is met by the times series of

statistics or metrics.

In some forms, the method further comprises checking whether the statistic or metric
discontinuity condition is met before determining if there is a discontinuity in the

trajectory or data computed from the trajectory.

The method mentioned above may be a biometric access control method. The
biometric access control method may further be a facial biometric control method,
wherein said at least one tracked object is a facial area of a person. The statistic or
metric may be a facial area size or a biometric score computed from the two-

dimensional images.

In some forms, the method includes applying an object detection algorithm to a three-
dimensional image to detect one or more objects, each object being said one of said at

least one tracked object.
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In some forms, the position data comprises at least a depth data.

In a second aspect, there is disclosed a method for counting a number of times a
passage past a checkpoint by one or more tracked objects has occurred. The method
includes processing a passage by each tracked object and admitting passage by the
tracked object. The processing for each tracked object includes: acquiring or receiving
a series of two-dimensional images assumed to be taken of the tracked object, and also
position data in respect of the tracked object; assigning a unique tracking identifier to
the tracked object; determining a trajectory of the tracked object from the position
data; and determining if there is a discontinuity in the trajectory or data computed
from the trajectory, and if a discontinuity is detected, assigning a new unique tracking
identifier to one or more new images acquired of the tracked object. Determining the
number of times passage past the check point has occurred includes determining the

number of different unique tracking identifiers which have been assigned.

In some forms, the admitting passage includes determining whether access should be
allowed on the basis of the new unique tracking identifier and at least one of the one
or more new images if discontinuity is detected, or on the basis of the existing
tracking identifier and at least one image from the series of two-dimensional images if
discontinuity is not detected. In the determining of the number of times passage past
the check point has occurred, only the tracking identifiers which are assigned to

tracked objects who are admitted passage are counted.

In a third aspect, disclosed is a method for tracking a count for a number of times a
passage past a checkpoint by one or more tracked objects has occurred. The method
includes: acquiring or receiving a series of two-dimensional images assumed to be
taken of each tracked object, and also position data in respect of the tracked object;
assigning a unique tracking identifier to the tracked object; determining a trajectory of
the tracked object from the position data; determining if there is a discontinuity in the
trajectory or data computed from the trajectory, and if a discontinuity is detected,
acquiring or receiving one or more new images acquired of the tracked object, and
assigning a new unique tracking identifier to the tracked object; determining whether
passage should be allowed, on the basis of at least one of the one or more new images

if discontinuity is detected, or on the basis of the at least one image from the series of
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two-dimensional images if discontinuity is not detected; and increasing the count if

passage is determined to be allowed.

In a fourth aspect, disclosed is a method of controlling or monitoring access to a
premise or mode of transport having one or more entry points, or one or more exit
points, or both, including implementing the method of the first or second aspects as

mentioned above, at each entry point, at each exit point, or both.

In a fifth aspect, disclosed is a biometric access control method, comprising the

method mentioned in any of the aspects above.

The method may be a facial biometric access control method, wherein the tracked
object is a facial area of a person, for example in the form of a passenger wanting

access to a travel vehicle.

The statistic or metric may be a facial area or a biometric score computed from the

two-dimensional images.

The method may include applying an object detection algorithm to a three-

dimensional image to detect one or more objects, each object being the tracked object.

In a sixth aspect, disclosed is a computer readable medium having stored thereon
machine readable instructions, which when executed are adapted to perform the

method in accordance with any of the aspects mentioned above.

In a seventh aspect, disclosed is an access control system including a processor
configured to execute machine readable instructions, which when executed are
adapted to perform the method in accordance with any of the aspects mentioned

above.

In some forms, the system includes an image capture arrangement, the arrangement

including a two-dimensional camera and a three-dimensional camera.

In use, the image capture arrangement may be positioned directly in front of a queue

of subjects to be processed by the access control system.
The access control system may be a biometric boarding system.

In a seventh aspect, disclosed is a method of controlling or monitoring access by one

or more subjects who are standing in a queue, by using a biometric access control
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system to process each subject in turn, wherein the biometric access control system
includes an image capturing arrangement which faces directly toward a direction of
the queue. The biometric access control system provided can be in accordance with

the sixth aspect mentioned above.

Brief Description of the Drawings

Embodiments will now be described by way of example only, with reference to the

accompanying drawings in which

Figure 1 is a schematic representation of a biometric boarding system in accordance

with one embodiment;

Figure 2 is a schematic representation of an example process for generating

trajectories from tracked lists to be analysed,

Figure 3(1) is an example of a depth history of a tracked object, containing a

discontinuity;

Figure 3(2) is an example of a times series of the calculated facial area size of a

tracked object, containing a discontinuity;

Figure 4 schematically depicts an example of the process employed by the

discontinuity analysis module;

Figure 5 schematically depicts an example discontinuity detection algorithm;
Figure 6 schematically depicts a biometric boarding device;

Figure 7 shows a perspective view an example “pod” type boarding device;

Figure 8 depicts a boarding queue where the camera is placed directly in front of the

queue;
Figure 9 depicts an example interface provided by the system; and

Figures 10 (1) to (4) depict example displays which may be shown on a passenger

interface.
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Detailed Description

In the following detailed description, reference is made to accompanying drawings
which form a part of the detailed description. The illustrative embodiments described
in the detailed description, depicted in the drawings, are not intended to be limiting.
Other embodiments may be utilised and other changes may be made without departing
from the spirit or scope of the subject matter presented. It will be readily understood
that the aspects of the present disclosure, as generally described herein and illustrated
in the drawings can be arranged, substituted, combined, separated and designed in a
wide variety of different configurations, all of which are contemplated in this

disclosure.

The aspects of the invention disclosed herein may be utilised in biometric boarding of
passengers to an aircraft or another mode of transportation such as the train, cruise
ship, etc. It may also be utilised in applications involving monitoring and determining
biometrics of a subject at gates, lounges, doors, or restricted areas. Also, although
many applications involve the use and determination of facial biometrics, other
biometrics (e.g., hand, fingerprint, retinal, etc) may be used or determined. For the
sake of simplicity different aspects of the invention will be described in the context of

boarding passengers using facial biometrics.

Facial biometric boarding involves capturing one or more facial images from a
passenger, and then performing a match between the captured image and a reference
passenger database to obtain the passenger data required to board the passenger.
Typically, the algorithm will try to capture multiple images and then select the best
image from the captured images, and the best image will be used to perform the
matching. Such best images, if they are matched to passengers approved for boarding,
may be saved in a local or remote memory location to be accessed later. For instance,
facial images of the passengers may be captured and processed using the system
disclosed herein, upon deplaning or arriving at the gate, to see whether they match any

of the saved images which were used for matching purposes at the time of boarding.

In many situations there will be multiple passengers who are instructed to form a
queue, so that the biometric boarding can be done for the passengers one at a time by
each biometric boarding machine. Doing this as fast as possible, and without

introducing errors, is important for both logistic and economic reasons. Aspects and



10

15

20

25

30

WO 2022/148554 PCT/EP2021/055773

embodiments disclosed herein provide the technical tool which facilitates reducing the

boarding time, as will be described in the document.

The invention described herein is suitable for incorporation into biometric boarding or
admission applications, to reduce the chances of the biometric applications being
unable to resolve between different passengers, often brought on by passengers
standing too close to each other. Therefore, the invention can allow a disorderly
process where passengers do not need to remain as far apart from each other as in
prior art processes, but with the possibility of timeout issues being triggered

minimised.

In biometric boarding, the biometric cameras work in such a way that passengers in
the field of view of the cameras are “tracked” over time. This is to help reduce the
occurrence of error events which necessitate having to repeat the identification and
boarding process for passengers. By “tracking” passengers over time, it is also
possible to acquire multiple images, so that substandard facial images unsuitable for
biometric processing may be discarded. The inventors have noticed that in practice,
“good enough” facial images are quickly replaced by “even better” facial images
before facial matching occurs. This increases the probability of a good face match and
also reduces the probability of a no-match. This saves processing time, as the
inventors have noted in trials in which the facial image capture runs at 10 - 15 frames
per second (fps), creating more than enough images for face matching algorithms that

typically run at 0.5 — 5.0 fps.

In a prior application by the inventors disclosed in AU 2019272041, the content of
which is incorporated by reference, devices and systems which make use of both two-
dimensional (2D) and three-dimensional (3D) data to facilitate biometric boarding are

described.

The invention disclosed herein further makes use of 2D and 3D information from the
camera system to track subjects. It makes use of discontinuity analysis to resolve

tracking identity failures that occur from time to time when passenger spacing is not
enforced. In particular, the time series of the tracked passenger history is analysed to

detect a particular discontinuous pattern that occurs when there is a tracking failure.

Therefore, in general terms, the invention involves generating a time series of the

position data for the tracked passengers (i.e., tracked faces), and determining whether
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there has been a discontinuity in the tracked position. When a discontinuity has been
detected, it is treated as an indicator that an error condition has occurred, e.g., where
the biometric boarding system tries to board a passenger who is determined to have

already been boarded.

As will be explained, once such an error is detected, it is dealt with by reacquiring the
facial image of the subject (in advance of biometric matching) so as to reassign the

subject (or tracked object thereon) with a new unique tracking identifier.

The invention aims to solve the problem of a person at a front of a queue leaves the
field of view of the biometric camera (i.e., has left to board the aircraft), and another
person who is close behind moves into the same spatial area within the field of view

that was occupied by the first person.

Possibly, the person at the front of a queue only temporarily leaves the field of view of
the biometric camera rather than leaves to board the flight — for example, if they
temporarily look away or move away. The biometric camera itself has some
occlusion handling, and requires a stable face before tracking begins. Thus if the "look
away" is brief, the person standing behind will not be considered a tracked face until a
certain amount of time passes, and the person in front will retain their tracking

identifier during the occlusion.

However, if the person at the front of a queue disappears from the camera’s field of
view (e.g., bends to tie their shoelace) for a period of time long enough for a stable
face of the person behind to be captured, a discontinuity will be detected, if the person
behind is standing closely enough that their face becomes visible in the same spatial
area in the camera’s field of view. The next face (of the person behind) in the field of

view will then be tracked with a new tracker identifier.
In this event, the processing fails, and what would happen is as follows:

- while the first, front person is out of view, the second person would be tracked,
authenticated and indicated to that they may board. If the front person moves back in

view, they typically get a new unique tracker identifier again.

- If the front person was already “boarded” on the basis of a biometric authentication
of the back (second) person, but returns to the field of view of the camera, the system

will tell the passenger that they are "already boarded".
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- If the front person was “boarded” on the basis of the biometric authentication of the
back (second) person, and moves out of the way without returning to the field of view,
and the second person walks forward, the system will re-attempt face capture and
matching for the second person, and report to the second person that they are "already

boarded".

- In the hypothetical situation where the back person is in the same spatial position as
the front position, and the tracking identifiers do not change, the same discontinuity
detector described in this application will result in a new tracking identifier being
generated, followed by a generation of a new tracked face, and the passenger will get

an "already boarded" notice.

In this way the process integrity is maintained at the expense of transaction time,
where the “already boarded” notice will prompt airline/airport personnel to handle the

exception.

There are furthermore two extra protections envisaged for biometric boarding

processes as follows:

- displaying the seat number on the screen, providing an extra manual check for

passengers; and

- there is an agent is at the desk in front of the passengers, who should be trained to

spot abnormal scenarios and be able to reset the tracking system if required.

Embodiments of the invention will now be described in more detail. Figure 1
conceptually depicts a biometric boarding system 100 in accordance with one
embodiment of the invention. The system 100 is adapted to process biometric data and
to control whether a subject is to be boarded. The system 100 includes a processing
module 102 which may reside on a computing means located in the device housing the

hardware for implementing the system 100, or a server computer.

The processing module 102 is adapted to receive a first data 104, including two-
dimensional (2D) images, and also a second data 106 which provides position
information of the imaged objects. The two-dimensional images 104 are images of the
objects, and the second data 106 providing information regarding the position of the
imaged objects in relation to the device which captures the images. In the facial

biometric boarding application, the imaged objects are facial images of the subjects.

10
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The second data 106 may be depth (z-axis) information, or it may be three-
dimensional (3D) x, y, z position information. The position information may be
captured by a three-dimensional (3D) camera. Depending on the specific embodiment,
the processing module 102 may also have access to further measurement data 108,

such as point cloud data, infrared or laser scanning data.

The processing module 102 includes a detection module 110, a tracking module 112,
and a discontinuity analysis module 114. The first data 104 and the second data 106
are continuously acquired at the temporal resolution(s) of the acquisition device(s) and
provided to the detection module 110. The detection module 110 is adapted to detect
relevant objects, in this case faces, in the incoming image frames. The tracking
module 112 is adapted to track the detected faces and record their position over time,
to generate a trajectory data 116, being a time series of position data for each of the

detected faces.

Each series of image data 104, which is considered as being image data of the same
subject, will be provided to the biometric matching module 118. The biometric
matching is then performed to find a match in a reference database of passengers, to
ascertain the boarding eligibility of the subject being processed. However, prior to the
biometric matching occurring in the biometric matching module 118, the system 100
first checks whether there might be an error in the assumption that the series of image

data 104 are indeed taken of the same person.

This is done by analysing the trajectory data 116 and ascertaining whether any

discontinuity exists in the trajectory 116 of any tracked objects (e.g. faces).

Detection of discontinuity in a tracked list then triggers the system 100 to resolve the

identity of the tracked subject associated with the tracked list.

Figure 2 conceptually depicts one embodiment of the process 200 for generating the
trajectories to be analysed. In this embodiment, the first data 104 are image data
provided by a high resolution 2D camera, and the second data 106 are image data
provided by 3D camera. The two cameras can be used interchangeably or together to
gather position data of the tracked objects. In a practical example proposed by the
inventors, a 3D camera with a frame rate of 10 to 20 frames per second provides the z-
axis (and optionally the x- and y-axes) information to the processing module 102 and

when the object is determined to be in a correct orientation, a higher-resolution 2D

11
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camera takes the static image(s) of the object that will be used for the biometric
matching in the biometric matching module 118. Strict synchronisation of the 2D
camera and the 3D camera is not required because the face position (from the camera
perspective) remains relatively constant despite small movements of the passenger.
One constraint is that the sampling rates of the cameras need to be high enough such
that the movements of the passenger do not result in an incorrect position
measurement. Practical experiments have found that a lower limit of sampling rate is

around 51ps.

At step 202, an object detection algorithm is applied to each frame of high-resolution
2D image data 104, constrained to 3D regions computed using the 3D image data 106
that was determined as containing objects. The co-registration of 2D object detection
data with 3D data provides 3D positional information of the object — here the facial —
region. This generates a list of high-resolution images of the detected objects (e.g.

high-resolution facial images) and their position at each time instant.

At step 204, the position information is logged to be provided to the tracking module
in step 206. There are several ways in which the position information may be logged.
A series of images extracted from the 3D image data may be logged, the tracking
module then analysing the images and determining a trajectory of movement of the
object image in the series of images, for example by analysing relative pixel
displacement of the object image. Alternatively, the 2D camera may be triggered to
take images at regular intervals and/or upon real-time analysis of the 3D images when
it is determined that some movement has occurred. Thus, the stored data may be 3D
images, 2D images or simply position information of specific features of the images,
or a combination of the above. The stored data may be any data relating to the images

that can be used for tracking movement in the series of images.

At step 206, the data at t = tn are provided to the tracking module 112 to update the
tracked data 206, to generate the tracked list of objects (faces) with trajectories 208.

In step 208, the tracked list of objects with trajectories 116 will be provided to the
discontinuity analysis module 114. Typically, especially in scenarios where the
subjects (passengers) are in a single file queue, there will be one tracked list. The
discontinuity analysis module 114 determines whether there has been a discontinuity

in any of the trajectories, and de-stack the object if required. The detection of

12
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discontinuity may be based on the change between data samples meeting or exceeding
a threshold, or on another statistical property in the data, such as a detected velocity or
singularity. This avoids the biometric boarding system stalling due to the confusion in

the identity of the subject.

Figure 3(1) illustrates an example depth history of a tracked object, containing a
discontinuity. The horizontal axis shows a series of time, from t=t1 to t=t8. The
vertical axis shows the depth information in relation to the facial images acquired at t
=11 to t8, computed from the trajectory. The depth information is the distance
(measured in millimetres, or “mm”) of the object from the image capture device at
each time instance at which an image is acquired. From the first time frame or
instance (t=t1) to the sixth time frame (t=t6), there is a gradual decrease in the distance
as the subject A walks toward the image capture device. Subject A is biometrically
matched to the passenger list (a unique tracker identifier is created for Subject A as
described above) and Subject A turns to walk away at t =t7. Subject B is standing
close behind Subject A and is now visible in the field of view (FOV) of the image
capture device, before Subject A has fully left the FOV. The image capture device
therefore acquires a blurred image of Subject A turning away, and also a facial image
of Subject B. The system then treats the image of Subject B as that of Subject A. The
captured data in relation to Subject B is now included in the same tracked trajectory as
Subject A. However, because Subject B is standing some distance behind subject A,
the distance data jumps from about 330mm at t=t6 to about 770mm at t=t7. The
discontinuity in the tracked trajectory is logged as occurring at t=t7. A notification is
generated that indicates that a new object is likely to be in the FOV of the image capture
device now and the image processing begins again to create a new tracker identifier for
Subject B, no longer treating the image of Subject B as that of Subject A, but recognising it as

that of a new object.

Figure 3(2) shows the history of facial area sizes, calculated from the tracked face in
each image sample in a series of images included in the tracked data. The horizontal
axis shows a series of time, from t=t1 to t=t10. The vertical axis shows the sizes of the

facial area (measured in millimetres squared, or “mm?®”

). The raw calculated facial
area data points are represented by the squares. The circles represent data points which
result from applying a filter to the raw data, for example to smooth the data and

remove inconsequential discontinuities (e.g. those below a variance threshold). Att=

13



10

15

20

25

30

WO 2022/148554 PCT/EP2021/055773

t6, there is a slight reduction in the facial area of the detected image to roughly 5800
mm? from about 6300 mm?. This reduction is small enough that it does not trigger a
declaration of there being a discontinuity. The small reduction could be attributed to
the target passenger’s movement, between t = t5 and t = t6. However, at t = t7, there is
a larger reduction of the facial area in the detected images to about 2000 mm?, which
is larger than the expected change (i.e., a threshold) in the size of the facial area for
the same person. Therefore, at t =17, a discontinuity in the size of the facial area is
detected. Figure 3(2) therefore shows an example where the discontinuity at t =17,
which corroborates with the trajectory data shown in Figure 3(1), is also (or

alternatively) confirmed using the detection of a discontinuity in the facial area.

The threshold of the amount of change in the facial area size required for a
discontinuity to be detected may be determined using a number of factors, such as
statistics regarding facial sizing, the expected moving speed and the sampling rate

(i.e., expected time lapse between two image samples).

Figure 4 schematically depicts an example of the process 400 employed by the
discontinuity analysis module 114. At the beginning of the process 400, the system
has not detected any discontinuity, and none of the tracked lists have been processed
(stage 402). At this stage, each tracked list is assumed to include a series of image data
and trajectory in relation to the same subject, and has one unique tracking identifier

assigned to it.

The discontinuity analysis module 114 will process (406) each tracked list in turn
(404), to detect if there are discontinuities in the tracked lists. As explained, the
detected discontinuity is an indication of a stacking error, requiring de-stacking of a

subject by assigning a new unique tracking identifier to the subject.

If there is no tracked list available or the system has processed all of the available
tracked lists without detecting discontinuities (408), the discontinuity analysis module
114 ends its processing (410) without assigning a new unique tracking identifier to

any of the tracked objects (426).

If there is at least one tracked list available (412), the system processes the next
available list by extracting its trajectory (step 414), in order to determine the change in
3D position over time. The trajectory is analysed by a discontinuity detection

algorithm (416), to detect the presence of discontinuity in the data (418). The

14
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discontinuity may be in the trajectory of the tracked object, or another statistic or

metric in relation to the tracked object, or a combination.

If no discontinuity is detected (420), the system processes the next tracked list (404).
If a discontinuity is detected (422), that tracked list will be added to a record (424).
The record is provided to store data in relation to any tracked objects in respect to
which discontinuity has been detected. The record could be a database or a linked list,
or it could have another data structure. The system then goes on to process the next

tracked list (404).

Where there is no more tracked list to process (408), the system will check the
aforementioned record to see if any of the processed lists have been ascertained to be
of tracked objects whose data contain discontinuity. Each tracked object included in
the record will have a new tracking identifier assigned to it, to resolve the ambiguity
in the identity of the tracked object. The new tracking identifier will differ from

tracking identifiers associated with any previously boarded passengers.

In preferred embodiments, assignment of a new tracking identifier to a tracked object
will also trigger the image capture device to capture new images of the tracked object.
Those new images will be associated with the newly assigned tracking identifier and

passed to the biometric matching module 118 (see Figure 1).

In the context of biometric boarding, the system now recognises that the newly
assigned tracking identifier has not been biometrically matched to any subject in the
reference list, and can perform the matching to allow or deny boarding by the tracked

subject.

Figure 5 schematically depicts an example discontinuity detection algorithm (500). At
step 502, the discontinuity detection algorithm receives as an input, the trajectory
obtained from a tracked list. In this particular embodiment, the algorithm is provided
to assess discontinuity in the time series of depth data associated with the acquired
images. Therefore, at step 504, the time series of depth data is determined or extracted
from the trajectory. The amount of data extracted may be confined to a recent history,
e.g., the most recent period of time. The period may be a number of seconds, e.g., 3

seconds.
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At step 506, the data determined from step 504 is smoothed, by applying a filter. This
may be done to smooth out the influence from noise, but it is not a required step. If
this step is included, then the filter applied is preferably one which is suited for
retaining the discontinuity which would be expected to be a high frequency
component in the signal. Thus, the filter may need to be designed specifically to suit

the type of signal processed while retaining the ability to detect discontinuity.

At step 508, a disparity score or discontinuity score is calculated at each time sample.
This could simply involve a calculation of the difference between the data between
two consecutive time samples. At step 510, the algorithm determines whether the
disparity score meets a discontinuity condition. The determination may be based on a
threshold, where the algorithm determines a discontinuity has occurred if the disparity
score meets a discontinuity condition, which could be that it exceeds a threshold, or
alternatively if the disparity score at least equals a threshold. For example, the

computation at steps 508 and 510 could look like:

Aty = Xty — Xtu1 , where Aty is the disparity score at time t = ty, Xt is the value of the

data sample at time t, and Xtq.1 is the value of the data sample at time t = ty.1.
The discontinuity condition at time ta is met if At, > threshold.

The threshold may depend on the expected noise range in the data, or the expected
amount of positional change in the person’s position between two or more image

frames (and thus dependent on the camera’s frame rate), or a combination of both.

Furthermore, the threshold may be some factor of - or have a minimum of — the
average depth of a person’s head, knowing that a second person in a queue is

extremely unlikely to be less than the depth of the first person’s head behind them.

An alternative discontinuity condition could be the rate of change of distance z (i.e.,
velocity or speed). If the sampling rate/frame rate of the 3D camera is measured in
time samples tn, a rate of change of distance z that is greater than, say, 120mm per
frame or 120mm/s or some other appropriate value, could mean that there is a

discontinuity.

If the discontinuity condition is met (516), then the algorithm outputs a result to
indicate discontinuity is detected in the tracked data (518). If the discontinuity

condition is not met (512), then the algorithm outputs a result to indicate no
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discontinuity is detected in the tracked data (514). The algorithm at this point ends
(520) for the just processed tracked list.

The above algorithm may also be used to detect discontinuity in information other
than depth data, depending on the input provided to the discontinuity detection
algorithm. For instance, provided the algorithm receives as an input the 2D images,
the algorithm may determine an area of the detected object in each of the 2D images
(e.g., facial area sizes in Figure 3(2)) in the tracked list, and detect discontinuity in the
time series of area by detecting if the size of the area abruptly changes between
samples. The areas may instead already be calculated and then provided to the
algorithm as input. For instance, the discontinuity condition may be whether the
change is outside of the expected amount of variation due to the change in position
expected in the frame rate, data noise, or slight changes due to an expected range of

movement by the subject.

As another example, the algorithm may receive as an input, a biometric score
calculated for each image in the tracked list, or the algorithm may be configured to
determine the score if it receives the images as input. The algorithm can then

determine whether there is a discontinuity in the time series of biometric scores.

Doing so compares the similarity of the captured facial images and detects when one
sample is not sufficiently similar to the preceding sample. For instance, the
discontinuity condition may be whether the change between two consecutive data
samples is outside of the expected amount of variation, noise or other tolerable intra-

subject variability.

Thus, more generally, the discontinuity determination algorithm may be used to
determine discontinuity in the trajectory, depth, or other statistics associated with the

images included in the tracked list.

In the above embodiments, tracked objects are assigned new unique tracking

identifiers if their trajectories are determined to contain discontinuity.

However, in further embodiments, the discontinuity may instead be determined on the
basis of other statistics or metrics in relation to the captured images, such as object

area, or facial biometrics if the objects captured are faces.
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In further embodiments, a combination of detecting discontinuity in the trajectory and
detecting discontinuity in other statistics or metrics may be used. For instance, the
discontinuity algorithm may be required to check that discontinuity conditions for
both the trajectory and the size of the object area (e.g., the depth of the tracked face,
and the size of the tracked face) are met for a tracked object, in order to declare there
to be a discontinuity in respect of the tracked object. That is, in some embodiments,
the system may apply multi-modal constraints in its discontinuity detection algorithm.
The system may, as a primary condition, check that the discontinuity condition for the
trajectory is met, and then check whether one or more discontinuity conditions in
respect of other metrics or statistics are met, before declaring that a discontinuity in

relation to the tracked object exists.

Figure 6 schematically depicts a biometric boarding device 600. The biometric
boarding device 600 includes a processing device 602, which may be a central
processing unit or another processor, configured to execute machine instructions to
implement the system of one or more of the above described embodiments. The
machine instructions may be stored in a memory device 604 co-located with the
processing device 602, or they may be partially or wholly residing in one or more
remote memory locations accessible by the processing device 602. The processing
device 602 also has access to data storage 606 adapted to contain the data to be

processed, and possibly to at least temporarily store results from the processing.

There may also be a communication module 608 so that the device may access data
provided wirelessly, or communicate data or results to a remote location, e.g., a
computer at a monitoring station or cloud storage 613, over a communication network

612.

The box 610 conceptually signifies that the components therein may be provided in
the same physical device or housing. The box 610 is shown in dashed lines, to
represent that one or more the components may instead be located separately, or that
other components (such as image capture equipment, or input and/or output

equipment) may also be physically included in the same device, or both.

The processing device 602 is in communication, being either wired or wireless
communication, with a data capture arrangement 614 to capture data required for the

processing.
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As alluded to before in relation to the system modules, in preferred embodiments for
facial biometric boarding, the data capture arrangement 614 is configured to capture
the 2D images of high enough resolution to enable facial recognition, and also 3D

images so as to provide trajectory data.

Figure 7 shows an example “pod” type boarding device 700. It should be noted that
this is an example illustration only, and the invention may be embodied in other types
of devices. The device may also generally have different physical forms or have
different hardware requirements depending on specific purpose (e.g., in the context of
an airport — bag drop or check-in, customs control, boarding) for which the device is

provided.

The boarding device 700 includes a device housing 702 and a biometric system 704.
The biometric system 704 comprises a first image capture device 706 and a second
image capture device 708. The first image capture device 706 may be in the form of a
depth camera or a stereoscopic 3D camera. The second image capture device 708 may
be in the form of a high resolution 2D camera. A display 710 may also be included.
Optionally, a laser projector or infrared (IR) sensor/emitter 712 is provided in the
biometric system 704 or elsewhere within the device 700. The laser projector or IR

sensor/emitter may optionally be disposed behind the display 710.

A set of illumination means or lights 714 may be mounted on the front face 701 of the
device 700. A laser projector or point cloud generation device (not shown) to assist
with mapping and detection of subjects may also be provided. Optionally, the device
700 may be a portable device which can be used to determine the identities of persons.
The point cloud generation device projects a cloud or plurality of light-based dot
points (including but not limited to infrared LED projected dots) onto the upper torso
region of the user or passenger for purposes of region-of-interest detection, biometric
analysis and facial topographic mapping by the system. If the point cloud generation
device is included, data from the point cloud generation device will also be provided
to the biometric system and the biometric analysis or topographic mapping data may

also be used in the discontinuity analysis.

Embodiments described herein therefore each provide a system which can facilitate
disorderly boarding, i.e., where the subjects (passengers) do not strictly adhere to the

distance separation required of an orderly boarding process. The tracking process also
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allows the system to maintain separate tracking identifiers in a group of passengers

despite small occlusions or motion-blur that may occur in the images.

The described system therefore allows for a minimisation of the amount of biometric
processing that needs to be done, by only sending good images of subjects with unique
tracking identifiers, and not confusing them with neighbours. It should be noted that
while such confusion does not occur often, even a small percentage of such
occurrence will cause large outliers in the data (time required to board passengers),
because of additional processing steps required to retry or manually process the

passengers.

The function of the system involving using discontinuity in the trajectory of a tracked
subject (or more precisely, tracked objects), which occurs because there is an inherent
physical distance between two people that can be measured, is contingent on the
sampling rate being fast enough. Therefore, the ability of the system to resolve the
confusion between two subjects that are physically too close together, will also depend
on the sampling rate. A higher sampling rate will enable the system to resolve between

subjects that are closer together.

The described system therefore provides the technical advantage over known systems,
where there is a need to control the boarding process by making use of trained staff or
signage processes, to ensure spacing is enforced, and potentially also software to

minimise unnecessary identification and Departure Control System transactions.

In the prior art, to minimize the stacking problem, the biometric cameras are
sometimes placed at an angle to the queue of passengers or customers, and each
passenger is required to turn away from the queue direction and walk or otherwise
move up to the camera, to minimise the potential of confusion with the faces of the
other passengers in the queue. However, requiring each passenger to turn to face the
camera incurs a time cost. In contrast, the present system, as described, is designed to
minimise the stacking errors using discontinuity detection rather than the angular

placement of the camera in relation to the queue.

As the solution provided by the present system does not require such an angled
placement, the camera for the present system can be placed directly in front of the
queue of passengers lining up for boarding. Figure 8 depicts this direct placement

which the skilled person would understand to be enabled by the system described
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herein with reference to Figures 1 to 7. As shown in Figure 8, the camera 802 (i.e.,
data capture arrangement) is placed directly in front of the queue of passengers 804, so
that the passenger being processed 806 does not need to turn away from the direction
of the queue (arrow 812) in order to enter the field of view 810 of the camera 802.
While the other passengers 808 waiting in queue 804 may also face the camera 802 as
they move or wait, the system will be able to handle the detection of another face in
the field of view 810, using the discontinuity detection algorithm to resolve stacking

errors if required.

The system may provide an interface, which may be a graphical user interface, for
being displayed on a screen and for viewing by the passengers, e.g., to provide
boarding instructions. An interface may also be provided on another display device for
viewing by a staff member, for monitoring a live boarding process, reviewing a
completed boarding process, or for another purpose such as training. The interface
shown to the staff may completely or partially mirror that (if any) shown to the
passenger. It may include interface portions to display other data which are not shown
to the passengers, such as one or more of the following non-limiting examples:
passenger trajectory, values of particular metrics being monitored to detect
discontinuity, unique tracking identifiers, or statistics such as the number of people
who have boarded, current average or total elapsed processing time, rate of successful

processing and boarding.

Figure 9 depicts an example interface 900. The interface 900 includes a first display
field 902 which may, at particular times or at all times, show the image of the
passenger who is being processed, captured by the camera. The first display field 902
may mirror the interface (see Figure 10) which is shown to the passenger, in which
case the display field 902 can also display instructions, which may be in the form of

text or graphics (e.g., animations), to the passengers.

In Figure 9, the first display field 902 is showing an image of the passenger. Box 904
(dotted lines) marks the image area which is being processed by the algorithm to
detect the presence of faces. Box 906 marks the image area where a face is detected.
In this example, the system tracks the position of the centre of the detected face and
displays the trajectory 908 of the tracked face. In some embodiments, the trajectory

908 will be displayed in different colours or visual styles depending on the operation
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of the access control system. For example, the trajectory 908 can be displayed in a
default colour or style when tracking of a subject begins. However when the system
detects a discrepancy in the tracking identifier associated with the trajectory — that is, a
discontinuity has been detected — it will change to a different colour or style to provide

a visual indication of the error.

The interface 900 may display a time series 910 of the 3-dimensional position, or the
depth of the tracked face (i.e., distance to the camera). Additionally or alternatively,

the interface 900 may display at least one other time series 912, being time series of

the values of another metric (such as facial area size) determined over a period of

time, if the algorithm is checking for discontinuity in the values for that metric.

An alert display or alert field 914 may be included to display an alert when the
algorithm detects an error. The interface 900 may include one or more data display
areas 916, which could be in the form of display portions, windows, or access fields or
buttons, for displaying or providing access to particular data. The data display 916
may be a passenger identifier display showing the unique tracking identifier of the
passenger currently being processed. The data display 916 may also provide statistics

regarding the individual, total, or average processing time for the passengers.

The above portions of the interface may not all be provided at the same time. For
instance, from a dashboard, a user (e.g., airport staff or system developer) can be

enabled to select which interface portions to include for showing on the device screen.

Figures 10(1) to 10(4) depict various displays which may be shown on a passenger
interface for viewing by the passengers. Figure 10(1) shows a screen from an
instruction for the passenger to walk toward the camera. Figure 10(2) shows a
progress screen which directs the passenger to look at the biometric camera while his
or her photograph is being taken. The camera view of the passenger may be shown
inside the progress circle 1002. Figure 10(3) shows a screen which confirms that the
passenger has been matched and invites the passenger to board. A seat number 1004 is
shown, and this provides the passenger an opportunity to check that it matches with
his or her assigned or selected seating as shown on the boarding pass. Other
information such as the passenger’s name could also be shown for verification

purposes. Figure 10(4) shows a screen which is displayed when the biometric
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boarding process cannot board the passenger for any reason, showing instruction to

direct the passenger to seek assistance from the staff.

The disclosed embodiments therefore aim to make a positive improvement in the

transaction time by facilitating a disorderly boarding process.

It will be appreciated that the above described system is not restricted to being
deployed at boarding. It can instead or also be used at another check point (such as an
exit) of premises, or a vehicle or mode of transport. A premise with multiple exit or
entry points may have separate devices (be they “pod” type devices or take other

forms) which each implement an instance of the above described process.

It should be further noted that the identification aspects of the above described process
and system may be omitted or disabled, in applications where the actual identities of
the individuals entering or leaving an area are not checked, and rather it is the number
of persons in the area that is tracked. By looking at how many different “tracking
identifiers” there are, the process is able to determine the number of different people
who, from an orderly or “disorderly” queue, have been processed to enter an area,

leave an area, or generally move past a checkpoint.

For instance, a device embodying the above described system, which has been used to
board passengers onto an aircraft, can be used again at an exit check point to “de-
plane” the passengers. Processing of deboarding passengers may include having the
passengers form a queue to be again processed by the system. New images of the
passengers acquired at the processing checkpoint may be matched to a passenger
database. The passenger database may be a reference database comprising the “best
images” that had been acquired while the passengers were being processed by the
boarding system, and that had been chosen to biometrically match and then board the
passengers. The “best images” reference data may have been saved locally to the
device, so that the biometric matching of the newly acquired images and the “best
images” references can be conducted even when there is no connectivity with a central

passenger reference database.

The device could have its biometric identification module entirely disabled, to simply
count the number of different passengers who have deboarded or moved past an exit

checkpoint (e.g., at the gate, or another restricted arrivals area in the airport). In this

23



10

15

20

25

30

WO 2022/148554 PCT/EP2021/055773

case, an alarm may be raised if the number of people who have arrived from an

aircraft differs from the number of people who originally boarded the aircraft.

Variations and modifications may be made to the parts previously described without
departing from the spirit or ambit of the disclosure. For instance, in the above,
embodiments that utilise biometric matching determine whether to allow access or
admit passage by a subject (e.g., passenger), by checking to see if there is a match
between the subject and a reference database. However, the same inventive concept
could be applied in situations where the system determines when to deny access or
passage. For example, the system would still use the same discontinuity detection to
try to reduce the stacking error. However, the biometric matching module can try to
match the image of the passenger or subject being processed with a “no access” list,
and deny access by that passage or subject if a match is found on the list. By only
counting those unique identifiers that have been assigned to the subjects (or “faces” in
the case of facial recognition) who are allowed access or who have gamed access, the

system can keep track of how many subjects have been admitted.

As described above, the system requires 2D images of high enough resolution for
facial or object detection, along with position data to track the detected face (or
object). While the use of two capture devices is described in embodiments, this does
not form a requirement which constrains the spirit and scope of the invention. For
example, the same inventive concept will still be satisfied if both the 2D image data
and the spatial position data come from a 3D camera, provided the 3D camera is able
to capture images in high enough resolution to allow facial or object detection and
matching — and the method which is implemented by the system would still work in

the same way.

In the claims which follow and in the preceding description of the invention, except
where the context requires otherwise due to express language or necessary
implication, the word “comprise” or variations such as “comprises” or “comprising” is
used in an inclusive sense, i.e. to specify the presence of the stated features but not to
preclude the presence or addition of further features in various embodiments of the

invention.
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Claims
1. A method for controlling access for at least one tracked object, including:

acquiring or receiving a series of two-dimensional images assumed to be taken of
the at least one tracked object, and also position data in respect of the at least one

tracked object;
assigning a unique tracking identifier to the at least one tracked object;
determining a trajectory of the at least one tracked object from the position data;

determining if there is a discontinuity in the trajectory or data computed from the
trajectory, and if a discontinuity is detected, acquiring or receiving one or more new
images of the at least tracked object, and assigning a new unique tracking identifier to

said at least one tracked object; and

determining whether access should be allowed, on the basis of at least one of the
one or more new images if discontinuity is detected, or on the basis of the at least one

image from the series of two-dimensional images if discontinuity is not detected.

2. The method of claim 1, wherein the step of determining if there is discontinuity
includes determining if a distance discontinuity condition or a velocity discontinuity
condition is met by a time series of distance data or velocity data obtained from the

trajectory.

3. The method of claim 2, wherein the discontinuity condition is whether a
difference between two data samples in the time series: 1) exceeds a threshold value,

or 2) exceeds or equals a threshold value.

4. The method of claim 3, wherein the threshold at least in part depends on an

elapsed time between times at which the two data samples were acquired.

5.  The method of any preceding claim, further including providing a time series of a
statistic or metric computed from the trajectory or the two-dimensional images, and
determining whether a statistic or metric discontinuity condition is met by the time

series of statistics or metrics.
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6. The method of claim 5, including further checking whether the statistic or metric
discontinuity condition is met before determining if there is a discontinuity in the

trajectory or data computed from the trajectory.

7. A biometric access control method, including the method of any preceding claim.

8. The method of claim 7, being a facial biometric control method, wherein said at

least one tracked object is a facial area of a person.

9. The method of claim 8, wherein said statistic or metric is a facial area size or a

biometric score computed from the two-dimensional images.

10. The method of any preceding claim, including applying an object detection
algorithm to a three-dimensional image to detect one or more objects, each object

being said one of said at least one tracked object.

11. The method of any preceding claim, wherein the position data comprises at least

depth data.

12. A method for counting a number of times a passage past a checkpoint by one or

more tracked objects has occurred, including:

processing a passage by each tracked object and admitting passage by the tracked

subject, said processing including;

acquiring or receiving a series of two-dimensional images assumed to be taken of

the tracked object, and also position data in respect of the tracked object;
assigning a unique tracking identifier to the tracked object;
determining a trajectory of said tracked object from the position data; and

determining if there is a discontinuity in the trajectory or data computed from the
trajectory, and if a discontinuity is detected, acquiring one or more new images of the

tracked object and assigning a new unique tracking identifier to the tracked object; and
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wherein determining the number of times passage past the check point has
occurred includes counting the number of different unique tracking identifiers which

have been assigned.

13. The method of claim 12, wherein:

said admitting passage includes determining whether passage should be allowed,
on the basis of at least one of the one or more new images if discontinuity is detected,
or on the basis of at least one image from the series of two-dimensional images if

discontinuity is not detected.

14. A method for tracking a count for a number of times a passage past a checkpoint
by one or more tracked objects has occurred, including:

acquiring or receiving a series of two-dimensional images assumed to be taken of
at least tracked object, and also position data in respect of the at least one portion of
the at least one tracked object;

assigning a unique tracking identifier to the at least tracked object;

determining a trajectory of said at least one tracked object from the position data;

determining if there is a discontinuity in the trajectory or data computed from the
trajectory, and if a discontinuity is detected, acquiring or receiving one or more new
images of the at least one tracked object, and assigning a new unique tracking
identifier to said at least one tracked object;

determining whether passage should be allowed, on the basis of at least one of the
one or more new images if discontinuity is detected, or on the basis of the at least one
image from the series of two-dimensional images if discontinuity is not detected; and

increasing the count if passage is determined to be allowed.

15. A method of controlling or monitoring access to a premise or mode of transport
having one or more entry points, or one or more exit points, or both, including
implementing the method of any one of claims 1 to 14 at at least one of the entry

points, at least one of the exit points, or both.

16. The method of any preceding claim, being a facial biometric access control

method.
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17. Computer readable medium having stored thereon machine readable instructions,

which when executed are adapted to perform the method of any one of claims 1 to 15.

18. An access control system, including a processor configured to execute machine
readable instructions, which when executed are adapted to perform the method of any

one of claims 1 to 15.

19. The system of claim 18, including an image capture arrangement, the
arrangement including a two-dimensional image-capturing camera and a three-

dimensional image-capturing camera.

20. The system of claim 19, wherein, in use, the image capture arrangement is
positioned directly in front of a queue of subjects to be processed by the access control

system.

21. The access control system of any one of claims 18 to 20, being a biometric

boarding system.

22. A method of controlling or monitoring access by one or more subjects who are
standing in a queue, by using a biometric access control system to process each
subject in turn, wherein the biometric access control system includes an image

capturing arrangement which faces directly toward a direction of the queue.

23. The method of claim 22, wherein the biometric access control system is in

accordance with any one of claims 17 to 20.
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