WO 02/ 095605 PCT/ USO01/ 31268 Description Dynam c Depl oynent of Services in
a Conputing Network Field of the Invention The present invention rel ates

to computwo mebwos ks and 5 deals nore particularly with merhsds3126yst ens,
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software will beconme wi dely avail able for programto-program 25 operation,
wi thout requiring intervention fromhumans. Whereas the early Internet

served pribeeckypison dfsthebBeddtéd| Artsystem in which human users could
request dellveré %f al ready- nerated.static ﬂgcunents the tren
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conputi ng hesworkesccsidrlal dpechnigues hawle deenicesl fulfill a specific

task or a set of tasks. They may work with one or more other

15 web services in an interoperable manner to carry out their part
of a complex workflow or a business transaction. For example,
completing a complex purchase order transaction may require
automated interaction between an order placement service (i.e.,
order placement software) at the ordering business and an order

20 fulfillment service at one or more of ité business partners.

Many industry experts consider the service-oriented web
services initiative to be the next evolutionary phase of the
Internet. With web services, distributed network access to
software will become widely available for program-to-program

25 operation, without requiring intervention from humans. Whereas
the early Internet served primarily as a distributed file
system in which human users could request delivery of already-
generated static documents, the trend in recent years has been
to add more and more dynamic and personalized aspects into the

30 content that is served to requesters. Typically, this dynamic
and personalized content has been generated in the enterprise
network. This approach, however, places a heavy demand on the

enterprise computing resources. Several techniques have been
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WO 02/ 095605 PCT/ USOL/ 31268 devel oped for alleviating the processing
burden on back-end servers, including caching of static content (and to a
limted wwtoepseotachi ng of content after it has been dynaeiramol/gi268
generated); workload bal anci ng; and content distribution. 5 Caching

attenpts tqQ avQid repeated generation of content . by storing content and
serving itg?gegﬁﬁﬁﬁnﬁﬁﬁ %%ﬁ%%%%%%%g WhendrecessdsidoRurdgn opgbagknend

content nogepfky¥s) edh€Rsdidte caviklOadd arathe bBaskeARd (AAPHLI BI1RRAIRUKCES,
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; . 19
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order 10 i Bgr eassr it dSntéekel laMRDddpind eauescs Sadksdpuser Vedqhegieeache.
Content Distribution Service Providers ("CDSPs") offer a val uable service

by provi di WGCREERE PR NS + HEFd " FeCARRA FARTERE MRt E Y sRdESERi hbeof

static conygikloBdC!®setheoXddtkYend OcbRBueidgUsisoulfiss, | Buturit gnabl es
enterprises to scale 20 their operations in a cost-effective mannper. .
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applications (e.g., those which provide session managepent wthin their
present at i BRC| BYPLLL e Wik BT FOag8Els SERECP51BagkCERE L BLEANEESWPoFEC i n

bat ch nodejeri/brBRy becpasshbl eqigtrishatbaal hyteflgpboytbhepphegent abign
l ogic at the edge._ In these cases, the content distribution process wll

typi cal ly (FEabFealhyy RIS adpbisecrrhenbstaeariauge (Gcatdggs der fBes”

in a net whktepk} SEAtd:QIQVitdesacBE E8sTEAS eth ety kelihiceearey tard
availability bi,cachln static application conponents (such as imges
forms® et c1}kReaRoPHe thedgdafuaties reAMOPR, SRREFE (ROP GAFfe qureRFent

returned t9;grrigaueshersd i@l GdogilRird eyedphpspy esentati an vaghsoier
use in assenbling a response to be delivered to a requester). An

service by providing access to their broad network
infrastructure for caching of static content in close proximity
to the end user. This, in turn, enables enterprises to scale
20 their operations in a cost-effective manner. Dynamic content
distribution (i.e., dynamically moving generated content closer
to users) would yield the same scalability benefits. For some
applications (e.g., those which provide session management
within their presentation logic, and which only access the
25 back-end business logic in batch mode), it may be possible to
(statically) deploy the presentation logic at the edge. In
these cases, the content distribution process will typically

result in reduced response time as well.
Use of “edge servers” in a network configuration provides
30 increased network efficiency and availability by caching static
application components (such as images, forms, etc.) near the
edge of the network, where they can be quickly returned to a
requester (or quickly retrieved by presentation logic for use
in assembling a response to be delivered to a requester). An

35 edge server is a server which is physically located at or near
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35 edge server is a server which is physically located at or near -2 WD
02/ 095605 PCT/ USOL/ 31268 the edge of a network. Edge servers nmay perform
wor kl oad wbakasssdhig, and are sonetines referred to as di siPCrhisoesii2eeb
caches, surrogates and/ or proxies. (The |IBM WbSphere(r) Edge Server, for

exanpl e, g&for Eload balancrng and also 5 functions as a reverse
proxy and/ gfvér . Jeky FrR dBRTBCHT afrdmRAT P presEAPaSi ve
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servers ruppbigdébeaDBldgrafk! 68(4) reﬁeéééﬁtéﬁv@rgéﬂﬁéﬁ Eieg 1 BY (iseveral
Web servers 130 15 (such_as Apache t scape M crosoft servers not e

that the appPrtatrorr Lt v%ﬁ«r‘faﬁrd D@éasséheer S@F¥e o¥eRnCeRl PR @BAPCiAtEd

si ngl e hargyane aij(J)veﬁefﬁl;@% haeyei b8 ddfaiandasRvVenaltisage. S8ENEER, O
reverse proxies/caches/|oad balancers 120, ("WbSphere", "0OS/ 390", and

"ClCS" ar e"REGh SPRY eHE Q% RIHRASES 030 SFAUPER] ) STRES nfés&ltaeraerfar. 3ndghaéRge

servep techanko®uwh | hsbriigy. iEdlynam enagpestsmefe aee!rlveat |é3.LftepngOa”B
to the edge of the network. This will be acconplished via hosting

appl i cat | oRSTRF1$9R B ciibiieTedgd SﬁdaEPa%?%%}Q%'%ﬁﬁﬂgiﬁ ﬁéOZSSHngéﬁtaﬁMon

| ogi ¢ (sucheBSpEEEY! elppl iR iorPFerdfs) ; abetBREE IRAGE- SR VEhBergBPseOr
JavaSer ver Pages . is presentation | represented using script

commands f@#t Gy@@ﬁﬁ?ﬁﬁl%ﬁQNﬁﬁﬂﬁﬁ A§ Ig@n@%ﬁ%9‘%t%ﬁﬁﬂﬂ?%ﬂiﬂﬂﬁeﬁﬁs h@"@gggfand

"JavaSer vet1fe@esa ayer mpadersaker of rtoum Mgy psysvers1 was. sePrs 130
("Personal Honme 30 Page") is another scripting_| anguage that {gbe used to

enbeH conf 8RER | 38 R throuditesadpnafir cUEFYOSOED SeFVeEes Wie Fhefl Fhate
‘just-in-tipBiisBRibeAlde@er and Web server are often co-resident in a

single hardware box); several firewalls 110; and several edge

servers or reverse proxies/caches/load balancers 120.

(“WebSphere”, “0S/390”, and “CICS” are registered trademarks
20 of IBM.)

The next generation of edge server technology will bring
some dynamic aspects of application programs to the edge of the
network. This will be accomplished via hosting web
applications at the network edge and statically deploying

25 presentation logic (such as servlets, JSP™, PHP, etc.) at those
edge servers. JSP, or JavaServer Pages™, is presentation logic
represented using scripting commands for dynamically embedding
content into Web documents. (“JSP” and “JavaServer Pages” are
trademarks of Sun Microsystems, Inc.) PHP (“Personal Home

30 Page”) is another scripting language that may be used to embed
content in Web documents dynamically.

Web services will facilitate “just-in-time” application
integration via open web-based standards, such as HTTP
(“Hypertext Transfer Protocol”), SOAP (“Simple Object Access

35 Protocol”) and/or XML (“Extensible Markup Language”) Protocol,
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integration via open web-based standards, such as HTTP ("Hypertext
Transfer Protocol"), SOAP ("Sinple Object Access 35 Protocol") and/or XM
(" Ext ensiwbazibvohkup Language") Protocol, -3 WO 02/ 095605 PPTN/SUBIRIBL1268
WSDL ("Web Services Description Language”), and UDDI (" Uni versal
Description,_Discqvery, and |Integration”). .HITP _is co ly used t
exchange niksRbge } TeRFY ST T%&ﬁéﬁﬁl GioR Coliﬁ??%ﬁlag’?[rgp()colaﬂdgt e&ﬁ@?
Protocol ") (meh e ksad pueBraptibe, | nieebeerySOARd SrategiMeiasgd pretropol
used to invoke nethods in a distributed environnment. XM Prot oco#,%#)?aﬁan

evol vi ng sheci fTERIBY of UK WorPd VX3RRI cofSHB[LT  (“WBE")
appl i cati opretayesmi s ensh eCopteboc Brotthalb IWiThlterév@ablBrotocol”) networks

application-to-appljcation nessaging.. XM. Pr cqol may 10 converge with
SO S VBT PSR AR S SPeRE T RL, JEDBR Bng QRO AR Rk Seeel Eds.
UED_I is an;ﬁ«h&k@aﬁ@@lhd c_mﬁiax;]rahdigﬁﬁmmt@d%mdﬂimménbufsims;aﬁqﬁayoliss
their services and. wit j service_requester [ usi nesses
provi di ng 2Pafticciiad ¥t CfaFJJu%]?-Pﬁ-t%r‘?e Vi\%f‘iiggtyLFSng‘ferﬂ e%?%??% LW
1ﬁ be Eossi‘bdwcby E6EUiRg a@?@%da&@@@sfl%yfeg Itcz@mﬁd Eﬁj grdtndeld tiset vintes
through a UDDI_ registry, .an ynam ca inding the r ester to.a
| ocated setRF %%w&orﬁpghﬁﬁ?{%?flvﬁﬁ%ﬁgﬂ%gCon@gge%r? ogol may
Fl atfor rr; n&bhﬁﬁék]g&\sﬂi’d}prMP lél)i i MZBO]ﬁOﬁPé |Xl&h;1 AUt 660haanEdHT TE: sessages.
Hereinafter, references . to P shou constr s referrin
equi val ent&%?ﬁlg‘éﬁﬁat PEEY"WE §reﬁ1vllﬁiesaspg]@%§[ of° Xt %6%%? : )r?g?%ﬁthese
conponent sge¥BRRi gBBr Wit®sS wiidh meyislesseguRsyels su tohdirransfariards agndss
to programco nents which may resjde in one.or qPre.renDte | ocati ons,
obBIE &t

even t houghtth HEE nf GRECT LR DAY T ferEntO UE Pt St i R eyt Bits

and be wripien dul b ffarariespr oguaaringt ihangssigies tikan ithegeatiohheill
requester. (For more infornmation on SOAP, refer to . .
it tpLp / b SiG OISR 0000/ HOTE BBARDRIO0DSTEES L1 | £Ped o8 b 44 TEF EREE A ess
Prot ocol (SO cds lehMBEyNo eufBT Mayi20P9, . affgedhapi ¢4 Wiw. BBnai 8420068/ xp
ror more 1ol o ted 2% e 208 % uaPLe LOEOL B L 90 2R YERE TRY Re
found at q g
is conveyed in a platform-neutral WSDL format using SOAP/XML
Protocol and HTTP messages. (Hereinafter, references to SOAP
20 should be construed as referring equivalently to semantically
similar aspects of XML Protocol.) Using these components, web
services will provide requesters with transparent access to
program components which may reside in one or more remote
locations, even though those components might run on different
25 operating systems and be written in different programming
languages than those of the requester. (For more information
on SOAP, refer to http://www.w3.org/TR/2000/NOTE~SOAP-20000508,
titled “Simple Object Access Protocol (SOAP) 1.1, W3C Note 08
May 2000”. See http://www.w3.0rg/2000/xp for more information
30 on XML Protocol. More information on WSDL may be found at
http://www.w3.0rg/TR/2001/NOTE-wsd1l-20010315, titled “Web
Services Description Language (WSDL) 1.1, W3C Note 15 March
2001”7, For mnore information on UbDI, refer to
http://www.uddi.org/specification.html”. HTTP is described in
35 Request For Comments (“RFC”) 2616 from the Internet Engineering
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http://ww. w3. or g/ TR/ 2001/ NOTE- wsdl - 20010315, titled "Web Services

Descri ption Language (WSDL) 1.1, WBC Note 15 March 2001". For nore

i nformat iwo o096l , refer to http://ww. uddi. or g/ speci f iPCattison3tabsr " .
HTTP is described in 35 Request For Comments ("RFC') 2616 fromthe Internet
Englneerl -4 _WO 02/ R@T/USOI/ 1268 Task Force, titled "Hypertext
Tr ansf er 6§5c prce,#%ﬁ% £ "R X9 glgyans |BEQtAteLarT yHGERY gyﬂng

presentatlenuh@glgggs { he edge of t he netmork | essens sone of the burden
on back-end conputing . 5 resources and wll ggrove eigonse tines faor

those content regteStStaRcHdb dFRLOvaggi PEeERREREEAY HACkSeRE bhSi RESS

logic, thepe thé Insiwddk hedmme l:c,eﬁeeetsmén@@rd@tstorbq;mmend bfplieng
enterprise for content ene atlon When t he busi ness renalnsE.n%hln

the hdart bFSPHECERL L nttRbP ke 16°EPPRERedlES B}foﬁ‘%aFPE

the ent er pf?eqeeg’ag G@m&mueo tio e raqRlieeessk&eubhd| meqdcealrad Buéiﬁbélsng
factor gromﬂh of the siness., Furthernore, the %éﬁilc de nment of
presentatl ﬂgFﬁgléhﬁFﬁlﬂi t%ﬁﬁ%;e%%emﬁgyoﬁﬁﬁu€FF§C| Cﬂ%dmlib aSBSage

pﬁtter ns re:rmb ntl@@'b&{i?é(’jﬁpiﬁ@e rfroedk:eh@ehel geﬁefﬂelclﬁ Usﬁﬁé?pﬁhéebﬂélﬁlbéﬁge
the static e ogi c t no onge | ever aged

addi ti on, ?ﬁ FCI%@5¥ g tgin gﬁﬁimﬁ?@an‘% i 5 RHQHSq'lk%F§W°rk

i ncrease aélﬂfmﬁéxﬁeiéenaremtexéaylzé@esnalelaél a!ntefp,s@éévxaay vpgeadaes, as
a nmeans nust _ be provided, for recordlgg which | evel s of _software have een

20 depl oyetP df€ vhi RFOSG3tEhE BAkT+oRe d??‘}lﬁgl%’ﬁeta’éﬁl 65 €HCT stft GAPET

necessary.ofhighePHhadnhddHCessristREERABrARNUghe 1rceqdegeay§neﬁrtouef
error-prone work, And, while web services will make distributed software

resour ces PBEPESNABLYR APSicaiite, the RETYPRK| §dgRat St IRR Iohy&F ki ¢ afPon

of sonme 251 €4 Vi£assad lpdt@siinls rBmhefScbhgfa®Ptin®lpresransacti Ne£f ehe
| arge_nunbers of renote service requesters. Accordingly, what is needed is

a tethni queS?#eR RIBFETRY CP%%%%'dF%ﬁbéEﬂElﬁﬁBlY|ﬁ?Pé@Y%ﬁslBglFh@lﬁhFoPoart
longer be highly leveraged. In addition, static deployment of

software in this manner will likely increase administration

complexity, specifically for software upgrades, as a means must

be provided for recording which levels of software have been

20 deployed at which systems and for modifying the deployed

software when necessary. This upgrade process is often manual,

and requires tedious, error-prone work. And, while web

services will make distributed software resources more widely

available, it 1is likely that the physical location of some

25 services will result in less~than-optimal response time for
large numbers of remote service requesters.

Accordingly, what is needed is a technique for avoiding

these drawbacks and limitations of the prior art.

Summaryvy of the Invention

30 A first object of the present invention is to provide a
technique for dynamically deploying network-accessible services
(including, but not limited to, web services) in a distributed

network.



Summary of the Invention 30 A first object of the present invention is to
provide a technique for dynam cally depl oyi ng network-accessi bl e servi ces
(i ncl udi vyp obssendt |imted to, web services) in a distriparasor/sesswork. -5
WO 02/ 095605 PCT/ USOL/ 31268 A second object of the present invention is to
provide a technique for dynanicall redeplo i ng network-accessible

servi ces (|ncIu61ﬁ@COBGtOHgFCFiﬁftééetBreﬁéB seéPVEBEPN Asatogpgeviget ad

network. 5tAchhiigdeobjRat dyddigi ddESeNt rédy %Dé&?ﬂg'SnEEWBEQVh€@e§81ble
techni que for dynanlcally undepl oyi ng net work-accessi b services

(i ncl udi ngSehULCRSt HNALUEH NG, Righ 2eFviérifernty, aieh rIiitistrHet Wor k.
Yet anothegigbireptiteti heewbkgsent invention is to provide 10 a technique
for dynami cally degﬁpyln networ k- accessi ble services based upon usage

metries. Yet anbthétrehjaRiiedt dhehn dveienthvErTeRhloR £ Be obreelidg a

techni que teenflygas C#Jyy UNAHRRNIQYE NG, NEENGEKT 36LR§ST A BwosRLYEEESsRBSE
upon usage netrics. 15 Yet another object of the present inventionis to

provi de asﬁégﬁﬁ?ﬁuéHﬂﬁ'Wﬂﬁ%ﬁncﬁﬂqynﬁ%pibviﬁﬁ nEPWOMERATRSEIIRY  LRr @i ces
based upongk gadiBatanchagweenrsi derations. Yet another object of the present
invention is to prOV|de a technique for dynam cally undepl oyi ng

net wor k- accessi BFE 2DOtReF oRERChSfe Fhepbrersal EaaVaﬂ*éilﬁa éénEPdEFawéﬁs

Q heg gobj egt stapanaguant ages eimamcai@§enaepmwmﬁgonanbrkbscésgsieiteh in
part in the description and in the drawngs “~which follow and, in part,

will be ob§FBUSCEEORPERE HEBSEr LSRPENTCEELlREY be Iearned by practice of the

invention. 25 T?egcghSMﬁefrﬁbjéHﬁ¥B¥'E%eoﬁt%ebﬁt @HGehBléﬁCQBdﬁacﬁrﬁhEHe the
purpose of the invention as broadly described herein, gresent

i nvention pr hAYEEFHE hdES, @y%?%%aljalﬁd U@&%@é’rlngprB@F‘dﬁif Toacessiphe
dynam cal | ¥cdopLe¥i BEsear ¥be8SukAg8 metrics.

15 Yet another object of the present invention is to provide
a technique for dynamically deploying network-accessible
services based upon load balancing considerations.

Yet another object of the present invention is to provide
a technique for dynamically undeploying network-accessible

20 services based upon load balancing considerations.

Other objects and advantages of the present invention will
be set forth in part in the description and in the drawings
which follow and, in part, will be obvious from the description
or may be learned by practice of the invention.

25 To achieve the foregoing objects, and in accordance with
the purpose of the invention as broadly described herein, the
present invention provides methods, systems, and computer
program products for dynamically deploying services in a
computing network. In the preferred embodiments, this

30 technique comprises: receiving client requests for a selected
service; serving the received requests from a first server when
the selected service has not yet been dynamically deployed;
effecting a dynamic deployment by programmatically moving the
selected service from the first server to one or more other

35 servers when the dynamic deployment is triggered; and serving
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conputing network. In the preferred enbodi ments, this 30 technique
conprises: receiving client requests for a selected service; serving the
recei ved wogamosiess from a first server when the sel ected PemMmisSoE3nzes not
yet been dynam cally depl oyed; effecting a dynam c depl oynent by
programmatically noving the selected service fromthe first server to one
or nore ot RBR BECeLYS@rEeqursts HEomy fasi endepropaeat ofbetr FggErEd; adher

serving -fnh¥0 Q2EAR96Qy PGHIISOW312h8 the received.de Scd rogythgone

or nore other servers after the eftfecting step causes the selected service
to be dynaiReBiryld¥prepéayel-so provi ded by the present invention are

met hods, 5 Sysaegs, BpdveQERULSY %%9rﬁﬂégéﬂ@ucitrﬁféﬂimn%@i?caﬁ%h ds,
redeployi ng services 1h a conputing network. In the preferre e 'oalnents,
this PechnPYBESBSnpr PBEs: COERRILAMg RFOTTadeplREAAHALS i fer dvnamisaléyt ed
servi ce; d@é&ﬁm%yﬂgg W viUedMME aNBLWBLE hGCALERBE L Wt S EhE ePle FEAYES! S
for a selected 10 service; serving the received requests froma ?lrst
server whefPPHEN8BEEct edtRES vi d&Thad Ween @ePPBYEEStr om i £&CEEVgal 2

| ocation ate8Bp2byRAbRtS #r¥elyerPRY HAMRILAdY S&PPVEDY AOte %finiP§eBne
dynam cal | y depl oyed; effecting a dynam c depl oynent b% grogranna ically
fs

movi ng t heOE ReEt P r®k degataprshihaepwet ket reguesbhstandat aelerrgrin
Servep, andePrOgs ANl G lohe %E%%Ib@& r&f6e 568 eetl 5 &iMste sabvkheighwor k

| ocations and the origin " server. so provided by the present invention
are nethpdEPe §ﬁ%@9ﬁ$daﬁ@rﬁéﬁﬁht@@spﬁﬁﬁﬁhnﬁﬁpééuéﬁs i@ﬂnd}ﬁéni©§¥gynaio_
undepl oyi NngoSLE YLt 1dh &raYIRUELRGPE ¥PbKrarhila P &i18 edrehad! ABRL §etrt hi s
t echni que conprises: receiving an undeploynent trigger for a Se ecteg

service; deeernPiinagicad Lyodapsoyaset wdfiedtodat inriyiiere derlewnert by
SEervice | Sprﬂ?féﬂ&@icéﬂﬁy%éﬁfﬁ Ngh& GYNaR}EqUBEERL OY MBRn PYneSnetyork

programmatically renoving the selfected service fromone or nore selected
oneslef thtoprEignxk anstdiieowsigin server; and programmatically replacing

the selected service at the network locations and the origin
server.

Also provided by the present invention are methods,
systems, and computer program products for dynamically

20 undeploying services in a computing network. In preferred
embodiments, this technique comprises: receiving an
undeployment trigger for a selected service; determining one
or more network locations where the selected service is
deployed; and effecting a dynamic undeployment by

25 programmatically removing the selected service from one or more
selected ones of the network locations.

The present invention may also be used advantageously in
methods of doing business, for example by 1) offering dynamic
deployment services that will result in more efficient web

30 hosting sites (which may in turn offer their customers the
advantage of reduced end-to-end costs and/or improved
efficiency for the customer site); 2) offering dynamic
redeployment services that will result in more efficient web
hosting sites (which provide, for example, for updating

35 deployed services with more quickly and with less effort than
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The present invention may al so be used advantageously in nethods of doing
busi ness, for exanple by 1) offering dynam c deploynent services that wll
result i rwooeedshsici ent web 30 hosting sites (which nay PeTIUSON31AGSE er

their customers the advantage of reduced end-to-end costs and/or inproved

efficiency for the customer site); 2) offerlng dynam c redepl oynent
services that CWEFERESFUFEIHTREN ¢ &S dleritf QﬁﬁiHQKQXW%EE%|?%QGQ%BYEﬁnt
provide, foirexa®lenat afi LPIBEEN0E 3bn dEPEOYEEE SEL¥hE€CTel hBsPPRE guikekly
and with Iess effort than -7 _WD 02/095605 PCT/US01/31268 is currently
requir ed) ; (BRIT 8} Nof £OF| RFTPAEm &SHVdSHiSoyhett 25 mA ckNINatPefeedr 8Eul t

in nore effh&i &ibe WD Bﬁéth@ﬁwétkeﬁay(M@eﬁﬁb@raﬁﬁét@é&ﬂpbereﬁéﬁéa¥eS t hat
are no | onger needed at he edge of the network_ may d&ﬁﬂ&rannatlcally

removed). 5 The i Rearentn ot 1B B e e hy EPEPERBES t o

the foll om@gtareavwdmwiﬁ%\g/aksmhg&? rigf afiener nureernsefdenie hhgosage
el ement throughout. Brief scrlgtlon of the Drawings Figure 1 is a diagram

of a serveteRPte thevwhiBh elgreniotlepyeReutoute inconing content requests,
according to the prior art; Figure 2 provides a diagramillustrating
conponents_of the present |nvent|on and their placenent and

i nt er conne@s Degenintioncof, BERYERASt i on; 15 Figure 3 illustrates a
data structure ]?‘ﬂ?urgmi bes uge(éilta%]ra%%@vgats%ruﬁgesﬂ@érhﬁs v\flﬁrclyséd&'ét h

t he present invention gure 4 lustrates a 12-stage process with which
dynah® ¢ se?@ﬁ‘é@f‘dé?ﬂ%é@tcofﬂﬁ?gbéobéeﬁbrﬁ%@le%%orﬁﬁ%dtl@gpltéf &hgegrior
enbodi nent g-of the present invention; 20 Figure 5 illustrates the content
of a sanple deploynent request whi ch may be issued, according to preferred
enbodi ments  of Fider ek aEavidese At BoATT &R gt IS 1a 1 ing carwonenssceiit Bhe of

a gﬁg requeste i GhvdBi e bagueghiDr F §SRRNSRA Leeel ¥hAgrthensBES88E I N

within a network configuration;

15 Figure 3 illustrates a data structure that may be used to

accumulate usage metrics for use with the present invention;

Figure 4 illustrates a 1l2-stage process with which dynamic
service deployment may be performed, according to preferred
embodiments of the present invention;

20 Figure 5 illustrates the content of a sample deployment
request which may be issued, according to preferred embodiments
of the present invention;

Figure 6 illustrates the content of a SOAP request which
may be issued in response to receiving the message in Figure

25 5, according to preferred embodiments of the present invention;

Figure 7 illustrates the content of a sample SOAP envelope
that may be returned as a response to the deployment request
of Figure 6, according to preferred embodiments of the present
invention;

30 Figures 8 and 10 illustrate two approaches that may be
used for dynamically undeploying services, according to an
optional enhancement of the present invention;

Figure 9 illustrates a data structure that may be used to

record deployment locations for deployed services; and
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25 5, according to preferred enbodi nents of the present invention; Figure 7
illustrates the content of a sanple SOAP envel ope that may be returned as
a responswotoo/oedses depl oynment request of Figure 6, accordipeg/usel/pres erred
enbodi ments of the present invention; 30 Figures 8 and 10 illustrate two
approaches that _may be used_for dynam cally undepl oying services,

according to anfigpteonkl AARHAEERERE & PHeCRPEsAMET rl@wnt Pén; uﬁ@uf@rQ
i1l ustrat egydafd r a 0 defd Qe

| ocati ons for ﬁ%lg(l)f}&dqgﬁe%?lcﬂei] nge&& %%%9%%%?%%% Ug%l/ 3122{8 FI gure
11 .||ustr%@Eharp@BEéggaﬂ—haﬂhﬁayeménﬁs@é £tbe ByRERNEalNyensdani-ng or
redepl oyi ng services, according to another optional enhancenent of the
present |nvent|on EEscrlptlon of Preferred Enbodinents 5 The present

i nvention Be Bzefesredppmbedamentst wor k oper ati ons by
dynangcal |y dep [ e%eetn I Ka-RSEESSH b Vi o b es
t he gtﬁortcom nggﬂ%f ?)'(E}he p\rﬁﬁljoir<n art. éﬁ h@ ??%o%g%ﬁé%gh%npﬁf ¥m§?g%§ﬁ§

upgr adi ng pelewdvlustserateisiney &y sﬂdrmamcélity dedlepdngi aeau@ahaaedessztble
progr ammat é&r%:@cé§}3l L8t tRQr%nﬁsﬁa&EQéHQgr g ESSEQEQEgﬂhﬁﬁsoBE' ofal oy

enhancenent ased on thrs sa ynam c depl oynment nec Ism I|In ot er
opti onal edhBncenEnt adplrléup@usltghejepompéaxsbﬂ war expespdisn beeviously-

automati c pr Qggggjo te I cthe
pr esent |§é\i/ée% ?ggd ﬁgte t at pr e%eg(rlr e%hle%gl%glgﬁén gPB?QHﬁ@agﬁesent
i nveh®i on aexelmmqrbevf sna'tannumrapletSathnguqh eheoptigenal anhenwmemint
t hese tec S | e ﬁQﬂﬁ# IH@% eng. o ver
farm as%??abgng%él%us%%t% one o fcgkcli«:%fl trﬁée I%ér}?jg %herﬁnorénetaﬁ'rr
preferred epbbeliadkemrhaycemssor M@dln@séwdaslwedamfh@aze m@yUgésw bk web
servi ces, ur es GH}FH | o] The
di scl osed tecﬁnég:ﬁéging B;ﬁ%l ggﬁfodlfségg%e&vant gzgeous é}ﬂwﬁ] ot er ypggeof
net wor k- actesBhbhuessep?i cklse) present invention. (Note that while

15 preferred embodiments of the present invention are described

herein as operating at the edge of a network, these techniques
may also be adapted for use at the front-end of a server farm,
as will be obvious to one of skill in the art. Furthermore,
while preferred embodiments are described herein as pertaining
20 to use with web services, this is for purposes of illustration
and not of limitation. The disclosed techniques may also be
used advantageously with other types of network-accessible
services.)
According to preferred embodiments, usage metrics are
25 computed dynamically based upon incoming client requests for
particular web services. By deploying services dynamically as
a function of user demand, the right software will be
accessible from the edge, even in cases of rapidly fluctuating
usage patterns.
30 In general, web services may encapsulate any form of
programming logic, including script programs, Java™ classes,
COM classes, EJBs (“Enterprise JavaBeans”™), stored procedures,
IMS or other database transactions, etc., as is known in the

art. (“Java” and “Enterprise JavaBeans” are trademarks of Sun
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According to preferred enbodi nents, usage netrics are 25 conputed
dynam cal | y based upon incom ng client requests for particular web

servi ces.wbBy2debdyi ng services dynamcally as a functi olrCofusosanezienand,
the right software will be accessible fromthe edge, even in cases of
rapidly fluctuati nr% usage patterns. 30 In general, web services may
encapsul at¥1grYSVELRISH Brogr ami?asngﬂ’@lbgﬁérvi-ﬁ@ﬁu@rﬁg GRYY PEiPF 0§y EFST,

Javaul cl ags T§one§g\/!tr&|d%%sesezndz— éraﬁﬂ&ftf &@@%&P@EJPD thétﬁiggr

pr ocedur es, M5 or ot her dat abase ransac i ons, , IS known I n

art. ("Javartagestnicriom sof J4oRBe¥RBY ARVt PAeseRtks ion dnvic 9a1vxothe
02/ 095605 EEEéLE%”%éﬂéﬁéh W MseBe bP?sén€51M€Qn§§6M'?§§ﬁﬁﬁ§n8pgﬁgt'ng

syst em corrponent nodel and progranm n anguage neutr al rror art
restrPcti ORCGPSTREY ofiRgtMes BrésEneAt tbﬂ p@gma, @f @ﬁ@lomg@trsasem&éd

when usi ngpEhegpsesepbal VNt (a%%lamlngbébswﬁ NECesRAY Y EHR-th &o\%&' st
at the point of deploynent, as wl be "described in nore detail belo

Thus, the REEW@FRRCIS Vi iage \@ﬁll@-ﬁdaiué Bae il attfe fgomoither cafhéhot he
caching ofssi@lifc CéBHt?‘éHt mx/ %w Be realized F¥F SHMBR thiat 5 lsstﬁrﬁ!ﬂ%/y

dynam c in _nature as wel he term "usage netrics” is used herein
refer to ‘é&@%?‘édlﬂnﬂé*ﬁﬁﬁﬁl éﬁ Hﬁéét t he nunber of tinmes a particular vveb

servige is requggéec{:eﬁlthﬁggggl ndByi b Sek fded H%%%?m COYNLRIF ANy

be used to determ ne when sérvice I's being requested often enough t

efficienci @%tmw%én@m%@nb@bwtdébewm@ex el ddmasce Periicedge y@bver
In sone igplemeat fité Of qﬁéshls'& pr%e’aﬁrééwgﬁ&' ﬂﬁty Ide n@étb%oée% rabhge tO

use a single threshol d services; In o | ementations, it
may be desfeaBLert énér BYd & ef G}‘S%Ittq pieetertmwr@ Hﬁ’:@ \/%IFL%%VJ(CFGFICJr%dbﬁgnﬁ

different rbygshekd f c}'e‘%ﬁcéhcﬁ?gﬂ ”Qhé(t d@@h&‘@@né?ég' 68k LB &A1 Yoq tBE
val ue of the” threshol be set a systens adm ni strator when
conflguri ngeReOHbRE péir;—‘@net%@l@‘flqw tépnatameI%dGQjef a@rveyal ues In  some

implementations of the present invention, it may be desirable
to use a single threshold for all web services; in other
implementations, it may be desirable to provide for multiple
threshold wvalues (including a different threshold for each

20 individual web service). Typically, the value of the
threshold(s) will be set by a systems administrator when
configuring network parameters. (Alternatively, default values
may be used for some threshold values, and/or some threshold
values may be set programmatically.)

25 The dynamic deployment technique of the present invention
may operate within a network configuration such as the sample
network shown in Fig. 1, where the edge servers 120 are
modified to enable dynamic deployment as described herein.
Fig. 2 shows an abstract representation of a network

30 configuration in which the present invention may operate,
illustrating placement of components that perform the dynamic
deployment process and their network interconnection. These
components will now be described.

As shown in Fig. 2, the components of the deployment

35 system comprise a Point of Presence (“POP”) Deployment
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may be used for sone threshold val ues, and/or sonme threshold values may be
set programmatically.) 25 The dynam c depl oynent techni que of the present

i nventi orwOmagIsmsperate within a network configuration sucircaaisohzizssanpl e
network shown in Fig. 1, where the edge servers 120 are nodified to enable
dynam c de onnent as described herein. Fig. 2 shows an abstract

r epr esent af FERLbEa&ORetAR} k(BESQoReLRkiFadi 6A PRIRHICIRS Hehor SdeRiovmeBht i on

may oper at aciiltdisdF ald NG ac%nengpobeﬁpaﬁ@mtm&éﬁ@tsdoe(rafl%mrm%r%aam c
depl oynment process and their net wor k i nterconnection. These n?onents

will now bE° deREsimeds %@eshéﬁﬂl?ﬁmﬁmﬁ nqdefh%chH% hengrdod P felaEBeBYment

35 system ppdpidse &9 Nt b~ Presengr i6GnBARY), Dspl Q¥ﬁ§8£}meh%0 Y63, 024 25605
PCT/ US01/ 31268 FaC|I|tator 230 (al so referre herei n"as the "depl oynent

faci | Pt at ofORFarpsr ) “%T@ﬁSP%épm@yn@ﬁtpm‘déd%o (4TR® PRYEriedused Kekein
as the "deghpypBAl BeH8nHcRhenPN br 3HE %x@d@wr@menfr&wmic@@r&%k?&é

Cptlonally# a deploynent run-tinme 5 container (" may be provi ded.
STy

(The DRTC Vgt g BRRAPLRTRPRE, of St B SFHESER NSt i oRB&hi ch

provi de prT@n@l@@;I oymtbén@sread%m OYR@NHynafifi e g q:)éy, stdie, DRTC
may al so be used |n t he am c depl oynment system if_ “desired.)
addition, 9e%EFsAde rkﬁnﬂ§§%§ioﬁloa(ée§Vlc%.%QQQﬁﬁt?R)%&ﬂb(@cﬂtvoﬁ)CléeBEbllc

UDDI 1 6 egi Skl Zh 1 GH) e uBakvetpdl P 1s’8f|39 220, Daipidy @%r$)é§t g¥ pop
("DNS") - based host resol uti on system rlvate ubDi istry 270, and

an origin $&vet Dumig dNamehSwstem éﬁ@lﬁ% 52%36@21@081249689%@ 1on0SY&REM290

are generapty, XnOWdtt idare 3&%&&9 bhe, Q%&Epéﬁo@r9§1ﬁh§e9¥@§n29o are
depl oynent, 15 undepl oynent | oy ment functions to be described

herein), aﬁ@%es@@m%h%&l&re%ﬁt szam |2$|Qyt PP deS 2984 ars 9gBEBRLLY

herein. Thendepl Gyra £aci hiital @heCORB n %30 trr@slog;e@n@@ aBp169aenserver
240 and will coordinate deploynent of web services fromone or nore

ori gth seryederdogmentt he2whspr edeiysgitht functions be described
herein), and these existing elements will not be described in

detail herein.
The deployment facilitator component 230 resides on an
edge server 240 and will coordinate deployment of web services
20 from one or more origin servers 290 to the CDSP access point
which is co-located with the DF 230, as will be described in
more detail with reference to Fig. 4.
In preferred embodiments, the deployment node 260 stores
usage metrics for this CDSP, and updates these metrics as it
25 monitors incoming service requests. Upon reaching a threshold
usage value, the deployment node is responsible for initiating
the deployment of the corresponding service to a particular POP
(e.g.,to a particular edge server). The deployment node
further comprises a private UDDI registry 270, which manages
30 the current state of the service deployments for this specific
CDSP. As used herein, the private UDDI node is preferably a
partner catalog UDDI node which is hosted within the CDSP’s
firewall, and which allows only vetted partners to publish
their services for inclusion in its UDDI registry. In

35 addition, only requesters within the organization (i.e., behind
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which is co-located with the DF 230, as will be described in nore detai
with reference to Fig. 4. In preferred enbodi nents, the depl oynent node 260
stores uwwage/onwbiics for this CDSP, and updates these nePCcrasouas2sg8 25
nonitors incom ng service requests. Upon reaching a threshold usage val ue,
the deploynent node is responsible for initiating the deploynent of the

correspondrpg demawed o arpardiiouesdr torreqeest  daferpatiiosul troredgais
server). The;¢epl qyientniede gunkh Qﬁ.cﬁgﬂﬂé' ke @oﬂféﬂégeo!ﬁj%e FQ'J.%E'E%

270, which nmanages 30 the current state of e service g@o ynments for this

specific ©PBP. rﬁghﬁﬁﬁyr%ﬂ%lWlthhéubiivap@D@DMGQ%ﬁR¥Y52 ef BpEBE§Lars
partner cab@tooidle dM%dﬂlohsaggséﬁge“tér%éhﬁégi(ggg%fEeSfMEQWﬁlEreand

whi ch_al | ows onlé vette gartners to Eub ish their services for inclusion
in it3 UDDIofebedtWithin 8heagypendAatédly requesters within the

organi zation (inste B8A¢ NGbDT Jrjed&\QtQ%/ Q%%éypgéé&%%é%g@? BBeaf Eb%‘é@h' )

are allowed to request information fromth private UDDI "~ node.
repllcatlh%DQ%én%%%tEhﬁ%ro@ﬂﬂ¥§eﬁr¢V§?eOfLE£}V@E©|%@@? ZWblﬁPthsphﬁﬁﬁédUUU

registry 220, :KequsShes Sqeptl $t4Li £08 96ﬂ§”kﬂ§MZ@P arg ﬁ%k@aioUﬁﬁguﬁéﬁe
services which are 5 located within the organization.

regi stry 22blewy any erataskary toe fangofeavicemDibHo R Y adlowsnsbre FDEYpe
of pipvaterpnogden: wehchoi grhosted in the CDSP's denilitarized zone ("DMZ").
A portal UDDI™ node allows any requester to find services, but only allows
the CDSP 10 toCBeBFi & t 6hpt Prdpgpsast heigaldy PFOVYEECcAN yiPEBYRESE an

internal seryice whieR iR uARS & Ohes 25801 ¢brdiaEtdd 1 | %@éé@ﬂn& a

server which provides requested content, ping triangulation means
det er ni ni NYLENRTL gWHGCAP ROV i 6ﬁq7é1555€‘1?1e&9§§19@|tr mrsmdtrpaaaaiégéoaraps

whi ch are Mé&r@stpofr@é‘ééﬁﬁﬁ@fng EE %@8&ra§ i@”ioé&ﬁi'@ﬁtéftQ FBguester
apprggrlate POP (i.e., ocated rel atlveléénear to tﬁe

requklt er)agdvéR adesesen map@quégxcmﬁre( "u§ed orgn ReapspakEenblyt bedirect
According L9t requests to the appropriate POP (i.e., to a POP which

is located relatively near to the requester) given a common
request URL (“Uniform Resource Locator”). According to the
present invention, the DN 260 will interact with such a system
20 such that dynamic service deployments will be reflected to the
client transparently. (That is, the client will ask for a
particular service, and the DNS system will determine where

that service is currently deployed and automatically route the

client’s request to that current location.) This transparent
25 redirection is discussed in more detail below with reference
to Fig. 4.

The deployment provider 280 exists within the enterprise
network, preferably at an origin server 290, and will respond
to deployment requests in order to automatically and

30 programmatically deploy a service to a requesting edge server
240. It is assumed that the “edgeable” aspects of a service
application (that is, those aspects which are capable of
deployment to the edge of the network) will be packaged and
stored within the deployment provider’s context appropriately
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present invention, the DN 260 will interact with such a system 20 such t hat
dynam c service deploynents will be reflected to the client transparently.

(That is,wDhengiedbent will ask for a particular service, 2QU/UShe3DDE system
will determ ne where that service is currently deployed and automatically

route the client's request to that current location.) This transparent 25

redirecti onli-§-di sR¥ss8d Frtempiel st AFFhbERowW AR Jvef @8 ecdiel oAFEHive.

The depl oyrepirpyovider 28Qae%irghs vy thipARKFhe eptenprise network
preferably at an origin server 290, and W II respond to de &msnt

requests in ordérdgbaasteratieslthatamaysbepragd dmrapreieyse igengpvi ce
Lo a T equest nghgags SRINer 1A ik | SoassUNBSkifialathe, " gdgeabl o agpect s

of a service application (that is, those aspects which are Capable

depl oyment PE6 LERE s6dgaksidimantifot idrle datad Hericker)ets anged sbwr BN @6Phi n

the depl oypents o, Qvi gL gs €80LEXT FRRPLRAR i@l Alaw séﬁ%ﬂgg§zégg§§8§v1dual
PCT/ USO1/ 31268 (i.e., as an EnterpriSe Archive ("EAR'), as a Wb Archive

(""WAR'), BSPa-JalEnapempyvempodamentset ét) mwdaﬁadgﬁmeb&ﬁetp hitarky ape

used by pfs&gﬂbﬁédengégbﬂﬁeks bdded N FB&CSGBEgé”WﬁQ%ffﬁb'f%Hlbhuskééiéét'”
Fig. 3. In preferred enbodi nents, data structure is used by DN 260

to store USHEECHOWALS PGt iFdrti-dul FS ST ek df1g ndvi Baal seppbses (pResoNme

enbo@bnentgreferagyybe @a%hrta%%dto BﬁzathﬁQQr de@nged B%Mhﬁss bﬁ§9§ upon
usage metrics which reflect systemwde activi ’Flﬁs own in Fig. 3, the
Qﬁ&ﬁyb

servi ces afBlierprEL¥pAlN)y theeniapi &e pydarHel it R hgSREysCe name

(AIternat'8?'MthéﬁQ§iﬁ§ﬁhf“ﬁdéﬂ%ﬂfi@kedsQ¥viB@'ﬁré@id@f*adﬁH“ﬁlﬂiha@%h%hd
simlar identifier, service provider, and ultimate en point.) The d

structure PRiRbfkr rBee tdR R rehinicisirs 'lﬁaﬁﬁéerrﬁér tpuhpssés af Al ragbﬂafu on,
and the Sef&kcgpgifg&éﬁt IoEn %ﬁlééefséléﬁer @3 | ehehautas-dayhpgraadishi nct

row for each P managed by the CDSP. I'n preferred enbodi nents, a process
whi chbi s dég@regeahereln is” shown as having a distinct row for each POP

managed by the CDSP.

In preferred embodiments, a process which is described
herein using 12 stages is used for deploying web services
dynamically. A standards-based web services platform is

20 preferably leveraged in this deployment process, where that
platform includes SOAP, WSDL, UDDI, and HTTP message flows.
A specification being promulgated by W3C which is titled “SOAP
Messages with Attachments, W3C Note 11 December 2000”7 (see
http://www.w3.0rg/TR/2000/NOTE~-SOAP-attachments~-20001211)
25 describes a standard way to associate a SOAP message with one
or more attachments in their native format using a multipart
MIME (“Multi-purpose Internet Mail Extensions”) structure for
transporting the attachments. As SOAP 1is the standard
messaging format for invoking web services, this SOAP
30 attachment standard is used in preferred embodiments of the
present invention as the mechanism for dynamically deploying
web services. As will be obvious, semantically similar
components may be substituted for those described herein
without deviating from the scope of the present invention. For

35 example, SMTP (“Simple Mail Transfer Protocol”) flows may be

-13-



herein using 12 stages is used for deploying web services dynamcally. A
st andar ds- based web services platformis 20 preferably |everaged in this
depl oymrerwoproe®ss, where that platformincludes SOAP, WBDI/USUDBI268 and
HTTP nmessage flows. A specification being pronul gated by WBC which is

titled "SQAP. .Message it tachnents, WBC Note.l1l Decenber 2000 (see
http://mmm?%%qo+%7$%?§0%%/ﬁfﬁ%-géﬁﬁg %?aﬁﬂ%%n%@baﬁﬁﬁﬁﬁiﬁ) %%dd%EC?Fﬁég a
st andard wayrlbeassKMLaPeodoSORAPmagsbagesatt hneteadoofnmporPatt achments in
their native formt ysing a ruliipar M ME ("Ml ti,-purpose |Internet il
Ext ensi ons") st?ﬁgfu%e ufs%,s ?9%%‘%2?4i%ﬂ“?ﬁ%£3wacﬁﬁ%§f%eﬁ P s Phe
standard sesgagi hg frhwendl fsiragenvaddoeg svedf s gesfetied S¥GUBRents,
attachnment ., standard is..used in _preferred enbodi nents of .the. presen
Mventton B PRt PRy Ran PR EFR e S b Bdeb Zas. EAGHM 1)
be obvi ousgfserimnt lealdtyagaam Wall cmwpobenidesvay Heel swbshi tretfedehare t bose
descri bed Pgéeig w t hout deviating fromthe scope of the present

P 35

i nvention. exanple, SMIP ("Sinple Miil Transfer Protocol") flows nmay
be -13 WO 02/ 085668%5aBET/IJSGL/v3d268crubesl 485t éad defp IdER fdtovem | or Sgie

LA R N N T TS
12-st@ge prbtess dof nbde [Ivehernpact enbodhsepreser | mtentbon! tikhe web
componentsealk el ese ERGeD.A Ly FerkaEh' oo el %o ata N hqta b
depl oyed azé@n din grefemrederendddinéhts, stlape meels gir ioperattiodepboynehe
e s R S UL T N R
pr ef err ed ‘erdostitens SESOhi do puhén s hfﬁ@er@fi@m usesvéhe2 SWDE) dReplhe pmart ' s
AP 57PPLSRL. BB0PHR L Later tace), Lo Lhansiiy & VER ocHN! her
registry 270pI(The Programmer’s API may be found at
http://www.uddi.org/pubs/ProgrammersAPI-V1i-1.pdf, and is titled
“UDDI Programmer’s API 1.0, UDDI Open Draft Specification 30
September 2000”.) The transmitted WSDL document describes the
20 deployed service, using the format specified in the WSDL
specification. In addition to storing the WSDL document in the
registry 270, the deployment node 260 also preferably stores
provider meta-data associated with this document (such as the
network location of the origin server 290 which sent the
25 document) .
In stage 3, the deployment node 260 replicates its private
UDDI registry 270 with public UDDI registry 220, preferably
using a UDDI command (such as “save_service”) of the “publish”
API. For example, the following HTTP request may be used to
30 publish information to a test-level IBM registry named

“testregistry”:

http://www-3.ibm.com/services/uddi/testregistry/protect/publishapi
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UDDI Progranmmer's APl may be found at

http://ww. uddi . or g/ pubs/ Programrer sAPI -V1-1. pdf, and is titled "UDD

Pr ogr ammew092884603L. 0, UDDI Open Draft Specification 30 Seprdarsbes122000".)

The transmtted WSDL docunment describes the 20 depl oyed service, using the

format specified in the WoDL specification. In addition to storing t he
€

WBDL docunkit Gepimanentedioster ¢ 69781sp ner aEprahenirdid®s be ANSoepEELepabl y

stores proyi despdBiecdat assseal akedsW HBihhl s socuwmit Olgch28s thell
network | ocation of the origin server 290 which sent the 25 docunent). In
stage 3, tHeLEBBLoFAEAY (EHERaAYnE eSliert prrgdestsudor rdyistvob270

W th publigetber a@stEy Ba0roptehenablthe Ugéplo gndPPl neaBMBRG (Su¢hLas
"save_service') of the "publish" API. For exanple, the follow ng TP
request neSCRECYRGRE (PO Widdl ithRN Apsrahdi Bhete subesgueRrberedpRFEEgEStry

naned "teshEée@r¥dar location of web service 495, using information
http://mmm+3.|bnlconiserV|ces/uddlltestreglstry/grotect[publ|shap| - 14

02/ 095605 FeIFeBEaEr A glatife SFEPrsREnthAdlca 26808l 5B B &f e abl Thapblt &s

the DNS engrb88ssifgr %ﬁ@%ﬂé&ﬂirﬂgﬁ?cﬁieﬁ@i 8cRObBts 38 dRAlcAMB L5 Wabte
automati ca Ig@gause subsequent client requests for this web_ service 495-

to be rout@@tedlt HeeHdp oyidit Keferssee (The SSadhl Syrent THsdeDWi | #18@en

forwasd thesersubseguenteheayeshs tonithelpreperyl ocati opsof tywbesesybce
495, using information stored in the data structure shown at 300 in Fig.

3. The DN SompFitingithe SPDInLdRAAGIckeENFOF chiibs tRWP L1 geadr FDHEWLFR ABHe

detai |l beloygiMyth reL6T60C8t B0t BHE wsdgdhBofhkal so 10 preferably creates
an initial entry in its table 300, conprising the UDDI binding key for

this published GeE¥PRalard alPra§indzerediBeGECF orralidipfeoay. be

Optional | yas8aB0$5hBE NS w&SH OfcHeel gLh 9ReRI PupBY Qﬁx¥%§h%b|b$GEd(P?éW?en
the private UDDI registry 270 (i.e.,” 15 partner catal og) "and the public
UDDI L ®per dba¥tReBe cattadpy) BNRs Ebeabtibrdki FRNabPRerahyr " PPAG" ateqd®lSts to

the publicrhis relationship enables any “find” requests to the public
node to reference the entries in the private node. In this
case, the triangulation process described in stage 5 is not
needed when routing requests.
20 In stage 4, a client (i.e., service requester) 210 issues
a UDDI command such as “find service” from the “inquiry” API
to interrogate the public UDDI registry 220 for the location
of a particular service. As an example, the following HTTP
request may be used to ingquire into the location of a service

25 using the registry named “testregistry”:
http://www-3.ibm.com/services/uddi/testregistry/inquiryapi

According to preferred embodiments of the present invention,
the resolved service definition will contain end point
information which references the URL of deployment node 260
30 (thereby causing client 210 to send its subsequent request to
the DN). Alternatively, if a hosting redirector approach is
used, then the UDDI binding template will provide a binding key
“A” referencing a second binding template “B” managed by the
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node to reference the entries in the private node. In this case, the
triangul ati on process described in stage 5 is not needed when routing
request s.wP®29se8t age 4, a client (i.e., service requestePLTABOI/BRE%IES a
UDDI command such as "find service" fronithe "inquiry" APl to interrogate

th bli t 22 ti
aneeggrrp: gdgﬁ?% ; r(%% O E%I OQ@"U% parci“ﬁ](ffﬁ @c@q n[a\ézl Ceé

| ocati on opoanservel:emeﬁﬁ lﬁs:imgthbe n‘@zgiﬁécftlldsmn%@rvttefet regssédy'st the
http://wwe géggbm con1 serch ces/uddi/tesire (%titstry/ i Accordiag to

i nqui r yapi
preferred SYRSA"s 1% he priesert® Se’fﬁécﬁes‘gi]\)edr%%?%
definitionget| bindhhgbetend peisstagesnigirvei iiire vmpfbpﬁiﬂ@nbeﬁdihg Wik, of

depl oynent pde 0 01% her sin hient 2 send its subsequent
requeét to ﬂt he* %N) 3% %ﬁ%eﬁ%@ﬁ? géc o8Bt PHY ?%dﬁ?eecat%esaspélro& oL
used, thenthbed&BbDkeli sairngceenpl ate wi |l provide a bI ndi ng key "A"
referencing a sg ond ndin tenplate "B"_ man g ed he E15 WO 02/%25605
PCT/ US01/ 31268 Spl% R A0S BPREPRg @ efSF 1186" Wredies priGHARE t Ré 1
"access pdepidtedeieririd.ord tdwe “ddidiegt’i ao shevbe3vheetedUainghEhe end
depl oynent _nod Tgis redirectjon_ s ice E respo
bindingDet%?inﬁesg %E@aEFQQnO%hglﬁﬁg %BPWaﬁhb iﬁagﬁagﬁgyggo"%P fEpfAcad
bi ndiag tehhiateequaétnnqnésdeistheu&edeﬁs phéndeﬁlwyméﬂﬁanhaﬁ n&d .Semiece.
The client i e er Vi r est ta cteg in Fi.g. 4 a
" bi ndi ng" F%E he é@# f%%cgtEang9h ﬁﬁceéﬁf ?gi 8Fﬂﬁ?gknaﬁ tagﬁéagﬁrém
UDDI regi stuyr22@ i hoshagend, ofl0 tie S wefueteed eqerStidess favimedite t DES
depl oynment _node . 260. DNS functi.on 25 ercepts th request
and obtaingegoséﬁPfgng%?0ca%%3 ﬁ%ﬁe%ﬁﬁnﬁ%ﬁe E%Q%Ye%e ?oﬂ?? Eﬁsa%
repositorytdé2clidént he Bem \Jaoe MQicalmagdbeb&eﬁedﬁthMEdsahg tbehﬁhqaée S
0 (wh may _he determ ned usin ni ques 15 such_as
{1 ahgul ot POE BoUBEBAm e LS RS A e Te el T4s e LhLPRha’he
client's P&Rd @P vmapshedosin®dgthe client’s POP, or via the hosting
redirector relationship), then the request is routed to that
POP for processing (as shown in Fig. 4). If the service has
not yet been deployed at the client’s POP, then processing
20 occurs as in stage 6.

At stage 6, the deployment node receives the client’s
service request and forwards i1t on to the origin server 290
where the requested web service 495 is currently deployed. The
service is processed at the origin server, and the service

25 + results are returned to the client (not shown in Fig. 4).

After the deployment node receives each service request,
in stage 7 of preferred embodiments it updates the usage
metrics for the service to reflect the client request. (Refer
to the table in Fig. 3, where the DN deployment node preferably

30 maintains information for client requests.) If the service has
been accessed previously, the usage counter is incremented.
If this is the first request issued for the service, the usage
counter is set to 1. The example in Fig. 3 shows that a

service having the UDDI binding key “xxx” has been requested
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redirector relationship), then the request is routed to that POP for
processing (as shown in Fig. 4). If the service has not yet been depl oyed
at the clwenR/oss6PXOP, then processing 20 occurs as in sta®@eTaiSoRs126%8 age 6,
the depl oynent node receives the client's service request and forwards it
on to the gin_ser r t he requested ervice 4951 s.
currently QBI §lm§S %gﬁ/ Caéll sr%r?‘%Jc%% gﬁasa?dm%@: S??Blﬂnjs%rgér?lﬁlﬁﬁ t he
service 25romsuhESNaweYbekUCmeg} -bestdepobi.ent (not shown in Fig. 4). After
t he depl oynent g, ecel ves e h service_request sta 7_of re rred
embodi nents it ‘gg%t"’eyﬂ en‘é???%sm?g lgheigeﬁ\;lagg Véﬁl@g ﬁ
client requhstks(ﬂef see 11!5 the uabge tcouktgr 3s wbhead bhegBéladepI apmehe
node gref e{:&b

taln formation.for glient,requests.)_If th
Corvi Be- nachopEnatacRalbd B b SREPGoREH el oRYChhf: arerbErkErtRBnTeE.
If this isotherhisst sedquest Ifssdedid,orthhe dediceeest h:hajsalgee seuntiee is
set to 1. le in Fi ows_.t.hat, ,a Vi ¢ avnngt
bi ndi ng keyﬂo}ggé g%agleggg S ed-i?egct Sd Clllebnw 0%5%’956 Sﬁ?%%&gDSOfOO
times fronthhe SBam ﬂ@n@ém’d@m@edth@@ebvtcenbnyBcien’ew bfoent hhaNeWtYor k
Cty-based PCP Aft updat.i t he us metr.ic e 8 the 2
checks to 8BS a]rst he gg ggg}it &Iw} a%ﬁsﬁelb B?eg?gﬁ goat &P % ?% ggﬁol d
val ue0whi chevms ceomifti g:]rreeden:;aJI rEoRmde ng st riad oredoce omda’ewmrkersehai ti’_‘ﬁ.pl t
is, this i dlcates that the .service_shou client

depl o
bop. That TEhES| 3 Sretl B P bi R bEPRG P nERS eF o BRC P! BF&RL 1 y
of ten thatasttoapphares ithe tte:amsa\fllslsmndaﬂﬂfpcoeéssmgd]epi:égnawn:bhynoi:hbhe

ther by | mBFGlE RsBORSE e O AHETA" aHle. S JerTen Ganas rubibet PREe
transm ssi @ndapdoymengsmemgelSMr den ﬂ/het Mespldfganezbtacfaﬁmhisansmenisha'dmr ehor e,
(e foplovient Bode ML 4°3° 13 SRBLONIERL T BRUCThat 0 HIE CERLONRRLe
deploynentrequest preferably provides the service description which can
be used to initiate a deployment from the deployment provider
280. Fig. 5 shows a sample deployment request, containing a
service description which is encoded using WSDL.

20 As will be obvious to one familiar with WSDL encoding, the
sample deployment request in Figs. 5A and 5B specifies an
interface definition. In this example, the interface
definition is that of the deployment service of the present
invention. As shown at 510, the example interface is named

25 “Deployment-interface” and is invoked using a
“getDeployedService” method 540 (see Fig. 5B). Two messages
“"DeploymentRequest” 520 and “DeploymentResponse” 530 are
defined. The DeploymentRedquest message includes a
“runtimeEnvironment” part, whereby a deployment facilitator may

30 specify POP-specific information to be used by the deployment
provider when preparing a particular service for deployment at
that POP (as discussed in more detail below with reference to
stage 9). A binding is defined which provides mappings between
the WSDL operations and messages to SOAP, as shown at 550. The

35 result of invoking the Deploy method is either an archive
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request preferably provides the service description which can be used to
initiate a deploynent fromthe depl oynent provider 280. Fig. 5 shows a
sanpl e dewbagwewsds request, containing a service descri ptiPCA/USNi/B1268 S
encoded using WSDL. 20 As will be obvious to one faniliar wi th WsDL

encodi ng, | e de ment in Figs specifies_an
interface Eﬁf?ﬁ gg o5 ﬁptﬁggvéﬁﬁnﬁggﬁlvﬁe r?%. ??E?tlo %% tﬂgt of
the depl oyspatiseeyi can of irigleenresemion | r@e@i&ﬂl@ionAsOshomeatdééDoyméﬁt
exanple interface is 5 "Deg%o nent-gnter ace" and is invoked using a

d 2
"getDepIoy%%%%?%?teWhﬁggﬁbﬁ 8480 8¥F?ﬁ.s > Yo nessages
" Depl oyment Request & téﬁﬁ)guuthéxaépmwymahE@sam&&ﬁfaﬁﬁﬂ)zameatdehbnedleﬁhes

Depl oyment st nessage i des a nti.meEavir onment art

dopl opmont PPRcETTR cra iy SOAEEEaRsSBaD o HiE ekl T hek P gt bebfona”
by the depheim@ntihe mrmuﬁmrtlwmenbma&ﬁadl figora u@étcﬂ@u@ym@et vihs®e f D60 in
depl oynent at POP (a i SC d in no el w th reference
fo7 of hge 598 BndiTet o LHOR: ERrnF RRIPE by AAES. Y noEeb@IEES 1 1
WBDL oper a:tpu@ssland pesdegesytd IgiEmiamnlikawn ah Es's&mpwm 85 re=ul $omp

i nvoki ng the thod s either rchive 7 /09560

PO USDS) SISt ditEin B Yoren Eeanoi Blaf ot \iFasd dorbiminat) Fify Ssc
specifi es meté nﬁhanemh@t |rmmeiair nbthen oeriethfﬁepl oy nehtke sieemwc@ td\/nb@h is
al so sent iqgééagﬁ I n sta t he ggglognEEt {ac |tat 230 aé
client's &SPERY enl§s§ﬂ¥§:b P%Feq t o tRRtd £9pr BYF era§80
usi ng the raépvieNamneobtaioed firam thesdeatammt rm@e aﬁﬁ)qua §éﬁ@:€c8

wher e thlSy?Cﬁﬁ t quest,, asks that the serV|c n uestlon,be depl
dynani cal | *&Fpl e WP 1Y S - Gy €t rahefitt %e?n

stage 9 i sspdONnika, Fllgldlﬁsat]l(}lgl\btﬁathaﬁhé hesna&aqabt@tsbembaent$é1—~eic@f

t he rvice to be yed | peC|f ed as the content of a fjag such as
"serf/gceNaﬁ’ﬁ’ew%'Slt'da drﬁp | 829t hecahed et sg"i’WC%cm?c@‘?ﬁ}ff%r U8

"urn:MMMLa@y@aﬁpaa§19cagpp@9§@tV|ce has been

In environments where the run-time environment on the POPs

is known and is consistent for each POP to which a particular
service will be deployed, the deployment request sent in stage

20 9 need only identify the requested service. As an example,
this simple approach is appropriate if the requested service

is written in Java and each POP has a Java run-time, if each

POP is running the same operating system, and if each POP
supports the same version of SOAP and thus understands the same

25 deployment message syntax. However, in many networking
environments there may be differences in these types of
information among the different POPs. For example, different

SOAP servers might be running at some POPs, where these servers

have different ways of deploying services. Or, the requested

30 web service might be written in a language which is not
portable. Therefore, multiple versions of each service to be
deployed may be stored at the origin server (or in a repository

which is accessible to the origin server). A different version

of the service can then be sent to particular POPs, depending

35 on the support available at that POP. For example, a COM
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specified, indicating that the "stockquoteservice" service 15 requested by
client 210 and |l ocated at "ww. acne.conf is to be dynamcally deployed. In
envi ronmewoD2psspe the run-tinme environnment on the POPs iPSTRIsovsui2esd i s
consistent for each POP to which a particular service will be deployed,
t he depl oynent request sent in stage 20 9 need only identify the requested
service. ARPRhIGKaRPFefOr t i UilRFAYF coRphrbLRE FXSEPPrBRYi Beedeploped to

request ed sg&VikRudSd¥ i birenai halavigmand: eaebyPel, hasarJaya thlis t kpRe | f
each POP is running the sane operating system and if each POP supports
the sane vEPEVHRSOMISBAP RehIMRY M RT sRahdBTPREERARS 25 Ri¥p| ByRRERy 2

nessage Syniaux™HIMRMRITing) SPSYemet WOMNiRgx eMVd I QNFRRLSnaRe’ & MY iREs
differences in these types of information anong the different POPs. For
exanpPe, dFPFEREAF ) SOAYSRIREY nPERfebeed uRfiPREIBENSEN® PARE RE8FENEhese

servers haygedt{bgr 80ppways tdf CGRMMMMRESAMONERRt Vel ditnt QFNESH efad0
web service mght be witten in_a | anguage which is not ortable.
Ther ef or e, IEFERPI el¥errdbn8Tof Fédeh ¥er Hocedt §0¥e t%plpéfpedtﬁayp’é%végﬁr ed

at the ori ghfosRE¥ebn(dn It EEROSGLLEYioMNEEN the ALESSHide: t rb&veaeri gin
server). A different version_ of the service can then _he sent to particular
POPs, depe%%‘?%gr%l%%%d@@&ﬁémﬁngvaf-l%W%r‘&cﬁhatIrP@i.g-F@r 8RafBEBPLE Ccov

-18 WO 02/ §9560bs REdEMSOINS 12681 1 pRptis0dd oa f @20 2 M OHOWEHOPEEBLbPRleBY St EM
may be deployed to one _requester of a particular service, whereas this
same servielhigRtChe &5 oyRECUEIRAC SRYGFEM t FPFOP Phnnita EiREx' a

operating syséemhtliohl.NUXn iShfst EREIRPREK @heliibydrmataiornl dseduddier ehere
preferred enbodi nents of the present " invention suppaort the
"runt i neEnYERRMferiie SRSFEHL NEhSYRtRRsTURRIRhE it FOFof (WePgowsaZPE04r | ow

the POP totpsoMbfe oifNtBENBOA®N s@irvidrS @@ dHRUIRIAON A O )t hearde Pty neah -
provi der when requesting deploynent of a service. In Fig. 6, an exanple 10
of thPs tebHARqUBNVATPRPEELr atld@val -620, UHdr%e tHe ept tienci | FR&t or

has provi dgsh 5ol gnRAHe chuNthbhMBhoose the correct implementation
of the web service to deploy on that particular POP. The
contents of the deployment run-time environment string can be
as simple or as complex as needed for the overall environment.
20 (That is, the parameter value may be empty if the same SOAP
server is used throughout the environment and all web services
in written in Java, for example; or, different or additional
types of information might be provided. As an example of
providing additional information, if multiple versions of a web
25 service are available from the deployment provider, then the
deployment facilitator may specify a version number for use by

the deployment provider.)
Referring again to Fig. 4, after the deployment request
is sent in stage 9, the deployment provider 280 then returns
30 (in stage 10) a SOAP envelope to the deployment facilitator
230, where the SOAP envelope includes either an archive
reference or a service archive (as discussed above with
reference to element 560 of Fig. 5). As shown at 730 in the
example SOAP envelope in Fig. 7, an enterprise archive (EAR)
35 is included as a MIME attachment within the HTTP response
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information. In this exanple, the information includes the nane of the
operating systemrunning at the POP (Wndows 2000), the nane of the SOAP
server (AyVOoR@®ISGAP V2.1), and the run 15 tinme environmenPCrasvoa}1268Jsi ng
this information, the deploynment provider can then choose the correct

i npl enentati on of the web service to deploy on that particular POP. The
contents ofTRREPAERLBYNERLS FPAR M EhARONENt2GETdRRGaNWHER BBesSRBPe or

as conpl eXMagsaesgedw&% tb@ct%\e%@édtsen@ﬁ&lrﬁ@au?&l(m@ichs hhB€ peen
par anmet er val ue if the sane SOAP server is used throughout

t he enV|roﬁﬁ§ﬁ¥l%%% aIIAaEBr§éF9V§é¥' EnWARi PEedARNIghh, broinekuapsteasor ,

different g é@'@'ééhx@@ﬁl’c téyp3§ QEfEBEH&Hﬁt EeBmM eﬁé §@Aﬁrewvg§9peA§ aRg
exanple of _ provi itional information, If E e versions of a web
£

25 se5V|ceSEPynaﬁé}Ig%?eeﬁ@&EHQE?HeﬁiBym@% [#Qﬁﬁ e@t heptehen depltegnent

facilitat Opa By gSREGme Bl AHOMAEDBIROf 7 USSe Y1 dHeadephayaBat that
provider.) F@ferrlnq again to Fig. 4, after the deploynment request 1is sent

in stage 9matRBedepl nEoPEBREdedP280'dhenifet @r nPImArY i natageneny -a
SOAP envel pperkenkbie vdap!, oWmNtn @i bt 2t B+ 230 WS ek her SPAP-88YR) aBe

i ncl udes elther an archive reference or a service archive (as di scusséd
above wit hthakfErend@rloSerenEnts5agapreti §o Byoceas shewfirahiysBefnteRe

exanpbe SOMRS ery&h opesid aF'sQaarZ)h %[(r!,a@ﬂ%%r EﬁéS@oﬁEEHtV@D( Eﬁ@neﬁésl s£l Rekuded
as a MME attachnent within t P response -19 WD 02/0

PCT/ US01/ 3&@%@0h¥?aﬁ§popﬁﬂﬁg FHPSCSG'QP%W@I 6pe, Arﬁhazf@Bﬁ&aﬁéé With the

SOAP  Messages jtt hs % fachnent %rsd%cl ﬁ:b%@'&'v@ﬁ whigd 'ﬁﬁx@e%ﬂve(i%%“e” had.
(Alternatively, a WAR or JAR ni be includ eg an attachnment "to, or

r ef er enced®FF3FRMeRES SCARS eﬁ%%welytAgaSl%hB@\ﬁor n2§ﬂet1é§anﬁ1:6e§§e$whean

"href” attipbyi es@® sdder MM RY APARY SHENs@Sv{ A A \f&ﬁe cligpecisi ipep an
address that matches the content ID 720 in a binary attachnent.

(Al ttPnati 48Py, tHENSAREIT IR ARhy1Be kBAIEL é8, (@ haees hBo5oAP
server is pgdaptgartoopr eRESrEBEnr cRVNRREENT 7T

Finally, at stage 12, the deployment facilitator 230
preferably returns a successful return code to the deployment
node 260, which then updates the DNS entries in repository 452

20 to indicate that this web service is now deployed at edge
server 240 (as shown at 448 in Fig. 4). By updating the DNS
in this manner, subsequent requests for this service from those
clients who use this edge server 240 as a POP will now be
automatically routed to the service deployed at 448, rather

25 than the service 495 deployed at the origin server 290.

As has been demonstrated, the deployment system of the
present invention provides an extensible framework for
deploying web services dynamically. Preferred embodiments, as
described herein, use usage metrics to initiate service

30 deployment. Other embodiments may use other triggering events
without deviating from the inventive concepts disclosed herein.
For example, the DN may monitor load on the network, and may
use this information in the dynamic deployment decision of
stage 8 instead of (or in addition to) the usage metrics which

35 have been discussed. Because preferred embodiments of this
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10 and then issue a search against the Content ID elenents of the
attachnents, using the content of the ArchiveRef tag.) At stage 11, after
recei vi ngwohe/o&ed envel ope and attachnents, the depl oynect/dSavsi2bg at or
230 then accesses the local SOAP Server APl to deploy the service on the
client's POP 15 240. (The SOAP Server APl is known in the art and does not
form part BEPLRIMBIES ehYS F Y e AEVBHEYEFILHR |WED afeEVages 1B tadk eepPBpAent

facilitat ogsBE) sOABIMRPY6ESIN,Nernd FUeeesSatUhakehbUEn GR9EriBetiNethey
depl oyment _node 260, which then updates the DNS entries_ in repository 452

20 to i ndi R&¥ebeh&eariessiah Jsretreﬁltaetqob QTovi depr R htPragEorser veEdgao
(as shown 3tr¢d8siFeptdserft) - oﬂ%’éﬁﬂ*ﬂéa@gohhﬁl&%@brﬁ”wﬁﬁbﬁ faiehake use

subseguent requests for this service fromthose clients who use this edge
servef 2400%s SHEPPopandaPiire avebalti @ad aroutegcrsbere hagiedrefor

depl oyed aﬁuﬂﬁgseéabBe'i11%§tEB%thhSnaehMtC8f4?§m§!%8‘c%ﬁd at the origin
server 290. been denonstrated, the deploynent system of the present

i nvention prOV|H%sQﬂ?%Q&%#B?BhénF?@ﬁﬁﬁérPﬁ(ﬁhedﬁﬁﬁé?pﬁg%Mﬁ?%ﬁ#%ﬁceén

dynaﬂlca||Ympf@ﬁ%ﬁfé@ﬂoﬁ”ﬁ@?'ﬁ?8%§dea§ord§§ﬁéhbéglb§rﬁh&ep¥§9lﬂﬁagﬁdV8Er'CS
toinitiate service 30 deploynent. O her enbodi mentsS nmay use’ ot

trlggerlngrﬁééﬁigylﬂgtﬁﬁﬂ% §EVVACRAg fr GhFERe aAORSNAS tonépt s v cPBsed

hereip. Feesexagele, theotdN FRYtMMALLEr phead reRd el Wilts afel fRY¥seUSe
this information in the dynam c depl oynment decision of stage 8 instead of

(or in addPPLéANEd) HARGHRNFBL BrEs 9T Ehized ha’\}éihbeJé%f@IF%’é%%séd’ BBeause
preferred gabpsNmE H:8cddY whicd0nil 98é99é@95rﬂg&U§Qé{f§é2@§lsd@Q' gypent

system | everage the web services stack / XML Pr ot ocol ,

and HTTP, R4rRasebeeffdedddiisddating ans) BOtse essiyitaiiepated Bhea’
nyri ad of phat PB?ﬁgnEdgﬁd %@dé?ﬂ%ﬁf%@lrtesteéghrﬁr@ﬁle%pﬂﬁé:@éi% pﬂ)@iéﬁrﬁhy’g' ch

w Il nmake use a depl oynent system and are described herein
pur pbes oRlFP| & r uEREN FHEHAIAUI, Wi VaERoBeNH Gt | WRAFheARdiRceRBARS of

the presengti B¥ENELORep@Byed. )

First Optional Enhancement
Just as web services are deployed dynamically, an optional
enhancement of the present invention enables a web service to
20 be undeployed dynamically. In one aspect, this undeployment
may be conditional or selective; in another aspect, it is
unconditional. Each aspect will be described in turn.
To enable conditional undeployment, the usage metrics for
a web service may be used to determine when the service should
25 be undeployed. Typically, the usage metrics are the average
number of usage requests received over a period of time. Based
on this usage metric, a threshold may be set to indicate the
utilization rate at which the service should be undeployed.
The threshold is preferably stored at the deployment node 260,
30 and may optionally be changed if necessary (e.g., by the
deployment provider 280, by a systems administrator, etc.).
For example, 1f the usage metric is the average number of
requests per day for a month and the threshold is set at 100

requests per day, then the web service will be undeployed if
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i npl ementati on may provide for dynam cally undepl oying and/or redepl oying
web services. These enhancenents will now be 10 described. (Note that while
pr ef er r edwerbogionent s of these optional enhancenents arePdedspi/beds with
reference to the deploynment process which has been described above, this
is for pur oses of illustration and not of |imtation. The wundeplo nent

and redepl BYfeMt ild@ati e st#eR cREbéBebamslv Anya 180AES0 B@nss dplow

advant ageopshy e Wk 5 peaf VLS \Aﬁwﬁhlﬁg\igmgﬁ%augh@ewe% depi yeth )thé§t
Optional Enhancenent Just ‘as web services are deployed dynamcally, an

optional ERABNCERIR BeILRRtpr 8sésrmineentiieh @vRdPts derdbyBenti @fta 20

be undepl oyegvdyaam €gtl Yunddp %@e‘ﬁr’eﬁéfa%l‘i}nd%@f@é'@%@ FB¥tbeother
condi tional or selective: in ancther aspect, it uncondi tional . Each

aspec? wi | FrbkeBE3etibed in turn. To enable condl t| onal undepl oynent, the

usage netrics fPfefér%@ysert}ihﬁeu%%)éebﬁle%%ﬂ@: tl% GeiietE Mgl the s§5¥i ce
should 25 be undepl oyed. Typically, the_usa netrics are the average

nunber of BQBYBTLr t s Usdadi \iere 098 MAL ped Hﬁﬁ therpuspggedetdii @ hig

usage ”Etf&&lc@&éﬂ&éﬁﬂyﬂﬂéﬂﬁ%élgﬁnéeb EQa@@dé&@ﬁﬁefhﬁorué'ééﬁﬁéﬁogfr@iﬁeat
whi ch the service should be undeployed. "The threshold is preferably stored

at the depP@Rerto rfitfe Tedh 30 Ianghidye s bival 1y Belathdgcalrnlateetbary

(e. 010 by &&gge denlOy MBI SRV isdele2801sdYs fo Vs e RHD Hnat! 8har cohe: ) -
For exanple, 1f the usage netric is the average nunmber of requests per day

for a nont¥eanttafedhrdshdhe Usaget caunaen 15 ciredt sa*be?h%la‘?ndt%ﬁne%ﬁ]é web
service WhbnPR, Un@%D'QY%Qﬂdﬁng'%%éWQd%%hogﬁﬁQ§V%§T S12683 . thenote

utilization rate at the end of "a nonth drops below 1 requests per day.

(1n inpl enErdatitors metr Steiictdyi Fesuheed tihf&h Q?scéfg@qg@qé?é%f’@rd@ﬁéﬂﬁﬁh@s
the dynam gggleplowpenis Cfforaa $RLYEER1 at NSe e HRRfe P ehabl ¥ekgbleCt S

that other S criteria.) Preferably, this usage nmetric is naintained on the
edgel> In some implémentations, it may be sufficient to accumulate
representative usage metrics at selected edge servers.)

Although the usage metric is maintained on the edge
server, the deployment node 260 is responsible for issuing the
undeployment request according to preferred embodiments of this

20 optional enhancement. The deployment node therefore monitors
the utilization rate that will be used to determine when a web
service on an edge server should be undeployed. Periodically,
the deployment node may query each edge server to obtain the
usage metrics. If the usage metric is less than the threshold

25 value, then the web service is undeployed.

After a web service is dynamically deployed according to
the present invention, the following process is used in
preferred embodiments to conditionally dynamically undeploy a
web service. Referring now to Fig.: 8, encircled numerals

30 illustrate the flows and operations which may be used to carry

out this process.
1. When the deployment node 260 is started, it is

preferably configured to check the status of deployed services

at a specified time interval. This time interval should be set
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server 240. Using the exanple above, the usage netric is calcul ated by

mai nt ai ni ng a usage counter for a period of tinme equal to one nonth. In

t hi s exanwba2/09380dr der to cal cul ate the 10 usage rate, thecediper/sesser al so
stores the date that the count was started and the usage counter is reset
at the en of ach

slidin terval my be ug, d.
(Note that®¥ (ﬂe suﬁ‘%%’t R?t.%sat}?réa g%@t?%etfgé“@ers\%r 1&Snt ai E‘
usage net rpasttoularpa—.rltnecana:rexs;erlwmdiam cncﬂﬂ oy et caet vednd Lbaynbsone
|nplenentat|ons it suffj ent ta_accumul ate resentative usage
metrics atSSRFecred ”%’er s%’r‘?z@?% 8 t“hﬁf&t‘?st'heh%‘é’éﬁe B ¢ 12k nPAI ned
on the edgeosehiyer, the depl oynent node 260 is responsible for issuing the

undepl oynent re uest ccordln preferred, enbodi nents of this
opti ohal enhancenent” ?%eadﬁﬁgdvgg TS TGHeS t her i%yﬁ%nlt%rgn?ﬂgloyment

utilizatiothreskollbatvanild floe uhed tserdetey r]ilsl’l@m&‘maombst@ﬁé&l 68 Bhean

edge server _shoul d .be u oy .P OdIC y the deplo nt nod y

query each %Réh¥@§ﬂ 4%;23% &hﬁﬁ E@%@giﬁeY?t%§.m?¥ {ﬂ%gﬁgﬁgﬁs Pcis

| ess than déneetctntﬁehnitﬂan 2b d;arhatelcatheyl tibpluebd s ey e%ﬂxstdmdeﬁpcbmmdbe

After a web |ce is dynam cal |y deployed according to the present
Fertare

i nventi on, "RHEP mnng process is used in preferred enbodinents to
condioionally dynamz&al tiye umsle@imye@ timd betyreel, Reierdéplomesnt onbig. - 8,

encircl ed nu 30 |IIustrat Ioms and op on i ch be used
to carry "6 iog pPofeds St © %&rﬁrﬁﬁé@é ééﬁmg? S%t‘é#%ﬁ: it
is pref er'Iatbis ﬂ:ﬁmf:l augr @d:ttacinetdecflrotrhe:h%t e;imsram‘e ded iytesly szm/; ce€bncat aa
speci fied tlngjlnterval Thi s nt er val eF%ou d_be set 02/ 095605

PCT/ US01/ APESLHAEP oﬁ?ﬁ"ﬁ&%?&&éypéﬁ‘é??%t ”th*éh%leﬁt%%‘ar%e CEefdftes.
The partidyhaticaheyi deelvgeduset isemalicesi gnT]fliQamtlStamd.llIBycchetaln a

caPressed (Lo Sxample) L0y ER, Houns pas cheeloaOlea A Fed
services have been deployed. The table 900 in Fig. 9
illustrates a simple example of a format in which this
information may be stored. As shown therein, a service
identifier 910 such as a UDDI binding key identifies each
20 deployed service, and information 920 such as an IP address
identifies where these services have been deployed. (Note that
information in the table 300 of Fig. 3 and the table 900 of
Fig. 9 may be merged, or may be separately stored, as desired.)
4, Each deployment facilitator 230 is sent a wusage
25 metrics request. 1In response, the deployment facilitator will
obtain the usage metrics from the deployment run-time container
and return them to the deployment node 260. (In each POP 240,
each deployment facilitator 230 has access Eo the deployment
run-time container 245, which provides the interface to the
30 run-time environment for the web service. The deployment run-
time container maintains the POP-specific usage metrics used

for this undeployment mechanism.)
5. The deployment node 260 will compare the usage

metrics to the threshold value. If the usage metrics are less
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t hreshold value for that service is preferably stored on the deploynent
node 260. This threshold value may then be used to determ ne when a
dynam calwg odegiéeyed web service shoul d be wundepl oyed. 1@C3/USA/3L2bEe
specified tine interval, the depl oynent node will obtain a list of al

dynam cal | y, dep)oyed weh services. his | S ob ed fr m t he rlvate
registry Zggéns%%%e€hfe$h§} udiffeSEP 18VWFE %ﬂ??ywt enupﬁg

regi stry fproeash fdynanbcabbysdeﬂhoﬁed web servi ce. ThIS |ISt will contain
a 15 reference to al# of the @g :¥nent f%éﬁ!'% E mhera servic

have been deploged. he ragrRlGoPLIFFYy Wit gt 88" lgﬂnﬁ|E68%§

of a fornatoi th&hDEd Eérﬁerlhﬁsol’ﬁiﬁtrénﬁoﬁéygbé etﬁorgdgoﬂstt‘ibowebt hﬁt:ettoe a
servi entifier 0_such_.as a I in ey identifies each 20

opl oed SEFOR CERE S EARSIATan 4930 SHERChe Cans] BLERAF bobS PRAREFPREs
wher e theseheewbcserhaue heenh depl wed;tv(eNehg fthathernkregesitgn in the
table 300 of Fig. e .tabl e 900 may be ma

separ atel y storgd 2H8e Shhpyrept gage d@bhgyﬁgﬁ?l %ﬁﬁq‘r%E? géﬁgﬁypgxgent
a usage 25aomlti:a30t:eaueet1ue‘so tespndeployhehdepbbyeentrlt:am litator wll
obtain the usagg ﬁbcs front he de g%ﬁi ryn-tinme container ﬁndlreturn
themto the depPoy “Rode 558 #;ﬁ§ - Teh e ptoyHBREP OV
facildtat oreaaaslnas thecagd tsextvlie:edetrﬁaowserﬁhuﬁ udewn nend obhai arec@daplehi ch
provi des the |nt§rface%%o e 30 run-time environnent. for %Fe web Sg LVvice.

The depl oy"8fe ai TV Ml nt'a nd TR f§830| & ugﬁﬁe mefrics
used forhéﬂWSrmmmEnﬁ(nnnﬁnilea?ﬁassﬁveih54gTheAﬂe@&o&nfnﬁmnmﬂeyzaaﬁmebt

t he us e CS 0] e resno V. ' C are
PoaR e s b BoMEbelBe rerr beRirSa bos SrRbartRLY ChebnbP SrhEnesalRvhe
node wil | ﬁodéttm@@ imdliepitas thaocehe wab sbevived sagvbeen §uc&h§sﬂﬂd$ploy

process wi || send a request o the DNS server 250 to renove
t he gitry Y%?e? ﬁgb(§8£ ggwn LRIHEE. f

The deployment node will then remove the entry in the

private registry for the web service that was undeployed.

In an aspect of this enhancement which provides
unconditional undeployment, a web service is undeployed when

20 it is no longer needed, or when it will be replaced by a new
web service. For a web service that is statically deployed as

in the prior art, there are two basic steps to the typical

undeploy process.

1. Unpublish the service description for the web service
25 from the service registry. After the service is unpublished,
no one will be able to find the service description.
2. Remove the web service from the run-time environment.
This includes an orderly shut down of the running web service,
removal of any meta information required by the run-time
30 environment, and removal of the web service’s executable code
from the run-time environment. (The deployment descriptor that
is required to deploy a SOAP service is an example of this type
of meta information.)
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5 fromthe DNS repository 452. After this request is processed, the web
service will not receive any further requests. 7. The depl oynent node wl |
t hen sendwoOle/ogispt oynent facilitator a request to undepl @¢Tiuse1/sebs
service. 8. Wen a deploynent facilitator receives an undeploy 10 request,
the web service 448 is shut down and the executable code for the web
service is renoVed FREMLERE FBACh AEC EMPPPARARAY @RPlRycddgecesping 240.
After the vAdepreyeh@dusstent o0l &) Gthddo I SHRANS EotScd i@fﬁ%éééytéeﬂk to
t he deploynent node that indicates that the vieb service

successf ul FpRaRGeantR pPRYRR Phdthes REMIIPALFNED SPrvdcetheagepPéyment addde
will then permene aﬁﬁaﬁiﬁéyiyfuéﬂkbw&ﬁh%%t%e&%ﬁbé&ry e ﬁQﬁn@@b EGWﬁh%ﬁ

t hat gas undepl oyed. In an aspect of this enhancenent which prOV|d

uncon t|OFQFSuhH%pPSFﬁ@H@1SQeﬁebukeP€P§€rF§duﬁﬂ@ﬁ%%V@ﬂ“WhewllioIﬁvvl§eno

| onger need@ﬁcr@be&hﬁmthtréﬁbkeﬁ@er€8|FQ@d by, awAgWeWeR S SEYEACnulR-a8 sWeb
service that is statlcaII% | oyed as 1In the prior art, there are two
basi ¢ st epSO¥ESFRENEY hPciire &ﬁééﬁﬁo?tﬁpécess 1. Unpubllsh t he service
description for the web service 25 fromthe service registry. After the
service is unpubllshed no one will be able to find the service
description. 2. IRenov8et KERIGETEa, RO FdsH 140 rihl } | hESenvaR oRREAPLOYThI s
i ncl udes aﬂequgsflfréﬁu%h@Q%ﬂ_ fn 1sReve¥nNDbhIL¥ePhECR¥bEBymeh BMRYEE 9k0any
meta_infornmation re ui red e run-tinme 30 environnment; and renoval of
the Web sefyfceerl %X@éaFaBF@Vééaé 1er BretRE2PLH- FhﬁeoéﬁV|Péﬁﬁéﬁ#PaP¢hén
depl oynent +descELREAE %B@E 1ssan@gwbae@ot@sga@|@nl§ % B 8¢l ¥bgfek$ . an
exanple of this type nmeta information.) -24 95605 PCT/ USO1/ 31268
For services whfeh a?éed9ﬁﬁﬁ?ﬁ%ﬁm91ﬂéﬁidVéé 3@6é¢§|ﬁ@aFoth€h@ebr§§éﬁﬁce

i nvention, 15“6%p§69%@]QMFED&;Q&&ﬁ@ssbﬁeggérbﬁlﬁé f%&h%HPQQJtPtQ”EEPbQ¥ethe

original meb services, as well as al of the dynam cally depl oyed web
servi ces. TRELFhAHer Pr which
15 3. If the web service is found in the private registry,

then the undeployment processing at the deployment node will
continue. The deployment node is responsible for completing
the undeployment request from the deployment provider. If the
web service is not found in the private registry, then an error

20 message is preferably sent back to the deployment provider (not
shown in Fig. 10).

4, The deployment node will start the undeploy process
by sending an unpublish request to the public registry 220.
After this request is processed, service requesters 210 will

25 not be able to find the web service description, but all of the
web services will still be running.

5. After the unpublish request is completed, the
deployment node notifies the DNS 250 server to remove all of
the entries for the web service. When these entries are

30 removed, the only version of the web service that can be
accessed by a service requestor 1s the one running on the
origin server.

6. The private registry on the deployment node 260

contains references to the deployment facilitators and the
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5 this is acconplished in preferred enbodiments will now be described with
reference to Fig. 10, where encircled nunerals correspond to the |isted
steps. 1.wOhe/ogksps oynment provider 280 will issue an undeplPey/usoespzest from
the origin server 290 to the deployment node 260. 10 The depl oynent
provider is preferably the onl¥ participant in this schenme that is allowed
to i ssue tﬁF%G%Qp@eﬁVe¥e%%%st e JdepleaEpenlnede nddbl wreroverthg enbtryt he

web serviceorighglept éﬁiﬁe&ssBogﬁatbytSﬁﬁifrﬂdmﬂgﬂgéﬂtfdﬂ%akﬁSs@EbYéEe
registry 270. 15 3. 1T the web service is found in the private registry,

then the uh8@BEByFeh® BRBcE54EHE &ETVAE-depl oyment node will continue. The
depl oynment nodevi s r@ﬁQO'al%bﬁlo?mEQrt (HHH%] eééd‘%lifeoHEQQin gyr_TLq_ t r@ﬁ”@ﬁ%

fromthe depl oynent provid service i s not foun

privade re@?@%@xmeqtmﬁﬁq%%%&at@ﬁszéBﬁeyaaa% the prel eaiFes was @a@koy@dthe
depl oyment rRi gV 48k (ROLLIINAWA ifkdil Ghel Privhte N e Qy e, node-wi L

start the undepl oy process by sending an unpublish Tequéest to the publlc
registry 2287 DAti&essisereiRsenfEYpriscessertedeforceadyudsranricalbyw | |
25 not be go%gdfwgg Lbevyeb, service description, but all of the web

services w | be running. 5. After the unpublish request is
conpl et ed, the 8depl Bynardepbee AROIResesviht PhSSOBD tereaehtdepbavwent |

of ihe enEAt§§1£9£o£hﬁnweﬁe8§£ytcsbt¥%ﬁgdtQ@S@t@ﬁtvles are 30 renoved, the
only version of the web service that can be accessed by a service

requestor is th% oneWReRnEngedd ovRentofiagiid id@bper regeiMas mn vaR@eptgystry

on the depi@bﬁff@@% nede %@% seRL dlens argefiey enras ddwrd "@ncﬂeﬂﬁ@%@é‘éutable
facilitators and {he 5 WD 02/ 095605 PCT/ USQOLl/ 31268 origin server 290.

The depl oyfede n%@% mxh¢ MR VEIVE Gt A FEFOVRE of FETn SRPveFUBDLiMAL it
Wl no | ogge! rdariey brs&ihw eBge’ €UEeES24@. t NEridd FHR 28BN oy request

15 is completed, a response is preferably sent to the deployment
node that indicates that the web service has been successfully
undeployed {not shown in Fig. 10).

10. When the deployment node has completed the undeploy
request from the deployment provider, a response will

20 preferably be sent to the deployment provider that indicates
that the undeploy request has been completed.

11. The deployment provider will shut down the web
service 495 that is running on the origin server and then

remove the executable code.

25 n ional Enhan n
After a web service has been deployed initially, it may
have to be updated (e.g., to fix defects or to add new
functions). For a web service that is statically deployed
according to the prior art, there are four basic steps to the

30 typical web service update process.

1. Disable dynamic access to the web service by removing

its entry from the service registry. After its entry is
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7. The depl oynent node 260 will obtain a list of the 5 deploynent
facilitators 230 where the web service was deployed. This |list is obtained
fromthe woioRae®0F egi stry 270, since a new business ser VviPC&/USn1/83268 S
created for each dynamcally deployed web service. 8. An undepl oy request
will be sent to each deploynment 10 facilitator in the |ist obtained at
step 7. 9.romencd,déplshmiEifie faerinestebr shesddvagtakeurrdes dso Fépdeshe the
web servi cga#48cbSashuti gm@na@grtgﬁee%ggug@pgﬁ oCode for the web service
is removed fromthe run-time environment on the edge server 240. After the
undepl oy reques®-15 Remeweapie eieb Feradgendeonsthe efwrdbine savi roamens .
deploynentThﬂgdfhéiﬁaesruh<5yd§%15h%hu%heowﬁbofe£§éCfuﬁﬁ§npe@Qbsg ggsskul ly
undeployed (not shown in Fig . 10. Wen th oynment node

conpl 8t ed ¥FeBOViAHeR by anyeghete f%ﬁﬁﬁﬁﬂﬁéﬂdéblé?ﬁﬁﬁ?eﬁrdVYdéﬁe arﬂésﬁém§e

will 20 pgglerabhonbe §§@tréﬁo§9f Qgptﬂgnﬁgﬁ Qé9¥i9§’ téﬁachegbﬁateédefpat

t he undepl oy request has been conpl et ed The depl oynent provi der
shut down fhem BEyiize powigramens. rﬁhnw@e@w tto [dayinn widdv Ferafy
then renmdygathe 19xeail &bl gy G0deredie $E608E O RNRAIs D nELAEEShga

web service has been deployed initially, it may have to be updated (e g.,
to fix defdevd bpetWehdachBhCetunctions). For a web service that is

statjgal |y depl gyed Déﬁ?@&d'ﬂﬁetoubﬁﬁtg&'O%eﬁrtse£9§&@ ag8qbOUbnBashetgt eps
to the 30 t¥ pi cal web service update process. 1. D sable dynamc access to
e

the web setRfesmpyipendyi rfdie i ¥unching ERBATORBEBEY vua@@l rtégqrswiyarv\f tBe its
entry is 26,0 02/095605 PCT/ US01/ 31268 renoved, a service requestor
shoul d not be able to find the service descri tion for the web service. 2.
RemDve the web ServiBe-PHBHi Bhe P 94 k71 [ARRFEHERELOM| $OFnclbgesvaR

orderly shyt-gdonn ofrihe LI DQaMBD SEAYLEE access to the web service.

15 For services which are dynamically deployed according to
the present invention, this redeployment process needs to be
enhanced to update the original deployed web service, as well
as all of the dynamically deployed web services. Preferably,
all of the web services should be updated, so that the update

20 is available on all deployed systems at the same time. The
manner in which this is accomplished in preferred embodiments
will now be described with reference to Fig. 11, where

encircled numbers correspond to the steps listed below.

1. The wupdate process preferably starts when the
25 deployment provider updates the web service on the origin
server 290. This may be done by shutting down the web service,
updating the service’s executable code and meta information,

and then starting the service again.
2. The deployment provider 280 will issue an update
30 request from the origin server 290 to the deployment node 260.
The deployment provider is preferably the only participant in

this scheme that is allowed to issue this type of request.
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5 renoval of any neta information required by the run-tine environnment, and
renoval of the web service's executable code fromthe run-tinme

envi ronmewD.0285603 der | y shut down will verify that all o®RCTsnUsNG
requests are processed before shutting down the web service. 10 3 Depl oy

t he updated web_servjce gode and i nfaormati, he. run-

envi ronnent, and- thehﬁgtaﬁPf?ﬁﬁenge QQ?xylii VR&L XbFR?% gﬁ@ ye v?@éVlce
descri pti onaéonseéﬂaedarpboyae,r W seakihsng Ebrenablia dypapirevaeeessgteti-he
web servic or services whi.ch are d%nam cal | g@%@ oned accor di g{g to

t he presen?]r nvent FOnPIERRS & dFdHS e o et sen £8%6e tenkBfic

updat e theservgceathdepheyadpweyeaebni CRe 8siyehl seddedl P90 bBewell as
of the web services

d na aII o] b sServi ef er.abl
Choul i be thliabEqtEe AT RaRTERe Lo AsPLOEY Bety SPTREFB o ol I depl oyed
sys]Eems gt thedsarre riEnehe Theb @@gfkmd&feiil’s_ \bmlaiéma_ ulf]rl s$hiespacoanpl 'rlé:ljﬂétii:?,
referre odi now be described with r rence t :
Phere | enchPoRetiruisale or FRLeRhaEn s ke S H9e0t i pehowieR  Cmgnt
updat e prosess. pre&waiﬁm@h@emts i1]¢3<] 1é16reé’1501@§iﬂ>wnﬁdﬁlf @bﬁpld’@ingpdﬁées
the web serv(rjcg on the ori g,r rver 0. Thts % b(g done g}_g nglttln
down t he wWeBA8ERviT&IUeThgdrhy 1f CYEeD Lo, REUY HDF L cod Sret's
i nforoati o8ervagd tikermdst afdnhﬂil@ ihetﬁer wxqera@@alﬂegl?strme ttegl oyeatror
provi der 280 will jssue An dat e %@ gq mthe or,i g) n server

er q g

2
the depl oyMEff2%ode® 286G Ydé&“é}y Jso%?eé’fte Z651%-defie (BRI
partici panghbwWn ihi Figchemp.that is all owed to |ssue this type of request
-27 WO 02/ 095605 PCT/US01/ 31268 The .depl. o nent node verrf t hat the
web service g beeéﬁg rf#eéﬂjﬂecﬁm%ﬁ/t s’eari‘éhrsrir(j‘ f-6r FRe| Hp\fqlﬁgeprﬁliﬁacf "?egrystry
270. The psfemizeg r&giigubIGeH aldd®iedtl ebetReCub Did neag/reitryserzw ceaffhat is

depl pyed onthe orl gD oe¥er 290, 425.pell 2o, 8.alLo0l L0 gyoemisal Ly

Oto

able to find the web service, but all of the web services will
still be running.

6. After the wunpublish request is completed, the
deployment node will obtain a list from its registry 270 of the

20 deployment facilitators 230 where the web service was deployed.

7. For each web service on the list, the DNS server 250
is updated so that all requests are sent to the deployment
node. While the update is being processed, the deployment node
will preferably return an error message to any service

25 requesters that try to access the service.

8. After the DNS server is updated, the deployment node
sends an update request to each deployment facilitator in the
list obtained in step 5. Preferably, this update request is
formatted in a similar manner and uses a similar syntax as the

30 deployment request which is sent in stage 8 of the deployment
process (see Fig. 4), but differs in that it conveys that this
is an update request.

9. When the deployment facilitator receives an update
request, it will shut down the web service and then send a

35 deployment request to the origin server to obtain the updated
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4. If the web service is found in'the private registry, then the update
request will be processed by the depl oynent node. The depl oynent node is
responsi bWe o2ovseadnpl eti ng the wupdate request fromthe deprasnEstes
provider. If the web 10 service is not found in the private registry, then
an error nessage is preferably sent back to the deployment provider (not
shown in Fygb sgrvige -TheIaepw@i@émedn@#@oﬁla}etrgsuhetnwat(éeE@@@b@gmgyt

sendi ng an i equgst t R =Tal Vi1 i
request i srggggggsggfsser vi.cseén%e %t}gjasnl%{?sér%oﬁ\%ﬁi n%%g%é }g%% gﬁf%g‘??%%i?he
web servi ceeeBufearribrd: e thelr ss@nanses tal 19tags i9 | (dre rTiti ng). of Rheer
the unpubl §gB; 5 6a8EEt pi-8ceQapl eted, the deploynent node will obtain a list
fromits registry 270 of the 20 deploynment facilitators 230 where the web
servi e was depléyedAf??rF’éﬁie dshlopEierdefarédibateheregasives kepNgdséeder

250 is Upﬂ@&%%é@%a@k&géeﬁﬂgﬁt§hér3e§f<5‘$lmé19tt}?Pon@éPygF@E iPOofe11
Wil e the update is being processed, the deploynent node wll preferably

return an @eP&PYNEBSayelt & cserdade angh et et ierEnathian tiy Eke akiess

the serviceind. oAbl £6nhBEtDARISEHYAT skar¥PeALedertigedepl oynent node sends
an update request to each deploynent facilitator in the 1list obtained in

step 5. Preferably, Whps ddatdcpiejesnt j sodeopadt codnletedithe asPdakfer

and yges arghfibkar rs¥ual dhANIAS B AR QWRM, F equesi1 WU Gl i $ B68Le 5P
stage 8 of the dggloynent process (see Fig. 4), but differs in that it
conveys th&® e sPNF sservepdbe ereeaubsvate. tpepr taEnabpP¥ynentriagi Fefat or
receives apndpgd®yd LIS loervli Ws! bnghyt 1 doyms 1 isn Weke SebyL €64 apdrthes
send a 35 deploynment request to_ the origin server to obtain the updated
-28 WO 02/ 8956050 P Uso £BE2BBL Liebrsei §EEE. 22R- preferred enbodi ment s,

this (re)depl oyfent afedHeste URGS/ildae d%%@?if:@i@i@ti§gﬁl(§m%@@&,“/ﬁi sBrhase

previgusly been described wth reference to stage see Fig. 4) of the

requestor can find the updated service description and use any

of the updated web services. Service requests will be re-

routed to the deployed web services by the DNS server, or will

be routed to the deployment node and forwarded to the web

sérvice that is running on the origin server, in the manner

20 which has previously been described for stages 5 and 6 of the

deployment process. (Refer to Fig. 4 for a depiction of these
flows, which have not been shown in Fig. 11.)

13. The update process is preferably completed when the

deployment node sends a response to the update request to the

25 deployment provider (not shown in Fig. 11).

Thus, it can be seen that use of either or both of the
optional enhancements provides advantages in addition to the
dynamic deployment technique which has been described.

As will be appreciated by one of skill in the art,

30 embodiments of the present invention may be provided as
methods, systems, or computer program products. Accordingly,
the present invention may take the form of an entirely hardware
embodiment, an entirely software embodiment or an embodiment

combining software and hardware aspects. Furthermore, the
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depl oynment process. 5 10. After the deploynment facilitator receives the
updated web service package fromthe deploynent provider 280, it wll
depl oy t woweb9xes vice code and neta information in the r®QT/USOE1268
environment and then start the service. 11. \Wen the depl oyment node has

conpl eted the update 10 request fromthe dfpl oynent provider, it wll send
O]

a request PFBSERE DNIYRRFIRR F8Yr iaks i Vaee TORE T gRnAIOTDNE &int PregTasr

t he dep'OYEQO&@@tSQﬂyi&@S1%ndeMbe19kuh§hoheecﬂpdﬁk@% SééﬁbﬁﬁerdﬁégFi@t'on

to the public registry 220. . After the service description s pu

a servi ce St8ragR Rt @d’riﬂquar@gtrh@uﬁpaai:ehl%@?@ﬁi & dEEk stticdrggndClhse

any of throupdajrd b §§6ya§ss a9y Vé&efbﬁqﬂ?strfawddb esmgsﬁtewﬁésﬂlteo
t he depl oyed web services_ b DNS server, or w |l e routed to

depl 0 rrentpﬁ‘a%a’éneofiér\%Peéélefjot?ﬁée\h@b service that is running on the
origin server, tRet Qe@@merlr%n\mloqhﬂasHﬁeqyl&w&ﬂlmnwﬁ@ﬁ%é?@%ﬁ%

stages 5 and 6_of t depl oy nent process. (Refer to g
of these F‘Po%owvﬁi&%ﬂrﬁ%@e %@1 pEchlefbvAlRaTENg. OF 1M lledsﬂ'hépﬂﬁéé gs

I shed

for a depiction

process is(gyetenabl y £l ebpgdurhen e qdep! oypeatcnede sendsiia g espgnse

to the update request to the 5 depl oyrrent provi der (not shown in Fig.
11). Thus, SFpOHPHeS erthndnvedéion-ei fherlbl potEndereheodophpbnapch

enhamenenfﬁo@r&vaﬂ@f Bo¥aRt ggesnk nfﬁ@xﬁ“ 41 88rtRs thea, &y n@ﬂb@k d&péa@ygﬁet

t echni que which has been descri bed. w || " be appreciated by one of skill

in the art2nd3goBRES@LHOMSs off flaw spraé§5e/rﬁr iHhRGHS o nielye bELQW 0% dgrams

met hods, sysdLess, bPécEOHPé'&EémQr OQéﬁ%@rﬂQﬁPéﬁenfé&%ﬁ' & d;)!utei: h§r8§§§ﬁnt

invention may take the formof an entirely hardware ‘enbo
entirely sbrfhBrettaBsdi nERES®r FOMRIHRI rPé@tgra@brrBﬂﬁﬁ:ﬁglcé:éppﬁar@aXndbe

hardvare aspe¢iged Y tahe;!r'B?fePssotrh%f azaeﬂPrQ?/ Q??é@ée PCIP0d L 31268ci a1

present invention may take the formof "a conp program produc whi ch
embod? ed oﬂu%%@%@%n@&@@@d@§ﬁ¥@cessor or other programmable data

processing apparatus to produce a machine, such that the
instructions, which execute via the processor of the computer
or other programmable data processing apparatus, create means
for implementing the functions specified in the flow diagram
20 flow or flows and/or block diagram block or blocks.
These computer program instructions may also be stored in
a computer-readable memory that can direct a computer or other
programmable data processing apparatus to function in a
particular manner, such that the instructions stored in the
25 computer-readable memory produce an article of manufacture
including instruction means which implement the function
specified in the flow diagram flow or flows and/or block
diagram block or blocks.
The computer program instructions may also be loaded onto
30 a computer or other programmable data processing apparatus to
cause a series of operational steps to be performed on the
computer or other programmable apparatus to produce a computer
implemented process such that the instructions which execute

on the computer or other programmable apparatus provide steps

_30_
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storage nedia (including, but not limted to, disk storage, CO- ROM

optical storage, and so forth) having conputer-usable 5 program code
enbodi ed wbere93s05 The present invention has been descri be@CritSh/seber ence
to flow di agranms and/or bl ock di agranms of nethods, apparatus (systens) and
conput er progran15roducts according to enbodinents of the invention. It

wi || be unde¥siBBdeTRAL 184 HDe0 Tuneiong Gipasiddiedfin hehe | 6hodi dgpansm
and/ or bl ogtoﬁlagrmws aaﬂdszegbbmaakoa%aaisaﬁll Bm@cgngé%lgh%ks in the flow
di agranms and/or_ bl ock diagrans, can be | enent e uter program
instructions. THes ec‘éhﬁu@é?fﬁ%gdaﬁmm@%m%wo<h§ g BéeSanvm@an $on
processor Rivya BERar @les@flm %Qle"ttlenalsR?&ff&ltﬂcﬁn@uéﬂ&’sﬁo&?ﬁﬁeéﬁﬂons
enbedded processor or other progrannable dat processing apparatus to
produte a HacHIo®e aRadimemts Ray pﬁgtlru*é@u%%se vﬁﬁlcﬂ%i(ééut evipgtt pace

processor ﬂﬁe;fzhrie&ﬁﬁfpél*fe’éhe%aQiB%n@éﬂQi@Q“@@ﬁ@eﬂé&a p@ﬁ@?é?b?l appag gt us,
create neans ~for inplenenting the functions specified in th I ow dlagram

20 flow oripteREedndrar Hoo@prgndgrafl pinekshkr b|%@nsﬂw§@l @@nﬂﬁ?érlde
program i nsbfHCHNSpPBY 288 ReusI Ot Nand GONMPULRER' 8AHARIE JFRITDEY gt hat
can direct a conputer or other _programmabl e data processing apparatus to
function iPe@lfpaptienfarasmAndt, R h&het P inkt r 8e@d ohcoRe orcdd thet he
25 copput efxt&aahe nenory produce an article of manufacture including
instruction nmeans which inplenment the function specified in the flow
diagramflow or flows and/or block diagram block or blocks. The conputer
programinstructions may al so be | oaded onto 30 a conputer or other
programuabl e data processing apparatus to cause a series of operational
steps to be perforned on the conputer or other progranmable apparatus to
produce a conputer inplenented process such that the instructions which
execute on the conputer or other progranmabl e apparatus provide steps -30
WO 02/ 095605 PCT/ US01/ 31268 for inplenenting the functions specified in the
fl ow di agram
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flow or flows and/or block diagram bl ock or blocks. Wile the preferred
enbodi nents of the present invention have been described, additional

vari ati orwoan@essedli fi cations 5 in those enbodi nents may @cTarsot/a2shose
skilled in the art once they |learn of the basic inventive concepts.
Therefore, it is intended that the appended clains shall be construed to
include both the preferred enbodi nentCl@ddsy| | such variations and

nodi fications as fall within the spirit and scope of the 10 invention. -31
WO 02/ 095605 PCT/US01/31268 Cdainms 1 1. A nethod of dynamically depl oying
servites ih-a cBnpatheg of ¢imamwidellyodepilovaggssepvioes 3nrecepmbngioki ent
requests foriaosel ecbad S5 UKCE; sgiEVvi ng the received requests froma
first server mﬂen'tge_gg seﬁgctggégegvice has not yet been dynamically

depl oyed; 6 ef fEeeceagingdyhamrnt depuepihentobyapsedeatndt seavigenoving 7
the sglected segyi rom t i t €, OF; QLA S@puers
when t he dynani% 52%?%y%g%fnﬁggf$%%é%ﬁgésEgngrgﬂs%?%Pﬁg{?%e rgigpggd%hg
requedts fsohechedoserviceohasonhér yelobeenvdysanicallyhdepflpyetiing st ep
causeg the sel egked £85Yi £eynhit 1dvpanicall ploved; 112, JRg:HEt hod
according to C al mC::L,ﬁ?%rt her colrrcgrc%%g)i n _tﬁﬂé Bg %Jt:ggsgxg%(: Cl%C%mn' totr}i ﬁgaa
nunbef of the seket¢ied sgrwme fegmeshs forstsereen diecnsd TeimpireeOthst 5
trigggringsthg.dynanis dRRI QYABRAL WAER1EYRARNE Ok 548 AHTDER yexceeds a

pr edet erm’?led (tahr esﬁ%ﬁd. 1 3¥ Tﬂecrret Eodpggcor%%ng tgg%rai m g wherein the
predefernmi ned gerviteghbhe nppeivedt vedupstsafron bhedgnanprampyedepheyabl e
3 se{yicesgalydrsThe et hod accdi;ng, t i véﬁge' redetergi ned
2 threshol ?jeagp Feg Fg%t Flte%sg ect%&@%ers%e?e?défl%s The n%%%%§€%(gc%§gi ng%@to
d aihd 2, wherkeéndyhanmggaliyr dagloyed.

2. The method according to Claim 1, further comprising the
steps of:

monitoring a number of the received client requests for
the selected service; and

triggering the dynamic deployment when the monitored

o O o W N

number exceeds a predetermined threshold.

3. The method according to Claim 2, wherein the predetermined
threshold applies to a plurality of dynamically deployable

services.

4, The method according to Claim 2, wherein the predetermined

2 threshold applies to the selected service.

5. The method according to Claim 2, wherein the monitoring
step counts the received client requests at individual ones of

the one or more other servers.
6. The method according to Claim 2, wherein the monitoring
step counts the received client requests at a plurality of the

one or more other servers.
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2 step counts the received client requests at individual ones of 3 the one
or nore other servers. 1 6. The nethod according to Claim?2, wherein the
noni t ori Myo 02/0s36ep counts the received client requests at paTaisar/ad2bg y of
the 3 one or nore other servers. -32 WD 02/095605 PCT/US01/31268 1 7. The
met hod according to aim1, further conprising the 2 steps of: 3

noni téring’a | ogaeoﬁlettﬂ?@dc@@&ﬁri%%é% lk%lnanﬂr Aferilyger Fogprheingnihec
depl ognent sphgy the nonitored load 5 exceeds a predeterm ned threshold. 1
8. A systemfor dynamcally deployin% services in a conputing 2 network,
conpr Bsi ng: 3 nBahdtPEingedeilPrAgOBl CBAt CPBRUEING PEEVATKe| eéBfed 4
servige; S5 meansrigheshyi fie IdigmdnBceided ofRAHES|/Bchr Rk anbhE 8bref $B8LYET
when the sel ected Séervice has not ¥et been"dynamcally 7 deployed; 8 neans
for ePfectBi§e898yAaRFeIgESIBYREAL ThFeShopAagr ammati cal |y noving t he
selected service fromthe first 10 server to one or nore other servers
when the dynam ¢ deploynent 11 is triggered; and 12 neans for serving the
recei Ved rBquesPsSysbait Fer d#i@aérlcaMYn%ﬁEl@vwég SRIViFes dft @r copputing
effechi ng ateRoerUsesmphessghected 14 service to be dynam cally depl oyed.
1 9. A conputer program product for dynam cally deploying 2 services in a
conpui ng net wolRanNEhefednpieeeipiegr & dudteauwsdfbododd an saéeeEehor e
conpuger - r gagabkg,medi a and conprising: 4 conputer-readabl e program code
means _for receiving client 5 requests for a selected service; 6 _
conmpufer - r eadabP@apsoghdin E6a¥ 1Rgaridn g oF eS8 VRAg HamBlest s eEEPRed r E4UBEL s

froma firgtre6rVeheMhent BE1861L641 88rFEEYI R8s §oBa§eBOEe¥ﬁtd?ﬁ?ﬂicallying

dynam cal | y depl oyed; 9 conputer-readabl e program code neans effec
a 7 deployed;
8 means for effecting a dynamic deployment by
9 programmatically moving the selected service from the first
10 server to one or more other servers when the dynamic deployment

11 is triggered; and
12 means for serving the received requests from the one or
13 more other servers after the effecting step causes the selected

14 service to be dynamically deployed.

9. A computer program product for dynamically deploying
services in a computing network, the computer program product
embodied on one or more computer-readable media and comprising:
computer-readable program code means for receiving client
requests for a selected service;
computer-readable program code means for serving the

received requests from a first server when the selected service

0o ~J o 0 W N B

has not yet been dynamically deployed;

9 computer-readable program code means for effecting a
10 dynamic deployment by programmatically moving the selected
11 service from the first server to one or more other servers when
12 the dynamic deployment is triggered; and
13 computer-readable program code means for serving the

14 received requests from the one or more other servers after the
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10 dynam c depl oynment by programmatically noving the selected 11 service
fromthe first server to one or nore other servers when 12 the dynamc
depl oymerwoiog/oesshgyger ed; and 13 conput er-readabl e programpcadsoneans f or
serving the 14 received requests fromthe one or nore other servers after
the _-33 WD 02/095605 PCT/US01/ 31268 15 effectlng step causes the sel ected
servige t o°hkealhagi E5FPPy CatedepPey &G leFtey KB DIPYyRERIBAFRYLY
undepboyi ngeseb¥Eges in a 2 conputing network, conprising steps of: 3
recei ving an undepl oynent trigger for a selected service; 4 determning
one or nore network | ocations where the 5 selected service is deployed,

and 63 . effﬁ@tlnﬂ amQVH§H1CoEndgyﬁQMﬂ§Q119y @ﬁ@@ﬁﬁ@?ﬁﬁ@caéé¥v1geée”PM'nQ the
sel ected service fromone or nore sel ected ones he net wor k

| ocatfons. CquEtlﬁ%enﬁEWﬁéﬁfa%%%PHFﬁ@nGOStﬁﬁﬁn?ie further conpri sing the

2 steps of: 3 reseiw gy i eMadpaeyeshs EQ!‘Lg&@E §§fe§t§é’lééfé’dic§eraﬂge,
cont|nU| ng to serve the receive req uests fromthe network | ocati ons

ot her4than t he ¢RESERIRHPE PR cIO&d @ﬁé@ f??ﬁWQ%ﬁ(ﬂ%OQ§tPH€“%eW€€F§d EBevi ce

was psogr agapétead | yeFeiBY¥eds dedZoydhe aBfhod according to Caim 10,
wherein the unde onnent 2 trigger is based upon usage of the selected
serviBe at the eB3fpetiBek @oéhﬂﬁ@ﬁéi ingsployEenst nBYd eV HRNRR EbCE AV m
10, wmerelﬂeﬁbelﬂadeﬁb%@&%tea tsrelr%%re ISR WomdEd s ke doad ahekhe
network | ocations. 1 14. The pethod according to Caim 10, wherein the
undep? oy medit t@et?¢5ﬁ%¥k|§°§% {@@@pl oyment request issued by an origin
server 3 fromwhich the selected service was initially deployed. 1 15. The
met hod accordlnﬁwéo Claim12, further conprising 2 conparing the usage of
the skl ect®l: sethe deekrd ?ﬁ‘ééﬁe‘{be‘?gn?feoCl%”ﬂh*%sh%‘Pﬁth%dc%%Pﬂ%bHGh

undepp oynmegtepsi@ger when the usage 4 falls below the predetermn ned

threshold )
receiving client requests for the selected service; and

Iy

continuing to serve the received requests from the network

locations dther than the one or more selected ones from which

oy Ul

the selected service was programmatically removed.

12. The method according to Claim 10, wherein the undeployment
trigger is based upon usage of the selected service at the

network locations.

13. The method according to Claim 10, wherein the undeployment

2 trigger is based upon network load at the network locations.

14, The method according to Claim 10, wherein the undeployment

trigger is an undeployment request issued by an origin server

w

from which the selected service was initially deployed.

15. The method according to Claim 12, further comprising
comparing the usage of the selected service to a predetermined
threshold, and sending the undeployment trigger when the usage
falls below the predetermined threshold.

W N
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-34 WO 02/ 095605 PCT/US01/ 31268 1 16. The met hod according to C ai m 15,
wherein a value of the 2 predetermned threshold applies to a plurality of
depl oyed wB 0g@936htes. 1 17. The net hod according to C ai mPCHUSMERES n a
value of the 2 predeterm ned threshold applies to the one or nore sel ected
3 ones of the network |ocations. 1 18. The nethod according to Caim12,
wher el n t hkPusafejBepodoaggerayeantipbetadh thi enberednesat aiye Phethe

sel ecped sgrybigeerRiNblihithHAdet 85P1 Ded tige, i Bt aLYal ¢yl é@-dzﬁﬁog@hmd
according to Claim15, further conprising the 2 Step of 0Obtaining the
usage3at pePTBHFeSintervals for use in 3 the conparing step. 1 20. The

nmet hod according to Caim 10, further conprising the 2 steps of: 3
nonitoring a |load on the conputing network; and 4 triggering the dynamc
undept oymeht - whERe thethedi eererding| badCheekslas prbaseerntnBdlvar e§hshe. 1
21. The mebhededeeldedd iR 18 Whpes eth the oAPINIrREFRL 568kLY cq
removing step further conprises the step of 3 issuing an undepl oynent
requedt foPRehecSelbeteratyeryi éece6iPRE. 4 one or nore selected ones. 1 22.
The met hod according to Caim?21, further conprising steps 2 of: 3

recei ving the undepl oynent request at a_particular one of 4 the network

| ocattons,18he %?tm%%/hl%ﬁ ensEing tonEladmedtedwherpie Bhetnaagat hor R
locatpons fvePu¥BI Ghinilts sk eetigdnterMfifesits | SoPeithg At | ¥ervice
undepl oyed; ,and”7 shutting down the selected service at the particul ar one,
8 responsiWkteint peP¥edetorngnetepinanénEesBolng executed code -35 WO

02/ 095605 PCT/ US01/31268 9 which inplenents the selected service froma

run-time 10 environnent of the particul ar one. o
1 19 The method according to Claim 15, further comprising the

2 step of obtaining the usage at periodic intervals for use in

3 the comparing step.

20. The method according to Claim 10, further comprising the
steps of:
monitoring a load on the computing network; and

triggering the dynamic undeployment when the monitored

o b w NP

load meets a predetermined threshold.

21. The method according to Claim 10, wherein the
programmatically removing step further comprises the step of

issuing an undeployment request for the selected service to the

S W N =

one or more selected ones.

22. The method according to Claim 21, further comprising steps
of:

receiving the undeployment request at a particular one of
the network locations, the particular one being the selected
one of the network locations from which the selected service
is being dynamically undeployed; and

shutting down the selected service at the particular one,

@ J o 0o WD

responsive to the receiving step, and removing executed code
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1 23. A systemfor dynam cally undeploying services in a 2 conputing
networ k, conprising: 3 nmeans for receiving an undepl oynent trigger for a
sel ect ed wo 0i3@936hte; 5 neans for determ ning one or nore meMmspk3fzexati ons
where 6 the selected service is deployed; and 7 neans for effecting a
dynani c undepl oyment by 8 programmatically renmoving the sel ected service
from 8ne oNbfshe gRddmentsy ofekerteet wepkvierat fopB. a 2funatime
conpuber peAgh2BhREAfUelE Ak Puradi-eakhy owadeploying 2 services in a
conmputi ng network, the conputer program product 3 enbodied on one or nore
conput er -readabl e nmedi a and conprising: 4 conputer-readable program code
meansifor pecei i ngydhend> EHHERIPYIRIN ATy IGRIdd oA RE! @Ehed S8 ViiGe: 26
conputer -readabl e program code neans for determning one 7 or nore network
| ocat fons GREPBLiRE BElwer&d Serprééing: 8 depl oyed; and 9 _

conpuger - r eadabhgaRk 086 AN OB ITRARS haaegiia?ﬁéhﬁgtﬁ%gl& BgRY Gelected
undepl oynent by programmatically Tenoving the selecte 11 service from one
or nnﬁe sefBEVeHSdnes of the network 12 locations. 1 25. A nmethod of
dynanmgcal |y redgphyi Bgr S@&¥e &MYy dne? oTOMBYEI AGLNEEWOTKcat2BRE! 7hBge
steps of: 3 receiving a redeploynment trigger for a selected service, 4

det er ki ni n§henEcbpCHBAe SREVEEEK 1F0EEPILONSWNEPE the 5 sel ected service has
been depl oyed fhraphkts @9 NAFFLOEALEON 2 6 RfyrBfh QY | guadéﬁrns?{n;en% by
programmatically renpving the selected servicé fromthe 8 network

| ocat Pons BRAIEHENRFGr-hl % iaRavingn Fhe3seer bed 095605 PENWSORES PL6FOTE
progranmat sgakkyefephasi B¢ the sekfetediseryiggsat the 10 network

| ocations and the origin server. 1 26. The method according to C ai m 25,
wherein the redeploynent 2 trigger conprises a redeploynent request from

the ofiginzga, A computer program product for dynamically undeploying

2 services in a computing network, the computer program product
3 embodied on one or more computer-readable media and comprising:
4 computer-readable program code means for receiving an
5 undeployment trigger for a selected service;

6 computer-readable program code means for determining one
7 or more network locations where the selected service 1is
8 deployed; and

9 computer-readable program code means for effecting a

10 dynamic undeployment by programmatically removing the selected

11 service from one or more selected ones of the network
12 locations.

1 25. A method of dynamically redeploying services in a
2 computing network, comprising steps of:
3 recelving a redeployment trigger for a selected service;
4 determining one or more network locations where the
5 selected service has been deployed from its original location
6 at an origin server;

7 programmatically removing the selected service from the
8 network locations and the origin server; and
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3 server. 1 27. The nethod according to G aim25, further conprising the 2
step of sending the redeploynent trigger when the selected 3 service is to
be revi sewd0 0202805 The nmet hod according to C aim 25, furthecTasnpsizes ng the

2 steps of: 3 receiving client requests for the selected service; 4 serving

t he rgcelved requests fromthe network | ocations grlor to rece|V|ng t he
r edepfoynent trPﬁ@gFamQﬁﬁléa%éVvﬁﬂf%ﬁﬁ%qu%ﬁ@eéeiéﬁ gdt UL tale the
repl aged sgevieek Zo@Ekan&hﬁnﬁrQﬁéaﬁﬂﬁghﬁaEE¥vé§UDV'ng and _
programmatically 8 replacing steps 9. The nethod according to Claim
25, further conprising the 2 steps of unpublishing the selected service

afterirecepyi, ngTh@eme@ncSc@d@cRidmm thr CAeh, 2 9N tihe £ 18ld eRgRb1bGent
progrgnnatlcall 4 renovi ng and progrannatlca1ly repl aci ng steps, "and then

5 repfibl i shfh§9Rke SETRELRBSs6t vitCdePRevBshter request THeothetthed aEE6Lgi ng
to Caim28er{ydgt her conprising the 2 step of sending a subsequent

redepl oynent request to each of 3 the network | ocations, responsive to
receiving the redepl oynent 4 request fromthe origin server. 1 31. The
met hod accgvdlnghéomé%ﬁba1§9coﬁﬁeﬁelﬁotbfalﬁ PBOQE@FEHékcéb%% ri§Ph §Ctﬂa
step further conprising the steps "3 0 WO 02/ 095605 PCT/ USO1731268 4
i ssui Ag a 8EBPowfenteR h%%sFhﬁoﬂ94ﬁ9¥9¥mﬁﬁ§x¢§e9@¢€eWhﬁ@mt@?aS§éP§E?@d
one of thesagyyeekikoegt hansevbskgCei ving a response nmessage at the

sel ected one of the 7 network |ocations, the response nessage containing a
8 replacenment for the selected service; and deploying the 9 replacenent
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1 32. A system for dynam cally redepl oying services in a 2 comput i ng
netwofk, cBREPFsPHRY:

3 receiving client requests for the selected service;
serving the received requests from the network locations
prior to receiving the redeployment trigger; and
serving the received requests using the replaced service

after the programmatically removing and programmatically
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replacing steps.

29. The method according to Claim 25, further comprising the
steps of unpublishing the selected service after receiving the
redeployment trigger, until completion of the programmatically

removing and programmatically replacing steps, and then
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republishing the selected service thereafter.

30. The method according to Claim 26, further comprising the
step of sending a subsequent redeployment request to each of

the network locations, responsive to receiving the redeployment
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request from the origin server.
31. The method according to Claim 30, wherein the

programmatically replacing step further comprising the steps
of:
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3 neans for receiving a redeploynent trigger for a selected 4 service; 5
means for determ ning one or nore network | ocations where 6 the selected
servi ce hao obeewotlepl oyed fromits original 7 |ocation a®canset/3gsi
server; 8 neans for programmatically renoving the selected service 9 from
the network | ocations and the origin server; and 10 neans for
progr&mmat i cal | §SFepPact iR IRymesite feEHCSEr TPE LD 1Seteqipd marWdioe from

| ocat jons andeiBeraai ghB 8@ ¥8E: ndtR3rkA168HRYLAL ; Program product for
dynam cal ly redeploying 2 services in a conputing network, the conputer

progr &m product Fe3eeBod &d TRFRME D MafFad T cp it -sebeabee oedi afakbe
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redeploynment trigger for a selected service; 6 conputer-readable program
code freansr¢BtameBABLf ofor7 R ersB iR PbnSBVissie A8CwARPLEYANYoNE Rher e

the sel ectgbo1 Scafdt G Nah e 88BHOYEHVIEOM 1 USHOTIHINAed B8Rl LEN LAk an
9 origin server; 10 conputer-readable program code neans for neans for 11

pr ogt @nmat PREVPY K EABREAGRERe sel ected service fromthe network 12

| ocations and the origin server; and 13 conputer-readabl e program code
means_for neans_for 14 progranmatically replacing the selected service at
t he nktworR2- 158| oeestols &ne theaicall sempsleploggng services in a

2 computing network, comprising:

means for receiving a redeployment trigger for a selected
service;

means for determining one or more network locations where
the selected service has been deployed from its original
location at an origin server;

means for programmatically removing the selected service
from the network locations and the origin server; and

means for programmatically replacing the selected service
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at the network locations and the origin server.

33. A computer program product for dynamically redeploying
services in a computing network, the computer program product
embodied on one or more computer-readable media and comprising:
computer-readable program code means for receiving a
redeployment trigger for a selected service;
computer-readable program code means for means for

determining one or more network locations where the selected
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service has been deployed from its original location at an
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origin server;
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computer-readable program code means for means for
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programmatically removing the selected service from the network
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locations and the origin server; and
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computer-readable program code means for means for
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programmatically replacing the selected service at the network
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locations and the origin server.
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