
;e3e n"   !!!(!6"Tn" (12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE
PATENT COOPERATION TREATY (PCT) (19) World Intellectual Property
Organization . InternaUonal Bureau ,, ____ (43) International Publication
Date 23 January 2003 (23.01.2003) PCT (51) International Patent
Classification': H04L (21) International Application Number:
PC1'/IBO'J037'_'0 (22) International Filing Date: lOJuly 3003 (10.07.'?003)
(25) Filing Language: English (26) Publication Language: English (10)
International Publication Number WO 03/007524 A2 CZ, DE, DK, DM) DZ, EC,
EE, ES, FI) GB, GD. GE, GH, GM, HR, HIJ, ID, IL, IN, IS, Jl', KE, KG, KP,
KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA. MD, MG) MK, MN, MW, MX, MZ, NO, NZ,
OM) PI-I, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM, TN, TR, TT, T'Z,
UA, UG, UZ, VN, YU, ZA, ZM, ZW. Designated States tregtonal): ARIYO patent
(GH, GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG) ZM, ZW ), Eurasian patent (AM,
AZ, BY, KG, KZ, MD, RU, TJ, TM >, European patent (AT, BE, BG, CH, CY, CZ,
DE, DK, EE, ES, FI, l:R. GB, GR, IE, IT, LU, MC, NL, PT, SE, SK, TR), OAPI
patent (BF, BJ, Ch, CG, CI. CM, GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).
(30) Priority Data: 09/903,770 10 July ?001 ( 10.07 300l ) US (71)
Applicant: PACKET TECHNOLOGIES LTD. [IL/IL], Hamachtesh Street G, 58810
Holon (IL). (72) Inventors: SHAFIRA) Yaniv; Hashaaron Street, Bet Dagan
(IL) SHOHAT, Drory, Ah~me~r Street 14, Raman Gan (1L). ZEZAK, Moshe,
Hatizmoret Street 4G, Rtshon Letzion (IL) GILBOA, Niv, Aharonovitch St. 5,
Kfar Saba (IL). (81) Designated States !national): AE) AG, AL, AM, AT, AU,
AZ, BA, BB, BG) BR, BY, BZ, CA, CH, CN, CO, CR, CU, Q Published: - without
mternanonal search report and to be republished upon receipt of that report
For nvo-Letter codes and other abbrevtauons, refer to the "Guidance Notes
on Codes and Abbrevtataons"appearing at the begmn~ng of each regular essue
of the PCT Gazette N ~4) Title: VIRTUAL PRIVATE NETWORK MECHAMSM
INCORPORATING SECURITY ASSOCIATION PROCESSOR VPN FIREWALL 14 16 PDA WAN/
VPN FIREWALL INTERNET i.20 22 CABLE PLUG ADAPTER N  BftOADBAND ~ ~N MODEM
2a 34 VPN FIREWALL 30 32 LAN COMPUTER O O O (57) Abstract: A novel and
useful virtual pnvate network (VPN) mechanism and related security
association processor for main taining the necessary security related
parameters to perform security functions such as encryption, decryption and
authentication. O A security association database (SAD) and related
circuitry is adapted to provide the necessary parameters to implement the
IPSec group of secunty specifications for encryption/decryption and
authentication. Each secunty association (SA) entry in the database
comprises a11 the parameters that are necessary to receive and transmit VPN
packets according to the 11'Sec specification. .ALFES;
Mm")5m'I{vpke`ZU]caU]ca]caU]ca]caU]ca]caV]ca]caU]ca]ca]caU]ca]caU]ca]caU]ca
]caU]ca]caU]ca]caU]ca]caU]ca]ca]caU]ca]caU]caU]caIX{TVaa c n     "5HL
{vpkfa{vpke`ZU]caU]ca]]ca]ca]caU]ca]ca]ca]ca]c:aU]ca]ca]ca]ca]ca]caU]caU]c
aV]caV]caU]caU]ca]caV]caU]ca]caU]ca]caU]ca]caU]caSM|Z;Y 10%&'()-z!0Y
10%&'()-z!,Y 10%&'()-z!;&s10%  &'()- q&s10%% %&'()-Fm"10%&'()-MaB@
10%&'()-!{3F   10%//&'()-3F
10%&'()-410%&'()-S10%&'()-10%&'()-SmTV{Y:L!-10%&'()-F!ims10%&'()-S!drs10%&'
()-S!s10%&'()-S s10%M&'()-S@10%&'()-Va c   b@!0Y (10%&'()-L`S#$10%
&'()-0S#$10%R!&'()-`10%&'()-f '10%PP&'()-f'10%&'()-f
"z[9!X@/10%jj&'()-F#'10%&'()-v210%&'()-!`3. 10%44&'()-9!03. 10%&'()-9!0Y
(10%pp&'()-L"5H zX9!X@/10%jj&'()!cl;
T&10%&'()-!c0l2T&10%&'()-l2T&10%L"&'()-!`l2T&10%m }m }&'()-!l2T&10%&'()-
Normal" "Heading 13]c" "Heading 23]c" "Heading 33]c" "Heading 43]c"
"Heading 53]c" "Heading 63]c" "Heading 73]c" "Heading 83]c" "Heading 93]c"A
"Default Paragraph Font I MV "   6Times New RomanArialCourier New"h Root
EntryWordDocumentn"   


