METHOD AND APPARATUS BY VWHI CH A HOVE NETWORK CAN DETECT AND COUNTERACT

VI SI TED NETWORK | NBOUND NETWORK TRAFFI C REDI RECTI ON  BACKGROUND Fi el d of
the Invention [0001] The present invention relates to counteracting
steering of inbound roam ng vi sited public nobile network. Background
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Network Traffic Redirection” discloses a method within a nobile

t el ecommuni cati ons network such as a GSM network environnment, for
redirecting a home network (HPMN) operator's outbound roaners' traffic to
preferred visited networks or according to distribution control of the
home oPéCHK@EROUNBet er i nation. An enbodi nent of that type of outbound

Traffi ?;’ﬁ?gffh%%wbé?ﬂloﬁTR) solution is based on MAP signaling and is
depl oyed on the network side that is SIMindependent and deals w th handset
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patent,, |§|?e‘%}¢1§b%hf38rien ga&ns of (HPMN) operators have depl oyed or are about
to deploy that type of MAP signaling-based network TR solution in their

networ ks. Furthernore, the GSM Associ ation has also published its

gui del E&Eké%l{%ﬁ?%?b?@%ﬂ)@g@ type of traffic redirection service terned

as Steerin However, the non-preferred visited networks
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with th@sﬁ%uéﬁcﬁnmfhﬁl filing of that United States and international patent application,
dozens of (HPMN) operators have deployed or are about to deploy that type of MAP
signaling-based network TR solution in their networks. Furthermore, the GSM Association
has also published its guideline IR 73 regarding this type of traffic redirection service termed
as Steering of Roaming (SoR). However, the non-preferred visited networks may want to
avoid the roaming traffic being redirected away from their networks.
[0003] Document WO2006/110833 teaches a method by which a visited mobile
telecommunications network (VPMN) can provide a form of inbound traffic redirection (ITR)
such that it can retain inbound roamers, or improve its chances of preventing those inbound
roamers from unwittingly leaving that visited network and latching on to a different visited
network.
[0004] Successful TR or SoR, necessarily results in certain VPMN operators losing lucrative
inbound roaming traffic. Accordingly, those visited network operators will become interested
in technological measures to combat TR. Document WO2006/099388 teaches such a
method of automatically combating traffic redirection at the visited network. The invention
disclosed there serves to make an inbound roamer's registration with the VPMN successful
by defeating both HPMN’s attempt to engage in outbound TR and a competitor VPMN's
attempt to retain the roamer by technological measures such as ITR. Anticipating the need



by defeating both HPMWN s attenpt to engage in outbound TR and a conpetitor
VPW s attenpt to retain the roaner by technol ogi cal neasures such as ITR
Anticipating the need 1 for VPMNs to use technol ogi cal neasures to counter
these attenpts to oppose out bound or inbound TR, Docunent W?2006/ 099389
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def ends agai nst a operator's possible tactics to delay an inbound

r oarrer Tediregiianempt to | eave the VPMN so to register other networks within
the same country as the VPWN. It nmakes the followng clainms within the GSM
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[0007] According to a first aspect of the invention there is provided a method for countering

a traffic redirection of an inbound roaming mobile station in a Visiting Public Mobile Network

(VPMN) by a Home Public Mobile Network (HPMN), the method comprising the steps of :

holding a second registration message from a second VPMN on an outbound roamer of the

HPMN, on detecting that the status of an immediately previous message sent from the

HPMN to the second VPMN on the outbound roamer was a location cancellation and the

second registration message from the second VPMN on the outbound roamer is received

while a first registration message from a first VPMN for the outbound roamer is being

processed at the HPMN; detecting the status of the first registration message, and routing

the second registration message for processing only on detecting a failure of the first

registration message.

In one embodiment, detecting the status of the first and the second registration messages
comprises passively monitoring the exchange of registration messages between the VPMN
and the HPMN.



regi stration nmessage. In one enbodi mnent, detecting the status of the first
and the second registrati on nessages conprises passively nonitoring the
exchange of registration nessages between the VPMN and the HPMN. 2 In

anot her enbodi nent, detecting the status of the first and the second

regi strati on nessages conprises activelyégggjtori signaling
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met hod Tar rises failin e second reglstratfion nmessag on
det ect iaegtigrhancellagiont at us of an i Mmedi ately previous registration nessage
on the first VPMN was a success. According to another aspect of the

invention, there.is provided stem f.or u ri . i.rection
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( VPMWN) ohylelactiaraesiRubtd of thdirist regiobtimorkegsd®®/N) , t he system conprising: a
probi ng bl ock for observing at |east one registration nmessage exchanged

bet ween the, VPMWN and t HPMN: a. hol.ding bl ock for holding a secqnd

" og! ot PAIBRYESSabEe of G Seoaib R oBINTROToSdH SR L SR APS G e o
first wR@ssdd atjeatingnBesSagptrbliciMmistades ithRivNrfatd tile-dunldune regisisation i s
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one r&8Yre¥fati on message exchanged between the VPWN and the HPMN: and a
routing block for routing the second registration nessage for processing.

In some embodiments, the method further comprises failing the second registration message
on detecting that the status of an immediately previous registration message on the first

VPMN was a success.

According to another aspect of the invention, there is provided a system for countering a
traffic redirection of an inbound roaming mobile station in a Visiting Public Mobile Network
(VPMN) by a Home Public Mobile Network (HPMN), the system comprising: a probing block
for observing at least one registration message exchanged between the VPMN and the
HPMN; a holding block for holding a second registration message from a second VPMN for
an inbound roamer, while a first registration message from a first VPMN for the inbound
roamer is being processed; a detecting block for detecting the status of the at ieast one
registration message exchanged between the VPMN and the HPMN; and a routing block for

routing the second registration message for processing.

Preferably, the probing block intercepts a signaling link between the HPMN and an
international STP. In embodiments, the probing block passively monitors the registration
messages exchanged between the VPMN and the HPMN. Preferably, the probing block is
coupled to the HPMN Roaming STP. Preferably, the probing block monitors the registration
messages exchanged between the VPMN and a HPMN STP.



Preferably, the probing block intercepts a signaling |ink between the HPWN
and an international STP. In enbodi nents, the probing bl ock passively
nonitors the registration nessages exchanged between the VPMN and the
HPWN. Preferably, the probing block is coupled to the HPWMN Roam ng STP.

Preferably, the probing block nonitors the registrati on nessages exchanged
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FI GUREQLROQSthofi gure 1 illustrates an architecture for anti-ITR in an
i n-signaling path enbodi nent of the present invention. [0009] Figure 2

depi cts anot her possible routing option under an enbodi nent of the present
invention that does not use Translation Type (TT). [0010] Figure 3 depicts

yet an@RIEE pESeRIPAONCHE TREUNEERERN enbodi ment using translation type.
[0011] Fi gure 4 depicts yet another routing approach under an enbodi nent of
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invention that does not use translation type.

[0012] Figure 5 depicts yet another routing approach under an embodiment of the present

invention that does use translation type.

[0013] Figure 6 depicts an exemplary anti-ITR signal flow under the present invention to

defend against the ITR attack by a second VPMN.

[0014] Figure 7 depicts an exemplary signal flow of a genuine concurrent registration under

the present invention.

DETAILED DESCRIPTION OF THE INVENTION

[0015] According to the present invention, a solution for counteracting visited network
(VPMN) based inbound network traffic redirection (hereinafter “anti-ITR”) can be deployed in
the HPMN network within the signaling path, or in other embodiments by means of a
monitoring approach. It can be implemented or deployed as an add-on module of the in
signaling-path based HPMN TR solution.

[0016] Figure 1 illustrates an architecture for anti-ITR in an in-signaling path embodiment. In
this architecture, roaming SCCP messages including Location Update Messages can be
redirected thru the anti-ITR 100 by the HPMN Roaming STP 101 (Signal Transfer Point)
before messages reach HPMN HLR 102. To avoid looping, any number of deployment
options may be suitable including without limitation: redundancy with primary and secondary

routing are possible improvements on these options.



nmoni toring approach. It can be inplenmented or depl oyed as an add-on nodul e
of the in signaling-path based HPMN TR sol ution. [0016] Figure 1
illustrates an architecture for anti-1TR in an in-signaling path
enbodinment. In this architecture, roam ng SCCP nessages including Location
Updat e es _can be redirected thru the anti-ITR 100
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Figure 5 depicts a possi b e I ment at doées use translation type.
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[0020]Note that the SCCP re-routing options do not necessarily require the rerouting of

SCCP messages of E164 CdPA from HPMN to non-HPMN thru an anti-ITR module if the
SCCP messages from HPMN to VPMN at the roaming links are monitored. Therefore, use of
a monitoring option is depicted in the anti-ITR network architecture.

[0021]But whichever of the foregoing or other possible deployment options are applied, an
anti-ITR solution under the present invention normally would receive an outbound roamer’s
Location Update transactions (including acknowledgement and cancel location from HPMN
HLR to VPMN VLR) between VPMN and HPMN.

[0022]To the extent a roamer still succeeds in registering on ITR applying VPMN network
after an HPMN anti-ITR solution, then the other HPMN can deduce the failure of its HPMN
anti-ITR solution and the success of the VPMN ITR solution. If the roamer failed to register
on the VPMN network after the anti-iTR solution, then HPMN can deduce the success of the
HPMN anti-ITR solution and the failure of the VPMN ITR solution.

[0023]Based on these types of deductions and subsequent success or failure of HPMN anti-
ITR, HPMN can produce all kinds of reports including without limitation signaling load
overhead, anti-ITR success/failure, percentage of redirected outbound roaming traffic and



SCCP nmessages from HPMN to VPMN at the roam ng |inks are nonitored.
Therefore, use of a nonitoring option is depicted in the anti-ITR network
architecture. [0021] But whi chever of the foregoing or other possible

depl oynent options are applied, an anti-ITR solution under the present
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| ocation update is observed (via reroutin \ﬂs nonitoring) to be aborted or
ended @i Bpexpected data value etc) against the new VPMN (VPMN 2).
[0026]Note that if the earlier location update with the other VPMN (VPMN 1) is successful,
then the held location update message would not normally be relayed fo the HPMN HLR.
Note also that anti-ITR under the present invention need not hold a location update message
regarding an HPMN roamer from a VPMN if an earlier location message is already
compieted (for instance, whether there is an abort or a location update response irrespective
of error or not). Neither would anti-ITR under the present invention necessarily hold a
location update message regarding an HPMN roamer from a VPMN that has not been
previously cancelled on the same roamer.
[0027]Figure 6 depicts an exemplary anti-ITR signal flow under the present invention to
defend against the ITR attack by VPMN 2.
1. Here, an outbound roamer registered with VPMN 2 is registering with a VPMN 1 VLR
600.
2. VPMN 1 VLR 600 sends LUP to a HPMN HLR 803 (redirected thru the HPMN anti-
ITR 602). An HPMN Anii-ITR 602 noted that this LUP transaction is not completed
yet



(System failure, unexpected data val ue, m ssing paraneter etc) or timed-out
w thout conpleting the transaction, then the currently-held |ocation
update of that roaner on the new VPM can be allowed to proceed through
its normal routing to the HHR O herwi se the held MAP |ocation update

coul d eithe rted or tined-ouyt qr, rej ] rror (S m
Fatlur e DnerbBLAD eatis bebipSitondh eV PRNGS vih B! loskiats
[ 0026] Not e bhabnitdred Bethe &tHNIR anti-OFRAEO D NThepidRMB! anitit TR 602 notdadhe VPMN 2 VPIWN 1)
i s successf en thq4heLd | ocati on update nessage woul d not normally be

| t
rel ayed to tjoh‘ghqfl?’ REHI0EPRAP8b that anti- I TR under the present
i nventi om. ngEMINNRtITRAABM solltipedbkana upddibe upeste ageil the gaamtirngerarbddNMN r oaner

ot ance,  wHBURGE 1 eRfatv2 05 bk PR Parsact i TSt 6 PReibR S’

irres {)_ect i VB stibin ﬁl!errﬁxtiﬁglrof t‘naazt!)LfP hdems_talaﬁdsnuwlggtlémhnel ige?a‘eﬁﬂra% ﬂ%ﬁnﬁl&maﬁmﬁ; mt
e P onSSE TRk Haheh ot STk PRSP REO SR e RG] M
roaner. [OO%E]g'n@uﬂoemérdceifepi cts ainngxerrpl ary antit-LIRbsi %Bﬁ/:\l f2I O\iv undre(ra tgﬁ
but bound F oami Hetsos sFud Pl Rtk T LR g eBfesd b i movisiie B ik
g(F)’(I\)/N 2. _\/!DI\AIHel-I%MRaGWFBngEJS LUP 'E?)Ta HPg/N HLR 603 (reg: reﬁbgdt:gﬁlgaz'?ieon
is no?nf:lcﬁnpyéﬁgdpeégtﬁéﬁs%. mé@%tck@@c%ggggﬁﬁfg\?@g\%?@% Itoc:tti on to the VPWN 2
FPNN ant i -1 TR 602 not ot Lhe VENN- 2. L0 sher o1 e Foncel - Looat] O s, Sent -
4. VPMWN 2 |'T'ﬁ”‘gﬁﬁd By R FEF(& 3%2@%69%-%%@%&%@3@@%&?? tie e YEMN T wer e
bocause HPVNE. f o St LLl i The Tiddl e ot e IR  Lansacti g LeVPAN 1
regar di n?’g %N@?@’“bg{a rsengﬁéjﬂh?émﬂﬂﬂﬂé%ﬁégww %\DW{\I\}%&EENP&/N
cancel -1 ocaggpon has just been sent to on the sane roaner 5. HPWN HLR 603
sends ISD to the VPMN 1 VLR 600 (redirected thru or nonitored by the HPNN

anti-1TR 602)
[0028]Figure 7 depicts an exemplary signal flow of a genuine concurrent registration under

the present invention.

1. Here, an inbound roamer registered with VPMN 2 is registering with VPMN 1.

2. VPMN 1 VLR 700 sends LUP to HPMN HLR 703 (redirected thru a HPMN anti-ITR
702). HPMN Anti-ITR 702 noted this fransaction is not completed yet

3. HPMN HLR 703 sends cancel location to VPMN 2 VLR/ITR 701 (redirected thru or
monitored by the HPMN anti-ITR 702). HPMN anti-ITR 702 notes the VPMN 2 to
which the cancel-location is sent.

4. VPMN 2 VLR 701 sends a genuine a location update because the roamer is
immediately back in VPMN 2. HPMN anti-iTR 702 holds the LUP message from
VPMN 2 because HPMN is still in the middie of the LUP transaction with VPMN 1 on
the same roamer and the LUP comes from the VPMN that a cancel-location has just
been sent to on the same roamer

5 HPMN HLR 703 sends LUP reject error to VPMN 1 VLR 700 (redirected thru or
monitored by the HPMN anti-ITR 702). HPMN Anti-iTR 702 notes that the VPMN 1
LUP transaction is completed with error. HPMN anti-ITR 702 then relays the held
VPMN 2 LUP to HPMN HLR 703

6. HPMN HLR 703 sends 1SD (redirected thru or monitored by the HPMN anti-ITR 702)
to VPMN 2 VLR 701

7. VPMN 2 VLR 701 sends ISD ack to HPMN HLR 703

7



6. VPWN 1 VLR 600 sends |ISD ack back to the HPMN HLR 603 7. HPWMN HLR 603
sends LUP ACK to the VPWMN 1 VLR 600 (redirected thru or nonitored by the
HPWN anti-1TR 602). HPMN Anti-ITR 602 notes that the VPMN 1 LUP

transaction is conpleted 8. HPWN anti-ITR 602 sends LUP error on the held

VPWN 2 LU LR/ TR, 601 j002 igure 7 de y

i gnal T owr BMENYBGH SR AP B SRR Aen B Sty e R St

i nventi on IOZ)H@WMMEIVLRtmund roamer registered with VPMN 2 is registering
with VPWN 1. 2. VPMN 1 VLR 700 sends LUP to HPWN HLR 703 (redirected thru a
HPMN anti-1TR 702). HPMN Anti-1TR 702 noted this transaction is not

conpl etaigkryetiatlonsHPMN HLR 703 sends cancel |ocation to VPI\/N 2 VLRI TR 701

(redirected thru or npnitored by the HPW anti -1 TR 702g anti -1 TR 702
not es tHEBRKAe aBovenRl Hie ?Cl'ﬂfécae%fheﬂhoﬁ%@étof%?\arv§k%‘éfhtth ﬁf" bayBR 701

sends ﬁmgﬁwﬁ'dﬂﬁthé stOSAS(ItRE inyBAtRIhE aRedAMRE TR alRMNE 2 dchemkTolginatainy back
in VPMN 2. HPWN anti-1TR 702 holds the LUP nessage from VPM 2 be%ause
HPWN i éndpravisigningithe Gl atine cytooung raanter it a Nargless SAMIUNIEAIBMEN B0 WiPhe same

roamer haglthovB® ohidPa YPWBSard @raettéf&edlﬁ’é\%lhga%g@eﬁ@gﬂmm theDGRMNO NND@SrduESt
been sent to on the sane roaner 5 703 sends LUP - re ect error to

VPMWN 1 V&iationpand mediieaionear hRmesspt inketion otilbef tarserRecHiPNDasf §F.areiRary02) |

HPMN' Agtiil il thRak G2 viB@t® hel drabodientY i hdve hdlPbbérnaisasdddoFol Sxe® vfiied Wit h
error. HPW anti -1 TR 702 then relays the held VPMN 2 LUP to HPM\I HI?R 703

6. HPMU e Revehed eRedimspls; Fediressdt Byeptinnys SPPIRMANEE PEmaply fiam!

anti - | EER/@\Q%) CSMPMYBMMM wkR RO brebenMRINtdn MidR al$blbes efsltivéipih@etehted HPWN
HLR 703 . HPMN HLR 703 sends LUP ack (redirected thru or nonitored b

the HPRN QHMA«I IR WEPMA.0 Gt stovL RT 78y Ry PeRYATAt PlofOMeiR A Bvi deé
above f{dcolurR@libnSatiiich &fd LS aredhorffaty Bavinguedd tol oplefaté R@hArd 'hoael not  as
a

network to which they normally subscribe, but have the capability of also operating on other

neighboring or remote visited networks.



limtation on the scope of the invention, are detailed illustrations of a
schene for generating and provisioning the CSI of the outbound roanmer in a
Wi rel ess communi cati on network, who has noved onto a VPMN and is detected
as being registering with the VPMN. Nunerous variations and nodifications
of the_present jnvention will of course occur to those of ordinary skill

i n t he TRFRNIEH rgT8EGRSSE t he enbodi ments that have now been discl osed. For
exanple, while in the described enbodiments, the present invention is

i mpl ement rimarily fromthe point of view of GSM nobile networks, the
pr esen@%”ﬁg@gg@?fr ﬁ‘ﬁéx‘fﬁg&be effectively inplemented on CDVA, 3G WCDVA,
GPRS, efy 111r any other network of comon carrier teleconmunications in
whi ch end users are normally configured to operate within a "honme" network
to whi &PM Fﬂev normal Iy subscribe, but have the capability of al so operating
on ot hgt 73 BRIcBAPOF RewmiAg renote visited networks. 8 Technical references
GSM 902, QriX, Qr0X, 077X, GSM 1111 GSM 1114 IR 73 Steering of Roam ng
GSM 3458M¥4SegditsOTAGSM 31048Securi t yOTA, GSM

23119Gaispyenisecatirdidieyi ster, GSM 408Mbbi | eARadi o GSM

23122Mphi | eSt atti onProcedure GSM 24008Mobi | eRadi o, GSM22011

Servi cSRMeEdPFRIawpYLesalipaRaitel eMbdeSel ecti on  GSMROO10ET r or Net wor kKMppi ng
GSM 290@2MAGSMb BRSNS at i ons  Abbrevi ati on Description 3G Third generation

of nobile ) _
GSM 23122MobileStattionProcedure

GSM 24008MobileRadio,
G8M22011ServiceAccessiblity
GSM25304ldieModeSelection
GSM29010ErrorNetworkMpbping
GSM 29002MAP



BSC Base Station Controller BCSM Basic Call State Mdel CAMEL Custom zed
Application for Mbile Enhanced Logic CDVA Code Division Miltipl exed
Access CLI Calling Line Identification CdPA Called Party Address CPA
Callin Part Address CAP Canel Application Part CC Country Code CB Call
Barring CSI Canel Subscription Information DPC Destination Point Code GVBC
Gat eway MSC GPRS Ceneral Packet Radio System G.LR Gateway Location Regi ster
GSM G glirevidsiop f or Mobil e GSM SSF GSM Servi ce Switching Function GI
Gobal Title HLR -H HLR from HPMW HLR Hone Locati on Regi ster HPMN Hone
Public Mobile Network I MSI |nternational Mbile Subscriber Identity IN
Intelligent Network |ISG International Signal Gateway | NAP Intelligent
Network Application Part |1SD MAP Insert Subscriber Data 1AM 1niti al

Addr es Abtrggiation | DP | nPeseatipthen| N/ CAP nessage | SUP | SDN _User Part LUP MAP
Locat i @& Update MAP Mobhire géyperatioatf obiar t
BSC Base Station Controller
BCSM Basic Call State Model
CAMEL Customized Application for Mobile Enhanced Logic
CDMA Code Division Multiplexed Access
CLI Calling Line ldentification
CdPA Called Party Address
CgPA Calling Party Address
CAP Camel Application Part
CC Country Code
CB Call Barring
Csli Camel Subscription Information
DPC Destination Point Code -
GMSC Gateway MSC
GPRS General Packet Radio System
GLR Gateway Location Register
GSM Global System for Mobile
GSM SSFE GSM Service Switching Function
GT Global Title
HLR —H HLR from HPMN
HLR Home Location Register
HPMN Home Public Mobile Network
IMSI International Mobile Subscriber |dentity
IN Intelligent Network
SG International Signal Gateway
INAP Intelligent Network Application Part
ISD MAP Insert Subscriber Data
IAM Initial Address Message
IDP Initial DP IN/CAP message
ISUP ISDN User Part
LUP MAP l.ocation Update
MAP Mobile Application Part
MCC Mobile Country Code
MCC Mobile Country Code
ME Maobile Equipment
MNC Mobile Network Code
MO Mobile Originated
MSC Mobile Switching Center
MSISDN Mobile Subscriber ISDN Number
MSRN Mobile Subscriber Roaming Number
MT Mobile Terminated
MTP Message Transfer Part

10



MCC Mobil e Country Code MCC Mobile Country Code ME Mobile Equi pment MC
Mobi |l e Network Code MO Mobile Originated MSC Mobile Switching Center
VBl SDN Mobi | e Subscri ber |1 SDN Nunmber MSRN Mobil e Subscri ber Roam ng Nunber

MI' Mobil e Term nated MIP Message Transfer Part 10 NP Nunbering Plan NPI
Nunbering--Pl.an .lndicator NDC National Dialing Code--ODB-Operator—Determ ned

Barri n&\P OTA Quer The |ANHM®erRg PigR gi nati ng CAMEL Subscription Lnflor mation
PRN Pr®lH!de Roami ng NuniSembrring Riamingdicatot Al | owed RR Roamni ng Restlri ct ed
due toNDGupported featNaondRDidting Coge | ndi cat or SPC Si gnal Point |Code SR
Send Rappng | nfor mat i bOpeBt&iDScamaied®armagt i on Control part STH Signal
Tr ans grA0I Nt STP-H P@%Pﬁ!‘i’e R - SV Send RoutTng Tnformati on For [Short
Messan Csl\.,r' Sert VICEI,_E =) r@'ﬁauﬁ@b}Al\ﬁé Sﬁ'ﬁgpﬁﬁftﬁ){ t’ﬁ‘fdﬂﬁﬁ%‘éh Srv—Subscrii ber
| dent i PRNVUUUI e—STK IFyEOVidé Rola[;nmg St 1 ‘bcu Hof

RNA Roaming Not Allowed

RR Roaming Restricted due o unsupported feature

Rl Routing Indicator

SPC . Signal Point Code

SRI Send Routing Information

SCCP Signal Connection Control part

STP Signal Transfer Point

STP-H HPMN STP

SRI-SM Send Routing Information For Short Message

SSP Service Switch Point

SSN Sub System Number

SIM Subscriber Identify Module

STK SIM Toal Kit Application

SM-RP-UI Short Message Relay Protocol User Information

STP Signal Transfer Point

SS Supplementary Services

TR Traffic Redirection

T-CSl Terminating CAMEL Service Information

TP SMS Transport Protocol

UDHI User Data Header Indicator

UDH User Data Header

UbD User Data

VAS Value Added Service

VLR-V VLR from VPMN

VLR Visited Location Register

VMSC Visited Mobile Switching Center

VPMN Visited Public Mobile Network
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SM RP- Ul Short Message Rela Protocol User Information STP Signal Transfer
Poi nt SS Suppl enentary Services TR Traffic Redirection T-CSI Term nating
CAMEL Service Information TP SMS Transport Protocol UDH User Data Header
I ndi cator UDH User Data Header UD User Data VAS 'Val ue Added Service VLR
- V VLR from VPWMN VLR Visited Location Re ister VMSC Visited Mbile

Swi tch%“@nter VPWN Visited Public Mbile Network 11 CLAIMS | claim
1. A nethod for countering a traffic redirection of an inbound roanm ng
nobile station in a Visiting Public Mbile Network, (VPWN), by a Hone
Public!KBBF1 e Network, (HPMN), the method conprising the steps of: -

hol di ng & s@acAdEod RE t&intéingANtrdMRSEaBs:tibh @MiRindeGRNGaMNY M efllcatatourtipaund
roamer of the HPNMN, on detecting tha e status o

_ _ hat th of an i medi a revi ous
reasage sent FGHLPINERENowH & AR i AR BRote SRt FIE iae
| ocati on capeahéiabd edmpithgtthesegsend regi stration message fromthe second
VPWN on the outbound roaner is received while a fi rgi{g@g\gi stration nessage

froma first VPMPIHIBg asgernstreggtiaienpessase frammetasgn AEn AUPURE PN,

- detecting the glapedsf @ HIMNS brf 8étebtPQitRAIRS bR ESHAGMedRitsly praviiusi ng t he
second registration nessage f rocessi ng only on detecti {;la%g?%rfal | ure of

ge for
the first registMge§a98 seaskemdne BPMW@ the eeePdofPENndng ou Wt ect i ng
the status of thgaf kriséatdRtahbBiaB&F 0dH the second registration message from the

second VPMN on the outbound roamer is received while a first registration
message from a first VPMN for the outbound roamer is being processed at
the HPMN,

- detecting the status of the first registration message, and

- routing the second registration message for processing only on detecting a

failure of the first registration message.

2. The method of claim 1, wherein detecting the status of the first and the second
registration messages comprises passively monitoring the exchange of registration
messages between the VPMN and the HPMN.

3. The method of claim 1, wherein detecting the status of the first and the second
registration messages comprises actively monitoring (i.e. in the signaling path of
roaming messages) the exchange of registration messages between the VPMN and
the HPMN.

4. The method of claim 1, wherein the registration message is a Location Update,

{LUP), message.
5. The method of claim 1, wherein the failure of the first registration message includes

aborting the registration message, rejecting the registration message with error and

time-out of the registration message.

12



regi stration nmessages conprises passively nonitoring the exchange of
regi stration nessages between the VPWN and the HPMN. 3. The net hod of
claim1l1, wherein detecting the status of the first and the second

regi stration nmessages conprises actively monitoring (i.e. in the signaling
path of roam ng nessa es) t he exchan o] |0n es between
t he VPWN &andhe fghad 1.1fgh ?Fe‘i"l’??ﬂﬁ ‘{ﬁt‘%ﬁ?ﬂg ihat BN ‘?F?gpp‘&‘jioé'?rati on

nmessage is meb&gat saom f#érﬁdaﬁee,HPMN.LlﬂE’)the r@aﬁr&gwi\m of ke netbedl refistedtisahm 1,
wherein the failure of the fi r%t regi stration nessage includes aborting

t he regi strﬁ‘@?%ﬁﬁ’eﬁ%gﬁﬁfé’” "fe®Phg the registrati on message with error and
time-out of the registration nessage. 12 6. The nethod of claim1, further
conpri si 79 detecti ng t hat the inmediately. previous e sent fromthe

HPMWN t o the! BeESHROWERRIDA . RRerCompraNg &lingithe spennd f%é@% 8 MeSS39¢ 8Bat i on

cancel | at i ofetedting BheicBBs® theTrstab@biatibn nidsesdeer conprising failing the
second registration nessage on detecting a success of the first

regi strati on nessage. 8. The nethod of claim1, wherein the failure of the

second regi $he aldiodl BESRAIE!, WwinGbiHdas fallﬁﬁétdfrtgetéé@orﬁcﬁ%@itfa@n‘bh()ﬁemgﬁage
rejecting the registration rressa e wth errgr and tine-out

of
regi strati o'ﬁ‘cHﬁ%“sé@‘gﬁn%theﬂﬁ@'sﬁﬁtﬂ%@eﬁagél ElgRting ”?%F?Q‘Féﬁat@%ﬁ‘ﬁﬁs?gg%{ﬁ”tpal ling

the second gegH-mbhtinlel QU of e F8EISaBn ndRERRKL I ng that the status of an
i medi ately previous registration nessage on the first VPMN was a success.

10. A systemfor countering a traffic redirection of an inbound roam ng

nobi | e stgat TR Imiethod of Maph § | NABhEURNIpFisiNG Riilrg tNe b¥edre, reélMRMdh méXsage bane
Publ i c Mobil e Network, (HPMN) the system conprisin %h %roblng t%lock
6‘8833 irg

for observi fRjedingiteaidhe %tﬁ*élsroéai"éff‘?‘éﬁ*? PrEYeYR easiaN AWEEA T he VPMWN
and t he HPMdpmN viadwsdhicegs bl ock for hol ding a second registrati on nessage
froma second VPWN for an inbound roaner, while a first registration
nmessage froma first VPWN for the inbound roaner is being processed,

10. A system for countering a traffic redirection of an inbound roaming mobile station in a
Visiting Public Mobile Network, (VPMN), by a Home Public Mobile Network, (HPMN),
the system comprising:

- a probing block for observing at least one registration message exchanged
between the VPMN and the HPMN,

- a holding block for holding a second registration message from a second
VPMN for an inbound roamer, while a first registration message from a first
VPMN for the inbound roamer is being processed,

- a detecting block for detecting the status of the at least one registration
message exchanged between the VPMN and the HPMN, and

a routing block for routing the second registration message for processing.

11. The system of claim 10, wherein the probing block intercepts a signaling link
between the HPMN and an international 3TP.

12. The system of claim 10, wherein the probing block passively monitors the registration
messages exchanged between the VPMN and the HPMN.

13. The system of claim 10, wherein the probing block is coupled to the HPMN Roaming
STP.
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- a detecting block for detecting the status of the at |east one

regi stration nessage exchanged between the VPWN and the HPMN, and - a
routing block for routing the second registration nmessage for processing.
11. The systenlof claim 10, wherein the probing block intercepts a

si gnal i ng Kk betmee he and in ern a STP.. 12. The. system
of claim Pm%éVSFW Phé &%?o 'Egk%?ﬁc pﬁg’F@e & ?WE?%t?$é99§5§§Wratlon
messages mémgegeﬁhhbﬁgewﬁwwﬂhVMhaam tHravNRYN. 13. The systemof claim
10, wherein the probing block is coupled to the HPMN Roami ng STP. 13 14.
The system of claim 10, wherein the probing block nonitors the registration
messages w(ohamg@de;bgrbg@@ﬂ ptdﬁfact\:fRM\énamd d—iawhbﬁEPreaBSbieAmmmmumlndim agram
product co uter ‘E?Fab e dluml

r|3|n nput er
readabl e 38 efpé 9RBuRTE THh P ’ﬁgf"i‘ ar%@df g‘é‘gIOBn 1"’” a{ﬂb?LWgound
ngam' ggblrmbinir@ mblslel AationNn & WMbisihg PUlhcmbﬂJlleCNéﬂ){@rH , QVRRINYO K 2 Ho\:ﬂ%l\N)Jd t blicby a
nme Publjc e conput er ram produc
conpri si njob 'Eel\@gwgt @!ﬁ;}% Eﬁﬂ?o@m&%ﬁ?r%’ e ﬁ gd foP per f or mi ng when

run on a conputer the nethod according to any of clains 1 to 3, 7 and 9.
14 _ i
- computer readable program code configured for performing when run on a

computer the method according to any of claims 110 3, 7 and 8.
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