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UBS AG - 1 - PCT/ EP2006/ 009861 Devi ce and nethod for
ugs @a@rryi ng out cryptographic operations in a server- s
pCT/Bbloasyhomeput er network system Description 10

Background of the invention The present invention

concerns a server-client conputer network system for

carrying out cryptographic operations, and a nethod

of carrying out cryptographic operations in such a

conmput er network system |In particular, the invention

concerns such 15 conputer network systens in which one
user (out of nany users) wants to initiate a secure

Be rﬁﬁgﬁ ifi'a Server-

clieﬁ@@;ﬁﬁﬂﬁ%ﬂmfms%@&rﬁﬁmfa' CO”’DUtEf system vi a
thi's  connection uch a scenario is inplenented,
for instance, in the context of so-called online
banking. In this case, a custoner of a bank has a
net wor k workstation (conputer unit, e.g. PC, with
al phanuneri c di splay, keyboard and interface to the
network, e.g. the Internet), on which a so-call-ed
Deskripthat is installed. WAWVbrowsers are conputer
prograns for view ng Wb pages in the Internet (= WW
pages). Wth 25 this network workstation, the custoner

Bacis2l np ct. hinself or herself via the network to the
ﬂ%ﬂ?ﬁ&ﬁ%ﬁg@%ystem of the bank, and execute bank
The DréRPREINAIBON ORI SHBLCIRIM ‘ébfdr[r@%er r‘iétﬁ%f}!f ?}'?]s?em for carrying

ecurities account novenents or si

out sypiographic whetionbeanchaanethod Gfl csmymg\/@mtscrym@gsamiﬂm pgerations
e-mails froma customer or partner of an institution

in SYCh. 3 COMRHtas AR OrkoSYSkRM; H%Pﬁ'ftlwlaénthei IRVEMROTT SRNFeIRT &uch

comef S5 AK S5 08P B0 O LBy A o vt

secLivé Ebhiéctidarard e@maa%bm e0sysseiiiyaheahsolb mmmo%tatton
such a scenario. UBS AG - 2 - PCf/EP2006/ 009861 Such

and tfmn/\bamdle clate carnonmicationprith dwe eehthgl campeitegr svistiam via this

ety of mechanisns from
conneC|on

Such a scenario is implemented, for instance, in the context of so-called online

banking. In this case, a customer of a bank has a network workstation (computer
unit, e.g. PC, with alphanumeric display, keyboard and interface to the network, e.q.
the Internet), on which a so-called browser is installed. WWW browsers are
computer programs for viewing Web pages in the Internet (= WWW pages). With
this network workstation, the customer can connect himself or herself via the
network to the central computer system of the bank, and execute bank transactions
(e.g. account enquiries, transfers, securities account movements or similar). Another
scenario, which the invention also covers, is sending e-mails from a customer or
partner of an institution (e.g. the bank) to the institution, in the framework of
confidential exchange of writing, which is encrypted for this purpose. But Internet
auctions, virtual department stores or similar are also based on such a scenario.
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undesired intruders or crimnals. These include
UBS &®- cal | ed PI N TAN net hods, 1h-which a user lets
PCT/ER2086200986r hersel f be recogni sed by an institution by
means of an access nunber and a static code which is
known only to the user (personal identification s
nunmber = PIN). The user can then execute certain
Such nefvearktdoonectwinshare ipeotackad by giveny atde véretyrd mnéchmhlsm:ﬂrs from
he/ she ant ent er a tr nsactl on nu

undeSreghiny Ul G amiEals. SHB% oI R G BcINET AN radtfiodsn which
a uséPIeﬂ h\fﬁ%éff 6?@@%@@ g rz°é g@g%éedgsy Sh %#tﬁugﬁrﬁ)% éﬁeag’ﬁdof’ aﬁfhgccess

numEéNan@Mé' sthtid éocﬂlﬂf\f}‘x|ch\f|§>\|k'n@v\:(?lntsﬂihr1 td shd @@"(p@?é@iﬁbﬁldentlf cation
so-cal led cross-off list, which is issued to the user

number el RID)r dhe ciset 9amth<ﬁsexamye ceqbainttransaationsewith difie institution at

the §1q 67 which 1S/SHF &y 0kl BansaetBaci PR <1EAR) ihighhis only
val;d‘@ﬁq%o@ﬁcﬁ AUIRGHS 9 W?de}ffﬁgeé rb‘?ﬁ‘fé%’hvé‘i?%%&?lc e, Singe the PIN is

tution 1 n unperm

statioand Imvéltdeumllctﬁbms@t ?@ﬂt{ces&ﬂdnmn!ﬁﬁer%e tTHeOTAN, which is only
crimnal purposes (wthout the legiti mte user

validrenaeg isigen Araraia-goncalied-arpsrdo® lishtwhich i issued tr heosser
attac in_which the attacker either physically, or

ded{%@fﬁ?} Ynds?1 §PP%ogi cal Iy, stands between the two

communi cating partners, and with his or her system
has conplete control of the data traffic between two

Aparb lfromm) tiefbef ther RIN/SAbisiofdrbeation, Whicheistimekitingcarhalg¢astahfile, it is

mati on as deS| red and even manipulate it. 20 This
also 995% itaeathtiie daknindhedietwerk cwmge@,bebye%‘éwe user and the

R o 50800 Rl Rl L WAL an o e

it foﬂ@ﬁh.nbhsurpagéﬁgl@@ﬁo&nﬂélzég;ama@e U@élsﬁoﬁt%g)l ﬂ%bﬁﬁn the-middle

dress for the Internet ‘Conmunication,

attaqkdataefgrmlﬁ attaa:kﬁm evhiciy thegdttadker &ttheickleymcsallymr tm:iapunestiy
orm of attack can

ogicelfy, SE R ER e e ComTBY ERdng BRTRE: ABI AUihnS or her
systepfRFisg Ompfte cBpHioL 61 fidta AL Benkel 6 bt Mg rEinoic

substvitbaral Tiae btteckdraahiser thasmfohlmat[@ﬁ @k glckinE® ant @¥en M&ipulate it.
this purpose, the two communicati n%iapart ners mnust
This gignatioseamnbe aahiered rfoginstande, byrthe atieskershatingcentromaf a

routeie bl Hior, e, et e 15 charel s plsgipiss BRfat the

tack S S5 RIEOSATEIRN Rr ok Bre 98B MO anc
thus rdwdes floe ynaffedthdangh theaaﬂtgd(%r ‘SRS rAGMpBter (poison routing). This
form of attack can be most effectively counteracted by encrypting the data packets,
in which case however the certificates of the keys should be verified via a reliable
medium. Mutual authentication must therefore take place. For this purpose, the two
communicating partners must have exchanged their digital certificates or a common
key via another route, i.e. they must "know" each other. Otherwise, for instance, an
attacker, the first time a connection is set up, can fake wrong keys for both

communicating partners, and thus read even the encrypted data traffic.
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PCT/ EP2006/ 009861 To make this difficult, protocols
UBS &Gich as the SSL (Secure Sockst-s Layer) transmi ssion
PCT/h200@0@I861 whi ch was devel oped by Netscape, have been
agreed, and nake it possible to set up encrypted
connections via a potentially insecure Internet
connection. It is supported toda all current WAWW
To nakswdés difficull pretogeleguch qsrthetSS&eeéeeJr@ Scfckets&ayer) transmission

protp3ewieh s devaionsrt iy NeEoroBRc gy beSThaaiged: AEd feakais possible
o5 AR R O5OMMSRI b B 1

suppbahidt nodasi'bWaH m&ént\WWber@\w@rfs? ahthoH Gﬁ@mtﬁ‘rﬁcttce (e.g. for
connection which has been set up under

onlingr anikirg). [{gneAJRlsmaue Resaurce Lpaatospef a MﬁWﬁM @age athieh is
trangiifregitncinedr S FtnE Sahiidedlcaadl refligusen bl the prenx
htl:p:ﬁ?/o?sﬁﬁ@h of 'Fi%tlppﬁrflgpﬁﬁe Hf@dccﬁ‘até %@ﬁf&'?‘cﬁ&bﬁ% Iﬁér@gEWWW

varil ous leve OCO|S es are

broWsarmIsin!adeee p‘ne)tcormdctzbn rwrauh heﬂheeatset)np efhdet trengSlapebtocol by a
server and eement on which encryption nethod 1s
symbridg.9- @rpfiq‘\‘éd%rﬁlbh%ﬁtﬁt@‘ébﬁffor 15 transmitting Wb
pages. There are various SSL variants, which are
partly also called TLS (transport Iayer security).

The $8E pRstocHaddnaitts éﬁﬁr&’o : eRAGH tKEBBLtbm 1A Prﬁ%\%é ¥n the SSL

negot i at ed when the nnecti on betvvee
recotst prosecol aine prpo NG wdarohas to ensapsulgie veoioas bighet I&@! protocols.

b e s gt v
sorefREHE o S Sprb 354 ERE 0 Y bR
transpaittirecWebpaddse WV br owser generates a random key

(session 25 key), which is used for encryption for the
duration of the connection. So that the SSL

R T INE R NELE R R T
secu§t§)Veie SO vBASHY @s l'nse %sé?ﬁé%@hé‘c%l%@%&&ﬁgtbﬁ when the

encrypted by a ey nmet
connﬁmqmbetwetelmethwwmrewsew ande bites WWwey Bei’ﬂér & seRSp. Feyncrypt

the defihin e AsEo 0 $3lecoTAsoN e e C0ra PiomaRodI ity
used 2Fhé' Bty ptasApRREBLDHEAL % FA6MeHRE HeBEn& bFthe length of the key

used for encryption.

To set up an SSL connection, the WWW browser generates a random key (session
key), which is used for encryption for the duration of the connection. So that the SSL
connection cannot be tapped, first this session key must be transmitted by a secure
path to the WWW server. To ensure this, the session key itself is encrypted by a
public key method, e.g. RSA. For this purpose, the WWW server presents its public
RSA key; the WWW browser encrypts the session key using it, and communicates
the result back to the WWW server. The actual data communication only begins after
that.
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that. UBS AG - 4 - PCr/EP2006/ 009861 The authenticity
UBsS &G the public key of the WAMserver is essential for
PCT/ERR2€063@09661 ty of the described nmethod. A potentia
attacker could offer a fictitious public RSA key in a
deception attenpt, and continue to take the role of
the "true” WWserver which s the user is actually
addr essi ng. Contuni cati on woul d then take place in

e SRR e B GEEE Lok b 30y o
the Ykt Weffiphi 2 Fofertaf Wacdh TRIFORUES FRRGGH, pitlic ke key in 2

decepioh! at’éem;%i laht @aatinie te takkt thenoftesCihebithge i Weyw deRkdrtwhich
nane of server, organisation which operates the

the sarieactuatly agidressiagi ﬁomgmmms]atmn whilgl thenitake plaeeiinencrypted

forn} 50t 3¢ ioaker duatid skt et & Aot draciesf tengdhe
sessﬁaflrlléyf W hethé%tﬂaﬁﬁé‘relgpd?/{s & OCI?I?F(% %UEI‘?‘HEC fdpcditd %ts(aﬁi')cult the

ter C ckin e serv opera

publwmmwvwﬁmewﬁrroanseadcﬁﬁmIlﬁ%rmbaor@@lleb¢ztb:hg?ws¢rﬂent|ty
a WMWVserver which is is unknown to it as authentic

(name Of servan Qredikationewhici eparatgsghatsareroetc adhe integrity of this
For.this need t.he

inforiondb R0 Bgie o8 g eiciandr, BvRYHARG Togasber Bianet 2
Certlﬁ@&té t@fthé W@O??ﬂaﬁdé#c?%% @aHinestelis f3uad %(\Sfad ESREYat R M Aority

to the standard browsers; certificates WAV servers
(CA)wiftarichecking ithye édertiy phteesavet operabtre authorities are

therefore i medi ately accepted. However, there is also

the possibility 20 of making the public keys of other

A WRE SEOLER, S ERTEIS 1550t RE e B0 Bal bR Epvd dfficn
unkriiwritcCie b idut st zatttcfaardﬁetk the gyitah §|gﬁaturé ®f iy c@rfuﬁ@ate

WAV server) is an X 5 key, which itself can
authetityn&ar Byis @ur@@ﬁert n@dswhe eublig kesaoétlrwcemr" icate. authmty The

publagggeyg pfgg r{n'~ $ @@ Sogf%@%:ré aﬁrggqg Qﬁﬁfglocth Ytahdard®
browse@ @krtiféees AR SR %??&s%ﬁla%té ¥ignel iy Hfhbse e gét{é

usef hinse can cl sion ab

authmrrntmea aresthergfote inesediatelp acezptedl) Havevery tihareiis )alsoftlhe tpossibility
is not covered the digital signature of another
of malgag dhe puplie K@yw@éotbﬁbﬁg@ icelecauthestiey kaowa towye Heawsar, so

that GefiEldri f‘%@é?oqog%r\{\/gé Ghebfegannot check the

The public key of a certificate authority (like the public key of a WWW server) is an
X.509 key, which itself can be signed by a higher-level certificate authority. Thus the
browser can also check the authenticity of the cettificate authority key, if it knows
the higher-tevel certificate authority. However, only the user himseif or herself can
make the decision about the trustworthiness of a certificate authority which is not
covered by the digital signature of another agency. If the WWW browser receives
from a WWW server a certificate of which it cannot check the authenticity, the user is

invited to make a decision about how to proceed further.
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30 invited to nake a deci sion about how to proceed

uss AGrther. UBS AG - 5 - PCT/ EP20606/ 009861 The steps to

PCT/ERD04/g09a6E r adi ti onal SSL connection between client and
(proxy) server are as follows: 1. The client sends a
connection request to the server. 5 2. The server
responds with the sane nessage and may send a

The stapsitbisebup.a traditidhel $3L emtndactior betweeru tlie tindgpeoxy) server
certificate (if it fails, the connection is

are 3%fPWat ed) . This certificate contains the public key
of the server. 4. After successful authentication, the
client creates the "pre-master secret”, encrypts it

1. THé Elerithenas bl do nE@tYorffeddé%t fftheedergd sends it to the

server. The client also 10 generates the "naster
2. Tseeerel réspomds withbtheTseene eressageland ymeysseridea certificate.

"pre-naster secret" with its private key and creates
3. Thiglentides & adtienticate %.e cerdficate Uit falk (o8 coanedios e

: " ' . "fr . ret". This is a
termirifed A PEHHENs, cobfihe Bk pIBRL &Y STFERenRg dur i ng
4, Aft&esieenssral dtRehifcRion Y cifdtd crddies 66 YiYe-rhiistedab@et”,

SSL supports the DES and triple DES e_ncryﬁtl on _
encryglisibwih thegnglic enef the seives anthsendls lito éne sgpver.ohhe client also

' t hi N i Qp .key". 7. Usi t hi " [ key",
e B S P g Lr, L S Session ke
5. THHSS) BB8UEGF ERURES St on MOTIIBEALI00. o BB he

"mastenpedret”. program that may run on a separate conputer
unit or the same conputer unit as the actual Wb

6. Thepehiant apdsgnen Creale hedpessien key'dsem the siaster seetetectnis is a

symiafidERoEh Mo gisonep o E b Ao fe SPatipnieniafr and
g v

e R gt hEar 0, Do o Lhe Care e e Pt 1EERpgtgimong

otheks, Yehsywametrical Encryption sisingl hést "seasien ke proxy server

ust .passes the dgta on. A so-called http proxy server
7. Ukagitthib ?‘%@%m isﬁeyenai%@l%@ngrssmeérexewm%@'jlcraa@d\msssages and

thus $RJnaFFheiP RSl 36! YorhMuRRG¥bht V-
8. The SSL connection is set up.

A proxy server is a computer program that may run on a separate computer unit or
the same computer unit as the actual Web server program, and mediates in data
traffic between the workstation which requests via the network and the Web server
program. From the point of view of the Web server, the proxy server behaves like a
client, but from the point of view of the client, it behaves like a Web server. In the
simplest case, the proxy server just passes the data on. A so-called http proxy server
mediating between the Web browser (client) and Web server, particularly in security-
critical applications such as online banking, has a filter function, so that particular
categories of Web pages or individual Web pages are blocked for the user, and/or
accesses to them are logged. The content can also be searched for damaging

programs or functions. A proxy server is also used for access control: so that the
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critical applications such as online banking, has a
ussAglter function, so that pargicular categories of Wb
PCT/ErR206500861 ndi vi dual Web pages are bl ocked for the

user, and/or 30 accesses to them are | ogged. The

content can al so be searched for damaging prograns or
functions. A proxy server is also used for access

Webcsanverotanneb belfedely heachBE visthe hhtern@€Td pREGORAE98AIEN is
Wb server cannot be freely reached via the Internet,

conngckrbiny el ofdk comfirels ang m@wmrécﬁcg@s& to it.rAyhattagkercan then no

onaBE 05 OB BBl b R BB e cens
WebBtrVersRan RIS e%%[)e bos 31‘5%‘ Sﬁ& J?% a‘%rbf%tsérvEP InV{ﬂ'Ps case, the

servers can a € pos e on Via a pro

proxgesemmr cahralsdbs coalguretilas DHrovemeyposy vEOr tthimplaip@se bigis set up
ured as a reverse proxy. For this purpose, it is

logicglly lmg'ont eftheaother Wehr sesiersoind applisatien sewBrs doneestion

B NG SR AR S B ERALS, whc
eltheﬁf&éyﬁnds%' tpl reéuéslt%bnﬁﬂé’@%@@iﬂ@r pdige mﬁﬁc%ﬁsﬁwhole or in part to

onpletely itself or passes it on'in ole or In
the dwvnatmmu W&issereammabe obtham. tne onersd ptdxeraerw&re“epresents

Nt T e
servé%fs ‘TE ‘Q}&W@ﬁge %Eé{r%g\ﬁlgpy%lglgg @'ﬁ [RNE 8ﬁ§ §§',:ﬁ %n@s}bu?ﬁgf ligh, done by

the Web verver titself foub by dosev@rgee;ym@eme@xwhﬁcﬁny @gu:p\y@d At s
equi pped with appropriate accel erat ed har dwar e

apprglwmcmal@wedé@cdww@s a client-server systemin vvh| ch
a private key is stored in an encryption server. The
user accesses the server via his or her client-system
US 2010014138 Besdttesy ithriSeHer RSt T oI BAVate ke s stored in
an eremryplien senvas shwr dsdriaatesses thenervee aielistop Hehelient-system to be
ncryﬁ%lon server. The encryption server then

able kst ke S ar Msingstdie kevpi-By @CF%%‘:}F todheteye itiie ecessary that

the (SYERAEN A Aave R LT rebllicted i MR &Rl SPey Tme

encr\ImFoWéfvéh”Uhén cBhﬂniiﬁntat!e% thB€RBef® BﬁVétkeQéﬁ/ec@ the fleft $28m in

or a terminal he key is changed at periodic or
encrypied éonm.nt er val s to increase security when using the
key. 25

WO 01/48948 describes a system in which a key is generated in a server or a
network unit. The key is then communicated to a client or a terminal. The key is
changed at periodic or random intervals to increase security when using the key.

In summary, it must be realised that the mechanisms which are available today for
confidential data communication between one user out of many users (e.g. bank
customers) and an institution (e.g. a bank) are insecure for a wide variety of
reasons. These include that a user does not usually have the necessary technical
specialist knowledge, and that the operation of the hardware and software in the
case of more complex security mechanisms is too complicated for many users, who
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In sunmary, it nmust be realised that the nmechanisns
UBs Aghi ch are avail abl e today f-of- confidential data
PCT/EPRUUBLODREEL | on bet ween one user out of many users (e.g.

bank custoners) and an institution (e.g. a bank) are

insecure for a wwde variety of reasons. These include
that a user does not usually have the necessary

theretfe@m}eal it. Fiditerally) thetre kaoftbe doe littlerevdreatss that only the
peration of the hardware and software in the case of
hlghﬁ?ﬁirﬂ@sélblﬁpﬂlégdpk%m d@%llﬂ@e\@ﬁ!aﬁﬁéufﬁyﬁglewﬁt nerpatioat reagkes it
er.s PCT/ EP2 9861
possiffepivelt Bfidise et S ity daripig For taEnBaN LG peet rdbe
institltibh, & Méma{(@ﬂtd;ﬁ!&h}t fbPthe H‘uﬁlﬁ%ﬁt possi bl e
discipline in d Ing wth security-rel evant
informati on nakes it possible to prevent m suse of it

and t hus damage, for the |nd|V|duaI user or the
Techpicat probiemon Whichithedavgntion is@sedt difficult for the

he (Rt 8e Rue B sl TR Qb kPR Snethod of

“settiiPay raesef&@éémbuft@tn@%ﬁvbrlée&lrﬂacﬁﬁh Redhaf oné Bsér (Ut YP nfany

secure conputer network connection so that one user
userg)dntthemetwionk cansarcess his mmrd@yﬁpwithdngh seatrity abbimsbundesired

her keys, Wi h secu i nst undesired 10
accegies Y ORGSRy Dasvs 652 TepingaNaT S et or K

wor kst ation. Sol ution accordlng to the invention To

achi eve this object, the invention provides a conputer
Solutitet acwokdinyg $b ehe wMiventiohe features of daim1l. is

Techni cal features of the invention For this purpose,
To aghieve kg Oélect‘,lth@ versiepuarevides Bvampes netwarkisystem with the

rr cryptographi c operations via a network

&mﬂ4§§9ﬁ§ﬁﬁg lient conmputer workstation and a

cryptography server conputer system in the client

conputer workstation and in the 20 cryptography server

Techoioapfieatures v$ tiearinveotipot er sof tware prograns which are

set up to communicate with each other are install ed.

For thig Mpmaée%f%m EORPHEAF AIEEWOR BYSERB JOF 6arMEBY ikt
crypt@@r%@vg ré:@:é?%b&‘% VIS Y RER K MRENEL AL RBnEESfslRr HdrRI4ESH and a

cryptography server computer system, in the client computer workstation and in the

cryptography server computer system, computer software programs which are set up
to communicate with each other are installed. These computer software programs
are executed so that when the client computer workstation directs a request to carry
out a cryptographic operation to the cryptography server computer system, the
cryptography server computer system responds to it. For this purpose, the
cryptography server computer system requests strong authentication from the
requesting client computer workstation. As reaction to this, the client computer
workstation accesses a key of its user, under strong authentication. In the case of
successful authentication, the client computer workstation receives a release to
initiate just one or a few cryptographic operations using the private key. According to
the invention, the private key is held on the cryptography server computer system.
The private key is not transmitted via the network (NW) but always remains in the
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out a cryptographic operation to the cryptography
UBS &@r ver conputer system the-8eryptography server
PCT/ERROPAJOEBESYSt em responds to it. For this purpose, the
25 cryptography server conputer systemrequests strong
aut hentication fromthe requesting client conputer
wor kstation. As reaction to this, the client conputer
cryptegripinasever acmestessyataney T criyptograghic opaciionss yiefme

perriteAany BRNTOR JefiRed TG PoUoh AP PGPS adthgrtication, to carry
out &Ry HER i SfaRoh ) dEh BBty BB sqflyoRé running on

the AP E@m@gtérw&%tdmni H¥seeblLested! Tse @néﬁtqioﬁnmtﬁ] ig‘én&,%t@on

on the cryptography server conputer system
makes thearasukedf the cngptographindparaton(si avaitabhe tovdrekagihtion
but always remains in the UBS AG - 8 -
ProOgBetSeB¥(98/ 009861 crypt ogr aphy server conputer system
The cryptographic operation(s) is/are permtted only
within a defined, short period after successful
Techmitddheffecisalfithe indemtioar ry out the cryptographic
operation(s) which application program software
So-callgthingg-iBrihetmigidlg atdacksowamxcldedpsires hecauserafdhe configuration

cccol SRS 55 BBl e R SReb e RS RIoBr Rt Bicn
- i . ' f _—
crpk el RS SPER 461 AL SR £ah T4 Bf ction),
and tveckeyxis| prditteds by thee bigoag sathntichors drdcagse #tis Aot trdAsmitted
according to the invention the client conputer

via the NREYQIK: BHL plvayafremeiNg inithe cRmtedrapby\seneyrcapiuter system;

but 8 ek Tt A 1R B Tk aRely ™ < pr ot ected by the
strong authentication, because it is not transmtted

via the network, but always remains in the
pooig rcapfigursdions and alevetopments bé the inventivihe pri vat e

key is avail able to the user, is Advantageous )

The ERIqUAPHIC PBREUIGRS aByBFIHERSIninD,? Nera vAKIPET desiypling a secret
crypt ographi c operations can include signing a hash

key. .
val ue or decrypting a secret key. 20 In the case of

the server-client conputer network system according to

the invention,
In the case of the server-client computer network system according to the invention,

the cryptography server computer system may additionally have a proxy server

and/or an authentication server.

For strong authentication, a legitimation means which is valid for a short time, and/or
once, and/or is dynamically generated can be exchanged between the client
computer workstation and the cryptography server computer system. In particular,
the legitimation means can be a password, an identifying label, or similfar. However,
other strong authentications are possible and usable within the framework of the

present invention.
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the cryptography server conputer system may
uBs meldi tional ly have a proxy seBver and/or an
PCT/ER20060098€1at | on server. For strong authentication, a
| egitimati on means which is valid for a short tine,
and/or zs once, and/or is dynam cally generated can
be exchanged between the client conputer workstation

In thenchsehof tbe;spt\myfcaﬁmycm'epmmr nebapikt Bstesy scesndinignto the invention,
[timation nmeans can be a password,

articul ar
the ﬁrpngdWreﬂyW@n raw@%lermnt@ﬂﬁm PHOMAERESEWaregrgram in the

e RSRBAL AR, KOO RGBSRk, AR L bmouter

wori@@ﬁoﬁ%r@:@@*ab@rf}%ﬁéésﬁsra tdee, Fvﬁéazdﬁgdeh € %ﬁféteﬂ” s 8F héPidentifier

onput er network system according toO the invention,
WhIChhéemfreSrfg Madit et tdﬁatarwtogsaphyrﬂmmwmputar aystemp andrafter

t t kst at
the R SRR IR Bt o Bty aationa RENERHOnC omput or

wor kst ation preferably requests a user, in a dial ogue,

to enter his or her identifier 5 which identifies him
Furtleerniuee, mothem@nmryaﬂeggt@mpmt@efetwbrwmm%“cc@mgem thend

after the user's identitier is entered, initiates the
invertiqro e strong muthentication ﬁmcfnecétedmn the cryptogsaphy server computer

sery ien ter net st.e cording to,t
systeiii, 4 ifihe Ak BB s ARt S P ERERGGHER  Ricalied to
the &éﬁ?&@ﬁbé@?m&%t‘éﬁbnco"pmer 10 system and if the

authentication i1s correct, successful authentication

is signalled to the cllent conput er workstati on.
to the invention, the client conputer

Accordin
ACCO%@P%@ 5'?@9 BenHon. e diept epmpytas wekstation ua)\ﬂtersea user to enter his

or e RPHBG nBNBEEr BhofeRidhiineE BRout Ine il b S sorver

commh@r SEREMVBFSKISieh the DaEWRREESS ha?é‘%cd:éi@”éérpdehﬂﬁ/ trﬁaeuser
After the contract nunber is entered, in the case of

Aftertthe C@étl‘aefr ngMmbenis erdeyad, én thmeasmthemrmncmenbcminpgter
i nven he, client '

ut kstatjon, _
netwfk RSB o fhichveRTa:. 16 RGPS MRk Saton, after his

or AU k88 AP 8o 0 e DRy, B o screer

or sirmifdr), Bhe apar must eotep titie churticter2Rric@itber sdparated ddmputar unit
predetermned tine of a few m nutes). Previously, the
(prefgr@@gf within a predetermined time of a few minutes). Previously, the separate

computer unit was connected to a secured chip card, and the secured chip card was

activated by means of a PIN which was known to the user (e.g. by entry by the user
via a keyboard of the computer unit). The separate computer unit with the chip card
then combines the character string with a key which is held in the chip card, using a
combination rule, and outputs a response character string to the user. The user
enters this response character string into the client computer workstation (e.g. via a
keyboard). The client computer workstation sends this response character string to

the cryptography server computer system.

This is therefore an interactive, chip-card-based authentication system. An advantage
of this method is the short time for which the key/data is valid. Also, the procedure
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conputer unit was connected to a secured chip card,
us aRd the secured chip card wdd - acti vated by neans of a
PCT/BM0sybdaghl was known to the user (e.g. by entry by the

user via a keyboard of the conmputer unit). The

separate conputer unit with the chip card then

conbi nes the character string wwth a key which is held
accordmgfte tobiipverdiod, enssiresothat % codbisnadtigemeraikd, unahthe call is set

puts a response character string to the user.

up. EB*@ rCOdérﬁ epcglqumted eash SR aWdp &’B{Ye‘fa'@tfpr AghORk tdmﬁhé key is

storé, 6F e SR il ThPhed Bebdited il Bt R ETaMtgationstip

betvidta @et l%rer%ihﬂ'tﬂg dp@ratbh@f e/ By PEIRAMY M@ﬁéorﬁﬂﬁﬂé‘r‘%%tem The

system 30 This is therefore an i'nteractiv
conteht pﬁ ther chipasetisgprotented, cad am sgithtesrbe d&wetﬂnand:aglesed by
- of i s net hod the short tine for which
th“d?@%’@ért beqayse & tge SEPWBY Sleraepissred@ver tﬂeesm@ed \ig the Internet
06/ 009861 according to the invention ensures
mnuﬁﬁﬁégﬁﬁ code is not generated until the call is set
up. This code is recalculated each tine, and is only
valid for a short time. A key is stored on the chip
Accarging, todhe imeeniiiongirethe serveiccempatenisyster (roone pracisely) preferably
rel ation t he %eer an perator o

in th@r%’?@&F%ﬁ#%‘é‘%@’“E@ﬁﬁé}’ ?”@y%ﬁ‘B%a”ﬂPé’r%Pr&%ﬁtCme“@q'on rule,
the ¢Hifa |s§ﬁr Which lé’Bﬁfp?lgttS he B84 €Bnfhdd'R% tpk}ﬁﬁgﬁféf@%bly

nor ed by |es because” al

symsetridal Y privedte rke?awmlai & hitﬂd@ﬂt thie servar térmgutdraytiem. The result of
Internet sinu taneously According to the invention,

the qainpinatiere iscampaieg with 'ﬁ/@s@ﬁﬂmv@’ﬂ@‘apﬁeéétrm which the user

e 0 b L AT S B et

EA%H Phe Shdnthd tEPwoPk t to the user is
355@*% nbi ned (\e/\nth thg{wprewgrasg dhusymTetrl cal) private

key which is held in the server conputer system The
the conbination is conpared with the

If the 53&@%%‘@3@%#%@%&@%& HinE e FOTBRURH SOthe@Fe PEagramdigrmiiiases the
commRicahibe'd ?“ aggg‘ﬁ Setcﬁgﬁ il%‘éﬂ@%é%ﬁc%ﬂr%ﬁgﬁlﬁiraﬁ?% ﬁrt%ﬁ place.

successfu on 1s

client conputer workstation. |If the authentication is

unsuccessful, the conputer software programterm nates
The trwentlera;mﬁamoeaermra metherbef ewtyiseout pnm@grdebicmemfataons ina

servecra ftﬁ'gr%ﬁ § rfegglog% g%sger?sy&f%gw ﬁ% Thg ' nvent' tcomputer
work@f?ﬂ?oﬁtérﬁf@ chybtSgraphy server computer system with the properties and
features explained above. The invention also concerns a server computer system and
a client computer workstation, which are configured and programmed to carry out

this method.

Finally, a computer program product with computer-executable program object code
to implement the method is also a subject of the invention. The program object code,
if executed in one or more computers, is set up to cause a secure computer network
connection according to one of the preceding claims in a server-client computer

network system.
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server-client conmputer network systemvia a network
UBS Azt ween a client conputer -vdrkstation and a
PCT/EP2OQY @98@Iphy server conputer systemw th the

properties and features explained above. The

i nvention al so concerns a server conputer system and

a client conputer workstation, which are configured

and programred to carry out 25 this nethod. Finally, a
progran1product wi t h conput er - execut abl e
edsS t o i npl enent t he nethod is also a

oo B B e AR st

in tha cfé@@ﬂriﬁt%r?@@l@wtcﬁ“ferﬂl%di’ﬁféﬁ@@f w.ﬂ@éﬁﬂm vﬁaf F&féré?ﬁette the

one of the preceding claims in a server-client
figureenputer network system UBS AG - 11 -

PCT/ EP2006/ 009861 Bri ef description of the draw ngs

O her properties, advantages, possible nodifications

In Fifefow of - entibd ey of feeRlsf b eomiudh hEbl Bstfiem
to the s fi Qiit"c@ﬁ:lmdtbﬁ#egmvént@n ?soﬁdmﬂ%@ién%tlc‘éfi 2
server-client conputer network system accordrng to

In Figh2, i nvent i anflow Qﬂtbwstfmshehmh ithalsepverdcheni @mteanetwork
flow of the steps [ the server-client caonputer
network io Sé’%qr%ﬁi:%@lﬂgdqont@et‘@vgm@nl WHEQSdﬁs QWBut es
i's shown schgam ﬂ ; In Fig. 2a, the categories of
possi bl e cryptograp é operations are shown in

In Fig.akayl ar f or rthe @atedonieFicd possible driyptagedpHideperiatiogs whd sown in
nmust be executed according to the 1is invention for
strong aut hdabilaafarer angd shown schematical ly.

In P 2 7o e o Pl SlerSTRE PR SRl Wit the
network syst@mRdiengaF etfoﬁgtauﬁséfﬁkgﬁéﬁggérfow@we%t&%ﬁy

via a network NW e. I nt ernet nmmuni cati on
t akes pl ace between 20 a client conmputer workstation

F%F for instance the PC of a bank custoner with
etailed description of embodiments according to the invention

D
Fig. 1 shows a server-client computer network system to carry out cryptographic

operations via a network NW, e.g. the Internet. Communication takes place between
a client computer workstation CWS, for instance the PC of a bank customer with
Internet access, and a server farm SF of the bank, including, among other things, a
cryptography server computer system KS. Additionally, on the side of the bank
customer, there is a separate computer unit with a chip card, which can be activated
by entering a PIN. As shown in Fig. 1, the server farm SF includes in addition to the
cryptography server computer system KS also a proxy server ProxS - which is
connected in front of it - and an authentication server AuthS.

Computer software programs set up to communicate with each other are installed in
the client computer workstation CWS and in the cryptography server computer
system KS. These computer software programs are executed so that when the client
computer workstation CWS directs a request to carry out a cryptographic operation
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I nternet access, and a server farm SF of the bank,
uBs Adcl udi ng, anong other thindg,- a cryptography server
pCT/RPOOgBI0EBs1SYSt em KS. Additional ly, on the side of the
bank custoner, there is a separate conmputer unit wth
a chip card, which can be activated by entering a
PIN. As shown in Fig. 1, the server farm SF i ncl udes
to thercrastdigtaphy sepvérhensuter Bmtemmfmew;yt@grammssmr computer
system KS al so a proxy server ProxS - which is
systerpideiespandsitaitont of it - and an authentication
server AuthS. Conputer software prograns set up to
conmuni cate with each other are installed in the
lyefpt t {
The @Jr)\})\lfgjt? gg?%gﬁsﬂgi%m%nﬁﬁg%lﬂg% 48fs Eﬁr?tKrgﬁst_%e executed for
strongoagiherticatinint avershopmoigritigs Zaed execut ed so that V\hen
the client conputer workstation CAS directs a request
to carry out a cryptographic operation UBS AG - 12 -

s AP b STABh S R e S 5h SR lir

fromrtﬁén@e@éstm@ difent E&ﬂﬁﬁt@\%@ksﬂaﬁéﬁQWSng ams and t he
| ow of thé steps that nust be executed for 5 strong

authentlcatlon are shown in Figs. 2 and 3. First, the
e S RSERSRR e o Bt et TS B g
auth%é%i ALTRA (s df?h%%‘?eﬂes&&eoﬁ@éﬁ?%tﬁ& ngegrﬁc%tﬂooﬁg 3. In the

wen accesses a

case afsherdskRabutientithgors Qhéldiléntoéorh ir Fkstaaen 'CWSJ receives a
below with reference to Fi g. 3. Inthe case of
release e éytatiel juauemar adawi yptoghephit Deenatiobspsingrthe private key
CWN\S recei ves @1 release to initiate just

privke 56 a4 Koy BRY o G¢ S Srecup ROy ST pecThButer System Ks.
T
o B B PRI BSIRE ot S riod o
about B2 cr § pringtesmftar smpemfualwmtm@wtimtm; toechrpnbyt aichyptographic
defi ned short period of about 0.2 ... 5 mnutes
operatjanewhishearplicetion pregrant seftware ArpldHPRIPgAN the client computer

workgt%lﬁt(ﬁ%gﬁg Creglgﬁsﬁéﬁt'l'l%gcq%}g%Bpfpéﬁé\p@bh%ﬁtgq%ncﬁfsoﬁaaﬁgg the

resultVef tWé AypRiyr %@c 'Eh@érdt%%”{'@sé\%ﬂabﬂéfté thk I pPlicARIMPs08Fa

wor kst at| on makes the result of the cryptogfaphic
softwaper at i on(s) available to the application program 20
sof t war e.

As shown in Fig. 2a, the cryptographic operations can include signing a hash value or
decrypting a key, which can be a symmetrical key and/or a private key.

As shown in Fig. 2b, strong authentication can use a legitimation means which is
valid for a short time, and/or once, and/or is dynamically generated, and can be, for
instance, a password, an identifying label, a result of a challenge-response sequence
(challenge-response method) or similar, and is exchanged between the client
computer workstation CWS and the cryptography server computer system KS.
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As shown in Fig. 2a, the cryptographic operations can
uss A@cl ude signing a hash value3or decrypting a key,
PCT/BWPoCdro®ReL be a symmetrical key and/or a private key.

25 As shown in Fig. 2b, strong authentication can use

a legitimation neans which is wvalid for a short tine,

and/ or once, and/or is dynam cally generated, and can

Fig. B%hoﬁmthelﬂman%soaaﬂ@ﬁw ﬁro@autﬂ@ﬁt@étbdnﬂ%kﬁbﬂ at feast
result of a chall enge-response sequence

partb/chla’m!@'ﬁ@@tade@@mpu@rﬁo aase pEegramarunningdini the client computer
h { kst at |

worlS P ERE JHSGTARHE SERYBFe pOMSaTR b e REnbltes

workdBRifA CES ¢ %@éﬁ%ﬁ?%ﬂpg%ﬁog 6? gg%ng&qyﬁ of tfﬁ%r de‘ﬁ‘ﬁﬁ’e? Which

assocl at i on
identifies him pahet yo the nmybanyapleyd senveﬂc@mﬁntére;ys&m K%A&er the user's
ide Eﬁ@gran1runn|ng in the client conputer workstation
iden

isTafteredo R CRIPPUET SRfMEr PoRgram infiateseths steong
r  workstation CA5 requests a user, in a
E“““%ﬁﬂ&%ﬁﬁb, to enter his or her identifier mhich S
identifies himor her to the cryptography server
conput er system KS. After the user's identifier is

For thoigt purpdse tthe iegitimation rmednsaf S:rcpngagmmentlcattorﬂs ebethkel in the
aut henti cation. For thlsﬁgur pose

CWPE@&S@ VBhCOBRKE SYSteMm Bagaaehif ﬁtau&mnttsﬁtlog IcFRIEREd
succSsE R hdCIHA' O PR B8 LR EBHT T Y SHRMHSH cRR!

he aut
authentication is signalled to the client conputer
wor kstation CAS. The client conputer workstation CWS,
The gliandrcompiter whestatien@Ws, efter biseor Imredentaﬁﬁrpmeatmted outputs a
cter s%rln for e user nd t he user nust en

char§tBE 8o fof ks U8k, By the 888 s Batsk MisdPStaaber ring into a

t r
sepalft lcomfilfol GRE E sGRTRE Mmbiel Wil ThuRTUBHRY halg ffeen
connlaszteuiet@rﬁ sedured Bhij. cafti englesutivated bycomans ef awINt Thetseparate
the chip card conbines the entered character string

compigten ualtwgh thenehip cred eeINBines the entered daara@terﬁrtn@ with a key

T arat.e co um t
i3 BHAGh A8 o G Iad SRR BB et el S puter uni
then Wutﬁ@ﬂesﬁ@ﬁﬁ clidthéte? SriRPROMR ehaf ﬁeﬁh?ér PLst el B8

client conmputer workstation OA&. e client
respmemlnaeactansﬂmgantcoﬂne@lﬁnt conhputdrevorisiabion CWHaThae chent
compi}tcre} Fv%rlgs?attaohnecwg gén%%rtﬁg hrgsponse character string to the cryptography

server computer system KS for authentication.

The character string output to the user is combined with the secret key held in the
server computer system SF in the server computer system SF, using an appropriate
combination rule. The result of this combination is compared with the response
character string which the user entered into the client computer workstation. If they
agree, successful authentication is signalled to the client computer workstation CWS.
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server conputer system KS for authentication. The
UBS@Bar acter string output to-thé-user is conbined with
PCT/ERZD08/09881 key held in the 25 server conputer system
SF in the server conputer system SF, using an
appropriate conbination rule. The result of this
conbination is conpared with the response character
string which the user entered into the client conputer
wor kstation. If they agree, successful authentication
Is signalled to the client conmputer workstation C\5
PateRE Glgims14 - PCT/ EP2006/ 009861 Patent Clains s 1.
Server-client conputer network system for carrying out
cryptographic operations via a network (NW between a

L CorSBerlRRteEelFE FEhAOAs il Ftffo o CRIREEBAY

opeFRitRdives a\WRitkefleNWY betVsan ardehtcdriSuter WekREsAEYCWS) and a

server conputer “~system (KS) conputer software
cryptoorgphpsentdr computersgistem (K6),oohengiti cate with to each

. .other are installed and cuted, so that en the
in the E'@rﬂt CoBTRMReWOlkSAtONAG are%f\ssh%rvat,q%a Y eEfM@sgomputer

r 0 ' j O, 1 : .
syt SR8 cbufilhoP B BB PRAL B 0 it Hmunicate i
eaclt bitrege Ml PaNE ExSQUIBYL 7 tHY HIRM thékient eSRPOERS idtkstation

it, characterized in that is the request is responded

(CWS) dingctsharequest & garp gubpleyyrtegraphicopgration te st emptography

KS) requesis aut hentication fromthe
seneg ahwebfelssyatera tkSE e GrimtoaarhE safyes ot system (KS)
tesd@ﬂ@&%ﬂﬂpn the client conputer workstation (CW5)

accesse$ a private key (privk) of its user upon
chargttevizgd auttent i cati on, and 20 in the case of

successful authentication, the client conputer
the (geiest istrespondaasp inrtbaethregyatagsapiassenver computar systest (KS)

reaiaft Sfafb afHeR GRS BB DRt SoBhdg Syaetater
(Cm%igheld on the cryptography server conputer system

), and not communi cated via the network (NW, but
wheadweoystheetiehhsomputer workstation (CWS) accesses a private key (privK) of

its user upon strong authentication, and
in the case of successful authentication, the client computer workstation (CWS)
receives a release to initiate just one or a few cryptographic operations using the
private key (privk), wherein
- the private key (privK) is held on the cryptography server computer system
(KS), and not communicated via the network (NW), but always remains in
the cryptography server computer system (KS), and
- the cryptographic operation(s) is/are permitted only within a defined, short
period after successful authentication, in order to
carry out the cryptographic operation(s) which application program software running
on the client computer workstation (CWS) has requested, wherein
1.1. the client computer workstation (CWS) makes the result of the cryptographic
operation(s) available to the application program software.
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25 the cryptography server conputer system (KS), and -
ugstBe cryptographic operation{sj-is/are permtted only
PCT/MPA00BmO0gB6def | ned, short period after successful

aut hentication, in order to carry out the

crypt ographi c operation(s) which application program

software running on the client conputer workstation
2. (GdB)erkulient esrmpateethetwbel grs!:era Fod cdrryihoue tnfmbgraphtc

conputer workstation (CW5) makes the result of
OPG@tWﬁ@@ﬁqﬂm@m Claéndy, il miEgh Eeagryatsigsanhic pneratlons mciucfe

ppli.cati,on ram software. uss AG - 15 -
21PC§%@E’§@(}@S@ \@g%qo'é Server-client conputer network

Sy @é@? r ut cryptographic operations
22 accor |tﬁdg?gé‘zﬁag?§n&i& in which the cryptographic

op@rati theskéyncdrude sy@inietrisalgi asgrrandtaishl, watilee or 2. 2.

decrypting a key, wherein 5 2.2.1. the key can be

#}%Eradﬁlva&oagysﬁﬁ@tﬂqeyau and/or 2.2.2. a private

or a secret key. 3. Server-client conmputer network

system according to Claiml or 2, wherein the
3. CSEﬁJéPQ:'héﬁWorﬁﬁuﬁé?heﬁﬂﬁi@(‘%ﬁferﬁh%l:&%rfg@C!éﬁﬁ'ltd:rol‘é\hhé’rem the

has a proxy server (ProxS)” 10 and ut henti cat’i on
crymmraehy Gaveh SpmpditerSeystam { KB edditionalfyuh@s a pedxyosdever (ProxS)

ccordin of Clains 1 to 3, in which
and@ 13U%E‘nﬁ I&ies g‘ée?.ft(ﬁé'ﬂ?gr)catl on uses a |legitimation
nmeans WhIChIS 15 4.1.1. valid for a short tine,
and/or 4.1.2. valid once, and/or 4.1.3. dynamc, and

4, | Sepxeltiogecbrislter eetwiik Sistadn hcesHamd ©F oO5KSIaRhE Mo 3,
CWB) and the cryptography server conputer system

wWhighkS) . 20 5. Server-client conputer netvvork system
acordln m 4 ei.n the |t| | on neans
4.1, PSR auPet ust o [FHn i megHS WLt of o
Ch@.' 1. £N981d for a short time, and/or
4.1.2. valid once, and/or

4.1.3. dynamic,
and is exchanged between the client computer workstation (CWS) and the
cryptography server computer system (KS).

5. Server-client computer network system according to Claim 4, wherein the
legitimation means is a password, an identifying label or a result of a challenge-
response seguence. |

6.  Server-client computer network system according to Claim 4 or 5, in which the

strong authentication is implemented in a computer software program in the client

computer workstation (CWS), wherein

6.1, the computer software program in the client computer workstation (CWS)
requests a user, preferably in a dialogue, to enter his or her identifier which
identifies him or her to the cryptography server computer system (KS), and

6.2. after the user's identifier is entered, initiates the strong authentication.
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response sequence. 25 6. Server-client conputer
uBsaet work system according tofBaim4 or 5 in which the
PCT/EP2006/g0%861 hent i cation is inplenmented in a conputer
software programin the client conputer workstation
(CWB), wherein 6.1. the conputer software programin
the client conmputer workstation (CWA5) requests a
user, preferably in a dialogue, to enter his or her

identifier which 30 identifies himor her to the .
7. D HEsTIEPHGOTBHLAENEON AR AYSHETS ASERIIT<s) CIain , &1 which In the

cryr R BRY ARk FERsRdkak” “T6” “Por) Ep200s o0os61

7.1.7theSRgiRhatior fidans OFBEHAG aEHMICKLSY T SHBREGOAH Ng toO
Caim6, in which in the™ cryptography server conputer

7.2.sifdhemuthedticalion is coreedtesiacessful avtherticeationr is stgraligd to the

auf henti cation i,s chec and s 7.2. if the
aElﬂq{ngPﬂbDé‘tt?%Woflﬁst@@W @E’S)-successf ul authentication

Is signalled to the client conputer workstation
(CW5). 8. Server-client conmputer network system

8. asepedidient @@\%ﬂemn@mbﬁk WBiteih absrdild @NClairg @YY dich the client
wor kst ation ( ), after his or her identifier is

comghitesrwerks@tiop ¥V, alee hisrerchesridentifierds eoteredeoutpats a

a8 o B B A e B S e
o .

seod SRS TEHT LN A PSS R A e,

wasGatipatedryy meahs ofa FINgwhetelmth theatepatate cdhiputer whit vith the

. key which is held in the chip card, using a ) _
chip e cambings thelentergdrhamgier string wible akeyrwhich éspeldda the chip

core PRREES EmBITRAPA B SRS ERE 30 e b ackdtrng
which thenisef PR lePteMREK Bicaé icpr cbﬁﬁﬁlersﬁaﬂﬁts%t%% ¢@NS), and which the

crypt ography server conputer system
clierdgohgntercworkstation ((S¥SY sendsl iodhe argptpgtaphyrsesrvardomputer

SYS accor di fo daim8, in whichin the 20
Swi@ﬁr f%%ﬂﬂhﬁgaggﬁgken1(SF), usi ng an appropriate

conbi nation rule, the character string which is

output to the user is conbined with the private key

9. (PernvieKrliant computer hetvwibrk bytteen aetorgingenisine 8, FYWhRMin the
(SF), and conpared with the response character

server computer system (SF), using an appropriate combination rule, the character

string which is output to the user is combined with the private key (privK) which is

held in the server computer system (SF), and compared with the response character

string which the user entered into the client computer workstation, and if they agree,

successful authentication is signalled to the client computer workstation (CWS).

10.  Method of carrying out cryptographic operations in a server-client computer
network system via a network (NW) between a client computer workstation (CWS)
and a cryptography server computer system (KS), wherein

in the client computer workstation (CWS) and in the cryptography server computer
system (KS), computer software programs which are set up to communicate with
each other are installed and executed, so that when the client computer workstation




10

15

20

25

30

string which the user entered into the client conputer
uswerkstation, and if they agrEk; successful
PCT/8RIE0DEVOIS6REL i on is signalled to the client conputer

wor kstation (CW5). 25 10. Method of carrying out

cryptographic operations in a server-client conputer

network systemvia a network (NW between a client

(CWS) mdivettsra veyuest &d camy OGV8)crystodraphi ypdratiom b vhes enypeagraphy
nput er system wherein in the client conputer
sewwbm@wferowstwsmhe CRYRtAGraphY |SEBEI SpMPUsRN svstem (KS)
so system (KS), conputer software prograns
resdﬁﬁﬁgﬁéﬁie set up to conmunicate with each other are

charabedrgbl 68l tiid executed, so that when the client
comput er workstation UBS AG - 17 - PCT/ EP2006/ 009861

the (U@t i neepordea toeigubat he argrograpbytsesver cpptpaderapistean (KS)
server COI’TpUt er sy stem

operation to the ¢ tography
requesty Str@mﬁéa%&‘)‘?—ﬁ CH% 9%@\&[@%6@%&@@“§9§ﬁ3é'ﬁ$f(‘¢@)ks’iat'0n
(erszsponds to it, characterized in that 5 the request is
sponded to in that he cryptography server conputer

wheﬁdtﬁimﬁéﬁﬁentfmméﬁm@ﬂfs%%rﬁ bté‘e%fsésp n'VQfé kd\e(privK) of
requesting client conputer wor |on

its ugRreHRYP SHONG @uthdrtiatianrand er vvor kst at i on (CV\S)

in R e sty euEesicaiBly thE iRt amBules Harkeflon (cws)
receﬁ}é%caeﬁe‘?éége @WE@@@ jd‘s"é‘bh@rb 3 % Gy | g@a@‘ﬂ%ﬁb{%’tsons using the

wor kst ati on recelves are ate

pnvamd«gqpavkgmmnmwptographlc operations using the
private key ( rIVK%i wherein - the private key (privK)

. s- g Brivatediey (oriyhl isdrelp oy thercrgrtogmphitiservascongter system
S e PR Gy B RN s s
t
?Z?ﬁ’?&”&@@?@ﬂm P R o £ bt odl
af t e ayptagaphit O@Btatmn(s)craﬁare rmermltte'ﬂ oiely withio ar defined short

B N N
carry out the cryptographic operation(s) which application program software running
on the client computer workstation (CWS) has requested, wherein
the client computer workstation (CWS) makes the result of the cryptographic
operation(s) available to the application program software.

11.  Method according to Claim 10, in which the cryptographic operations include

signing a hash value or decrypting a secret key.

12.  Method according to Claim 10 or 11, in which the cryptography server
computer system (KS) additionally has a proxy server {ProxS) and an authentication
server (AuthS).

13.  Method according to one of Claims 10 to 12, in which
13.1. the strong authentication is a legitimation means which is
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15.2. after the user's identifier is entered, initiates the strong authentication.

16.  Method according to Claim 15, in which in the cryptography server computer
system (KS)

16.1. the strong authentication is checked, and

16.2. if the authentication is correct, successful authentication is signalled to the

client computer workstation (CWS).

17. Method according to Claim 15, in which the client computer workstation

(CWS), after his or her identifier is entered, outputs a character string for the user,
and the user must enter this character string into a separate computer unit, which
was previously connected to a secured chip card, and was activated by means of a
PIN, whereupon the separate computer unit with the chip card combines the entered
character string with a key which is held in the chip card, using a combination rule,
and outputs to the user a response character string which the user must enter into
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