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(57) Abstract: The embodiments execute machine-learning architectures for biometric-based identity recognition (e.g., speaker recog-
nition, facial recognition) and deepfake detection (e.g., speaker deepfake detection, facial deepfake detection). The machine-learning
architecture includes layers defining multiple scoring components, including sub -architectures for speaker deepfake detection, speaker
recognition, facial deepfake detection, facial recognition, and lip-sync estimation engine. The machine-learning architecture extracts
and analyzes various types of low-level features from both audio data and visual data, combines the various scores, and uses the scores
to determine the likelihood that the audiovisual data contains deepfake content and the likelihood that a claimed identity of a person in
the video matches to the identity of an expected or enrolled person. This enables the machine-learning architecture to perform identity
recognition and verification, and deepfake detection, in an integrated fashion, for both audio data and visual data.
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