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5 This invention relates generally to data
security, information security, and cryptography, and
specifically to systems for constructing digitally-signed
lists and determining whether particular values are
present on such lists. The invention has specific

10 application to revocation of digital certificates or
other types of digital data items and for determining

whether such data items have been revoked.

BACKGROUND ART

15 Asymmetric. (public key) cryptologic technigues
are widely used in security protocols for applications
such as secure e-mail, electronic commerce, ancrypted
voice and video communications, and security on the World
Wide Web. The RSA cryptosystem, described in U.S. patent

20 4,405,829 to Rivest et al (1983), and the Digital
Signature Algorithm (DSA), described in U.S. patent
5,231,668, to Kravitz, are examples of asymmetric
functions. Asymmetric cryptosystems sysfems typically
involve a secret private key, which is used for digital

25 =signing or decryption, and a non-confidential public key
derived from the private key, which is used for signature
verification or encryption. For general information
about RSA, DSA, and other asymmetric cryptosystems, the
reader is referred to Applied Cryptography.
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electronic communications protocol generally must confirm
the identity of the party holding the private key. B&an
electronic communications protocol defines conventions
allowing two or more computers or other electronic
devices to exchange digital data or messages via a
communications channel. Without such confirmation, an
attacker could substitute a legitimate public key with
another for which the attacker knows the private key.
Digital certificates are the most common solution to this
problem. The holder of the private key provides its
corresponding public key to a widely-trusted Certificate
Authority (CA) along with acceptable identification. The
CA then isgsues a cerﬁificate, which typically consists of
a digital signature on a specially-formatted block of
data containing the user's name, the user's public key,
the certificate issuance and expiration dates, and the
certificate serial number. The recipient of a digital
certificate who trusts the issuing CA can use the CA'’s
(already trusted) public key to verify the signature., If
the signature is valid and if the CA is trustworthy, the
recipient can trust that the person identified in the
certificate holds the private key corresponding to the
public key in the certificate. The ISO 9594-8 standard
defines techniques and data formats for computing and

verifying digital signatures and certificates.

Certificates often need to be revoked due to
unexpected events such as compromise, theft, or loss of

the device containing the private key. A certificate

and
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using a public key to encrypt a confidential nessage or verify a signature,
a party in an electronic conmuni cati ons protocol generally rmust confirmthe

identity of the arg% holding the private key. An 5 el ectroni germsorosiaa
conmmuni cati ons B&b?’ 82 defines conventions allowing two or noré conputers”

or other electronic devices to exchange digitgl data or messages via a
comuni cati ons channel. Wthout such confirmafion, an attacker could

substitute a Ieglthggﬁg ggléééga

%owkghrevoked if a user has lost the
privileges granted by the certificate. In general, a
Eertificate's status might be good, revoked, or pending,
as well as other possibilities that will be appreciated

5 by those skilled in the art.

In large open networks such as the Internet,
certificate status determination, specifically
certificate revocation, presents enormous challenges.

The Internet is expected to have hundreds of millions of
10 users worldwide soon. It is desirable that certificate
revocation messages propagate as quickly as possible to
all users who might otherwise accept the invalid
certificate. There are thus difficult design constraints

which a successful system must satisfy:

15 1. Network applications are sensitive to
latency. A good solution should minimize the number of
additional network connections and data exchanges

required.

2. The system must work on a global scale and

20 work on a broad range of systems with different levels of

connectivity.

3. The system must be distributable so that
critical.information can be cached in many locations at
once to minimize the number of long-distance network

25 connections.

4. The system must be cryptographically

secure.



10 another for which the attacker knows the private key. Digital
certificates are the nost common solution to this problem The hol der of
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periodically by the CA and lists the serial numbers of

5 certificates issued by the CA which have been revoked.
FIG. 1 shows the structure of a typical CRL 101, which
consists of the issuer’s name, a field identifying the
signature algorithm, the date and time of issuance, and a
list of revoked certificates, followed by a digital

10 signature of the above information. To determine if a
particular cerﬁificate is revoked, one obtains an up-to-
date CRL from the appropriate CA, verifies that the
digital signature in the CRL is valid, then searches the
list of revoked certificates to determine whether the

15 certificate in question is revoked. 1If the certificate

is not on the list, it is assumed to be valid.

Because the complete CRL must be obtained and
verified to determine the revocation status of a gingle
certificate, CRLs do not scale well to large networks.

20 In particular, existing certificate revocation mechanisms

suffer from a number of disadvantages:

(a) CRLs can become extremely large, making

them inefficient to transmit or process. For example, a
very large system might have several million revoked

25 certificates, resulting in CRLs which are many megabytes
in size. To detexmine whether a particular certificate
is valid, one must download a recent CRL in its entirety
and process the entire list to verify the digital
signature. For a largé network, the required network

30 bandwidth can be prohibitively large, especially if every
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privileges grantegsgx égﬁhémgé' ownioad new éﬁfgﬁgften The time required

. to process a large list can also be an issue.

(b) Only mechanisms recognized and supported
by the certificate recipient can be used to revoke
5. certificates. In most cases, only revocations issued by
the CA are accepted. Additional revocation mechanisms

cannot be added easily.

(c) Because CAs are entrusted with both
certificate issuance and revocation, physical destruction
10 of a CA's private key could result in a situation where
certificates could no longer be revoked without revoking

the CA’s public key.

(a) Vérifiers must be able to obtain up-to-
date CRLs from every supported CA. Certificate chaining
15 makes this particularly difficult since there can easily
be an extremely large number of CAs and multiple CAs per

certificate chain.

Present techniques for determining whether

20 types of data other than certificates are present on
digitally-signed lists suffer from the same scalability
problems. On large networks such as the Internet such
systems will typically suffer from poor latency and
extremely large bandwidth requirements. These

25 limitations arise because existing techniques either
require active network connections to a trusted server at
transaction time or require replication of CRLs or other
digitally-signed lists containing all elements of the

list.



certificate's status m ght be good, revoked, or pending, as well as other
possibilities that will be appreciated 5 by those skilled in the art. In

| arge open networks such as the Internet, certificate status determ nation,
specifically certificate revocation, presents enornous chall enges. The
Internet is oXPOU4BL t o have hundreds of millions of 10 us@CIURBHIEH de
soon. It is desirable that certificate revocatlon nessages propagate as
qui ckly as possible to all users who m ght 6ot her wi se accept the invalid
certificate. There are thus difficult design constraints which a successful
syst em nust sat PFPFLOFYRE OF INVENTION Net wor k applications are sensitive
to [atency. A good solution should mnimze the nunber of

Accordingly, it is an object of the invention

to reduce greatly the processing effort, network

5 bandwidth, network latency, data storage, and data
replication requirements needed to determine whether a
particular certificate has been revoked. In particular,
the invention allows certificate status to be determined
without knowledge of the entire list of revoked

10 certificates and without having to search the entire list

of revoked certificates.

Another object of the invention is to simplify
the addition of new revocation mechanisms, such as
revocation by certificate holders, without altering

15 existing revocation mechanisms.

Another object of the invention is to allow
revocations from many CAs to be included efficiently in a
single database, thereby allowing a single trusted source

for certificate revocation messages.

20 Another object of the invention is to provide a
certificate revocation system whose operatlon is open to
public scrutiny to ensure that certlflcates are not
maliciougly revoked and that revoked certificates are not

marked as wvalid.

25 In general, the invention can be used to
determine whether data items of any type are present on a
digitally-signed list without requiring that the verifier

retrieve the entire list. It should be readily apparent



addi tional network connections and data exchanges required. 2. The system
must work on a global scale and 20 work on a broad range of systens with
different | evels of connectivity. 3. The system nust be distributable so
that critical information can be cached in nmany |ocations at on §57108134
mini mze the nun¥@7@34ong- di stance network 25 connections. 4. The syster
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to a reader skilled in the art that the problem of
determining securely whether a data item belongs to a
list of data items has applications to many problems
beyond certificate revocation. For example, an Internet
5 user might want to determine whether a digitally-signed
Java application has been revoked as having harmful side

effects.

Briefly, the present invention typically
includes at least one tree issuing device, one or more
10 confirmation issuers, and at least one verification

device.

The tree issuing device assembles a list of
data items, which can have any content but would
typically be a list of serial numbers identifying revoked

15 digital certificates. The issuer sorts the list,
optionally removes any duplicate entries, then adds a
beginning-of-list marker and an end-of-list marker. Each
pair of adjacent entries in this sorted list specifies a
range between which there are no list entries. Except

20 for the beginning and end markers, each list entry
appears in two ranges, once as a minimum value and once
as a maximum value. A hash tree is then constructed
where leaf nodes correspond to ranges in the list.
Because the tree’s leaf nodes define intervals, this

25 structure is referred to as an interval hash tree. A
binary tree such as those described in U.S. patent
4,309,569 to Merkle (1982) would typically be used, but
those skilled in the art will appreciate that a variety
of other hash tree structures are also suitable (for

30 example, as described in U.S. Patent 4,881,264 to Merkle
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Previous certificate revocation nmechani snms, such as | SO 9594-8, use a type

of digitally-signed structure called a Certificate Revocation List (CRL)
which is issued periodically by the CA and lists the serial nunbers. of
certificat eWO%M3R4 by the CA which have been revoked. FI-GCHY W@Wthe
structure of a typical CRL 101, which consists of the issuer's nane, a

field identifying the signature algorith the date and tine of issuance,
and a list of revoked certificates, followed by a digital 10 signature of

the above infofdf&%)dn. Mezkie:uses hagh tress FPCEFQ\‘C%e‘?tﬁ Qs @S

:ﬁgfkfﬂé one Qb whin! omPdt fnd-R- 10 hiRLPPELRIiFEICA verifies

signatures by combining a large number of items into a

single root node which can be digitally signed. Merkle’s
5 hash tree techniques produce assurances that particular
items have been digitally signed. However, Merkie's hash
trees do not provide the capability disclosed herein, of
cryptographically demonstrating that particular items
were not included in the tree (except in the highly
10 inefficient case where the verifier obtains the entire

tree and searches it for the particular candidate item).

The tree issuing device digitally signs the
tree’'s root node (or nodes, if the chosen tree structure
has multiple roots) with other data which would typically

15 identify the issuer’s identity and the date and time.

A confirmation issuer obtains the hash tree
including the root node digital signature. The tree may
be obtained either separately from, or together with, its
digitally signed root. In the latter case, the hash tree

20 ghall be considered to include its digitally signed
root (s). These values could be cobtained directly from
the tree issuer, be computed independently, or be
obtained from other sources. The confirmation issuer can
be the same device as the tree issuer, or could be an

25 independent device connected to the tree issuer via a
communications channel. Confirmation issuers might also
be included in devices including, but not limited to,
network servers, firewalls, or directory servers and
might be assigned to serve a particular region of a

30 network or subnetwork.



digital signature in the CRL is valid, then searches the list of revoked
certificates to determ ne whether the 15 <certificate in question is
revoked. |If the certificate is not on the list, it is assuned to be valid.

Because the conpheifefRl nmust be obtained and verified to det gcijysgnisia _
revocation status of a single certificate, CRLs do not scale well to large
networks. 20 In particular, existing certifigcate revocati on nmechani sns

suffer froma nunber of disadvantages: (a) CRLs can becone extrenely | arge,

maki ng theminefficient tor#'lﬁaqﬁ;gitfi glg_g_rggggg@ic _O;V -agm,lrei, b%a‘#ﬁéywiéﬁ ge

system m ght have several lon‘rev certificateés, 'res rng in
CRLs whi ch are naay“pregdbgses datsiizen’T@hdetestanes whetther laspatsi cdl e

certificate determined. The verifier sends the candidate data item
(or a representation thereof) to the confirmation issuer.
5 The confirmation issuer locates a leaf node whose minimum
range value is no larger than the candidate data item and
whose maximum range value is no smaller than the
candidate data item. The confirmation issuer then sends
the verifier the appropriate leaf node, the digitally-

10 signed root node, and the additional nodes needed to
cryptographically derive the root node from the leaf
node. By cryptographically determining that the
particular leaf can be used to reconstruct the root node,
the verifier gains cryptographic assurance that the leaf

15 was part of the original tree whose root node was
digitally signed. The leaf is said to be
cryptographically bound to the root. Note that the
confirmation issuer does not need a private key, or
knowledge of tree issuer’s private key, since it does not

20 generate any new digital signatures.

The verifier confirms that the signature on the

header is correct and comes from a trusted tree issuer;
that the date, name, and other information inclﬁ&ed in
- the root node digital signature are appropriate; that the
25 root nodé can be constructed from the leaf node using the
specified supporting nodes; and that the candidate data
item is within the range specified by the given leaf
node. I1f any of the above verification steps fail, the
assurance is bad and item’s status on the list cannot be

30 determined. If the verification steps are successful and



Is valid, one nust download a recent CRL inits entirety and process the
entire list to verify the digital signature. For a |large network, the
requi red network 30 bandwi dth can be prohibitively large, especially if

every WO 97/ 43842 P %JPH@ZJ 08134
5 user needsWP3"dB¥hi oad new CRLs often. The time required t 0cess a

large list can also be an issue. (b) Only,gechani sns recognized and
supported by the certificate recipient can be used to revoke 5

certificates. 11,903t C858%ndM0the TRSIL ONS 435V Y the verifier
has cryptographic assurance that the data item is present
on the list. If the smaller range endpoint is less than
the data item and the larger endpoint is larger than the
5 item, the verifier has cryptographic assurance that the

item is not present on the list.

In addition to the embodiments described above,
another illustrated embodiment does not use ranges, but
rathér uses a hash tree constructed from a sorted list of

10 data items such that two adjacent leaves spanning a
candidate data item provide cryptographic assurance that
the candidate data item is not present on the list., Yet
another illustrated embodiment does not use ranges, but
rather uses the hash tree to build digitally signed

15 assertions that specific items are not on the list.
Still another illustrated embodiment does not use hash

trees, but rather uses individually signed ranges.



the CA are accepted. Additional revocation nechani snms cannot be added
easily. (c) Because CAs are entrusted with both certificate issuance and
revocati on, physical destruction 10 of a CA's private key could result in

a situation where ritificates could no Ionger be revoked w t hgrai@¥ /g4
the CA's public ngﬁ“ Verifiers nust be able to obtain up-to- gﬁs‘ie%s_

fromevery supported CA. Certificate chaining45 makes this particularly
difficult since there can easily be an extrenmely | arge nunber of CAs and

whet her 20 types of data of hoPREREPREPTIEN OF SHE pRAkuiE 0" "

FIG. 1 shows the contents of a traditional
certificate revocation list which does not use the

5 present invention.

FIG. 2 shows an exemplary technique for

preprocessing data items.

FIG. 3 show a particular preprocesgsing

technique appropriate for digital certificates.

10 FPIG. 4 shows the construction of a set of

ranges from a list of data items.

FIG. 5 shows a set of ranges made from a sorted

list of data items.

FIG. 6 shows the structure of a binary interval

15 hash tree made from a list containing six ranges.

FIG. 7 is a flowchart showing steps to

construct an interval hash tree from a set of ranges.
FIG. B shows a degenerate interval hash tree.

FIG. 9 shows the contents of a digitally-signed

20 root node.

FIG. 10 shows an alternate embodiment of the
invention, without a hash tree, in which the individual

ranges are signed directly.



digitally-signed lists suffer fromthe sane scalability problens. On | arge
networ ks such as the Internet such systens will typically suffer from poor
| at ency and extrenely | arge bandw dth requirenments. These 25 limtations

ari se because existing techniques either require active ne%¥ﬁﬁ§,&9 nections
to a trust eWOHMIME at transaction time or require replicatT g s or

other digitally-signed |ists containing @J el ements of the |ist. WO
97/ 4382 PCT/ US97/ 08134 6
- FIG. 11 shows the steps taken by the
confirmation issuer to issue a confirmation for a

épecified candidate item.

FIG. 12 is a flowchart showing steps to
5 construct a list of supporting nodes cryptographically

binding a leaf node to the root node.

FIG. 13 shows the steps typically taken by the
verifier to determine whether a confirmation message
provides acceptable cryptographic proof of the status of

10 an item.

FIG. 14 is a flowchart showing how to use a set
of supporting nodes to verify the cryptographic binding

between a leaf node and the root node.

FIG. 15 outlines the operation of a
15 communications system which a certificate holder uses to
obtain confirmation messages which it provides to
certificate acceptors as cryptographically-secure

evidence that the certificate has not been revoked.



DI SCLOSURE OF | NVENTI ON Accordingly, it is an object of the invention to
reduce greatly the processing effort, network 5 bandw dt h, network
| at ency, data storage, and data replication requirenents needed to

det erm ne whet‘gﬁr a?gpzart icular certificate has been revoked. ddvnpasbdisd! ar,
the invention PYB*%ertificate status to be determ ned without know edge

of the entire list of revoked 10 certificatgg and wi thout having to search
the entire list of revoked certificates. Another object of the invention is

to sinplify the ad%.ﬁ\iﬁrknofb g@pﬂff&ﬁ%}g@%gﬁ, such as revocation
by certificate holders, witﬁou altering exi stirng revocation
mechani sns.

. Methods and apparatuses are disclosed for

constructing efficient cryptographically secure
asgertions as to whether candidate item is present on a

5 1list. In one embodiment of the invention, data items on
the list are converted into a set of ranges having data
items as endpoints such that there are no data items on
the list between the endpoints of any range. The ranges
are used as leaf nodes to construct a hash tree, then the

10 tree’'s root node is digitally signed by the tree issuer.
A verifier can determine the wvalidity of a leaf node by
checking the path from the leaf to the root node and by
checking the digital signature on the root node. A valid
leaf node with a range endpoint equal to a candidate data

15 item provides cryptographic assurance that the candidate
data item is present on the list. A valid leaf node with
one range endpoint larger than the candidate data item
and one range endpoint smaller than the candidate data
item provides cryptographic assurance that the candidate

20 data item is not on the list.
Hash Tree Constru;;'tion and Issuance

For certain kinds of data items, preprocessing
- using a collision-free function (CFF) may be performed
before the data items are used for tree construction. A
25 CFF is a function for which it is believed to be
computationally unfeasible to find two different messages
X and Y such that CFF(X)=CFF(Y). The identity function
I{(X)=X is a CFF and may be used, althoﬁgh-for larger data

items a cryptographic hash function is generally more



.Anot her object of the invention is to allow revocations frommny CAs to be
I ncl uded efficiently in a single database, thereby allowi ng a single
trusted source for certificate revocation nmessages. 20 Anot her
object of the invention is to provide a certificate revocation system whose
operation i s ¥PAH4BE publ i c scrutiny to ensure that certifi CETESYHIRM4, 0t

mal i ci ously revoked and that revoked certif'gates are not marked as valid.
25 In general, the invention canh be used to determ ne whet her

data itens of any type are present on_a digitally-sjgned list wthout
requiring that tﬁgfggﬁFPFer PR araRhie Q%FP?E ¢iiong dnglydedSHA pEadily

appar ent MD5 and are used to reduce the size of messages (i.e.
" the size of H{X) is less than the size of X) yet H(X) is
cryptographically collision-free. The exemplary
5 preprocessing technigque shown in FIG. 2 uses a
cryptographic hash function to reduce the size of the
items. Each data item 201 is hashed at step 202 to
produce a fixed-length processed item 203. For example,
if the data item consisted of a CA name (“Sample CA")
10 followed by a four-byte serial number (decimal 123456789
with hexadecimal representation 07 SB CD 15), the
processed item might be SHA(“Sample CA” } 07 sB CcD 15),

where “|” denotes concatenation, or:

9D 76 7D 83 1D 85 A2 A8 35 95 08 DB 91 F2 AA DC
15 D8 DD C4 AD.

Data items of specific types may use different
kinds of preprocessing. FIG. 3 illustrates a particular
preprocessing technique appropriate for data items such
as digital certificates. The certificate issuer name 301

20 is hashed at step 303, and at step 304, the hashed issuer
name is concatenated with the certificate serial number
302 to produce the processed digital certificate 30S.
(The serial number could also be hashed before
concatenation.) For example, a certificate with a 32-bit

25 (4-byte) serial number 123456789 whose CA name is “Sample
CA” would have a 24-byte list entry consisting of SHA
(*Sample CA”) followed by the byte representation of
123456789. In particular, the hexadecimal representation

would be:
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reader skilled in the art that the problem of determ ning securely whether
a data itembelongs to a |list of data itens has applications to many
probl ens beyond | fjcate revocation. For exanple, an Inter

m ght want to dﬁﬁgﬁ%#ﬂ whet her a digitally-signed Java app|r9§?r§ﬁ"ﬁ§§‘
been revoked as having harnful side effects. Sgiefly, the present invention
typically includes at |east one tree issuing device, one or nore 10

confirmation issuers, and atgheast pne ey il 63t hBNea op 32 9B 02 97 oD 1E

F2 95 8E A0 07 5B CD 15

FIG. 4 shows one way to use a computer to
convert the set of preprocessed data items into a set of
5 ranges. At step 401, the data items are assembled into a
list stored in a computer-readable memory, which is then
sorted in ascending order at step 402. At step 403,
markers are added to denote the beginning and end of the
list. If the data items consist of a 160-bit SHA output,

10 the beginning-of-list marker might consist of 160 zero
bits, and the end-of-list marker might consist of 160.one
bits. Every pair of adjacent list entries then defines a
range where the list entries are the range endpoints.
There are no entries on the list which lie between these

15 endpoints (if a value between the endpoints was present
on the list, the sorting operation would have placed it
between the range endpoints and the range endpoints would
thus no longer be adjacent on the sorted list). At step
404, a daéa structure is constructed specifying the

20 range, typically encoding the range as the minimum (the
leager of the two list entries) and the range maximum
{the greater list entry). Other formats for the range
data structure are also possible, such as a range

- endpoint and length, a range midpoint and length, etc.

25 Ranges ¢an also be broken into subranges, although in
this case range endpoints would not necessarily
correspond to data items on the list. In some cases it
is helpful to add additional markers in places other than
the beginning and end of the list. For example, if the

30 digital certificate preprocessing technique of FIG. 3 is



device. The tree issuing device assenbles a |list of data itens, which can
have any content but would typically be a list of serial nunbers
identifying revoked 15 digital certificates. The issuer sorts the |ist,
optionally renoves any duplicate entries, then adds a begi nning-of-|ist
marker and aW@MB842- | i st narker. Each pair of adjacent ent PEEYSYP8IH; s-
sorted |ist specifies a range between which there are no list entries.
Except 20 for the begi nning and end mar ker £ each | st entry appears in two
ranges, once as a nininumval ue and once as a maxi mumvalue. A hash tree is
t hen construct ed*8#ferand cgrtifdeatesr frapond tipleangetsificate dsapersBecause

the tree's | eaf £¥E“§%é§ﬂﬂtn%niQhSrY§£§; dd4tional markers might be

placed at the beginning and end of the list region
corresponding to each certificate issuer. Ranges would

5 only be issued within regions belonging to supported CAs.
In general, additional start and stop signals are helpful

to define ranges excluded from the list or which are

otherwise noteworthy.

If the initial data set contains n data items,

10 there will be n+2 entries in the sorted list due to the
addition of the beginning and end markers. There are n+l
possible pairs of adjacent entries in the sorted list, so
there will be n+l range structures. FIG. 5 shows a set
of ranges constructed from a sorted list 501 of five data

15 items I,..I,. The first range 502 goes from the
beginning-of-list marker to the first data item, I,. The
next range 503 goes from I, to I,. Subsequent ranges 504
are I,-I,, I,-I;, and I;-I,. The final range 505 is I,

through the end-of-list marker.

20 A hash tree is then be built from the sorted
list of ranges. A hash tree is a hierarchical data
étructure comprising a plurality of leaf nodes combined
using a cryptographic function to form a lesser number of
root nodes such that using one or more applications of

25 the cryptographic hash function it is possible to
cryptographically transform any leaf node into a root
node. A hash tree where the leaves are intervals

(ranges) is called an interval hash tree.



25 structure is referred to as an interval hash tree. A binary tree such as
those described in U S. patent 4,309,569 to Merkle (1982) would typically
be used, but those skilled in the art will appreciate that a variety of

ot her hash tree ‘ﬁé%% es are also suitable (for 30 exanple, FprARFHIsINED
in US. Patent 4, , 204 to Merkle WO 97/ 43842 -

PCT/ US97/ 08134 8 (1989)). Merkle uses hash trges to reduce the cost per
si gnature when conputing a | arge nunber of digital signatures by conbining

a large nunmber of items iNtOg@a, g ghows the structure of a binary interval

hash tree built using a set of six ranges 601. The
.ranges are optionally transformed using a collision-free
function to form the tree’s leaf nodes 602. The leaf

5 nodes are then combined using a cryptographic hash
function to form levels of intermediate nodes 603 and a

single root node 604.

FIG. 7 describes the steps required to use a

computer to construct a binary interval hash tree given a

10 set of n leaf nodes Ny ...Np ., stored in a computer
readable memory. At step 701, the variable n is
initialized to the number of leaf nodes and the tree
level counter x is initialized to zero. At step 702, the
variable y is initialized to zero. At step 703, the

15 device determines whether two times y is smaller than n-
1. If so, at least two more nodes are present at the
current level x and, at step 704, these are concatenated
(as denoted by the symbol “|”) and combined with a
cryptographic hash function to produce one level x+1

20 node. At step 705 y is updated then the computer returns
to step 703. If the comparison at step 703 is not true,
the computer determines at step 706 whether a single
level x node remains. If so, the node is simply copied

- at step 707 to level x+1. The level x+1 nodes are now

25 complete, so at step 708 the device adds one to x so that
the next level of nodes can be done. Step 708 also
replaces n with the number of nodes in the new level by
dividing by 2 while rounding upward. At step 709 the
device then determines whether more than one node

30 remains. If so, it returms to step 702. Otherwise the



single root node which can be digitally signed. Merkle's 5 hash tree
t echni ques produce assurances that particular itenms have been digitally
si gned. However, Merkle's hash trees do not provide the capability

di scl osed herein, of cryptographically denonstrating that particular itens
were not i noYOEE842n the tree (except in the highly 10 i nEFFUSMMcase
where the verifier obtains the entire tree and searches it for the
particul ar candidate item). The tree issuﬂﬁg device digitally signs the
tree's root node (or nodes, if the chosen tree structure has nultiple
roots) with ot H&virg £imdisérswatl dtempltdl |setusninge fhef yoethdigdssuer ' s

I dentity and t i ge. A confirmation issuer obtains the hash tree
i n¢l udi ng the pgl(l)d&%(;ei(f:q%dt& ggP'si ghature. The tree may

Although the preferred embodiment uses binary
trees (see, e.g., U.S. patent 4,309,569 to Merkle
5 (1982)), other tree structures are also possible,
Variant tree structures, such as those having more than
one root node, which combine more than two nodes at once,
or which otherwise deviate from the binary tree are
called degenerate trees. In some situations it may be
10 desirable to have multiple roots since this can shorten
the paths from leaves to roots. FIG. 8 shows an example
of a degenerate tree in which groups of three nodes 801
(instead of two) are combined, a level x node 802 (i.e.,
N, ,) is used in computing more than one level x+1 nodes
15 802 (e.g., N,, and N, ,}), and there are two root nodes 803
and 804. It will be apparent to one skilled in the art
that a wide variety of degenerate tree structures can be
constructed. For example, U.S. patent 4,881,264 to
Merkle (1989) describes several degenerate hash tree
20 structures which may be used in connection with the

present invention.

Referring to FIG. 9, after constructing the
hash tree, the tree issuer.uses RSA, DSA, or another
signature algorithm to digitally sign the tree’s root

25 node 901, the date and time of the tree’s issuance 902,
the date and time of the next issuance {(optional) 903,
and the total number of nodes in the tree 904. The
structure might also include other information, for

example (but not limited to) the signing algorithm



be obtained either separately from or together with, its digitally signed
root. In the latter case, the hash tree 20 shall be considered to include
its digitally signed root(s). These values could be obtained directly from

the tree issuer Qﬁﬁ&gﬂputed i ndependent |y, or be obtained fregyRkéBize _
sources. The c&ﬁ??/ ion i ssuer can be the sane device as the tree issuer,

or could be an 25 independent device connectgg to the tree issuer via a
comuni cations channel. Confirmation issuers mght also be included in

devi ces including,, but nat limted to,.netwyrk rve [ L eyal r
directory servers & tr?\r}od'ﬁf‘bg}%sgf %eldssfuoersesr\?e%%g'péﬁ?i%%%ar réeaog% Sf a
30 network or subngievyrevious tree.

To summarize, the tree issuer thus performs the

following steps:
5 1. Construct the list of items,
2. Convert list into a set of ranges,

3. Build an interval hash tree from the

ranges,

4. Digitally sign the hash tree’s root node,
10 and

S. Publish the hash tree and signed root node.

The foregoing illustrates the preferred
embodiment of the invention in which hash trees are used.
Alternatively, PIG. 10 shows a treeless variant in which

15 the individual ranges 1001 are signed directly at 1002 to

produce a set of signed ranges 1003.
Confirmation Issuance

Corresponding to the embodiments of the
invention disclosed in FIGS. 2-9, FIG. 11 ocutlines a
20 process_for issuing cryptographic assurances as to
whether specific items are on a list. The list is the
plurality of data items used to generate the ranges for
an interval hash tree, and the confirmation will directly
demonstrate whether a candidate data item belongs to the
25 plurality of items (i.e., is present on the list). At

step 1101, the confirmation issuer first obtains the



WD 97/ 43842 PCT/ US97/ 08134 9 The
verification device (verifier) begins with a "candi date data iten whose
status on the list is to be determ ned. The verifier sends the candi date
data item (or _a representation thereof) to the confirmation_issuer. 5 The
confirmati on W42 ocates a | eaf node whose mi ni mum r angePGHPEHB4 o
| arger than the candidate data item and whqgse maxi numrange value i s no
smal | er than the candidate data item The &nfirmation issuer then sends

the verifier the, aéopropri ate |l eaf node, the digitally- 10 signed root node,
and the additi onkF-¢wtR!s hsddégrepo (or information allowing the

confirmation issuer to construct at least the required
portions of the tree) along with its digitally signed

root node. At step 1102, the confirmation issuer

m

receives a candidate data item for which the confirmation
is to be constructed. At step 1103, the confirmation
issuer performs any required preprocessing steps. At
step 1104, the confirmation issuer identifies a leaf node
representative of the candidate item. In one embodiment
10 of the invention, the identified leaf node has a lesser
range endpoint which is no larger than the candidate item
and a larger range endpoint which is no smaller than the
candidate item. Next, at step 1105, a list is made
specifying the intermediate nodes needed to
15 cryptographically reconstruct the path binding the leaf’
to the root node (FIG. 12 describes in detail the steps:
required to locate the appropriate intermediate nodes) .
At step 1106, the final confirmation including the
contents of the leaf node whose range spans the candidate
20 data item, the number of the specified leaf node in the
tree, the intermediate nodes which cryptographically bind
the leaf to the root node, and the digitally-signed root
node, is produced. Note that the confirmation dqes not
include the entire list of data items represented by the
25 leaf nodes of the interval hash tree. Finally, at step
1107, the confirmation issuer issues the confirmation to
the party requesting it. The reﬁuesting party may be
either a party wishing to know the status of the
candidate item, or it may be an intermediate in a
30 communications channel. For example, the requesting

party might be the owner of a certificate which will



cryptographically derive the root node fromthe |eaf node. By
cryptographically determning that the particular |eaf can be used to
reconstruct the root node, the verifier gains crypt ograghl Cc ass_uran;}e t hat
the | eaf 15 vvas?nnja\&,; the original tree whose root node was

signed. The | ea |s4g€é‘|5d to be cryptographically bound to the ?%%Pg Ng%% -
that the confirmation i ssuer does not need a %rivate key, or know edge of
tree issuer's private key, since it does not C} generate any new digital

signatures. The verjf] nfir t hat the signature _op the header is
correct and cones féf%érﬁee; tt%%us?f’gggf'flggl?%sﬁ%$;%ﬁ? 4 tlﬁegaa?’é}’ A Rffies
ot her information iwicichdaedntn vielré fiy0the Ntk l Pt AbsSEEPLEIEaEE e In this

i ; at the
appropriate; th case, the confirmation is communicated by the

confirmation issuer to the verifier via the certificate
5 holder. Alternatively, the confirmation might be
requested by the party which wishes to verify the

certificate’s status.

FIG. 12 describes steps to find the
intermediate nodes needed to cryptographically bind a
10 leaf node (N;, ;) to the root node of a binary interval
hash tree. The process begins at step 1201 by setting
node counter n to the total number of leaf nodes in the
tree and i to the vertical position of the leaf node to
be bound to the root. At step 1202, x is initialized to
15 =zero. At step 1203, the device computes i®1l, where “®~
denotes an exclusive-OR operation. Equivalently, step
1203 could be defined as y=i+1-2(i mod 2). At step 1204,
if y is less than the total number of level x nodes
(hashes) then N, is added to the list of hashes binding
20 the specified leaf to the root. At step 1205, i is
divided by 2 and rounded upward to find the vertical
position of the level x+1 node leading to the root. At
step 1206, n is updated to equal the number of ievel x+1
- nodes. At step 1207, x is incremented. At step 1208,
25 the device tests whether n is larger than 1 and, if so,

loops back to step 1203,

To summarize, the confirmation issuer obtains
the hash tree and signed root, receives a confirmation
request, and constructs and issues the confirmation.

30 When the hash tree is about to expire or a new tree is



25 root node can be constructed fromthe | eaf node using the specified
supporting nodes; and that the candidate data itemis wthin the range
specified by the given | eaf node. If any of the above verification steps
fail, the assurance is bad and itenms status on the |ist cannot be 30
det er ni ned. MO¥4¥4%erification steps are successful and - PCAYEFISB >
PCT/ US97/ 08134 10 either range endpoint-equals the data item the verifier

has crypt ographi c assurance that the data % emis present on the list. If
the smal | er range endpoint is |ess than
available, the confirmation issuer obtains an updated

tree.

Verification

FIG. 13 outlines the steps taken by a verifier
5 to use a confirmation message stored in a computer

readable wmemory to cryptographically determine the status
of a candidate data item with respect to the list. At
step 1301, the verifier first uses the tree issuer’s
public key (which is assumed to be previously known and

10 trusted) to check the digital-signature on the root node.
At step 1302, the verifier then checks the date and time
of the tree’'s issuance, along with any other auxiliary
information signed with the root, to ensure that the tree
is acceptable. At step 1303, the verifier confirms that

15 the leaf node is representative of the data item. 1In
particular, the leaf’s lesser range endpoint should be no
larger than the data item and the larger range endpoint
should be no smaller than the data item. At step 1304,
the verifier uses the supporting nodes to check the

20 cryptographic binding between the leaf node and the root
node (FIG. 14 shows the steps required to verify the
cryptographically binding between a leaf node and the
root node in a binary tree). If any steps fail, the
verifier skips to step 1308 and the confirmation is

25 invalid. If all steps above are successful, the verifier
checks at step 1305 whether either endpoint of the leaf
node’s range equals the candidate data item. If the
candidate data item lies between the endpoints of the
range, the verifier concludes at step 1306 with assurance

30 that the item is not on the list. If the item in



the data itemand the |arger endpoint is larger than the 5 item the
verifier—tras cryptographi c assurance that the itemis not present on the
list. In addition to the enbodi nents descri bed above, another illustrated
enbodi ment does ranges, but rather uses a hash tree con

froma sorted lis %@éﬁﬁ data itens such that two adj acent |eav§§h§%?ﬁﬁ?ﬁg
a candidate data item provi de cryptographi c assurance that the candi date
data itemis not present on the list. Yet another illustrated enbodi nent
does not use ranges bug.rather uses tE& gssh tree to Qyjhg dk itallg .

si gned 15 asserti ondUEREFORpEHHT 0% & RORID YIRS EEE PRTARb e

iIlustrated enbodi neBhciogés et disg NAYT WieBSasHifancd HatUe®e item is on
i ndi vidual ly S|gned£Lan gst
e isc.

FIG. 14 outlines the process of using a set of
5 supporting nodes to verify the cryptographic binding
between the leaf node representative of the candidate
data item and the root node. At step 1401, the variable
i is initialized to the number of the leaf node in the
tree, n is initialized to the number of nodes in the

10 tree, x is initialized to zero, R is initialized to the
leaf node (i.e., N, ;), and k is initialized to the number
of supporting hashes provided. Note that n was checked
along with the digital-signature on the root node. At
step 1402, the device checks whether i is even and equal

15 to n-1. If so, the device skips directly to step 1408,
but otherwise the device proceeds to step 1403 and
increments j. At step 1404, the device ensures that j
(the number of supporting hashes used) never exceeds k
{(the total number of supporting hashes provided). At

20 step 1405, the verifier determines whether i is even or
odd. If i is odd, the verifier proceeds to step 1406
where the new value for R is found by concatenating the
existing R with the next supporting hash (“|” denotes

- concatenation) and hashing the result with a -

25 cryptographic hash function. If i is even, the verifier
proceeds instead to step 1407, where the new value for R
is found by concatenating the existing next supporting
hash with the existing R (in the opposite order from step
1406) and hashing the result with a cryptographic hash

30 function. After step 1406 or 1407, the verifier proceeds



WO 97/ 43842 PCT/ US97/ 08134 11 BRI EF
DESCRI PTI ON OF THE DRAWNGS FIG 1 shows the contents of a traditional
certificate revocation |ist which does not use the 5 present |nvent|(éin.3
FIG 2 shows | ary techni que for preprocessing data itens. F

show a part i%@l@a};ﬁgﬂprocessi ng technique appropriate for - dicYro8134
certificates. 10 FIG 4 showsiipe construction of a set of

to step 1408 and divides i by 2 (rounding upward),
divides n by 2 (rounding upward), and increments x. At
-step 1409 the verifier checks whether the main loop is
complete, returning to step 1402 if n has not yet reached
5 one. 1If the loop has finished, the verifier finally

checks, at step 1411, whether R corresponds to the
expected value of the root node from the confirmation.
If R corresponds to the root node, the verifier concludes
at step 1412 that the binding is good. If R does not

10 correspond to the root node, the verifier concludes at

step 1413 that the binding is bad.

FIG. 15 outlines the operation of a system
which uses the invention to determine whether
certificates have been revoked. The tree issuer 1501

15 constructs a list of revoked certificates by obtaining
CRLs or other revocation messages 1502. The tree issuer
then constructs an interval hash tree including the
digitally signed root node(s). The confirmation issuer
1503 obtains the tree'’'s signed root from the tree issuer

20 over a communications channel. The confirmation issuer
also obtains, typically also from the tree issuer, the
rest of the tree or the leaf nodes needed to reconstruct
the tree. The owner of a certificate 1504 submits its

- certificate to the confirmation issuer, which responds

25 with a confirmation. The certificate holder can then
provide the confirmation along with its certificate to
certificate acceptors 1505, which each verify the
confirmation message to confirm that the certificate has
not been revoked. Participants in the protocol can

30 verify the operation of the tree issuer to detect



ranges froma list of data items. FIG 5 shows a set of ranges made from a
sorted list of data itens. FIG 6 shows the structure of a binary interva
15 hash tree nade froma list containing six ranges. FIG 7 is a flowhart

showi ng steps t rpct an interval hash tree froma set of yg3iig%Hesisd C
8 shows a degen§V§3@i#ﬁ erval hash tree. FIG 9 shows the contents o?ha -

digitally-signed 20 root node. FIG 10 shows al ternate enbodi nent of
the invention, wi thout a hash tree, in which the individual ranges are
signed directly. attempts at fraud. 1In particular, the tree should
include all revoked certificates with no unauthorized
.additions. For every certificate included in the tree,
the tree issuer should be able to provide a CRL or other
5 acceptable evidence of revocation. In some cases, such
as if a CA stops issuing CRLs, the tree issuer can
optionally define alternate mechanisms for adding entries
to the list. 1In general, the tree issuer can determine
the criteria for including items in the list, allowing
10 the addition of new revocation mechanisms, such as
revocation by certificate holders. Even so, the
operation of the tree issuer is open to public scrutiny.
In particular, third parties can verify that the tree's
leaf nodes specify only properly-revoked certificates and
15 that no revoked certificates were omitted. The third

party can also confirm that the leaf nodes’ ranges were

constructed properly and detect any other abnormalities.

Those skilled in the art will appreciate that
many simple variant forms of the invention are possible.
20 For example, in another embodiment of the invention, the
hash tree can be constructed using the sorted list of
items (rather than ranges) as leaf nodes, in which case
confirmations will consist of a pair of adjacent leaf
- nodes whose values span the candidate item, the
25 intermediate nodes connecting the leaf nodes to the root,
and the digitally-signed root. It is also possible to
combine the functionality of the tree issuer and
confirmation issuer within a single entity. In yet
another embodiment of the invention, a trusted

30 confirmation issuer can generate digitally-signed



WO 97/ 43842 _ : PCT/ US97/ 08134 12 FIG 11
shows the steps taken by the confirmation issuer to issue a confirmation

for a specified candidate item FIG 12 is a flowhart showing steps to 5

construct a |list of supporting nodes cryptographically bindin | eaf node

to the rootwadd#84x| G 13 shows the steps typically takenw 8% i i er
to determ ne whether a confirnmation nessage provi des acceptabl e

cryptographi ¢ proof of the status of 10 2Bn item

assurances as to the status of candidate items on the
list, rather than including a chain of nodes from the
interval hash tree as part of the confirmation. Finally
it is also possible for the confirmation issuer to issue

5 confirmations without receiving an explicit request.

Conclusions

Accordingly, the reader will see that this

invention can be used to efficiently and securely

10 demonstrate the presence or absence of items on a list.
Traditional solutions to this problem are inefficient in
that an amount of data must be downloaded that is
proportional to the number of items on the list. 1In
contrast, the present invention provides tremendous

15 savings for large lists. For example, by using binary
interval hash trees, the amount of data required is
proportional to the base-2 logarithm of the total list
size. Construction of such hash trees is easy, requiring
only (2n-1) cryptographic hash operations, where n is the

20 number of leaves in the tree. Furthermore, construction
of confirmation messages can be done efficiently and
easily using insecure hardware since no private key

operations are performed by the confirmation issuer.

Reliable and efficient verification of
25 certificate revocation status is absolutely essential for
secure World Wide Web transactions, Internet-based EDI,
distributed design and manufacturing collaboration,
financial transaction security, secure exchange of
electronic mail, communication of medical records, and

30 other applications requiring digital certificates. Using



FIG 14 is a flowhart showi ng how to use a set of supporting nodes to
verlfy*the crypt ographi ¢ bi nding between a | eaf node and the root node.
FIG 15 outlines the operation of a 15 comunications system which a

certificate h0|q§§3ﬁ?§? to obtain confirmation nessages which i sﬁﬁhﬂﬁﬁ
S

to certificate a as cryptographically-secure evidence that t
certificate has not been revoked. WO 97/ 43
PCT/ US97/ 08134 13 DETAI LED DESCRI PTI ON OF THE | NVENTI ON

this invention, parties holding digital certificates can
obtain tree leaves corresponding to their own
‘certificates and supply the tree and corresponding
signature information along with the certificate. This

5 eliminates the need for certificate recipients to
independently download a CRL. Furthermore, the number of
extra network connections involved in certificate
revocation status is small, since a certificate holder
can use a single nonrevocation proof for many

10 transactions.

Although the description above contains many
specificities, these should not be construed as iimiting
the scope of the invention but merely providing
illustrations of some of the exemplary embodiments

15 thereof. For example, the security system can be used
with many sorts of data, including but not limited to
lists of revoked certificates, revoked digital signatures
on computer-executable code (such as executable code,
object code, source code, interpreted code, etc.), lisﬁs

20 of other types of revoked digital signatures of other
types, lists of authorized users, lists of unauthorized
‘users, lists of stolen credit card numbers, and lists of
bad checks. 1In general, the invention ig useful whenever

- it is necessary to determine in a secure manner whether

25 or not a particular value is on a list. The system can
be implemented using almost any computer technology,
including almost any software language (Pascal, C, C++,
assembly language, FORTRAN, etc.) or integrated circuit

manufacturing technology.



Met hods and apparatuses are di sclosed for constructing effigi [
cryptographically secure assertions as to whet her candi dat e“n.‘wml““‘m“&m“l
on a 5 1list. In one enbodi nent of the invention, data itens on thecl1st are
converted int t of ranges having data itens as endpoints such that

there are ngwggﬁﬁﬁﬁaens on the list between the endpoints SFFEH7MtMge. The
ranges are used as |eaf nodes to construct _a hash tree, then the 10 tree's
root node is digitally signed by the tree?Bssuer. A verifier can determne

the validity of a | eaf node by checking the path fromthe leaf to the root
node and by checking the digital signat@®I¥8 the root node. A valid |eaf

node with a range endpoint equal to a candidate data 15 item provides

crypt ographi ¢ assurance that the candi date
WHAT 1S CLAIMED IS:

1 1. A computer-based method of generating an
2 interval hash tree, for use in an electronic
3 communications protocol for generating a
- 4 cryptographically assured confirmation that a candidate
5 data item does not belong to a plurality of data items,
6 without including all of said data items in said
7 confirmation, cowmprising the steps of:
8 (a) storing, in a memory device, a
9 plurality of data items;
10 (b) deriving a plurality of leaf nodes
11 from said data items; _
12 (c) generating, from said leaf nodes, a
13 plurality of intermediate nodes and at least one root
14 node; and
15 _ (d) digitally signing said at least one
16 root node.
1 2. The method of claim 1 wherein the step of

2 deriving said plurality of leaf nodes includes operating

3 on said data items with a collision-free function.

1 3. The method of claim 2 wherein said

2 collision-free function is a cryptographic hash.

1 4. The method of claim 2 wherein said
2 collision-free function is an identity transformation.
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| ar ger—tt+ramthe candi date data item and one range endpoi nt
candi date data item provi des cryptographi c assurance that thexcan
data itemis no\&'oﬁz’t‘}’s% list. Hash Tree Construction and |ssugRghy

data itemis present on t he Iis_t. A valid | eaf node wit_h onamﬂ'ﬁ@gm ﬂ!ﬂ
iLdawe

certain Kkinds tens, preprocessing using a collision- free :tui on
(CFF) may be perforned before the data itens e used for tree
construction. A 25 CFFisafunctionfor which it is believed to be

corfput ati onal |y, unfeasi ble t g?ffe sages X and ch that
CFF(X) =CFF(Y). *The identity ETO‘unctl 12' n%al(’ff: Srﬁég} B@chs‘e‘g,s’alg]

al t hough for |3sigeﬂ.edﬁtﬁodé£@pétlcf&)élét Q0kaRbe Cidami diiRekireNats SeN@sed | y
nor e

3 items.

1 6. The method of claim 5 wherein said ranges
2 are constructed by:

3 (a) orxdering said operated on data items;
4 and

5 (b) combining selected ones of adjacent

6 said oxdered data items.

1 ' 7. The method of claim 2 wherein each of said

N

leaf nodes represents one of said data items.

8. The method of claim 1 wherein the step of
generating said intermediate and root nodes includes:
{a) combining at least two of said leaf
nodes to form a first intermediate node; and
(b) forming additional ones of said
intermediate and root nodes, by combining a plurality of
nodes selected from the group consisting of said leaf

nodes and previously formed intermediate nodes, until

v o o s W

said at least one root node is formed.

[

9. The method of claim 1 wherein said

2 interval hash tree is of binary type.

1 10. The method of claim 1 wherein said

2 interval hash tree is of degenerate type.
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efficient. Cryptographic hash functions include SHA or NMD5

iz i

reduce the size of messages (i.e. the size of H(X) is Iesslt ang E SHza 0
X) yet H(X) | ographically collision-free. The exenpl ar _
preprocessi nﬁ@c%%aque shown in FIG 2 uses a crypt ographlﬁcﬁﬂ%’oﬁ’éﬁctﬂ on

to reduce the size of the items. Each data, item 201 is hashed at step 202

to produce a fixed-length processed item 20%. For exanple, if the data item
H n | mll

consi st ed Ofla CA name ( f%qn)f%e mé%hod of claim 1 wherein said data

2 items represent digital signatures.

1 . 12. The method of claim 11 wherein said data

2 items represent revoked digital certificates.

1 13. The method of claim 12 wherein said

2 digital certificates originate from a plurality of

3 certification authorities.
1 14. A computer-based method of generating an
2 interval hash tree, for use in an electronic
3 communications protocol for generating a
4 cryptographically assured confirmation as to whether a
5 candidate data item belongs to a plurality of data items,
6 without including all of said data items in said
7 confirmation, comprising the steps of:
8 (a) storing, in a memory device, a
9 plurality of data items;
10 (b) deriving a plurality of leaf nodes
11 from said data items;
12 (c) generating, from said leaf nodes, a
13 plurality of intermediate nodes and at least one root
14 node; and '
) 15 (d) digitally signing said at least one
16 root node.
1 15. An interval hash tree contained in a
2 computer-readable memory, for use as part of an
3 : electronic communications protocol for cryptographically
4 confirming that a candidate data item does not belong to

;l‘his Sheet Has Been Reﬂlaced
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10 fellowed by a four-byte serial nunber (decinmal 123456789 w m
detTﬂHf‘TEﬁTE?EﬂTHTTUﬁ"U?‘S
LespeE T SprSETCIT O U7 B, D 19), e processed 1ten .moé MRS

7D 83 1D 85 A2 DB 91 F2 AADC 15 D8 DD C4 AD. Dat
specific types S’Z?gﬁgzédlfferent ki nds of preprocessing. FIG g |,I”?ustrat es

a particular preprocessing technique approprigte for data items such as
digital certificates. The certificate issuer nane 301 20 is hashed at step
303, and at step 304, the hashe uer,_name i.s_concat

Pal % B3 BA6

certificate ser AUt Me wﬁ‘re(fceégsgﬁfﬁ‘?‘b?gaﬁorte’r%sf Cfat e
305.- (The seri alg nuémm iGdrdradl hasherhes ok rffEiceient to

7 cryptographlcally confirm that said candidate data item
8 does not belong to said plurality of data items without
9 specifying all of said data items, said intexrval hash
10 tree including:

11 {(a) a plurality of leaf nodes derived

12 from said data items;

i3 {b) a plurality of intermediate nodes;
14 and

15 (c) at least one digitally signed root
l1é ncde.

1 16. The interval hash tree of claim 15 wherein
2 each of said leaf nodes includes at least one of said

3 data items that has been operated on with a collision-

4 free function.

17. The interval hash tree of claim 16 wherein

[

2 said collision-free function is a cryptographic hash.

1 18. The interval hash tree of claim 16 wherein
.2 said collision-free function is an identity

3 transformation.

1 19. The interval hash tree of claim 16 wherein
2 each of said leaf nodes specifies a range in which there

3 are no data items.

1 20. The interval hash tree of claim 19 wherein

2 each of said leaf nodes includes a plurality of adjacent
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concatenation.) For exanple, a certificate with a 32-bit 25 u“ﬂm‘“ﬂ”ﬂﬂ”“‘
serial nunber 123456789 whose CA nane is "Sanple CA" woul d
list entry consisting of SHA ("Sanple CA") followed by the byte®

representation of 123456789. In particular, the hexadeci mal representation
woul d be:  WQETE#F% 3540 PCT/USY7/08134  _

PCT/ US97/ 08134 15 E2 CA 64 56 40 BE 99- AC_CA 9D 3A 9B 02 97 OD 1E F2 95 8E
AO 07 5B CD 15 FIG 4 shows one way to uséa conputer to

3 data items selected from the group consisting of an

4 ordered sequence of said operated-on data items.

21. The interval hash tree of claim 16 wherein

each of said leaf nodes represents one of said data

itens.

22. The interval hash tree of claim 15 wherein
said intermediate and root nodes are formed by a process
comprising the steps of:

(a) combining at least two of said leaf
nodes to form a first intermediate node; and

(b) forming additional ones of said
intermediate and root nodes, by combining a plurality of

nodes selected from the group consisting of all said leaf

(-2 - BECS B U T R I

nodes and all previously formed intermediate nodes, until

[0
(=]

said root node is formed.

1 23." The interval hash tree of claim 15 in.

2 which said interval hash tree is of binary type.

1 24. The interval hash tree of claim 15 in

which said interval hash tree is of degenerate type.

1 ) 25. The interval hash tree of claim 15 wherein

2 said data items represent digital signatures.

1 26. The interval hash tree of claim 25 wherein

2 said data items represent digital certificates.
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convert the set of preprocessed data itens into a set of 5 rang i
401, the—data itens are assenbled into a list stored in a conpufﬂ"' H ﬁﬂ““““l
menory, which is then sorted in ascending order at step 402. At step 403m s =

mar kers are added. t note the beginning and end of the I|ist. {ﬁ” gt a
Itenms consi st o?”%”%égﬁbit SHA out put, 10 the begi nni ng- of -1 i'sfé{‘mg erg -

m ght consist of 160 zero bits, and the end-ofg]ist marker m ght consist of
160 one bits. Every pair of adjacent list entri'es then defines a range

where the list entries are t range endpoinis. There are np entries on the
list which lie Bﬁtmeen theseqﬁk eﬁ%ﬁo?ﬁ?grYT#%E“§hﬁﬁgeb8?m§gﬁlTh%§e H s
was present on the khsd, aidBS0Iderte £9BEEAE T &Fe VORI IrEibkea BLaegs. it between
t he range endpoints and the range endpoi nts woul d '

1 28, The interval hash tree of c¢laim 27 wherein
2 said digital certificates originate from a plurality of

3 certification authorities.

1 29, The interval hash tree of claim 27 wherein
2 said revoked digital certificates are specified via

3 certificate revocation lists of ISO 9594-8 format.

1 30. The interval hash tree of claim 26 wherein

2 said digital certificates are of pending status.

1 31. The interval hash tree of claim 25 wherein

2 said digital signaturé is on a segment of computer-

3 executable code.

1 32. An interval hash tree contained in a

2 computer-readable wmemory, for use as part of an

3 electronic communications protocol for cryptographically
4 confirming whether a candidate data item belongs to a
5 ‘ plurality of data items, said interval hash tree

G. comprising:

i 7 ) (a) a plurality of leaf ncdes derived

8 from said data items;

9 (b) a plurality of intermediate nodes;
10 and
11 (c) at least one digitally signed root
12 node;
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thus no | onger be adjacent on the sorted list). At step 404, m“m

structure ig constructed specifying the 20 range, typically u mu“mm”““'
range as the mninmm(the |esser of the two list entries) and*the rande *°

maxi rrum(the\greater list entry). Oher formats for the rang’e dat a

structure are ssible, such as a range endpoint and | &5J{U$*"81M4ange

m dpoi nt and |l ength, etc. 25 Ranges can al so be ‘broken into subranges,

al though in this case range endpoints woul d%not necessarily correspond to
data itenms gn the list. In sonme cases it is helpful to add additional

markers in Pacé@‘?ﬁ% sefgRtefcrptbions mf siddepntervahehdshsttrefomre

exanple, if uhe S icieh®! c6ebHibioat Sl RAN0rasslag SREhpl g FIG 3 s
15 candldate data item belongs to said plurality of data

16 items without specifying all of said data items.

1 33. A computer-based method of providing a
2 confirmation that a candidate data item does not belong
3 to a plurality of data items, for use in an electronic
4 communications protocol, comprising the steps of:
5 (a) obtaining an interval hash tree
6 representative of a plurality of data items, said
7 interval hash tree including a plurality of leaf nodes
8 derived from said data items, at least one digitally
9 =signed root node, and a plurality of intermediate nodes
10 interrelating said leaf nodes and said root node;
11 (b) electronically generating a
12 cryptographically assured confirmation that said
13 candidate data item does not belong to said plurality of
14 data items, without including all of said data items in
15 said confirmation; and
16 (c) communicating said confirmation to a
17 party wishing to know whether said candidate data item
18 belongs to said plurality of data items.
) 1 34. The method of claim 33 wherein the step of
2 communicating said confirmation is performed upon
3 receiving a request identifying said candidate data item
4 for which said confirmation is requested.
1 35. The method of claim 33 wherein said data

2 items represent digital signatures.
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and eett+fHeates—frommuttipl e certificate issuers are presen W ,"ﬂ,
addi tional markers mght be placed at the beginning and end of *

regi on corresp gplgﬁgao each certificate issuer. Ranges woul d,o h%a pe
I ssued within gﬁ bel ongi ng to supported CAs. In general, ad tronal -
start and stop signals are helpful to define, %anges excl uded fronlthe I i st

or which are otherwise noteworthy. If the initial data set contains n data '
items, 10 there will be n+2 entries in the sorted list due to the

36. The method of claim 35 wherein said
‘candidate data item represents a digital certificate

having a public key whose corresponding private key is

W

held by an entity requesting said confirmation.

37. The method of claim 35 wherein said
candidate data item represents a digital certificate

having a public key whose corresponding private key is

[T 7S TR S R

not known to an entity requesting said confirmation.

38. The method of claim 33 wherein the step of
generating said confirmation includes:

(a) selecting a subset of said
intermediate nodes that cryptographically bind said root
node to at least one leaf node representative of said
candidate data item; and

(b) combining said at least one leaf node

representative of said candidate data item, said selected

O © g 6 ! o W N

subset of intermediate nodes, and said root node to form

-
(=)

sald confirmation.

39. The method of claim 38 wherein said
selecting said subset of intermediate nodes includes:

) (a) identifying said at least one of said
leaf nodes representative of said candidate data item;
and

(b) adding additional ones of said nodes

from said hash tree to said subset, such that each added

® ] o U e W N M

additional node and at least one previously identified

This Sheet Has Been Replace
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addition of the beginning and end markers. There are n+l E

adj acent entries in the sorted list, so there will be n+1p|m “ﬂt“ﬁﬂ!ﬂr“ﬂ‘
FIG 5 shows a set of ranges constructed froma sorted list*500 df five

data 15 itens I[err]..I[err]. The first range 502 goes fromthe

begi nni ng- of WOI%2M3842 ker to the first data item I[err]. THEWEHM§Ige 503
goes fromlf[err] to I[err]. Subsequent gﬁ?s 504 are I[err]-l[err],
I[err]-I[err], and I[err]-I[err] The fln range 505 is I[err] through t he
end-of - 1i st marker. A hash tree is then be built fromthe
sorted |ist df Paﬂaegan&%mbﬁn@é Fe ddentelfy @hinrevigusdystructure

conpri sing gy pl Hﬁ%éﬁﬁ’lf)ied der]0 :LQOHQ:L&?ECH:S e 1 &1 XH&HQLE‘P@&C
function to forma | esser er root nodes such that using one or nore
appl i cati ons of

1 40. The method of claim 33 wherein said

2 interval hash tree is of conventional type.

2 41, The method of claim 33 wherein said

N

interval hash tree is of degenerate type.

1 42. The method of claim 33 wherein each of

2 said leaf nodes includes at least one of said data items
3 that have been operated on with a collision-free

4 function.

1 43. The method of claim 40 wherein said

2 collision-free function is a cryptographic hashing

3 function.

1 . 44. The method of claim 40 wherein said

2 collision-free function is an identity transformation.

1 45, The method of claim 40 wherein each of
2 said selected leaf nodes specifies a range in which there

3 are no said operated-on data items.

1 46. The method of claim 40 wherein each of

2 said leaf nodes represents one of said data items.

1 47. The method of claim 33 wherein the step of

2 obtaining said interval hash tree includes:

is Sheet Has Been Reﬂlaced

|I||I|ll T




25 the cryptographic hash function it is possible to cryptogr ' _
transformany | eaf node into a root node. A hash tree where tmﬂlﬁm"mm’"mnlm
intervals (ranges) is called an interval hash tree. WO O7/48842 L w s«
PCT/ US97/ 08134 17 FIG. 6 shows the structure of a binary int ery, mé; as‘;ree
built using a sWP 9384y ranges 601. The ranges are optionall'y transtormed
using a collision-free function to formthe tyee's | eaf nodes 602. The | eaf

5 nodes are then conbi ned using a cryptographic hash

(a) receiving said plurality of leaf
nodes derived from said data items; and

(b) receiving said at least one digitally
signed root;

(¢) wusing said leaves to construct said

intermediate nodes, wherein said intermediate nodes are

v O g N N W

capable of cryptographically binding said leaves to said
10 digitally signed root.

1 48. The method of claim 33 wherein the step of

2 obtaining said interval hash tree includes receiving

3 said interval hash tree in its entirety from an external

4 source.

1 49. The methoa of claim 33 wherein the step of

2 obtaining said interval hash tree includes:

3 {a) constructing said interval hash tree;

4 and

5 {b) digitally signing a root node of said

6 interval hash tree to form said digitally signed root

7 node.

1 50. A computer-baéed method of providing a

2 confirmation as to whether a candidate data belongs to a
) 3 plurality of data items, for use in an electronic

4 communications protocol, comprising the steps of:

5 {a) obtaining an interval hash tree

6 representative of a plurality of data items, said

7 interval hash tree including a plurality of leaf nodes

8 derived from said data items, at least one digitally
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function to formlevels of internmedi ate nodes 603 and a sin -
604. FIG 7 describes the steps required to use a conputer ?““Hﬁﬂﬂl“ﬁﬂ“ﬁ“‘m
binary interval hash tree given a 10 set of n leaf nodes N errfk..+ Ner¥] "
stored in a conputer readable nenory. At step 701, the variable n is
initialized W3¥¥2nunber of |eaf nodes and the tree |evel PESHFIABIM j <
initialized to zero. At step 702, the variable y is initialized to zero. At
step 703, the 15 device determ nes whet h&P two tines y is smaller than n-
1..1f so, at least two nore nodes are present at the current |evel x and,

at step 7042 tHdsmes gopbnpadenaied § azlwaldtydobyinkerngdintie Hodesand
combined whph & ek B3R GalaTed#dde S BLOFUESO Modesv el X+
11 . (b} electronically generating a
12 cryptographically assured confirmation as to whether a
13 candidate data item belongs to said plurality of data
14 items, without including all of said data items in said
15 confirmation; and
16 (c) communicating said confirmation to a
17 party wishing to know whether said candidate data item

18 Dbelongs to said plurality of data items.

i 51. A cryptographic confirmation, for use as

2 part of an electronic communications protocol, that a

3 candidate data item does not belong to a plurality of

4 data items, said confirmation contained in a computer-

5 readable memory and prepared by a process comprising the
6 steps of:

7 {a) obtaining an interval hash tree

8 representative of a plurality of data items, said

9 interval hash tree including a plurality of leaf nodes
10 derived from said data items, at least one digitally
11 signed root node, and a plurality of intermediate nodes
12 interrelating said leaf nodes and said root node;
13 (b) selecting a subset of said

) 14 intermediate nodes that cryptographically bind said root

15 node to at least one leaf node representative of said

16 candidate data item; and

17 {c) combining said at least one leaf node
18 representative of said candidate data item, said selected
19 subset of intermediate nodes, and said root node to form

This Sheet Has Been Reilaced |
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20 node. At step 705 vy is updated then the conmputer retur
If the conparison at step 703 is not true, the conputer det ﬂm“umﬂmgnﬂm“l
706 whether a single level x node remains. If so, the node is*sitmplty #opfed
at step 707 to +1. The | evel x+1 nodes are now 25 co ﬁp@m t
step 708 the de‘J\‘/’l8 eJ“g4ds one to x so that the next |evel of 2? es ca{iﬁﬁﬁ K
done. Step 708 also replaces n with the nunbeg of nodes in the new | evel by
dividing by 2 while rounding upward. At step 709 the device then determ nes

whet her more bhan ongs NAder i3iaciSiBl Rereld Sfhd dodfahaPiohCaSsMmdd?:

O herwi se the
21 include all of said data items.

1 52. The confirmation of claim 51 wherein the
2 step of selecting said subset of intermediate nodes
3 includes: |
4 (a) identifying said at least one of said
5 leaf node representative of said candidate data item;
6 (b) identifying additional ones of said
7 nodes from said hash tree, such that each identified
8 additional node and at least one previously identified
9 node can be combined to identify a previously
10 unidentified node, until said root node is identified;
11 and
12 (c) selecting at least those of said
13 identified nodes that are not in a direct path between
14 said root node and said leaf node representative of said
15 candidate data item.
1 53. The confirmation of claim 51 wherein each
2 of said leaf nodes includes at least one of said data
3 items that has been operated on with a collision-free
4 func;ion.
) 1 54. The confirmation of claim 53 wherein said

2 collision-free function is a cryptographic hash.

1 55. The confirmation of claim 53 wherein said

2 collision-free function is an identity transformation.
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finishes at step 710, returning the root node which is node %mﬁ@ﬂﬂﬁlmp'lﬂﬂlll

Al t hough the preferred enbodi nent. uses binary trees (see,

4, 309, 569 t Qy 3/?_; 5 (1982)), other tree structures are |bIe
Varlant tree structures, such as those having nore than one roo% ﬁg’a

whi ch :conbi ne nore than two nodes at onceynor which otherw se deviate from
the binary tree are called degenerate trees. In some situations it may be -

10 desirable to have nulti pl ool S ;8i.nee ten the at s from
| eaves to r!cl)ots FIG 8 ‘Ls-’Eoms'F%én e&nzfr%ﬁlma% Pnaodege?\le'?h'{g “?’reé'(?lfln fffch

groups of tbreaeﬂddﬂsdQOQPeCLfles a range in which there are no data

3 1tems

1 57. The confirmation of claim 53 wherein each

2 of said leaf nodes represents one of said data items.

1 58. The confirmation of claim 51 wherein said

2 intexval hash tree is of binary type.

1l 59. The confirmation of claim 51 wherein said

2 interval hash tree is of degenerate type.

1 60, The confirmation of claim 51 wherein said

2 data items represent digital signatures.

1 - 61, The confirmation of claim 60 wherein said

2 data items represent digital certificates.

1 62. The confirmation of claim 61 wherein said

2 digital certificates are of revoked status.

1 63. The confirmation of claim 62 wherein said
2 digital certificates are specified via certificate

3 revocation lists of ISO 9594-8 format.

1 64. The confirmation of claim 61 wherein said

2 digital certificates are of pending status.
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(i nstead of two) are conbined, a level x node 802 (i

conputing nore than one |level x+1 nodes 15 802 (e. g' 'i\l[ ZEEHIM |mul‘ﬂm”n“l
]

and there are two root nodes 803 and 804. It will be apparent *t ot one

skilled in the art that a wide variety of degenerate tree sStr Wepigs% b
: osisy) D€
constructed. FoVOS¥&WMt e, U S. patent 4,881,264 to Merkle (1989) describes
several degenerate hash tree 20 structures vwhich may be used in connection
with the present invention. Referring to FIG 9, after constructing the

hash tree, the tree issuer S A, t n rdfdgn to
digitally sign Yhe tree's root 2§§ nggg%ﬁlﬁ%mfa%g atcéagﬁda?r&nge%ﬂ?héeélmn
tr_ee S issuance 90digibt£l dedighasudet igeonf at Segmentt dfssoapoteft ogteaual)1e003,

3 code.

1 66. A cryptographic confirmation, for use as
2 part of an electronic communications protocol, as to

3 whether a candidate data item belongs to a plurality of
4 data items, said confirmation contained in a computer-

5 readable memory and prepared by a process comprising the
6 steps of:

7 (a) obtaining an interval hash tree

8 representative of a plurality of data items, said

9 interval hésh tree including a plurality of leaf nodes

10 derived from said data items, at least one digitally
11 signed root node, and a plurality of intermediate nodes
12 interrelating said leaf nodes and said root node;
13 (b) selecting a subset of said
14 intermediate nodes that cryptographically bind said root
15 node to at least one leaf node representative of said
16 candidate data item; and
17 (c) combining said at least one leaf node
18 representative of said candidate data item, said selected
19 subset of intermediate nodes, and said root node to form
20 said confirmation, wherein said confirmation does not
) 21 include all of said data items.
1 67. A computer-based method of
2 cryptographically verifying that a candidate data item
3 does not belong to a plurality of data items, comprising
4 the steps of:
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and t'he t ot al
i ncl ude ot her

al gorithm

ormation, for exanpie (but not 11mted to) { N INEHEINLINN

WD 97/ 43842

PCT/ US97/ 08134 19 identifier, the tree issuer's nanme, and_the root node of
the previ o¥O¥8B842 To summarize, the tree issuer thus per PGPS -

follow ng steps: 5 1. Construct the list of itens, -2. Convert
list into a set of ranges, 42

5
6
7
B
9

10
11
12
13
14
15

10
11
12

Mmoo W NP

w oo g 0N s W N e

(a) receiving, "over an electronic

communications channel, a cryptographically assured

confirmation that said candidate data item does not
belong to said plurality of data items, said confirmation
including at least one leaf node, at least one
intermediate node, and a digitally signed root node,
wherein said.confirmation does not include all of said
data items; and

(b) using said computer to
cryptographically verify the validity of said

confirmation.

68. The method of claim 67 wherein the step of
using said computer to cryptographically verify said
confirmation includes:

(a) determining that each of said leaf
nodes corresponds to said candidate data item;

(b} cryptographically constructing at
least one expected root node from said leaf nodes using
said confirmation;

(¢) wverifying that the digital signature
of said digitally signed root node is valid and

that said at least one digitally signed root

node corresponds to said expected root node.

69. The method of claim 68 wherein the step of
cryptographically constructing said expected root node
includes: _

(a) identifying at least two of said

nodes included in said confirmation;
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3. Build an interval hash tree fromthe ranges, 4. Digitally

tree's-root node, 10 and 5. Publish the hash tree and si gnedmllmlmwm"ﬂﬂnum
foregoing illustrates the preferred enbodi nent of the inventidn Fn

hash trees are us% ternatlvely, FIG 10 shows a treel ess vg{j.

which 15 the i RN ranges 1001 are signed directly at 10 to produc’e
a set of signed ranges 1003 Confirmation | ssygnce Corresponding to the
enbodi nents of the invention disclosed in FIGS. 2-9, FIG 11 outlines a 20

process for |ssg|ng cryptographlc(§§surég(%§%y%% gddltlonal of said nodes
7 Dbelonging to said confirmation, such that the combination
8 of each identified additional node and at least one node
9 previously identified node identifies a previously

10 unidentified node, until a root node is obtained.

1 70. The method of claim 68 wherein the step of

2 constructing said expected root node includes at least

3 four cryptographic hashing operations.

1 71. The method of claim 67 wherein said at

2 least one received leaf node defines a range including an
3 identifier of said candidate data item, thereby

4 specifying that said candidate data item does not belong
5 to said plurality of data items.

1 72. The method of claim 67 wherein said at

2 least one received leaf node represents one of said data

3 items.

1 73. The method of claim 67 wherein said data

2 items represent digital signatures.

1 74. The method of claim 73 wherein said data

2 items represent digital certificates.

1 75. The method of claim 74 wherein said

2 digital certificates are of revoked status.
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whet her specific itens are on a list. The list is the pIur
I t.ens used to generate the ranges for an interval hash tre """
a

confirmation will directly denonstrate whether a candi date h I
bel ongs to the plurality of itens (i.e., is present on the |s :
step 1101, TvY{%’%‘gﬁglrn&tlon i ssuer first obtains the WOPGHU89%5 (98134 - 

PCT/ US97/ 08134 20 interval hash tree (or information allow ng the
confirmation issuer to construct at |east %the required portions of the
ng.wthits digitally signed
tree) alo g1 g76. %he gethod of claim 67 further comprising
2 the step of verifying the time of creation of said

3 'digitally signed root node.

77. A computer-based method of
cryptographically verifying whether a candidate data item
belongs to a plurality of data items, comprising the
steps of:

(a) receiving, over an electronic
communications channel, a cryptographically assured
confirmation as to whether said candidate data item

belongs to said plurality of data items, said

W O® 3 6 !N M Wy B

confirmation including at least one leaf node, at least

[
o

one intermediate node, and a digitally signed root node,

H
)

and wherein said confirmation does not include all of

=
[N

said data items; and

=
w

(b} wusing said computer to

[
[

cryptographically verify the validity of said

[
5!

confirmation.

78. A computer-based method of providing a
cryptographically assured message that a candidate data
item does not belong to a plurality of data items, for
use in an electronic communications protocol, comprising
the steps of:

(a) receiving a request identifying said
candidate data item;

(b} confirming that said candidate data

W O N e s W e

item does not belong to said plurality of data items; and
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root node. At step 1102, the confirmation issuer 5 receives

data itemfor which the confirmation is to be constructed. At Tmmmlﬂmm““"l“l
the confirmation issuer perforns any required preprocessing stepss At- steps +
1104, the conf i ssuer identifies a | eaf node represen the
candi dat e |temw 43%‘2 enbodi nent 10 of the invention, the |gée1?1t|§f’| eo? | eaf
node has a | esser range endpoint which i s noggarger than the candidate item
and a |l arger range endpoint which is no srral | er than the candi date item

Next, at step;4105, a list is m S ded’
to 15 crypt ogréphl cally reconstrg@t Qﬁg ?‘Egb %“iﬂgﬁﬁ % Qﬂgﬁesgggt
node (FIG 12igdescfanddsiate datai itérheﬂcﬁsemtrqun@ctd osalmb@tlarhhlety of

appropriate i nt er nedi at. e nodes
data items, and

13 (d) communicating said message to a party
14 wishing to know whether said candidate data item belongs

15 to said plurality of data items.

1 79. The method of claim 78 wherein said data

n

items represent revoked digital certificates.

1 80. A computer-based method of providing
2 cryptographically assured ranges of data items,
3 comprising the steps'of:
4 {(a) ordering said data items;
s (b) selecting adjacent pairs of said
6 ordered data items to form a plurality of ranges, each
7 said range having no data items besides one of said pairs
8 of data itewms;
9 (d) digitally signing at least one of
10 said ranges; and
11 (e) communicating said at least one
12 signed range to a party wishing to use said signed range
13 as part of an electronic communications protocol for
14 confirming that said range contains none of said data
) 15 items.
1 81. The method of claim 80 wherein said data

2 items represent revoked digital certificates.

1 82. A computer-based method of

2 cryptographically confirming that a candidate data item
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At stép 1106, the final confirmation including the contents o
node whose range spans the candidate 20 data item the nunberl H ﬂﬂ“""l"""
specified |l eaf node in the tree, the internedi ate nodes which *» ¢ t ®n s =«

cryptographically bind the leaf to the root node, and the digitally-signed
root node, iy‘b?%ﬂﬁtzed. Note that the confirmation does not ”g’%’ﬁ‘t’?&éq‘heﬁ

entire list of data itens represented by tge 25 | eaf nodes of the interval
hash tree. Finally, at step 1107, the confi*Prmation issuer issues the

confirmation_to the part%/) requesting it. The requesting party may be either
a party wishfng 4Rk PRACRE k2 FLunrd itynatddaeai iesms orfan usgy iBe an

i ntermedi at eg N 4 30 RPN ECALhARS: SR ,r%@f:c_@?ﬁa@&ﬁprig}gld fguesting
party m ght be the omm%r of a certificate WﬁlCh\M (
S steps of:

6 (a) receiving a request identifying said
7 candidate data item;

gh (b) obtaining a digitally signed range of
9 data items, said range spanning said candidate data item
10 but none of said plurality of data items; and

11 (c) communicating said signed range to a
12 party wishing to know whether said candidate data item

13 belongs to said plurality of data items.

1 83. The method of claim 82 wherein said data

N

items represent revoked digital certificates.

84. A cryptographic confirmation, for use as
part of an electronic communications protocol, as to
whether a candidate data item belongs to a plurality of
data items, said confirmation comprising a digitally

signed message that said candidate data item does not

(-2 W ¢, BN S PV S I o

belong to said plurality of data items.

[

85. The method of claim 84 wherein said data

N

items represent revoked digital certificates.

86. A cryptographic confirmation, for use as
part of an electronic communications protocol, that a
candidate data item does not belong to a plurality of

data items, said confirmation comprising a digitally

(5T S

signed range of data items, said range spanning said
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Y\ﬁegzgﬁ??fﬁat lon and supply it to any other parti estC\l;Il-{ gﬁgﬁmﬂﬂm Im mlm“'

status of its certificate. In this case, the conflrnatlonls*corfnuhlcted

by the confirn@%) qﬂsd‘;suer to the verifier via the certlflcatfcﬁ,\_,,\%
. WD )

Al ternatively e confirmati on m ght be requested by the par
wi shes to verify the certificate's status. R4 12 describes steps to find
the internedi ate nodes needed to cryptographically bind a

6 candidate data item but containing none of said plurality

7 of data items.

1 87. The method of claim 86 wherein said data

[ 8]

items represent revoked digital certificates.

1 88. A computer-based method of

2 cryptographically verifying that a candidate data item

3 does not belong to a plurality of data items, comprising

4 'the steps of:

5 (a) receiving, over an electronic

6 communications channel, a digitally signed

7 range of data items, said range spanning said

8 candidate data item but none of said plurality of data

9 items; and
10 (b) cryptographically verifying that the
11 digital signature of said digitally signed range is valid
12 and that said digitally signed range spans said candidate
.13 data item.

1 89. The method of claim 88 wherein said data

2 items represent revoked digital certificates.
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10 leaf node (N err]) to the root node of a binary interval hash tree. The
pr:ocess begins at step 1201 by setting node counter n to the total nunber
of |l eaf nodes in the tree and i to the vertical position of the |eaf node
to be bound to \83‘37/’&5&95' At step 1202, x is initialized to 15 pcaaiso7osidd
step 1203, the device conputes i[err]1, where "[err]" denotes an '
excl usi ve- OR operation. Equivalently, step 1203 could be defined as

y=i +1-2(i nod 2). At step 1204, if y is I,?ﬁg than the total nunber of [evel
x nhodes (hashes) then Nerr] is added to the |ist of hashes binding 20 the
specified leaf to the root. At step 1205, i is divided by 2 and rounded
upward to find the vertical position of thegj@vel x+1 node |leading to the
root. At step 1206, n is updated to equal the nunmber of |evel x+1

/IOI

e Body
e Issuer (CA) Name
Signature Algorithm Identifier -
Time/Date
List of revoked certificates

» Digital Signature of head, made
using CA''s public key




nodes. At step 1207, x is incremented. At step 1208, 25 the device tests
whether n is larger than 1 and, if so, |oops back to step 1203. To
sumari ze, the confirmation issuer obtains the hash tree and signed root,

receives a confy iggp request, and constructs and issues thepepusornsisa
confirmation. 3 en the hash tree is about to expire or a newtree Is
WO 97/ 43842 PCT/ US97/ 08134 22

avai l abl e, the confirmation issuer obtai W 18n updat ed tree.

FIG. 2

Data
Items Hash
202

Processed
Items
203

201




Verification FIG 13 outlines the steps taken by a verifier 5 to use a
confirmati on nessage stored in a conputer readable nenory to
cryptographically determine the status of a candidate data itemwth
respect to th i t step 1301, the verifier first uses t

i ssuer's publ f‘?:’%@@”t’@m ch is assuned to be previously knomr@r}ﬁlﬁgmn“
trusted) to check the digital-signature on the root node. At step 1302, the
verifier then checks the date and tine of ,t.' e tree's issuance, along with
any other auxiliary information signed wis;h the root, to ensure that the
tree is acceptable. At step 1303, the verifier confirnms that 15 the |eaf
node is representative of the data item |In particular, the leaf's |esser

range endpoi nt shoul d be no
FIG. 3

Hash
Certificate Issuer 301 303 Concatenate

Certificate Serial 3
Number 302 04




| arger than the data itemand the |arger range endpoint should be no

snall er than the data item At step 1304, the verifier uses the supporting
nodes to check the 20 cryptographic binding between the | eaf node and the
root node (FIG_14 shows the steps required to verify the cry §ﬂ5§1§‘al |y
bi ndi ng bet weeNQ 974382 node and the root node in a binary tree&. I't any -
steps fail, the verifier skips to step 1848 and the confirmation is 25
invalid. If all steps above are successful, the verifier checks at step
1305 whet her either endpoint of the |eaf RI@'4_range equals the candi date
data item If the candidate data itemlies between the endpoints of the
range, the verifier concludes at step 1306 with assurance 30 that the item
issnot onthe list. If the itemin

Start

Receive processed /401

list of data items

402
Sort list, forming /

'n .er I

n~1

403
Add beginning/end /
markers

Create a range from / 04
each adjacent pair of

- entries (1, {,,,)
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question equals one of the range endpoints, the verifier concludes at step
1307 with assurance that the itemis on the list. FIG 14 outlines the

process of usi of 5 supporting nodes to verify the CG¥§%39 C
bi ndi ng betme 8€ﬁgﬁﬁéaf node representative of the candidate da a%@$%%1énd
the root node. At step 1401, the variable@GSts initialized to the nunber of

the | eaf node in the tree,

nisinitializ o the nunmber of nodes in the

FIG. 5.
-
BEGINNIN 502
(BEGINNING-I¢y)
0 503
(Ig-1)
] W
o—~< 1
0™ 2 - | 504
(I>-13)
I3
(Iz-1)
Iq
g END}"505
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10 tree, x is initialized to zero, Ris initialized to the | eaf node
(i.e., Nerr]), and k is initialized to the nunber of supporting hashes
provi ded. Note that n was checked along with-the digital-signature on the

root node. At s .ﬂé
to n-1. I f so, %ﬁﬂ

devi ce proceeds to step 1403 and increnents

t he device checks whether i is even aE
evice skips directly t€/1§t ep 1408, but otherw se %she

At step 1404, the device

ensures that j (the nunmber of supporting hashes~used) never exceeds k (the
total nunber of supporting hashes provided). At #0 step 1405, fghe verifier
i is even or odd. If i is od®, the verifier ﬁroceeds to
step 1406 where the new value for Ris found byc§oncatenat|ng t He existing

det er m nes whet her

R with the next supporting hash ("|" denotes é?
e o N\
'y <
Q Eg
]
Z

FIG. 6.
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concatenation) and hashing the result with a 25 cryptographic hash
function. |If i is even, the verifier proceeds instead to step 1407, where
the new value for Ris found by concatenating the existing next supporting
hash with the existing R (in the opposite order fromstep 140 hi ng
the result V\/itwoa?’@?%fgt ographi ¢ hash 30 function. After st'egé'ﬁ’g%g’“g&r% E
1407, the verifier proceeds WO 97/ 438427445

PCT/ US97/ 08134 24 to step 1408 and divides 1 by 2 (rounding upward),

di vides n by 2 (rounding upward), and inchelEr;er;[_s X. At

701
N Letn=#of eaf nodes (Npg - N o) Letx=0.
702\ ]
Lety=0
703
—No Is2y<n-1?
704 Yes
\ '
LetN,,, = H(lezy | wa)
705
\
Lety=y+1
706
\
No——»
707 Yes
\ Let Nxﬂ_y = Nuv
708
\ Letx=x+1
- Letn = (n + nmod2)/2
709

710 Y
\ es

Finish. Root
node =N x0



step 1409 the verifier checks whether the main loop is conplete, returning
to.step 1402 if n has not yet reached 5 one. |If the |loop has finished,
the verifier finally checks, at step 1411, whether R corresponds to the
expected value of the root node fromthe confirmation. If R chaﬁﬁﬁgmg§4to
the root node, WRE™M¥A3tier concludes at step 1412 that the binding is ~
good. If R does not 10 correspond toiﬂuaéqgt node, the verifier concludes
at step 1413 that the binding is bad. FIG outlines the operation of a
system whi ch uses the invention to determ ne whether certificates have been
revoked. The tree issuer 1501 15 constructs a list of revoked certificates
by obtaining CRLs or other revocation nessages 1502. The tree issuer

No,o* H(Ny,o[Ny,§ [Ny 2) }~803
N | = HIN| | [Ny 2|N} 31 }~804

FIG. 8.
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then constructs an interval hash tree including the digitally signed root
node(s). The confirmation issuer 1503 obtains the tree's signed root from
the tree issuer 20 over a conmunications channel. The confirmation issuer
al so obtains, typically also fromthe tree issuer, the rest obctiiso7ossé or
the | eaf nodes™MYH##2t o reconstruct the tree. The owner of a certificate
1504 submts its certificate to the confgsysati on i ssuer, which responds 25
with a confirmation. The certificate holder can then provide the
confirmation along with its certificate to certificate acceptors 1505,

whi ch each verify the confirmation nessage ®I&EBnfirmthat the certificate
has not been revoked. Participants in the protocol can 30 vegb'ify t he
operation of the tree issper to detect

Root Node of Tree

902
Date And Time Of Tree Issue

N

903

N

Date And Time Of Next Tree Issue

904
Total Number of Nodes in tree
905

NN

Tree Issuer’s Signature On All Data
Above
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the tree should include all revoked
For every certificate included

WO 97/ 43842—
attenpts at fraud. In particular
certificates with no unauthorized additions.
in the tree, theWQ¥&3sLsuer should be able to provide a CRL or other 5
such as if a BN/USIT/08134

accept abl'e evidence of revocation. In some cases,
I ssuing CRLs, the tree issuer can optionally define alternate nmechani sns
for adding entries to the list. In generall0/fhe tree i ssuer can deterni.ne

the criteria for including itenms in the list, allowng
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10 the addition of new revocati on nmechani sns, such as revocation by
certificate holders. Even so, the operation of the tree issuer is open to
public scrutiny. In particular, third parties can verify that the tree's

| eaf nodes specify only properly-revoked certificates and 15 pOBUSIT®S134 _
revoked certifWE%%@E&Vere omtted. The third party can also confirmthat -
the | eaf nodes' ranges were constructed properly and detect any ot her
abnornmalities. Those skilled in the art mﬂﬂf”&ppreciate that many sinple
variant forns of the invention are possible. 20 For exanple, in another
enbodi nent of the invention, the hash tree can be constructed using the
sorted |list of items (rather than ranges)pgs. 44af nodes, in which case
confirmations will consist of a pair of adjacent |eaf

Start

1101

\ Obtain interval hash tree with
digitally signed root

1M02———

Receive candidate data item

1103 —__ Ji

If necessary, process into form
required by interval hash free

1104 ~
Locate leaf node in hash tree whose
range includes the candidate data item

1105~

Construct path from leaf node of hash
tree to the root

1106\

Construct confirmation by aggregating:

1. The leaf spanning the candidate data item
2. The number of the leaf node in the tree

3. intermediate node values cryptographically
binding the leaf node to the root node

4. The signature on the root node

h

- 1107
- \ Issue confirmation

Finish



nodes whose val ues span the candidate item the 25 internedi ate nodes
connecti-ng the |l eaf nodes to the root, and the digitally-signed root. It is
al so possible to conbine the functionality of the tree issuer and
confirmation issuer within a single entity. In yet another erfqisohshsof
the invention,Wa%/#34t ed 30 confirmation issuer can generate W7
digitally-signed - WD 97/43842 12/15

PCT/ US97/ 08134 26 assurances as to the status of candidate itenms on the
l'ist, rather than including a chain of nodes fromthe

FIG. 12
Start
1201\ ]
Let i = leaf node to bind to root
Let n = total number of nodes in tree
1202
Letx=0
1203\ i

Lety=i + 1

1204 ‘

if y <n, then add N,, to supporting nodes

y

1205
i=(i +imod2)/2
1206
n = (n + nmod2)/2
1207
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1208
< Yes Isn>1?
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i nterval hash tree as part of the confirmation. Finally it is also possible
for the confirmation issuer to issue 5 confirmations w thout receiving an
explicit request. Conclusions Accordingly, the reader will see that this

i nvention can be used to efficiently and securely 10 dennnstrgé %
presence or absgﬁgg4gygltens on a list. Traditional solutions f%r&ﬁkn4 -
problemare inefficient in that an anount data nust be downl oaded t hat
is proportional to the nunber of itens on e list. In contrast, the
present invention provides trenmendous 15 savings for large lists. For
exanpl e, by using binary interval hash trees, the anmount of data required
I's proportional to the base-2 |ogarithmof the total I|ist

FIG. 13
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size! Construction of such hash trees is easy, requiring only (2n-1)
cryptographi c hash operations, where nis the 20 nunber of |eaves in the
tree. Furthernore, construction of confirmation nmessages can be done
efficiently and easily using insecure hardware since no pri \suraseu§si4 .
oper ati ons armopwa¥s& ned by the confirmation issuer. Reliable and efficient
verification of 25 certificate revocatiqg gtatus is absolutely essenti al
for secure Wrld Wde Wb transacti ons, In{ernet-based EDI, distributed
desi gn and manufacturing collaboration, financial transaction security,
secure exchange of electronic mail, communicgjgopgof medical records, and
30 other applications requiring digital certificates. Using

Let i = leaf node to bind to root
1401\ Lel n = total number of nodes in tree
Letx=0
LetR = Leaf node i (i.e. N, )
Let k = # of supporting hashes. Letj=0.

N

1402
< —<<__Is i even and equal to n -1?_—>
YES s
[ Letj=j+1 [\
1404 ] \1{403
kls k153 >
1406\ 1405 No
LetR = H(R|S,,) F-No Yes- LetR =H(S_|R)
1408 1407
~ Leti= (i +imod2)/i2
Let n=(n + nmod 2)/2
letx=x+1
14089
Yes Isn> 1?7
No
141 1\
1412. No

Yes
Binding Is Failed. binding
good. © is bad.



WO 97/ 43842 PCT/ US97/ 08134 27 this

I nvention, parties holding digital certificates can obtain tree | eaves
corresponding to their own certificates and supply the tree and

correspondi ng signature information along with the certificate AB
elimnates the H&‘H"P‘W certificate recipients to independentl §C{o§/\%%,|o§l§?j a
CRL. Furthernore, the nunmber of extra network connections involved in
certificate revocation status is small, sI9/d& a certificate hol der can use
a single nonrevocation proof for many 10 transactions.
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Al thoug above cont ains nmany specificities, TéeRe shoul d
Rot “be ﬂ}ﬂﬁ @ i e S InventRFbemCEMENT SHEET
*provi di IRBYBACEMEN LRl or v e gL her eof

For éxanple, the securlty ; "ém can be us¢djwit rrany so So})%na&ﬁ@ 56
including but not linmited to § i 9ipQUT W cetl {1 Desaiption megedked m@g ---------
si gnatures on conputer-exectipbl'e code (sudh jjas auinlf) e cplisd . SH 36
code, source q@@deninsnt erpr |st [2®rawing@) h@lagetdy.p'est(qfaged T

revoked digital signatures € ‘ gj A RQr | Z@dgddsetSto pagsd ST....
of unaut horized users, listsS O stol en credit ca nunbers. _and lists of

bad checks. In general, the invention is useful whenever it is necessary to
determne in a secure manner whet her

1. A method comprising the computer implemented steps of:

sorting a plurality of data items belonging to a superset of data items;

deriving a plurality of ranges from adjacent pairs of daia items in said sorted
plurality of darta items:;

generating cryptographically manipulated data from the plurality of ranges that
cryptographically demonstrates whether any given data item is one of said
plurality of data itemns; and

electronically transmitting at least parts of said ¢ryptographically manipulated data
onto a network for usé in cryptographically demonstrating whether any

given data item is one of said plurality of data items.

2.  The method of claim 1, wherein said step of generating cryptographically
manipulated data includes the step of digitally signing each of the plurality of ranges.

3. The method of claim 1, wherein said step of generating cryptographically
manipulated data includes the steps of:

generating a tree having leaf nodes that represent the plurality of ranges; and
digitally signing a root node of the tree.

4, The method of claim 3, wherein said step of deriving the plurality of ranges

includes the step of selecting said adjacent pairs of data items as endpoints.

3. The method of claim 1, wherein said step of deriving the plurality of ranges
includes the step of selecting endpoints such that the plurality of ranges span the values

Sheet Has Been Replaced
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25 Gr not a particular val U i SeObeamduisimmmd e system

usi ng’ a '&g,“ﬂﬂ"ﬂﬂﬂ t e PERT AOTMH Rchatshby al nost aﬁﬁpggc}mgﬁ?éﬁ
Ianguag as e nps=y=rargrage, | RAN, etc.) or integrated
circui't rranuf acturing technoljog O gims 1. A met hod
conprising the conputer inplgng | gorting a plurality of data
itens bel onging to a superset} df..dala-itemm~idgri ving a plurality of ranges
from adj acent pairs of datalems in sald sortqd plurality of data iterms;

between said adjacent pairs of data items but do not include said adjacent pairs of data

items.

6. The method of claim 1, wherein said plurality of data items ideatify digital

~ certificates that are revoked.

1. A method comprising the computer implemented steps of:

receiving a request message requesting whether a first data item is one of a plurality
of data items belonging to a superset of data items;

selecting a range that is derived from the pair of data items in said plurality of data
itemns that defines the smallest range that includes said first data itemn;

forming a response message including cryptographically manipulated data derived
from said range, said response message cryptographically demonstrating
whether said first data item is one of said plurality of data items; and

electronically transmitting the response message onto 2 network.

8. The method of claim 7, wherein:
ranges are derived from adjacexit pairs of data items in a sorted list of said plurality
of data it;ems: and
said step of forming includes the step of:
including a digitally signed representation of the selected range in said

response message.
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t hat “cr em)nstrat es whether any given data itemis one of
said pl

: ly transmtting at | east
parts of said crypt ograph| CCRE§ K@Emg "li ht a onto a network for use in

generat flﬂﬁﬂil mg all'y manipul ated data fromthe pﬁ'?fLAQEM?%eSSHEET

cryptographi cal |y denonstr atji §g whet her any gfven data itemis one of said
plurality of data itens. 2. ? q@ﬁ%@ claim 1, wherein said step of
generating cryptographically na pura da ajincludes the step of
digitally signing each of tHe 'prt+eatt+ty-~ot—f ahges. 3. The met hod of

claim1, wherein said step qf generating crypjographically manipul ated data .
i ncl udes the steps of: generating a tree having | eaf nodes that Tepresent
t‘he plurality of ranges; and digitally signing a root node of the tree. 4.
The nethod of clgim ahewta%@bnclﬁamwm&@msa‘usésﬁdd*ﬁdggnéxﬁtﬁsmeu&a&bfty of

ranges includes the step of selecting said adjacent pairs of data itenms as
_eridpoi nt s. - determining, for a tree having leaf nodes that represent ranges derived from said

plurality of data items, a path through said tree from said selected range to a
first of a set of root nodes; and

generating said response message based upon said path.

10.  The method of claim 9. wherein said step of generating said response message
based upon said ﬁath includes the steps of:
inciudﬁxg data identifying said selected range in said response message;
including a set of nodes in said tree that cryptographically bind the selected range to
the first root node; and |
including a digit.a.lly signéd representation of the first root node in said response

message.

11.  The method of claim 7, wherein said plurality of data itemns identify digital

certificates that are revoked.

12.- A method comprising the computer implemented steps of: -

clectronically transmitting a request message as to whether a first data item is one of
a plurality of data items belonging 10 a superset of data items; |

receiving a response message that cryptographically dermonstrates whether said first
data item is one of said plurality of data items, said response message
identifying a range that is derived from the pair c;f data items in said plurality
of data items that defines the smallest range that includes said first data item;
and

cet Has Been Replaced
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j i ““¥| ”1% M?ereln saug step of dﬁruvung the plurality of
e (IR~ i et pREPLACEMENTSHEET

do not i nclude

sai d adj acent éns. 6. The net hod of claim

1, wherein said plurality of data items ide tiify digital certificates that

are revoked. 7.

A net hod |cqnpRi&sG0P 1¥3% ¢ofput er i npl enented steps of:

recei ving a request nmessage {rgquesting whethe a first data itemis one of

a plurality of

data itens bel onging to a superset of data itens; selecting

a range that is derived fromithe pair of dataditens in said plurality of

dat a

determining if said first data item is one of said plurality of data items based on said

range.

13.  The method of claim 12, wherein:
~ said range is derived from an adjacent pair of data items in a sorted list of said
plurality of data items; and

said response message includes a digitally signed representation of said range.

{4.  The method of claim 12, wherein said step of receiving the response message
includes the steps of:
receiving a digitally signed representation submitted to be a root node of a ree
having leaf nodes that represent ranges, the ranges derived from said
plurality of data iters;
receiving data identifying said range; and
receiving a set of nodes in said tree sufficient to generate said root node starting

from said range.

15.  The method of claim 12, wherein said plurality of data items identify digital

certificates that are revoked,

16. A computer implemented method comprising:
selecting data that is derived from less than all the entries on a list identifying
revoked digitally signed data items, wherein said data identifies whether at
least a particular digitally signed data itern has been revoked, and wherein
said data is cryptographically manipulated in a manner that provides a
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items that defines the smallest range that includes said first data Iéﬁ% T
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The nethod of claim?7,

S

a
pairs of data itenms in a sorgjed |list of saidipjurality of data itens; and
said step of form ng includes o

itens;
8.

angm tting te r

§er29CT Wes

e derived from adj acent

uding a digitally signed

representation of the sel ect Q..Laﬂ-g-E-_L.D_S&I-d—PLSpOHSG message.

relative level of assurance to third parties thar said data was supplied by an
entity responsible for supplying revocation status information:
transmitting said data to an owner of the particular digitally signed data ttem;
the owner transmitting said data to a plurality of third parties; and
said plurality of third parties confirming whether the particular digitally

signed data item has been revoked using said data.

17.  The method of claim L6. further comprising:

sclecting an expiration indicator that identifies when the representation of revocation .'
status identified by the data expires;

transmitting said expiration indicator with said data to said owner;

the owner transmitting said expiration indicator with said data to said

plurality of third parties; and

said plurality of third parties checking the representation of revocation status
identified by said data has not expired using said expiration indicator.

18.  The method of claim 16, wherein said digitally signed data items are digital
certificates. |

19.  The method of claim 16, wherein said selecting said data comprises:
selecting a range that is derived from the pair of entrics on said list that defines the
smallest range that includes said particular digitally signed data item; and
deriving said data from said range. |
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30 9 The l Ia| m 7, wherein said step form RéJ i ncl udespﬁg_e% ET
steps o $ ! | odes th PQFA@EM n

deri ved“lllwrmgﬂli M |ty ) m@ ith through said tree from E
said selected range to a firsf jof a set of rqot] nodes; and generating said
response nessage based upon spi{d paHCcTH9e9 |[The net hod of claim9, wherein
said step of generating said yesponse nessagd Rased upon said path includes
the steps of: including data J demtTfyrnygsard del ected range in said
response nessage: including aj set of nodes in _gaid tree that
cryptographically bind the selected range to the first root node; and
including a digitally signed representation of the first root node in said
response nessage. 11. The nmet hod of claim 7, wherein said pl urallty of

o)

dataltemlde,r&tlf)i. al
he method of claim 19, wherein said deriving said data from said range comprises:

selecting a digitally signed representation of the range as part of said data.

21. The method of claim 19, wherein said deriving said data from said range comprises:
determining, for a tree having leaf nodes that represent ranges derived from the
- entries on said list, a path through said tree from said selected range to a
root node of said tree; and

deriving said data from said path.

22. A computer implemented method comprising:

a trusted party collecting certificate revocation lists from multiple certificate issuers;

said trusted party forming a single list from the certificate revocation lists;

said trusted party cryptographically manipulating the single list to form a single
structure that cryptographically demonstrates whether any given digitally
signed data item is identified by any one of said certificate revocation lists
and that provides a relative level of assurance to other parties which do not
have the entire single structure that the trusted party formed the single list;
and

electronically transmitting at least part of the single structure onto a network.

23.  The method of claim 22, wherein:
said method further includes receiving a plurality of request messages from other

parties as to status information regarding digital certificates issued by the

certificate issuers; and
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certificates that ar evoked. 12. A met hod conpri si

i.npl egﬂmﬂmm;“ﬁl T“FI ectronically transnitting a re wmmgﬁiﬁﬁﬂ
whet h ! ality of data itens belonging to

a superset of data i tens; EME Y ¢ e nessage that

cryptographical ly dermnstr @Mgg %E@ irst data itemis one of sal d-
plurality of data itens, s i response rres,s

derived fromthe pair of dht & i2ROET 998ai b

e identifying a range that is
defines the smallest rangejthat _includes [

lurality of data itens that
first data item and 31
determining if said first glata itemis one o
based on said

said plurality of data itens

said electronicatly transmitting includes transmitting, in response to each of the
plurality of request messages. a response message that includes the part of

the single structure required to respond to that request message.

24.  The method of claim 22, wherein a party with a pair of adjacent entries on a sorted
version of the single list and only certain of the single structure that is associated with the

pair of entries can verify the trusted party generated said single list and whether a pluralicy

of digital certificates are on any of said certificate revocation lists.

25.  The method of claim 22, wherein said trusted party cryptographically manipulating
the single list to form the single structure comprises:
deriving from said single list a tree having at least one root node; and

digitally signing the at least one root node.

26. The method of claim 25, wherein said trusted party forming comprises:
inserting markers at the beginning and end of each region of the single sorted list
corresponding to each trusted data item issuer.
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of said range.

the response nessage includes the steps of: refeClime)a dl gdab*k%
representation subnitted to be a root node off B Dﬁ-@ﬁn ;ég rﬁg‘%ﬁih
ot

represent

receiving data

di gi tal

eﬂ%ﬁec ™ ying said range; and r¢ceiving a sé
tree sufficient to generate said root node sfarjp .
The nmethod of claim 12, wherein said plurality uf‘ﬁgubg 4 éﬂ_tq"'
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espense nessage i ncludes a cv\ﬁl + BRERLAGEMENTI SHERTS s ey at 1 pn
14.  The method of clai gP12, Psiariptian d [agan-ofo pReSIYi

t

he ranges derived from saif dpABg&#ict tY.

1. A method comprising the computer implemented steps of:

sorting a plurality of data items belonging to a superset of data items;

deriving a plurality of ranges from adjacent pairs of data items in said sorted
plurality of darta items;

generating cryptographically manipulated data from the plurality of ranges that
cryptographically der;txonstrates whether any given data item is one of said
plurality of data items; and

electronically transmitting at least parts of said ccyptographically manipulated data
onto a network for use in cryptographically demonstrating whether any

- given data item is one of said plurality of data items.

2. The method of claim |1, wherein said step of generating cryptographically

manipulated data includes the step of digitally signing each of the plurality of ranges.

3. The method of claim 1, wherein said step of generating cryptographically
manipulated data includes the steps of: _
generating a tree having leaf nodes that represent the plurality of ranges; and

digitally signing a root node of the tree.

4. The method of claim 3, wherein said step of deriving the plurality of ranges

includes the step of selecting said adjacent pairs of data items as endpoints.

5. The method of claim 1, wherein said step of deriving the plurality of ranges
includes the step of selecting endpoints such that the plurality of ranges span the values
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certificg , voked. 16. A conputer inpl erreREPHﬁ(t)EMENT SHEET
gconpri siﬁhmﬂm’ﬂ/m@“mt a that is’'derived fromless than a the entries
on a li L kevoked digitally signed data itens, wherein said

data identifies whether at |east a part'b ular digitally signed data item

has been revoked, and wherein said dat cryptographically mani pul ated in

a manner that provides a 32 relative level of assurance to third parties
that said data was supplied by an entity responsible for supplying

revocation status information: transmtting said data to an owner of the

particular digitally signed data item the owner transmtting said data to
a plurality of third parties; and

between said adjucent pairs of data items but do not include said adjacent pairs of data

items.

6. -The method of claim 1, wherein said plurality of data items identify digital

_ certificates that are revoked.

7. A method comprising .the computer implemented steps of:

receiving a request message requesting whether a first data item is one of a plurality
of data iterns belonging to a superset of data items; ‘

selecting a range that is derived from the pair of data items in said plurality of data
itefns that defines the smallest range _that includes said first data item;

forming a response message including cryptographically manipulated data derived

' from said range, said response message cryptographically demonstrating
whether said first data item is one of said plurality of data items; and

electronically transmitting the response message onto a network.

8. The method of claim 7, wherein:
ranges are derived from adjacent pairs of data items in a sorted list of said plﬁralily
of data items; and
said step of forming includes the step of:
including a digitally signed representation of the selected range in said

response message.
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sai d pIurallt parties confirm ng whether the part
si gnedl (Lﬂ en revoked using said data. 17 M&%ﬁ%@lﬂsﬁégr
claim i sing: selecting an expiration indicator that
|dent|f|es when the representation of rgyocation status identified by the
data expires; transmtting said expiraten indicator wwth said data to said
owner; the owner transmtting said expiration indicator with said data to
said plurality of third parties; and said plurality of third parties
checking the representation of revocation status identified by said data

has not expired using said expiration indicator. 18: The nethod of claim
16, wherein said digitally signed data itens are digital certificates. 19.
The nethod of claim 16, wherein said selecting said data conpri ses:

selecting a range that is derived fromthe pair of entries on said |ist
t hat defines th The method of claim 7. wherein said step forming includes the steps of:

determining, for a tree having leaf nodes that represent ranges derived from said
plurality of data items, a path through said tree from said selected range to a
first of a set of root nodes; and

generating said response message based upon said path.

10.  The method of claim 9, wherein said step of generating said response message
based upon said path includes the steps of:
including data identifying said selected range in said response message: |
including a set of nodes in said tree that cryptographically bind the selected range to
the first root node; and
including a digit'ally signed representation of the first root node in said response

message.

11.  The method of claim 7, wherein said plurality of data iterns identify digital

certificates that are revoked.

12. A method comprising the computer implemented steps of:
elecronically transmitting a reqﬁest message as to whether a first data item is one of
a plurality of data items belonging to a superset of data iterns;
receiving a response message that cryptographically demonstrates whether said first
data item is one of said plurality of data items, saxd response message
identifying a range that is derived from the pair of data iterns in said plurality
of data items that defines the smallest range that includes said first data item;

and
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smal | est es said particular digitally signed d .
and deriv mgﬁmmma“lm m sai d range. 33 20. tRE@ EBhéNt%ET
wherein s U Viengssard data from said range conprises: selecting a
digitally signed representation of the ragge as part of said data. 21.

The nethod of claim 19, wherein said derix¥ng said data from said range
conprises: determning, for a tree having | eaf nodes that represent ranges
derived fromthe entries on said list, a path through said tree from said
selected range to a. root node of said tree; and deriving said data from
said path. 22. A conputer inplenented nmethod conpri sing:

determining if said first data item is one of said plurality of data items based on said

range.

3. The method of claim 12, wherein:
" said range is derived from an adjacent pair of data items in a sorted list of said
plurality of data items; and

said response message includes a digitally signed representation of said range.

14.  The method of claim 12, wherein said step of receiving the response message
includes the steps of:
recei‘dng adigitally signed representation submitted to be a root node of a tree
having leaf nodes that represent ranges, the ranges derived from said
plurality of data items; |
_receiving data identifying said range; and
receiving a set of nodes in said tree sufficient to generate said root node starting

from said range.

15.  The method of claim 12, wherein said plurality of data items identify digital

certificates that are revoked.

16. A computer implemented method comprising:
| selecting data that is derived from less than all the entries on a list identifying
revoked digitally signed data items, wherein said data identifies whether at
least a particular digitally signed data item has been revoked, and wherein

said data is cryptographically manipulated in a manner that provides a
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a trusted party collecting certificate revocation lists fromnultiple
:certificalmllmﬂmuﬁluﬁﬁml trusted party forming a si ngl)%ﬁp GFMEN]'E SHEET
certific Miists; said trusted party crypt aphi cal |y

mani pul atfngtthe $indle’list to forma skngl e structure that
cryptographically denonstrates whether any given digitally signed data item
Is identified by any one of said certificate revocation lists and that
provides a relative | evel of assurance to other parties which do not have
the entire single structure that the trusted party fornmed the single list;
and electronically transmtting at |east part of the single structure onto
a network. 23. The nethod of claim 22, wherein: said nethod further

i ncludes receiving a plurality of request nessages fromother parties as to
status information regarding digital certificates issued by the certificate

i ssuers; and relative level of assurance to third parties that said data was supplied by an
| entity responsible for supplying revocation status information:
transmitting said data to an owner 6f the particular digitally signed data 1tem;
the owner transmitting said data to a plurality of third parties; and
said plurality of third parties confirming whether the particular digitally

signed data item has been revoked using said data.

17.  The methed of claim 16, further comprising:
sclecting an expiration indicator that identifies when the representation of revocation :'
status identified by the data ~<:xpin:s;
.trans'mitting said expiration indicator with said data to said owner;
the owner transmitting said expiration indicator with said data to said
plurality of third parties; and
said plurality of third parties checking the representation of revocation status

identified by said data has not expired using said expiration indicator.

18,  The method of claim 16, wherein said digitally signed data items are digital

certificates. -

19.  The method of claim 16, wherein said selecting said data comprises:
selecting a range that is derived from the pair of entrics on said list that defines the
smallest range that includes said particular digitally signed data item; and

. deriving said data from Sa.id range.
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34 Said el ectronicall ansm tting includes transmttin loor
gach of t nﬂ“‘liﬂl I “ﬂl)ﬂ[!itquest rrg'ssagés, a response m%MRXﬁ&t&HEET
t he part " MES cture required to respond to that request
nmessage. 24. = The nethod of. claim22, wherein a party with a pair of
adj acent entries on a sorted version of e single list and only certain of
the single structure that is associated with the pair of entries can verify
the trusted party generated said single list and whether a plurality of
digital certificates are on any of said certificate revocation lists. 25.
The nethod of claim 22, wherein said trusted party cryptographically
mani pul ating the single list to formthe single structure conpri ses:
deriving fromsaid single list a tree having at |east one root node; and
digitally signing the at | east one root node. _ :

20.  The method of claim 19, wherein said deriving said data from said range comprises:

selecting a digitally signed representation of the range as part of said data.

21.  The method of claim 19, wherein said deriving said data from said range comprises:
determining, for a tree baving leaf nodes that represent ranges derived from the
entries on said list, a path through said tree from said selected range to a .
root node of said tree; and

deriving said data from said path.

22. A computer implemented method comprising:

a trusted party collecting certificate revocation lists from multiple certificate issuers;

said trusted party forming a single list from the certificate revocation lists;

said trusted party cryptographicallj manipulating the single list fo form a single
structure that cryptographically demonstrates whether any given digitally
signed data item is identified by any one of said certificate revocation lists
and that provides a relative level of assurance to other parties which do not
have the entire single structure that the trusted party formed the single list;

and

electronically transmitting at least part of the single structure onto a network.

23.  The method of claim 22, wherein:
said méthod further includes receiving a plurality of request messages from other
parties as to status information regarding digital certificates issued by the

certificate issuers; and

—t



26.° The nethod of claim25, wherein said trusted party

'ngfrezj' P?umm’uwﬁmwu begi nni ng “and end of each regléﬁrmém&ngEET

to each trusted data item i ssuer.
34

- said electronicatly transmitting includes transmitting, in response to each of the
plurality of request messages. a response message that includes the part of

the single structure required to respond to that request message.

24. The method of claim 22, wherein a party with a pair of adjacent entries on a sorted
version of the single list and only certain of the single structure that is associated with the
pair of entries can verify the trusted party generated said single list and whether a plurality

of digital certificates are on any of said certificate revocation lists.

25.  The method of claim 22, wherein said trusted party cryptographically manipulating
the single list to form the single structure comprises: |
deriving from said single list a tree having at least one root node; and
digitally signing the at léast one root node.

26. The method of claim 25, wherein said trusted party forming comprises:
inserting markers at the beginning and end of each region of the single sorted list

corresponding to each trusted data item issuer.
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