DFSERI RTI 0N FAULT TOLERANT MEMORY SYSTEMS  The

¥Fesent invention is generally directed to a fault tolerant i ntegrated
menory-system according to the preanble of claiml. As sem conduct or

menory chips are devel oped with snmaller and snmaller feature sizes and a
corresponding increase in circuit packagi ng density, additional error
correcti on nethods, -such as on-chip error cofrkcti on, becone nore and nore
important. In general, nenmory errors occurring on a chip fall into two
distinct categories: hard errors and soft errors. Soft errors are typically
transi ent events, such as those induPe® 8yCHAkd FuddQ Bvel al pha particle
radi ati on, or caused by paranetric process sensitivities that create "weak

celIs". \Wak cells _. FAULT ‘TOLERANT MEMORY SYSTEMS

' The present ihvention is generally Qirected to a fault
tolerant integrated memory system according to the
preamble of claim 1. '

As semiconductor memory chips are developed with
smaller and smaller feature sizes and a corresponding
increase in circuit packaging density, additional
error correction methods, such as on-chip errof
correctibn, become more and more important. 1In
general, memory errors océurring on a chip fall into

- two distinct categories: hard errors and soft errors.
Soft errors are typically transient events, such as
those induced by background level alpha particle
radiation, or caused by parametric process
sensitivities that create "weak cells". Weak cells
are those that ‘fail upon application of unique

. voltages or data patterns, or are otherwise sensitive
to noise, printed image size or image tracking. With
increasing chip'dénsities, soft errors become more.
frequent. Thus, increasing chip density dictates a
greater ﬁeed for on-chip error correction
capabilities, especially for soft errors.

In addition to the occurrence of soft errors which can
; usually be corrected by error correction coding
circuitqy,_there is also the possibility of hard
errors, H&rd_errors often arise out of imperfect
manufacturing conditions including device
contamination. With increasing memory densities,
perfection in chip manufacture is very difficult.
Thus, hard errors may be present in addition to soft
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are those that fai-l upon application of unique voltages or data patterns,
$~or are otherw se sensitive to noise, printed i mage size or image tracking.
Wth increasing chip densities, soft errors becone nore frequent. Thus,

i ncreasing chip density dictates a greater need for on-chip error
correction capabilities, especially for soft errors. In addition to the
occurrence of soft errors which can usually be_corrected by error
correction coding circuitry, there is also the possibility of hard-errors.
Hard errors often arise out of inperfect manufacturing conditions including

devi ce cont am nat i &fkotf h MOYIRAE ,NhaFaTeE Yorie e &he Bkeirdiglgn in chip
enufacture 15 very, QAL nollitie B GeRbESLEy T SEORH pe 20T ion
errors have the seeepeajigd. It is however the reproducibility of such
errors which provides a mechanism for their correction
(see below). One of the common forms of hard error '
occurring in a memory system or chip is the occurrence
of a "stuck at" fault in which one of the memory
locations continually indicates_a zZero or one output
response in one or more bit positions, irrespective of

the specific contents .of the memory cell.

While there are many different error correction codes
that arg'applicable and available for use in
conjunction with memory systems, one of the most
popular class of codes that have been employed for
this purpose are codes with a minimum distance of four
between code words. Such codes are capable of single
error correction and double error detection (SEC/DED).
These codes are well known and easily implemented and
have a proven track record of reliability and ease of
manufacture, particularly in terms of simplified
circuitry and minimum consumption of chip “"real
estate". Clearly} single errors, whether hard or soft
in nature, pose no problem for such codes. In
addition, such codes can detect the presence of double
errors, of either the hard or soft variety, but cannot
generally correct them. In the event of two soft
errors, it does not appear that correction is
generally possible using such codes and decoding
techniques. However, the presence of two hard errors,
or one hard and one soft error, does lend itself to
the utilization of the complement/recomplement
algorithm for double error correction. This algorithm
is also referred to as the double complement
algorithm. This method is, for example, described in
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par &ddoxi cal benefit of generally being able to be repeated. It is however
¥the reproducibility of such errors which provides a nmechanismfor their
correction (see below). One of the conmon fornms of hard error occurring in
a nmenory systemor chip is the occurrence of a "stuck at" fault in which
one of the nmenory |l ocations continually indicates a zero or one out put
response in one or nore bit positions, irrespectd ve of the specific

~contents of the menory cell. Wiile there are many different error

. correction codes that are applicable and available for use in conjunction

" with menory syst ens thgna8r§iclre "BEer pepkiresting, £odse £encSemingn een
enpl oyed for-this puemesy appliodesonstd ScatigHof+therataNRevidw'f Gy duet ween

code words. Such codes apl e, of ., si ngl I CQLY [ qubl e
error detection (SE%/'DIC:%%TEi %ﬁgsg' S%ae%gjégrkg %@%rarg.%gv\%ﬁaﬁgé eiagsi\fl @oquq‘ali
i npl enent ed and hav@faRgEERERNt AR KDEBRIPRMGITL ,r @P-abR i 1§4 arlfpncis L 24 .

manuf act ur e, Par L | cahasl albariehﬂst@ﬁe§ialm}a{rfda@dal QI enét.factah%éﬂ rliam&nd |
consunption of chip” ate". e Sl .e_errors, et her rd or
soft in nature, posgr%§%%rgg%eﬁPf%?ﬁéfﬁil%%RﬁﬁgE%ﬁﬁlgddi%?o%,r?ﬁﬁ}$‘égges can
detect the presencetbfisddtbie pessible ofo diq ladlet fto hdentify Swit variety,

but cannot general | pogtieak WheSh AFelite @, OlitHOLADE i idye it does
not appear that corrgﬁ%agn i s ?enerall . possi bl.e %é?g such codes "and

d vEFTOF hEOhT e G o dPRrFHFELeD O e har d

- decodi ng techni ques.” FO
- and one soft error, I&ods thud seer|that the reproducibility of hard

errors renders it possible to improve the reliability
of informatibn storage systems which are subjecf to
hard-ha;& errors or hard-soft errors without '
increasing code word length. Thus, aspects of memory
chip design which tend to defeat hard error .
reproducibility also present barriers:to system level
double error correction esbecially in systems which
are designed around existing single error correction
and double error detection codes and cifcuitry.

Memory architecture itself.also prlays a role in error
correction congiderations. In particular, it is often
desirable to access a double word (64 bits) of memory
data wherein each bit of the double word is supplied
from a separate memory'chip. This memory architecture
is useful in that it can provide speed ahd reliability
advantages. Error correction cdding methods are also
applied to the double word of data. This is referred
to herein as system level error correction (and '
detection). It is at this level that the
complement/recomplement algorithm is employed to
correct hard-hard and hard-soft errors, that is,
double errors which are of a hard variety. 1In
particular, this means that a certain number of memory
chips are'solely devoted to the storage of.redundant

-
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the®utilization of the conplenent/reconpl enent algorithmfor double error
¥correction. This algorithmis also referred to as the doubl e conpl enent -
algorithm This nmethod is, for exanple, described in PO 988 015
-3- the article "Error-Correcting Codes for Sem conductor Menory
Applications a State-of-the-Art Review' by C L. Chen and M Y. Hsiao
appearing in the | BM Journal of Research and goevel opnent, pp. 124-134,
March 1984. This al gorithmtakes advantage of the fact that hard errors are
in general reproducible. As aresult of this it is possible to be able to
identify bit positicodinghinlfioametiongrtywicalilivh ofhithekparieyigey chmdi e
error correction C@ﬂmigaEEEE be carried out. It is thus seen that the
reproduci bility of har erroys renders it possible to inprove the
reliability of information storage systens which are subject to
Accordingly, it is seen that it is desirable: to

construct memory systems which employ on-chip error
correction and detection capabilities as a result of
high circuit packaging densities. SEC/DED codes are
limited to correction of only 1 bit of their data
words. For this reason, it is necessary to prevent
any and all bit correction upon detection of a
multiple error. With data correction inhibited,
multiple errors cannot cause the SEC/DED system to
erroneouély alter a good data bit. The multiple error
condition is then cleared during "writeback" (i.e.,
the operation of transferring the on-chip ECC WORD
with its appropriate check bits back into the DRAM
cells) through the on-chip ECC system as valid check

" bits are generated from the unaltered data word. 1In
this system, damage to the data word integrity is
limited to the original multiple errors. Although
these errors can no longer_be detected, the ECC system
cannot cause degeneration of data words during
subsequent accesses.

The result of using this method is that all errors at
the chip level appear soft. Detection of bad memory
cells in manufacturing test is effectively done with
pPattern testing by comparing expect data with the
entire ECC word. The bits in error are easily noted
and the quality of hardware under test is easily
evaluated. But in actual memory system operations,
the total ECC word is not read out of the memory chip.
Moreover, the number of bits that are typically read
out is small. This greatly increases the probability
of missing the bits in error, after a multiple error
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hard-hard errors or hard-soft errors without increasing code word | ength.
¢Thus, aspects of nenory chip design which tend to defeat hard error
reproducibility also present barriers to system | evel double error
correction especially in systens which are designed around existing single
~error correction and double error detection codes and circuitry. Menory
architecture itself also plays a role in errorg correcti on considerations.
In particular, it is-often desirable to access a double word (64 bits) of
menory data wherein each bit of the double word is supplied froma separate
nmenory chip. This ndmptheachhpt éatarword heefadecurmedbatsutehcan provide

speed and reliabili h¥c39¥§8£§9§é-eﬁﬁﬁé g@rg@%gg?gﬁotﬂ%{}%]érel,{@% Q{a%t

applied to the double wor IS Is re n as sys
| evel error correct MBAoFafidshencEribpyes  UROmPCCHEEEneS P1 tFugh 3t

conpl enent / r econpl egppbral gabséfErnt memdy berations egéndipd tiharehsnd
SO T T oS BB he sURUOLERE! O S, BE8nOtnde N 4 3 Hd Gl

particul ar, this nmeans a Cer a1n nu sare
devoted to the stor &gecBPlePEdayiEEem 1e¥¥i£§§IQG15°rre°tl°n and deteCtlon

circuitry to increase memory reliability. It is this
situation which produces the problem which is solved
by the present invention. 1In particular, at the
system level it is desirable to be able to employ the
complement/recomplement algorithm to increase overall
memory system reliability particularly through
correctién of double errors which would not otherwise
be corrected. However, the complement/recomplement
algorithm depends upon the ability to be able to .
reproduce hard errors. Howeéver, it is noted that the
on-chip error correction capability can actually mask
the presence of hard errors associated with a given
chip. A more detailed example of this phenomenon is
described below.

Accordingly it is the objeét of the present invention
to provide a fault tolerant semiconductor memory
system which facilitate the reproducibility of certain
chip level errors, and which solves the antagonism
that can exist between chip level and system level
error correction systenms.

It is also an object of the present invention to
facilitate the correction and detection of hard-hard
and hard-soft memory system errors, to enable memory
systems to apply the double complement procedure to
recover data when there is an uncorrectable error in
the system level error correction coding c1rcu1try,
and to permlt memory mapping schemes to determine the

-

PO 988 015

_ This Sheet Hai|i3|c.|aelln|||¢ilaced .




-4-- coding information, typically of the parity or check sumvariety.

¢ Accordingly, it is seen that it is desirable to- construct nenory systens-
whi ch enpl oy on-chip error correction and detection capabilities as a
result of high circuit packagi ng densities. SEC/ DED codes are limted to
correction of only 1 bit of their data words. For this reason, it is
necessary to prevent any and all bit correcttof upon detection of a
multiple error. Wth data correction inhibited, nmultiple errors cannot

cause the SEC/ DED systemto errqQneously alter_a od datg . bit. T | tiple
error condition is %/m‘b‘}%r% "(ﬁ‘}r“icﬁg%t\'fvr ?‘él)%%%“%a(qﬁ A "ﬁdt 'H@rgﬁgﬁXFFSn 8f

transferring the on-mdskedE®y WHRR levkli esrappeaprecttioncheck bits back into
the DRAM cel I s) through the on-chip ECC systemas valid check bits are :

generated fromthe unaltered data word. In-this system dan%ag_to t he dat a
word integrity is |iThe ePkW-ione iG AgSFELPRG| 17 pFhe é-ﬁ}ag,ag_te Z8dgRatese
errors can no | ongerogpeaneinec.ed, the ECC system _ -

In accordance with a preferred embodiment of the
present invention, a fault tolerant computer. memory
system comprises a plurality of individual memory
units. Each memory unit contains. a plurality of
memory cells and unit level error correction and
detection means. Also present are a pluralitj of unit
level means for indicating the presence of
uncorrectable errors, these means being associated
with distinct ones of the memory units. The
uncorrectable error indication means operates to set
at'least one output bit from its associated memory

i unit to a fixed value upon the occurrence of an
uncorrectable error. The memory units are preferably
linked together through a system level register which
receives data from individual memory units. The
memory system also-preferanly includes system level
correction and detection means which receives data
from the system level register. In preferred '
embodiments of the present invention the memory units
are best thought of as being individual semiconductor
memory chips with on-chip error correction and
detection means. Additionally, each chip is best
Perceived as supplying a single bit (at one time) of
informanion to a system level word-size register which
is also provided with system level error correction
and detection capability. '

One of the effects of the operation of the present
invention is the carrying out of an effective

-
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canhot cause degeneration of data words during subsequent -accesses. The
vresult of using this method is that all errors at the chip | evel appear -
soft. Detection of bad nenory cells in manufacturing test is effectively
done with pattern testing by conparing expect data with the entire ECC
word. The bits in error are easily noted and the quality of hardware under
test is easily evaluated. But in actual nmenoLy7system operations, the total
ECC word is not read out of the menory chip. Morreover, the nunber of bits

that are typically read out is snmall. This greatly increases the
probability of m ssitempdwaty t"chip &ild”, upbhethe oeduryEmreciofoan PO 988
015 uncorrectable error hékociated with a given chip. 1In

effect, the occurrence of such an error on a chip
forces the output of the chip to a fixed value. While
this is almost certain to generate subsequent system
level error indications, the reproducible nature of
the forced chip error still renders it possible for
system level errof-correction and detection circuitry
to perform complement/recomplement correction. 1In
spite of the fact that the present invention forces
the output of one of the memory units to be a fixed
value, nonetheless overall memory system reliability
is enhapéed because of the reproducible nature of the
forced errors that result. Accordingly, the highly
counter-intuitive result is that overall memory |
reliability is enhanced even though an error
correction component is effectively disabled.

The subject matter which is regarded as the invention
'is particularly pointed out and distinctly claimed in
the concluding portion of the specification. The
invention, however, both as to organization and method
of practice, together with further objects and
advantages thereof, may best be understood by
reference to the following deséription taken ih
connection with the accompanying drawings in which:

Fig. 1 is a partially schematic block diagram
illustrating a memory organization which is
particularly suitable for implementation of
dual level error correction;
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in+he chip data word has occurred. Such uncorrectable errors at the system
| evel tend to cause mmjor systemfailures. Upon occurrence of such an -
error, subsequent nmenory operations generally cease. At the same tine, it

is also seen that it is desirable to enploy system|evel error correction
and detection circuitry to increase nenory reliability. It is this
situation which produces the probl emwhich is gsotved by the present
invention. In particular, at the systemlevel it is desirable to be able to
enpl oy the conpl ement/reconpl ement al gorithmto increase overall menory
systemreliability pBigicl arlis tshrrardiiadobreeki dlagran simidasr tor Fighi ch

woul d not otherw se be Co”eCtlquu'd"%&ﬁ;‘ée rtﬂeupﬁm&emanidtrﬁ&qml eRent
al gori thm depends upon the abi | to b PkBB% oduce hard errars.
%%ﬂ r &

However, it is noted that theﬁﬁ? &H’@gﬁgﬁl EPOgEH on

-actually mask the presence of &hﬁ(inﬂmvmdmaésmem¢sweunmtsrichnyQGn chip. A

nore detail ed exanple of this phenonenon is described bel ow

- 6- SUMVARY %f THE | NVENTI ON ., ] ]
Fig. illustrates a memory organization which is

particularly suitable for the employment of the
present invention. -In particular, Fig. 1 illustrates
a computer memory organization comprising a plurality
of 72 individual memory chips 10. - However, it should
be appreciated that the present invention is not
limited to semiconductor memories but is generally
appllcable to any computer memory system in which a
plurality of memory units each provide single or
multiple output bits to a register and in which both
unit level and system level error correction circuitry
is employed. 1In the system shown in Fig. 1, each of
the' 72 memory units 10 supﬁlies a single bit to system
level or W-register 25. Register 25 is also seen to
supply output data through system level error
correction circuitry 30. Furthermore, it is also seen
that chip or unit level error correcting circuitry 20
is provided on each of the memory units or chips 10.

In the particular embodiment shown in Fig. 1, it is
seen that cell array 12 is organized in words of 137
bits occurring in selected word line  14. Of these 137
bits, 128 bits comprise data bits with the remaining 9
bits being parity check bits. This is sufficient to
provide on-chip single error correction and double
error detection. The 137 bits of cell array
information 16 are selected from word line 14 and
passed on to chip level error correction circuitry 20
which provides 128 bits of cofrected data to static
register 18. Memory unit 10 is also supplied with
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It »is an object of the present invention to aneliorate one or nore

di sadvant ages of the prior art. According to one aspect of the present-
invention there is provided a fault tol erant conputer nenory system which
recei ves address information and which supplies data information in
response thereto, said nenory systemconprising: a plurality of digital
menory units; a plurality of unit |evel err ot XGrrection and detection
nmeans, said nmeans being associated with distinct ones of said nenory units,

for correcting and detecting. Of Sel r VedR s within
said nmenory units ar"i‘ﬁdﬁ??sggﬁg‘ét%ﬁ J’%ﬁgﬁ\%‘or(?%gt %&Pghgrro%a%%al |
plurality of unit | employedkbupd a’2 k9 sedechi ahsingle RUtRIHeLIH sai d
nmemory units and opghh BEat@cSpbgiétérass. OMheObupplutbot , décadetded? in

associ ated nmenory units, to,a fixed,yalue u Lhe.recel '
uncorrectabl e error cﬁlé’ﬁaﬁ' FRspueher %\E%dsc"ﬁ%riéﬁgur_?lst 8%@%?&‘;&@%}’#& cells
correction and det edn aregisses; 2and 'Elyfe$%mﬂ]éﬁeltl@ﬁ-ﬁ=éﬂ-_1¥o??m1€i$ﬁ1 and
det ection means rec‘i'l}ibﬂglgﬁt 8iLEQTE S8l Smd B Y TN bhericalsr sVt 618 |l
correction and detectl on neans EEI n oger bl e o.%olafi}gct J?grd. er.r%;s by
operation of said | GOREFYFESRsISVeLl TeILFH, £ FGAYERE: (4Pt t he
present invention tiefermatponvofiedhich aé4 tbittsl ecaprigendaya usith f&bits
menory system whi ch dofipZ ke afddr o6 LRESK MBiddihatidnhi gGashPRiisRLLat a
information in respons ar et o .sard rrermJB/ uni t COfT’gI‘I Si ng: a gl urality
of menory cells; negﬁgopopogpggtlon and double error detection are
possible with this degree of redundancy. The specific
nature of the code or of the detection and correction
circuit;& employed either at the unit level or at the
system level are substantially irrelevant to the
practice of the invention. Any suitable code may be
employed for this purpose. ’

i The disadvantage of the system shown in Fig. 1 is that
hard errors such as "stuck at" faults occurring in a
particular cell array 12 render it impossible for
system level error correction coding methods to employ
the complement/recomplement method for recovering from
hard-hard and hard-soft errors (that is, double errors
which are hard in nature). It is further noted that
the specific structure of the memory system shown in
Fig. 1 should not be construed as limiting the present
invention. In particular, the choice of codes, as
indicated above, is relatively arbitrary, as is the
number of chips employed and the particular word
organization of cell arrays 12. The relevant aspects
of Fig. 1 encompass the dual level error correction
capabilities and the independent organization of the
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correction and detection for data read from said

This is the replacenent sheet ‘ _ -7- menory
cells and for generating an uncorrectable error signal; and | ock-up neans
operable to set at |east one output bit fromsaid nenory unit to a fixed
val ue upon the indication of an uncorrectable error fromsaid error
correction and detection neans. DESCRI PTI & OF THE PREFERRED

EVMBODI MENT( S) The subject matter which is regarded as the invention is

particularly pointed out and distinctly. clal : | ' ortion
of the specificationme?ﬁEYiHQéhffoﬁérﬁ%ﬂ%V%?ggg%Fg %gg?%ggﬁggﬁ?ggfﬁon.and
nmet hod of practice, toppiigéngwindependenty hifjseofsiBRAGTRAAVEION o FIHSEH |
may best be understogd by reference to the follow ng description taken in

connection with the acconpanyi ng draw ngs i n which:

In order to more fully comprehend thg problem
associated with the memory system of Fig. 1,
consideration is now directed to a simplified example
of the problems that certain hard errors such as
vstuck at" faults can engender. In particular,
consideration is given to a memory structure in which
each word comprises 8 bits, the first 4 bits being
data bits and the last 4 bits being parity sum check
bits. Iﬁ particular, and solely for the purposes of
explanation, it is assumed that the error correcting
code matrix is the one provided in the table below:

1 1110 0 0
117 0 1 0 1 0 0 :
1110 0 0 1 0
0 1.1 10 0 0 1
TAQLE I

It is also assumed that there are present two "stuck
at" faults occurring in the first two output bit
positions of the memory array being described. If
four bits of data 0000 are written into the memory,
the word written into the array is 00000000 in
accordance with the matrix provided above. However,
the data read out of the memory is 1100 indicating an
error paptérn of 1100 because of the two "stuck at"
faults. However, if the data 0100 is desired to be
stored in the memory array, the word written into the
array is 01000111 in accordance with the parity check
matrix implied by the matrix given above. However,
again because of the two "stuck at" faults in the

-
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Fig. 1 is a partially schematic bl ock di agram illustrating a nmenory
s+ organi zation which is particularly suitable for inplenmentation of-
dual level error correction; _ - 8- Fig.
2 is a partial block diagramsimlar to Fig. 1 but nore
particularly illustrating the presenge .of output |ock-up nmeans
di sposed on the individual nmenory units (chips). Fig. 1
illustrates a menory organi zation which is particularly suitable for the
enpl oynent of the prragert tivoventpon. bit pesiticnsatheFwgrd lread usit s a

comput er merory or 0Qyizatian §QTRibabIf A RidRldrl Y abatel 8l iUl grenory

chi ps 10. However, e appreclate present invention is
not linmted to seni d@ﬁ@&c?@i‘-’oﬁeﬁﬁ??%gtb?ﬂ qapaidddtipsy BBl d2bd €D My
conputer menmory systggmehe weinébyais indicated as 0100 clearly implying an

error pattern of 0000 since this is the samé pattern
written into the memory. Thus it is seen that,
depending upon the data written into the memory, the
existence of "stuck.at" faults can be masked. It is
in fact the masking of these faults which would
normally prohibit application of the "
complement/recomplement algorithm for cérrecting
hard-hard errors. The situation above is summarized
in the table below:

STUCK AT FAULTS 11
_ WRITE DATA 0°0 0 0°
" WRITE WORD 0 0 0 0 0 0 0 O
| READ DATA 1 10 0
ERROR 11 0 0
WRITE DATA 0 1 0 0
WRITE WORD 0100 0 1 1 1
READ WORD 11000 11 1
READ DATA 0 1 0 O
ERROR 0 0 0 O
TABLE II

Attention is now specifically directed to Fig. 2 in
which memory units 10' have been substituted for
memory units 10. In particular, it is seen that in
Fig. 2 unit or chip level error correction circuitry
20 is also employed to provide an uncorrectable error
indication signal to latch 50 thru AND~gate 53. The
chip is first initialized to have correct data and
parity check bits in all of the ECC words "behind" the

-
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plurality of menory units each provide single or nultiple output bits to a
regi ster and in which both unit |evel and system | evel error correction
circuitry is enployed. In the systemshown in Fig. 1, each of the 72 nenory
units 10 supplies a single bit to systemlevel or Wregister 25. Register
25 is also seen to supply output data through systemlevel error correction
circuitry 30. Furthernore, it is also seen T het Thip or unit |evel error
correcting circuitry 20 is provided on each of the nmenory units or chips

10. In the particul ar, e | me h | 0o [P N O Y : cel
array 12 is organi z%‘&l"f%%s’ o%&’f%%\éﬂ%%g%g%%rorﬁl%el %hé'gﬁ'gg?gég%?d
li-ne-14. Of these 1€he [SE® MODR siignalcdipei te ured 49 setwilekehha2r 84ghni ng
9 bits being parityughehdidivortiictablesstfoei @itiedtd ai @igAaloBaahipt

single error correctio Quble error tegtion. The. 137 hit f I
array information 1%’3%‘;}&6%& a e madi \?ogg’ I :IE"II!]% %pélnq‘d lﬁggsgg %ﬁat 8g§ ip
| evel error correctexroxi r (e SEDYORE shopabvisiceneamtied: ysdndcorrected

Si‘ta to static regi s{£iazhd WRARS netholis1Pike @b SorextRRIItadeiEbR anPO 988
015 existing input or inputs or by the newly defined JEDEC

standard in which CE and W are active before RE and in
which addresses at RE are decoded to provide the SET
MODE input signal.

The presence of an uncorrectable error can be readily
indicatqd by counting the number of one bits that are
turned on in an error location vector generated by
error correction/deéection circuitry 20. Thus if the
code chosen is a single error correction/double error
detection code, and if the output of functional block
20 is set up to indicate positions'in which errors
have occurred, then it is a simple matter to determine
whether or not more than one error has occurred simply
by counting bits. If so, an uncorrectable error
occurrence can be provided and is supplied to the SET
input S of latch 50 via AND-gate 53. The RESET input
R of latch 50 is supplied via the same methods as
discussed earlier for the SET MODE input. RESET MODE
A resets only latch 50 allowing normal operation to
return after system error recovery is accomplished and
data can be read from the array until another multiple
error is encountered. RESET MODE B, again supplied by
methods indicated above, can be used to disable the
entire lock-up feature allowing data from the array to
be accessed without lock-up if a multiple error is
encountered. The use of RESET MODE A or B can be used
in conjunction with system error recovery to allow the
data from the bad area "behind" the on-chib ECC to be
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-9= address field information (not shown) which is enpl oyed by decoder 22
to select a single output bit fromstatic register 18. The output of -
decoders 22 in chips 1 through 72 are supplied to corresponding cells in
regi ster 25. These cells typically conprise flip-flop circuit elenents. In
‘particular, it is seen that systemlevel register 25 includes 72 bits of

i nformation of which 64 bits conprise data Wi &8 8 bits conprising parity
check information. Again, single error correction and double error

detection are possible with this degree of. redundanc ] IS ature
of the code or of tMaPRetelR o‘hm?:t'fﬁfgctec?f G 'rpbl% gg?%uﬁ?%%ﬁp%%«iﬁéf er at
the unit |evel or atheheseysfemoimale|chire spainanmetheds | r e wiitputo ofhe
practice of the 'anQEbﬂnsoA@Hn@f&ié“&éiéé%i@n”&f_Bﬁtﬁﬁﬁ”fﬁﬁmiﬂémbr@hu&it

v

Brrbrs such as »st uaR" AEREPUGR STERHH g TP PRFEAPENh AR AGEHRL ) 15
render it inpossibl gpépatiystefn switth &l dis suchethabrthodiingledisdds to -
enpl oy the conpl ene&h%iﬁgogg%{;%?qs r@}mquoaﬁgggyfrf% fdsuBde gohard and
hard-soft errors (tnat rs, ubl e errors
However, upon the occurrence of an uncorrectable
error, the output is set by switch 51 to a fixed
vélue. Typically, this fixed value is a binary 1 as
suggested by the +V symbol shown, but could be the
fixed value binary 0 by changing the +V signal line to
ground. In this way, the presence of uncorrectable
erroxrs ;ésults in forcing the output of memory unit
10' to a fixed value. This provides the ability to
reproduce hard errors, a property which is necesséry
for the proper operation of" the
complement/recomplement method employed for error
correction of hard-hard or soft-hard errors at the
system level. In this way, when memory unit 10' of
Fig. 2 is employed in a fault tolerant memory system,
greater'reliability is achievable. Without the memory
unit modification, whenevef there is a double error at
the system level, the data is not recoverable. With
the memory unit modification, all hard-hard and
hard-soft errors at the system level are correctable.

From the above, it should be appreciated that the
presént invention provides a mechanism for enhancing
the fault tolerant capabilities of memory systems,
particu;arly high density semiconductor memories
comprising a plurality of integrated circuit chips.
More particularly, it is seen that the present
applicants have provided a counter-intuitive approach
in which chip level memory system output is forced to
a fixed level in order to improve overallﬁsystem level

PO 988 015



whisch are hard in nature). It is further noted that the specific structure
of the nmenory system shown in Fig. 1 should not be construed as |initing
the present invention. In particular, the choice of codes, as indicated
above, is relatively arbitrary, as is the nunber of chips enployed and the
particular word organi zation of cell arrays-12. The rel evant aspects of
Fig. 1 enconpass the dual level error correctildn-capabilities and the

i ndependent organi zati on of the PO 988 015
- 10 - menory units, particularly with respect to their supplyi-ngl1
i ndependent bits of ermbsr parreatieon redpahidities. Thus, applicants have

employed the seemingly paradoxical approach of forcing
errors to imprové error correction capabilities. It
is therefore seen that applicants have contributed to
significant advances in the areas of memory
architecture and error correction. ‘It is further seen
that applicants have done so at minimal cost ‘and with
a design which is applicable to any memory chip
employing on-chip error correction capabilities.

The on-chip error correcting capabilities described
above with reference to a full chip can also work on
subsectiéns such as half chips, quarter chips, octant
chips, etc. as chip architecture dictates.

While the invention has been describéd in detail
herein in accord with certain preferred embodiments
thereof, many modifications and changes therein!may be
effected by those skilled in the art. Accordingly, ‘it
is intended by the appended claims to cover all such
modifications and changes as fall within the true
spirit and scope of the in&ention.
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Im order to nore fully conprehend the problem associated with the menory
systemof Fig. 1, _conS|derat|on S nom/dlrected to a S|an|f|ed exanpl e of
t he probl ens that tain hard errors such as "stuck at" faults can
engender. In part M‘ﬂ !l WHH' tion is given to a nenory structure in
whi ch each word c the first 4 bits being data bits and the
| ast 4 bits being parity sunlcheck bits. Ir @Aa&rticular, and solely for .the
pur poses of explanation, it is assunmed that the error correcting code

matrix is the one provided in the table bel ow 1 0 1
100 0 1 101 0 1 LaINMS 1 11 00 O
1 0 0O 1 1 1 0 0 0 1 TABLE |

It is also assuned.,t hat’ tffuftaéﬁ%@tgﬁqt%@m%uﬁémg} }gé#énng "ﬁ‘ce’cé““ ng

in the first two o&fput b posI rY A TR SCri bed.
|f four bits of data 009@09$%e$w$¢4¥§$$rﬂﬂfOFW@tﬁéﬁnﬁyd Wh&ﬂhwﬁupm%hﬁﬁeﬂ1

into the aLraé IS 00080§Q@alm@f}ﬁﬁﬁmqm@gpbggenghéfét&rmrﬂ@ above.
pattern of 11100 becausebbirEhbty vef ARt mehpRy) HELES (PO ol Dl gara
0100 is desired to be
a plurality of unit level error correction
and detection means (20), said means being
associated with distinct ones of said memory
units, for correcting and detecting errors in
data read from memory cells within said memory
uniﬁs and for generating an uncorrectable error
signal, characterized o

by a plurality of unit‘level:lodk—up means (TABLE
I; II) associated with distipct ones of said
memory units (10) and operating to set at least
one output bit, from their associated memory
units, to a fixed value upon the receipt of said
uncorrectable error signal from their associated
unit level error correction and detection means
(20); and '

by system level error correction and detection
means (30) receiving data from said memory units,
said system level correction and detection means
(30) being operable to correct hard errors by
operation of said lock-up means (TABLE I; II).

2. Memory system as set forth in claim 1,
characterized

by mode switching means (Fig. 2) operable to
control thg activator of said disablement means.

-

PO 988 015 ————
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stoted in the menory array, the word witten into the array is 01000111 in

saccordance with the j { X inplied by the matrix given above. -
However, again becauqmgﬁlllﬁimwnmlmk at" faults in the PO 988 015
first two output bit ctlonsmthe word read out of the array is 11000111.
However, because of the unit |evel error correg%i on capabilities, the data
read out of the nenory is indicated as 0100 cT ?I? i nplying an error
pattern of 0000 since this is the sane pattern witten into the nenory.
Thus it is seen that, _ depepdi 0 h as v i I Rf:Qqt he y e
exi stence of "stuck a?" fiﬂ?‘?ors}q(c%% %gttnggggg.lﬁé%a{sﬁnl f"{alt%th ?hggﬁrr'gggl tnlaﬂcg)f
these faults which woul d mef rralRIPrgddfvbPE BERPTE A9l ofnchwith means

conpl ement / reconpl ement  al gy idryrf eorgecteehi g hiwtbdidioh ForoBatalkead

situation above 'S su rlf%%% said memory cells, characterized .

by lock-up means (51) operable to set at least
one output bit from said memory unit to a fixed
value upon the -indication of an uncorrectable
error from said error correction and detection
means. '

PO 988 015 l
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he tabl e bel aw _ STUCK AT FAULTS 1 1 VRI TE DATA

|n 't

'0 0 0 O WRI TE WORD O 0 0O OO 0O 0 O READ DATA -
1 1 0 O ERROR - 1 1 0 O VRl TE DATA 0
1 0 O VRI TE WORD : 0O 1 0 O q7 1 1 1 READ WORD
11 0 0 0 1 1 1 'READ DATA 0 1 0 O ERRCR

0O 0 0 O TABLE Il Attention is now specifically

directed to Fig. 2 in which menory unitg gG fhgvg eeen substituted for
menory units 10. In particular, it is seen that in Fig. 2 unit or chip
| evel error correction circuitry 20 is also enployed to provide an
uncorrectable error indication sFaURT TOLERANT MANMORN' SYSFEMSate 53. The
chipis first initialized to have correct data and parity check bits in al
of the ECC words "behi nd" the PO 988 015
In a memory sSystem comprising a pPlurality of -memory
units (10) each of which possesses unit-level error

correction capabilities (20) and each of which are

tied to a system level error correction function (30),
memory reliability_is enhanced by providing means for
fixing the output of one of the memory units at a
fixed value in response to the occurrence of an
uncorrectable error in one of the memory units. This
counter-intuitive approach to the generation of forced
hard errors nonetheless enhances overall memory system
reliability since it enables the employment of the
complement/recomplement algérithm which depends upon
the presence of reproducible errors for proper
operation. Thus, chip level error correction systems,
which are increasingly.desirabie at high packaging
densities, are employed in a way which does not
interfere with system 1eve; error correction methods.

PO 988 015
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3,?5?- on- chip~ECC. Upon conpletion of the initialization, the SET MODE

signal line is used to set latch 52 such that the uncorrectable error .
detection sigaal- -can set latch 50 thru AND-gate 53, for output |ock-up and-
hard error. The SET MODE signal is generated using standard kdd@n met hods

like an over volffap
defi ned JEDEC standardcpﬂ
addr esses at

presence of a
nunber of one
by error corr ¢ct
-single error ¢o
functional - bl
occurred,
one error hasjo

error

pwwg¢h CE and W

ar e
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'000urrence can be provided and is supplied to the SET input S of latch 50
via AND-gate 53. The RESET input R of latch 50 is supplied via the sane
nmet hods as di scussed earlier for the SET MODE i nput. RESET MODE A resets
only latch 50 allow ng normal operation to return afvter systemerror
recovery is acconplished and data read fronRt¥Be array until er
multiple error is encountered Q‘E:QTFE%:] B—agat+ supper by net FQ@@
i ndi cat ed above, n_be used to m cahla t epit-e—oek—ay f dr@’ al | owi ng
data fromthe arrfay to be accessed WIthOGF'L (AB%%YHC a | pl e error |s

encount ered. The |u$e of Or B can Dbe used |n ¢ EE’;I on
system error recquer % the N SELECTE WARD bhd¥Ealea]” heh Pt
9

on-chip ECC to bg LA —~
mapped and corredt ¢dl and put into ahot He ' Ise qf [normal Ehip
sparing nethods. |The] out put of latc ' L?E ofit put frpm
menory unit RESET 16 |
. MODE B . ' [(
SET \1 .
MODE 128 DATA BITS
J 52 . Y137 BITS
y [
OR &TC—Z.'-' CHIP_ LEVEL| \
L ECC \20 \\
l UNCORRECTABLE
| " DETECTED
| AND 128] '
o) | [BE
\18
128
R S
LATCH DECODER 2o
SO'/
I >¢-
’1 BIT OUT _
\ , BIT OUT

SYSTEM LEVEL

- ECC TN
{ = 30

CORRECTED DATA ‘a T Ty
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10 'Through switch 51. In particular, the normal operation of switch 51 is
such that the single bit output signal i's supplied directly from decoder
22. However, upon the occurrence of an uncorrectable error, the output is
set by smﬁtch 51 to a fixed value. Typically, this fixed value is a binary
1 as.suggested by the +V synbol shown, but could be the fixed value binary
0 by changing the +V signal line to grouﬁﬁr In this way, the presence of .
uncorrectable errors results in forcing the output of menory unit 10" to a
fixed value. This provides the ability to reproduce hard errors, a property
whi ch is necessary _for the proper operation of the conpl enent/reconpl enent
met hod enpl oyed for error FRXUILEIOIFRANTEMORYISPSTENS - hard errors at
the systemlevel. In this way, when nmenory unit 10 of Fig. 2 is enployed
in a fault tolerant nenory system greater reliability is achievable.

W t hout gaﬁ gggﬁfy unit nodification, whenever there is a double error at

t he syst § the data is not recoverable. Wth the nmenory unit

nodi fication, all hard-hard and hard-soft errors at the systemlevel are

overt ornh g B et b ABAl ol ReBRL SEL o b RS
bi i tjj &8s |

PSP, oo IR G R k%@éaa&eéa&ﬁ&sﬁe“St;ﬁ«rboz%%ve

partj cul %ddecubﬁ fﬁ&tﬁﬁ%o;h flﬁém&}ereﬁsﬁﬁsms &mﬁdeafw Proviiife H{e% H5:%fing the

counter-intuitive appro
output of one of the memory umts at a fixed value in response to the occurrence of an

()

uncorrectable error in one of the memory units. This counter-intuitive approach to the
generation of forced hard errors nometheless enhances overall memory system reliability
since it enables the employment of the complement/recomplement algorithm which depends
upon the presence of reproducible errors for proper operation. Thus, chip level error
correction systems, which are increasingly desirable at ‘high packaging densities, are
employed in a way which does not interfere with system level error correction methods.

Fig. 2
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i h ‘whith chip level nmenory systemoutput is forced to a fixed level in
order to inprove overall systemlevel PO 988 015
- 14 - error correction capabilities. Thus, applicants have enpl oyed the
seem ngly paradoxi cal approach of forcing errors to inprove error .
correction capabilities. It is therefore seen that applicants have
contributed to significant advances iLngthe areas of nmenory architecture and
error correction. It is further seen that applicants have done so at
m ni mal cost and with a design which is applicable to any nenory chip
enpl oyi ng orirchie ehigr dedar eokidohasapeditiead.es SuchThe on-chip error
correcting Qﬁﬂﬁﬁ'ﬂééﬂaﬁﬁed%%rdr%e‘italﬁﬁélesﬂﬁéh nehRnereddt @odchikk chip can
al so work on subsections sych as ha g %yarter ch|g§ oct ant

major sysStem fallures. Upon occurrence of suc

error, subsequent memory operations generally cease.”

At the same time, it is also seen thgt-it is desirable

to employ system level error correction and detection . -

circuitry to increase memory reliability. It is this

situation which produces the problem which is solved

by the present invention. In particular, at the

system level it is desirable to be able to employ the

complement/recomplement algorithm to increase overall

memory system reliability particularly through

correction of double errors which would not otherwise -

be corrected. However, the complement/recomplemept

algorithm depends upon the ability to be able to

reproduce hard errors. Howéver, it is noted that: the

on~chip error correction capability can actually mask i

the presence of hard errors associated with a given

chip. A more detailed example of this phenomenon is

described below.
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chfpsf etc. as chip architecture dictates. Whil e the invention has been
described in detail herein in accord with certain preferred enbodi nents

t hereof, many nodifications and changes therein nmay be effected by those
skilled in the art. Accordingly, it is intended by the appended clains to
‘cover all such nodifications and chandges as fall within the true spirit and
scope of the invention. PO 988 015

SUMMARY OF THE INVENTION
It is an object of the present invention to
ameliorate one or more disadvantages of the prior
art. |

According to one aspect of the present inventidon
there is provided a fault tolerant computer memory
system which receives address information and which -
supplies data information in response thereto, said
memory system comprising: a plurality of digital
memory units; a plurality of unit level error
correction and detection means, said means being
associated with distinct ones of said memory units,
for correcting and detecting errors in data read
from memory cells within said memory units and for
generating an uncorrectable error signal; a
plurality of unit level lock-up means associated
with distinct ones of said memory units and
operating to set at least one output bit, from their
associated memory units, to a fixed value upon the
receipt of said uncorrectable error signal from
their associated unit level error correction and
detection means; and system level error correction
and detection means receiving data from said memory
units, said system level correction and detection
means being operable to correct hard errors by
operation of said lock-up means.

According to another aspect of the present
invention there is provided a fault tolerant memory
unit for a memory system which receives address
information and which supplies data information in
response thereto, said memory unit comprising: a
plurality of memory cells; means for error
correction and detection for data read from said

This is the replacement sheet
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-15 -° CLAIMS 1. Afault tolerant conputer nmenory
system which receives address information and which supplies data )
i nformation in response thereto, said nmenory system conprising: a
plurality of digital nmenory units; a plurality of unit level error
correction and detection neans, said means being associated wth distinct
ones of said nmenory units, for correcting and detecting errors in data read

from menmory ygald.s, %éﬁé‘ éaadfgfr@éﬂeyatiﬁgaaﬂ ﬁﬂéoﬁfé‘@éé‘ﬁl@g an

uncorrectabl e error, signal plurality of unit |evel |ock-up neans
associ at ed \RHHPH 219met; oaRd %?C§3PE HeRAD?P yORAT RIS NEC 0BRY afFng to set at
| east one oulqust bide émtomtmeit ﬂﬁamcsai@dnmﬁyyummtwo 40 a fixed value

upon the re t of Fror si aI associ at ed

unit |evel %?Fg cor n an €€%$?€ %ﬁlsg]'[jil %ﬁgp@éégg%%ﬁ1level error

correction anuKUEt@Umnomanéamsr¢909®vrﬂgtdamaamdo@e@e¢u1qnnnry units, said
means.

DESCRIPTION OF THE PREFERRED EMBODIMENT (S) -
The subject matter which is regarded as the

invention is particularly pointed out and distinctly
claimed in the concluding portion of the
specification. The invention, however, both as to
organization and method of practice, together with
further objects and advantages thereocf, may best be
understood by reference to the following description
taken in connection with the accompanying drawings
in which: o
Fig. 1 is a partially schematic block diagram

illustrating a memory organization' which is

particularly suitable for implementation of

dual level error correction;

This is the replacement sheet
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system’l evel QE%LEELLQD_QDQ_deLection means bei ng operable to correct hard
errors by operation of bl e k- up. neans. 2. The menory systemof claiml
in which sai du“ M\WMM&' se sem conductor menory chips. 3. The
menory syst emIdmmiRgy il Ich said unit level error correction and
detection neans performsingle error-cbt¥rection and double error detection.
4. The nmemory systemof claim1 further including node switching neans
operable to control the activation qfrSajsl | ock-up means. 5. A fault _
tolerant menpry unit for a nmenory systemwhich receives address information
_and whi ch suppliBstguatls tRLGERAL SPMPRtess Biemeayt iRvisdem whdich nenory unit

conpri sing: recedvpbutdlirey sofi TPt ie8] la%id which Sﬁppl%?%jsﬁﬁ%d trom
or da

ai'd menory SBEPETARAORor Ay EREPREIRy L RRTor 1*EChBRECR G heghal ; and
| ock-up nmeansowprighhg:to set at | east one output bit fromsaid menory unit
to a fixed valuey-piurality of digital memory units;

' a plurality of unit level error correction and -
detection means, said means being associated with
distinct ones of said memory units, for correcting
and detecting errors in data read from memory cells
within said memory units and for generating an
uncorrectable error signal; '

a plurality of unit level lock-up means
associated with distinct ones of said memory units
and operating to set at least one output bit, from
their associated memory units, to a fixed value upon
the receipt of said uncorrectable error signal from
their associated unit level error correction and
detection means; and

system level error correction and detection
means receiving data from said memory units, said
system level correction and detection means being
operable to correct hard errors by operation of said
lock-up means.

2. The memory system of claim 1 in which said
memory units comprise semiconductor memory chips.
‘3. The memory system of claim 1 in which said unit
level error correction and detection means perform
single error correction and double error detection.
4. The memory system of claim 1 further including
mode switching means operable to control the
activation of said lock-up means.

5. A fault tolerant memory unit for a memory system
which receives address information and which
supplies data information in response thereto, said
memory unit comprising:

a plurality of memory cells;

This is the replacement sheet
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upon t'he indica rrectable error fromsaid error correction
and detectionu T nmory unit of claim5 which is disposed on a
single integr mmlummﬁH . 7. The nmenory unit of claim5 in which said
means for errof corrtecthi oA am detegt&gn perfornms single error correction
and doubl e error detection. -

means for error correction and detection for
data read from said memory cells and for generating
an uncorrectable error signal; and

lock-up means operable to set at least one
output bit from said memory unit to a fixed value -
upon the indication of an uncorrectable error from
said error correction and detection means. -
6. The memory unit of claim 5 which ié‘disposed on
a single integrated circuit chip.
7. The memory unit of claim 5 in which said means
for error correction and detection performs single
error correction and double error detection.
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