
D E S C R I P T I 0 N                FAULT TOLERANT MEMORY SYSTEMS   The
present invention is generally directed to a fault tolerant integrated
memory system according to the preamble of claim 1.   As semiconductor
memory chips are developed with smaller and smaller feature sizes and a
corresponding increase in circuit packaging density, additional error
correction methods, such as on-chip error correction, become more and more
important. In general, memory errors occurring on a chip fall into two
distinct categories: hard errors and soft errors. Soft errors are typically
transient events, such as those induced by background level alpha particle
radiation, or caused by parametric process sensitivities that create "weak
cells". Weak cells 



are those that fail upon application of unique voltages or data patterns,
or are otherwise sensitive to noise, printed image size or image tracking.
With increasing chip densities, soft errors become more frequent. Thus,
increasing chip density dictates a greater need for on-chip error
correction capabilities, especially for soft errors.   In addition to the
occurrence of soft errors which can usually be corrected by error
correction coding circuitry, there is also the possibility of hard errors.
Hard errors often arise out of imperfect manufacturing conditions including
device contamination. With increasing memory densities, perfection in chip
manufacture is very difficult. Thus, hard errors may be present in addition
to soft                                     -2-   errors. Moreover, hard
errors have the seemingly 



paradoxical benefit of generally being able to be repeated. It is however
the reproducibility of such errors which provides a mechanism for their
correction (see below).  One of the common forms of hard error occurring in
a memory system or chip is the occurrence of a "stuck at" fault in which
one of the memory locations continually indicates a zero or one output
response in one or more bit positions, irrespective of the specific
contents of the memory cell.   While there are many different error
correction codes that are applicable and available for use in conjunction
with memory systems, one of the most popular class of codes that have been
employed for this purpose are codes with a minimum distance of four between
code words. Such codes are capable of single error correction and double
error detection (SEC/DED). These codes are well known and easily
implemented and have a proven track record of reliability and ease of
manufacture, particularly in terms of simplified circuitry and minimum
consumption of chip "real estate". Clearly, single errors, whether hard or
soft in nature, pose no problem for such codes. In addition, such codes can
detect the presence of double errors, of either the hard or soft variety,
but cannot generally correct them. In the event of two soft errors, it does
not appear that correction is generally possible using such codes and
decoding techniques. However, the presence of two hard errors, or one hard
and one soft error, does lend itself to 



the utilization of the complement/recomplement algorithm for double error
correction. This algorithm is also referred to as the double complement
algorithm. This method is, for example, described in   PO 988 015
-3-  the article "Error-Correcting Codes for Semiconductor Memory
Applications a State-of-the-Art Review" by C. L. Chen and M. Y. Hsiao
appearing in the IBM Journal of Research and Development, pp. 124-134,
March 1984. This algorithm takes advantage of the fact that hard errors are
in general reproducible.  As a result of this it is possible to be able to
identify bit positions which are in error. With this knowledge, double
error correction can in fact be carried out. It is thus seen that the
reproducibility of hard errors renders it possible to improve the
reliability of information storage systems which are subject to 



hard-hard errors or hard-soft errors without increasing code word length.
Thus, aspects of memory chip design which tend to defeat hard error
reproducibility also present barriers to system level double error
correction especially in systems which are designed around existing single
error correction and double error detection codes and circuitry.   Memory
architecture itself also plays a role in error correction considerations.
In particular, it is often desirable to access a double word (64 bits) of
memory data wherein each bit of the double word is supplied from a separate
memory chip. This memory architecture is useful in that it can provide
speed and reliability advantages. Error correction coding methods are also
applied to the double word of data. This is referred to herein as system
level error correction (and detection). It is at this level that the
complement/recomplement algorithm is employed to correct hard-hard and
hard-soft errors, that is, double errors which are of a hard variety. In
particular, this means that a certain number of memory chips are solely
devoted to the storage of redundant   PO 988 015     



-4-   coding information, typically of the parity or check sum variety.
Accordingly, it is seen that it is desirable to- construct memory systems
which employ on-chip error correction and detection capabilities as a
result of high circuit packaging densities. SEC/DED codes are limited to
correction of only 1 bit of their data words.  For this reason, it is
necessary to prevent any and all bit correction upon detection of a
multiple error. With data correction inhibited, multiple errors cannot
cause the SEC/DED system to erroneously alter a good data bit. The multiple
error condition is then cleared during "writeback" (i.e., the operation of
transferring the on-chip ECC WORD with its appropriate check bits back into
the DRAM cells) through the on-chip ECC system as valid check bits are
generated from the unaltered data word. In this system, damage to the data
word integrity is limited to the original multiple errors. Although these
errors can no longer be detected, the ECC system 



cannot cause degeneration of data words during subsequent accesses.   The
result of using this method is that all errors at the chip level appear
soft. Detection of bad memory cells in manufacturing test is effectively
done with pattern testing by comparing expect data with the entire ECC
word. The bits in error are easily noted and the quality of hardware under
test is easily evaluated. But in actual memory system operations, the total
ECC word is not read out of the memory chip. Moreover, the number of bits
that are typically read out is small. This greatly increases the
probability of missing the bits in error, after a multiple error   PO 988
015                                    -5-   



in the chip data word has occurred. Such uncorrectable errors at the system
level tend to cause major system failures. Upon occurrence of such an
error, subsequent memory operations generally cease. At the same time, it
is also seen that it is desirable to employ system level error correction
and detection circuitry to increase memory reliability. It is this
situation which produces the problem which is solved by the present
invention. In particular, at the system level it is desirable to be able to
employ the complement/recomplement algorithm to increase overall memory
system reliability particularly through correction of double errors which
would not otherwise be corrected. However, the complement/recomplement
algorithm depends upon the ability to be able to reproduce hard errors.
However, it is noted that the on-chip error correction capability can
actually mask the presence of hard errors associated with a given chip. A
more detailed example of this phenomenon is described below.
-6-                SUMMARY OF THE INVENTION 



It is an object of the present invention to ameliorate one or more
disadvantages of the prior art.     According to one aspect of the present
invention there is provided a fault tolerant computer memory system which
receives address information and which supplies data information in
response thereto, said memory system comprising: a plurality of digital
memory units; a plurality of unit level error correction and detection
means, said means being associated with distinct ones of said memory units,
for correcting and detecting errors in data read from memory cells within
said memory units and for generating an uncorrectable error signal; a
plurality of unit level lock-up means associated with distinct ones of said
memory units and operating to set at least one output bit, from their
associated memory units, to a fixed value upon the receipt of said
uncorrectable error signal from their associated unit level error
correction and detection means; and system level error correction and
detection means receiving data from said memory units, said system level
correction and detection means being operable to correct hard errors by
operation of said lock-up means.     According to another aspect of the
present invention there is provided a fault tolerant memory unit for a
memory system which receives address information and which supplies data
information in response thereto, said memory unit comprising: a plurality
of memory cells; means for error 



correction and detection for data read from said
This is the replacement sheet                                  -7-  memory
cells and for generating an uncorrectable error signal; and lock-up means
operable to set at least one output bit from said memory unit to a fixed
value upon the indication of an uncorrectable error from said error
correction and detection means.      DESCRIPTION OF THE PREFERRED
EMBODIMENT(S)      The subject matter which is regarded as the invention is
particularly pointed out and distinctly claimed in the concluding portion
of the specification. The invention, however, both as to organization.and
method of practice, together with further objects and advantages thereof,
may best be understood by reference to the following description taken in
connection with the accompanying drawings in which: 



Fig. 1 is a partially schematic block diagram         illustrating a memory
organization which is         particularly suitable for implementation of
dual level error correction;                                     -8-   Fig.
2    is a partial block diagram similar to Fig.           1 but more
particularly illustrating the           presence of output lock-up means
disposed on           the individual memory units (chips).   Fig. 1
illustrates a memory organization which is particularly suitable for the
employment of the present invention. In particular, Fig. 1 illustrates a
computer memory organization comprising a plurality of 72 individual memory
chips 10. However, it should be appreciated that the present invention is
not limited to semiconductor memories but is generally applicable to any
computer memory system in which a 



plurality of memory units each provide single or multiple output bits to a
register and in which both unit level and system level error correction
circuitry is employed. In the system shown in Fig. 1, each of the 72 memory
units 10 supplies a single bit to system level or W-register 25. Register
25 is also seen to supply output data through system level error correction
circuitry 30. Furthermore, it is also seen that chip or unit level error
correcting circuitry 20 is provided on each of the memory units or chips
10.   In the particular embodiment shown in Fig. 1, it is seen that cell
array 12 is organized in words of 137 bits occurring in selected word
line-14. Of these 137 bits, 128 bits comprise data bits with the remaining
9 bits being parity check bits. This is sufficient to provide on-chip
single error correction and double error detection. The 137 bits of cell
array information 16 are selected from word line 14 and passed on to chip
level error correction circuitry 20 which provides 128 bits of corrected
data to static register 18. Memory unit 10 is also supplied with   PO 988
015      



-9-   address field information (not shown) which is employed by decoder 22
to select a single output bit from static register 18. The output of
decoders 22 in chips 1 through 72 are supplied to corresponding cells in
register 25. These cells typically comprise flip-flop circuit elements. In
particular, it is seen that system level register 25 includes 72 bits of
information of which 64 bits comprise data with 8 bits comprising parity
check information. Again, single error correction and double error
detection are possible with this degree of redundancy. The specific nature
of the code or of the detection and correction circuitry employed either at
the unit level or at the system level are substantially irrelevant to the
practice of the invention. Any suitable code may be employed for this
purpose.   The disadvantage of the system shown in Fig. 1 is that hard
errors such as "stuck at" faults occurring in a particular cell array 12
render it impossible for system level error correction coding methods to
employ the complement/recomplement method for recovering from hard-hard and
hard-soft errors (that is, double errors 



which are hard in nature). It is further noted that the specific structure
of the memory system shown in Fig. 1 should not be construed as limiting
the present invention. In particular, the choice of codes, as indicated
above, is relatively arbitrary, as is the number of chips employed and the
particular word organization of cell arrays 12. The relevant aspects of
Fig. 1 encompass the dual level error correction capabilities and the
independent organization of the       PO 988 015
- 10 -   memory units, particularly with respect to their supplying
independent bits of information to register 25. 



In order to more fully comprehend the problem associated with the memory
system of Fig. 1, consideration is now directed to a simplified example of
the problems that certain hard errors such as "stuck at" faults can
engender. In particular, consideration is given to a memory structure in
which each word comprises 8 bits, the first 4 bits being data bits and the
last 4 bits being parity sum check bits. In particular, and solely for the
purposes of explanation, it is assumed that the error correcting code
matrix is the one provided in the table below:                  1  0  1
1 0 0  0                1  1 0 1  0  1  0  0                1  1  1  0 0  0
1  0                0  1  1  1  0  0  0  1                         TABLE I
It is also assumed that there are present two "stuck at" faults occurring
in the first two output bit positions of the memory array being described.
If four bits of data 0000 are written into the memory, the word written
into the array is 00000000 in accordance with the matrix provided above.
However, the data read out of the memory is 1100 indicating an error
pattern of 1100 because of the two "stuck at" faults. However, if the data
0100 is desired to be 



stored in the memory array, the word written into the array is 01000111 in
accordance with the parity check matrix implied by the matrix given above.
However, again because of the two "stuck at" faults in the   PO 988 015
first two output bit positions the word read out of the array is 11000111.
However, because of the unit level error correction capabilities, the data
read out of the memory is indicated as 0100 clearly implying an error
pattern of 0000 since this is the same pattern written into the memory.
Thus it is seen that, depending upon the data written into the memory, the
existence of "stuck at" faults can be masked. It is in fact the masking of
these faults which would normally prohibit application of the
complement/recomplement algorithm for correcting hard-hard errors. The
situation above is summarized 



in the table below:        STUCK AT FAULTS     1  1      WRITE DATA
0  0  0  0      WRITE WORD          0  0  0  0  0  0  0  0    READ DATA
1  1  0  0      ERROR               1  1  0  0        WRITE DATA          0
1  0  0      WRITE WORD          0  1  0  0  0  1  1  1      READ WORD
1  1  0  0  0  1  1  1      READ DATA           0  1  0  0      ERROR
0  0  0  0                        TABLE II  Attention is now specifically
directed to Fig. 2 in which memory units 10' have been substituted for
memory units 10. In particular, it is seen that in Fig. 2 unit or chip
level error correction circuitry 20 is also employed to provide an
uncorrectable error indication signal to latch 50 thru AND-gate 53. The
chip is first initialized to have correct data and parity check bits in all
of the ECC words "behind" the   PO 988 015    



- 12 -   on-chip ECC. Upon completion of the initialization, the SET MODE
signal line is used to set latch 52 such that the uncorrectable error
detection signal can set latch 50 thru AND-gate 53, for output lock-up and
hard error. The SET MODE signal is generated using standard known methods
like an over voltage for an existing input or inputs or by the newly
defined JEDEC standard in which CE and W are active before RE and in which
addresses at RE are decoded to provide the SET MODE input signal.   The
presence of an uncorrectable error can be readily indicated by counting the
number of one bits that are turned on in an error location vector generated
by error correction/detection circuitry 20.  Thus if the code chosen is a
single error correction/double error detection code, and if the output of
functional block 20 is set up to indicate positions  in which errors have
occurred, then it is a simple matter to determine whether or not more than
one error has occurred simply by counting bits. If so, an uncorrectable
error 



occurrence can be provided and is supplied to the SET input S of latch 50
via AND-gate 53. The RESET input R of latch 50 is supplied via the same
methods as discussed earlier for the SET MODE input. RESET MODE A resets
only latch 50 allowing normal operation to return after system error
recovery is accomplished and data can be read from the array until another
multiple error is encountered. RESET MODE B, again supplied by methods
indicated above, can be used to disable the entire lock-up feature allowing
data from the array to be accessed without lock-up if a multiple error is
encountered. The use of RESET MODE A or B can be used in conjunction with
system error recovery to allow the data from the bad area "behind" the
on-chip ECC to be  PO 988 015                                   - 13 -
mapped and corrected and put into another array with the use of normal chip
sparing methods. The output of latch 50 controls selection of output from
memory unit 



10' through switch 51. In particular, the normal operation of switch 51 is
such that the single bit output signal is supplied directly from decoder
22. However, upon the occurrence of an uncorrectable error, the output is
set by switch 51 to a fixed value. Typically, this fixed value is a binary
1 as suggested by the +V symbol shown, but could be the fixed value binary
0 by changing the +V signal line to ground. In this way, the presence of
uncorrectable errors results in forcing the output of memory unit 10' to a
fixed value. This provides the ability to reproduce hard errors, a property
which is necessary for the proper operation of the complement/recomplement
method employed for error correction of hard-hard or soft-hard errors at
the system level. In this way, when memory unit 10' of Fig. 2 is employed
in a fault tolerant memory system, greater reliability is achievable.
Without the memory unit modification, whenever there is a double error at
the system level, the data is not recoverable. With the memory unit
modification, all hard-hard and hard-soft errors at the system level are
correctable.   From the above, it should be appreciated that the present
invention provides a mechanism for enhancing the fault tolerant
capabilities of memory systems, particularly high density semiconductor
memories comprising a plurality of integrated circuit chips. More
particularly, it is seen that the present applicants have provided a
counter-intuitive approach 



in which chip level memory system output is forced to a fixed level in
order to improve overall system level  PO 988 015
- 14 -   error correction capabilities.  Thus, applicants have employed the
seemingly paradoxical approach of forcing errors to improve error
correction capabilities. It is therefore seen that applicants have
contributed to significant advances in the areas of memory architecture and
error correction.  It is further seen that applicants have done so at
minimal cost and with a design which is applicable to any memory chip
employing on-chip error correction capabilities.   The on-chip error
correcting capabilities described above with reference to a full chip can
also work on subsections such as half chips, quarter chips, octant 



chips, etc. as chip architecture dictates.   While the invention has been
described in detail herein in accord with certain preferred embodiments
thereof, many modifications and changes therein may be effected by those
skilled in the art. Accordingly, it is intended by the appended claims to
cover all such modifications and changes as fall within the true spirit and
scope of the invention.                     PO 988 015 



- 15 -                          CLAIMS  1. A fault tolerant computer memory
system which  receives address information and which supplies data
information in response thereto, said memory system  comprising:     a
plurality of digital memory units;     a plurality of unit level error
correction and detection means, said means being associated with distinct
ones of said memory units, for correcting and detecting errors in data read
from memory cells within said memory units and for generating an
uncorrectable error signal;     a plurality of unit level lock-up means
associated with distinct ones of said memory units and operating to set at
least one output bit, from their associated memory units, to a fixed value
upon the receipt of said uncorrectable error signal from their associated
unit level error correction and detection means; and     system level error
correction and detection means receiving data from said memory units, said 



system level correction and detection means being operable to correct hard
errors by operation of said lock-up means. 2. The memory system of claim 1
in which said memory units comprise semiconductor memory chips. 3. The
memory system of claim 1 in which said unit level error correction and
detection means perform single error correction and double error detection.
4. The memory system of claim 1 further including mode switching means
operable to control the activation of said lock-up means. 5. A fault
tolerant memory unit for a memory system which receives address information
and which supplies data information in response thereto, said memory unit
comprising:     a plurality of memory cells;
- 16 -      means for error correction and detection for data read from
said memory cells and for generating an uncorrectable error signal; and
lock-up means operable to set at least one output bit from said memory unit
to a fixed value - 



upon the indication of an uncorrectable error from said error correction
and detection means. 6. The memory unit of claim 5 which is disposed on a
single integrated circuit chip. 7. The memory unit of claim 5 in which said
means for error correction and detection performs single error correction
and double error detection.    


