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simultaneously support communication for multiple wireless terminals. Each terminal
communicates with one or more base stations via transmissions on the forward and
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[0009] In one of various aspects of the disclosure, the method disclosed above is
provided, further comprising performing a count maintenance based upon at least the
latest ciphering HFN and PDCP and latest deciphering HFN and PDCP by using a
backward offset from a count value used by the target base station.
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[0013] In one of various aspects of the disclosure, the apparatus described above is
provided, wherein the processor is further configured for performing a count
maintenance based upon at least the latest ciphering HFN and PDCP and latest
deciphering HFN and PDCP by using a backward offset from a count value used by the

target base station.
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BRIEF DESCRIPTION OF THE DRAWING

[0017] Fig. 1 illustrates a multiple access wireless communication system according

to one embodiment.

[0018] Fig. 2 a block diagram of a communication system.
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[0026] Furthermore, various embodiments are described herein in connection with
an access terminal. An access terminal can also be called a system, subscriber unit,
subscriber station, mobile station, mobile, remote station, remote terminal, mobile

device, user terminal, terminal, wireless communication device, user agent, user device,
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as Global System for Mobile Communications (GSM). An OFDMA network may
implement a radio technology such as Evolved UTRA (E-UTRA), IEEE 802.11, IEEE
802.16, IEEE 802.20, Flash-OFDM®, etc. UTRA, E-UTRA, and GSM are part of



Partnership Project"” (3GPP). cdma2000 is described in
docunents from an organi zati on nanmed "3rd CGeneration

w@a000/08898hi p Proj ect 2" (3GPP2). These vari ousPCHUB2908/081639
technol ogi es and standards are known in the art. For
clarity, certain aspects of tfe techniques are

f LTE, d LT I d
R e o SO AT R 20 58 .
R dofing FAINEBEVMIFY il 08 BUb YRR EUﬁQRGESUﬁ@@ EBMAUMTS and

which utTlizes single carrier nodulation and frequéncy
Hﬁﬁmmd®qnbﬂd inaocanerts franwmrgmlzf!ammmnmé Bmi @ereration

Barie Tt PaRVect L i, PO R0 38s PRt BRRERED: it

ﬁ%xﬁﬁa@ml “3h@Gch@WEdn ]P’eﬁﬁférs‘hﬁﬂvﬁ{e%g,@’ BUER) ! Ahés@ various

(PAPR) because of its inherent single carrier

gdiisehpadogisRurpindgs atlamivngn she arht Fesreldrgp, certain aspects of the

%i%ﬁ&lée%g a% fiéslg%ene elil({ijw 'f(%\kL'P T‘i&?té#rﬁnﬂﬁlaolgy% & ed?ﬂvﬁ{uc? of the

t¢sariptiod bowmer ef ficiency. It |s currently a working
assurrptl on for uplink nultiple access schene in 3GPP

[MRS] Ter Pinelparurar Sisaperylivigen ppbiRjeacaotRRC- F@b@‘ts] which
fRe 26 bin g& &LBidifbdulationt 'pﬁlhﬁégn%{/ A6MmGne ﬁ%h%ﬁ s a

conmuni Cat1 on system acco O one e
bdrhmahilcaﬁ(ﬁdteclmilqlwc CESEDPOA his di60laf pﬁfthsd)aﬂdeése&nneﬂy the same

restDeSmaRER e o MO A e SCEBRHE MrhliR dpvg peak-o-
i&«%@%wﬂé Qanoetmpmj bREisE bPRGInhiREL éﬂﬁ’gl@ garﬁézstﬁiaqné 14c-FDMA

onl two antennas are shown for each
hast ctmwa ggﬂrab@tpentlhm,ve@p@mallmrtbe mfrhnﬂce\mnmamaélnnawhemyowg PAPR
uti | i edfo nt enna gr ou Access ter al 116
Uiy Btek e RPN MRS REB BrutRafaRe S sl e s
§1ﬁfﬂﬂﬂl51la0x%ﬂkﬁfg AbutnhptEmt s k ikl ?I&dlc&é'sé sch’éﬁ%ﬁﬁ 3GPP Long Term
antennas 112 and 114 transmt infornmation to access

Exelpiiom(LHsonberlved hBAd 11 nk 120 and receive _
E@gﬁf mat Rgﬁniﬁéotg‘@écle_ﬁlylﬁé@ag s w2l @omrﬁ&ﬁ’lgitf’oﬁl 5k

Access connun I cat

adtoeting® didentdindds is iearacdnAeacass ddibt H)@C(AZPQ &lso referred to
transmt inforpnation top access termnal 122 ov
207-WereB or ARBapsludaymulipds YEcn3re5eyast Prsrineludine al@é &ag 106,

wtﬁerneélu&&%n@gl 884 [ RY §hd e Lwﬁorﬁa%cldéﬁlgl 16%&1333}3 fBig. 1, only

conmmuni cat | s 118, 120, 124
dvd dreerenat afershqweaycach antcemmmgmup:,a‘tomner Fore erxfewpf ajtennas may

i nk, 120 na use differe equenc he
SLA s Gh A Gaiatoly et el 16 EEEh B8 Kefb et to as user
aqlisRBAIUENAS &f cdriBumtafdnl Withihi6ihat NEY a”d €14 %ﬁie%‘zﬁﬁleﬂnﬁs 112
connmunicate is often referred to as a sector of

ast bléstrmmmqurmamtetom«zﬁ@ itereninal d e enerefograyd ybtgk dé ae hnd receive

ar.e ned to conmnu te to acces r

BGrToh 3R S SR OB By PSERRR4! S Bghhafi22 i in
E89B3hichilorORTIUMNEAAL 100 20Y 208 fvﬂ{e\ﬂ@!ilderhﬂa@ K86 420 1@ gansmit

126, the transm tting antennas

information to access terminal 122 over forward link 126 and receive information from
access terminal 122 over reverse link 124, In a FDD system, communication links 118,
120, 124 and 126 may use different frequency for communication. For example,
forward link 120 may use a different frequency then that used by reverse link 118.
[0031] Each group of antennas and/or the area in which they are designed to

communicate is often referred to as a sector of the access point. In the embodiment,



of access point 100 utilize beanformng in order to
i nprove the signal-to-noise ratio of forward |inks for

wao b@dsfoder ent access termnals 116 and 124. APGDUSHNS/081639
access point using beanform ng to transmt to access
termnals scattered randomy Phrough its coverage
causes less interference to access termnals in.
AUPYREBPYIM G2 epigRg(! 1QPORIUEIGATG9; a7pess e AiRlY oy argotor, of the

hiRhOUARA 1 208 pBt €@ to all its access term nals.
[0033] An access point may be a fixed station used for

932ini clit dongmwvicdtionteret forwinddinks 43¢ amh 2 itsotrdpemitting antennas
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W rel ess communi cati on device, term nal, access '
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5180 knowWn as the access point) and a'r &cei ver

poiat @ansAbding ahrdoglkdoinplcantedts esdl edottdsatymihalsa M MO

ﬁﬁétem 200. At the transmtter system 210, traffic .
al f or AB aReRsHReINDMaY he & fixed statien psed dpocanyaunicstyyy with the

BT AR SR of TN R, ERBEESOF it
termimeihigyt ech avess termiedpegt dlwebd caled ah icans enmaal, TiXer equipment

&?]ré)? pr.ocessor 214 f.org%t.s, codes, and interl eaves Elhe
R VATEess SOMBIUNEEAUPR dace AGERSS (ErEYinal or some other

Rahldofdgyar coding scheme sel ected for that data stream
to provide coded data. [0036] The coded data for each
HO84] st r Edm2may bbekdidgram loé se dmbpdimepi oot tratmtrattersystgm 210

techniques. The pilpt data is tyni.call a known
oS R A R Heb DS ettt B eposs
i iHeedIMD syRemBOeAY Bie tENSHRRY §@t@s D1 0REgfi¢ Afa for a
channel response, The nultiplexed pilot and coded data

ngnbaadWatdstraans saupvifed fromm dasriiuaceed 2(tp tansmig ¢ Fshata
g@g%%gl) ased on a particular nodul ati on schene (e.g.,

1 ) K, MPSK, or MQAM selected for that data

HI03spm t In gor dnvbodiémempedchidnantusymbotrsnsmitial chat a réspe@ive transmit
codi ng, and nodul ation for each data stream nma

MU TR BB PrOCREOF &4 fasmatspeddedrand éﬁltssleﬁa%eﬂéég‘\ééf?ce g for each
i g?ﬁn%aélﬁﬁagse%){ a?a}%ﬁtg%rbg lc?égi}l& g?ffek%%a@[egféﬁ%%ag@d@a st£e%9§tz]provide

ation ta streans are then
podediddead to a TX M MO processor 220, which may further

RIoRES o+ b aud 358 Torio drowrae T Urontralohoapue) due
§§iﬁ? BIMBM echilighad Smetﬂ_ll_l;é('f ﬁﬂat&/_g\@acaﬁyz gRnb A QMg Ebatﬁé’r%tthat i

certai n enbodi nents, processor 220 applies

brogedsed m mignonei ghnrer pod tag bs padsbitshafeceimer syacm totesemats the
alpd to the anf.enna, . , :
channel response.” The multiplexed pilot and coded data for each data stream is then

modulated (i.e., symbol mapped) based on a particular modulation scheme (e.g., BPSK,
QSPK, M-PSK, or M-QAM) selected for that data stream to provide modulation
symbols. The data rate, coding, and modulation for each data stream may be
determined by instructions performed by processor 230. Memory 232 may be coupled
to the processor 230.

[0037] The modulation symbols for all data streams are then provided to a TX
MIMO processor 220, which may further process the modulation symbols (e.g., for
OFDM). TX MIMO processor 220 then provides Ny modulation symbol streams to Ny



fromwhich the synbol is being transmtted. [0038]
Each transmtter 222a-t receives and processes a
WO 2®pestIe synbol streamto provide one or noPET/HBNSEB1639
signals, and further condltlons (e.g., anplifies,
filters, and upconverts) the 8nal og signals to provide

I N e D =W L A
23RS B ARRL V@él%ﬂg Refe §Y@BSITLE {h%Qiafars%FhM a1]1d to the antenna

antennas 224a throu 224t, Tespectively
ﬁenewh@hﬂsywnéni@S@H@ﬁhammﬂaﬂsnltted modul at ed S|gnals

252a through 252r..and th
fingal Ve qE R e SR PR DR oG G gl sream
{dpraviie SREET YR dnakdisy@lals( Ei@/ﬁhharmdtd&l@ (@@ 28pifics, filters,

Each recei ver 254a-r conditions (e. lters,

arpincopests) thedndleantmalsde pryvide %@9@%@&6{1 vignplespitilvle dor
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Lo L ARSI, QO S0l b REN 224

er proces des

mr@!ghrmpmdhdigraﬂsﬁﬁt&id\&dn N yrteahassIde aougD2K] redgectdely.
data processor 260 then receives and B ocesses the NR

038 v e dAIpspINET sicERmMY. thednNRiticddredpdated sigmads prepeesaed by
t

8 aftchl o REuICEOK R 1REPCTRA! flthat RERTab fogbbha 252a-r s

provaled soa r&pectivh eened@nﬂﬂ@vat) §4a thedupheSHe aeh, reamebr 254a-r

decodes each, det ect strea to recover
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X M MO processor 22 TX data processor 214 at

mmanmeNM@ﬂxmyg@éhwzm@d”E@DWﬂpnﬁmprocessor 270

B0 < Bh RiG A0 otmae 2L R P S P e TR sy e

bynitol BB &SRR NEES Vg 284 MBbdsk& oh AGhaticRRF tdc@neaﬁlféc@ssmg
rank val ue portion. Menory 272 maybe coupled to the

fsebrigesiorprovide A@O@%zqtech“rﬁemrb@b atrepans) TR Rye data geoagespr 260 then
SQARILISEs, s ke?tégveit(syﬁl%(sﬁeggde%s W H&Eét&{‘ dyrngg)? {iiéa{h?tot Rover the

conmmuni cat recei ve

frhfficrdaweios thel datiks S agle préceb HENbPROCESS prdcdryoir2 60Xs
data processor 23 whj ch_al so receives traffic data

8
FIRPISMARIADEP that PaEpEmedt e LM IMOmracysar220 3pd de< dedgprocessor
Pl A6 ditRY %%%H gator 280, conditioned by
a

transmtters rough 254r, and transmtted back
{0941} ansAipro@sscs 230 ponidiially] @O4BIncAtwlticlaprsriotlingmatrix to use

stem,21 e nodu d signals fromreceiver system
BASUST Bl PEer TRt 27 Bl Ry e M R e o Bging b
HREE! MBESpetddRatd a ARIRAHHoRhPY MRnfRyR I hal B cRHibd to the

and processed by a RX data processor 242 to extract
pigecssesEtlve Ilnknessage transnitted by the receiver

ﬁ“ﬁ&]em 2’?1(1)6 reggr(s)g %{esszag(e) n{ag%rolm%%tsee \rfarplou% %ypes o? information

regarding the communication link and/or the received data stream. The reverse link
message 1s then processed by a TX data processor 238, which also receives traffic data
for a number of data streams from a data source 236, modulated by a modulator 280,
conditioned by transmitters 254a through 254r, and transmitted back to transmitter
system 210.

[0043] At transmitter system 210, the modulated signals from receiver system 250
are received by antennas 224a-t, conditioned by receivers 222a-t, demodulated by a

demodulator 240, and processed by a RX data processor 242 to extract the reserve link



pre-coding matrix to use for determning the

beanf orm ng wei ghts then processes the extracted
wore@easg03 [ 0044] I n an aspect, |ogical channel BCHDg£2008/081639

classified into Control Channels and Traffic Channels.

Logi cal Control Channel s con'p]rq ses Broadcast Contr ol

Channel ich is for b castl ng. )
gg?gstagm%%%lr bm\eaﬁﬁw é}ﬁsterp?t 0 B%%%PF %Hﬁtsrgmes which
ﬁlp LeldingWAER th ﬁse%r abennaln ttﬁ@Beaﬁﬁt@ﬂﬁﬁ@ rvv?ﬁ[%_ﬁl)gfﬂgﬁ processes the

I nf ormatl on. Milticast Control Channel
@dra@tedtmemgetl poi nt DL channel used for transmtti ng

sl e B TRl Sr RS P ot B0 gty pna

WS ChisRe) aldgical @bhtes] (ﬁﬁhﬁ&k b&’ﬁpms RSadeaft T@ftroPOhannel
this channel is only used by UEs that receive MBVS

(NG B) Wbich 1B SINBIEor Deicbstinachygomtaoolrolmimetion. Paging
P n R G R o e S Sl SRR G hon.

Micgdtidastv(C vgrod Chifi(S] (IO} W/ idh isl Foiditoaspleipbint Ddlgjh@ﬂiel used for
Traffic Channels conprise a Dedicated Traffic Channel

remsepstingAylelimediaggroadcasiangddylnkticpst SarviescMBMD sehiedpbieg and
t
Eilol M n 2PorkcFor st R MIPCHL SR, 440 Ellblishipg RRC
t@mc&aminnthistahamdl is oy ntedDly GERathaetecdioe MBMASNotet bhig
045 t Ch
M s niioHed Gl et B RURBR s priy Setiona

SIRRE] tﬁa&raasrﬁftg é&ﬁé’a‘iéd o BlforBEbh andPaal HyrtthsSiw an RRC
Dat a Channel (DL-SDCH) and a Pagi ng Channel” ( PCH)

R@rcttom. doppespechilogieabuéiic Chainaly C@mﬁmswﬁeélca@d Trafﬁc

CRRREECTY bl iR BER OB et SRORES BRI O HoeSne e,

fb‘i@l% s fe@ ol @ser GoEhAtdnt rAakd, aavighir A alrsffic _Uh@nﬁéll (MTCH) for
Transport Channel s c&gprl ses a Random Access Channel

Emem;mubtlméq it ¢hagpelfpetranspitiograffzpe dga.i nk Shar ed

@E@]P nagllnné%élsr ﬁjg%?roftgée}g‘ nﬁélk‘ {ldlés&&‘%ﬁ Iﬁannewg BbL

Thagpet Sharn@B4AopHbes aDBroQ&BrésC@Hnmel @@@)I@dvﬁﬁ&k SBarsduta
Pi | ot Channel (CPI CH) .Synchroni zati on Chann

Ehtish oIl B g ! (& aDedhe BC gt shigtort of UE power
%ﬁg@d 4 deL‘t%H %ﬁe %lrkofb C%‘@EE‘%OS overtentlre cell

UL Assi gnnent ann Acknow edgenen
Givbmagded (tACKGH)esources which can be used for other control/trafﬁc channels. The

UL Transport Channels comprises a Random Access Channel (RACH), a Request
Channel (REQCH), a Uplink Shared Data Channel (UL-SDCH) and pluarlity of PHY
channels. The PHY channels comprises a set of DL channels and UL channels.
[0046] The DL PHY channels comprises:

Common Pilot Channel (CPICH)

Synchronization Channel (SCH)

Common Control Channel (CCCH)

Shared DL Control Channel (SDCCH)

Multicast Control Channel (MCCH)

Shared UL Assignment Channel (SUACH)

Acknowledgement Channel (ACKCH)

DL Physical Shared Data Channel (DL-PSDCH)



DL Physical Shared Data Channel (DL-PSDCH) UL Power
Control Channel (UPCCH) Pagi ng |Indicator Channel

w@ Rlogihsobbad | ndi cat or Channel (LICH) The UL PRYI/US2008/081639
Channel s conprises : Physical Random Access Channel
(PRACH) Channel Quality I|ndicktor Channel (CQ CH)

Acknow edgenent Cha I (A tenna Subset
| ndi cat gﬁ%%‘é(%%?ntfoﬂ\&%@?édm&ﬁgequest Channel
(SREQCwPagLngﬁhai%ate@th%[ cBgt a Channel (UL- PSDCH)

Br oadband "Pi’l ot Channel (BPI [0047] In an aspect, a
channel Igtaddedicater ChanpeloldBd t hat preserves | ow PAR

(at any .gi i the channel is contiguous or

uni f or mﬁ‘eggggwhawgqc%’ﬁ@%s ‘properties of a single
carrier pagYiehlRMdoiO4BEs ERInnth@RACTIPses of the
present docunent, the foll ovmmzﬁgb(abbr evi ations apply:

AM Ac k ndvilaaagdpatbamdapor Adir eied) Mode Data ARQ

Aut omat i R dcast Control
CHannel %&ﬁggf%g%%g@%%@@ﬁ&m rol - CCCH Common
Cont r ol AitleamaedubkétHh Goatbr ChanbkbMBICHYCTr CH Coded

Conposite Transport Channel CP Cyclic Prefix CRC
Oyclic Rbgiddaegst Ehapnel CHEQESHon Traffic CHannel

e PP FSIL S S POl Gt <o e

Broadband Pilot Channel (BPICH)
[0047] In an aspect, a channel structure is provided that preserves low PAR (at any
given time, the channel is contiguous or uniformly spaced in frequency) properties of a
single carrier waveform.
[0048] For the purposes of the present document, the following abbreviations
apply:

AM Acknowledged Mode

AMD Acknowledged Mode Data

ARQ Automatic Repeat Request

BCCH Broadcast Control CHannel

BCH Broadcast CHannel

C- Control-

CCCH Common Control CHannel

CCH Control CHannel

CCTrCH Coded Composite Transport Channel

CP Cyclic Prefix

CRC Cyclic Redundancy Check

CTCH Common Traffic CHannel

DCCH  Dedicated Control CHannel

DCH Dedicated CHannel

DL DownLink

DSCH Downlink Shared CHannel

DTCH Dedicated Traffic CHannel

FACH Forward link Access CHannel



DTCH Dedi cated Traffic CHannel FACH Forward |ink

Access CHannel FDD Frequency Division Duplex LI Layer 1
W@ pivgesssad | ayer) L2 Layer 2 (data |ink | ayer)PCBUS2Y&081639

3 (network layer) LI Length Indicator LSB Least

Significant Bit MAC Medi um Acless Control MBMVS

Mul ti mej;qzlaBBr oagcast [tica ervi ce MCCH MBMS

poi nt - t g=1l t i pbiAPCES RV BIC el MRW Mbve Recei vi ng

W ndow 5B Most 1 Jgnihheahl 15es MSCH MBVG
poi nt-to-nul tipoint Scheduling CHannel MICH MBMS
poi nt - t d-2vul t i pbaywr 2dath flink lGldennel PCCH Pagi ng

Cont r ol nnel . PCH,Pagi n nnel PDU Protocol Data
Uni t P%%Eiwsi C%F‘W%ﬂg&“’ﬁ%g&%ﬁhysi cal CHannel s RACH
Random Agcess gindRdorRadi o Li nk Control RRC Radio

Resource Control SAP Service Access Point SDU Service
Dat a UniltSBSHCCHLsiaPrificaahidél Control CHannel SN

Seuencq el R, (e 1O rart ¢ cramne
| ndi cat oviBM8 Tr BhsdtacdinBrédidest Mdtidasafspacent Mode
Dat a MCCH  MBMS point-to-multipoint Control CHannel

MRW Move Receiving Window

MSB Most Significant Bit

MSCH  MBMS point-to-multipoint Scheduling CHannel

MTCH  MBMS point-to-multipoint Traffic CHannel

PCCH Paging Control CHannel

PCH Paging CHannel

PDU Protocol Data Unit

PHY PHYsical layer

PhyCH  Physical CHannels

RACH  Random Access CHannel

RLC Radio Link Control

RRC Radio Resource Control

SAP Service Access Point

SDU Service Data Unit

SHCCH SHared channel Control CHannel

SN Sequence Number

SUFI SUper Fleld

TCH Traffic CHannel

TDD Time Division Duplex

TFI Transport Format Indicator
™ Transparent Mode

TMD Transparent Mode Data
TTI Transmission Time Interval
U- User-

UE User Equipment



TTI Transm ssion Tine Interval U User- UE User
Equi pment UL UpLi nk UM Unacknow edged Mbde UMD

wQo@ekssoos edged Mbde Data UMIS Uni ver sal Mobi | BCT/US2008/081639
Tel ecommuni cati ons System UTRA UMIS Terrestrial Radio
Access UTRAN UMTS Terrestriall3Radi o Access Network

MBSFN ticast padcast single frequency network MCE
VBVS ccn)‘ghdi nati Hgigﬁt ity MCH rmulticast channel DL-SCH

downl i nkghar edpghangeleVRENIMBMS control channel
PDCCH physi cal downlink control channel PDSCH physi cal

downl i nkUNIar edUshdkmnelcdghiBMBalsddatd at i on or base
transcei station P Packet Dat a. Conv ence

Pr ot 060l IR Hy BB P G Nt SO TOURET P g &

bl ock ditgprAM 30MTS regéstddliRidiARcRRET ypt i on and
decryption schene suitable for use in a nobile system

The upp/TRINNgr BMTS Temestaaldndicndcegendeaiorkenet s of
the encg\xggrﬁn B{u‘ft‘f‘c%g%rga&tasttsﬂfgéeeh@%ue'ﬁ'gr S?tw%ﬁé a 310 Is
Wth a cryptosy ssion

conbi ne nc exp ntai ni ng HFN

320 and yqatket daBRIScRVERGRRAtipr ot ocol (PDCP) | ayer
sequence numnber (SN) 330, and coded with cipher key
340 usi NYChhe enwitaetidaneglgorit hm 350, to generate

t he encrypisesl dgg,gnﬁ[gpsh\%‘ga«l;{%ahﬁelforv\ar ded to the UE

[ 0050] e lower diagramillustrates the general
decr ypt iMACHr oc B¥ES cahtrohshatliel Here, the received

encrypt a 360.is conbined with the PDCP SN 330
and HFN%%&IE‘MP f_f?WEOW’élllg%‘Eﬂ?itr\rg)eﬁhaé‘Pegener ated at the
UE at i nifd@li Zghiapd a8ivwilik siaRd dfapded using the
ci pher key 340 (sonetinmes called the integrity key)

and t he edtr ypt Base sdtipordr bhsn B0cdiverstioeat e t he

o119 Mool 3300 SISO e 3,
330 for Ferypt H9pédaamy Pluntier Addi tional factors or
[e()lﬂ?lg}snt SFié%gi? rac‘glonc deigg%arlr)rll%tol() ?lTllls?rigIrlg gl!:l Ier?c?‘yption and decryption
scheme suitable for use in a mobile system. The upper diagram illustrates the general
tenets of the encryption procedure at the eNB. Here, data 310 is combined with a
cryptosync expression containing HFN 320 and packet data convergence protocol
(PDCP) layer sequence number (SN) 330, and coded with cipher key 340 using the
encryption algorithm 350, to generate the encrypted data 360 which is forwarded to the
UE.

[0050] The lower diagram illustrates the general decryption procedure at the UE.
Here, the received encrypted data 360 is combined with the PDCP SN 330 and HFN
320 (which may be acquired or generated at the UE at initialization/setup), and decoded
using the cipher key 340 (sometimes called the integrity key) and the decryption
algorithm 370 to recreate the original data 310. Fig. 3 is understood to provide a
general summary of the use of the HFN 320 and PDCP SN 330 for
encryption/decryption. Additional factors or elements regarding encryption/decryption
are not further elaborated as they are not relevant for the purposes of understanding the
various embodiments disclosed herein.

[0051] It is understood in cryptology that an increased level of security can be

arrived by combining the data with a large set to increase the number of possible



are not further elaborated as they are not rel evant
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in cryptology that an increased | evel of security can
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BSURPPHL thatythq qlﬁjryptlng entity (receiving terminal) correctly obtains the same
PDCP SN and HFN value(s) used in the encrypting entity (transmitting station). During
handoff between two transmitting stations, there is the possibility that the target
transmitting station may not receive the correct sequence PDCP SN/HFN values from
the source transmitting station. To avoid this, it has been proposed that the HFN used

by the target transmitter is reset to zero at handover, with the PDCP sequence preserved,

requiring a key change at handover. However, this approach introduces the possibility



handof f between two transmtting stations, there is
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[0058] Having received the starting PDCP SN value = 4093 and the next PDCP SN
to use = 2 from the source eNB 510, even if PDCP SN = 4094 and PDCP SN = 4095
were lost in the data link X2 (540) to the target eNB 530, the target eNB 530 would still
know when to increment HFN since it knows the last PDCP SN reported by the source
eNB 510 was 4093. Accordingly, as seen in link 535, the target eNB 530 can forward
the correct sequence of ciphering/deciphering HFN/PDCP SN values to the UE 520.
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4093 and the next PDCP SN to use = 2 fromthe source
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t&esraadsf 4 barivatds (OFFIBIT fiwh @hmIEHF point (or forward OFFSET,
depending on implementation preference) the key will expire and a new key will be
generated. The OFFSET maybe dependent on some network parameter, if desired.
[0064] It is understood that the network may apply a backwards offset from the
initial COUNT value as shown in Fig. 6B. It should be noted that the above key life
time handling is necessary per radio bearer using RLC-AM in the network, and may

find applicability in E-UTRAN. The exemplary handling of COUNT does not require

standardization and can be completely transparent to the UE. The UE specification
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Rfﬂ%ﬁ]ent €fhose of skill would further appreciate that the various illustrative logical
blocks, modules, circuits, and algorithm steps described in connection with the
embodiments disclosed herein may be implemented as electronic hardware, computer
software, including a computer program in the form of a computer-readable medium, or
combinations of both. To clearly illustrate this interchangeability of hardware and
software, various illustrative components, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality. Whether such functionality is

implemented as hardware or software depends upon the particular application and
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modifications to these embodiments will be readily apparent to those skilled in the art,
and the generic principles defined herein may be applied to other embodiments without
departing from the spirit or scope of the disclosure. Thus, the present disclosure is not
intended to be limited to the embodiments shown herein but is to be accorded the widest

scope consistent with the principles and novel features disclosed herein.



"conprising"” is interpreted when enployed as a
transitional word in a claim [0071] The previous
w@le®ensgans on of the disclosed enbodi ments i s pPOWUSAS/081639
to enabl e any person skilled |n the art to make or use
the present disclosure. Variols nodifications to these
enbodi nrents will be readily ent to those skilled
in the art, and the generléjﬁf i pl es defined herein
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fromthe spirit or scope of the disclosure. Thus, the
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are eNBs. 3. The nethod according to claim1, further
conprising perform ng a count mai ntenance based upon

et g L A U R L

ftaonsareNBS. val ue used by the target base station. 4.
The net hod according to claim3, wherein the HFN and
PDCP val ues are not required to be reset at handoff.

5. The met trgéim% araétc;}gmg% Elafth T RuthWO&IEh ik REWHSEY a count

is generate
maintenance based upon at least the latest ciphering HFN and PDCP and latest

deciphering HFN and PDCP by using a backward offset from a count value used by the

target base station.

4. The method according to claim 3, wherein the HFN and PDCP values are

not required to be reset at handoff.

5. The method according to claim 3, wherein a new key is generated at
handoff.
6. The method according to claim 3, wherein over the air signalling is not

required at handoff.



6. The nmethod according to claim3, wherein over the
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and pag&g&egﬁgataggﬁvergence prot ocol (PDCP) sequence
nunber (SN) and | atest deciphering HFN and PDCP

sequem@agetlbﬁmtattoml,the target base st ation, and

transfers via ni cation next

oot bt m et i H BN G o op it PuloR e M Tare b
tganaf afd ed i nformati on enabl es the target base
station to provide substantial continuity of the HFN
and PGP beings bandegioék rem thosousca kaserstation tocthe gprget base

d f
ORGSRl OB R0 L R RO B Bl
HENstaiysh cHREPIe dmtepubeeﬁwm@fnva@eﬁcdqmﬁob@l (POUPY @ecbﬁﬁ& number
station is not recei %Pthe get base station.

1(%1) apeh ktest deciphesige éﬂ% aR Epgusm@m%@mb@rﬁo @h?éa@@hb%é
as@ﬂloﬁlaargiettrang?e?ﬁevlﬁtﬂ?et ¢RuRERioa Rk 2 PE@ QP RAL ALY $he target

according to claim®, ereln a count nmaintenance Is
d&lsésmmmd based upon at |east the |atest ci pher| ng HFN

and P Iat erin and P
2 back 3ute o E0R ol b et Py fion 1o pbvide

hﬁfs&ﬁﬁal%ﬁﬁmﬁ{yadﬂ tRA HFNland-'ﬁ]ﬁCP‘ ?@Eﬁde‘&ﬁmﬁ%@@f 5rA9erhfinal being
claim8, wheréin the HFN and val ues are not

hagail o&dram thyesones dasastativand offermatian ofh éatatri;iENamd $DCP

geit:l%glg% eigf th?ﬁagsqt %I%BI %@?ﬂﬁég R Egcfvgr{gle ber é?rg% lieggo%gce base

wheseis hooreeEivEdBy Bcltapb it ktafign.i S not required at
handoff. 14. The apparatus according to claim 10,

wherein key life tine maintenance
9. The apparatus according to claim 8, wherein the source and target base

stations are eNBs.

10. The apparatus according to claim 8, wherein a count maintenance is
performed based upon at least the latest ciphering HFN and PDCP and latest
deciphering HFN and PDCP by using a backward offset from a count value used by the

target base station.

11. The apparatus according to claim 8, wherein the HFN and PDCP values

are not required to be reset at handoff.

12. The apparatus according to claim 10, wherein a new key is generated at

handoff.



is transparent to the termnal. 15. An apparatus used

for Hype-Franme Nunber (HFN) rel ated synchroni zation
wheinessybase stations during handoff in a w re¢EES2008/081639

comuni cation system the apparatus conprising: a

processor configured for; trahlsferring at |east a

| at est ci phering HFN and packet data convergence

protocol (PDCP) sequence_ nunber. (SN) and |atest . o

deci pher i nghempeasaies moeplingigrdteel On ihpein ¢y Mepisyepadiang is

t, a target base station; transferring a

ﬁ%jtgq%@ﬁltgﬁlm{ogf use f?omthe source base station tg

the target base station, wherein the transferred

i nf or mat i oMhensgakass ddaerdimy Palaibae whtein sy lifo tidicomhidenance

substantial continuity of the HFN and PDCP sequence

mdrpeRAreY @ Hic tgmig#lni nal bei ng handed of f from the

source base station if information of a later HFN and

PDCP sequence nunber of the |ast HFN and PDCP sequence

nunbet5.senAnhyppirhts ssad foe HyaserahaNumber @Ot relagglei ved

b he.target base station; and a nory .coupled to. .

§3ﬁ@£@ng@gg§ g?tWFE‘J‘F g%??é?‘i“ﬁﬂs duing a‘:‘i}égf‘af ’f‘h%x"éfﬁg“éf gRryunication

@%@&E,dh@%@%t@@%@rﬁﬁlg:Mer ein the processor is

further configured for, performng a count maintenance
baseda yposessir chelagtred foa; | at est ci pheri ng HFN and PDCP

d | at est .decj pheri HEN and b [
kAP G SFE L oY e SEURATE B e ek B By sreguse protocol
g@n%Pﬁk idreB nuhPer (BIN)ARH dftéxt WScipisc@ibg N EYPPDCB sefBence
] er

HFN) rel ated synchroni zati on bet ween base
BREberdrsn d§eyrag birastiion to  tagibasd Baf¥pneonmuni cat i on

syst egér}stf&%nggglg*t?a%?P §%rds§ %%91 thggglﬂr& B%{g ﬁtagﬂ% to the target

trans ringca test ci phering

paelkealtiofdat a convergence protocol (PDCP) sequence

nunber (SN) and | atest deci phering HFN and PDCP, .
sequehbercH s pnifeised mfargation cpaile the RrgRateotationdp gevide
b T o P S e BRSPS SR boing
Bargltd off, frowh ehresdonrdelbasd statist i€ infenadtioh of pddteod FNraal IPEXCP

t he target ba tati t vi de substanti a
ETRrypenp e kR R B nEHE R Mt by L faypee base
Qali® H"n@@f%ec&%%d]gy ﬁféﬂﬁ’t%@t ké st{afi@tﬂ“ahae source base

station if information of a | ater HFN and PDCP
sequenowmoyrbeypleft tottheplogsisoHorstandg PBEP sequence
nunber sent by the source base station is not received
by the target base station.

16.  The apparatus according to claim 15, wherein the processor is further
configured for, performing a count maintenance based upon at least the latest ciphering
HFN and PDCP and latest deciphering HFN and PDCP by using a backward offset from

a count value used by the target base station.

17.  An apparatus used for Hyper-Frame Number (HFN) related
synchronization between base stations during handoff in a wireless communication
system, the apparatus comprising:

means for transferring at least a latest ciphering HFN and packet data
convergence protocol (PDCP) sequence number (SN) and latest deciphering HFN and

PDCP sequence number from a source base station to a target base station;



18. A conputer program product conprising: a
conput er -readabl e nmedi um conpri sing: code for
wWQ e@no$8993 i ng at | east a | atest ciphering HypePCFUsI908/081639
Nunber (HFN) and packet data convergence protocol
(PDCP) sequence number (SN) a#d | atest deci phering HFN

and PDCP sequence nunber source base station to
a tar @gﬁnsgggga %{flfl%ﬁ;neéfré}g@g@g fogpse %Pﬁh F SPYILTR gasy station to the
Red LRRGRtel, to use fromthe source base station to

the target base station, wherein the transferred '
i nf or wheiconthe trahdfersed indortmatige tndidesehe taagdt basct statipnde preyide

subst anti al. contji nuj of HEN and P uence .
B P R BT B MK oA Seebe B dnrtre? Bl EGinal being
BAHdcE SfRSE tifd @uFR@Mabd sthtifndif b indioRfof 8 1tat BFNHRN payreh
PDCP sequence nunber of the |ast HFN and PDCP sequence

pRarRee msiarher plthe trst EIGDY and THACR sesusméeorniber aatt by dhessopees base
%g%%ﬂlgtn%?{egg(,%ﬁ?ﬁ%ﬁ}egg%rgtgboage itéf? o?.The conput er program

accor i m urther conprising code
for perform ng a count nmi ntenance based upon at | east
the | atest ciphering HFN and PDCP and | at est
deci ph&r i nd AN PTEP PRAUGEF T IMackwar d of f set

from ‘%c%ﬂtbmeﬁf@a{da{ﬁle%&gmméoﬁlgﬁsﬁgr get base station.

20. The conputer program product “according to claim
18, f codetfer tramfipring atlgast adecdt orphtheg HyperalfrdmPDGnber (HFN) and
]\p/azliclklélte atg gongg;gegge Igrgfc’oectol (%bé%%g(%eﬁl'ce number (SN) and latest deciphering
HFN and PDCP sequence number from a source base station to a target base station;
and

code for transferring a next PDCP SN to use from the source base station to the
target base station, wherein the transferred information enables the target base station to
provide substantial continuity of the HFN and PDCP sequence number(s) for a terminal
being handed off from the source base station if information of a later HFN and PDCP
sequence number of the last HFN and PDCP sequence number sent by the source base

station is not received by the target base station.

19. The computer program product according to claim 18, further comprising
code for performing a count maintenance based upon at least the latest ciphering HFN
and PDCP and latest deciphering HFN and PDCP by using a backward offset from a

count value used by the target base station.

20. The computer program product according to claim 18, further comprising

code for the HFN and PDCP values to not be reset at handofT.



