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Depending on the size of the release or number of copies desired for distributing
the film, there may be more intermediate steps or multiple copies produced at
each stage. The film positives are distributed by courier and other physical
30 means to various theaters, as exemplified by a theater 56. At theater 56, the
movie is displayed by projecting images from the film onto a display surface

using a film projector 58. In this traditional system, a multiple track audio

LT

*G00002*



Because of the |arge number of duplicates made, it becomes increasingfy &y 2007
difficult to prevent illegal duplication and theft of the material. It is
estimated that revenues |ost due to piracy and theft account for billions

of dollars | os year by the notion picture industry. Fur
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New and emerging technologies are making it possible to provide
alternative approaches to the ongoing film distribution problems. For example,
advances in digital technology have led to a revolutionary distribution concept

30 whereby the programming to be transferred is in an electronically stored

digitized format, rather than on an optical film media. The digitized images can
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nmeasures. 30 These goals are achi eved by the present invention in the
manner descri bed bel ow. 13~ 0'd 2002 WD 99159335 6 PCT/US99109418
SUMVARY OF THE | NVENTI ON The present invention is a systemand nethod for
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5 central facilities to one or nore presentation or theater systens. Thd 3 KOV 20"
appar atus and nethod provide for the coding and encryption of imge and

audi o information, generally in the formof programmng naterial. at a

central hUbwdﬁ?s%!sde area distribution zf;f that material, ?”dP&Pfﬁsﬁ/tﬁﬁ?sge

and | arge screen display of the program-at one or nore auditoriunms or
presentation | ocations. The 10 progranm ng naterial will generally consist
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for distri [ c t] t .0C de.e] t.
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audi 0,8i g LAl terpatively, the el ectroni.c .sjgnal y_be provided. 25
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si gnal s then undergb procesSing by a conpression / encryption system
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i nformati on sen General ly, the inmage and audio signals are
,. separately ey&kieétatbioBits lstigilak tHe ABSIDORGD sSiBell tecRiguiepadvasced -
separate prograns, different audio prograns may be conmbined W th inmage
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as the CORPARHSEABNT Mefhodd'SucRNAs & shtdllidel gﬁstﬁﬁﬂpi.VHesﬁﬁgé\%t Wfdived in
managenent system The network managenent system may incl ude control

pr oce86or stuplicationged distrilontddn op éilmt wonldbe tgreatdy sedamed. nAl digitabsysterr ol
of the broadcasti ng}, pl ayback/ di spl aﬁ, security, and overall .
moni t or / cMRRlg nahPensuhisek taetheganality regsadatien omes time experienced by

celluloid film. Further, a digital system would virtually eliminate the theft and




30 systemis capable of operating under centrally or distributed full y‘l 3 ROV 2002
automatic control, sem -automatic control or with manual intervention. 1
3 ~Ql 2DfI2 WD 99/59335 $ PCT/ US99/ 09418 Under control of the network
managenent sye99%s93st he programr ng natergal and additi onal cord10$99/09418
information are broadcast to the theater systens. Although capabl e of

recei ving all.tr .tted pr : at.er S lectively store
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of each broadcast program “In addition, a contTol thod is provided 'to
control eawmpletategitalygnemassystiredidsvrotshernadevelbpetiey doeinweibn picture
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recei ved signals an rms 'error corre n on the -deno
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along with'the results of error correction are - , provided to a theater
managenent Tlaa¢recomplexes heidh enultiplegediotiusyshave goownoesgarhie ateeffdnt &t ed
signals for 15 errors, and requests retrzinsn‘i,ssi on of the signal portions
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communi cald Aa4RRLNAAT P BLEE kiR U BYSEET Syt SSAVERIRHPER b1
request retransm SSion. € return path may use t®l ephoné network, a
sat el 110t e eqaneemariyhadditiehaletleRtrodid RbpleaWtdlaied foalvardedmidN ki@ for
met hod. 20 Under thé control of the theater nanagenment system storage
arrays in plesentatienarsing sumest tacbniqiess with assatiatasheomplexity andoperatolg t he
progr amm n(%&g%eri al. The storage arrays may be solid state, nagnetic, or
a

optical, y -- store several prograns at a time. The central storage
systemis connggiseah\iin dclffls Ah82 pRhiRiskns( &k& P MefingH 8yt teRloldén
such a way that any program can be 25 played back and presented on any

aut hor i zedcepludsidnfilihi ooppiygt eand i distribytian) aethatijjuesN discussed atzove. pridgwam
may be sinultaneously played back on two or nore presentation systens.

Progr afmi rigchriques andiappasatuscaremsededdodake fyé adveaiagerdf piapoged idigiieked
audi tori Umeﬁh%ﬁcg’ﬁ%‘%@g@ FE0G KOEHink Bbby i FlrdI™eIdRRs BT iabRer- ANd

archit ectures. I pur ption, summary assuies

the use ofupddiy WhiddudtCor peleabes white rodiding!t WBEteaseld t sdhedufifpt @adur e.
However, other types of LAN architectures are possible with this System
1 3 h' ov xdisgriburorofexsiddly ay rexspnablrorosh 4A8ther sagne Hime gormse felm grodygcers,

processed at .the_auditoriumin real-ti durin | ayback. Thi,s processi ng
el udes dardioPard dhedieh Buksi Syaiddu 14 DAt BrFFRREh oot reBl et ng)
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encryption techniques enployed at the central 5 hub. The
deconpr essedmsler ifpisediesiragle & dreahbles tali spipdy efilms @arsl Ptber @udio ivistle
auditorium while the ,ahldi o signal is preskent ed \clli a an electronic sound
presentations with alternative sound tracks to address increasing markets for
multi-lingual or alternative language audiences, in a more cost effective manner.
What is needed is the integration of certain technology into a system and
25 method for the delivery and management of high quality image and audio
programming for large screen viewing. A system and method is needed for the
reliable transmission of a very high quality image and audio signals to
designated theaters, the flexible scheduling of feature films and advertisements,
the integration of a high quality audio signals, and built-in security measures.
30 These goals are achieved by the present invention in the manner described

below.
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system The theater managenent system generally controls all aspects o} 5 NOV 2002
projection operations, including storage of the received programm ng, 10
deconpressi on and decryption of the programm ng signals, and display of the
programm ngyHabhsskal - Al t hough the pr og(rj@mﬁ ng is received atpdyigsoblosaker
systemonly once, the programmng stored in the storage arrays may be
pl ayed back multiple tinmes. The theater nanagenent system nay control the
period of tinme and/or the W%Yﬂ%y%éﬁyﬁmﬂo e allowed for each
program 1S Alternatively, control of the presentation process my be
| ocated locally at the electronic projector, a renote control unit, or take
pl ace under centeal,GeaHt Ghvditidheishub r%ygte% hehd Ceuthad! 269 Bk @RRtronid
addi tion, the theater managenent systeninmay be configured to Integrate
pr oj ect i onlistpibusionarishightdquadith émagh eaddor apeia progmmsiing) fmen one@TrIALANS,
ticketing, pronotions, signage, environmental 20 controls, |ighting, sound
syst en? opEeRIRbiRCIliiQS toraRe Of HRQte-preseR takionel theater sstermbt | dlecappariatws i um

systens shar,in o] n storage and contraol functions for .flexible and. nore
Cost ef f1 ARent T E8emigTIdhn Tobt PnsoE S SRS 3 1R EEnaRg pRroir
provi des gnRidrakion) ﬁ%ﬁ&férllgti)ﬁ tH@@éfH\%ffp}bgH}ﬁrrﬁhg'rhﬂerFaﬂ.% HBcehy ] Bitib, the
Crypt ographi ¢ techni"ques are enpl oyed 'to~provided 25 end-to-end encrypted
dat a t r ansfiee. argaalistributidneof thagenatediabraralitheostordge amd ilangesicopenl display

encr ypt edé&t the Source Ceneration System (SGS) and is decrypted right at
the audi t &t PIPSIRE" (3t c@R OT STOre rAMLFGTHgMS | @F Iesentation dgrations. o hee

el ect gQni it : 8S,, - ' S Pt r ' dgi.t.i onal
or ot el o BEr e EARHA I Reneraly YS5Mish o BEFRA Bofe thigef T P2
especi al | yyhEm@niZY aldio ProgRahiiifg] BAdI6E BTREL TEREDIeRforRiAbNS istidR| & from
a "wiretap” prior to displlay by the projector in the theater system In a

pr ef er r ed visteddiveetracks bor sighgimpeained2aodient) ubtisidag tfor FORigSIMOoZES -
decrypti on/ deconpressi on function,is housed in.a secure, self-contaiped -
Chasel's WK oF SReARSE CHNPYITEA | SHenceo. SomulliBedEs Hrii §8 adpr det or
in a mann I i i A t I: I i C nd
whi oh phydroBf) thfkrld shay B3 lehGiFY AP HEAON Qullerfdl BOeh R IR AR

i ntrugbon pictuge)t lif 2 Bhéeti dedaitdry iSudhmanta motmhapiitare tralldr causenmeptialcess
to be conmmenced that deletes or erases cryptographic ke%/ i nformation and
ot her wi se ag&egisesnent) on anyjkiraage tAughtas foa aNAGNLItISeIHERt 8F aNREUPFYITERY- f eed

Provi ded T fitocaRl ol SReL R ms hesiTROCHT bR nrb DA
and pl aybagilagefinforeatidh, dueh hé YhedéRanaitRbaskgRield ahdibsidgeaanthgior e

central facilities to one or nultiple auditoriuns in theater conpl exes or
ot her | ocati on#t aeenteal hids the pregrean ynfonmagionds processed éorsdistribrtion.oA and

h BRI EF .DESCRI PTI ON TH NGS 15 The. .f ,
oMLy oh SUehed S Elbn soerr SEEaher s She LR AT BERsral sat 3t o=
from the ggggﬂbé %@il&%ﬁ&g:%&l\bﬁ}e hRictidit Rulf) o Wﬂ‘?xge Efgﬁg& frBnf ANhHAR &

with the ngs 1n ke reference characters entify .
cor r espondligithlyiniphuto UGhe sousedgestezaion sy2enrvall gemerally bdomfrish agebeingf a-
traditional filmdistribution system FIG 2 is a high-Ilevel block djagram
of an exe?fﬁr gepeaisedthrealecupnidianage signal it il 3ydicerRageT fAE BERERAEING

| nvent i on ;tag le%ctr%niicS %ﬁgaﬁgﬁaﬁi ﬁﬂ%gﬁgtmel tfl'lielé]é&g(%ﬁgﬁ ﬁ?ﬁa@ﬁ Bgﬁf ? gir# 5

system Fl I's™a agram a conpressi ypti

FIG 350 s drddtigthorh a0ertrohiccametal Git bthers blerrdMicSd1ae SMEHh @8 doputeri s a
bl ock di agram 0f a network nmanagenent system FIG 7 is a bl ock diagram of

a col | ocatheded image gepgmsatiomsyBte®n. 8 is a bl ock diagramillustrating a hub
internal network and central hub rdedu dancy; SOhFI GWC? is a_ bl ock dljt)ag;am
of a theater r glecraBiodrpge and BHEIC signals hen JiRdEeR PEFETIE Phéat er
TRNAgeITENteohebiTon BHrf pflont ydii? AR, GheoRbksiBny BREYPrioHeSATER
may be located either at the central hub or at the same facility as the source
30 generation system, for example, a production studio. A known dynamic
compression technology is used and the compressed signal readily transmitted

over wired, fiber optic, wireless, or satellite communication systems. The audio
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PREFERRED EMBODI MENTS The present invention conprises a system and net hod,
sonetimes 5 referred to herein as "digital cinema", for the electronic

di stributiog,pdedgsh quality audio / visual programm ng, S“CW%@}OBHQ

pi ctures, fromone or nore central distribution points (referred t0 as
central hubs, facilities, or stations) to nmultiple receiving stations

(ref er r ed Stg%hs MaAve e rcyprasaed HABS: & ss;tarlwéf efigitehphiedies  cosrpression
presentatiﬁ%)s stens). The digital cinema systemincorporates 10 innovation
in image i'0 conpression, projection technol ogy, encryption

met hodol ogy, arr@ker@{exy?ﬁ@ﬁrte&{rﬁgﬁe iRV CIOBPLIR 858 BB HEM-barRRL \dIdatb PRl can
i ncl ude apparatus for“the coding, encryption, transm ssi‘on, storage,
deconpr esvabres dady'wppt digital acehtpblayberek sefjuendi, owihsatalis netlyr ipebyidead to
control of various functions of the system 15 Digital cinema js designed

to rep?aceutherizad reqeiverst Nadadditiony < digitadisignatiie o5n WatermaRKt aasabR pl ay

back or pr.qj.egt,i l.ocati o uch .as theaters or, renote auditori et

ol I mi nat 29ERS RABE {FEEe A P AR sterial The eretmars sofEalrandorims, 1 o
theaters @ﬁe&ﬁh‘r\/‘iéﬂal i&iént‘?ﬁfiéx‘?@nbh?e%ﬁi’b‘lé & tﬁ@ho%ﬁ?f»’{e‘“ﬂﬂg{ adlieh@ ipal
quality as well as built-in security asures. By 20 transmtting the audio
and i nage nhaabengedi nilentify a satred lof tae vnasthioeized pyhofyh pgeaimeivienr oni ¢
medium digital cinema further offers the possibility for realtine

br oadcast nafyzed yader Rer-redriime fmstill fraree plavkasky « Preryeion nfgrmation

; CONCEG LS b ShRPTE SR the SRASE BRL) P! i ARIARIAIRY, BERLLAOPTLLE] Lo

theaters and ed on orage vice ch™as magnetic d | ay
at, | ater 2dividies. déﬂfy@l@ﬂnhﬁéyuéihglé@kgtcaaerf_ari&wsts@arti@fc kégs phasséture -
invention is illustrated in FIG 2. Digital cinema system 100, as shown in

FIG 2, conforinasiont sentntoi thesyheadess: Gendralyt thmémegatard atidée Isignalsrarhub -

102 and at |l ea H onergresen%?t%on.or &Eﬁater s%gﬁen1104 104A-104N). .In a
pr ef er r ed SBRHH FeTRCIYRIEG o By treAting s BRass ghAnaldio RPEHORY A8 PeBRIaE! a
and audi og ' i RSt B renividl i I hi b 102
to presenPat%%rﬁh%rd}{fﬁégg‘ft%g?ﬁg&%%\ﬁlo4 lj‘ i ng&gr? | east %nléﬁaggﬁgcly#?g{slégg.
Centrdb hwhribOR reagops) sixhablvdriogt lngaggeéens 104 1 3 ~~r ~ ZOO2 WO
99/59335 12 PCT/ US99/ 09418 (104A-104N) that are within the transm ssion
footprint of sdhel | F@@Pﬁ%?@oraﬁéupﬁ’é@}’?@% HegRUAH viti€e| £48Y1 eltPne2 or
other hi o SRASHAIMIILERAIAON Shhiky GRneLal lapecd SRES 3r0f pifigal ef gror
presentation T'ocatlons, such as’outdoor anphitheaters, school's, specialty

r est aur antmtod@atofi Ptradkinlssidrortatitnigak Wafpicdlly ddec dbivedid tebadr @bfrebfon
receive |U%%e or audio information using the present system Although a

si ngl e ceipfoamatigsi and ymodulates the transpesivdata stigap des tragsmisdenat Tba, a
backup~hub_faci.l i.t |y be desired for ipgreased network.or distribution
ol B EpeRison e Preald e  Ferp LB Rt e € R Bt e
same or obledr Adfcdédsi RfhoHiOmagr alRbhsd eh‘}ﬁl@?e&f The kfansh@ssi6h Wake of RRat er s
104 or other presentation |ocations wthin the same geographical region (or
sat el | i t ebroadqast prygrafinneng amyvery imiseck aivayetranbitheubormaiarsetaybbe .
different filmsuppliers or other service providers conpeti within a

gi ven regPeRt %*e‘iaﬁ%p%IQWircéat,erf%rr e‘ﬂﬁ‘%ﬁé’n&‘@t&ﬁ'@?’@??‘?ﬁr@? ey ef @ANgMISSION

pr ogr amm ng.:.J.0 rvi Gl Lght i e t : i +whand so
Forth.  The s ek BTk IR sp el W Eh ik bR Bt 8
hubs, 28s dasierrate ad thei donipwessibduately to provide various |evels of service.
Ceneral |y, one_theater or presentation system 104 (104A-104N) is utilized
for each theat dheogerraishub als@rompridason networkemabageBENhSYStem-at Tba

| ocations 20 that is to receive inmage or, audio,information, and includes
sone cent PRYOBGERRERRERE SEHRURRY 0cib8e R HOLRE e S maBiRehapilach
present at igpRratsH HOHH iRk hids HeWro8A&BRNG, pREbACKIARBN,
geosynchro oﬁs“gg%eﬁkﬁﬁgﬁ§§ﬂt%%%%ﬁgggﬁggp?%%gugﬁcigg*% dpggkeflgteﬁo bits
can be enpeaydty, andwarersil ymafitadicehtrol end yetwosk andhagetredntifiactiomnsiPhader s

are known which can serve 25 this transfer function, based aon desired

| ocat PBn, SE8tems is sepablgeofcaperating vader ceatraly Prsdistdputed tllye antomptinyp
102, a sourcg ener.ation ste 08 ovides, di.gitiz el ectroni ¢ audi o and
i mge pr O&)gﬁggtsgrr}lﬁéng%ﬁgﬁpn{%é%&ﬁ{}y{nagga} E‘égrdlgﬁ@sgti on system 108
receives filmmterial and generates a magnetic tape 30 containing
digitized information or data. The filmis digitally scanned at a very high

resolution to create the digitized version of the notion picture or other
program Typically, a known "tel ecine" process generates the inage
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known digital audi o conversion processing generates the audio portion of

the program The i mages bei ng processed need not be provided froma film

but can be gj icture or still frang type inmages, or a seyj nmes
or pictur esa’(?%;éﬁa I ng those shown as ion pictures of vary?ggﬁ"aﬁs}/@fﬁ‘&?h.
These i mages can be presented as a series or set to create what are

referred to as Umdere cpntrgt axfsthel netwddik inoanagemhent mpstem, ahecprogranpning ded

such as visual. cue.tracks for sight-inpajired audi ences, subtitling for
forei gn | AEGHELARAFIEPN GG (NFATRIHAR SiATOREEest B thAdneatRE BT Hem e

cue trac k%lﬂ ' | gcfa%}ébles prlegefg{néS%hStrQ sﬁﬂ‘t’é@ﬁ:ar%r Ir%rﬁg,gél-%% Eﬁ?altgié esé#%,l%?saf 0

formdesire ogr ans. ternatively,
caner a or selebgvelynomie dirﬂljltr@teibé@%&o@?ilﬁhﬁhg%twé&@oxOEhd‘fBﬁH‘eﬁﬂer téthovi de
t he di gl ti zed image information. The use of "a digital camera, which
di rectby phedsistemt eclddes contrdl methpdader inotidying: thm theaderesysteimal ofy thesef ul
for live eyent captu for substantially .inmedi ate or, cont enmpor aneou
di st ri but IQPRUERRRACEDTRBRAS REDBImof SARIGH e TEERlTBRRING e RTONIRS! t5e
used to di [ | ' : ] i huted. The
Gigital iegaol iar AR g seiiervITHaRgE s e BiBilch pibgthithiry.
conpr essi on/ enyyy pt itn@atgyséry%t@rﬂt,l&, rebdiotr s dskesr trbeeitegithal bedaitakt

0

using a presel ected known rmat or process, reducing the anmount of digital
20 i nf or mprpgramadngs Arypically, epdish geennreisotsedi teateceivegetallitensignals. Hihgh

quality. In a preferred enbadi nent B technique. is used. to conpress
the | Hige rSosivBi/ demnadiiakreiso Bomaclales it et e s ara s nd PEGaiTs AT

Pat. - Nos 5 ' ; V, : jO .
i nformati gﬁrﬁ%g&gﬁg% H?ég?%olaé%}:tgﬁpr sggd%ﬁé%ﬁ?gﬁéﬁgl@g@hﬁu&&% and may
be 25 ti ndomyindhy transpdrivpddiet bitesmnpiorgsedth thegmesuith @f etdrotorrddtivn are ,
conpressed i nage and audio information is then encrypted and/or scranbled
usi ng one%pv%detos%&hﬁaéefépé&@g@ﬁ%t%%ds. A networ k management system

112 nonitors t shat of [ ess] /._encr I S 110 n
directs conpres eoﬁ??algéng}'ﬁg?g‘ﬁ n%osir'g%s e%SﬁBQIs?gt)ﬁ%r@I%m%ﬁgg{Qtdhéﬁgﬁ gor
securil§y, eaffts!drad st festOretERRINiSioh Hf AhEBIrAD piirtibnd FentaMTRERIFGE. The
/encrypted data, as desired. The nultiplexed signal is then presented to a

nodul at i otheatensrarsgieorend pystem ulikizesvaireturninde commrunication path (fromGthe~Qd’
?2u02 WO 991 59335 14 PCTNS99/ 09418 .of,,net wor k mapagenent system 112,

rodul at es (BRRICE PURE 1 CRWFHIALLLa) A rERHER TET ADSERRIRT < TBRAFO4E PHbat er
systens, syeh },19@ tﬂ&@éﬁor&yﬁt%rﬂ:%‘&temt@ RG] HHEItOGret SPBthdrSiow A5ta
conpressed 1‘ntormati ot may be broadcast over a wrel ess conmunication path

or |ink toatehwahensicatiqar ;eemdditi on | ocations. 5 In sone enbodi nents, the

conpressed i mage and_audio infqormation are each transferred in a
non- céft i guous Wrderdhgcantrohah e theatRs JeATREAMeRnt istemottREage amrays jnsthey

means is vide o .@5S4 Ng L enr| ' -
associ at eglrl é/)matf' ﬂ 3 r?gegési ﬁ#gé{@%t Igognlo?rapp%e(%lg{razl%gabh gg%?%@é@%ﬁog{%ﬂ%m% here
i s no requhiterRNt THaeorpleNdrrfie nidlyebe Rblitl ate] nRiricticPbpopsizapathdlihay -
transfer the audio and i mages at the same tinme. A predefined identifiéer or
i denti fi c&torersenertqrriograros as ehiame. | Ehaisentralostarrgeciyatemdo consedadiig aaudi o
and i mage,prograns Wt ch other, as appropriate. This allows |inking of
one  or el dretBetibrk flintio P pelial iR SEG A Ve chah iy proE i B HY nage
progr [ , ' f R t Q) r h i t gtd on
vent 215 PR B8, i e Rcll, off 6T AkhGHaod pruiEhBich, RySRaR' .
conpr essegprojrane).i Ales,thkisame plogranmragsisesinauldanedusly ptadyed badk on two
synchroni zed at presentation. As di scussed bel ow, the conpressed i nage and
audi o i nf &FFaeTeEOPresgRtaionssysterns. Kngsamaning matgsialds apyted; frornihecsnrags)
facility for transfer, at a |ater.pr.edeterm ne e, 20 Al thgu Fl

Shows t hatTE B DidesenaieshanciBHERTE R Refretl Moy S8 Hlineviid
shoul d be nyadaisat 9edohbat AN réHifReEeRS! %grﬁﬁ?&ﬁs tHigNEd¥ctipednlithizg any
of a nunber of terrestrial wireless transm ssion nmethods as well, such as
vel | BBowsutrenassassuahesiblelusearf,a AN whdsheincorparabes a terpea reftwioaldiseritch
frequency relay devices. Alternatively, wred transm ssion nethods, ﬁuch 25
as wel | kRgwRitegtinte. - Klayyevernetherdypss ve d4A N e teumRscare RSt e JRIBRDIS nes,
or poi nt-tsgﬁoi nt fiber optic networks can be used to inplenent the

i nvention. Rtral hub 102 may al so conprise at | east one coll ocated

t heater system



116 for nmonitoring the quality of signals received fromsatellite 106 1a§ NOV 2002
transmtted by nodul ati on/transm ssion system 114 and providing a reception
30 quality measurenent to network nanagenent system 112. Col | ocated theater

system 116 weesh/99935 enpl oy all of the fgatures or processing gEPHaolobdiges
found in simlar devices |ocated at respective theaters, but could use a

i | telli 1 31~~ C. J 2002 WD,99/59335,.15. PCT/ US99/.09418 si |
ooni ver w th DsSpramming TalgHal isOCeREet AU BE FORiCOT G B BRL g dHBEe ner

conponent §1é>paacg_enermgi égn)(%i%hg”ﬂ{cl f H'a(taé; %t@%c&iﬁs@es i8h ‘aﬁarg%cgrrﬁivgh

col | ocat ed t'heater syst bviously n not p nt a conp

qual ity i clegeydtin psoHesdrambling).ortier decoraptessiciuhhdcedtypaioal ¥igbsitioist he
signal quality in 5 nost cases, relying on certain known characteristics
for the didgpend arnathe ermpressicanan@ eneryptignetechhiquesaermpiayesdat theneantral
deterni ne o pe qof poor qualit ef wor kK nmanagenent ,sysfem 112 can nake
) st don by oie AprGBBresFd o leh iShes SRnate Givaiayed Vi 4 projedtdr TR
nodul ati o r 1.5 S, 0 [ r i : 1 §Si on
qual i 1y, s RS RERO RS YT sbeo SHEl| 5! plReh B NP axl BlethokiREIAD o
or | ossesspiétetata franmes in received signals can be used to change

conpression rates, change transm ssion characteristics such as signal
power, - " autdmgt itbeatey managamepbr systerd @ererallyi gerirolsorall mspeetgptof

transm ssi_on. cto%%)l etelqvﬂi n vi.evlv f certain s e+|ite transfer problens. 15
Whil'e t hePRrESERR ORFERHOGn Pacudingl | JORER | Caphi « BeoBMEEEn PLRSTEIIBIE g
and aygli Odle%ﬁE@@ési&Paha cfecYﬁI_Bﬂi&I\ Yf Fhe régﬁ%&ﬁhg%i%ﬁ%l@tér%%liﬁl oshe
out door anphitheaters, drive-in conplexes; civic auditoriuns, ‘'school s,

speci al t y pregtaaumang snatanidl.s Altlough the peographming tib eatavedratitheaheater -

conplex is used for purposes of clarity ipn the discussion below Thos
skilled i AYTREN GRkY oRde th%amgrynm%ﬁ@ré] thh%tf{?r?&‘é ApFAYSSRRY | RIAYEDN is

applied t : f j T r .shgnpal i's
ecei ved 0pk RELEDYPEG, RoRr et antin e oM BRREP LG 90,
In an embeighdremd /dpethel ﬁu&be&aéfeFldyt Batka o aee fallowed €0r feacht pripgainssi on
of the signal, receiver / denodulator 120 uses at | east one receiver

ant enba 12dterpativelyeicontigl o thepresegtadion Reanesy andyi dedegatedolocalipat the
denodul at e he.recei ved sighal an ni.tors .t he, denmodyul at e ignal, for
crrors TOESIARITBIrEoh itaee At Faiapr S REGR e AR FORaR BE
added to the Bt estBer ceRiAlized 'e@éh.@x'iﬂ. ONnt A dtms PheStHYatdrO n?ddag@fnent

detection of errors in transmtted bl ocks of information. |If the“error rate

exceeds asystetetraynbe eonfigwed, toairtégate projactiore opetatiths witheathe 2heatpr
request retransm ssiaon of the signal gorti ons cant ai ni ng@error,s. Thi s

request f GPETAHONSN SHER 88 FONRESFIYS, SketiRg oRTATARHPRS: HERAGRNENTIIRFeeR 122

10 SoR " ChotBls, HEnHae il Sl deBic Bug Ach Hibargt (it el BRAOTD
dedi cat ed nhulkipie audadglin systenasheting acqmmicet stbyage ahlad aohtrok futdinsfoer net ,

a wreless link, or other |ow data rate comunication nethod. In sone .
enbodi nenfléxibleand anere costeffisiant preseptatiaghepens.r anes of data to -

The use of digital encryption provides a built-in security measure for the

digital cinema system. Cryptographic techniques are employed to provided

25 end-to-end encrypted data transfer. That is, the image and/or audio information

signal is encrypted at the Source Generation System (SGS) and is decrypted

right at the auditorium in the theater system during playback. In addition to the

electronic security measures, physical security measures provide additional
protection of the programming material.

30 Physical security measures are especially important for protecting the

decompressed /decrypted signals from a “wiretap” prior to display by the

projector in the theater system. In a preferred embodiment, the



be transferred to a presentation |ocation or theater can al so be 13 NOV 1002
acconplished 5 using return link 113 That is, return link 113 is configured
as a two-way link for transferring data that includes for exanple
re-transni§§bggs&5guests or other inforpation froma theaterlgﬂmﬁgﬁm&ﬁgtral
hub, or commandS, general operating infOrmation, or conpressed inhage and
audio information fromthe central hub to the theater. This two-way |ink

can al so Hecugdipri/stecompressionifunction is bowusashirca secuwey selbcantairedicrsassss ed

further bel,aw .Theater.,system 104 (104A- 104 is constructed with at ] east
one and \é\fﬁéﬂ’ YHGRYY %Ftéc i iegﬁlged%géi';?_@ th%BFOJEQté’ﬁﬂPé,mFﬂn%rpWe
comerci a et eaes r : i

many audi %ﬁ%ﬁggit&dﬁ Si ng‘lsag%gﬁl{emgg# tra gﬁ{cﬁgﬁagrﬁ)r&eggfég aasrfﬁg%gﬁ@%?é’alf}g
nul ti pl expréeaiterproblhe dfeaal \dedrysted ﬁﬁ?\hls@aﬂnbﬁdbitﬁﬁdcﬂﬁiu@éntih@cﬂ&h%r red
to nultiple ones of the auditoriuns within a single theater conplex. The
denodud at eecwredrenvirenment of rabvassis casiuldrqateercd piracess to2be taomamenerd &hat

storage system 123 using storage.,arrays .124A-124N via a,Theater, | nterface
Netviork ( SRIGTES1 S5 FERSEST YRS RAC kb IBfOITRa e r SRET T isRAElElR 1% 20

scal eabl e g}g; e A1k i RY; f jgection
audi tori uﬁfggng%e e%%?giag%a\gﬁiﬁgéﬁgnf%%&%%é’ dbggg{r%gg%%té?ﬁf&tcg& é’ﬂkef of .
audi toriums 123acd2BiMgly,aaToomblate! digitflacimediet yskerh 2bs \Wirenidedorfes efheat i on
J is desired while the information is being received fromcentral hub 102

(i.e., forompressiayeencryptione neliablertsynsmissighe starageogndnplayback i highwed,

the program i.nformation.is re;crl ved from storage arra 1§4A-Jt24N and
transhi t S SREBETRINE BRtHal GRm SFantiTOrs sravebdaciibehiaeong o n
126. 1f thﬁn@i@% oL N stene] T indtdrS cBHBILR! UT SRR, 1GeatReedels Wil as -

decrypts the broadcast signal using secret key information provided only to
aut hor i zedetdssatyermanaganhede fonpiorssesnohitosang abnfo] siscing sydtenrdeconpr essi-on
al gorithmwhich is inverse to the conpression algorithmused at Source '
Generation System 108 (SGS). Decoder 130A converts the deconpressed i mage

information to a stand i ~cP; d V 202 WO
68) 26555 5 - PCY Usos) SRIEE @?%F@?ﬁ?@%ﬁzﬁ%m?féw%%e ei ther an
analogsor digital format) and the image is displayed through an el ectronic
projector 132A. The audio information is al so deconpressed and Er ovided to

t he audi t or i uniThedeatmaes yhjests, a8d/Aadvwantagesydfabe presenttineention wild begoren
Once the period of ti in which . the 5 authorize resentatipon of a certain
o ogr am | XS HPATERE (R 8 Ruledh ARG 6E riatiodelow ovBge ke

desi gnat ed,Qinesh R S r S dhQrRhENEE ;

unaut hori goe r&&?éogf t he ?rl%t gﬁzﬁﬁNﬁgm&mgﬁégéa i call §/aqirﬁéug§ern§%fgd,
audi t or i unsrréidhdingly daobhghoupand evizerdircoder, a projector, and a sound
system 10 When nultiple viewing |ocations are desired, central storage

systeff 123 i s EBnfl ifa blpcksliagram pép traskipppalfalan digteibrionsiystemia singl e
i mage program | f.ferent ;audi,t,ord u Wi th.presel ect ed pr,ogr.a bl
of Toets of del K03 1 e aHEnASY Gk ekt of BRCP TRty SRS e
progr am@hgtﬂf&%ﬁﬁ S?Et%nﬂﬁ%e%%ﬁﬂh'v@ﬁﬂianﬁqum to zero or very small -
when a singte inage programis to be 15 presented to selected nmultiple
audi tori uns sub¥Gahid ablocksliagianaoéadidintbased source generation system;
FIG. 4 is a block diagram of a compression/encryption system;
25 FIG. 5 is a block diagram of a modulation/transmission system;
FIG. 6 is a block diagram of a network management system;
FIG. 7 is a block diagram of a collocated theater system;
FIG. 8 is a block diagram illustrating a hub internal network and central
hub redundancy;
30 FIG. 9 is a block diagram of a theater receiver/demodulator;

FIG. 10 is a block diagram of a theater management system; and

FIG. 11 is a block diagram of a theater decoder system.
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other tines, these offsets can be set anywhere froma few mnutes to
several hours, depending on the storage configuration and capacity, in
order to provide very flexible presentation scheduling. This allows a
t heater co e better address mar ket _demands for presentgjd S
such as fir to‘ﬁé(fhgﬁsi | ms. 20 Presentatiortlof real-time |ive- e\%dﬁﬂgg%}ﬁ?ﬂ&
programming is simlar to that of notion pictures, but bypasses the

st ore- and- pl ayback operation of storage arrays 124A-124N, or uses such
storage as a shorter termbuffer to account for potential transient signal
transfer interPEFAISED BESGREAFUANQF OHE RREEERREDR EMBORDIMENTSr nor e
digital tape recorders 136 are provided in theater 25 system|04. Tape
recorder 136 nay be used when a satellite |ink or some other broadcast
technol ogy is ungyai i L8d4n ref

met hod of transfer %ieﬁ%ﬁégﬁérgﬁ}ggcs?ﬂgfﬁséa%g‘@gl it?ﬁ(riegiecfﬁga' I%r??lﬁ%ﬁge%ase,
a magnét i crefaped ap bédetn agotdigithk ciregha’,i foruthedeleotrdinid disitibatibheophge am
froma central distribution point to theater 104. Tape recorder 136

transf ers QRIt¥QRYsHadY iRl Bregramming suehAs1IPONOTORIGHESE nfOTN NN 26. MTre

Bnd audi o (SAORT ISRk BGie Presfited jolfs CriPatly Bubedtoreionsbitoars

be recor dedultd ficekviffOsARBNA (Fapirel2 44\ A2 4Nb4ter tFBRAECHARIrs 1 8edtoF

|l ong term archival storage for later reloading into"the storage arrays

124A- 124N, cotrplexesream présentdtiaqgheystdmsgi tThe ldigitalt binerrghpysteshaircosporage nay

be used, repl aci,ng digital tc@pe recorder 136. For exanp|e, other known

st oraag 5 Bpovalgn dgilﬂb‘%pacl} ghdin SRMPEBIHRI GRFURCHON teshrploghvessBminn

devi ces or . djyoi ' i DVD! e in:salid.state .

menory ar rrgg{sﬁréad;é)@\é’%@ 2 tc%h%#? hei n@gﬁmﬁg%t_e %&genlglq%&"?bglﬁgd‘?’gfe% ganof

t he processichgebl @%fﬁ&ra@ﬁs ceof r ahe hudodiflg, aeActyptits, I ar@krhRsiohGS stdrageand .

described herein. Source generation system 108 is 10 shown in FIG 3. In an

exenpl ary dgdompression, deuyptioneand nlppbadyet endinoyistiajimatesial,sarfd romtralge

source suchr as. a ﬁpﬂ'{n rmt#' n picture film and stores the digitized
rgtiprzal the sfstem

versi on or?d generati on system 108 conprises high
defi nipgi on (HD)Didi@l €5h&Ra RPA&; I rdB196ES r v L
source 142 and fl@ﬁl gmé}g?i%g di1 iﬁz@dr@nggisﬁ?%r%ﬁl %{eﬁéz’& élfr:gh&g]lcgl]ci ne
15 pr ocesdlingihgiorebf fikmoteneasht pliay bdok omprojacton iocationsiudt agy theatersamy one
of several commercially avai abl,e .services or devices E&% be used to

i npl enent ERAe prYdRQEUMSy e plimiRatesthe dreesy terndupligation mighlmegddut i on
tel eci ne pLacessing 4 S.eu c LShGU Yy ava] I i [ nt
pr oduced l};r/ﬂ&ﬂpﬁ{ m’cg{r Solﬁh?i |p§&8%,a§e§§ Fg Eé\lgﬁv\%lll n ?\dﬁeggt&‘eyl\!ﬁtg%rgtg%l E%ieon
and speci fd)@eﬂzﬁoﬁhoiaﬁﬂﬁ)/elﬁsm hpatetyt asiswdllase higltdnnsereditpceeasiimig. t ycost
and ot her well known factors when a service is being designed. Aternative
r esol ¥0i ortsansmitting she aydia andiirmage hermps signiale vicsajellite ot seme ®ther bighct i on

equi prent avai,l gble. .and lLocation, i ncl udi a desire.to re e data rates
for certai® eggteg?qtmrélctrpgﬂmrgl'glw cttrheemgrf?lgﬁ%lo .quﬁhﬁfogf'S’g’ﬂu@Wd drq.a r mat
35 MM sourgde BRAIRARSESS ¥itvel2vBRIf ProBFARMILE SUNRES spokiify GevedlLGnae —
process at 24 franmes per second. The

concerts in cinema-quality. Alternatively, programs may be transmitted to

theaters and stored on storage devices such as magnetic disks for display at later
25  times.

An exemplary digital cinema system of the present invention is illustrated
in FIG. 2. Digital cinema system 100, as shown in FIG. 2, comprises two main
systems: at least one central facility or hub 102 and at least one presentation or
theater system 104 (104A-104N). In a preferred embodiment, a signal

30 transferring image information or data and audio data is broadcast or
transmitted from central facility or hub 102 to presentation or theater system 104

using at least one satellite 106. Central hub 102 supports all theater systems 104



digitized output of the telecine process may be stored using a high df]itzar"r”'lm2
rate magnetic tape recorder or imedi ately conpressed and/or encrypted and
stored using a lower data rate tape recorder, or other known inage storage
system and i Since the tel ecine |y processes the i at-Tol-N dio
portion of Sﬁe‘)?/rs\%ég source is pr ocessed?Endependently of the irr%stg.%?‘?yt he
audio source is in analog format, it is typically provided on a nagnetic
tape 144 t (1G4A-404N) tlesdere hihoxhe traBsmission 2088 rid 99/ &881Bi%e 1M6, or
PCT1US99J09418 djgitizing. I n one enbodinent, up to twelve channels of
digitized aaap@daﬁg%a EhRBEmudrelpsshwirling, gr therhighetpeegycammunicaiaskbnk.148,
and the nmul4 ] pl d_signal i tored with the inmage programan a hi
definiti onld(ﬁr%fﬁy’ Ji &ggest acbfz tﬁ"aeag?ﬁsdgf P%ﬁ%ﬁﬁ%ﬁ‘ chgtil?ﬁgsi'a?u il 8&8%99% y
di gi tal st argse isesteNscRodlk! &%l@y%ﬁaufﬂaﬁugﬂéﬁa ARSFHra oM m btttk Sof
progranm ng may be stored and processed separately from'the inmage

progr anfm népcaionswihat arereo sneoeilve oimhagd iornaudioo infetr trationn cisirge dhé oprebéraw
for properly tinme aligned conbination with the i nage program at the

proj ecti onS¥88€M-ori um pl ayback system 10 Al though shown as part of central

hub 102, it shoyl,d be ,understood | hat. saurce n tion system 108 nmmy be

located in a fadliiogelinaieinintiahirafihis 755 TR foinskE R petestbene

just as suihRPhfation!, HPALKES D ?&t‘?li@i %z%y 2R0484i e fof iRMReAsER HRBIWLFK Yr an
optical source. Alternatively, Source Gerferation System 108 may consi st of
a digital disteibationtfeliabittgndurtheemarpf additiostabhabe 102¢andelémployled withor

other digital neans of image generation (such as for conputer generated

graphi ¥& othe pamegr ethessatelliten 106 afi other typgsrofdinkss taisgiies thaatersd 04 or
material. Sgurce Ceneration stem 108 may al so consist ,of a digitization.
System T or SEHF PrSRBAEN JURARCRS WHNGp e S is SRREP RSl ropar Ok Sr i eer
used for 3% RIRt OURARPRAL sehhid8Sh&Ye RiffdHedt hiiMar Qf@h%edrﬁﬁlﬂiﬁe,rél{t film
speci al i zed studi os such as 20 for special effects, or other facilities
partici pat snpplierst be gthepaeaticerpranitigys exanpeting rwithirara giveye regiogr beingan

generate the desjred digitized material which is then transferred to
ﬁsflfépr frAnsIytting different @rveb% @ﬁewrﬁgmﬂn& PR PRTHICRS @ﬁ\lght{y

central fa8fTVE
bl ock ¢k agr i r i st | i

Pl o a o R SP08 SESLORRRE ik BIoRA B bR it PhSndlates
system 110uBByg Beulpiplé sateliBbtarl hiaub, h9esirel oW&hed the iAdueR§ & provide
facility. For exanpl e, conpression/encryption system conpression/encryption

syst em | 10 vanipusdevels af serviet h source generation system 108 in a filmor
tel evision prodyction.studigo. In addition, the co j.on ess for

i ther i mage or CRISPALRPTIEPEAREAF Gecsntation S¥simna0f hileraNiis dlized
variabl e rgbeoRHOARSS | BRLINOY nekeb Al Heditlive Sodtidng! t al
signal, whi chemay be %I}gfl)?]?ée ﬁg&;ﬂﬂg{ gﬁégl)SH\}TR InEO ofﬁmgo r?:e gerlleract)(?don

syst en2008thdthis th gedeile imhgd dr-audio fdrmaribndahBoBRUGS RNk Usdraliadd 8

i mage and audio information may be stored in frage buffers (not shown)
before fur EABIPIRERL ASsiwg)l ah&eHrEl (eAUiPmesE emphaved fopa6ady RIsseatifige

conpr essor ok oa pr rr enbodi nent ., i (o]*70] r es--a
o tal i ndgateriar BaGUReD T BRI ki ot SR FRRE e R
Nos. 5, 021s8Rlitep althbugdhdothen draybricsO4ndaatd RREErRO¥En HeN efrfjlo DA
techni que, the color input signal is generally ina YiIQformat, with Y

bei ng t he Wanietiaotsatebite bystginsrarsissateldite trassponderd are kndw@ wiiiclycarhgerve
chrom pance,. or col or, conponents. O hey formats such as the YUV or .10, RGB
f or mat & naghisERReRr fHOGHon SeASERR AASITARLIOCRPR RS a RV SRS FPOFEY LISt oy
to color, thg ABgHHN technique sub-sanples the color (I and Q conponents
by a factor of two In each of the horizontal and vertical directions.
Accordingly, - Atf@iitrAlURIDaIRE aCEBTRRA SFtireratich (syStedhiNO8 proivddes dipivizedt s
are used to represent each spatial segnent of image input. 15 Each of the

| umi nance glagtromiondudioc eandoripagenpsogrmmastedheosystemack Tymieallyeaseurce
General ly, a 16x16 bl ock is_present eg to the block interleaver, which
orders t he SPRBTEION, gpstem 0B Hrereivee figy faatsrigl iand gepemdet @ BlagoesC Aage

CONMPOShKA € . Of . A IS GAsS) pe. t is.
The bt opePRrn iR igtialR o Rla SRR D6, AR I B ByeBed AN
frequency high resolution to create the digitized version of the motion picture or other

program.  Typically, a known “telecine” process generates the image



20 representation of the sane signal. By converting to a frequency 13 KOV 1007
representation, the DCT techni ques have been shown to allow for very high

| evel s of conpression, as quantizers can be designed to take advantage of

t he frequer\gﬁ@,'s%ggstri bution characterigtics of an image. | pcadnRbebiRised
enbodi nent, one 16x16 DCT is applied to a first ordering, four 8x8 DCTs are
applied to a second 25 ordering, 16 4x4 DCTs are applied to a third

ordering, BfRFIEAEICN WInETYeRdknoyrp Figith! @ydio CONYeISIRR REPGERY NS BEeTatTs the

operation reduc L he spat i r nd ] . in I e _Source.
After the qﬂé{gi §8’f3ti?rf oc?frrg%'% %n%gﬂg‘f the ilmat%g5 glgéglﬂgl Pé%%ﬁgéﬁ&?ﬁgsnf’g%ﬁe
concent r atgdvidle W DRIROBLE b4l BBlstngl8bitRiretdiestiPrhend bpsk iARgesCRE M
sub- bl ock,” the transforned coefficients are anal yzed to det'erm né fhe
nunber of deries of écumesecr pirtweres cdeludieg bhoseksharws ab rhotok pichess, oftwaeyinigoc k
or the _conbi natiqgn of sub-blocks which requires the | east 1 3 hE~G 2002
WO 99/ §9338ngih. PATSBITIARTA 1B bR GRESaTed] 4552 reTIes CoRIaeh o Gripe i are

t 1 i t. FE e 1 8 b~ bl i 4
Sub. bi ook TRt B 65 ERIRS Peomlatsce o, S dBa NI Pl Poduel i tage
segment . TheyiehASR RhAGKR iR atd O dlensed) sbaclkss for %Pﬁ?ggéz]?%ﬁ egr

ki
arranged 5 in order. The DCT coefficient values may then unde
processi nqarslyadr msaritgiimpetredi avdiencesppr fmeljimedin timiegtud trgeksyudimilady,i on,
and codi ng (such as variable | ength codin usi ng known techniques, in
pr epar at i GHSIOTISEERIRds P rw&de%gﬁpér&lgs)@d tPfRER desgies AUco PIRBTAR DI ded
to at 4 east one'EgRg- r : s i Qi { i [y
general:ol y passe‘%lt 0 ger% %d%(g{ ‘gén%%%%%g %@jfai%’%&l& gr cejc?t?‘gl(sj l%%t%rbidﬁr%ﬁl,
audi o conupesforgekdatiswcdesre mif trhetbbannahyaytoeidd nfher raigiteedusinigea -
standard digital audi o conpression algorithm The conpressed audi o signal
i s provi ddofemnation.eTbe usaeofaudigitad samepr owhidiedirartly pradicesl the digiizeddi o |

P o PR SR BN, A M4 ESPuA SBat SoRER R 5B
the conprgssfdditRge céﬂ%ﬁxﬁgﬁﬂaﬂeéhg a?s!tﬁbuﬁsﬁp@émgﬁwp woskI8ieRY oPbindidpuber

of known encryption tec es. The 1mage and audi o signals may be
encryfdbed awiipmenheas aive b ushid toatieetlyt gartena gpugraphical ampged whiddare to be
enbodi ment, an encryption 20 techni que, which conprises real-tine digital
sequence §®§H#ﬁﬁ?ﬁg of both image and audi o programm ng, is used. At inmage
and audi o encr YROr aidie: ihbdke ! MoRhRGEATTNO e Al | BresenfdLCEFSGd DY
a scranbl er/ encryptor®circuit?using a |ne-var§| el ectronic keyi ng

i nf or mat i cidbripieRbieaAl/eicsipritBes stan a18) whidiecorppressestedligithsigasl wihg ad 25
programinformati on can"then be transmtted, such as over the air in a
wirel ess |prekelegiedhdutowsei figrmiaici heprsess, t sedusinge thho agwantned igitalss

the aspec! i%%oegnation necessary to reproduce the original image with very high quality. In

a preferred embodiment, a ABSDCT technique is used to compress the image
source. The -ABSDCT compression technique is disclosed in US. Pat. .
Nos. 5,021,891, 5,107,345, and 5,452,104 mentioned above. The audio
information is also digitally compressed using standard techniques and may be
25 time synchronized with the compressed image information. The compressed
image and audio information is then encrypted and/or scrambled using one or
more secure electronic methods.
A network management system 112 monitors the status of
compression/encryption system 110, and directs compression/encryption
30 system 110 to multiplex theater, security, and transmission control information
with the compressed /encrypted data, as desired. The multiplexed signal is then

presented to a modulation/transmission system 114, which, under the direction
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el ectronic keying information used to scranble the program material or 13 Kav 7002
digital data. Encryption generally involves digital sequence scranbling or
direct 30 encryption of the conpressed signal. The words "encryption” and
"scranbl i ngg d i nterchangeably and are understood to ans
of processi}\vglgg?sggﬁ%gl data streans of vi?i ous sources using gﬁéﬂg%% nber
of cryptographic 1 3 hr'~f 2002 WD 99159335 22 PCTI US99/ 09418 t echni ques
to scranblod, netwesk, menmagemeot |sysentriigi nseddlatesyandl transmissa usimpgessed
sequences generated using secret digital values ("keys") in such a way that
it is verynATFR3tAR bearing sigs\pd to ttheatsr PYStRENS, gueln as dheaise syaermadMA, via
know edge of ,t.he cret_key yalues. 5 Each.inmage and audi r ogram uses
specific éflgeétltreo?'l(?_c keVAtnl” itﬁ?oﬂoﬁ%ﬁﬁeéﬁ‘?%@ﬁ“}agl% 6’%"}83’& gé%‘%ﬁ& 84ehy?
present at 'v@i@éie%@dm%hr%atﬁé}??hﬁ{ &Pk kd %ef'alt&%tc{;ﬁﬂ!ege lﬁbﬂqﬂ&&i&ﬁﬁa“ on,
only to theaters or presentation |ocations authorized to show that specific
prograbn The ennrsppiedmbodimantskele compeested ipyagehandudidio rinformtadiosesrey pt
the program data stream The encrypted program 10 key is transmtted, or

ot her wi se egel jttanségrred dnthBORUORSIGUPYE arheepasate manger tindeperdrrdiofofachhe-
program te that t.he programdata. streamnmay be.transmtted days or. weeks
bef or e thgl)?}&?ﬁ hg‘ﬁafe‘ﬁ ghrBﬁ%’ﬁsg I%EFPB@%gegqrngogﬁaeﬁsﬁég alnt‘flgltr@ﬁlé ‘Vﬁf‘éda Bgr am
key may b rbg?d?ﬁénafsgé‘éiaﬂeﬁswmﬁfiﬁ%getiﬂ%ﬁﬂ&ﬁ&{'&egr&%ﬁﬁl{@%ﬁtp&e@g‘r%&m%ns-
The encrypted program key can al sO be transferred 15 using a I"ow data rate
link, or airheadhpry isatd eeqiiveragrt wihenauing titd passeat invereior toprogess ant

medi a (gi sk, a_Smart card, aqr. other devices having erasable mem)rﬁﬁel enents.

The elC} r]mwf%rémahﬁéi@ynﬁaWwSpabﬁT]@éamentimr 4 pEggelinedoldepfifieniort he
Dot ol OF b Mot RePRSE hEetBUEL S TARR L SUIAUINE R0 -

encrypt ed apHOEH A R rahee With ®atih bshatahs!ppdpiaate! STHS EilbWs! IHRIAP OF ohleC

key, and stores this decrypted programkey in a nenory device or ot her
secur ed mempmpore\\egseldetedbrasglianpiagramsbaviph agte dedsdc kne t preseleetede image

| ocation specific and program speci.fic keying informpation is used,

or of er abl PIABTM A GRRERD & SEMET HbESREAIoH ORELTIGed RIRSTHERGRISVERL
syst efg 11 §1i,n Rr i | t : r j L 2

o ogr w1 T it s e, 1ftgNe | HRle" Cy SHAMMRdD AR RS ORI r g

encr ypt or idfogmatipnadide @othpatssedrdauddio ishinked andisyathiyordial aalpredentatian.e, to

t he i mage programm_ ng. This involves the insertion of a |location specjfic
and/ or ti #¥ diseessed belowuthe qarapressedimage and padio infosyationsa@genseredrhat

is, the rk LS G r. { pdicat h t hor | o iLon._and
time for SrSulRE & boniaRIE HGhE ehfel PENEPYBr iRt A et R R |
copyi ng wggre.necessary. The watermark may be programmed to 13~~Cd

2002 WO 991 59335 23 PCT/ US99/ 09418 appear at frequent, but pseudo-random

peri 0od% in the Adthoughc FIGr 3 cshesvatbatvbhe droadcase signalblse tramstiiitied i esingg
audi ence. The.watermark . i s, peyceptuyall nnot i geahl e quri ng. presentati on of
decorrpreséé’if?li“fe?aagﬁforlt aﬁ&‘@ﬂ“@)‘yl {%‘F o\eﬂ‘g?’isgypcgtt?\%d g rﬁ?gﬁﬂﬂti aasmaY n8f mal
rate of t rk J ! e of
o o°1 nf SfeRifed WY hy dAEnUREE B oreSufbl AR BALE HanstfiGtlon e GRGD, O
nor mal ratkg, wellCsuds agtwéll knowal tertestrinbablliafEmibfowsdvd, orf beee thbayldck

rate. If an unauthorized copy of a programis recovered, the digital
wat er nar k ra@ioofreguenny relay devicesid Abiermativelyi wires transmission metheds, fstighn

whi Ch2§ heag Ren Y(‘%(S)wrgmrjneulg?é]rob? Ig{%trrelétmécnc%gs' ngggsh, c?eaq@ét%ant%iekpﬁoen% ri]ri1e I,J%r
point-to-point fiber optic networks can be used to implement the invention.

Central hub 102 may also comprise at least one collocated theater system

116 for monitoring the quality of signals received from satellite 106 as

transmitted by modulation/transmission system 114 and providing a reception

30 quality measurement to network management system 112. Collocated theater

system 116 need not employ all of the features or processing capabilities found in

similar devices located at respective theaters, but could use a simpler satellite



10 may al so be applied or used to identify the audio prograns. The 13 KGV 2002
conpressed and encrypted i nage and audi o signals are both presented to a

mul ti pl exer 170. At nultiplexer 170, the inage and audio signals - , are
mul ti pl exed together along with tinme synchronization information to all ow

the i mage a?"l‘@%(?a?-’é streans to be playedsback in a tine ali gnRel/HBH99Pa#18at

15 theater system 104. The nultiplexed signal is then processed by a

program pasigabl meeivet2withhampropaiite trezqstidrt) edelabd uladidn rdecbigpressisti, 3and

stream By packetizing the data, or form ng "data blocks," the program

st r eam r eceihga Fosmpenenis dor sganesatinga cEral wjefuhyobanalysis. orfed example; or s

[ i ved .bl ocks, dret 1 SSi t d ly f t.h lat

bl ocks. extr B IRS GEPBHSY EItEE ALA0BBIBRLERCRA PP} BIrDL AMMPTRIE B Greliss 1 or
. xHFBIYT I BIPOTSIPSE SMy0Rb Y e _ _
eboal mont o185 s okReBR I e TR SLERIET SR9% o sl SR iy

prograrf argost eadesf rélyiriePAr @&lreaiAkhdlv A tdHaghctBFio8EA far: thENd fgitall NS B
using nultiplexer 170°to nultiplex the inmage and audi o Signals, the 2
i mage si gntaknsfarredsepar at el y packetized for transport. In this enbodi ment,

the i i I be t t.ed i f th di i |, i
Lhe L mge S| onl Dot ANSROrLed el yelue o Re udlo Stgnal and vice
only at pl auhackbhiBsystdth S1 laus e dif{ehents agdk E&gfcﬁ{ﬁentc&}pc?on

conbi ned w tﬂagnagepgslyogr ans for various leasons, suc(ﬁmgs varyi ng

| anguages, sypitén 140 dyet imSdulasiba A SRindREsHi 68 sgéteﬁ’( 01 BOELERNE eprbPe thd
within local comunity standards, and so forth. This ability to flexibly

assi gnllaudiransihissiorequalityf tHortexanikplpcbgngesin detestegeenyonmtasrforn thewdigital
useful for

mnimzin sts in alterin [ 0gy ans 13 -6 ~ 2002
60/ 56335 SRR AT LR DG 3 TGS 1 TRV B%HS ‘CaRd PRn LsGr 10 SFFRER he”
| arger nufti, a r n LJ: abl fd i ndu ' .
Congressor%dnigg%sgl 64Eraﬂgﬁ'clr§§a:)t er gg{\géﬁééi%@&ﬁg?%t%g&%e%ﬂﬁ%%q %E‘ééﬂpp ga’ree{fn
packet i zeradtéznaripllpe rerehdngryrédnsnod shét 1,c oot riokdredppr agsAiysidn
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card 10 assenblies. That is, construCted as specialized hardware. The inage
and audi o pnpyitheaters, ealnivesinsepomplexesst civigeauditayiunms. stineolpr ospesialgt r eam
may additionally be sent to digital linear, tape recorder 176. A CES
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and controdafellite  transponder is used for transmission of the signal,
receiver/demodulator 120 uses at least one receiver antenna 138 for receiving
25 the signal. Receiver/demodulator 120 demodulates the received signal and
monitors the demodulated signal for errors. To aid in this process, additional
checksum information can be added to the compressed information prior to

transmission to allow detection of errors in transmitted blocks of information.

If the error rate exceeds a predetermined level, a theater management
30 system 122 may request retransmission of the signal portions containing errors.
This request for retransmission may be sent from theater management system

122 to central hub 102 using a return link 113 which may utilize a telephone
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nmonitors . array 174, digital |inear tape recorder 176, the data transfer
bet ween these .y devices, and nodul ati on transm ssion system 114 (FIG 2).
Storage array 174 is preferably constructed as a bank of hard disk drives,
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program stream from di sk storage array 174 and control infornation from CES
cont r old er kay dataCesdissiussad furghendzalowo 180 nul tipl exes these two data
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The operation oThdigémabuldtedasighalpés senbrfrem técébseérg demosiysdatobyl120ESo . a
controller 178. Modul ation/transm ssion system 114 is illustrated_in FIG S.
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facility as conpression/encryption system 110, k managenent ‘system
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adds for wargyebiéit Ges&thti@ns). nf or mation and nodul ates the transport data
stream for transm ssion over a 5 satellite (or other wireless transm ssion
pat h) 28ing knoWhéereahpiogmas isCanbelwiewedathea pdograme anformtagidrRiseretgeveshon
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art ,
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information provided only to authorized theaters, and decompresses the signal

30 using the decompression algorithm which is inverse to the compression
algorithm used at Source Generation System 108 (SGS). Decoder 130A converts

the decompressed image information to a standard video format used by the
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acconpl i shed through the use of existing equipnment with only m nor
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known. 15 R&,ﬂ%g&\éerter 204 will generallJy be a standard su &obdigt
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channel or path. For exanple, this nmay depend on the transfer rates fo? 36{»‘0\/ 0
particul ar satellite transponder, or other data |ink. Parallel program
transfers mght also occur at higher rates. For prograns which are stored

and played back at a later time, the transm ssion data rate nmay be greater
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20 Here, an Ethernet hub 224 of network nanagenent system 112 supports the
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Each systemw thin central hub 102 has a primary system and either a

paral | el backup systemor has built-in redundancy with automatic swtch

over capabi {Jd dbysogss shown further in FlGg 8. Therefore, hub igdu$halooqrs
network 250 is connected to conpression/encryption systens 110A and 5 110B,

nodul ation/transm Sfi on sglshe 114A and 114B, network rmanagenent
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studio. In addition, the compression process for either image or audio
30 information or data can be implemented as a variable rate process.
Compression/encryption system 110 receives a digital signal, which may

be provided by digital VIR 150 of source generation system 108. The digital
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channel . If the digital signature conputed by ARQ Processor 274 is_ not
i dent i K& R&B farmats anayrialaocer usedai Bacause afdhg low spaial sensisivity ofitheieyat ed.

Each such data bl ock,i Lgquely identified by a blagk i tification .
val e, ArciBraioes 86 A BSRUE BiPnlaid iRt e O empdier R Pk
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signature value for that block. Theater Managenent System 122 may utrl’ize

Ret urn Li nkow@84umnareguesipoaensnanidssivonclubonzsingnos campaorferithearéSustat o

bl ocks with m s-conpared djgital signatures. Central Hub Network Managenent
Syst em 112T¢RfgseHERchspatighsgmentiidmagedaretr equest ed by Theater Systens

104. Theater Ma - Lg%& i 0 WQi t
transmtted andﬁﬁgggﬁ: qu}e %%ﬁ%e%%ﬁ%ﬁlﬁgagggfgr S Al gé‘hs‘(’)\ﬁééé gﬁ ieacgllocﬁ th
the retr an&’ifeflteﬁ’erb@@rk@al’l’%d & 16X BlakR id pessentstb rd tHe blakk anterRlavers wigdkh
nmet hods 20 greatly reduce the resulting error rate of the received signals.
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122, and sends 25 conpressed/encrypted i mage and audi o packets to orage
array 224. répresergntibarof theesime sigmahddymennventsigetn a Xpequeridyl tepresnéedionm
FI G 10. Theater managenent system 122 provi des_ operational contyol_ an

moni t or i ngt&éﬁ ]Sﬁg deghrigues dudvist FBnS]B‘gWPhé‘ét é]tlog’ysf?’én’(qrd4,h18}? J;%YS}St i uns

within at E@gxtopﬁéss?msggua&%ré Esﬁ?b%rd @@%kéxa&mag@rbf%é Heifenly

pr ogram con mearis or mechani sm Creating progrdmsets
nore recei dégtribatloni dhaghcter®ge shah andige. [Inagpadferredhembodiment hedulexdef or
presentation_on an auditorium system during an authorized interval. 13

f VoV 2002 BKT gs/apydzsl 83 dirstusodening 1 s 858 dPClanigeApRtied yior & second
conprises a_ktheate Nt processor 280 and .at. | east 282, or
otner Hvi Letctite o ASATACES e HPHIRRERY an Brd B oBtipac ARt BT 22T Ak
to central ag Bed 92 aYSLIAG & @ﬁ#g_rn link 284. Theater managenent system 122

i ncl udes a visual display g]e nt such as a 5 nonitor and a user interface
devi ce such as &hkd)@laspbratibm cbduwses thesipdéal redurideratycinhecertl inxheamager ' s

office, ticket booth, or a,rfy other suitable location that is convSni ent for
t heat er opé&PBiorsterTiiedPed irpsrigemen mAsh O shemage sishiag enessy tepds to be
standard c NHEI[ ial ;or _husiness ade conmputer. Referring to FIG 10 with
reference f%8 r&ra"i‘%i i S‘fvelﬁel‘i?e&écr\%rgtéhent processor 280 conmmunicates with
storaggparrays Eafind 1406 BRIRIGHd BRHILES-bIGKk, tRE Gradisfirniéd Loiclepedrier
136 over Theater Interface Network 126. Theater managenent processor 280
communi cat esalyizetl tohdeteemineathenobmivet wirbitsmeegairedetnt esgaxdeethel bvckica dube
return link 284. In a preferred enbodi nent, no 282 i.s used to

communi cat @l%q‘t- h ke the blegkor e combiggdiom @@%?&]Oﬁﬁmm yequizgsthgdpapt
phone line nodemthat resides in or is connected to the processor, and
connects to a standard two-wire tel ephone Iine to comruni cate back to
central hub 102. In alternative enbodi nents, comuni cations between the
theater nanagenent processor 280 and central hub 102 may be sent using

. . . o o - L, o o o o ~rN 1 - . o
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control of peripheral theater functions such as ticket reservations and

sal es, concession operations, and environnental control. Alternatively,
manual i nt i may be used to supplgnent control of so

t heat er Opg\;vg)ﬁ%s'%%} Theat er managenent Sﬁprocessor 280 may gﬁs@f/}]&?\#@?‘f!gce
with certain existing control automation systenms in the theater conplex for
control orNWAPEEPHBHE toENERrais choren (@ Frpresent thedmagersggmeaity For example, of

orovi dea- ok SEhetbriogks SHk RIS, SnB b SR BTk idhode penc
on the avajg %lr@s%h?gﬁgﬁ{\gg%(ﬁg}qeﬁne needs of the particular 10 theater, as

woul d be kno control by theater managenent system 122 or

a networ k managEnechosysbkick drimbieaeioh dfrsubRbioeks W thergprggealy yrraHpedr t
si mul taneous -' playback and display of recorded programmng on nultrple

di spl ay pris) @¢kesr dheNpid|geefigienigralies may thensundergoofutherpracassing snalye
system conpri sin 5.storage arrays 124A- 124N, for .pl ayback on gne .,or nore
of “the. mu B gIeB T RRaG Dot e Sy Pweiehiings siapsPanPrond o e Rty

di scussed, y483k fn SHToBM ) AiAR ¥knBWaPtedhARLAY &hgr Qm@mmgﬁx%t. odl, as
it is rece‘i,véd fronrﬁt%ﬁhe br%)adélggt channel, thereb egi?passi ng the sﬁg)iroglge
capabi | i t yThé coimpressedeimagdeusighel isothen prodéded omtat d)éas@fonbhe‘mhge ef@nggerent
system 122 or a 20 network managenent system authorization of a program
for playbat8-multiple times can often be done even though theater system

104 o needs 1.0 recei.ve t.he.prqgranm ng,once. Security, nmanagenent
contr(r)]ms/ t he peﬁ%&ll%‘?alt? oashgngqgiargen{zﬁ%lyna 15 ap 1 aHA CRETRIRSHOT 1 64-

al l owed f R C r,aly: of
Theat or Mo o e PRSIl Fend 28

syst em 112infermedms usingr avistiediairdr dégitaimautdia@l ¢compiresstorbuilgmgthmt orThe, - |
and presenting prograns under progranmpable control fromthe central
facility. JamBeRsped ordiphsigaaj §s tprovaded i toy at deaginope| awdior gheryptes cl68ct ed

net wor k opegrations,fragma location remote fromthe .central facility using a
Control of SHerely 8 AuedS Mt Qindfoiti ay o7 et aTad: 'S oMiaidh i, &

aut ometse anflk ;gsgéd’tmﬁS@ljiusdig;tgytfbgﬁagf films or other presentations from
a central location, such as a studio office, and make al nost i medi ate 1

3 f~ 0'J 2002 (wia@oeholdiond6PGHAIBNEID Aty mbarkSseraypt dhe nontpressed o
account for rapid changes .in market denpnd, or reaction to gresent ations,

or for oth¥Rage 286h awsdie rdgnrla, iTRSRIREVERY . UgiBBe ARV NEf A er |, kpown can

be seen th ' . [ ' ; ater

management s £Pah et J6% BmACEA] HEi DRk el HehEFORRAT5 e WEN

and di gi t danhépsr Idifferedr tetBhiqueseatler ai prefefrele enghodifdent2Gre enstyidtiorof a

| ocal area net_v\orkpggl ectric,_ or opt i_caH_ whi ch provides for |ocal routing

of pr & anterhaigue, wideh spmpyises realdime pligijalasasuence serambling akbbotuimagsl by

recei ver/de ulator 120 are routed through theater interface network 126
P ek b :

to storagea BAATEXN S orage. Prograns stored at 10 storage

arrays 124A- 124pk Qﬁla{g%%id/ea@ldfi@ ren@%ffft@?é: K6bN168 21N b@g@h%[r%&ﬂjceﬁm gh
theater interface network 126 to orie or nore of the projection systens) at
t heat er syptozrsskd4 byThesdramdter/ enntygrtbncarawet weikg reaytirhe-viampingmelectmbnisi ng

any of a numher of standard | ogal,6 area network architectures which exhjbit
adequat e d58ANg infermationdtrically changed peyera Ha\emefréam@yi@mr%@%led

ar bi traf eds} 090m information can then be transmitted, such as over the air in a wireless
link, without being decipherable to anyone who does not possess the associated
electronic keying information used to scramble the program material or digital
data.
Encryption generally involves digital sequence scrambling or direct
30  encryption of the compressed signal. The words “encryption” and “scrambling”
are used interchangeably and are understood to mean any means of processing

digital data streams of various sources using any of a number of cryptographic
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15 switched, or hub-oriented networks. Still referring to FIG 2, storage
arrays 124A-124N provide for |ocal storage of the programm ng material that
it is authorized to playback and display. In a preferred enbodi nent, the
st orage sysgem is centralized at each thi,gt er system Storage arraggs
124A- 124N aNOWPHE t heater systemto create 20 presentati on BYENPS/PAISne
or nore auditoriuns and can be shared across several auditoriuns at one
time. Storteybnaqueay® berbnblR4Npvat,sor siireetly nescrypf eaidedigialastrdamk sdingage
arrays 124A-124N, may conprise solid state, magnetic, or ogti cal nmass .
storage de¥igHeacegrNelateysing sarsetadigital yahestlekers ) dnisyah fewaythghiitiso

used to o eee ol RERLTT RerdVe b o Tlial BaldlRetulehob RieBRIP Koo dd 2t ™ ©

per f or mnceecrétiaisvAuesat €) characteristics that make themwel | suited for
t he present invention. They represent well known technol ogy and are being

manuf act ur ed wi Eécrevénagacramasi mgdicappmigrams . usdswespecifiot dlectrdrid clesyinguch
as re-witable optical _ci_:),stora_ e devices and even solid state nmenory

devi ces raipipEmaten jWhiGy isspRevidsgl FREYPsed by pressniatiay-lpcation eapthyaters33s

3g PCT/ US99/ 0¢ eptral stor Syst [ ver al ogr.ans at
0 rreb el elIBE R R RiGifoR SHE T T RO RF pREkRt o IRIRRRE ! |
such a wayatfhkrizeB)toRhee¥ eAtERP¥cibie dRbayas, %@I@r@%@aq&@?&ﬁﬁ i8Méeded

aut hori zed presentation system (i.€., "projector).” /Also, The sa pr ogram

may be si nby thmeodibyiuph 49 eléctydidbk ppagram data streenpr Ehe anettyipted pysgrams.  As
di scussed above, the stqrage arrays n be,used to transfer conpressed

1 oL REONS ratemified PEPLRELR daliverert 1 o e Aubliiites: FAdeRy BHo 0
presel ect amafLe S el i i | af.l.v e of her .,
When thesglglcai1 P g%{s ar ggnggéééﬁ%stg{r{ éléalt%tségga{’hg%a?gr%&g gf‘% eqlﬁ g%@

program i strangardcedaid ot vevlks befdre thedutiurzutbsltoiigapénied b¥gins and that

simul taneously. At other tines, these offsets are set at other values to
acconmodat dev gpenypsed cpeagraiheyc maje de treasmived diusk beforeaghe authgrized
124A- 124N | ank of. hard di drives that stores encrypted,/ c ressed
oroqr ans. (BEYBRTCdSFR BRBYBac kB Ao e DR ALl AIePoRT SHESraErek

st or age ar iging aligd b e Phianides 'aQ?@r%goQtalB?e dforagabRAMM suehlfd RlagRbliy
support the storage requirenents of each theater. Further, each of “di sk
st orage arompptitdimetizaldislncd Goest bard, tori othee dlevi@asdyaviing mrasabie memeryof
stored prog1 in the event o storage unit failure, Each

ranm ng i nformatio a
of storaget'SMERS 1 Ag&?ﬁﬂt?fgf’,mgﬁm&?é(nﬁ}aé’, {’%é’rﬁv IhSHFR @gWeysieth

which is e J 3 [ Lr s of.. each
2 theat er- Reiiane Friod BE U AR rhictts (BEAHEnSLRE S0A UK FARR Rl ls P2
managenent atbodized ito Ghbiy th r@mogr am showi ngs to the various screens in

a theater conplex, and to schedul e pre-feature progranmm ng. This is
accomAb shed i nEgcthpyditprivraxhpt sesrayrern BT YPtedoPFAETpBh Hey) ek pist this

changing  yapye using its auditorium specific key, and stores this decrypted program key in
a memory device or other secured memory. -

When the program is to be played back, the theater or location specific

and program specific keying information is used, preferably with a symmetric
25 algorithm, that was used in encryption system 110 in preparing the encrypted
signal to now descramble/decrypt program information in real-time.

In addition to scrambling, image encryptor 166 may add a “watermark,”
which is usually digital in nature, to the image programming. This involves the
insertion of a location specific and/or time specific visual identifier into the

30 program sequence. That is, the watermark is constructed to indicate the
authorized location and time for presentation, for more efficiently tracking the

source of illicit copying when necessary. The watermark may be programmed to



needs or market denands. 25 In a preferred enbodi nent, each of storagd 3 KOV 2002
arrays 124A-124N is designed with a capacity for storage equal to that
needed to store prograns for all auditoriuns in the theater location. In

addi tion, a@%qjggt)ﬁgst orage is provided ??Ot hat future progr arp‘t.[wg}ag?ﬁe

stored prior to their show ng authoriza n date while still storing
currently "authorized for_show n rograns., This 30 anount of avail abl e

storage caPRERY it drequents bt mssggarfgndenb@ea@@ﬁoiﬁ the plarbackt praseshendng to
be transm tte@ houPs,v.qﬁgestoE ew\e/eeks. pri or. tg t aut Fori Z tion to playback
and di spl &P LIHOLPEIHME ] HO U VarBeaTHISHCE nd NELRIRINATE 15 BSFpeRallY, 3

f~0 ~ 2%0%9&@&&%?15%?&%%&&&9%@Qi%‘&éﬁup%@%e@li i?rﬁ’i%e?’of BEdRS %%%Laﬁ/ign

aut hori zed prograns. s been estimated'that in ternms of digital data
st orage capachatyis predefinedader nofmaPRiat& afafyrisfer. oHostewerg ehe afadermarkpisr
auditoriumis used in this type of arrangenent. This capacity is assum ng

tIhF use gﬂe&‘tﬁ%@ﬂt whatprtes s itpaganer |"JI+I5€§]§ tRioFmGLiogy Is vpTesantesly at ahzdige to
. ; e il

dynan cal FoBSenBeLy diFRRRR sty W ARl iteon doat aruRh aF GraBea by

124A- 124N0r-gﬁillsfr§1?1@;[§9§lbél&r #ate.f O ad AhABEhIRRA &y ¥ 4 %ﬁrgﬁéih 9% BecovRR&NS

because the short a ong prograns average out ‘to a n engt h,
typi cal | y thé digitaindratevondrduinsormiatian gaindie¢ iresed byr asthogitiess endethet theateer s,

10 the stqrage capacity should he sufficient to store the |ongest prograns.
Di sk st orgggnavm& s*lc‘?LEQRYMI‘II“éI?% cgR srcgthnwﬁf i%warm@ i tgehnique
si mul §ane i i, . e I i pl e previously
store%l(‘?l p?%%? égné%r?/aaﬁgdg{ee%p@%ﬁt%d%%lgﬁ{hﬁu%ngoél rru%'t aneous, or near

si mul t aneous, geRalBhfpresRd @pEr @ncpfistedWiinkge aan@Wateleaigndls g@vHRded.
fromsatellite 106 15 (wite operation). Using current technology, there is

a physi calpresernitedto ermizhiplexert 300 uyhputltipiexend 70, dhe dinage atids kudiomignals
arrays 124A-124N. .Theref ore, each array can support.a i mum nunb of

o ! T anodte ratiniedd (peetin Aangonieh Hos Y BRerRTFAie LEOERABOR T By

si mul t ane : I i n i i:an) .;:dJsi i ,

I :'il’ ger t hgfzg?é?%\élr@e%ﬁc?ra?azggﬁt@?lgﬁa@ %@ggg&ﬁ%gféllgoa g%;ﬂ%ﬁbﬁg\% Egﬁor an

adequab e mihwedtrer sstedt Mokl aTre usuRipiyhat Isignall tis then hewtessetl bt progaimon
the order of one additional array per every five auditoriuns is
appr opr i apacketzervt72, whichs packajizearthgy datchtlfarml the peoguant i yirasy oBy

fi ble to. te i "striping” " i ved infor. [ [
i aped adrose e 8 e o forfpa"da BRS¢ Gatgar e ST eVt dfed | s
direct ed 'tlggétléf Eyét@n{jiézi; glrégg) A1SSHO mdriford f?élﬁ%rﬁ'ﬂ& iR Ye&diPER BfockEAAAd OF

Hi
t he i nput als trans to’owe drive while a subsequent portion is
t r ansf er r eetransmissiorerdquests neadeadnlyofol chose dath hdocksiedhilntiagtertat énstgad i me

to allow a drive to wite data, a given drive c gain be schedul ed to
recei 9& i RN eRkE pw&r@m-oﬂil}s Pé%sé'id@écfoaaﬁgeﬁﬁﬁé%@ghftyeanécﬁr}ﬁﬁ%% Rl | er
conponent §.( Sgﬁggggnts, each of which is stored at the maxi mum (or a high)
rate al | owe y each drive on separate drives, taking advantage of input

buffering or nmeAanAltrAsRIEnBodIMat of the préeendinventici)the dhapeahd alidis
portions of a program are treated as separate and distinct programs. Thus,
instead of using multiplexer 170 to multiplex the image and audio signals, the
25 image signals are separately packetized for transport. In this embodiment, the
image signal may be transported exclusive of the audio signal, and vice versa,
The image and audio programs are assembled into combined programs only at
playback time. This allows for different audio programs to be combined with
image programs for various reasons, such as varying languages, providing post-
30 release updates or program changes, to fit within local community standards,
and so forth. This ability to flexibly assign audio different multi-track programs

to image programs is very useful for minimizing costs in altering programs
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devices to essentially pull in data in parallel and, therefore, acconplish
a very high transfer rate. This type of storage al so provides error
protection redundancy. The storage of data on drives, or other storage
devices, sh¥P®¥AM35ize 5 parity informddion which allows t hePEFU§I4MI%H be
reconstituted upon retrieval. That is, a nmeans is provided for |inking the
program IOQilida@llysintdlgﬁﬁlhﬁlior@gﬂid”'irﬁ_&datém@th@%fge&\/xﬁhlt%uﬁﬁ?ﬁ%ﬂ&ﬁéét&)HovanCh
of disk storagée arrays 124A-124N is scal eable inh two ways. The anmpbunt of

st or age spaedaplertogbeddm irslustiiyust abl e by addi ng or deleting disk 10 drives
within each of disk storage arrays 124A-124N. The size of the disk drives
det erm nes the '%Pé‘%?éﬁfsa?ﬁ%tjéﬂse@%ﬁ}’ﬁ’é‘éfsiWési@rd@él%ﬂﬁéﬁ 130, andgpiogeamar e

added. Alternativel addi ti,onal disk stprage arrays_can be.added to

t heat er sfsatcggslie@ ]%9(% SHAYorE dﬂmq?Wngcpsl@r eaeng‘?@%’ﬁr%fc‘ﬁ?téf’]é?geﬁ’mcessor
embodi FENtyroRGAnfdd @ Herfdifl 3HE ANEAYSs Heddidet MeldinlS

Redundant pAr\Pgay of 1 nej%éns'}ﬁ/e Devi ctée}és‘ s(é?%ﬂ%ﬂfrgyégesg"g?%d{}ﬁé}? g?:%vbeery
capabi | i t yonfigare®ntaisr egetatralizéd e fufictiordi slirdwave iinclubiingr nayvirdétlys. oD sk
storage arrays 124A-124N provide status and warning indicators to assist in
troubl e shisegragmable glactronde dsvicss orreampatess dhatsoperate uasider saftware or

di agnosti¢s_|.s.an er_option ilable wth.this, type,of design. 20 Still
Feforr ng TEV R PR EOPO TRk Pyl Bl ot {RBIfoetel s 8met ape
recorder Q&) tetBAol uc¥bad th 419 AREDOAtHOURRESRES By RERE: Pirggr am
in disk storage arra 124A- 124N when a satellite”link is unavailable and a
t ape 18 usesernbliel. sThathst@nstrecdoay spaciadizetidhartestrer . DTR 136 conmuni cat es

to storage arrays 124A-124N over TIN 126. 25 Normally, DIR 136 will not
operate with sUf¥iEnagh and aneie Programm streagyisswent toarterags array Basi dief rom

DTR 136 tq. th roj ection egui.onent . Als he ad and wite o ations - .
Cend to odstpaf sHsaa: by BB beissitte Jifrl FBCMPsdbtPEs? 7k cam dat a
smoot hly from QTRCESE gkt yﬁs)_itshiorﬂﬁﬂi@ﬁk@goﬁsqyreprf@mcorﬁ%mh eSfd
reasons, DTR 136 is used for archiving and’for transfer 30 when n

satel | i t e mbmitordhg ithe arairk alohepreBsiogy enayptiadesy steram 16T RCESGcomteolkirad728d i n
the storage arrays 124A-124N for playback at the full speed appropriate for
7 3 ~lo' J Dy Pevimplermyded byy pregrandmd) 9generahprrpese predwarekdevice or

Control of [ [ e ] gl

Cont o1 spRERAa% R AR B4 Foufited RARSGns"BRSI-ERE BYERIR Rora Gy
satel | i t e NdtikstkQor@finBghrovaded tQIES codfirdld €78 MondHétivake matvaihags of 5
all the other benefits associated with the digital cinema system In this
case, di gisysteed12¢FiptDdvarlarbubdntérnel hetworkp wisich aivily be eldsombed later.t he
theaters q émgneti c tape, simlar to_ today's filmdistribution techniques.

In additi &ES eSRtraliey 178 ramemysicatesWithaagnpressetsrioRi 164, RCTyRigrsatas, 168,

i I ' t : -.124 I hi :
Phe pidor BRI A od WBeu R P08 M A Mo Db SB ong
the resul the@pepamitled thédeeldlents REPlohQblIeAUSS A& eafirbl HRE mdMitsdsor age
arrays 124A-124N. In addition, other known magnetic, optical, or solid ...

state storapy A4, dégsitalr lihemhhape geesrdenylZ6e the. datiai kiansfért betpesehotimesehe
function of DTR 136. Wien a program.is to be viewed, programinformation is
transmi t t €@Visssfanshimpdiation tragemission pystemel Bk (FlGofhge arrays 124A- 124N to

a particular o of auditorium syst 128A- 128M aof { heat syst em,104 via
Choat er i nt er f SCURREAIETL L1b PiRtEieBl R SR of b ik ehprEy ik arives

i npl epent 34hieR iRfoeRdEINRII BEGFXEhAR a%%grﬂa%&%'cﬁsk 's’cd%%%é aka 121 flifg il
Wt hin such audi torium system 128a- 128 decoder 130a processes a

conpr essedhedter yysteths 104 ¢FHGN 2)0 Hewetery tisasalskillgat in getatwalltrecagrsies eeat or

surface and audibly presented using sound systens 134. Auditoriuym system
128A- 128Mothenedisssuch asetgrwritablearticabdisks gounld begsedin peme appdications.

decomr esartiaepGi Lt s6atra hub iFE Stisdes Ariegn 7 Ry dioraee: Gaveet Bhos, o
prof ector A3A 9, 30410 Y 3 DAoL B 1ok BRoROTRARBINGH 2Sk(

t he exception of’projec and sound system e I nplemented on
one 0B0 MORkPpichll Wrily GRletbREFLMONERE to Ihestoréd ih starage aafSeThl Aesndtmde
installed 1n a self-contained enclosure that nounts on of adjacent to

proj ect or Gerallynddnewpraigram ia storgdtadtpr #pblh pregram haabded dtinstarrért anded

whi ch int erfacea wi t h audi to(r;_%lum control |l er 294 and/ or imaoge 30 decirg)l/gti on
/" deconpr E8RIOYRASIRMREDSS Yt dHOVR YR PRIHURIRIPEGTARCSF by ffored pheng e,

cryptographi ¢ keying information.
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interface 290 all ows each auditoriumto comuni cate with di sk storage
arrays 124A- 124N or theater managenent system 122 over theater interface
network 12 r interface network jnterface 290 incl ude f

menory sucﬁv?-hgg}tga:ft:ﬁf ormation bursts canﬁ;e 5 transferred at ﬁ‘?‘;‘r’l‘?%a{"g‘{‘ﬁat es
fromdi sk storage arrays 124A-124N via theater interface network 126 and
processedaafl eyeBviERNSiakred ayyrettime overaegiven dink; Hependingen the egsipement
128A-128 Control .and nonitoring.data are passed between theater
nmanagenen e’;%gs‘t‘%er?l {9 secsiye 5“%““@6‘8&6?1‘% H?ﬁtﬁﬁgfehg%ﬁt%g? @rray 174 Teceives
encrypt ed/ - e,.pass to | i

decr ypt | ofy onomrcay] onrheamagh e RBE A Sttt Haed Mo flitis progggm

i nf or mat i packlitizet19d drodigitdl liapaimpba8loiderrgeal AREl cBAFIBELISP phase.
depacketi zer 292. Conversely, information directed 1o other parts of

t heat 67 siktreng iitet tiamsirgssior phage deisk cketagrearr 9 174 Bepds khe istored 2Bi%a to
identifies apd separates the individual control, image, 15 and audio
packet s t RRduptipndranssmssinaaysien Aldr Thecoprration kafirﬁslénsfcgése 200y dnisr ol
packets are sent .to ggdi t?rilumé? ntroller 294 while inmage and audi o packets
are sent PETRREIEPYNECL0IOLGE @pti on/ deconpr essi on systems 296 and 298,
respectively. Audi i > f , t Lty
o - oper at s, Dornab! BRIGBIKEE 1A Feceres Bl o D PR T MR S

ext ernal aragri7acasd conRgbirdormatich ¢rode CEPLoROIECOTRI €5t ntylSibEeiRer 296
and 298, along with projector 132A and sound system 134A. Contr ol

i nf or Mt | 80 goultiplexesnthenssatwe dalrastzeams, endt presents the rwitiplexeshtdash

port, or a local contral input, . such_.as control panel t he outside of_
Phe. audi « Sraih & 8¢ emspssh Trokessr B o nRtiror Pockelitarotih hncetizesithe: 294

manages t RgLieClh B! Hril &&Eéspﬂﬂ{aﬂago?t?é*ﬂh, 04 4BhgY %ﬁ@gh&@%%ﬁrs%e%?“ ed;
el ectroni c cryptographic keys assigned to auditorium system are used i'n
conj uncti demagibﬁtﬁ@miggwgygEMmr aphic key information that is
enbedded in the i mge and audi o data to decrypt the inmage and audi o

i nformati on bePigial tapedcemrgerdZb o TRoiessed |for aarghisfingride @omprdseed ment

2L B I a0d) 84iss anl FrerHGc3 5T 00 AN o RAEISIRRTARY [ A eat 5
sof t war e, dag’t1haRerCatdiiibl %@ilit?br B%Jr&ﬂsix‘%‘owmlesls braddelih® AnkAdgat or i um

controller 294 is preferably configured to work or conmunicate certaln

i nformat i onfov generhng enpepotadigimhinfesatton t@2diseributiahn(Tape racdrdst avg of
presentations occurring in each auditorium Information regarding this
pr esent at Fes8ivigss compressedhaéndaerrraned ioager andier and centrphidatacfriomy 102

using the n_lLin or.Lhrough @ transportable medi um at presel ected

Uines. | 1 mREEEL pobReine 2o hi S e ORTIBRINS Bhedices PR PR BE L

streapp 10;?&@6@&%@#@?@@&0&% 176 SahSfcts tl%eFafr?\éDEel:QfHecPBQtart%acﬁl@ gRJrege t NE

original image for presentation -on the screen. The output of this

oper at i onagapel7dl | Thpoperatiom of digiiat dinaaat?; RCBradegiizd & mandged balCES nema
ec

proj ector 132A. Typically, decryption and onpression are perforned in._.
real - ti meCoRrPlRs WP-f or real -time playback of the progranming material. 15

| mage decryptipp/ dec ression system 296 d ypts d .decqgnptes the

i mage data str&g#LﬁSggBG&agﬁmfsﬁé Ibpeﬁ'yéfq’%n Eg follsrregﬂ% r?.. g.el%omssmr
162 and i M&?ulﬁﬁéﬁ)’ﬁ%ﬂéml&@oxf%yﬁ&ﬂtﬂ@' i midthe RBAMIAYH bR AR RISIGIN 128
may process and display a diffeerent programfrom ot her auditorium systens
128 i 25t hef stine tt ot dyti edtrebdd Erononeompressien Aty ption Mmspstetre k10128
may 20 process and display the sane 1tprogram si mul t aneously. Opti onal Igl, t he

same pr ogMedwationétransmissjen systernl 4 grappises atleassone mgdalatar 200mn
relative to.gach other._The decr i Qn .process, uses previpusl r.ayi ded

ni t - specPRIE SRRANEFBG: %ﬁgﬁ?eh#&yal&l& ?E?dcﬂ(g‘ﬁo_%%ﬁﬁxmﬁéyfggﬁ'}/%?ﬁat on
in conjun arfi r 0
decryp!t tﬁ%h?ﬁ%égteérp/négfﬁgﬁ?rgn&gﬂagi @éﬁ%&oﬁgﬁﬁggg gig{sér\rtggér Sgé?%v}%iﬂs y been
descri bedcyliddated theater system 116. (FIG.2.) Modulation/transmission system 114

30 further comprises an RF converter 204, a high power amplifier 206, and a



reference to FIG 4.) Each auditoriumsystem 128 is provided with t he 13 KOV 2007
necessary cryptographic key information for all prograns authorized to be
shown on that auditoriumsystem 128. 30 A nmufti-Ilevel cryptographic key -
managenent systemis used to authorize specific presentation systens for
di splay of W¥¥P¥ prograns. This nufti26evel key rranagerrent"‘g'vgﬁ?m!’ﬁsll
typically utilize electronic key val ues which are 1 3 N3~ 20D2 WO

99/ 59335 4%48&?&%%93{9%%5;%05%&& QoRAbNeABDBONIAES A AbtAel WAEY T IEM
128, the specitic 1mage and/or audio program and/or a tine varylng

crypt ogr aphegt #e3n segHeon21ithi N the i mage and/ or audi o program An
"audi torium specific" electronic key, typically 56 bits or longer, is
programmed i nt o Medhlazom20MisiastangatdsubdyskEm shar adpsaforivagd earortwerrection

i mpl ement ed sever al iques to transfer and &rj_esent t he key

i h
i nf or mat i oH‘#’g‘;ng 8. a%rmeaﬁﬁ%?%,t ¢ REANSEPET A213 ARCYNSIUSEROSTASIAR BYRr Be
used t hfg Ougﬁeﬁité ag(?}mli {){heerc h%i'?@gs OEraRE %si(%r?rgﬁ?ﬂﬁa'}féﬂﬁzﬁﬂ%{vﬁn%a{niglﬂ&.

crypt ogr aphi ¢ i nf I"on. ernatively ogy, _
pr e- pr ogr amEe ol t#sal "B t¥n&aeAstedaREPEHRIM M @BodRIpt AkhAi il @M vAGH! Ces
10 can be used. For exanple, a smart card nmay be desidgned so that this

val ue, oncéhd eaderk used, irhe pfetrred ambodineentebfor the fortweardsemmot coaredtion
menory. Physical and el ect iLc, security nmeasures are used to prevent
Lanper i ng WRGHA, & ROPIAFA Goke (AP At KSR RO A O e bRARSEr R he
conprom se,.. T | stored in such a way that it can be erased in the
event of dér%%&g'?ggg%{zg{.ln%%tr}(?%g attenpts. The smart card circuitry includes a
m cropI®cessor IPIepéditletirn@oR &siivedty ehé NphtpIRNirdkt OhodulaAdr €200 X8t hAN

algorithm typically Data Enc&gti on Standard (DES). The smart card can
i nput val usdepnediade drequerncy rofptfof cexamepley g e Vhisusignakiimghehe

on-card DES al gorith nd the pre-stored 20 audjtorium. specific key, and- ;
Ut put t hDFOUHRt! (oNRE PRSRRVRIES 2Dhe EmRmeaiORf Bus RowLFmoman Be
transfer e e i.C yi Laf Qr:pRL i o ] i by 11.,the

audi tori umgés;{/@sﬁqégngl% %ngh\/\x%?dhggr P gr ?ﬁ(lgﬁ}éépr@ 8%@’5@?‘55”"8;*5 (H}ys ?ﬁl&? f

i nf or mat i omddificatsendforicoenpatigbtyawdthotihdirestdsfahy i stom, pk ee@sisldse kndmae
program data streans undergo dynam c i nage deconpression 25 using an

i nver sE® ABSDCT RFgepcartverter 20dheill ganerallydisonptasskird subspetessthay eopveits t o
t he i mage gonmpression used in the central . hub ression/encrypti on system
110. 111 molCoRpReod BAnsmitsgae sabli oRsaisdiehramnRior, o o preferred
deconpr essgRiboRiReRs arl ﬁcsl,iﬁﬂasamaw N £is @Rgehted a6 KO hand MEhIE THERUENCY
wei ghting, inverse differeitial quad-tree 30 transformation, I DCT, and DCT
bl ock conbbaed odéput BrtuaablerfopomiEboutrlddeGEzty . 2. STweoad domverters and

deconpressi on may be i nplenented {n, dedicated specialized hargdware |
confi gur ed3PAUtPRadIG éW(‘:tFﬁo‘h""sruEﬁltag‘%nswré BaYoke wplepented o provide 3

~~0~ z§02 - /&F?ﬁ i ®R; i t he
decorrp%b;sm nl%g{r\eg’?%%s%u%lgag rfren sﬁ%géagsé% ?e(rrng Irgfr%ra;ﬁgg{j gglssdtﬂarhg‘gr }éﬁwgérir%crllt S
or gener al g athpbiuar Anplifiet06 ovanplifiRhiion! Fleghdraly bargiabther ARgg $Res or
programmubl e el ectronic devices or conputers that operate under the contr.ol
of speci al Kaband omysaiternatizelyr bé used\émetraiqmisgmﬁf the signals byisetelidtecor may
be inplenented to, process the image information in parallel to support high
i mge dat a?f af’%ﬁ‘?d'The deconpressed i mage data goes through digital to

anal og conver si . <0 ear e I 0j Ofesiidfle

Al ternatively, giiﬁ?gﬁg‘é’fep?an’ﬁ@?¥‘§geﬁr?a§ elf%eg%?g@ggﬁégy@rhg ecg?r%r essed
di gi t a25 i mhgquenty) fransthet signalr fjreehmymiksion apvobal batgllitbararepdnter. tTheo
digital -to-anal og process. Audi o deeryption/deconpression system 298 takes
the audi o Bighpewesamplifigisieiphered itoaatioswitgl Gver NIt &2oty§hawn), maydbe
reassenbl es _t origi,nal audio fo esentation on a theatger, .s, speakers or
audi o sounHS%%;gq gﬁq‘%ﬁﬁgqgmrgs{lt ’Eﬁd‘{rﬁ{a@% et Q?Pﬁ%veglrsé'\#%geg?ba{ﬁ%rd line

| evel audi o si gRerS (HAANAGh P¥FASHISLRA \sydtemy! Brltislldr020 be used to
decrypti on/ deconpressi on system 296, audl% decCryption / decorfpression

syst em 298interfars egithheonfiguad, and paiordtorethedgqaipthentc dnpearsls statiéd 200d
audi o encryptor 168 of central hub 102. Using electronic keys from

crypt o3 apkiontolier 208 amaly Be implernenfedresing well kmowhegregeanmable hiedmware,
enbedded in the data stream decr tilt()n system 350 decrypts the 20 audio

i nf or mat i oAYCHTAL2 PEEIQFIH EAMPHERTO g’to §t1¥?ren deconpressed. Audi o
deconpression is perforned with an algorithmsynmetric to that used at
central hub 102 for audio conpression. Miltiple audio channels, if --
present, are deconpressed. The nunber of audi o channels is dependent on the



mul ti phoni ¢ sound system design of the particular auditorium or 1.3 NOV 1002
presentation 25 system Additional audio channels may be transmtted from
the central hub 102 for enhanced audi o progranm ng for purposes such as
mul ti -1 anguage j.0 tracks and audi o cyes for sight inpaire i ences.
The system %9&3@% provi de additi onal ddta tracks synchr oni g’é%”ﬁ%?g/t"ﬁ‘ég

i mage prograns for purposes such as multinmedia special effects tracks,
subtitling, anEapestsiornv2bbiabngiste dfrAALRF iBlertonndw@ansgd anaint&tha. An

audi ences._As discussed earlier, audio and data tracks may be tine
synchr oni Zd8hu or isérucrateispgengrally intludeg that heoesasiRE tipgepmetiendb SIHA

it hout di i 3 ~=~a~~ .2002 WD 99/59335 44 PCT/ US99/ 09418
\émyncﬁlrjoni '22? f Wé 55%8&%%(&? apd H?ﬁ%’/erc iagrtcocﬂd?g?wgseewawgt (noteshowgn) | |
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an audbo dedray egitBNBationd 210 tohthdsRédter aydRIngY 1@ndeR‘edr t Rioky NdMhRidinZ e
the audio with the appropriate inage frame. Each channel then goes through
a di gi t al broadeesit ocharowlsr sThe broagdcasti signahatondaias keomtrolagformaéohefm!

outputs to sgund system 134A. That i, the appropriate analog |evel or
format si GYAI¥INg é%e%?%éYFWHFﬁ tafe the dﬂ?&ﬁp éeﬁ@ Rrogdcaste PERGHASDr i at e

sound SyStff%{Hh%Pr?oﬂei 98114&8?’ flfo R {igﬂggglg?lgﬁ’liﬁxgité?ls’t% gpr%ageﬁﬁ%éﬁmj%r&%a{h‘it ALR or

AES/ EQU connectors foun n nos r soun roj ect or f32A

presents ttheatet seletavely stefsandy raddived ?i‘o apiE @ Mtended $6r eNpartfaldt gh
quali%g projector is based on advanced technol ogy, such as liquid crystal
a

I'i ght 10al vhegtersystemeandder pther spotied Sunefiagst dssatiated withgrystemiapfesatien.i on.

Proj ector \132A receives, an inmage signal fram. e decryption/ deconpression
cyat om 20¢%S FiAgIEERAd, This DECRATRr KR P e EAOHER PUEh SLhEn I By ot
| nformati QRedd ARktb OF 16 QA £9Ph e nI2RE daBREGOri ng of the projector 132Ais -,
typically provided over a digital serial interface from auditorium d

control | er 294 Reférrited eow vy FHGi 6) nét@vd?:k&naﬂxiﬁexﬂexibdﬁtemm & {hassited. 302
includes a _fiber channel interface 290, depacketizer 292, auditorium
cont r ol | elNetwwprk magageweny systeny 4tk comirelssinsh managemdigital cingma system

mocouls' el SRR ey & Mdmtndh ot B fmphants e iRkl b dg200
houses t h%nﬁ%‘é%%?k%ﬁ?&%? 9¥éteh@rfoa9 e{%egg?ﬂt%l%ﬁg:be%gﬁgalﬁléapéd’tt?a'?d/ or

regul ation, cooling fans (as netessary), contr , and external

i nt er f acesetwbek Imaaﬁn%me:htr systemnel2 mynages theytotdl vperacion &hohe siystptt,
devi ces such as a nmenbrane switch flat panel wth enbedded LED indicators.

The | ocal iedHding conatiel o theihrapdsastingpraransienplayhack Hdisplay, sgedritycands

door to al ntry . into the_ c Sl S, rior fqnr servi or 3 .

mai nt enan(?é]g\%llﬁi sn %‘&%ﬁhalgaﬁa%eg%%?te f‘b@c&%tng pr e&étﬁf?{fhvaeﬁf’ho?i z‘glatrg‘jrﬂt??)
theft 200r hammRnhéet $stdiCirsWHi@Tprddessdd ihhé Prégtnktibn 6F YREQESF pdibmsSmart
card 300 containing the encryption keying information (the auditorium

speci fi c kepjrol somelof3heyhedter Ro@gions Bey beisgplamemEt. US99/ 09418 instal | ed

i nsi de decoder dul e .chassi s 302, secur behind the | pcked front el ..
The cryptogr aplhrf‘}&)t MRANAGEIRYt Sy steqt oLk IAMRPISAsy af ngiaa*e e %eét?'plSPFaEd

front pan 5@{ i t put t I r Vipty s .£5Si on
system 29 ?%%?%j e @Fg%%%&ap’s&%%ﬁlgg e&ggtexjgure 31}&%1&%1'%&%2@03@?%_ ule 5
chassis 3Q#dma sx@:bnmmmdﬂ%rm@a nr@Pbtent AP @, iRGehLfASHaRAH ke t he
decoder nodul e chassis 302 is nounted to thé projector housing. Security
i nt er Rdckstandarde platformo workstationpper aiinglar oprogremisablde datadptacesging it
i's not corre&tl installed to the prgector 302. Sound stehmdrlP?ijj‘A presents
the audi o DR Viass: eté"%‘ﬁ%ﬁ?%ﬁﬁ‘em TPECIRE ol r MENeFFEA KT SC1G BBferred
enbodi ment. . SN AR SFRi A4 LRERS! sySRr Roo,
Under control of network management system 112, programs may be
broadcast from central facility or hub 102 in advance of the time for display of

30 the programming at theater 104. This procedure will generally be utilized unless

a real-time live-event broadcast is desired. Thus, a separate process controls the



to 12 channels of standard format audio signals, either in digital od 3 KNGV 2007
anal og format, from audi o decrypti on/ deconpressi on system 298. Accordingly,

a digital cinema systemand nethod is provided for the electronic
distribution of very high quality audio and/or visual programm ng 15

material toWMHINIS or ot her | ocations?2Bor view ng. The systear/asep/ovdtshod
allows for the flexible scheduling of feature filns and advertisenents, the

i ntegrati ' i ' i L.gn :

| ot ement ot rger ot CEERPH- SR e AR BN £ e BB e ot of St
The previ OpadesdtitbatisreRsioh fide Rneferusdognbodi nents is provided to 20
enabl e any person skilled in the art to nmake or use the present invention.

The vari ous nodNetwatk onsmrtagetrieas e peotessome?220 aisbl domtredadihe Bfyeaicass, to
those skilled in the art, and the generic pri nci_I%Iqes defined herein may be
appl i ed t OTRRHBISSORL QY| HRRSIET Fatenelithe REOgraM D ThgetrARsBISIQR ratecmayybe

Thus, th i tian.li i dto be Limted.t

embodi font SRSk B SerBiing of3he 1PPERr BrossPabang e il ol B anster
consi st ent cHanR1 tRepRiH. NHoR! SGnid, '?Hl‘éeﬂna_ eaby r?dS_cQ"l Qﬁé%%fglerr @@;for 5 3
P~ 0 ~J 2002 46 CLA?MS 1. Apparatus for distribution of di gltlzeg I mage

i nf or mat i quartioularesateldité oraatponder, dreothppdatd linkcoRarakelnprogram aansfesne
central facility for receiving and conpressing digitized i mage information
accor di ng Mésht Ypanacustasdigherrtes. nedigisprogramsawdid are §toreduand pjayed

conpr essed_] e J.nfornati;on for e oL _nore re ely l.ocated.presentation
e e hAdkat 1 AR, ik S B0 ladafe BEIPRE pYeaedd i 1BIRER 5},
and st1Qr i ngydal s fied reealltim@e iaté ForBthaPbrbpfari! €¥e8baAthOAh Alte | SRBHe ONE
presel ected tine; r nmeans for distributing Stored conpressed i nage

| nf or mat i crenpressionoicoding: afetipregsammisgs rateriahmiayesary ffor different
deconpr essi n%’st ransg erred i npge |£111(‘,50r mat | or} I n each, decg{_]%r essi,on system- -

during pl RASELKMS OLEHBE MATRIG Gualily levels Al Compression. s ArasmsiPR A diVe mage
I nformat i ' s ' . Claim
or 2wy RSl & AQhEAN WP S TEhissitne A1 e BRI af I O
t he centr adomhpessiohyratel. The apparatus of any preceding Caim further
conprising a d-i‘gi tal image generation systemfor generating inmages in

di gi t 3P f or mat .Astedundandpactatark srarggament, prosesseirnmayapes provdedans a

FECEEN RN IRt RN R
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a standard multi-drop network architecture, such as Ethernet. However, other
known network designs and types including optical based links can be used.
20 Here, an Ethernet hub 224 of network management system 112 supports the hub
internal network, as discussed later with reference to FIG. 8.
Network.management system 112 may also comprise a modem bank 226,
which provides the interface to the network of theaters over the PSTN and
generally consists of a set of dialup telephone modems, cable or satellite
25 modems, ISDN or cellular link controllers, or other known means. Modem bank
226 interfaces to network management processor 220 via a modem server
function. Modem bank 226 serves as the receiver of a return link communication
path from the theaters to central hub 102. The return path may be utilized by the
theaters to request retransmission of program data blocks with errors from
30  central hub 102. Furthermore, extra presentations of programs, or changes or
updates in program material can be requested using this link. The requests for

retransmission and the retransmission themselves may occur during or after the



6. The apparatus of any preceding Caim further conprising neans for 13 KoV 2002
storing conpressed inmage information in said central facility for transfer

at a later predetermned tine. 7. The apparatus of any preceding Caim
wherein said at | east one central facility is configured for receiving and
conpr essi ng P §¥¥%3%d audi o i nformati on %dccording to a presel EET@899(Q9?WM

and wherein each presentation system conprises: nmeans for distributing

stored conprapsmésiaudi dhe frograhi watdrial. dnealosrnapive elrbodimests) the satatens;

and neans for deconpressing transferred audio information, in each

deconpr essP¥# ax¥ & OV dppaiigh ws satelldeacharmelwaerether slewy dadapraéssi ng
of said digitized audio infqrnat.i ccurs .variable rate. 9. The

appar at us ‘%maﬁlﬁ?%%p%gogﬁtwgﬂﬁggﬂﬁwgﬁ' %‘ ﬁ%‘éﬁ@sef’ (ﬂtﬁer gBWPe‘E@P%Oénd
transferri i el [ | | W] Fals i din
e from e I e R LN A PRAIS SFBY PImpRRbPORE
or noreé pr2xel ected audio prograns with at | east one presel ected i nmage

program as desired at presentation. 10. The apparatus of laim8 or 9,
wherei n each of CeHpentaddheatpr systemsl lboithistra¢edrin FIQ! 3 raonitors thackalitpobe

resented with the sa . mage program during different presentation events.
5)1 ~The ap‘:}gﬁ?r gﬁﬁs”&?tegﬁﬁ%‘? céggng’r@’ “h 2wk llitYI 55§y ted8i RgtHerkai d
digitized fn'ﬁﬁggerh@fmfﬁfg%&fnoﬁz‘?ccurs at a variable rate. 1 3 Fv b' 2002 48

12. The apparatus of any preceding Caim further conprising neans 2 for
encryption of s@bHoédtb@r fiatenspstemsaile MpEBEAtdtoRasy TreMIERY isgfen{reans
fox decryption of encrypted information. 13. The apparatus of Claim 12,
furt hel0 coregeiver 2§2nwhich fypricallyowildihaye zhe sameatpsigrnas akegeiver of atheéater
necessary for decryption of information to aythorized presentati on systens
at a separS¥stem ¥ 1 RerIxeL 29p iRigrizseo it F‘BEP%HQ”@e’TeF?WﬂLaWaaB%rf@t us

of Clal M Lacel A NGl SONRS ' SLAGIEAN SR s3I AGn2 AN LAPILLA N1

cryptogra i on necessary for decryption a

present at | @RoaYR ke#ERliRl108. ALMBMaaRal2k RableVP IPtHas fid Pher®A ¥ REEd when
informati on. 15. The apparatus of aim 13 or 14, further conprising nmeans

for 2 indiether nypes tof Mnksnare eniployedt, inhooderst destrtjet ggalayhot skely links.
i nfor tioegjls valid and for assuring that said key is only used during

that imt ervallocated theatengysieny 1o alfo epmaprisesat h%amm MASRBEMSIH PrASRRF f or
2 over ! A AL SR A LT IR AT RSB O
further cogmilityi parabans &f HY tRAGIGe@lsidiRAStMARGgYMEAT FRbKessht 286 iadso
per ceptual 'y unhnoti ceabl e during
provides a quality report to network management system 112. In a preferred
embodiment, management processor 236 interfaces with network management
20  system 112 over an Ethernet or high speed data bus.
Referring now to FIG. 8, a block diagram of hub internal network 250 is
illustrated. Hub internal network 250 is the communication backbone for central
hub 102. Hub internal network 250 may be extended internally as an Ethernet
Local Area Network (LAN) running an IP protocol suite. Thus, hub internal
25 network 250 physically interconnects compression/encryption system 110
(110A-110B), modulation/transmission system 114 (114A-114B), network
management processor 220, and collocated theater system 116 (116A-116B) in the
central hub. As appropriate to the specific functional partitioning of local and
remote functions, an external interface may also be provided to connect central
30  hub 102 to an external computer network or communication system, if desired.

In a preferred embodiment, central hub 102 provides for redundant or

backup components to meet the availability requirements in the event of a



presentation of deconpressed image information at a predefined normnal Ht@v 2002
of 4 transfer, but is detectable when said inmge or audio information is
presented at a rate substantially different fromsaid normal rate. 18. The
apparatus of Caim17, wherein said wategprmark identifies bot

presentati O{quls’%g”a?nd | ocation for i maggbor audi o informati oﬁfc‘zrmﬁ”@ﬂ@ Q'
2~~2 49 19. The apparatus of any preceding Claim further conprising a 2

nodul at i orpramary campanssit dailenes t Bt systest withis kengahhubrid2dsas a primary

comuni cation |ink over which ressed information js, trapsferred bhetween
sai d cent rP¥FteRn AR Ie?tf‘?r énaaﬁlg’i%gtlpo?y%%t% as Jppiltrife r 3qYs wath

Glaim 19, MRSEGKA Solith YVA0SLBLAARIPLL 30,4 ORI IR NRD 8O RIS Sod

i nformati on 0 any oné or dra I uns

mul tiple presARt A6tk B0 i Rbane&EeH Qs do&lﬁﬂegzﬁi@ﬁ?@ﬁcr?g'i‘ | dy3tdrHER10A dE
sanme time. 21. The apparatus of Claim 19 or 20, wheréin a‘transm ssion bit

rate ob 2 140Bpreshedtionf oansmission systemsetidA and m@,tnetwoekaham%a’ﬁeﬁﬁi d
information is conpressed. 22. The apparatus of Claim19, 20, or 21,
wher ei n a pregessars23Wbh api 2208y anc colloeadesh theaterisystems FA6 Acamd t16fusingto a

bi t t t _which i d inf ' ' . .~ Ih tus. of

of | Ol ai s £G4 B 5903 QlfrUPHR BRI IAHORA DR R B ATPAE e OR TSasERto0
t id | tJ t '

L anom 1§ SO APARR PO B Y of tn EfhcRhoaaff, Feks Abcfindte@3i taft o

appar at us a9id BoY edmEhRi I Al&nd 2528, I¥Agl deteadilyl uiirRstobdby2tHosa Bk{lRId
conprises at |east one satellite, the apparatus Turther conprising at | east

one céP| odntde¢ autkowi tae previslestie redundant systemisdand monakctions,|dnd, that
nonitoring 4.qualit f_a satellite channel .used for,transferrin

Conpr 655 e TR T BiReD b Tt PovPadptb (b Rt Vel ot Erdudancy as
charact erigkireg, ofvidl fbpiBbflatd { Bit&RBARBLIGE GritR! iRtéifie? desiehed | eMgl of /
quality. 1 3"~~6" i~==C2°5u 23. The apparatus of any preceding Caim
further casguhdamgpacdessidgwenpabilitiesf ere provkidddstpossstiréatlislsle sperdtioant al
facility and &resent ation systens over which data is exchanged. 26. The
appar at us Teghiy time segsitiecand demmngling Presesipion avarkgtsa sugw ds Jox frst run

crypt ogr aphi.gc . securit rpOses.. 27. 4T t us im25 or .26
eharore sHbfioRthlt PYORECEP 1né TeallBRAPRALHIARY o dhertlea”h) o
conpr essedstaHdbyTedr OWatBCRhME Indde 98idésitea I8P bahidOsklSMIIre A dsWALEN HPérS -

28. The apparatus of Caim27, further conprising neans for re 2
transmttiwvigewoegdesbsed i nformati on havi ng been received at said

presentalion Syl SuL L PLr oL, Ot Bl IR Ll 28 T AmRatalus
and cont T @ohRRES1 D FEITRPISsehtASH 8 'tRéater systems such as theater system
20 104. Exemplary embodiments of the processing blocks of theater system 104 are

illustrated in FIGS. 9-11 and described herein.

FIG.9 illustrates receiver/demodulator 120 of theater system 104.
Receiver/demodulator 120 comprises outdoor unit 270, which includes a low
noise block and a parabolic dish antenna pointed at or tracking satellite 106.
25  Outdoor unit 270 receives the signal transmitted from central hub 102, amplifies
it, and converts it to an intermediate frequency (IF) in preparation for further
processing. The dish antenna is generally an offset feed dish antenna. The size
of the antenna generally ranges from 1.0 to 1.6 meters in diameter depending on
the geographic location of the receiver and frequencies of interest. The dish
30 antenna may be mounted on a pole, penetrating or non-penetrating roof mount.
Typically, the size of the dish will be designed to be small enough to avoid

restrictions under various governmental or other regulatory ordinances. The



between said central facility and presentation systems. 30. The appar atlusN0V 2002
of any preceding Claim further conprising a 2 network nmanagenent system
for managing a network of presentation systenms to present inages for

vi ewi ng at LZed tinmes and | ocationg. 31. The apparatus j 0,
wher ei n sai g}&r\%g\?\%%sk managenent 2 systenmﬁpr ovi des operati onall‘HcTon 9?’(‘))Pllgf

each presentation S}/ste.m 32. The apparatus of any preceding Caim_ wherein
each preselvatiose blagksisdifpicattyra sandard hgital videonbrpadrestslovwneise block

<2 br oncRLP L BE BRC TR Es e R Sl it S ATBOTRRS i I gt tor °"
auditor | Untd Betdd1ARI 10" BTBYEX ah Shdleltftddini®y, thelodihithsisnaOfignr ihd4-

The apparatus of Claim32 or 33, further conprising at |'east~one
decoder/ deLNBpisan ilRtiaghatledahdtfeeqearityi mange. PTieg ENB hayiat feled IS@indthat is
auditoriumto prevent w retapping and copying of inmages. 35. The apparatus

of O ai‘m 1&sé#lleshit the foralinpintiof the Bah astensge i standard sepxighcalle conaects
conpri si ng for ,detectin i cal intrusion in a projection system
for an audfq%mrﬁos@g?gﬁﬁgﬁﬁog ?Jﬁ] éf %ﬁ’ﬁ’éﬁ?%‘f’&ﬂf?ﬁ@ﬂg‘hi c key 4 information
whenever such ap,j i i el 6 ..appar Ainy 32, 0
any of C ains 3§e§[:%lbgg/5daegﬂ%&etglgn ent Zdatlﬂogr%%ﬁr???l\?ﬁgrgi ﬁ%gfoﬁgggr ozg’t rgater
conpri ses gutoenaiexeqhestnfdrt rqtkensmnidsibar (AR®)aptbcesict QPO 4Rl StamGRrt
systemis configuredto transfer 4 conpressed Information of a single inage
progr am t odeintdgplexer @76s bi asprefeanedi embodmment,t thege dbe¢ae companenty amerabl e
of fsets, in, ti rel ative E‘O each 6 other. 37. The a pagéa[tus of Cl aim 36,
wher ei saifﬁpgef%%‘étﬁ @SSP B HL G SihaRT b A emRly 05 A S DS FRl RIFRROSE ICOMURHEL 50

that said si ; i r, i f . Sai .
audi tori un%ddgg i? a%iggfﬁ/ﬂg&nﬂi}%@?\%382?%%%&9#2‘%%%2@;?us o:'I; paf&og\lnﬁ}) or
any of O atifeuiBdaidasdémitdy aepehepiztalkd heidotheafed hiveigebemtisysiong 122.cent r-al
t heater storage system for storing conpressed information which is to be -
used far creatiRgcat dhamnalthough evpragramt istboorsdcast fmome cantiial dwibu®@2, 88l The
apparatus of. C aim 38, wherei aid ceptfral theater storage, 2 system
cohr Lses althangh dheater Saern 10326 dabBplenat (PO BNEAN IR URL S aBrOBTAES,
appar S i r ek LA a b 1S€es. rray
o ot 1 el Fettin SO LB B8LARR) Rkl 3 SGRTRLY PRecel T Y
parity infprograhtiri@irtended fdrf thegitrtipnias ehesbe dypamt | Oostrof irdormnagss ed
information to different ones of said devices during storage and 6 to a

si ngl e prelehidad im the breadcastsignalito irfpemahsthaeies systemsaphpregrammaing n

221 co Bk ISR SRR BLANTA A TGO BT R Pt Bion (.
provide a ggsirafémidPptd@Rad fttedral € and error 4 protection redundancy.
20 Thus, demodulator 272 recovers the data and clock of the selected
programming from the IF signal received from outdoor unit 270. Demodulator

270 may implement any of a number of demodulation techniques, such as a

QPSK demodulation technique when the program signal had been modulated

using a QPSK scheme. Demodulator 270 may be a standard integrated circuit

25  such as typically used in set-top receiver equipment for direct broadcast video
reception. Such demodulator devices generally include forward error correction

(FEC) signal processing functions. Error correction may, for example, be

performed using convolutional encoding with Viterbi decoding along with
concatenated Reed-Solomon encoding and decoding. In a preferred

30 embodiment, the convolutional code is a k=7, r=7/8 code while the Reed-
Solomon is a (204,188) code. The error corrected output is provided to ARQ

Processor 274.



42. The apparatus of Claim40 or 41, further conprising nmeans for 2 ?ntﬂw ")
a viewing history of authorized prograns presented in said auditorium-a (y
for reporting said history to said central facility. 43. The apparatus of
Claim30 or ainms 31 to 42 as dggendent 2 thereon, fu

conpri sing t%g%/%gssganagerrent system fo Eoperat i onal control g%@%%ﬁqgf‘gri ng
of auditoriunms within a theater conplex. 44. The apparatus of C aim 43,

wher ei n sai d t Bt progessereddnperforns farthpr ertesrcosmaepionsess the sigrats from r ol
means for creati d representi ng programsets frqom.data representing
one or nor rf‘@élérag‘é’dasﬁdi \fﬁéﬁa f???ég%fp 39&%?‘8%‘?5 \Wnalﬁit r YERAHEuIYSHS or
present ati | k | Rg i ' 4 The
ppar at us SPUR LAt PLA AR By HIGRICRETEOdOE Pa IHAEh Mbeicf

di stribut isegueitior data oinghepdearriulaegdpsigatpMsThndesulbingdcempied digitl ol
fromsaid central facility. 46. The apparatus of C aim43, 44, or 45,
furtheb congnatsireadormeans Hloek 3s sompraaed el & \digitet signatirgy vatueowhigh wasl

presenting prograns under programmable control froma contrpl e|enent
remot e frdiARBEE entulséﬂgfactggitysami 3 fugliag o-signafirgy fr‘f&é’fg ratls of

any of d gy .10 A1t | Sl I l: ]41 rtain
o esel cot adoRulslis TRoruSOlE SyREP LI A et RRAL Bubor i bitiot B B4
facility. tﬂ&\sﬂh@daﬂmgawh Bl N sbfeafdl ol e ti3sdtelité chhrhehelf werdkital Nng a
| ocal 2 theater networK systemfor distributing stored information to one
or nore ofsignatuire icpmpmiteg hyf ARQiRrocessor 12544t inmtsideoticalr s dmtatransmittedan
audi ence. 49 he apparatus of any preceding.C aim erein the i mage, 2

i nfor H’@t i O lthsl‘r‘fr g9 adead%ﬁ‘?&t REOf oF n‘lggfcait?élggETﬁlbéP %ﬁblﬁcgr‘é YNGR f or m
of either . L: [ Ser of, [ L g ures
o varyi ndcg B4 kg {BRBERAUOR VaRS: ARG THBRR0R 474 BEcdRRS LRI PIOCK S5
means for jdehfifds L RueC RIS BIockMwalth &XHibib Qr difereAr e siedottditt@land
information in said central” facility; 4 neans for retrieving said stored

i nf or mat i dmamsmhistesl digitad pignatistecvaluefaythatddodn Theatenydanagemient System on
to said presentation systens;, an means for retrieving.said store

i nf or mat i chf2omay a‘i“dh?ﬁaﬁieﬂ-l‘ﬁnahﬂ‘q‘t g%fﬁé‘? SPARSR) Tetrapgmus§ien é’éb)’n?étaﬁoﬂPQ}FSt em
storage 5 h aJ, U f | a5Q; 4T L riesd Means

ar chi glgng]%a%al%ﬁ?rgdl um a gécgl oﬁ%ﬂglri\t 9§1¥#a%%ﬁ%%§gg}5)2.ééfﬁgalappar aIPg{sw%

C ai m 50 viahdgerhehi SpdteROTIY mal IlerB&RANERIIt thode bibakisigqaestdd Hydiuatédt

said presentation system 53. A nethod for distribution of digitized inage,
of either Sstérhs 3dp4.2 TheatesManggemenis Systemi 122 maywiepldcedloadcnin wihéch the

R R S e e S T R L
~! =~ d 2002, 7dn it Bids  WEN' BRUbAhEbI6ERNEERAA R IRLLA! OTRA SRiULNe

or nore
20 greatly reduce the resulting error rate of the received signals. The output data

N

from ARQ processor 274 will preferably have an error rate between 1x10™ and
1x10™, or less. Data is then provided to a Transport Demultiplexer 276.
Transport demultiplexer 276 depacketizes the demodulated data stream,
sends command packets to theater management system 122, and sends
25 compressed/encrypted image and audio packets to storage array 124.
An exemplary theater management system 122 is illustrated in FIG. 10.
Theater management system 122 provides operational control and monitoring of
the entire presentation or theater system 104, or auditoriums within a theater
complex. The theater management system can also use a program control means
30 or mechanism for creating program sets from one or more received individual
image and audio programs, which are scheduled for presentation on an

auditorium system during an authorized interval.



renotely |ocated presentation systems; receiving and storing transfert8di0V 2002
I mge information for presentation at at | east one preselected tine each
presentation systen distributing stored conpressed inage information to

one or nor e‘,ggg%gg%sessi on systens; and ggcorrpr essi ng transfer;&ﬂ@isg@@ﬁwd o

I nformati on 1 n"each deconpressi on systemduring playback. 54.
Claim53, further conprising storing said conpressed i mrage and audi o
i nformati on i n Bheaser cownpgemest naisksn il3depengaisesoh dhedtent manag&seniThe

gﬁﬁ for mod F@%&%}Bﬁ%ﬁ%@giﬁ%ﬁkgai%ifqrf’é@é?“&‘%?ffc%ﬁ%BEa%@Eff’%%ﬁt&”a .
for med PR s y. 06 Crienbehaucrces
using o di ey tink ok SERKR e SR LAKES BAR BITE0T othere By o8 2

further COMpdAtSi RthrfdRbMT st&ﬁnmeﬁsamwesaadvieaanaeg@é} RferhBROSSCH HO sai d
digital image generation systemto presel ected authorized presentation

system$ t hmongbr saidda cset irderfhee devicy ssichstsantkegbbard; omhiehpraagresids inid h
digitizing of images. 58. The nethod of any of Cains 53 to 57, further
conpr i si nghERIST ICRENRIBXFRaTwEEE siaftigk tiskat el OF ARKOtRET BHtable degationdhat al

facility f.or f | at determ ned tine. ~ 3 P~~ u' ~ 2002 55

59: The ne ﬁgécgﬁégﬁ&%&e%e&%ﬁgggrﬁb 58, wherein said at |east one 2

central facilityhdaged h'{ah_ﬁgém%ﬁf' kaHes &St d80ris rg%ﬁ@faﬂg"&séﬂ@a?&%xﬁﬁék&?l or
resel éct urther

digitized audio information according to a ed format, and

conpri si ngousinelissgraib wWommputet o (Rederc g tee FEE dl (audito reéfefertcretol BIG. 20 tiasageror
nore deconpression systens; and 6 deconpressing transferred audio
i nf or Mt | JRANASRAENt (HEEeRSEE s 3G rrosymuaifateD Withe siarage damay €l Bidd- BN,

wherein said step of, co [ ' 2 diqgitized di o i nforpatj on _occur

e e oot Bl A SRR Bpd bS8 R Hhh B RRegRoL e
conpr essi NQe ARG 1&6?”%&%”%@%&&&Og{d%@sc&sgﬁﬁ'&?rﬁﬂxdﬂi&é‘reé 'Wﬁg tl'}e. T
information segregated in time frodm an associ ated | mage using an | dentifier

to all ow |denktalth reswoek meansgementespdtent au2 ardi thepregiAannkv28l. aln laeast
one presel ected i mage program as desired at presentation. 62. The net hod of
Cl ai m 59, pEfersed emboghimest medem 282 is aised 4o dommrupicater with acotnat hule 102.

0o ol LA5ks Lo e bresentad Wit e sar Limge, braglam dur oo

‘Qfe;ei/gr ?g&gﬁ?&%@e@f the HRIBBESTS ARG BRhECE tG1dl §t2RHaldBIB-WHeARIILAR 1ReCUT S
to communicate back to central hub 102. In alternative embodiments,
communications between the theater management processor 280 and central hub
102 may be sent using other low data rate communications methods such as
20  Internet, private or public data networking, wireless, or satellite communication
systems. For these alternatives, modem 282 is configured to provide the

appropriate interface structure.
Information communicated via return link 284 include requests for
retransmission of information received by theater system 104 from satellite 106
25  which are indicated as exhibiting uncorrectable bit errors, monitor and control
information, operations reports and alarms, and possibly cryptographic keying
information. = Messages communicated using return link 284 may be
cryptographically protected to provide eavesdropping type security and/or

verification and authentication.
30 Theater management processor 280 may be configured to provide fully
automatic operation of the presentation system, including control of the

playback/display, security, and network management functions. Theater



64. The nethod of any of Clains 53 to 63, further conprising 2 encrypfi3nggV 2007
said information at said central facility and decrypting resulting

encrypted information at said presentation system 3 ~~a ~uv2 56 65. The
met hod of Clwbmy/Edsasf urther conprising s{oring and 2 transpor pichdsesn9dis
cryptographi c key information necessary ftor decryption to authorized
presentation systens at a tine separate fromtransfer of encrypted

_ _ 4
i nf or mat i oRATGEeMPRE PRACKSWT o280maAY: 80 PIAvidercBir PEi PRYIPRRIRE dheatgra

time 2 intgrval ov i.C id cryptographic y information is valid,and
assuring t é}&gglgd&licé"%ss Egglﬁyr%%&yﬂ&&%% r?é‘lat ﬁaté% is Ie“r‘?/sﬁ}r& é’_f’.eraﬁ(én%e?lﬂ%d of
Caim66, EnyirbemeRIPEOSOD ONREMaAIVERE ARinthal iAIPERESAPMNAG KEYused to
information in a storage location after said tine interval expires. 68. The
met hod of supplemedi aiomtrd3of sorBZ, of the libeateo mperations. addieateramahageasntone
wat ermark which is g((?ar ceptual Iy unnoticeabl e during presentation of
deconpressRHPGERRIe28) Mmadi 8lse ningeriagg ovitht ceriiedOnsHRE GYtTRl antameatien 4
transfer, but is.detectable when said i e_or. audi o i pf,ormation is 4.

bt osent e Soters i ThERERES ISy i FpnlBhe: RrufiEaRoR s Sens il e
met hod of Gh&inAtiG8ly, eBRROI O BOm{eCtNeafit dpltafighsl WRheds Ia?bgcﬁpdibgrg?r? Ahy
both a presentation tine and a | ocation for 1 mage or audio 1 nfor ion. 70.
The net hodsealirigpymaly b girowided doethe-dinrkisheentrairhubsl0?y Theoshskahi tagband
transmtting conpressed information over a w reless comunication |ink

bet ween sanef ¥t dgrenst pn the airpilable seshnelogin aggsthenaeeds) of the prstiewar of

d ai m{A0, i Sl adcasting said conpressed 2 information to any one
or m)rlé of&%gg%rug%%t@ég’F eat'er auditoriunms to allow multi pl e

presentations thfdlf#[ BRheOROtRoIdb Y ftREABE n%ffyggﬁ{éru%@&n_tm ARt BR -
3t,Qy" e~ 57 7~. “The nmethod of Caim 70 or /1, cofprising using a

t ransmi ssimanbgém2nt aystefroithe prgsens sevkentidrowil tgearralhasuppsonaimedaakotto a -
bit rate at \Mgi ch said i nfornatigqcis conpressed. 73, The method of Caim
70, 71, orPirybagsapd; displgyefi iego RFRSRASYNEIS onuniltiple displaycpifigcatsed

i nformati ' q ' t ich 1.4 I ' [ ressed.
74, he mer P ket oy SR B ECeRBHel SR B SRR

i nfor gt | Oﬂof%@&ﬁﬁﬁﬁﬁd4AQﬂﬁ, dof PIBFRTRh bAé O TRbIOD! Bk Afultiplalispia
detection of blocks of transmtted i'nformation in which transm ssion

errors occprojectsrs ifhéhentethoybtern 04 ofs praviiosslyodisousped, theater systgm 204isi ng
at | east one sqtel lﬁifée for transferring signals to said B}roeseﬂt %ti Oc?
systens; am@YARYAisRIaY ithe PresTRBMRING, matetialas {tis recetvsd &om dhebrasdaast sai g

central fagijdrey tﬁ@%b@?&&aﬁ%@%ﬂhgg%ﬂa%ﬁg ael:?\llliﬁﬁ&ﬂsﬂgi tgmannel used for

transferring conpress rmat on s to all ow adjusting

transfer char ackefthéiméfe, oind@ doffrbbldfi tieeatdramhademerati by stemh a2dest red
| evel of qualit 76. The nmethod of any of Cains 53 to 75, further

conpr i 28 ngnatwﬁﬁaagagqneat systerer authonization afrapsegram ferkplaybpeks suilbipieween
sai d cent rtallrlnefs %gli‘\ loif’cte¥1 b%ngoxﬁ)er eex}se%n&\aottig?\nthsegtsetr %grnsst'em 104 only needs to receive the
programming once. Security management controls the period of time and/or

the number of playbacks that are allowed for each program.

One can see that, through automated control of theater management
25 system 122 by central facility network management system 112, a means is
provided for automatically distributing, storing, and presenting programs under
programmable control from the central facility. In addition, there is the ability to
control certain preselected network operations from a location remote from the
central facility using a control element. For example, a television or film studio
30 can now automate and control the distribution of films or other presentations

from a central location, such as a studio office, and make almost immediate



77. The nmethod of Claim 76, conprising using said exchanged data for 123 NGV 2007
crypt ographi c security purposes. 78. The nethod of Caim?76 or 77,

requesting re-transm ssion of 2 conpressed information received at said
present ati owodysémwI Wi th errors. 3 Pt35v ~u~2 58 73 The netpgaeysedoddisii m
78, further conprising re-transmtting 2 conpressed information having been

recei ved at, sai d presentation systemw.th errors over.said, two;wa i nk.
8 Figr' iR oha fad

80. The metRO$HIOARSERAHCRP 1D 34OHET 787 RIS SPANESH I AR cet dHfmRaRtsoD
vari ous mofhtQin 88r&8RtdRin BPRI AR ERBRANIRLLBATH (L afk. bet ween sai d

central facility and presentation systens. . net hod of any of C ains

53 to 80, furtf‘feéfemﬂ?bbsk g RG22 Nigtcanrte denagaiedatey iterfadd netwenoyigles
operational control of each presentation systemfor managi ng a network of

pr esent at i Py sigadlyeinderconpeets ¢heater imanagement sysseinniR2atstenagRoatiragsi124Aes
and | ocation 82.. The nethod of any of Clains 53 to 81, conprising
confi ggri ef (ﬂ#‘dZtO&%éﬂtz§& héy%%‘éﬂ%’éalatapﬁeﬁ%‘é“rd% R- atheatex interface

S or etk 138 SRR 1T P RSP el RS o GRRR YRR SRS T
in a theatgy 1&&%&%@1@@9%&%&@ téated BEstoRL 1R Pfog%ﬁié'?eﬁéivga Ay of

Clains 66 to 88 as de 2 thereon, further conprisi etecting

physi cal idémogulaed byaegeipen]dthodulasyis1Z0mfeorowend ahethigh thunatsy fiterfacnd
erasi ng of decrﬁpti on key information whenever 4 such an intrusion is
det ect ed. mBworkhiRee fdrage arraym BRAA-834Nofogatorage.t hBrogrammy istirag at

B S R e
of 190t s | rrE e Mgl HIBRAA SorRER B 01 dnp F R G S p PO BTN RS o
of O ai m &h,theAepEystenU104£ 0Tk tigeas@r thi@faGehetd @t RapbedhrgslebltingedLEmRL s 10

be substantially zero so that said single inmage programis presented to
di f f er ent aWesf ¢f numberaok stapdandslosalbateannetavosk grahitecturesuehich evhibithe

met hod of aim82 or, 83, further stqti. compressed 2 jnforpation which is
Lo be. used dBHAs Sai PP LU SoPORCRU BRI GREY sushAs BRrAGR /0 i n a
centrak t hg&t&{edSbPhaBsSortb8 MetwW8rksIhe nethod of C aim 87, conprising
using an array of magnetic 2 media storage devices as said central theater
st orage systemsStill 88ferfing oetFGH 20fstGlagemabtiysc 12441124Ng previtde [ar ilbyal

information to 2 |link different presel ected portions of conpressed
i nf or mat | goragedek the progsramipg Bwteridlethated wupnthprizedr 4o plaKbadlo apd
single pre tiQn_at ' P T, d_of [ r 189,
conpri si ngCﬁgglia_ | I%ﬁ a%srg gelefl%)e!rdng%%c?fj 1%‘2}‘&0@‘?\,%5}%150% %??Srtr%xﬁ %ncrggggacl)%se dsagi ec?cgr ray
of storagehggt Gysten?. BiB¥igiCaFafleALBAII24N allow the theater system to create

-

20  presentation events in one or more auditoriums and can be shared across several
auditoriums at one time.

Storage arrays 124A-124N, also sometimes referred to as disk storage
arrays 124A-124N, may comprise solid state, magnetic, or optical mass storage
devices, well known in the art. In preferred embodiments, magnetic disk drives,

25 known as hard drives, as used in the computer industry are used to create the
storage arrays. Such devices have desirable cost and performance (transfer rate)
characteristics that make them well suited for the present invention. They
represent well known technology and are being manufactured with ever
increasing capacities. However, other devices, such as re-writable optical

30 storage devices and even solid state memory devices may be useful for some

applications.



data transfer rate and error protection redundancy. 91. The met hod of3 &0aD6s
88, 89, or 90, further conprising storing a 2 view ng history of authorized
prograns presented in said auditoriumand ' reporting said history to said
central facylgdokess92. The nethod of anyspf Clains 53 to 91, fpeinfiRbo941s
conprising creating 2 programsets withi'n said theater nmanagenent system
from one or re received individual inmage and audi o prograns, which are
schedul ed for ﬁ‘é’sé‘?ﬂ%@ | eorage AyAma At éﬁqr@ﬁ%?@atld?ﬁo&ﬁ?mﬁgatah tipe-hothezed

st 1t but il PP SIS i R ViR B P R BERTRR0 i Shetle we Lot o)
fromsaid ogralfnaﬁial[y Bé’gla%/{e& b%cﬁ%ﬁfd 2[3( reééhired V4 My aE@ﬁoﬁfé&E%s@ﬁ?goﬂi m 92

or 93, furt onpris l'ing 2 certain presel ected networ

oper at i onsyﬁsfemn()ael pcca;échom) rAﬁmi,ehé samespiogréieninay bé athiitayeoly played
met hod _of Claim92, 93, or 94, further conprising for 2 di strlbutlng stored
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15 scaleable to efficiently support the storage requirements of each theater. Further,

each of disk storage arrays 124A-124N includes built-in redundancy to prevent
loss of stored programming information in the event of a storage unit failure.
Each of storage arrays 124A-124N may, for example, be a rack-mounted system
which is expandable to accommodate the varying storage requirements of each

20  theater system. The use of disk storage arrays 124A-124N allows theater
management to dynamically route program showings to the various screens in a
theater compléx, and to schedule pre-feature programming.  This is -
accomplished in a highly flexible manner useful to respond quickly to changing
needs or market demands.

25 In a preferred embodiment, each of storage arrays 124A-124N is designed
with a capacity for storage equal to that needed to store programs for all
auditoriums in the theater location. In addition, adequate storage is provided so
that future programs may be stored prior to their showing authorization date
while still storing the currently “authorized for showing” programs. This

30 amount of available storage capacity allows for programs to be authorized for
future showing to be transmitted hours, days or weeks prior to the authorization

to playback and display such programs without affecting the ability to playback
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separate read operations) while a new release is downloaded from satellite 106
15  (write operation). Using current technology, there is a physical limitation in the
throughput of each array of disk storage arrays 124A-124N. Therefore, each
array can support a maximum number of simultaneous, or nearly simultaneous,
read operations screens and one simultaneous download session (one write
operation). Using this scheme, larger theaters require additional disk storage
20 arrays to provide for an adequate number of simultaneous playbacks. It has
been estimated that on the order of one additional array per every five

auditoriums is-appropriate. -
However, the storage arrays should also be configured or configurabie to
operate in a “striping” mode where received information is striped across the
25 array. That is, received data that is to be stored is directed in part to different
ones of the drives during storage. Part of the input data is transferred to one
drive while a subsequent portion is transferred to the next drive and so forth.
After sufficient latency time to allow a drive to write data, a given drive can
again be scheduled to receive input data. Therefore, received data is segregated
30 into smaller components or segments, each of which is stored at the maximum
(or a high) rate allowed by each drive on separate drives, taking advantage of

input buffering or memory storage available in the drive input channel. This
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rel at2@e tinme Seillayeterritig pd FIGo2, tHeaternsmypeamt Hi fgrically comprises a digital
tape recorder (DTR) 136. DTR 136 is used to load a compressed/encrypted
program in disk storage arrays 124A-124N when a satellite link is unavailable
and a tape is used to distribute the program to the theater. DTR 136
communicates to storage arrays 124A-124N over TIN 126.

25 Normally, DTR 136 will not operate with sufficient transfer rates to
support direct distribution from DTR 136 to the projection equipment. Also, the
read and write operations tend to occur in bursts . Therefore, large buffers are
used to stream data smoothly from DTR 136 directly to the projection
equipment. For these reasons, DTR 136 is used for archiving and for transfer

30  when no satellite channel is available. Programs loaded from DTR 136 are stored

in the storage arrays 124A-124N for playback at the full speed appropriate for
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296, 298 through this interface. Any information directed to auditorium 128A is
received and passed to depacketizer 292. Conversely, information directed to

other parts of theater system 104 is ignored by depacketizer 292.
Depacketizer 292 identifies and separates the individual control, image,
15 and audio packets that arrive from theater interface network interface 290.
Control packets are sent to auditorium controller 294 while image and audio
packets are sent to image and audio decryption/decompression systems 296 and

298, respectively.

Auditorium controller 294 configures, manages the security of, operates,
20 and monitors auditorium system 128A. This includes the external interfaces,
image and audio decryption/decompression systems 296 and 298, along with
projector 132A a;1d sound system 134A. Control information comes from theater
management system 122, a remote control port, or a local control input, such as a
control panel on the outside of the auditorium system 128A housing or chassis.
25  Auditorium controller 294 manages the electronic keys assigned to auditorium
system 128A. Preselected electronic cryptographic keys assigned to auditorium
system 128 are used in conjunction with the electronic cryptographic key
information that is embedded in the image and audio data to decrypt the image

and audio information before the decompression process. In a preferred

30 embodiment, auditorium controller 294 uses a standard micro-processor running
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Image decryption/decompression system 296 takes the image data stream
from depacketizer 292, performs decryption, and reassembles the original image
for presentation on the screen. The output of this operation generally provides
standard analog RGB signals to digital cinema projector 132A. Typically,
decryption and decompression are performed in real-time, allowing for real-time
playback of the programming material.

Image decryption/decompression system 296 decrypts and decompresses
the image data stream to reverse the operation performed by image compressor
162 and image encryptor 166 of central hub 102. Each auditorium system 128
may process and display a different program from other auditorium systems 128
in the same theater system 104 or one or more auditorium systems 128 may
process and display the same program simultaneously. Optionally, the same
program may be displayed on multiple projectors delayed in time relative to
each other.

The decryption process uses previously provided unit-specific and
program-specific electronic cryptographic key information in conjunction with
the electronic keys embedded in the data stream to decrypt the image
information. (The decryption process has previously been described with
reference to FIG. 4.) Each auditorium system 128 is provided with the necessary
cryptographic key information for all programs authorized to be shown on that
auditorium system 128.

A multi-level cryptographic key management system is used to authorize
specific presentation systems for display of specific programs. This multi-level

key management system will typically utilize electronic key values which are

00"
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For example, a smart card may be designed so that this value, once loaded
into the card, cannot be read from the smart card memory. Physical and
electronic security measures are used to prevent tampering with this key
information and to detect attempted tampering or compromise. The key is
stored in such a way that it can be erased in the event of detected tampering
attempts. The smart card circuitry includes a microprocessor core including a
software implementation of an encryption algorithm, typically Data Encryption
Standard (DES). The smart card can input values provided to it, encrypt (or
decrypt) these values using the on-card DES algorithm and the pre-stored
auditorium specific key, and output the result. Alternatively, the smart card
may be used simply to transfer encrypted electronic keying information to
circuitry in the auditorium system 128 which would perform the processing of
this key information for use by the image and audio decryption processes.

Image program data streams undergo dynamic image decompression
using an inverse ABSDCT algorithm or other image decompression process
symmetric tc the image compression used in the central hub
compression/encryption system 110. If image compression is based on the
ABSDCT algorithm the decompression process includes variable length
decoding, inverse frequency weighting, inverse differential quad-tree
transformation, IDCT, and DCT block combiner deinterleaving. The processing
elements used for decompression may be implemented in dedicated specialized

hardware configured for this function such as an ASIC or one or more circuit
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of digital signal processors or programmable electronic devices or computers
that operate under the control of special function software or firmware

5 programming. Multiple ASICs may be implemented to process the image
information in parallel to support high image data rates.

The decompressed image data goes through digital to analog conversion,
and the analog signals are output to projector 132A. Alternatively, a digital
interface may be used to convey the decompressed digital image data to the

10  projector 132A obviating the need for the digital-to-analog process.

Audio decryption/decompression system 298 takes the audio data stream -
from depacketizer 292, performs decryption, and reassembles the original audio
for presentation on a theater’s speakers or audio sound system. The output of
this operation provides standard line level audio signals to sound system 134A.

15 Similar to image decryption/decompression system 296, audio
decryption/decompression system 298 reverses the operation performed by
audio compressor 164 and audio encryptor 168 of central hub 102. Using
electronic keys from cryptographic smart card 304 in conjunction with the
electronic keys embedded in the data stream, decryption system 350 decrypts the

20  audio information. The decrypted audio data is then decompressed.

Audio decompression is performed with an algorithm symmetric to that
used at central hub 102 for audio compression. Multiple audio channels, if
present, are decompressed. The number of audio channels is dependent on the
multiphonic sound system design of the particular auditorium, or presentation

25 system. Additional audio channels may be transmitted from the central hub 102
for enhanced audio programming for purposes such as multi-language andio
tracks and audio cues for sight impaired audiences. The system may also
provide additional data tracks synchronized to the image programs for purposes
such as multimedia special effects tracks, subtitling, and special visual cue tracks

30 for hearing impaired audiences.

As discussed earlier, audio and data tracks may be time synchronized to

the image programs or may be presented asynchronously without direct time
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synchronization. Image programs may consist of single frames (i.e., still images),

a sequence of single frame still images, or motion image sequences of short or
long duration.
If necessary, the audio channels are provided to an audio delay element,

5 which inserts a delay as needed to synchronize the audio with the appropriate
image frame. Each channel then goes through a digital to analog conversion to
provide what are known as “line level” outputs to sound system 134A. That is,
the appropriate analog level or format signals are generated from the digital data
to drive the appropriate sound system. The line level audio outputs typically

10 use standard XLR or AES/EOU connectors found in most theater sound
systems. -- -

Projector 132A presents the electronic representation of a program on a
screen. The high quality projector is based on advanced technology, such as
liquid crystal light valve (LCLV) methods for processing optical or image

15  information. Projector 132A receives an image signal from image
decryption/decompression system 296, typically in standard Red-Green-Blue
(RGB) video signal format. Information transfer for control and monitoring of
the projector 132A is typically provided over a digital serial interface from
auditorium controller 294.

20 Referring still to FIG. 11, decoder module chassis 302 includes a fiber
channel interface 290, depacketizer 292, auditorium controller 294, image
decryption/decompression system 296, audio decryption/decompression
system 298, and cryptographic smart card 300. Decoder module chassis 302 is a
secure, self-contained chassis that also houses the encryption smartcard interface,

25 internal power supply and/or regulation, cooling fans (as necessary), local
control panel, and external interfaces. The local control panel may use any of
various known input devices such as a membrane switch flat panel with
embedded LED indicators. The local control panel typically uses or forms part
of a hinged access door to allow entry into the chassis interior for service or

30 maintenance. This door has a secure lock to prevent unauthorized entry, theft,
or tampering of the system. During installation, cryptographic smart card 300

containing the encryption keying information (the auditorium specific key) is
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panel. The crvptographic smart card slot is accessible only inside the secured
front panel. The RGB signal output from the image decryption/decompression
system 296 to projector 132A is connected securely within decoder module
5 chassis 302 in such a way that the RGB signals cannot be accessed while the
decoder module chassis 302 is mounted to the projector housing. Security
interlocks may be used to prevent operation of the decoder module when it is
not correctly installed to the projector 302.
Sound system 134A presents the audio portion of a program on the
10 theater’s speakers. In a preferred embodiment, sound system 134A receives up
) to 12 channels of standard format audio signals, either in digital or analog
format, from audio decryption/decompression system 298.
Accordingly, a digital cinema system and method is provided for the
electronic distribution of very high quality audio and/or visual programming
15 material to theaters or other locations for viewing. The system and method
allows for the flexible scheduling of feature films and advertisements, the
integration of high quality audio and image signals, and easy implementation of
security measures, among other features and advantages.
The previous description of the preferred embodiments is provided to
20 enable any person skilled in the art to make or use the present invention. The
) various modifications to these embodiments will be readily apparent to those
skilled in the art, and the generic principles defined herein may be applied to
other embodiments without the use of the inventive faculty. Thus, the present
invention is not intended to be limited to the embodiments shown herein but is
25  to be accorded the widest scope consistent with the principles and novel features

disclosed herein.
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means for transferring resulting compressed image information for one or
more remotely located presentation systems, wherein each presentation system
comprises:

means for receiving and storing transferred image information for
presentation at at least one preselected time;

means for distributing stored compressed image information to one or
more decompression systems; and

means for decompressing transferred image information in each

decompression system during playback.

2. The apparatus of Claim 1, wherein said compressed image

information is stored in a non contiguous manner.

3. The apparatus of Claim 1 or 2, wherein said compression of

information is performed remotely from the central facility.

4. The apparatus of any preceding Claim, further comprising a digital

image generation system for generating images in digital format.

5. The apparatus of Claim 4, wherein images from said generator are
captured, compressed and transferred substantially in real time to preselected
authorized presentation systems by said central facility substantially

contemporaneous with digitizing of images.
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6. The apparatus of any preceding Claim, further comprising means
for storing compressed image information in said central facility for transfer at a

later predetermined time.

7. The apparatus of any preceding Claim, wherein said at least one
central facility is configured for receiving and compressing digitized audio
information according to a preselected format, and wherein each presentation
system comprises:

means for distributing stored compressed audio information for one or
more decompression systems; and

means for decompressing transferred audio information in each

decompression system.

8. The appar'atus of Claim 7, wherein said compressing of said

digitized audio information occurs at a variable rate.

9. The apparatus of Claim 7 or 8, further -comprising means for

’ compressing and transferring audio programs associated with image
information segregated in time from an associated image using an identifier to

allow linking of one or more preselected audio programs with at least one

preselected image program as desired at presentation.

10.  The apparatus of Claim 8 or 9, wherein each of said audio
programs comprise multiple audio tracks to be presented with the same image

program during different presentation events.

11.  The apparatus of any preceding Claim, wherein said compressing

of said digitized image information occurs at a variable rate.
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means for decryption of encrypted information.

13.  The apparatus of Claim 12, further comprising means for providing
2 cyptographic key information necessary for decryption of information to

authorized presentation systems at a separate time from encrypted information
4 itself.

14.  The apparatus of Claim 12, further comprising means for storing
2 and transporting cryptographic key information necessary for decryption to
authorized presentation systems at a time separate from transfer of encrypted

4 information.

15.  The apparatus of Claim 13 or 14, further comprising means for
2  indicating a time interval over which said cryptographic key information is valid

and for assuring that said key is only used during that interval.

16. The apparatus of Claim 15, further comprising means for
2 overwriting said cryptographic key information in a storage location after said

time interval expires.

17.  The apparatus of any preceding Claim, further comprising means

2 for adding at least one watermark which is perceptually unnoticeable during
presentation of decompressed image information at a predefined normal rate of

4  transfer, but is detectable when said image or audio information is presented at a

rate substantially different from said normal rate.

18.  The apparatus of Claim 17, wherein said watermark identifies both

2 presentation time and location for image or audio information.
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20. The apparatus of Claim 19, wherein said transfer comprises
2 broadcasting of said compressed information to any one or more of a plurality of
auditoriums to allow multiple presentations of information in different

4 auditoriums at the same time.

21.  The apparatus of Claim 19 or 20, wherein a fransmission bit rate of
2 compressed information is not equal to a bit rate at which said information is

compressed.

22.  The apparatus of Claim 19, 20, or 21, wherein a transmission bit
2 rate of compressed information is equal to a bit rate at which said information is

compressed.

23.  The apparatus of any of Claims 19 to 22, wherein additional
2 checksum information is appended to said compressed information so as to
allow detection of blocks of transmitted information in which transmission

{
4  errors occur.

24.  The apparatus of any of Claims 19 to 23, wherein said means for

2 transfer comprises at least one satellite, the apparatus further comprising at least
one collocated satellite receiver terminal at said central facility for monitoring

4  quality of a satellite channel used for transferring compressed information so as
to allow adjustments in transfer characteristics of said satellite channel to

6 maintain a desired level of quality.
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presentation system with errors.

28.  The apparatus of Claim 27, further comprising means for re-
2 transmitting compressed information having been received at said presentation

system with errors over said two-way link.

29.  The apparatus of any of Claims 25 to 28, wherein said data
2 comprises various monitor and control inputs and commands transferred

between said central facility and presentation systems.

30. The apparatus of any preceding Claim, further comprising a
2  network management system for managing a network of i:resentation systems to

' present images for viewing at authorized times and locations.

31.  The apparatus of Claim 30, wherein said network management

2 system provides operational control of each presentation system.

32.  The apparatus of any preceding Claim, wherein each presentation

2 system comprises a theater with at least one auditorium.

33.  The apparatus of Claim 32, wherein compressed information is
2 broadcast to pre-selected auditoriums within a multiplicity of auditoriums in a

theater complex at a given time.
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36.  The apparatus of Claim 32 or any of Claims 33 to 35 as dependent

2 thereon, wherein at least one theater comprises a complex of multiple
auditoriums and said central storage system is configured to transfer

4 compressed information of a single image program to different ones of said
auditoriums with preselected programmable offsets in time relative to each

6 other.

37. The apparatus of Claim 36, wherein said preselected
2 programmable offsets are substantially zero so that said single image program is

presented to different ones of said auditoriums substantially simultaneously.

38.  The apparatus of Claim 32 or any of Claims 33 to 37 as dependent
2 thereon, further comprising a central theater storage system for storing
compressed information which is to be used for creating presentation events at

4 one or more auditoriums.

39. The apparatus of Claim 38, wherein said central theater storage

2 system comprises a data storage bank shared by multiple auditoriums.

40. The apparatus of Claim 39, wherein said data storage bank
2 comprises:

an array of magnetic media storage devices, and
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41.  The apparatus of Claim 40, wherein said central theater storage
system comprises means for parallel “striping” of received information across
said array of storage devices to provide a desired data transfer rate and error

protection redundancy.

42.  The apparatus of Claim 40 or 41, further comprising means for
storing a viewing history of authorized programs presented in said auditorium

and for reporting said history to said central facility.

43.  The apparatus of Claim 30 or any of Claims 31 to 42 as dependent
thereon, further comprising theater management system for operational control

and monitoring of auditoriums within a theater complex.

44.  The apparatus of Claim 43, wherein said theater management
system further comprises program control means for creating data representing
program sets from data representing one or more received individual image
programs, which are scheduled for presentation on an auditorium system during

an authorized interval.

45.  The apparatus of Claim 43 or 44, further comprising means for
automatically distributing, storing, and presenting programs under

programmable control from said central facility.

46.  The apparatus of Claim 43, 44, or 45, further comprising means for
automatically ~ distributing, storing, and presenting programs under

programmable control from a control element remote from said central facility
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48.  The apparatus of any of Claims 43 to 47, further comprising a local

2 theater network system for distributing stored information to one or more of a

multiplicity of auditorium locations for presentation to an audience.

49. The apparatus of any preceding Claim, wherein the image
2 information is provided in the form of image programs which are in the form of

either a single still frame or series of frames shown as motion pictures of varying
4 length.

50.  The apparatus of any preceding Claim, wherein said means for
2 transfer comprises:
means for storing compressed digital information in said central facility;
4 means for retrieving said stored information onto a transportable storage
medium for physical distribution to said presentation systems; and
6 means for retrieving said stored information on said medium and

transferring it to said presentation system storage

51.  The apparatus of Claim 50, further comprising means for archiving

2 said medium at said central facility.

52.  The apparatus of Claim 50 or 51, further comprising means for

2 archiving said medium at said presentation system.

53. A method for distribution of digitized image, of either still or
2 motion type, information to viewing locations comprising:
receiving and compressing said digitized image information according to

4  apreselected format at at least one central facility;
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system during playback.

54. The method of Claim 53, further comprising storing said
compressed image and audio information in a non contiguous manner

independent of each other.

55.  The method of Claim 53 or 54, wherein said step of compressing

information is performed remotely from the central facility.

56. The method of any of Claims 53 to 55, further comprising

generating images in digital format using a digital image generation system.

57. The method of Claim 56, further comprising capturing,
compressing and broadcasting images from said digital image generation system
to preselected authorized presentation systems through said central facility

substantially contemporaneous with digitizing of images.

58.  The method of any of Claims 53 to 57, further comprising storing
compressed image and audio information in said central facility for transfer at a

later predetermined time.
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60.  The method of Claim 59, wherein said step of compressing said

2  digitized audio information occurs at a variable rate.

61.  The method of Claim 59 or 60, further comprising compressing and

2 transferring audio programs associated with image information segregated in
time from an associated image using an identifier to allow linking of one or more

4 preselected audio programs with at least one preselected image program as

desired at presentation.

62. The method of Claim 59, 60, or 61, wheréin each of said audio
2 programs comprise multiple audio tracks to be presented with the same image

program during different presentation events.

63. The method of any of Claims 53 to 62, wherein said step of

2 compressing said digitized image information occurs at a variable rate.

64. The method of any of Claims 53 to 63, further comprising
2 encrypting said information at said central facility and decrypting resulting

encrypted information at said presentation system.
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66. The method of Claim 64, further comprising indicating a time
interval over which said cryptographic key information is valid and assuring

that said key is only used during that interval.

67. The method of Claim 66, further comprising overwriting said
cryptographic key information in a storage location after said time interval

expires.

68.  The method of any of Claims 53 to 67, further comprising adding at
least one watermark which is perceptually unnoticeable during presentation of
decompressed image or audio information at a predefined normal rate of
transfer, but is detectable when said image or audio information is presented at a

rate substantially different from said normal rate.

69.  The method of Claim 68, comprising configuring said watermark
to identify both a presentation time and a location for image or audio

information.

70. The method of any of Claims 53 to 69, further comprising
modulating and transmitting compressed information over a wireless

communication link between said central facility and presentation systems.

71.  The method of Claim 70, comprising broadcasting said compressed
information to any one or more of a plurality of theater auditoriums to allow

multiple presentations of information in different auditoriums at the same time.
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2 bit rate for compressed information is equal to a bit rate at which said

information is compressed.

74.  The method of any of Claims 70 to 73, comprising appending
2 checksum information is appended to said compressed information so as to
allow detection of blocks of transmitted information in which transmission

4 errors occur.

75.  The method of any of Claims 70 to 74, comprising;:
2 using at least one satellite for transferring signals to said presentation
systems; and
4 collocating at least one satellite receiver terminal at said central facility
and monitoring quality of a satellite channel used for transferring compressed
6 information therewith, so as to allow adjusting transfer characteristics of said

satellite channel to maintain a desired level of quality.

‘ 76.  The method of any of Claims 53 to 75, further comprising
2  exchanging data over a two-way transfer link disposed between said central

facility and presentation systems.

77.  The method of Claim 76, comprising using said exchanged data for
2 cryptographic security purposes.

78. The method of Claim 76 or 77, requesting re-transmission of

2 compressed information received at said presentation system with errors.

ﬂ
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2 various monitor and control inputs and commands transferred between said
central facility and presentation systems.
81.  The method of any of Claims 53 to 80, further comprising a
2 network management system which provides operational control of each
presentation system for managing a network of presentation systems to present
4 images for viewing at authorized times and locations.
82.  The method of any of Claims 53 to 81, comprising configuring each
2  presentation system as a theater with at least one auditorium.
83.  The method of Claim 82, comprising broadcasting compressed
2 information to pre-selected auditoriums within a plurality of auditoriums in a
theater complex at a given time.
84.  The method of Claim 65 or any of Claims 66 to 88 as dependent
2 thereon, further comprising detecting physical intrusion into a projection system
for an auditorium system and erasing of decryption key information whenever
4  such an intrusion is detected.
' 85.  The method of Claim 82, 83, or 84, further comprising transferring
2 compressed information of a single image program from said central storage
system to different ones of said auditoriums in a complex of multiple
4  auditoriums in a theater with preselected programmable offsets in time relative

to each other.
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88.  The method of Claim 87, comprising using an array of magnetic

media storage devices as said central theater storage system.

89.  The method of Claim 88, comprising using parity information to
link different preselected portions of compressed information to different ones of

said devices during storage and to a single presentation at retrieval.

90.  The method of Claim 88 or 89, comprising parallel “striping” of
received information across said array of storage devices to provide a desired

data transfer rate and error protection redundancy.

91. The method of Claim 88, 89, or 90, further comprising storing a
viewing history of authorized programs presented in said auditorium and

reporting said history to said central facility.

92.  The method of any of Claims 53 to 91, further comprising creating
program sets within said theater management system from one or more received
individual image and audio programs, which are scheduled for presentation on

an auditorium system during an authorized interval.

93. The method of Claim 92, further comprising automatically
distributing, storing, and presenting programs under programmable control

from said central facility.
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locations for presentation to an audience over a local theater network system.

96. The method of any of Claims 53 to 95, further comprising
2 providing image information in the form of image programs which are in the
form of either a single still frame or series of frames shown as motion pictures of

4 varying length.

97.  The method of any of Claims 53 to 96, wherein said transferring
2 step comprises:
storing compressed digital information in said central facility;
4 retrieving said stored information onto a transportable storage medium
for physical distribution to said presentation systems; and
6 retrieving said stored information on said medium and transferring it to

said presentation system storage

‘ 98. The method of Claim 97, further comprising archiving said

2 medium at said central facility

99. The method of Claim 97, further comprising archiving said

2 medium at said presentation system.

100. An apparatus for transmitting data representing images to selected
2 locations, the apparatus comprising:
an input for receiving image data;

4 a data compressor for compressing the image data;
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medium, wherein the encryption system is arranged to output the data defining

10 the encryption key for transfer independently of the encrypted data.

101. An apparatus as claimed in Claim 100, wherein the data defining
2 the encryption key is output for transmission at a different time than the

encrypted data.

102.  An apparatus as claimed in Claim 100 or 101, wherein playback of
2 the image at a selected location is to be authorised for a predetermined period,
and the encryption key is output for transmission shortly before the beginning of

4 the predetermined period.

103. An apparatus as claimed in Claim 102, wherein the encryption key
2  is arranged to limit playback only to the predetermined period.

104. An apparatus as claimed in any preceding Claim, wherein the

2 encrypted data is broadcast over a broadcast medium.

105. An apparatus as claimed in any preceding Claim, wherein the
2 encryption key is transferred over a medium different than the transmission

medium.,

106. An apparatus as claimed in any preceding Claim, wherein the data

2 encryptor is arranged to add a watermark to the encrypted data.

107. An apparatus as claimed in Claim 106, wherein the watermark
2 comprises data in the encrypted data representing a location specific and/or

time specific identifier at pseudo random positions in the images.
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110. An apparatus as claimed in any preceding Claim, wherein the
2 transmitter is arranged to transmit the encrypted data at a transmission rate

depending on characteristics of the image represented thereby and on

4 characteristics of the transmission medium.

111. An apparatus for displaying images represented by data
2 transmitted over a transmission medium, the apparatus comprising:

a receiver for receiving encrypted data transmitted over a transmission
4 medium and representing images for display and for receiving data representing

an encryption key;

6 a decoder for decoding the encrypted data using the encryption key;

a plurality of image display devices; and .

-8 a distribution network for distributing the decoded data to selected image

display devices during a presentation event.

112. An apparatus as claimed in Claim 111, wherein the data defining

2  the encryption key is received at a different time than the encrypted data.

113.  An apparatus as claimed in claim 111 or 112, wherein the
2  encryption key is arranged to limit playback only to a predetermined period,
and the decoder is arranged to be responsive to the encryption key to decode the

4 data only during said predetermined period.
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113. 7An apparatus as claimed in any of Claims 111 to 114, wherein the

encryption key is received from a medium different than the transmission

medium.

116. An apparatus as claimed in any of Claims 111 to 115, further
comprising a management processor for measuring quality parameters of the
received signal and outputting a request for retransmission of a portion of the
encrypted data in the event that the quality parameters fall below predetermined

values.

117.  An apparatus as claimed in any of Claims 111 to 116, wherein the
management processor is arranged to compare digital signatures in portions of
the encrypted data and to request retransmission of portions if the digital

signatures are incorrect.

118. An apparatus as claimed in Claim 117, wherein the management
processor is arranged to replace the portions of encrypted data with incorrect
digital signatures with portions with correct digital signatures once the same

have been retransmitted.

119. An apparatus as claimed in any of Claims 111 to 117, further
comprising a storage array for storing the decoded data for subsequent

distribution to selected display devices.

120. An apparatus as claimed in any of Claims 111 to 119, wherein the
data is distributed to a plurality display devices for simultaneous display of the

images thereon.
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121.  An apparatus as claimed in any of Claims 111 to 119, wherein the
data is distributed to a plurality display devices for relative time delayed display
of the images thereon.

122.  An apparatus as claimed in Claim 119 as dependent on Claim 113,
wherein the store is arranged to store encrypted data before the predetermined
period, and the decoder is arranged to decode the encrypted data from the store

for display of the images represented thereby during the predetermined period.

123. An apparatus as claimed in any one of Claims 111 to 122, further

comprising a recorder for recording a history of presentation events.
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