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«This invention relates to programuabl e processors. 5 A programmable
processor WO@38%s a microprocessor for a conputer or a dPgrA@bI/Elegnal
processi ng system nmay execute instructions far nore rapidly than a hunman
being can execute them Consequently, when a processor nakes an error,

whi ch may occur for several reasons, the error 10 usually OCMWMMM&WNN“W kly
that a human cannot directly SEHELETETRRaPRPEBSEENGhe error.

techni ques, generally called "debugging," may be enpl oyed to traglegdown
t he source or sources of the error. 15 DESCRI PTI ON OF DRAW NGS Figure 1-is

a block diagramillustrating an exanple of a pipelined programmble
processor. Figure 2 is a schemati c BACHeROBNDNg an exanple execution
pipeline. 20 Figure 3 is a flowhart illustrating a process for

singl e-step debrighe NOnvE&hgubs felstasl LewshagtahhvIbr atbag aagiher process
for single-step debuggi ng.
5 A programmable processor, such as a microprocessor for
a computer or a digital signal processing system, may
execute instructions far more rapidly than a human being
can execute them. Consequently, when a processor makes an
error, which may occur for several reasons, the error
10 usually occurs so quickly that a human cannot directly
observe what led to the error. Various techniques,
generally called “debugging,” may be employed tb track down

the source or sources of the error.

15 . DESCRIPTION OF DRAWINGS
Figure 1 'is a block diagram illustrating an example of
a pipelined programmable processdr.

Figure 2 is a schematic illustrating an example

execution pipeline.
20 Fidure 3 is a flowchart illustrating a process for
single-step debugging.
Figure 4 is a flowchart illustrating another process

for single-step debugging.
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1 "1 5 JUN 2005 WD 02/ 48887 PCT/ US01/ 47624 Figure 5 is a flowchajty JuN 2005
Jdllustrating a process for selecting one of the single-step debuggi ng
processeVOPEIRBTED DESCRI PTION s Figure 1 is a bl ock di agrGrrusdil4aedsr ati ng
programuabl e processor 10 coupled to main menory 16 and i nput/ out put
device 22. Processor 10 includes control unit 12, execution pipeline 14 and
i nput/output interface 18 and may be, for exanple, a digital signal
processor. 10 Ed#ERESI SuApt alZlemy hest ddllustieatiog of drsteactians and
data t hrough pipeline 14. For exanple, during the processing of an

i nstruct i salecohtgobnanbf tRemwyndilleectted ebiaygious aguswyd s of pi peline
14 to decode the instruction and performthe correspondi ng operation 15

i ncluding, for exanple, witing the results back to main nenory 16.

Control unit 12 may include exception handler 20, which nmay hol d addresses

of pre-defined instructions t@gle IO SEFakdTtrd Pel i ne 14 when an
exception is raised. 20 Control unit 12 may al so include control register
25, which Figure 1 is a block diagram illustrating programmable
processor 10 coupled to main memory 16 and input/output
device 22. Processor 10 includes control unit 12,
execution pipeline 14 and input/output interface lg and may
be, for example, a digital signal processor.

10 Control unit 12 may control the flow of instructions
and data through pipeline 14. For example, during the
processing of an instruction, control_unit 12 may direct
the various components of pipeline 14 to décode the
instruction and perform the corresponding opefation

15 including, for example, writing the results back to main
memory 16.

Control unit 12 may include exception handler 20,
which may hold addresses of pre-defined instructions to be
processed in pipeline 14 when an exception is raised.

20 Control unit 12 may also include control register 25, which
stofes data related to control functions. Control bits 23A

and 23B in control register 25 compriée information related

to single-step debugging techniques, as will be described



sttores data related to controel functions. Control bits 23A and B’:H
«control register 25 conprise information related to single-step de BQWWE
t echni que¥O 03488§7| | be described 2 15JUN2005 WO 02/ 48887 RETBBM6A/624 i n
nmore detail below The state of control bits 23A and 23B can be sensed by
pi peline 14 via two--bit bus 24. Main nenory 16 may store information such
as instructions 'and data. Main nenory 16 nmay conprise static 5 random
access neHﬁ%ﬁKFSRﬁﬁta¥ﬁnﬁﬁﬁ%WfaﬁH@ﬁ1aEGESSOﬁeﬂonyrothmts PBashndenory or
the like. Processor 10 may include conmponents not shown in Figure 1, such
as an i nstd3kctdagn b aadresed\ big epipayiventiinrtat ewwkbht ppasegsor 10: via one
or nore input-output devices 22, such as a keyboard, nouse, 10 stylus or
ot her pointingMﬁiﬂ(msmaxymﬂ@dmép PEOEESSAFoERabYonayRf aknt er face 18.
Processor 10 nmay communicate with a wuser via one or nore input-output

devi ces 23n st tai%rs anh Sy, SCMQEH REMPEL M 6" ma§OLR ng?ﬂ;% Bk %‘issor 10

by way of |nterface 18. is Figure 2 illustrates an” exa € pi pe |ne 14

Pi pel i pe 4adnpla Exw! i v structlon fetch F),
|nstru§t|5% é%coé% (EIIDﬁémggg %ﬁggf&uﬁﬁﬁ%%%g(ﬁff ClegEChrE Pﬁﬁfxéhd wite
back (VB) . dﬂkﬁr‘“% ﬁbry or the like. Processor 10 may include

components not shown in Figure 1, such as an instruction
cache. A user may communicate with processor 10 via one or
more input-output devices 22, such as a keyboard, mouse,

10 stylus or other pointing device, coupled to processor 10 by
way of interface 18. Processor 10 may communicate with 'a
user via one or more input-output devices 22, such as a’
display screen or printer, coupled to processor 10 by way
of interface 18.

15 Figure 2 illustrates an example pipeline 14. Pipeline
14, for example, may have five stages: instruction fetch
(IF), instruction decode (DEC), address calculation (AC),
execute (EX) and write back (WB). Instructions may be
fetched from memory 16 or from an instruction cache during

20 the first stage (IF) by fetch unit 30 and may be decoded by
instruction decode unit 32 during the second stage (DEC).

'At the next clock cycle, the results may be passed to the

third stage (AC), where data address generators 36



fetched fromnemory 16 or froman instruction cache during 20 thq §ijyst %08
.stage (IF) by fetch unit 30 and nay be decoded by instruction decode unit
32 duri né’%ﬂé“@é&ond stage (DEC). At the next clock cycl RCUTHEI4EEM t S nmay
be passed to the third stage (AC), where data address generators 36 3 1 5
JUN MD6 WD 02/48887 PCT/ US01/ 47624 cal cul ate any nenory addresses to
performthe_operation. During the execution stage (EX), execution unit 38
may perfS?ﬁFgﬁé 8p ALYt MEP e rd it st it asperEprxting| eperatiipng or

mul tiplying two nunbers. During the final stage 5 (WB), the results may be
witten bHEKIRE HhiEenemeesttiors strage ol Bl a exgtstios dfitPBpehape 14
typically includes stage registers 42 that are used as tenporary nenory
storage ebenEnry &he spedifiasepdmitpass seshl4s, ansr okReainpief or mati on
fromstage to 10 stage. In addition to registers 42 and data regi sters 40,

pi peline dddimy brchude igddiitipnalo MRByr £l enpaEsng’thbeBiaber sthgk
hol ding i nstructions, addresses, data or other information. Pipeline 14

ordi nag 1 | Yyl 0Cea8esolshalis Gd PIkss |k £ thon SHBSK aDLT ALLX GGREHLT €8t Janner,
pipeline 14 in different stages: For "éxanple,
whi | e ON€ts data registers 40.
Pipeline 14 typically includes stage registers 42 that
are used as temporary memory storage elements and may be
used to pass results and other information from stage to
10 stage. In addition to registers 42 and data registers 40,
pipeline 14 may include additional iemory elements or
registers for holding instructions, addresses, data or
other information.
Pipeline 14 ordinarily processes instructions in a
15 substantially concurrent manner, with several instructions
in pipeline 14 in different stages. For example, while one
instruction is in the WB stage, another instruction may be
in the EX stage, and a further instruction may be in the AC
stage. In some circumstances, however, it may be
20 advantaéeous to process one instruction, then examine the
states of processor 10 and/or the contents of the various

registers before completing the processing of the following

instruction. Processing instructions in this fashion is



instruction is in the WB stage, another instruction may be in t hd TEXUN 2005
.stage, and a further instruction my be in the AC stage. In sone

ci rcunst aM:®Q/M488%wever, it may be 20 advant ageous to proceBETMISE1/47624
instruction, then exam ne the states of processor 10 and/or the contents
of the various registers before conpleting the processing of the foll ow ng
instruction. Processing instructions in this fashionis 4 1 5 JUN 2005 WO
02/ 48887 P@ﬁf{%él‘}a%ggecaltﬁéddemlagri@ggt apddmByghengesamdbimy lfer
desirable, for exanple, during debuggi ng. Debuggi ng may invol ve, for
exanpl e, eE¥Rlag Auringt debtiggingnd Orbnbging mhe inedleRts fefr nenory

el enents such as registers before 5 executing the next instruction.

Si ngl e- st egxatehliggi @geantingxani Dakitencel oALABHY ekbAIBALY WRYE al | ow a user
to understand whether an error is hardware-based or software- based, to

identify Fﬁdﬁ&@w@slBftﬂ@mB@&d@@EﬁeﬁESSQBEHaEQ 6ugﬁgt%930%%%5%% the

i nteraction anong software Instructions. ging may take place during

d I t ed
proauct - CIBga ho: A" eRy 3 S5eR §tp£§?§?§n§ $Rrebep GReteht s el ° °

Lopor por at SN L PoR" 8 RbnoY°18ndREL 1ED' 211840800 BeY 1Y St eP
understand whether an error is hardware-based or software-
based, to identify problems in the hardware or software,
and to observe the interaction among software instructions.

10 Debugging may take placé during development of processor
10, before processor 10 is incorporated into a product.
. Debugging and may also be performed after processor 10 is
incorporated into a product.
When a user wants to begin single-step debugging, the
15 user may give a command to processor 10 by way of an input-
output device 22, such as a keypad. Processor 10 may
support different modes of single-step debugging, and the
user méy further specify the desired manner.
One mode of single-step debugging, illustrated in
20 Figure 3, employs taking an exception following each
instruction. In general, an ekception suspends normal
program execution, while allowing the instruction ahead of

the exception in pipeline 14 to complete execution. Upon



15 user may give a command to processor 10. by way of an input- oul UTJUN 2005
.device 22, such as a keypad. Processor 10 may support different nobdes of

si ngl e- stWR @B gi ng, and the wuser may further specify tRETASBI/$76kH
manner. One node of single-step debugging, illustrated in 20 Figure 3,

enpl oys taking an exception follow ng each instruction. In general, an
exception ,syspends normal program execution, while allow ng the

i nstruct i ¢ALEHEIITE thive mode®f onlnal o poep ndeliugybngonpPet ecoreuatli on
Upon 5 1 5 JUN 2005 WD 02/48887 PCT/USQ1/ 47624 initiating this node of

si ngl e- st &pideBig@impqsD)fetomtumit i tolPeticheat sifigieh unit 30 to fetch
a single instruction, which is processed through the stages of pipeline

14 (52). \lherruediiarst reict dloni ¢ epedess sbe Mﬁtéu?hagge_gtagggngfl4 rai ses an
exception (54). The exception may be a specially defined single-step

excepti onpiged ifRy 1de(3tef | naph&wttho fﬁ@E%Etféﬁ%éQﬁt‘HgEi Rger ptines. In
response to the single-step exception, control unit 2 typically cancels

[ [ ' 4 [ 4. 1 t trol t ti
nand o 28 055y, TERBHT o harrer- 207 RePRRsk 8P 4fes Br pReBHERRrua

' ' ! | p, pi ' n i ngl e-step exception
'nStrUCtl%g§/ bteo abes 4O fddéglr?égeéirqgléﬁst\é\gg egcgptgog, ang may P

be defined not to execute error-handling routines.
In response to the single-step exception, control unit
12 typically cancels instructions in the pipeline 14 (56)

10 and routes control to exception handler 20 (58). Exception
handler 20 includes addresses of pre-defined instructidns
to be processed in pipeline 14 when a single-step exception
is raised (60). Such instructions may include sensing the
processor st;tes and outputting information about the

15 states via input/output interface 18 (62), sensing the
register contents and outputting the contents (64), and
clearing the exception (66). The instructions may be
adapted to sense'particular register contents or particular
processor states. In addition,'outputtiﬁg information may

20 include'sending information to input/output device 22, such
as a printer or display screen, and may also include
writing the information to main memory 16. The

instructions (60) shown in Figure 3 are exemplary. Other



is raised (60). Such instructions.may include sensing the procef§q£r€g®ges
‘and out putting information about the 15 states via input/output q

18 (62), Ph&4888%t he register contents and outputting thePcorusenizm2{ 64),
and clearing the exception (66). The instructions may be adapted to sense
particul ar regi ster contents or particular processor states. In addition,
outputtlng information may 20 include sending information to input/output
devi ce 22 1GicFichions prakit Be ekeglispHaysschees, damgimay calraeritic|dfle
witing the i nformation to main menory 16. The instructions (60) shown in
Figure 3 aadrexesmbayyléCpher 6atht, JUN 2605 ngV\@nd2/r488%¢ iRGT/ US01/ 47624
instructions nmay be executed, such as dunping contents of main nenory 16
or a cachgmanes&mwngtaﬁdstestor|ng processor states. \Wen the exception
is cleared (66) and other 5 instructions of the exception handl er have been

executed, contwWidnUphé dRcBBYi6ANLLNHELBRSSI RS ug process.
(68) by sendlng aﬁ%ther |ng??uét|on thrgug p“gel ﬁ%&?%ﬁ% whi ch

resultsg |qﬁg¥%53%lg%ge %lgﬂeuggg gggghegapélgé i %ﬁrggF 'Sﬁ%%ﬁft' n to be

sent is typi ly one t at was revious 14 but
was Cancaéé%%éé%”unlt 12 may continue the single-step debug process

(68) by sending another instruction through pipeline 14
(52), which results in another exception upon completion
(54) . The instruction to be sent is typically one that was
10 previously sent through pipeline 14 but was cancelled (56)
beforg execution was completed, due to the previously
handled exception. The user may also choose to terminate
single-step operation (70).
Single-step debugging by taking single-step exceptions
15 may be useful for some purposes, and is usually fast and
inexpensive, and usually requires no additional hardware.
This technique may not be suitable for all purposes,
however. For example, this technique may not be effective
for debugging the exception handler itself. 1In addition,
20 the tecﬁnique may not be effective for debugging protected
system resources such as high-level event-handling
routines. High-level event-handling routines may have, for

éxample, higher priorities than the exceptions, and



bef ore execution was conpl eted, due to the previously handled e %FHhh‘ﬁh
-The user may al so choose to termnate single-step operation (70?. b
Si ngl e- st 08887 gi ng by taking singl e-step exceptions 15ponysiesresef ul
for sone purposes, and is usually fast and inexpensive, and usually
requires no additional hardware. This technique may not be suitable for

all purposes, however. For exanple, this technique my not be effective

f or debuggngeghenddeemawrtdkandirecédantd . ovar atddeét eraep2AonhBeahdchni que
may not be effective for debuggi ng protected systemresources such as

hi gh- | evelagvemevieandlting exautitiiness fhgh-beiey exestdhandling routines may
have, for exanple, higher priorities than the exceptions, and 7 1 5J UN

2005 WO 02/ 4888 +RCH @%u&a?&e%&%m@nétapmb&aﬁnar%e@%n%t@éﬂr the
exceptions and nmay prevent the exceptlons from bei ng ralsed Anot

approach LopgigRghes’d er c§e,t O &, €L Q!Lgpl dgpe %tl ng mode,
F p an I VI

such as emu 1 on no each |nstruc ion I'n uaV

o el e Uy G083 i apeabur m&% SE2 ot BV TR 05,
di scussed %Reggﬁi§*§§2§ fﬁﬂf”! gﬁ%gégégﬁ may have many modes of
operation, such as a user mode and a supervisory mode,
which will be discussed in more detail below. Emulation
mode is a ‘mode of operation adapted for operations such as
10 debugging. Typicaliy, in emulation mode pipeline 14
fetches instructions from an emulation instruction
register, rather than from main memory 16 or an instruction
cache. Pipeline 14 also typically reads and writes data
from an emulation data register rather than from main
15 memory 16 or a data cache.
Figure 4 is a flow chart illustrating an example
process for single-step debugging, including processor 10
operating in eﬁulation mode. Typically, processor 10
begins in a mode other thén emulation mode, such as user
20 mode or'supervisor mode. Processor 10 may have more or
fewer modes of operation than the user, supervisory and

emulation modes. The user mode of operation is generally

the most frequent form of operation. Applications running



node is a node of operation adapted for operations such as 10 debuggi ng.
‘Typically, in enulation node pipeline 14 fetches instructions I & rdUdN2005
emul at i on™VPH2HBE8Lt i on regi ster, rather than from mai n nmenB¢T/USE/47624an
i nstruction cache. Pipeline 14 also typically reads and wites data from
an enul ation data register rather than frommin 15 nenory 16 or a data
cache. Figyre 4is a flfm/char i1 |ustrating an exanple process for

c

singl e- st & dERHHT Y 3R Y ptoEek’ ofheousepenatengfi aperakaviion node.
Typically, processor 10 begins in a node other than enulation node, such
as user 26ThBtReHMAdpercssorinverocPsseestonctdonayohasgsheme or  fewer
nodes of operation than the user, supervisory and enulation nodes. The
user node &S TSR i e i degeedralt yof t heunost afideqasnstf bemaetegpewat i on
Applications running 8 1 5 JUN 2005 WO 02/48887 PCT/ US01/ 47624 on

processor At erpiad yadawskeof e teet r 1oeed ofuppeiahi 88- rekBydser node,
certain processor functions or system resources are deened out of bounds

and caano@eb@mqqssl%ulﬁtfmxede@f<9§5§¥§é éx&@%l’:%ﬁt. edggga%k%ror

resource 5 generally results in an error-t1ype exception. ervi sor node,

by contraglyyd, e LU Se s gpgﬂr@éér%étg l'rﬁ)gﬁegfpriority mode of
operation, in which all processor functions and resources
are available. Emulation mode is usually a higher priority
mode of operation than supervisor mode, allowing debugging
10 of system resources that may otherwise be out of bounds.
Consequently, single-step debugging in emulation mode -may
be preferable when system resources are to be debugged.
To begin single-step debugging (80), an instruction is
sent through pipeline 14 (82). When the instruction
15 reaches the WB stage, pipeline 14 raises an emulation event
(84) . Emulation mode may be invoked in different ways for
different processor architectures, such as by applying a
signal to a paiticular processor port or by executing
software designed to invoke emulator mode. Once in
20 emulation mode, high—level processor functions and
resources are available, and inputs and outputs to
processor 10 are regulated. Control unit 12 typically

cancels instructions in the pipeline 14 (86) and routes



operation, in which all processor functions and resources are aﬁgibmpbms
‘Enmul ation node is usually a higher priority node of operation than

super vi s8YO AHER8S7 al | owi ng debuggi ng 10 of system resour cePATBI014RAG24

ot herwi se be out of bounds. Consequently, single-step debugging in

enul ati on node may be preferable when systemresources are to be debugged.
To begin single-step debugalng (80), an instruction is sent through

pi pel i ne qanggg} tohén eme |ar$§-tormcﬁe|r<mq% nadcires (88 WB Bitage, pipeline 14
rai ses an enul ati on event (84). Enul ation node may be invoked in different
ways for ewdiifbient sprodessaoudricld tiostlrdess isucthrestiynapphat nga@  si gnal
to a particular processor port or by executing software designed to invoke

enul at or imdeudénsenising0 téruipaidcds strdest i ah-41ey dudsocesser functions
and resources are available, and inputs and outputs to processor 10 are

regul at edi nh €gpik ek oHNI Ry I ! pspeline
14 (86) ajr'llgl r out e509 ?E%%N%%Ogﬁav%sogﬁg% LL{(?'C;L{E%% AJI'}ZE%P%%Q ro%3 to an

| atg td t | ud
nstr et bog) AR paye iR ) meliBe O‘%p% S50 SR iR e pucti ng

infornatlon bo state i nput / out interface 18
co Bﬁ) E% %nfor atlon may include sending

information to an output register or to input/output device
22, and may include writing fhe information to main memory
16. Emulation mode generally is terﬁinated by a “return”

10 instruction, which returns processor 10 to the stéte in
which it was operating before.invoking emulation mode and
includes the address of the next instruction to be fetched
(96); Typically, return from emulation mode after each
step (96) is automatic, so continued single-step debugging

15 (98) may involve each single-step operation being
separately commanded. If no command to enter emulation .
mode is given, fhe single-step operation terminates (100).

Control of single-step debugging can be regulated in

many ways. An exemplary method to control single-step

20 debuggiﬁg, illustrated by Figuré 5, is to employ one or
more control bits, which automatically result in the.
generation of the single-step debugging operations and

instructions. Setting one or more control bits may be

10



5°(92) and sensing the register contents and outputting the cort®nus 108%) .
-Qutputting information may i nclude sending information to an out put

regi ster P ®#88&%put / out put device 22, and may include w PECT/HGOW4T624
information to main nmenory 16. Emul ati on node generally is term nated by a
“return” 10 instruction, which returns processor 10 to the state in which
it was operating before invoking enul ati on nobde and includes the address

of the nexdetestedchyohogochbenbet §Aedtri38kr BWPic&lhi dneldy R f rom
enul ation node after each step (96) is automatic, s continueg singl e-step

debuggi ng éﬁhiéﬁﬁoﬂaavéﬂ¥9|V@neéﬁamﬁhﬁgbegzﬁ%gﬁ%%%rﬁbi%%o%'iqghgﬁﬁﬁfégtely

commanded. |f no conmand to enter enul ati e i's given,

si'ngl e-step opes atyRP-Le BEE§t§§ﬁ(£QQ)23 a%%%olpﬁ%ﬁs%%QGE-stgf,debugging

;
can be regulated 1n nmany ways. An exenp  ngl e-step
20 debuggi Ll{usitrated by _Figure 5, is to enpl one or, nore control
bits, whic éh<%%af%%ﬁ?gﬁrrééuﬁggiﬁth@adﬁeﬁgﬁgﬁﬁgﬁeoFQJﬁéRﬁhﬁﬂ%%%ﬁep
debuggi ng qperat'ons and__instructions. Setting one or nore control bits
may be 510 “CHEEN DHES 290 8pA488B7mPETPESELRFREL £ lgewbered ang Imegi do¢ hat
may trigger an exception or an enulation event. In exenplary processor 10
shown in Ftawred in any kind of memory element. Many processor

architectures, however, support control registers.
Use of two control bits 23A and 23B allows flexibility
in single-step debugging. Control bits 23A and 23B can be
10 set in four distinct logical configurations: ‘0-0,’ ‘0-~-1,"
‘1-0’ and ‘1-1.’ The configurations may be assigned four
different results. For example, the ‘0-0’ configuration
may be the norm, indicating that no single-step debugging
of any form is to occur. Setting cont;ol bits 23A and 23B
15 (110) comprises changing the bits from the ‘0-0’
~configuration to some other configuration. The mode of
singie stepping is a function of control bits 23A and 23B
(112). The ‘0-1’ configuration, for e#ample, may result in
single-step debugging by entry .into emulation méde (118),
20 regardléss of whether processor 10 is in user mode or
supervisor mode. Similarly, the ‘1-0’ configuration, for
example, may result in single-step debugging by taking

exceptions (116), regardless of whether processor 10 is in

11



1, two control bits 23A and 23B are shown as stored in control reghJuRr 2089
-and are nade avail able to pipeline 14. 5 Control bits 23A and 23B may be
stored el¥@WHd$87and nay be stored in any kind of menory RCWHSHI476NMany
processor architectures, however, support control registers. Use of two
control bits 23A and 23B allows flexibility in single-step debugging.
Control bits 23A and 23B can be 10 set in four distinct |ogical
confi gur atismrs:mode 0ot s0@pdrviddrOmodad ltihalliyhetmenfiigurati ons may be
~assigned four different results. For exanple, the 10-0' configuration may
be the norgonfighicatiag haa) ﬂ@rSéﬁgingiét, epedabugghngeabtany o Ms to
occur. Setting control bits 23A and 23B 15 (110) conprises changing the
bits fromgdig, y L j o] cqnf.i.g ti e node of
single steppind§$2%%F§3ﬁc%?§%a%$8ggg?? IHEPgéagéﬂ §ﬁ852§§% f@@%f? he 10-1
configurat] I ult.pn I, ngl e- st ep _debuggi ng by entry
into enul gtp%{)knagnlgré%e‘ﬁ@%) $f2€g¥%é§$8f:e%é cglﬁ\?\/ﬂet theBr BE(%:?%%OJFO ]1% 1% user
mode or supervjisor pode. Simlarl the 11-0' configuration, for exanple,
may redul t° §F§§+ﬂﬁe¥%tﬁﬁeﬁeﬁﬁﬁﬁinéhﬁy taRki ngondioEsetdrs meYs ausRyar dl ess
of whether processor 10 is in 11 15JUN2005 WD 02/48887 PCT/ US01/ 47624
processor 10 to single-step by taking exceptions (116), but

when processor 10 is operating in supervisor mode, the ‘1-
1’ configuration may cause processor 10 to single-step by
entering emulation mode (118). The results obtained by

10 following the techniques shown in Figure 5 are summarized

in Table 1.

Control bits | Operating Mode Single-step Debugging Mode

‘0-0' ‘ User None

‘0-0 Supervisor None

‘0-1’ User Emulation

‘\O0-1’ Supervisor Emulation

‘1-07 User Exception

‘1-07 Supervisor Exception

‘1-17 User Exceptign

‘1-17 Supervisor Emulation

Table 1

12



user node or supervisor node. Finally, the "1-1' configuration g8y uf %gs
.exanple, result in selection of the formof single-step debugging

dependi ngV@P3M4888ARe current operating node of processor 10PETZ)1/476ten
processor 10 is 5 operating in user node, the "1-1' configuration nay cause
processor 10 to single-step by taking exceptions (116), but when processor
10 is operating in supervisor node, the '1- 1' configuration may cause
processor 10 to single-step by entering enulation node (118). The results
obtained by 10 follow ng the techni ques shown in Figure 5 are sunmari zed

in Table 1. Cot moimksin sCherhdgiigndvbice Shhgtles strepe Debowy gh age Moden

10- 0' User None Supervi sorNone "0-1'User Enul ati on " 0-1' Supervi sor Enul ati on

User ExceptdescrSineet.vi strExeepip 08, retlhidderdXcepigDé-step debugging
"1-1" Supervi sorEnul ation Table 1 12 1 5 JUN 2005 WD 02/48887
PCT/ USO1/ 4é&24 been described, by taking an exception after each
5 dinstruction or by placing the processor in an emulation
mode. The processor may be implemented in a variety of
systems including general purpose computing systems,
digital processing systems, laptop computers, personal
digital assistants (PDA’s) and gellular phones. 1In this
10 context, the single-step debugging techniques discussed
above may be readily used to test the system before or
after a customer sale. In such a system, the processor may
be coupled to a memory device, such as a FLASH memory
device or a SRAM device, that stores an operating system

15 and other software applications. These and other

embodiments are within the scope of the following claims.:
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A nunber of enbodinents of the invention have been described. Foyg5e}Npls.
-met hods of singl e-step debuggi ng have been described, by taking an

excepti oNVEP¥&$82ach 5 instruction or by placing the proceBEBUSIMTaN

enul ation node. The processor may be inplemented in a variety of systens
i ncl udi ng general purpose conmputing systens, digital processing systens.,
| apt op coggggﬁ%s, personal digital assistants (PDA's) and cel lul ar phones.
In this 1 ext, the single-step debuggi ng techni ques di scussed above
may be readily used to test the systembefore or after a customer sale. In
such a system the processor may be coupled to a nenory device, such as a
FLASH nenory device or a SRAM device, that stores an operating system 15
and other lsof t Wame tdes icatdmisingthese and ot her enbodi nents are within
the scope of the following clains. 13 1 5 JUN 2005 WO 02/48887

PCT/ USD1/ 47624 s6lLald¥E nly bneA et wedpi t i 69 deb 5L eaL1 R8deRe 2l 22
plurality of debugging nodes as a 3 function of a curréent operating node

of a pyocessetioh %f'gu%dgﬁgggjdgefgggﬂgng&gtggracgggeggggg.raising an 2
exception after executing an instruction.
1 2. The method of claim 1 further comprising raising an

2 exception after executing an instruction.

1 3. The method of claim 1 further comprising invoking an
2 emulation mode of the processor after executing an

3 instruction.

1 4. The method of claim 1 wherein selecting the debugging
2 mode comprises selecting a first debugging mode when the
3 operating mode comprises user mode, and selecting a second

4 debugging mode when the operating mode comprises supervisor

5 mode.

1 5. A method comprising:

2 receiving an instruction;
3 receiving a signal;

14



1°'3. The nmethod of claim1 further conprising invoking an 2 enulqatipR e
-of the processor after executing an 3 instruction. 1 4. The nmethod of clalm
1 wher ei iWORHEEI8TNg t he debuggi ng 2 node conprises sel ect POguUsHIi4765L
debuggi ng node when the 3 operating node conprises user node, and selecting
a second 4 debuggi ng node when the operating node conprises supervisor 5
node. 1 5. A nethod conprising: 2 receiving an instruction; 3 receiving a
signal 4 14 5 JE9lexiusg WD roxiel 888 7deiaTg ¢iS0d/ 42624 fdnseleat bfigtaennde of
debugging as a function of the 5 signal, wherein selecting the debuggi ng
node cobnpeiisesls séleciimgsaldctistg debegdebgghndg wbaa thepsigaal is a
first 7 signal, and selecting a second debuggi ng node when the B signal is
a second sierRAUtirNt £iexecdbigyihe hoger WakhoBhel s€gnihe jaELhed Qf claim
5 further conprising raising an 2 exception. 1 7. The nmethod of claim5

furthey coaRmal, NGV &0 Ay 22 CTULAh 4 086468 ng mode when the

8 signal is a second signal; and

9 executing the instruction.

1 6. The method of claim 5 further comprising raising an

2 exception.

1 7. The method of claim 5 further comprising invoking an

2 emulation event.

1 8. The method of claim 5 further comprising:

2 sensing register contents; and

3 outputting register contents.

1 9. The method of claim 5, wherein the instruction is

2 received by a processor adapted to operate in a plurality
3  of statés, the method further comprising:
4 sensing states of the processor; and ‘

5 outputting states of the processor.

15



1 8. The nmethod of claim5 further conprising: . 2 sensing regi stfg JUN 2005
-contents; and 3 outputting register contents. 1 9. The nmethod of claimb5,
wherei n W@02/#888F uction is 2 received by a processor adaptRCI/Usoipexate in
a plurality 3 of states, the nethod further conprising: 4 sensing states
of the processor; and 5 outputting states of the processor. 15 15 JUN 2005
WD 02/ 48887 PCT/ US01/ 47624 1 10. The nethod of claimb5, wherein the

i nstrdcti df-i sTher aedihasy 4fy Gl pmodesstrereire et homsfmucbeoncoapri sing 3
sel ecting a node of single-step debugging as a function of 4 the operating
nmode ¢f thecpivedsdgr .a brikessalyitde coniosi HgrtRed PoMCELESORg t he
processor adapted to operate in a 3 plurality of.operating nodes including

an emg at sehegtdeg 4 nodPWT BidER-Sdtedp MWLPEihe stoserhnetsbatgrof a 5
control bit; and 6 an exception handler; 7 wherein the processor is adapted

to selgecttpBeopbrati®iPinydl idy e oRUOUL NG, Todes as a function of the
control 9 bit. _

1 11. A device comprising:

2 a processor, the processor adapted to operate in a

3 plurality of operating modes includiﬁg an emulation mode;

4 a control register adapted to store the state of a

5 control bit; and

6 an exception handler;

7 wherein the processor is adapted to select one of a

8 plurality of debugging modes as a function of the control

9 bit.

1 12. The device of claim 11, wherein the processor is
2 adapted to select one of a plurality of debugging modes as

3 a function of the current operating mode of the processor.

1 13. Thé device of claim 11, further comprising exceptioﬁ
2 logic adapted to sense the state of the control bit and to
3 trigger an exception event as a function of the state of

4 the control bit.

16



1'12. The device of claim 11, wherein the processor is 2 adapted t§ SN 200§
-one of a plurality of debugging nodes as 3 a function of the current

oper at i ngWRR2&I8887 t he processor. 1 13. The device of cl ai npdtusémrsher
conprising exception 2 logic adapted to sense the state of the control bit
and to 3 trigger an exception event as a function of the state of 4 the
control bit. 16 1 5 JUN 2005 WD 02/ 48887 PCT/US01/ 47624 1 14. The device of
claim11l, further conprising emulation 2 |ogic adapted to sense the state
of the control bit and to 3 trigger an enmul ati on event as a function of
the stateldf. 4 e dontceol obitlaimlbl, Therdhyiceopprekahgy dhuiwhengi n the
control bit is a 2 first control bit, the systemfurther conprising a

secondz 3 leanitd dddpted ane y@ﬁ%@l@héhgtﬂﬁgeoﬁftﬁén96§t§5§pb§€bgﬂa'@% 41s
a function of the state of the second control bit. 1 . The devi ce of

claimil, ﬂﬂfﬁéﬂf]éﬁméﬁﬁfﬁ%§§ﬁre+§nﬁ gsdégfﬁﬁgt§g 2% egﬁgcgﬁgggap 1r. A

devi ce conprising: 2 a processor € processor 0~ 0opé ina 3
pIuraIktyﬁ% (¥3H€¥df95f@des 4 wherein the processor is adapted to sel ect
one of ’

1 15. The device of claim 11, wherein the control bit is a
2 first control bit, the system further comprising a second
3 control bit, and wherein the mode of single~step debugging

4 is a function of the state of the second control bit.

1 16. The device of claim 11, wherein the processor is a

2 digital signal processor.

1 17. A device comprising:

2 a processor, the processor adaptedlto operate.in a

3 plurality of operating modes;

4 | wherein the processor is adapted to select one of a
5 plurality of debugging modes as a function of the current

6 operatiﬁg mode of the processor.

1 18. The device of claim 17 further comprising a control

2 register adapted to store the state of a control bit,

17



5 plurality of debugging nodes as a function of the current 6 opefalUNngnis
‘node of the processor. 1 18. The device. of claim 17 further conprising a
control WPA3H8883r adapted to store the state of a control PETAUSOI4624 5 JUN
2005 WO 02/ 48887 PCT/ US01/ 47624 3 wherein the processor is adapted to
select one of the 4 plurality of debugging nodes as a function of the state
of 5 the control bit. 1 19. The device of claim 18, further conprising: 2
an exciépt FOROFATIE® RERFESS VY kS R eedt o sembect henet afetbe the contro
bit 4 and to trigger an exception event as a function of the 5 state of
the contropluyality 2f détugipingenodes|as na 18untuidheofcahpr istiang lodgi ¢ 2
adapted to sense the state of the control bit and to 3 trigger an emul ation
event &S &hkeunctityolofbite state of 4 the control bit. 1 21. The device of
claim 17, wherein the processor is a 2 digital signal processor. 1 22. A
system conprising: 2 a processor, the processor adapted to operate in a 3
plurality of operating nodes;

1 19. The device of claim 18, further comprising:

2 an exception handler; and |

3 logic adapted to sense the state of the control bit
4 and to trigger an exception event as a function of the

5 state of the control bit.

1 20. The device of claim 18, further comprising logic
2 adapted to sense the state of the control bit and to
3 trigger an emulation event as a function of the state of

4 the control bit.

1 21. The device of claim 17, wherein the processor is a

2 digital signal processor.

1 22. A system comprising:

2 a érocessor, the proceésor adapted to operate in a
3 plurality of operating modes;

4 a control register adapted to store the state of a

5 control bit;

18



4 'a control register adapted to store the state of. a 5 controI1Q%tUN#@El
-5 JUN 2005 WO 02/48887 PCT/ US01/47624 6 an i nput/output device; a d an
except i onWMHBBET: 8 wherein the processor is to adapted tpcrwbewizepne of a
9 plurality of debugging nodes as a function of the control 10 bit. 1 23.
The system of claim 22, wherein the processor is 2 adapted to select one of
a plurality of debuggi ng nodes 3 based upon the current operating node. 1
24. Thé system¥dt tPRPH 22tPRtrédfaeicesnprlsing a menory 2 device coupled to
the processor. 1 25. The systemof claim 22, further conprising logic 2
adapt ed to sensntérecaprienchandiberontrol bit and to 3 trigger an exception
event as a function of the state of 4 the control bit. 1 26. The system of

claim 22, furthetecompribéngrbegbsor2iadapt gdapeecsenseskhecst ahe @fs the
control bit and to 3 trigger an emul ation event as a function of the state

Pf 4 vhe OVt Pidf dbugging modes as a function of the control

10 bit.

1 23. The system of claim 22, wherein the processor is
2 adapted to select one of a plurality of debugging modes

3 based upon the current operating mode.

1 24. The system of claim 22, further comprising a memory

2 device coupled to the processor.

1 25. The system of claim 22, further comprising logic
2 adapted to sense the state of the control bit and to
3 trigger an exception event as a function of the state of

4 the control bit.

1 26. The system of claim 22, further comprising logic
2 adapted.to sense the state of the control bit and to
3 trigger an emulation event as a function of the state of

4 the control bit.
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WD 02148887 2405%24RET/ USOL/ 47624 27. The system of claim erchﬁﬁy?gﬁuﬁe
-control bit is a first control bit, the systemfurther conprising a
"second control bit, wherein the processor is adapted to select one of a

"plurality' of _debuggi ng nodes based upon-the state of 5 the second control
bit. 10 15 20%s. E%%oﬁ'géttéfn PApFPEMERL €8 HERaRed-ne bimgr cohhgol  bisiimiag a
state to a plurality of control bits, mhereln the state is a first state
when a first dBS§gCRGtrrdddits Fbeb%Y%%ﬂ%xﬁ4§$H@F chprheboat & oveadndy first
debug handler, and wherein the state is a second state when a second
debuggi ng rmod€ond red bétseWééFéénbyh@rE¥¢Qﬂﬂﬁnﬂ|M@nadhpaedetondbkkdhmpne
handl er, and wherein the state is a third state when one of a plurality of
debuggi ng nodeF PsPlyrsdityepécdebugging adss baset apounr that stypies aif ng
mpde of a processor; and invoking one of a plurality of debug' handlers
based on 5, t hghet aegoot. cohbrebribiinl bits, wherein the plurallty of , debug
handl ers i ncl udes the first debug handl er and, the - ) N

28. ‘A computer implemented method comprising:
assigning a state to a plurality of control bits,

wherein the.state is a first state when a first debugging
10 mode is td be selected by the invocation of a rirst debug
handler, and wherein the state is a second state when &
second debugging mode is to be selected by the invocation
of a second debug handler, ard wherein the state is a third
state when one of a plurality of debugging modes is to be
selected as a_function of a current operating mode'of-a

15

processor; and

invoking one of a plurality ef debug handlers based on
“the state of the control bits, wherein the plurality of
.debug handlers includes the first debug handler and the
20 second debug handler, and wherein the first debug handler
comprises an.emulation service routine and wherein the |

second debug handler comprises an exception handler.

29, The'method of claim 28, wherein the first debug

'25 handler 1s capable of debugging the second debug handler

30. The method of claim 28, further comprising using the

first debug handler to debug the second debug handler.
20



second debug handl er, and wherein the first debug handl er conprises; goN 2005
-enmul ation service routine and wherein the second debug handl er conprises
an exception handler. 29. ,The' method of claim28, wherein the first debug
25 handl er is capable of debuggi ng the second debug handl er. 30. The net hod
of claim 28, further conprising using the first debug handl er to debug the
second debug handler. 20 1 5 JUN 2005 31. The nethod of claim 28, further
conpri si ng deter nlng mgethe b¥§ass sajd selecting one of a plurality
of  debuggi i§- nod tho uﬁétFéﬁle 'cGPFEHFroEQWBFFﬁ@nﬁnﬁéteéﬂlpﬁég
processor and to instead select one of a plurality 5 of debug nodes w thout
regard to tWBeEQPFefRP BpERafi AgiApdelestinBecproeésgoplugdalithHechet hod of
claim 28 wherein selecting the debugging node as a function of the current
oper ati ng mideugfihbemdGepr eeessbuncompni s€sasehiecenhgopett$hgdmbdggi ng
node when the operating node conprises a supervisor node, and selecting a
second debuggi ngenpdecebenrt hedoper ahkngadogdeleconphises a pseralwdy. 15
33. A nethod conprising: receiving an instruction; receiving a signal;

5 of debug modes without regard to the current operating mode

of the processor,

32. The method of claim 28 wherein selecting the debugging
mode as a function of the current operating mode of the

10 processor comprises selecting a first debugging mode when
the operating mode comprises a supervisor mode, and
selecting a second debugging mode when the operating mode

comprises a user mode.

15 33. A method comprising:
receiving an instruction;
receiving a signal;
selecting a mode of debugging as a function of the
signal, wherein selecting the debugging mode comprises
20 selecting a first debugging mode using a first debug
handler when the signal is a first signal, selecting a
second debugging mode using a second debug handler when the

signal is a second signal, and selecting the debugging mode

21



sel ecting a node of debugging as a function of the signal, wherein

-sel ecting the debuggi ng node conprises 20 selecting a first debu§giuly 2886de
using a first debug handl er when the signal is a first signal, selecting a
second debuggi ng node using a second debug handl er when the signal is a
second signal, and selecting the debugging node 21 1 5 JUN 2005 as a
function of a current operating node of a processor when the signal is a
third signal; invoking one of a plurality of debug handlers, wherein the

plurality ofSdebfiyrrakarePs PnEPGEEETt RRREFRF4RIABBHE SThanBFeFe8mart he
second debug handl er; and_ executing the instruction. 34. The nethod of
cl ai m 33 fuvhRer thenpigsehgirabsithRgranségeepti on. 10 35. The net hod of
claim 33 further conprising invoking an enul ation event. 36. The net hod of
claim 33 further ivunpingi nge ofS5asehsraditggpst éebognhentiderandwhetpdnt i ng
regi ster contents. 37. The nethod of claim 33, wherein the instruction is
recei ved bythBeppueeessqr pfaddbwgehehdlktlre phetasser the first debug

5 handler and the second debug handler; and

executing the instruction.

34. The method of claim 33 further comprising raising an
exception.

10
35. The method of claim 33 further comprising invoking an

emulation event.

36. The method of claim 33 further comprising:
15 sensing register contents; and

outputting register contents.

37. The method of claim 33, wherein the instruétion is
received by the processor, and wherein the processor is
20 adapted to operate in a plurality of states, the method
further comprising:
sensing states of the processor; and

outputting states of the processor.
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20 adapted to operate in a plurality of states, the nmethod further
-conprising: sensing states of the processor; and outputting st at eb SodUN 12605
processor. 22 1 5 JUN 2005 38. The nmethod of claim 33, wherein: the first
debuggi ng node conprises invoking an enulation event; the second debuggi ng
node conprises raising an 5 exception; and the selecting the debugging
node as a function of a current operating node of a processor conprises
selecting the first debugg node when a current operating node of the
processor cofpri $B8 §e§BBgrQﬁsﬁﬁaﬁﬁdé3anﬂh§éﬁé8t|ng the 10 second debuggi ng
nmode when a current operating node of the processor conprises a user node.

39. The net hod ofhel 4ins83deRHegéna mhdeseprprédedebuyokabdeavonpri ses
rai sing an exception after executing an 15 instruction, and wherein the
current opeemtilagiondevehtthe processor conprises a supervisor node. 40. A
devi ce conprising: a processor, the processor adapted to operate in a 20
plurality of opetati sgcphdesdcbnghbtilgngods esnpatites med€ing an
5 exception; and
the selecting the debugging mode as a function of a

current operating mode of a processor comprises selecting

the first debugging mode when a current operating mode of

the processor comprises a supervisor mode and selecting the

10 second debugging mode when a current operating mode of the

processor comprises a user mode.

39. The method of claim 33, wherein the selected debug
mode comprises raising an exception after executing an
5 instruction, and wherein the current operating mode of the

processor comprises a supervisor mode.

40. A device comprising:
a processor, the processor adapted to operate in a
200 plurality of operating modes including an emulation mode;
a control register adapted to store the state of at
least one control bit; and
a plurality of debug handlers, wherein the plurality

of debug handlers includes a first debug handler and a

23



a control register adapted to store the state of at |east one nghhph3$
and a plurality of debug handlers, wherein the plurality of de ers
i ncludes a first debug handler and a 23 1 5 JUN 2005 second debug handl er,
and wherein the first debug handl er conprises an enul ati on service routine
and the second debug handler conprises an exception handler; wherein the
processor is adapted to assign the state 5 of the at Ieast one control

bit, wherein the sta is a fi tate when first bu ing node is to
be selectedseﬁﬁnﬁhgeﬁﬁgogaPﬁéﬁrOfaagfw §F668b58 hShHPE deBid RABAGER t he
state is a second state when a second debugging node is to be selected by
t he i nvocat FERPEES§SsaBoRBUdabLG hERIVEFS TOUEABCWABHe LRt FECEREL Bebyga
third state when one of a plurality of debugging nodes is to be sel ected
as a functhandéeraceuprésesoper akicagtaodehahdine; processor. 41. The device
of claim 40, wherein the processor is 15 adapted to select one of a
plurality of debwhgragnmtdespasceasbuntti adaptetiheocussenh oper atkng node
of the processor. 42. The device of claim40, further conprising exception

| ogi c adapted tResansechBe shat eoftrbhepat,| gastepnetB@ gepteoksbit and to
trigger an exception event as a function
first state when a first debugging mode is to be selected
by the invocation of a first debug handler, and wherein the
state is a second state when a second debugging mode is to
be selected by the invocation of a second debug handler,
10 and wherein the state is a third state when one of a

plurality of debugging modes is to be selected as a

function of a current operating mode of the processor.

41. The device of claim 40, wherein the processor is
15 adapted to select one of a plurality of debugging modes as

a function of the current operating mode of the processor.

42. The device of claim 40, further comprising exception
logic adapted to sense the state of the at least one
20 control bit and to trigger an exception event as a function

of the state of the at least one control bit.

'43. The device of claim 40, further comprising emulation

logic adapted to sense the state of the at least one
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of the state of the at |east one control bit. 43. The device o{ cl ai go,

~further conprising enmulation |ogic adapted to sense the state éfJW%gh t

| east one 24 1 5 JUN 2005 control bit and to trigger an enul ati on event as
a function of the state of the at |east one control bit. 44. The device of
claim40, wherein the at |east one 5 control bit is a first control bit,

the systemfurther conprising a second control register adapted to store
the state of a second control bit, and wherein {he node of single-step

debuggi ng i SCREFARCPIBN2BF tReCELEPBT of Rt RBULEEEBRACEBREr 8F Bi £UNE6125. The
device of claim40, wherein the processor is a digital signal processor.
46. The devpEethe efafe 26, thhRerei ActhE PRBCESBBECLSPiE.further adapted to
sel ect the first debuggi ng node when the current operating node conprises
a supervisor node and to select the second debuggi ng node when the current
operating node conprises a user node. 20 47. The device of claim 46,
wherein thedfirsrhdebaggcagornolleinodpy i srerabnethtabtobedebuggeng node and
wherein the second debuggi ng node conpri ses an excepti on debuggi ng
5 control bit is a first control bit, the system further
comprising a second control register adapted to store the
state of a second control bit, and wherein the mode of
single-step debugging is a function of the state of the
second control bit.
10

45, The device of claim 40, wherein the processor is a

digital signal processor.

46, The device of claim 40, wherein the processor is

15 further adapted to select the first debugging mode when the
current operating mode comprises a supervisor mode and to
select the second debugging mode when the current operating

mode comprises a user mode.

20 47. The device of claim 46, wherein the first debugging
mode comprises an emulation debugging mode and wherein the
second debugging mode comprises an exception debugging

mode.
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node. 25 1 5 JUN 2005 48. A device conprising: a processor, the processor
~adapted to operate in a plurality of operating nodes; and a rep%gh&r
adapted to store the state of a signal; 5 wherein the processor fs dQBQed
to select a debugging nopde as a function of the signal, wherein selecting
the debuggi ng node conprises selecting a first debuggi ng node using a
first debug handl er when the signal is a first signal, selecting a second
debuggi ng ngge ugiag a second 10.debug handl er when the signal is a second
signal, and®°sel 8ct'FHgEh&ECHRBBUGIPAY node as a function of a current
operating node of the processor when the signal is a third signal; and
wherein the proc@sBEPCR§SPErt hBP REAFEEEOF02FARERE HReCPELaEE anpRurality
of debug handl ers, wherein the plurality of debug handl ers includes the

first debugrhandlétvand pthers&éondmddbag haddl er. 49. The device of claim
48 further conprising a control 20 register adapted to store the state of
a control bit, wherepmstbhe prapéssotoi stadapthd toasel e€t aoBégaklthe
plurality of debugging nodes as a function of the state of
5 wherein the processor is adapted to select a debugging
mode as a function of the signal, wherein selecting the
debugging mode comprises selecting a first debugging mode
using a first debug handler when the signal is a first
signal, selecting a second debugging mode using a second
10 debug handler when the signal is a second signal, and
selecting the debugging mode as a function of a current
operating mode of the processor when the signal is a third
signal; and
wherein the processor is further adapted to invoke one
15 of a plurality of debug handlers, wherein the plurality of

debug handlers includes the first debug handler and the

second debug handler.

49. The device of claim 48 further comprising a control
20 register adapted to store the state of a control bit,
wherein the processor is adapted to select one of the

plurality of debugging modes as a function of the state of

the control bit.
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the control bit. 26 1 5 JUN 2005 50. The device of claim49, further
~conprising: an exception handler; and |logic adapted to sense the st he f
the control bit and to trigger an exception event as a function16?Jﬁ éM@
state of the control bit. 51. The device of claim49, further conprising

| ogic adapted to sense the state of the control bit and to trigger an
enul ation event as a function of the state of 10 the control bit. 52. The

device of claim 48, erein the. processor. is a digital signal processor. 15
53. The dev% e o§§8l Fﬁﬁﬁg,Oﬁhgﬁgﬁﬁ:ﬁghefPFig?rdg Hﬁﬁﬁﬁ@ngﬁde conpri ses
i nvoking an enul ati on event; the_second debuggi ng node conprises raising
an exception; afB 2BCSRtdCRelaBfilRg/t RBddebuggi ng nmode as a function of a
current operating node of a processor conprises selecting the first
debuggi ng node wheala edepért Spesansrgthedetete phietbrocessoplcbhpri ses a
supervi sor node and sel ecting the 27

and to trigger an exception event as a function of the

5 state of the control bit.

51. The device of claim 49, further comprising logic
adapted to sense the state of the control bit and to
trigger an emulation event as a function of the state of

10 the control bit.

52. The device of claim 48, wherein the processor is a

digital signal processor.

15 53. The device of claim 48, wherein:
the first debugging mode comprises invoking an
emulation event;
the second debugging mode comprises raising an
exception; and
20 said selecting the debugging mode as a function of a
current operating mode of a processor comprises selecting
the first debugging mode when a current operating mode of

the processor comprises a supervisor mode and selecting the
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1 5 JUN 2005 second debuggi ng node when a current operating node of the
‘processor conprises a user node. 54. A nmethod conprising: 5 retd vihgiln
instruction; receiving a signal; and sel ecting a debuggi ng node, wherein
said selecting a debuggi ng node conprises: selecting an enul ation
debuggi ng node when the 10 signal is a first signal; selecting an
excepti on debuggi ng node when the signal is a second signal; selecting the

o211 o ISDUSENG G WD e 000l 5o DLad S BT e 2

current operating a processor co

sel ecting the exception debu%%ing node m@gn the signal is the third signal
and when t hBIRGFPERE “BPEractFngentd&érof'°PRe processor conprises a user
node. 20 55. The nmethod of claimb54, wherein the sel ected debuggi ng node
conpri ses an exception debuggi ng node and wherein the current operating

node of the processor conprises a supervisor node. 28 1 5 JUN 2005
54, A method comprising:

5 receiving an instruction;
receiving a signal; and
selecting a debugging mode, wherein said selecting a
debugging mode comprises:
selecting an emulation debugging mode when the
10 signal is a first signal;
selecting an exception debugging mode when the
signal is a second signal;
selecting the emulation debugging mode when the
signal is a third signal and when a current operating
15 mode of a processor comprises a supervisor mode; and
selecting the exception debugging mode when the
signal is the third signal and when the current

operating mode of the processor comprises a user mode.

200 55. The method of claim 54, wherein the selected debugging
mode comprises an exception debugging mode and wherein the
current operating mode of the processor comprises a

supervisor mode.
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56.‘ The nethod of claimb54, wherein the third signal signifies that the
"sel ected debuggi ng node should be one |evel higher than the cufmepiyn 2005
operating node of the processor. 5 29

56. The method of claim 54, wherein the third signal
signifies that the selected debugging mode should be one
level higher than the current operating mode of the

processor.

29



