NETWORK MANAGEMENT APPLI ANCE FI ELD OF | NVENTI ON The present invention

rel ates broadly to a network managenent appliance, to a nethod for managi ng
a net wor kiwoanab/a4es58a conmput er readabl e data storage nedi eoTis&003gosrsr ed

t hereon conputer code neans for instructing a conputer to execute a nethod
for managi ng a networ k. BACKCGROUND Busi nesses are | everaging information
technology to gain and naintain a conpetitive edge, while efficient support
of the IT infrastructure poses a real challenge. The IT infrastructure
managers of today are facing increasing denmands to deliver new systens,
services and applications, while the dpploynent of each new technology is
adding to the conplexity of the enterprise support nodel. Traditionally,

net wolsk management ar eNETWORKMANAGEMENTPARPPLRNCE ng conpl ex
installation and configuration procedures before it can be up and running,

to manage the network devices in an IP (Internet Protocol) network. These
may i nclude network routers/switches, firewalls, servers and applications.
In additiognal, end-users usually need to acquire dedi cated server and
client mddRERERFINVENZIIONNG use the network management software. This
consequently results in high conplexities and high costs for a typical
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infrastructure  enterprises require a support model
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manager s metlﬂg LT 1nf rastruc managers realize the burgeoning need of a

sinmpl e approagﬁ”¥E?Q%%P enterpr|se managenent sol ution invol ving

qui ck-to-depl oy tools that provide real and i mredi ate accel eration towards
to tH b S|ne§§«§ﬁals The infusion and proliferation of new technol ogy mnust
be s

Businesses are leveraging information technology to gain and maintain a

competitive edge, while efficient support of the IT infrastructure poses a real challenge. The

IT infrastructure managers of today are facing increasing demands to deliver new systems,

20  services and applications, while the deployment of each new technology is adding to the
complexity of the enterprise support model.

Traditionally, network management are software-only solutions, requiring complex
installation and configuration procedures before it can be up and running, to manage the
25 network devices in an IP (Internet Protocol) network. These may include network
routers/switches, firewalls, servers and applications. In additional, end-users usually need to
acquire dedicated server and client machines to host and use the network management
software. This consequently results in high complexities and high costs for a typical network
management solution deployment.
30 ‘

To effectively manage the IT infrastructure, enterprises require a support model
managing -the network, systems, services and applications. The complexity of the
enterprise support model has manifested itself as the prime concern of the IT managers.
The IT infrastructure managers realize the burgeoning need of a simple approach to the

35  complex enterprise management solution involving quick-to-deploy tools that provide real
and immediate acceleration towards to the business goals.



integrated reliable managenment tools to achi eve desirabl e business
benefits, control costs and ultimately avoid IT failures. The managenent

t ool s ar ewoeeddd9ssat only to understand and nonitor variPCUSGReshn@G7dgi es
but also effectively inplenment these technol ogies to achi eve busi ness
goal s. The managenent tools would hel p the managers to view the entire IT
infrastructure as an integrated whole and nmake useful information for

i nfrastructure managenent readily avail able across the enterprise. The tool
set for IT managers woul d typically provide for continuous and real -tine
nonitoring of systenms, services and ap?Iications, report generation on the
health of the infrastructure, flexibilfty to add new servi ces and
techno®ogi es, notification of service level or device faults, initiation of

probl em resol uty owl edge-base tqQ advice on problens, identification of
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[ I bute eter

conmponents in a distri ogeneous environnment has al so energed as a
requirenent in infrastructure managenent. It is no |onger viable to manage
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resolution, knowledge-base to advice on problems, identification of root cause as well as
workforce co-ordination and problem assignment.

20
The above mentioned tool sets would value-add to their service delivery to reduce
costs, improve systems, applications, services, databases and network availability,
continuously improve on quality and business process, sharpens competitive edge, while
providing access to advanced technologies and achieve best-in-class standards.
25

End-to-end management across multiple components in a distributed
heterogeneous environment has also emerged as a requirement in infrastructure
management. it is no longer viable to manage individual systems, computers, subnets and
networks services in isolation. These components inter-operate to provide connectivity and

30  services. The customer oriented point of view goes through the boundaries of network,
services, applications and their performance and service levels. The management tools
must provide for end-to-end management across the different management layers.

An end-to-end management solution provides a strategic solution, covering
35 management of all critical components of all services, simplifies and improves setup,
deployment, monitoring and measuring of services for faster ROl End-to-end



depl oynent, nonitoring and nmeasuring of services for faster RO.

End-t o- endmanagenent al so al |l ows the managenent of enterprise services
based on wo2pewrssspriorities as well as the nmaxi m sati oRCOSGENSONEE3
avai l ability, keeping services fully operational on 24 x 7 x 357 basis to
satisfy custoners and protect revenue. The end-to-end nmanagenent sol ution
is also able to keep service delivery costs under control. The current
generation of enterprise nanagenent solutions can be broadly classified
into two categories. The first category is the central server based
nmanagement w th autononous agents mherg there is high scalability but the
cost is higher. Upgrades are perforned on the central server. These
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carried out individually on each agent.

Thus, there is a need for an appliance oriented enterprise management solution

20  that offers central server based management where the cost per agent is driven down to a

level that is comparable to that of thick clients while maintaining the advantage of central

server based management. The central server provides completely web-based secure and
integrated management anytime from anywhere.

25 Hence, it is with the knowledge of the above concerns and restrictions that
the present invention has been made.

SUMMARY

30 In accordance with one aspect of the present invention, there is provided a
network management appliance comprising, a central bus element, a plurality of
network management modules each coupled to the central bus element, a server
element coupled to the central bus element, a network interface for interfacing the
central bus element with a network to be managed, and wherein network

35 management functions executed by the network management modules are remotely
accessible through the server element via the network interface.



managenent functions executed by the network managenent nodul es are
renotely accessi ble through the server elenent via the network

i nt er f acewOheoamapssar k managenent appliance may further eoWSG2808/00e873t andar d
event format supported and operable on the central bus el enent for
integrating the plurality of network managenent nodules with the standard
event format, and wherein the standard event format enables the plurality
of network managenent nodul es to comunicate with one another. The network
managenent nodul es may conprise two or nore of a group consisting of, a
configuration utility nodule, an auto-%iscovery process nodul e, an alarm
correl ation engi ne nodule, a rol e-based security utility nodule, a nodule
consigging of data nonitors and collectors, a Service Level Agreenent (SLA)

managenent progesses nodul e, an inventor nagenent utility nodul e
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Service Level Agreenent (SLA) managenent processes nodul e, d wherein the

Servi B mlstlﬂgrg%ﬁ@m an;LtR;s and collectors, a Service Level Agreement (SLA)
management processes module, an inventory management utility module, a

notification engine module, an automatic-actions on alarms utility module, and a
management tasks automation utility module.

20 The configuration utility module may be used for consolidating and
configuring parameters for the network to be managed.

The network management appliance may further comprise, a set of alarm

correlation rules in the alarm correlation engine module, and wherein the alarm

25 correlation engine is used for managing alarms from the network to be managed
with the set of alarm correlation rules.

The role-based security utility module may provide a centralised allocation of
access and domain rights to network users based on their roles as recorded in an
30 access system implemented in the role-based security utility module.

The network management appliance may further comprise, criteria for
thresholds of service levels implemented in the Service Level Agreement (SLA)
management processes module, and wherein the Service Level Agreement (SLA)

35 management processes module compares performance data against the criteria for
thresholds of service levels and decides on the next course of action.



managenent processes nodul e conpares performance data against the criteria
for thresholds of service |evels and decides on the next course of

act i on. Theonretwwpis84managenent appliance may further conpPCISE20@N00S28r

dat abase query utility inplenmented in the inventory managenent utility
nodul e, and wherein the user database query utility is used to retrieve
inventory information of the network to be nanaged fromthe inventory
managenent utility nodule. The notification engine nodule my send out
notifications based on a set of notification rules inplenented in the
notification engine nodul e. The network managenent appliance may further
conprise, a filtering criteria inplenehted in the automatic-actions on
alarngg utility nodule, and wherein the automatic-actions on alarms utility
nodul e executes autonmatic actions based on matching al arm events provided
by the aI ar m c bhe aetiario masagementrampliarce way fiether comprisyy aorusee databaghe

net wor k qmﬁ&t infiRithé R84 & WlnLé\gB@eﬁ*naﬁQ?ﬁérﬁ%ém&n rﬁﬁ@ﬁl%aéndj%@r in
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serve£q The network managenent nodul es may be renotely accessi ble by
n

utili g one or nore of a group consisting, an object-nodelling
capabi lity, anTla@aaﬁﬁdaasledngmfmduﬂxg»‘nayadbnamlteabum%ﬁis basdneh adst ofnd a

scripting he n ppliance, may further conprise, a
plurali tyngtfr}%ﬁ{é]?rf d‘J rﬂ%}ﬂﬁ?gﬁg‘ %QPE?%'PHanPVed?OqL{J%nm ent performance
counters, a file systemfor tenporary storing of storing of performance
data in a me %ﬁ% n Joltise fromt Iura erforrrance
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r epos1& or implementedt iputhef asiomatie-agfansabn tajarofs titiliyn shahdle, pard wheeaic dhe
automatic-actions on alarms utility module executes automatic actions based on
matching alarm events provided by the alarm correlation engine module to the
filtering criteria.

20 The network management appliance may further comprise, a central data
repository, and wherein management data associated with the network management
functions executed by the network management modules is stored in the central
data repository.

25 The server element may comprise a web server.

The network management modules may be remotely accessible by utilising
one or more of a group consisting, an object-modelling capability, an agent-based
technology, an applet based technology, and a scripting engine.

30

The network management appliance may further comprise, a plurality of
performance counters, a plurality of transient performance counters, a file system for
temporary storing of storing of performance data in a memory, and wherein output
from the plurality of performance counters are stored as performance data in the or a

35 central data repository, and output from the plurality of transient performance
counters are not stored in the central data repository.



counters are not stored in the central data repository. The performnce data
may be stored into the central depository periodically. In accordance with
anot her aspeots/@pssthe present invention, there i s provi @#ed/S&2ost0hesd3
conprising providing a central bus elenent; coupling a plurality of network
managenent nodules to the central bus elenent; coupling a server elenent to
the central bus elenent; providing a network interface for the central bus
elenent to be interfaced with a network to be managed; and wherei n network
managenent functions executed by the network managenent nodul es are
renmotely accessed through the server elenent via the network interface. In
accordance with yet another aspect of ®he present invention, there is

provi dgd a conputer readable data storage medi um having stored thereon
conput er code neans for instructing a conputer to execute a nethod for
managi ng a net Wae kerfermansetdataimey vp stased inte theviatitratdeposisery periotioallyel enent ;
coupling a plurality of network managenent nodules to the central bus

el ement; coupling a server elenment to the central bus elenent; providing a
net wor k i nt er f de&ce@danerwitl anetapr atreckpithe presest inuentivne fese isderarieed a

net wor k t @ nR&nS@B8GBHAsiIng BFLVINIRS §icBnRRIIRIMBMAGSIBRRG afphialit ARAefuepeut ed by

t he net work managenent nodul es are renotely accessed throu the server

el eneh! vMEnageMERE REFKes e e erntral Brg plemsntCRUPTNOR server igiergpiip Niess

Embodi menténtel bubeldrmanploiing & helRorb aitéredcelior fesdcptd! BileleRRAL to/b@ppar ent

to one of . ordingry.skill .in the art fromthe followi ng witten description,
by way of '”g?%fﬁae%ﬁ@,“%‘ﬁa"ﬁ PP O6nMaRageEN A0 (SR B %ﬂﬁd’g‘j‘na}%"ﬁ‘i‘i"cﬁ:

Fig. 1 is turstibtremekéautéd lysthe atdtworkf managenssrthinbéuésinge usadtefoacastémar e
i er ar ohy TERIEDE R0 BT e aeh iR i Siften cxampl o embodi ment Fig. 3 i s
a diatfamillustrating a Central Repository in an exanple
In accordance with yet another aspect of the present invention, there is
provided a computer readable data storage medium having stored thereon computer
code means for instructing a computer to execute a method for managing a network,
the method comprising providing a central bus element; coupling a plurality of
20 network management modules to the central bus element; coupling a server element
to the central bus element; providing a network interface for the central bus element
to be interfaced with a network to be managed; and wherein network management
functions executed by the network management modules are remotely accessed
through the server element via the network interface.
25
BRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will be better understood and readily apparent
to one of ordinary skill in the art from the following written description, by way of
30  example only, and in conjunction with the drawings, in which:

Fig.1 is a schematic illustration for an architecture used for software modules
in an example embodiment.

35 Fig.2 is a block diagram showing the hierarchy structures in object modelling
in an example embodiment.



enbodinment. Fig.4 is an illustration for agent-based communications in an
exanpl e enbodinent. Fig.5 is an illustration of a rol e-based security

syst em i rwanoexapshe enbodi nent. Fig.6 shows informati orCESIGRestoneIs and
nonitoring froma w de range of sources in an exanple enbodinment. Fig.7(a)
shows different possible equi pnent connections and collectors to the
appliance in an exanpl e enbodi nent. Fig.7(b) shows different possible
nonitor comuni cations with the appliance in an exanpl e enbodinment. Fig.8
is aflowdiagramillustrating an Auto Di scovery process in an exanple
enbodinent. Fig.9 is a flowdiagramillustrating a Network Monitoring
process in an exanple enbodinent. Fig.710 is a flow diagramillustrating an
Al ar mgvanagenment process in an exanple enbodinent. Fig. 11 is a flow
diagramillustrating a Report Generation process in an exanple

enbodi ment . Fi gFig® ishewsliagravhdlvatratinadraawCenfralf Repositooyt ior sy stxampleor

i npl enent pRgoGnfEpthod in accordance with an exanple enbodiment. Fig. 13 is
a flowdiagramillustrating an method of nmanaging a network in an exanple
enbodi nent. DETAI LED DESCRI PTI ON The exanpl e enbodi nent descri bed herein

can provide a PG JPndsebeH 18- HRBnEATRIe ¥ bhhRPiRlioMEtNRLK JFBRpREMENt .

10 embodiment.

Fig.5 is an illustration of a role-based security system in an example
embodiment.

15 Fig.6 shows information collections and monitoring from a wide range of sources in
an example embodiment.

Fig.7(a) shows different possible equipment connections and collectors to the
appliance in an example embodiment.
20
Fig.7(b) shows different possible monitor communications with the appliance
in an example embodiment.

Fig.8 is a flow diagram illustrating an Auto Discovery process in an example
25 embodiment.

Fig.9 is a flow diagram illustrating a Network Monitoring process in an
example embodiment.

30 Fig.10 is a flow diagram illustrating an Alarm Management process in an
example embodiment.

Fig.11 is a flow diagram illustrating a Report Generation process in an
example embodiment.
35



In an exanpl e enbodi nent, a network managenent software i s designed and
devel oped. This software can be enbedded into a |inux-based hardware

appl i ancevOThev@9ssae no requirements for a nonitor di splPay/SGreni®eo3ss
keyboard to be attached to the appliance. The network nmanagenent appliance
comes with a built-in web server and the users are able to access the

net wor kK managenent functions using a web browser fromany PC term nals.
There are no client software requirenents for these client PC term nals.
The appliance, once connected to the network, will be able to auto-discover
the network, systens and applications. It wll then be able to
automatical ly start managi ng these obj&cts. In the exanpl e enbodi ment, the
appl i amce har dpgre 4 i ;oG EdiRl &Y i ade-t 0- er
conponent s and&@ﬁggﬂﬁgep?Fpﬁﬁh?nstaﬂrgdga%%ﬁﬁgﬁéggﬁﬁgﬁﬁﬁg' $%§%ﬁﬁég%h as a
Red Hat LMHeddsaceedancanish ap exparRentkadimsyist em s i n- house devel oped

net wor kK managenent software as nentioned above. This intelligent appliance
shal | be known_as "Net Gain Enterprise Manager". End users can attain
benefits such B8 1Gue&lowsiagramiilustrating ar enethod of Mesagingla aetwerk bt

savi ngs oexamsle ehtbdaiméar dwar e and easy access to the appliance's functions
fromagny PC termnals, anytine and anywhere. End users will thus no | onger
be worried about |ong depl oynment cycles, high conplexities and high costs
of network managenent projects. The various features of the appliance in

this exangbxeﬁﬁggg%§§ﬁ#ﬁé§yfurther el aborated in the foll ow ng. Net Gain

Enterprise nager ure The architecture (100), as shown in Fig. 1,
of the NetGain Enterprise Manager is based on carrier-class,
conponent - basethe ¢xagivle/ersbadimbitaeseribhd heetrusa. prdifide s petremhf@redicing tialr e

(100)“Mﬁt&xﬁﬂé&@%%ﬁ&aﬁﬂ%y%%% %%Qﬁegration bus (102) makes it possible to

have wel |l 1ntegrated y coupl ed software conponents (104) which
are robust, independent and distributed in nature. The central software
i ntegration bu8 FME29Mele | sRedisRitt @ ebiork dapagdniant edftad i degrmidamt

sof twar e @HNBREELThE dolildl daR HRenRRANddintoPd HIB8Hsdd hardware appliance. There
are no requirements for a monitor display, mouse or keyboard to be attached to the
20  appliance. The network management appliance comes with a built-in web server and the
users are able to access the network management functions using a web browser from any
PC terminals. There are no client software requirements for these client PC terminals. The
appliance, once connected to the network, will be able to auto-discover the network,
systems and applications. It will then be able to automatically start managing these objects.

25
In the example embodiment, the appliance hardware is an intel-based architecture,
with made-to-order components and chassis. It is installed with an operating system such
as a Red Hat Linux OS (v9 or above) and NetGain System's in-house developed network
management software as mentioned above. This intelligent appliance shall be known as
30  "NetGain Enterprise Manager". End users can attain benefits such as quick installation and
setup of the appliance, cost savings on additional hardware and easy access to the
appliance’s functions from any PC terminals, anytime and anywhere. End users will thus no
longer be worried about long deployment cycles, high complexities and high costs of

network management projects.
35

The various features of the appliance in this example embodiment are further
elaborated in the following.



to the system The distributed design allows the scalability of the
solution as the network expands and new services (104) are introduced.
Central eweorboands3s4l n order for additional conponents t®ChSGROIPESA3i n

i ndependently, a nodular architecture where the conponents are | oosely
coupled but tightly integrated is required. Therefore, a system w de
communi cation bus or a central event bus (102) is used to support a
standard event format used by all the conmponents (104) to communicate with
each other as seen in Fig.1l. It provides a three-tier architecture to the
entire systemwith the central event bus (102) decoupling the conmponents
whil e keeping themtightly integrated th the standard event format.

Li nux- é)ased In this exanpl e enbodi nent, there is a need for a secure and
stabl € operating system which does not degrade in performance over a
consi der aNktSajndtriteyprisefMdriager. Arthitectuder to ful fil this need, a subset of the

Linux_oper at | nh Sysh EIPETI AR AR RRDS 1 Qlnd RERAPELLAREE olBgSe! (v e

progranms, such as seen are ppli ance
start al obzpedi om Qamrfwﬁa@s,atcomgow§bmadmmmlﬁ healdystmhlte@urnghehwtem The
entire sy Il I

System canch EQCE%{Y"O?W T T e LS R

br owsH}, welt Hntagrated éld’fnéQOSEx pPQHP&@ﬂ cofiware Wﬂe%dép‘i)ng’hlch e sobestanpl e
enbodi n’e”ihdeﬂe‘ﬂ@érﬁ dnd distRdl InofRatdrBeTRPES bl 8mRlfe MeatdR Ul (f0)idibes such

as network elements |i ke routers, PCs, servers, services, rmnltors etc so
that thei ?ddéwa?'aelﬁféw’fg@ PRd indpRengam £oitware cemponsatst (AP4)He be pgsily iHagedined i n

sof t war e. toARe @ydteaUTHhe d%Mbbt@&Qﬂsn RlafSds 1B WeAILEIEY \WRthe Holutibrs 88 tHetheliRSIET | be
the relati onshlgnsd hi erarc .2) and characteristics of the

F
net work eP®PREIRY “ﬂWesedﬁTeé2¥04ﬁﬁfféthqqdc fines the contai nment of the

defi ntdl objects as a contai nnent hierarchy (204), such as |IP Device G oup
may Central event bus:

In order for additional components to be plugged in independently, a modular
architecture where the components are loosely coupled but tightly integrated is required.
Therefore, a system wide communication bus or a central event bus (102) is used to support

20 astandard event format used by all the components (104) to communicate with each other
as seen in Fig.1. It provides a three-tier architecture to the entire system with the central
event bus (102) decoupling the components while keeping them tightly integrated with
the standard event format.

25  Linux-based
In this example embodiment, there is a need for a secure and stable operating
system, which does not degrade in performance over a considerable period of time. In
order to fulfil this need, a subset of the Linux operating system was used as a base for this
appliance. The software programs, such as seen in (104) in Fig. 1, that are part of the
30  appliance start along with the operating system when the system is switched on. The entire
system is externally connected through the LAN cable only. The system can be completely

configured, monitored and managed through any web browser, such as Internet Explorer

(IE).

35  Object-modeling:



contain I P Device, which in turn may contain a Mnitor (202). The

i nheritance hierarchy (208) definitions are defined fromthe nost generic
defi ni ti onOo0@n49384a Monitor (206) to nore specific desecrsGzal®oeash as
the CPU or Menory or Disk nonitors, i.e. a specific definition extends a
generic definition. Therefore, .it is possible to define and introduce new
technol ogies, as the newer definitions can inherit fromearlier
definitions. Tinme-series based performance DB: To facilitate fast and easy
access to nonitoring and performance data collected fromvarious network
el enents, services and applications, while using mninml anount of disk
space, a tine-series based performance Qat abase is inplenented in the
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process space as ot her conponents in the system This provides a fast and

efficient interface as the process and data spaces are shared.
Time-series based performance DB:

To facilitate fast and easy access to monitoring and performance data collected from

various network elements, services and applications, while using minimal amount of disk

20  space, a time-series based performance database is implemented in the appliance. The

performance counters and their values of monitor objects are stored as performance

data records in performance data files within the folders named after the day they were

collected. The transient performance counters are not saved in the database. The

performance data being collected is kept in memory by the system until the data is saved to

25  the file system, which is done periodically. Thus, the periodic saving of performance data

collected by the system in memory will reduce the disk input/output time, which is the major

performance bottle-neck in today's computer technology. The performance data files

arranged as folders named by date will allow fast and easy access while generating and
browsing historical and current performance data reports.

30
Multi-threaded architecture:

For high performance computing and faster response time, the system design is
based on multi-threaded architecture. The architecture leads to higher performance, faster
communication and sharing of process space and data.

35

Built-in web server:



Central repository & designer: In order to consolidate and configure al
the configurable paraneters in the system (300) under one sub-application,
t he Desi gwenro0¢3Q2384i s used as seen in Fig. 3. The Desi grer/SG30B)000383 a
one-stop configuration utility for the whole system (300) while the
subappiication is termed the 'Central Repository' (304). Al the
configurable paraneters are arranged hierarchically as "resources". A
standard editor or a special editor can edit these resources through a web
interface (306). The changes in the configuration are updated even while

t he systen1(300) is running. The total configuration information is saved
in the 'Central Repository' (304). Applet-based technology: In order to

elimpate the need to install the tGaip.software in clignt PCs, a
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a '‘Central Repository' (304).

Applet-based technology:

20 In order to eliminate the need to install the NetGain software in client PCs, a Web-
based client (306) for the system (300), NetGain Enterprise Manager, is created. This client
(306) provides an anytime, anywhere interface to configure, monitor and maintain the system
through a standard web-browser. The applet based Desktop (306) can be run from the
home page of the NetGain Enterprise Manager (300) device within a web-browser such as

25 Internet Explorer. This provides the interface to start various other applications such as
auto-discovery, network/service configurators, topology window, alarm viewer.

Agent-based technology:
To provide monitoring data to the appliance (400) and scripting support for
30 systems, services and applications that need more than what SNMP support (402)
provides or those that lack SNMP support, an agent (404) can be installed as shown in Fig.4.
The agent can be installed and run on various operating systems such as Windows
98/2000/NT/XP, Linux, Solaris, HPUX, IBM-AIX etc. The agent is able to discover and
provide monitoring support (406) for various types of services and applications. Additionally,
35 it can provide scripting support in the native system's (408) scripting language. Thus, a high



| i ghtwei ght agent (404). Rol e-based security: In order to provide

mul ti-user access to the system based on access rights (500) and domai n

ri ghts, awmoaoc@aEssssystemis set up where the access for PUISGR005H0A3t 0 t he
systemis based on the role (504) a user (502) belongs to. The role (504)
of a user (502) contains the access rights (500) and the domain rights,
such as allowed resources |like a set of conputers in a subnet. Once the
user (502) is logged into the system the interface and its conponents
depend on the user's access rights (500) and domain rights. The various
actions that are restricted will check for the access rights (500) of the
user (502) if required. Thus, there isl?a centralised allocation of access
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share the sane role nitoring Irght §11ectors
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15  actions that are restncted will check for the access rights (500) of the user (502) if required.
Thus, there is a centralised allocation of access rights (500) and domain rights to a role.
Multiple users (502) can also share the same role.

Proactive Monitoring
20  Lightweight Monitors & Collectors
In this example embodiment, the appliance (600) can perform data collection
for service level and performance monitoring such as shown in process (602) through a
wide variety of lightweight monitors and collectors. The collectors and monitors collect fault
and service level information from a wide range of devices, databases, logs and other
25  sources (604) as can be seen in Fig.6.

The collectors can be deployed virtually anywhere, allowing the collection of
alarms (700) from remote sites and different locations (702) as shown in Fig.7(a). The
collectors enable unified alarm management by converting different types of alarms from

30  disparate sources (702) such as SNMP Traps, Syslog efc into unified X.733 standard
alarms, containing alf the information provided by the native alarm.

The monitors (704) as shown in Fig.7(b) pro-actively collect (706) performance and

availability data from a wide range of managed environments (708) spanning across

35  systems, services and applications, periodically and calculate the service, and if necessary
trigger service level alarms on impending service disruptions.



systens, services and applications, periodically and cal cul ate the service,
and if necessary trigger service |level alarns on inpending service

di srupti one.20004e84r ange of nonitors (704) collect the meTss@Spoesasa usi ng
di fferent nethods. When using SNWP (708), the nonitor requests necessary
data fromthe native SNMP agents of the managed devices or applications,
such as routers, databases, conputers etc. Wen using the Net Gain Agent
(710), the necessary data can al so be requested fromlightwei ght NetGin
agents (710) installed on renmote servers/hosts. These agents (710) can be
used to get specific or customdata such as application outputs, results of
scripts etc, securely. The nonitors cag al so use the secure shell nethod
(712) to access the required data. Managenent Scope In this enbodi nent, the
appliénce Net Gai n Enterprise Manager hel ps to manage a w de range of

envi ronnent s an@ideaatyRadieginRsrs (T0U5 coldctfe Metsssark dbassihgalifferant efetietis.based
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utili ZatitB%ccchsstllfe Higlird#@thon. Management can be extended to Wndows
servers and clients as well as database servers such as Oracle, Sybase,
Inform x, M5-SQL etc. Exanples include Cache hit ratio, Transaction rate,
Net worsk rigagHgafidnesésdee, User connections, Tabl espace/ database utilization

e i Y T E SR RN R R N A
Logi c et owide range of environments and technologies, including network-based or internet-based
devices and services, computing platforms, systems and servers, applications and services.
For networks, management can be extended to network devices such as routers, switches,
20 modems, etc. Management can also be extended to standard network services such as
RADIUS, Ping, Remote Ping, DNS, DHCP, DayTime, FTP, TFTP, etc. Examples will be
Network interfaces: availability, input/output error rate, input/output utilization, input/output
discard rate, input/output error rate, input/output packet rate etc.

25 For systems, management can be extended to Unix-based hosts such as Linux,
Sun, IBM-AIX, HP-UX. Examples are CPU utilization, Memory utilization, Disk utilization.
Management can be extended to Windows servers and clients as well as database
servers such as Oracle, Sybase, Informix, MS-SQL etc. Examples include Cache hit ratio,
Transaction rate, Network read/write rate, User connections, Tablespace/database

30 utilization etc. Management of systems can also be extended to firewalls, email servers such
as MS Exchange etc., Application servers such as Apache Tomcat, Web Logic etc.,

middleware and Specific in-house applications.

Along with the out-of-the-box provided functionality and management scope, it is
35 modular and flexible enough to extend to new technologies, services and applications,
by introducing custom-made plug-in modules, when required.



m ddl ewar e and Specific in-house applications. Along wth the

out - of -t he-box provided functionality and managenent scope, it is nodul ar
and fl exiwbDeoemaegigh t o extend to new technol ogi es, ser viPCESGA0NE/000373
applications, by introducing custom nade plug-in nodul es, when
required. Aut o-di scovery and Monitoring: The exanpl e enbodi nent al so
provides a systemto enabl e automatic di scovery and nonitoring of network
el enents such as systens, servers and the services and applications running
on them The auto-discovery process is showm in Fig.8 The discovering
(800) of network el enents, services and applications running on themis
carried out through nulti-threaded di s®@lovery scanners using SNVP1 Agent and
ot her protocols. The nultiple discovery scanners scan (802) the network for
addi t ional systens, services and applications to nonitor and generate
discoverMMﬁ@d&bd&ij@ﬂMom&mnghe sane time in separate threads there are
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services and applications.

20  Monitoring architecture:

In order to support a large number of intelligent monitors while consuming minimal
resources such as processor time, disk space and memory space, the monitoring
architecture (900) as shown in Fig.9 is based on a complex multi-threaded object-oriented
design. This enables the performance of effective monitoring (900) while maximizing the

25 supported number of monitors within the available resources such as cpu-time, disk and
memory space. A monitoring agent is responsible for monitoring a set of devices, services
and applications; it periodically distributes the actual monitoring load across a large
number of monitor workers running in separate threads. These monitor workers create
(902) the monitor from its description on-demand and execute (904) it to get the monitor

30 results. The creation (902) of monitor on demand reduces the memory space required to
support a large number of monitors. The monitor results are processed (906) by the monitor
workers to detect failure or degradation of service based on specified service level criteria
(908) and then saved (910) to the performance DB.

35



(902) the nmonitor fromits description on-denmand and execute (904) it to
get the nonitor results. The creation (902) of nonitor on demand reduces

t he menoryOgp@a9ssequi red to support a | arge nunber of ROWISGAOES/000B12
nonitor results are processed (906) by the nonitor workers to detect
failure or degradation of service based on specified service |level criteria
(908) and then saved (91 0) to the performance DB. SLA Managenent The IT
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functions or services at a perceived service | evel considered to be
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The SLAs could be agreements between the enterprise and the customers or could be

the expected behavior for disruption-free IT operations.

20 In this embodiment, NetGain monitors help to ensure the SLAs are being honored
while reflecting the real-time performance and service level status of the device, service
or application it is monitoring. A monitor's SLAs are defined by their monitoring parameters
and service level criteria.

25 - The parameters of a monitor include the status of monitoring, for example, enabled
or disabled, the monitoring interval between two discrete measurements, the period of
timeout for a discrete measurement to be considered a failure, the number of retry attempts
to be made as well as any other parameters specific to the monitor, such as IP address or
port number etc.

30
The service level criteria of a monitor specify the rules for unacceptable values of
measured parameters and the Service level agreement (SLA) thresholds, such as SLA
warning threshold and SLA violation threshold.
35 In this example embodiment, a monitor can measure multiple parameters for a

single measurement. Under the service level criteria, the rules of unacceptable values of



port nunber etc. The service level criteria of a nonitor specify the rules
for unacceptabl e val ues of neasured paraneters and the Service |evel
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measurements, once every half an hour, then if 24 measurements or more fail, then the

monitor is in SLA violation status. Similarly, in an hour if there are 2 measurements, once
every half an hour, then if 1 measurement or more fail, then the monitor is in SLA
20  violation status.

Scripting engine:
In order to specify actions in scripts that resemble a high-level programming
language such as Java, to execute at specified points of customization, a scripting engine is
25 created. This provides a highly customizable solution with an easily programmable
framework where in certain points of customization, such as, creation of objects,
propagation of an event etc., the behavior of the system can be further customized by
allowing for programming the system to perform flexible tasks using the APIls provided by
the system itself.
30
Event/Alarm Correlation Engine
In this example embodiment, the appliance NetGain Enterprise Manager (600)
provides unified management of alarms (606) from various disparate sources (604) such
as devices, services and applications. The fault information in alarms are put through an
35 intelligent set of correlation rules to suppress redundant information, isolate and quickly



propagation of an event etc., the behavior of the system can be further
custom zed by allow ng for programm ng the systemto performflexible tasks
usi ng t hewBRbe/q@ossei ded by the systemitself. Event/ Al aPeTGoRo0S084378N
Engine In this exanpl e enbodi nent, the appliance NetGain Enterprise Manager
(600) provides unified managenent of alarns (606) from various disparate
sources (604) such as devices, services and applications. The fault
information in alarnms are put through an intelligent set of correlation
rules to suppress redundant information, isolate and quicklyidentify and
resol ve cause of the problem The al arm managenent process (1000) is shown
in Fig. 10 The alarm correl ation ruI es17are applied to each alarmto be
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over a speai4f Teis béhavbr could help to quickly identify the root cause, while helping to focus away
from the dependant alarms. The following is an example of this alarm. If a web-server is

down the web-site would be down as well. Therefore if a root-cause alarm ‘web-server

20 down’ is present within a reasonable amount of time prior to the arrival of ‘web-site down’

alarm, then the ‘web-site down’ alarm is not sent.

The alarm transient correlation rules are intended for a flood of alarms that notify a
changing attribute, for instance state of a device. The final value of the attribute is
25  considered (1006) while ignoring the transient values using this rule, over a specified time
window. The following is an example of this alaim. If a state of a communication port
changes very frequently, say every few micro-seconds, it could send a changing status
signals as alarms. The transient rule helps to receive the final status during a given time
window, say a second.
30
The alarm threshold count rule specifies the threshold value of the number of times a
particular type of alarm should be allowed to propagate. This rule helps to suppress ‘alarm
flood or repetiive alarms of the same type from the same
source. The following is an example of this alarm. There could be a device or service such
35 as a communication port which would send muiltiple similar alarms repeatedly every few
micro-second on an existing error. The threshold count rule can help to de-duplicate (1008)



w ndow. The following is an exanple of this alarm If a state of a

communi cation port changes very frequently, say every few m cro-seconds, it
coul d semioao@iamiging status signals as al arns. The tramsirsckoeswbe7hel ps to
receive the final status during a given tine wi ndow, say a second. The
alarmthreshold count rule specifies the threshold val ue of the nunber of
times a particular type of alarmshould be allowed to propagate. This rule
hel ps to suppress '"alarmflood or repetitive alarns of the sane type from
the sane source. The following is an exanple of this alarm There could be
a device or service such as a conmunication port which would send nmultiple
simlar alarns repeatedly every few migro-second on an existing error. The
threshold count rule can help to de-duplicate §%008%the It| e,.al arms and
present thfemulisle flasing@nd PEsEReM asrsinde Gara inehekiveg Vﬁ%&g' W%\n ndow,
say a seqiifdw, sdppdtcerid/ managenent Effective IT infrastructure nmanagenment
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effectivah&nmﬁhﬁmag@ﬁémnanagenent practice can only succeed if the
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In this embodiment, the appliance NetGain Enterprise Manager (600) keeps track of
the managed devices and related inventory, through a process of auto-discovery and
inventory query. It helps to periodically check the physical and logical assets through

20  communication processes (602) while being able to query and classify by their types and

sub-types.

The auto-discovery process helps to populate the inventory database with up-to-

date information on devices. Their attributes such as, the type of Operating System, other

25  attributes, including SNMP attributes, services, devices installed on the host, processes
running on the host and the software installed on the host are recorded in the inventory

database.

The users can perform inventory queries based on the types and subtypes of

30 resources (604) such as, network routers, network switches, network bridges, computers,

performance monitors, Operating systems, protocol based devices, categories and the IP
Address.

The types of resources may be further categorized and sub-categorized where
35 necessary. The inventories queried are with details of the resource such as services,

monitors and other related objects.



information on devices. Their attributes such as, the type of Operating
System other attributes, including SNMP attri butes, services, devices

i nst al | edworroeda9ssast , processes runni ng on the host an@Crise2615f00e3as e
installed on the host are recorded in the inventory database. The users can
performinventory queries based on the types and subtypes of resources
(604) such as, network routers, network sw tches, network bridges,
conputers, performance nonitors, Operating systens, protocol based devices,
categories and the I P Address. The types of resources may be further
categori zed and sub-categorized where necessary. The inventories queried
are with details of the resource suchl8s services, nonitors and ot her
relatsd obj ect s. Aut onat i ng Managenent Tasks To increase business process

ef ficfrency, quickening the pace of information exchange and bridging the
sem - aut dwinshetngMdnagameasti Taslesks becomes an utnost priority. For instance,
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is enbo

Iment, the appliance NetGin Enterprise I\/a ovi des
very 19| egenerateduessianadoand rsenk i rie trﬁsﬂof‘?'B'EeQmV%ﬁ %c?\?(i@';s &? E@Sm ng
fault or seKies sheME!bd NEeRhb@ih td beidRijudtedi 4rRICintroduet tintofthé rsystgmat i on
and sharing of real-tine information in a common nodel across the
conmponen .C'eﬂibf‘l‘"fh'@@tm%ﬁe% this exanpl e enbodi nent, each user with a user
account in the NetGin Enterpri se Manager can create rules (1102) to

specify vario S ays of. no E % q%] re in the
status of SLA, gH embgplmsen é %)apglﬁﬁlg?] F%(S alp lfl%rPrgsr?slelgthér %Odim
15  very flexible automation framework to trigger various tasks on incoming fault or service
level information. It is a direct result of integration and sharing of real-time information in

a common model across the components.

Notification

20 In this example embodiment, each user with a user account in the NetGain
Enterprise Manager can create rules (1102) to specify various ways of notifying himself
about creation or changes in the status of SLA, and alarms (900). Such notifications
can be in different templates (1104) such as in the form of e-mails, SMS, popup-window or
sound. The process of report generation from monitors can be seen in Fig.11.

25
Notification Engine:

In the embodiment, the appliance is required to distribute notifications efficiently
and reliably. Efficient and reliable notification of users is carried out by the central notification
engine which processes the asynchronous requests. The central notification engine operates

30 on a set of notification rules (1010) for each user. It receives notification causes such as
alarms or service level changes. These notification causes are relayed (1012) to the users
as specified by the notification rules (1010). The nofification rules (1010) specify the
description (1106) of the cause, such as type of an alarm or object that caused the alarm or
service level change etc. The rule also specifies the type of notification such as email, SMS,

35  sound or a pop-up window etc.



can be in different tenplates (1104) such as in the formof e-mails, SM,
popup-w ndow or sound. The process of report generation fromnonitors can
be seen iwWORDE/M9IB4 Notification Engine: In the enbodi mPaT/SGRéE/004338 i ance
is required to distribute notifications efficiently and reliably. Efficient
and reliable notification of users is carried out by the central
notification engine which processes the asynchronous requests. The central
notification engine operates on a set of notification rules (1010) for each
user. It receives notification causes such as alarns or service |evel
changes. These notification causes are relayed (1012) to the users as
specified by the notification rules (1810). The notification rules (1010)
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speci fied user (1016). Advantages of exanpl e enbodi ment over ot her
appliances: Integrated all-in-one functionality NetGain Enterprise Manager
provi des OtManigeesqf exanmle erphodiient @ugr otherepplionesi t y spanni ng across i nventory

nmanagenenfntegratd bil-edHRGEREBhality OPOl 0gy management, and performance and SLA
managenent, usj sh i nformati on and data nodel . The integrated
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The integrated functionality enables faster and more efficient information sharing

across the various functionalities which in-turn would make end-to-end automation

20  affordable and immediate reality. Automation combined with faster and more efficient
information sharing can help to meet the critical business goals such as to reduce cost,
increase efficiency, reduce service time-to-market, accelerate time-to-revenue, ensure

quality of service and guarantee customer satisfaction.

25 The cost to integrate products addressing different functionalities, such as inventory
management, service level management, fault management etc., is eliminated. Even in the
integration of best of breed products, the format differences, content duplication and
mismatches in files or database entries create a significant bottle-neck in both performance
and information-flow.

30
Quick installation & deployment

The network appliance concept enables NetGain Enterprise Manager to be rapidly
deployed without any installation hassles and requirements. It can be mounted in a rack
and hooked onto the LAN, while the users can login and perform their management tasks,

35  including configuration through their favourite web browsers.



information sharing can help to neet the critical business goals such as to
reduce cost, increase efficiency, reduce service tine-to-nmarket, accelerate
ti me-to- reQenwd9sasure quality of service and guar ant e@CTSSROIFHN0373
satisfaction. The cost to integrate products addressing different
functionalities, such as inventory managenent, service |evel nmanagenent,
fault managenent etc., is elimnated. Even in the integration of best of
breed products, the format differences, content duplication and m smatches
in files or database entries create a significant bottle-neck in both
performance and information-flow Quick installation & deploynment The
networ k appliance concept enables Net@ain Enterprise Manager to be rapidly
depl oyed without any installation hassles and requirenents. It can be
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wi th holistic suppo ware and software areas of
and easy solution for non-experts to manage the system at the level of a true expert.

The NetGain Enterprise Manager is a unique network appliance based enterprise
management solution that offers out-of-the-box integrated management of network
20  services and applications, with holistic support of the hardware and software areas of the
solution. It provides a wide range of integrated functionality spanning service level
management, topology management, alarm management and inventory management and

helps to automate tasks with shared data and up-to-date information.

25 The modular and flexible architecture and central server concept helps the solution
to meet the growing needs of the IT infrastructure by making upgrades and maintenance
hassle-free. With its rapid deployment and ease of usage it promises faster return on
investment, while keeping the cost low per managed system. The integrated end-to-end
management of service delivery infrastructure would certainly help the enterprise towards

30  achieving its business goals.

The method and system of the example embodiment can be implemented on

a computer system (1200), schematically shown in Fig. 12. It may be implemented

as software, such as a computer program being executed within the computer

35 system (1200), and instructing the computer system (1200) to conduct the method of
the example embodiment.



solution. It provides a wde range of integrated functionality spanning
servi ce | evel managenent, topol ogy managenent, al arm nmanagenent and

i nvent or ywoanegemsat and hel ps to autonate tasks wth sirarsé2eatoaosasnd
up-to-date information. The nodul ar and flexible architecture and central
server concept helps the solution to neet the growing needs of the IT
infrastructure by maki ng upgrades and mai nt enance hassle-free. Wth its
rapi d depl oynent and ease of usage it prom ses faster return on investnent,
whi | e keeping the cost | ow per managed system The integrated end-to-end
managenent of service delivery infrastructure would certainly help the
enterprise towards achieving its busipgss goals. The nethod and system of
t he exanpl e enbodi ment can be inplenmented on a conmputer system (1200),
schenfitically shown in Fig. 12. It may be inplemented as software, such as

a conputer pr%@%n@&it@ﬂs@f&ﬁ%@é@%&hb&&hs db@rmlér%oamét@abﬁ)lmﬁh and
instructing the conputer system to conduct the nethod ‘-'iPh exanpl e
enbodi nmefodHiRs surfhas & kwwt@f@@dc@ﬁw §6206) 3pgnp piwalit YTI?glﬂ 1202),

i nput m%b@ésgughaﬁéd% wbg@g)daﬁégmﬂér@adowuse (1206) and a plurality of
out put devi ces such as isplay (1208), and printer (1210). The conputer

nmodul e (1202) is connect ed to a conputer network (1212) via a suitable
tranggei ver dﬂ%b&fbn{pﬂﬂér%oddl@(ﬁlﬂ)hsecc&mée&%i tb@ eorgputéheetivotie(124®) da ot her

network s st ch as Loca t wor LA rk
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(1222). The conputer nodul e (1202) al so includes a nunber of |nput/CQutput
(11O interfaces, for exanple I/Ointerface (1224) to the display (1208),

and 1/Ointer frdreecqmma@)mp@ulehaazwaéyrmdm exqrapledhcludesca paessrfi219f at he
conpyker gmihe Acddl2Meb bR} GRANY (PRHTURLCARRaY! Gnly Memory (ROM) (1222).

The computer module (1202) also includes a number of Input/Output (I/O) interfaces,
for example 1/O interface (1224) to the display (1208), and I/O interface (1226) to the
keyboard (1204).

20 The components of the computer module (1202) typically communicate via
an interconnected bus (1228) and in a manner known to the person skilled in the
relevant art.

The application program is typically supplied to the user of the computer
25  system (1200) encoded on a data storage medium such as a CD-ROM or floppy disk
and read utilising a corresponding data storage medium drive of a data storage
device (1230). The application program is read and controlled in its execution by the
processor (1218). Intermediate storage of program data maybe accomplished using

RAM (1220).

30
Fig.13 shows a flowchart illustrating a method for managing a network in an
example embodiment. At step 1300, a central bus element is provided. At step 1302,
a plurality of network management modules are coupled to the central bus element.
At step 1304, a server element is coupled to the central bus element. At step 1306, a
35 network interface is provided for the central bus element to be interfaced with a
network to be managed, and, at step 1308, network management functions



an interconnected bus (1228) and in a manner known to the person skilled in
the relevant art. The application programis typically supplied to the user
of the conpub@ro4sisgt em (1200) encoded on a data st oragePoE®iGams®Hoed13 as a
CD- ROM or floppy disk and read utilising a correspondi ng data storage
medi um drive of a data storage device (1230). The application programis
read and controlled in its execution by the processor (1218). Internedi ate
storage of program data maybe acconplished using RAM (1220). Fig. 13 shows
a flowhart illustrating a nmethod for managi ng a network in an exanple
enbodi ment. At step 1300, a central bus elenent is provided. At step 1302,
a plurality of network nanagenent nodgses are coupled to the central bus

el enent. At step 1304, a server elenent is coupled to the central bus
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net wor k managenent functionsexecuted by the network managenment nodul es are
renotely accessed through the server elenent via the network interface. It
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15



a network interface for interfacing the central bus elenent with a network
to be managed; and wherein network nmanagenent functions executed by the
net wor k reio2gemanis4nodul es are renotely accessi bl e t hr orgh/SGhersoeosrer

el ement via the network interface. 2. A network managenent appliance as
claimed in claiml, further conprising: a standard event format supported
and operable on the central bus elenent for integrating the plurality of
net wor k managenment nodul es with the standard event format; and wherein the
standard event format enables the plurality of network managenent nodul es
to communi cate with one another. 3. A network managenent appliance as
clainmed in clains 1 or 2, wherein thepnetwork managenent nodul es conprise
two or nore of a group consisting of: a configuration utility nodule; an
aut o-%i sCoAMI$ process nodul e; an alarmcorrel ati on engi ne nodul e; a

rol e~ based sequr | (X WbIAKhaEBEHER: aghiREb GRSt ng of data roni tors
ev gr

and col l ectors; a Service L nment A) managenent processes
modul e; an i ngeabivalbuseiergement utility nodule; a notification engine

modul e; an auéfoﬂrlﬁéitity'o%&v%’fs lﬁa@%ﬁ%ﬁ?m@%l@%@écﬁ%@%l@d tSRAcIRRABasTEN

tasks automati utflity no net wor k managenent appliance as
cl ai ned leMEN&i m 3, wherein the

10 a server element coupled to the central bus element; _
a network interface for interfacing the central bus element with a network to
be managed; and
wherein network management functions executed by the network
management modules are remotely accessible through the server element via the
15  network interface.

2. A network management appliance as claimed in claim 1, further
comprising:
a standard event format supported and operable on the central bus element
20 for integrating the plurality of network management modules with the standard event
format; and
wherein the standard event format enables the plurality of network

management modules to communicate with one another.

25 3. A network management appliance as claimed in claims 1 or 2,
wherein the network management modules comprise two or more of a group
consisting of:

a configuration utility module;
an auto-discovery process module;
30 an alarm correlation engine module;
a role-based security utility module;
a module consisting of data monitors and collectors;
a Service Level Agreement (SLA) management processes module;,
an inventory management utility module;
35 a notification engine module;
an automatic-actions on alarms utility module; and



configuration utility nodule is used for consolidating and configuring
paraneters for the network to be managed. 5. A network nanagenent appliance
as cl ai reatoiznoéanayssane of clains 3 or 4, further conpri sPogSGR0ES®N03ds al arm
correlation rules in the alarmcorrel ati on engi ne nodul e; and wherein the
alarmcorrelation engine is used for managing alarnms fromthe network to be
managed with the set of alarmcorrelation rules. 6. A network managenent
appliance as clainmed in any one of clainms 3 to 5, wherein the rol e-based
security utility nmodule provides a centralised allocation of access and
domain rights to network users based on their roles as recorded in an
access systeminplenented in the rol edgased security utility nodule. 7. A
net wor k managenment appliance as clainmed in any one of clainms 3 to 6,

furthér conprisiagadeipertdasks subematanadit MedYe- service | evel s inpl enent ed
in the Service Level Agreenment (SLA) managenent processes nodul e; and

wherein the Service Level Agreenent, (SLA) nanagement processes modul e
conpares per f dt mance NBY{oEK ﬂ@?’ef'%%o@?%‘?%??& rB?df'hE'@grPl | 48" €6t vi ce

| evel s ansbniigGiaties ulity trhedune it usaLib 6 Eortolidatinigtand Eonfijuries pamaknetsradgrement
appl i ance, as Ia'krreg In an qone of claims 3 to 7, further conprising: an
user dat atﬂﬁé‘gg’mf 3 %mﬁr\aﬁé inplemented in the inventory management utility
nodul#, and wherein the user database query utility is used to retrieve

i nventory infqrmat i%aﬁl{oeﬂ% %an%%%@@b\g?éﬂiange mRnaged i Al RS JrRAL Y Y

managenment utiTity management appl1ance as clainmed in
any one odr 4 lfarthes cB@mprising:

a set of alarm correlation rules in the alarm correlation engine module; and
wherein the alarm correlation engine is used for managing alarms from the
15  network to be managed with the set of alarm correlation rules.

6. A network managemeht appliance as claimed in any one of claims 3
to 5, wherein the role-based security utility module provides a centralised allocation
of access and domain rights to network users based on their roles as recorded in an

20 access system implemented in the role-based security utility module.

7. A network management appliance as claimed in any one of claims 3
to 6, further comprising:
criteria for thresholds of service levels implemented in the Service Level
25  Agreement (SLA) management processes module; and
wherein the Service Level Agreement (SLA) management processes module
compares performance data against the criteria for thresholds of service levels and
decides on the next course of action.

30 8. A network management appliance as claimed in any one of claims 3
to 7, further comprising:
an user database query utility implemented in the inventory management
utility module; and
wherein the user database query utility is used to retrieve inventory
35 information of the network to be managed from the inventory management utility
module.



to 8, wherein the notification engine nodul e sends out notifications based
on a set of notification rules inplenented in the notification engine
nodul e. WO 200a18Pasar K nmanagenent appliance as clai med i RCIUSG2e3H0@H73 cl ai N6
3to 9, further conprising: a filtering criteria inplemented in the
automatic-actions on alarns utility nodule; and wherein said
automatic-actions on alarns utility nodul e executes automati c acti ons based
on mat ching al arm events provided by the alarmcorrel ati on engi ne nodule to
the filtering criteria. 11. A network managenent appliance as clained in
any one of the preceding clains, further conprising: a central data
repository; and wherein managenent datog associated with the network
managenent functions executed by the network managenent nodules is stored
in thé centralS. dat & nefpwosh manggerment dpplisnem ak claimed éneny oag of claiee 3as

clai ned g 2QhofiP R ndifiEa il Moflialthds YGioRfittiolie bagid'sH agbegrent
conprises a web server. . A network managenent appliance as claimed in
any one dfotifieatioprralesdnplgmaniadiv thehelifisation aroineMAgkle: managenent nodul es are
renotely accessible by utilising one or nore of a group consisting: an

obj ect-nodel |l ing capability; an agent-based technol ggy; an app| et %ased
technol ogy; ar® a Zcheiporagasagementapplianc eaeiiMARAEENERE CASAMaRce as

cl ai nipd ith gAfpthePBoMpridiRg Preceding claims, further conprising:
a filtering criteria implemented in the automatic-actions on alarms utility
module; and
wherein said automatic-actions on alarms utility module executes automatic
actions based on matching alarm events provided by the alarm correlation engine
15  module to the filtering criteria.

11. A network management appliance as claimed in any one of the
preceding claims, further comprising:
a central data repository; and
20 wherein management data associated with the network management
functions executed by the network management modules is stored in the central
data repository.

'12. A network management appliance as claimed in any one of the
25 preceding claims, wherein the server element comprises a web server.

13. A network management appliance as claimed in any one of the
preceding claims, wherein the network management modules are remotely
accessible by utilising one or more of a group consisting:

30 an object-modelling capability;
an agent-based technology;

an applet based technology; and

a scripting engine.

35



a plurality of performance counters; a plurality of transient performance
counters; a file systemfor tenporary storing of storing of performance
data i n awoenmwos9ssand wherei n out put fromthe pluralityPofi/Sceeds®nesasce
counters are stored as performance data in the or a central data
repository, and output fromthe plurality of transient performance counters
are not stored in the central data repository. 15. A network nanagenent
appliance as clainmed in claim14, wherein the performance data is stored
into the central depository periodically. 16. A nmethod for managing a
network, the nethod conprising: providing a central bus elenent; coupling a
plurality of network managenent nodul esyto the central bus el enent;
coupling a server elenent to the central bus elenent; providing a network
interface for fifhe cnPetorymANAIeHEnt applidnecsi As efdiEEEd WaPh enef MR k to be

managed; pretedinglcRiims NRHWEY doniBHEageeENt functions executed by the network
managenent nodul es are rerggtel y accessed through the server elenent via the
net wor k i nt er f P&rality of peENMSER FOYUSFabl e data storage medi um havi ng

stored ther eona@rglity of tramgenteabandrive dodffefsiCti ng a conputer to execute a
net hod for nmna a, network, the t hod i Si rovi di a central

bus el ement ; CBS@{E‘?’?}'@"G&“ pr[JF%P?V%fg?%@%ﬁf%%hzgggréﬁ‘gm%ﬁﬁl‘i%at'ﬂ fhe
centr#) busenedrenamnt ;

wherein output from the plurality of performance counters are stored as
performance data in the or a central data repository, and output from the plurality of
transient performance counters are not stored in the central data repository.

15 15. A network management appliance as claimed in claim 14, wherein the
performance data is stored into the central depository periodically.

16. A method for managing a network, the method comprising:
‘ providing a central bus element;
20 coupling a plurality of network management modules to the central bus
element;
coupling a server element to the central bus element;
‘providing a network interface for the central bus element to be interfaced with
a network to be managed; and
25 wherein network management functions executed by the network
management modules are remotely accessed through the server element via the
network interface.

17. A computer readable data storage medium having stored thereon
30  computer code means for instructing a computer to execute a method for managing
a network, the method comprising:
providing a central bus element;

coupling a plurality of network management modules to the central bus
element;

35 coupling a server element to the central bus element;



coupling a server elenent to the central bus el enent;providing a network
interface for the central bus elenent to be interfaced wwth a network to be
managed; woaowigessisn net wor K managenent functions execuPel/SiBpodsteeon et wor k

managenent nodul es are renotely accessed through the server elenent via the
network interface.

28
5 providing a network interface for the central bus element to be interfaced with
a network to be managed; and
wherein network management functions executed by the network

management modules are remotely accessed through the server element via the
network interface.
10



