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(57) Abstract: Methods, apparatus, and systems are provided for performing a secure communication between a sender device and
receiver device. This includes encapsulating or encrypting, by the sender device, a message using a post-quantum cryptographic al-
gorithm and quantum key (QK) material derived from QK distribution with a receiver device. Noise is added, by the sender device,
to the encapsulated or encrypted message. The sender device sends the noisy encapsulated/encrypted message to the receiver device.
On receipt of the noisy encapsulated or encrypted message from the sender device, the receiver device decapsulates or decrypts the
received message using corresponding QK used by the sender device. The receiver device decapsulates or decrypts the QK decapsu-
lated/decrypted message using the corresponding post-quantum cryptographic algorithm used by the sender, and the receiver device

outputs or uses the message sent by the sender.



