TABLE SPLI TTI NG FOR CRYPTOGRAPHI C PROCESSES ABSTRACT For a defined

crypt ographi c process including an original substitution table, split
masked substitution tables are provided to resist cryptographic attacks.
The split masked substitution tables are defined with reference to a set of
random val ue data words and a nask value. An entry in the split masked
substitution tables is defined by selectjyng bits fromthe correspondi ng
entry in the original masked substitution table, as nasked by the
correspondi ng one of the set of random val ue data words and by sel ecting
bits fromthe correspondi ng one of the set of random val ue data words as
masked by the maskyahue SPLITSINE FORGRNGI CURATHIE PROCESSES are usabl e
in a nodified cryptfographi ¢ process based on the deflned cryptographic
process to permt a nmasked output to be generated. The split nasked
substitution tables are refreshed byABSIRAGHEry in the tables being
refreshed upon access during execution of the nodified cryptographic
process.

( Eimgé de::lﬁned cryptographic process including an original substitution table, split masked
s substitution tables are provided to resist cryptographic attacks. The split masked
substitution tables are defined with reference to a set of random value data words and a
mask value. An entry in the split masked substitution tables is defined by selecting bits
from the corresponding entry in the original masked substitution table, as masked by the
corresponding one of the set of random value data words and by selecting bits from the
10 corresponding one of the set of random value data words as masked by the mask value.
The split masked substitution tables are usable in a modified cryptographic process based
on the defined cryptographic process to permit a masked output to be generated. The split
masked substitution tables are refreshed by each entry in the tables being refreshed upon
access during execution of the modified cryptographic process.
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