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incorporated herein by reference.

Field of the Invention:

The invention is related generally to application servers,
messaging systems, and transaction-based systems, and specifically to a
systém and method for context propagation in those systems.
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system and net hod for context propagation in those

The Java progranmm ng | anguage,
Java 2 Enterprise Edition (J2EE), provide a framework
for the devel opnent of nmulti-tiered or nulti- |ayered
software applications. These applications utilize
standard 5 systemw de sérvices such as the security
service and transaction services. Exanples of J2EE

of tware devel opnent suites include the WbLogic
ma and WebLogic Integration (W.) products
from BEA % ca e .
[1om BEA. SYS 80 el HR6GH8. SAF8R Jaf43 Eirprise
Exlitibin ¢I2EB)) pravidera fiaevagk depiheydevelpABresPiiuRalic R or
server, and ich wil] 10 in turn use_conponents from

raUia fa¥ared stoiwaie alplicaighha pbheseg ppplisadions wilise yatandard
b : j . i n- -devel oped .

Yotdmaliad SERIGRTILh S4iHese iy Soled P Fa (e SN vices.

Exam_f ldesDfﬂ%ﬂiSmamdm:dpmem?ﬂtesfﬁdludkft_hbW?éﬁLogiFServer

| er.en C onents 1 At o I Na a | catl on. n
(S BRd W SBLRSE iatearar o Duprogici Ram BB ASpstenid, dnc
[ j I | )
Siart Wb oA bah B30 tiosc deloloBfehPSURA dielon gamplex
applieatisuvhich vill he depiopscton @n application server Candi@hidhewill
to add qg:{gnt ext information that can be

if@ﬁﬁ%‘} @%%&?fﬁw S BN @ BTG OB SPUFCaS ameiians a different
sbibagstbhiBidhat HSERRRERIYY i%‘ﬂb? &?iﬂ—ﬁ&ﬁéépgvggb%ag E¥mipBnent,

extend this feature to add cont ext
o pdbirdipartyocampamantcul ar appl i cati on. One technique to

Mnter face Hovets 4 & bl a Bl afateh to eoraier ol @l hese
dffsteROBBIIpERENtd W@t@smegthﬁarpfaﬁp éaEio_fn@' ﬁﬁfﬂhxpg HBARESE She

li
must be integrated. e echni ques re

' . 30 WD 20055/114382 PCT/ US20055/ 017519 -2 -
W@?@ﬁé@f@{?ﬁ d: AP Tg2005/017519

 applieatisn requiles BEcpss tedptd that cansobrealisticallyase detitved as

p%?arﬂ’g{e@f)ﬂ lé(}gﬂ/ mgﬁl‘n%lgl f%?e\lljesriyr(]:%m%%nte% .l \?Vl{ilréts%;r?ee éc%rri?y and
transaction components provide the ability to add context infdrmation that
can be understood by the application server framework, traditional
development suites lack the ability to extend this feature to add context that
is specific to a particular application. |

One technique to overcome this limitation is to add parameters
to each interface in the system. However, this is difficult and sometimes
impossible when third-party components must be integrated. = Other
techniques rely on central security principals, or sophisticated software
workarounds, such as using Portable Interceptors. '

One approach currently being developed within the Java
software community is the Java Community Process Work Areas technique,
commonly referred to as the JSR-149 specification, and incorporated herein
by reference. The Work Area specification allows developers to define .
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One approach’éur.rently bei ng devel oped within the Java

woehésyyaimzcomunity is the Java Comunity Procegg14066017519

Areas technique, commonly referred to as the JSR- 149
speci fication, and incorporated herein by reference.
The Work Area specification allows devel opers to

define 8 WD 20 0-511 1 4338 2 PCT/ US2005/ 017519 -3
properties as an application context, wherein that
application context can then flow across renote
BELARGSs ARGl ShHBINGheRATHEATRNIRDY: r
F{/\/i ?hi n the co@x? ori anspe'ci f?c in@%tkl g%(%f'?%r?‘tbﬁtéw Clén
tran flowudcioby remotakreqiestss andl can JIRFEdonmstreant somposetts
and to retrjeve properties .jnto and from5_a . '
ek dhE st et pReeln VoRiE phentl) dparticularly, Work
ARk el UQEE @pasens tabetanY foltetrfe rbbﬁHie@rinto and from
request. However, the above-described 'techniques,

a distripgitedhcosrxtdalineddey a particulas\applicatinm antd assobidted with
They. for exanple, call paraneters in RM to
ao‘gg'ﬁﬁlglg’FE‘%%LgegtM| ch are not part of the API.-

Appl i cat | HswesH eslabol8-dedRribbd fediidqicaD MERIdiRy JSR-149,

that the APl need not be reprogramTed at each TStep.
daowt ewifaereich dlenibildye Sherda ellowafor exampleoal paeametsrs

o RMARERRers PRt e AR B PAE BaR mmtere
Cah dsdbe propayLtbl eoﬁn@aWewpmeqihétrﬁeaﬂ;‘égb%@mﬁéa aP8ach

conmuni cated 1 nto the system and can t
sten-dpveved thesataghbiauesitannobegsibtamexteodeditadanexarople,

. LD ! AV i th.an
By R PR B no TR bR LTEEBREANE Hidmude, what
iprosadied i oa nwrbeflexibleopagats dsy Wyhithn irflBAhESEY | @h be
servers,. 20 ssagi ng systens, and transaction-based
coyuPENsatedIRiaile AYREm ald Gandhen be iulatont Braghosk the

1.9 ciate information with
Siﬁ‘*ﬁ%g@‘f%’??f‘gﬁ%ﬁ?@ ﬁfgsré %ﬁéec%grri ed along with every
request. Downstream conponents can add to or nodify
this information, so that it can be carried
Summary:

—led

In accordance with an embodiment of the invention, a system
and method is provided for context propagation within application servers,
messaging systems, and transaction-based systems. Context Areas allow
users, both internal and external to the éystem, to associate information with
an application which is then carried along with every request. Downstream

| components can add to or modify this infofmation, so that it can be carried
back té the originator. Common use-cases for this functionality include
diagnostics monitoring, application transactions, application load-balancing,
and indeed any situation where information needs to be carried out-of-band.
The ability to propagate out-of-band information prevents the poliution of user
APis and also allows the adding of information to read-only (i.e. 3rd-party)

components.
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back to the originator. Conmon use-cases for this

' ity include 25 diagnostics nonitoring, S
“&gg@ygg{}?{on transact.ions, application | oad-bal gﬁ@ﬁuﬁﬂfomnbw

and i ndeed any situation where information needs to be
carried out-of-band. The abilityto propagate

out-of -band i nformation prevents the pollution of user
APl's and also allows the adding of information to
read-only (i.e. 3rd-party) conponents. WD 2005/114382

PCT/ USZOOSé,gNSlQ -4 The Context Areas techni que may

al so be uségefdn %’Ftd"éeﬁw%haéﬂu%ﬁﬁyék‘ﬁﬁémusadrfomﬂea*by-mde
dbblog R, HSHRERRNTGEnR JoRRRM 6l BRoRLRofi SRS fﬁfbdand

oexist within a particular environ
eoeldstelitiera panicelae @nlirohimentlest i nati on for the

request, d h sonet shoul d -be _pr opagat ed.

Adgl ti onal Inli? ‘fcﬁ,té %y@tcg"ﬁeg%ﬂ?rﬁaéw%"% 5 estination for the
n for use in

fRRSP Y ﬁcﬂ@%bfﬂé%hﬁ@n fithd bk Hr Bﬁé’%étb

mar shal 1'ng requests e transpor so that the
t echni que Additibaall die siystem Cam pmmmlransplj‘vﬁspééiﬂEcoﬁfext

EEE@VI ts. f ng? Sten}fﬁﬁﬂﬁ)artl Ci;il (%I %qusg_gglmé% 5o that the
ﬂe&hﬁﬂﬁﬁ%@? bR RS, foRBYa SUMSTRA Mﬁto SSlot
f - band ?I on.

requi renents for transmtting dut-o
Bri ef Descfht $yatenf is rmrﬁclgarlysuséfuglfoe cllstdimm alayered

SRR SR B e ST LERS o i v
f@qmré?ﬁeriﬁé fRagRisniiing di_ut%fft?ar%l ﬁhgﬁfatféﬂ il1lustration

a ContextArea as It may be use or cont ext
propagat| on |n accordance with an enbodi nent of the

énVFE} 9 11 g& ishows a flowhart of a nethod for
2R s upup e a client/server environnment

' d
Figuro 4 ongare ol RRAeATRitorah FenirRl Pl aBanee

\mb‘naeﬂmbodlment of the invention, that allows for context propagation.

Figure 2 shows an illustration of a ContextArea as it may be
used for context propagation in accordance with an embodiment of the
invention.

' Figure 3 shows a flowchart of a method for context propagation
in a client/server environment in accordance with an embodiment of the
invention. o |

Figure 4 shows a flowchart of a method for out-of-band context

propagatlon in accordance W|th an embodrment of the invention.

Detailed Description:
In accordance with an embodiment of the invention, a system

and method is provided for context propagation within application servers,
messaging systems, and transaction-based systems. Context Areas allow
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woeusn. 25 Detail ed Description:

propagati on in accordance with an embodinent of the

an enbodi nrent of the invention, a system and nethod

is provided for context propagation within application
servers, nessaging systens, and transaction-based
systens. Context Areas allkow r WO 20051114382

PCTI US2005/ 017519 -5 users, both internal and external
to the system to associate information with an

GRBL! S6th AR BAR dxEerhBFD thESLLtRh, 3 a8t nXifkYion with
request. Downstream conponents can add to or nodify
amapplicdtionm@iicbis thesocdrtiad alangrwith lsveparaguest. Dawkstream
t he origi nator,, Common use-.cases for thi . .
FAURRE PSS P A BOogiMy B ST metom (gt itrgn be carried
@éhgé' ' RS 2EidrimS ﬁw' St '

an Itcﬁgi%gaﬁgfnr{/ Si t?gtl onn ergé%ﬁ orm{f@ﬂ‘kﬁ@'&%ﬁ@@wge
diagnosiitsononitdringaapplicatioe tednisactions, @pptiogiiaydpad-balancing,
out - of - hand i.nfprmation. prevents th | luti.on o er
S| Derd BV et el PGy ned e i oot Baf.
TISSEbR R(cbpa@até%bﬁlr-@ﬁﬁéryd inforatERPAPIESentd thelhsluEBAbEYSer
Areas technique nay al so be used forside-by-side

AlRlsl aydralso, allawsihiecadding foé infarmatien o readoniyr(i.e. 3rd-party)
a Iicatti on are depl oyed and coexist within a

ﬁfgﬁ _'&‘EW & envi ronment. In addition, a devel oper can
speci fy t hehgleshigxahreds thehniyhe mdge-ﬂs@;ﬁé usébr Bie-by-side
sonet hi ng_shogl d be propagated. 15 Additionally, the
dsplownenhin pihish diferenivepeiprs spapianpbcalion ase deployed and

o8 el aEeb g e’ may b used with,

for exanpl ¢n atidlion>@Bevelopsetih epecify fite slesti®atiorsfor the
particul arly useful for custoners, |ayered products

redHephenddevepomatiiag shruld ba BeRAggfed-and subsyst ens
Lt o S A RIS AP R specff oot
ihformiatiendgs usenin marsiidEing requests on those transports, so that the
technique may be used with, for example, JMS, SOAP, or serviets. ’.

_ | The system is paﬁicuiarly useful for customers, layered
products (in particular integration products), and subsystems that have
requirements for transmitting out-of-band information.

Examples of potential uses for the system include:

An administrator of an applicétion server system needs to
determine why a particular application function is taking an inordinately long
time. The admini'stra_tpr cdnﬁgures the system to add diagnostic information
to requests entering the system via the ContextArea subsystem. Aspects
installed at appropriate pointcuts in the system add timestamp information to
the ContextArea context and the resultant data is harvested by the

administrator. This is also known as request "dying".

I n accor degea;SpdsA17519
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An admi ni strator .of an application server system needs

to determne why a particular application function is
WOKIN§!43%2 i nordinately long time. The admi ni sPEEUS005/017519
configures the systemto add diagnostic information 25

to requests entering the systemvia the ContextArea
subsystem Aspects installed at appropriate pointcuts

in the system add ti rrestaﬁé‘ information to the

Cont ext Area context and the resultant data is

harvested by the adm nistrator. This is also known as

request " dfifnapplicatiopodisnt 1weds tpdvaddElante tedissts Go the ,

POBREThECOABARE TSR i€ USRS AUR oad SlrToaton to
redppohsesiso tHattha tiient dam mamapmpﬁaﬁ@lotaa%alénanggb%ions.

can make appropri ate | oad-bal ancing deci sions.

i nprove pel POTRERNPEHMEIBedie Es%CMﬁeﬂntal‘MgMngbs the
; Lt ' f jent
CadRE 36 £ ek AR IR, ot ot P PrdffaBatect .an ingerma

¢ontext.onal ity dynam cally categorizes requests based

on priorit An integrated services vendor (1SV) needs
to i nt egr al 8¢ pREttRNINgJuRstgnalitt dyaamicplly calegorizes requests

@%gagﬁ?}igﬂt server, (for exanple WS). The ISV uses
t he

ntextArea APlIs to add application transactions
to requestAniiniegratétiSerVites VBNdbh@S\Qaidl B mtegrate their

requests com.ng oyt of Swth their application
trankeckipbal et w ﬁ?ﬁpmgc&wﬁe SRR ol examigleV bS). Ahed SV
texte | j: reguests .
e Gorfoguba st Serostor Fap SetiadE g Ests nto
WhS. i Dwt iiSW thetra comeltts $SE4feste RING oUB ORIMSE with their

A B e b s oA somex.
R e A RN
anpligeion datal. J heakistoman atids application @ftaitolrSOAPYehlests
Jsﬂ{ge i ContiArea sUbsyStem. Since the data is transaparent at the
SOAP level, they can filter using standard SOAP tools.

A custome_r wishes to pro.pag.ate a 'global security token
throughout his network (e.g. Kerberos Ticket). This token can be used to
interact with foreign servers. I

A customer wishes to move hié application which uses the
ContextArea APls, from one brand of applicatidn server to another. |

Other uses and applications of the systems ar;d methods may
be made in addition to those described above. It will be evident that the Llse
of the system is not limited to the specific examples described herein, but
that other uses may be developed within the spirit and scope of the invention.

| The following terms are used within this description;
RM! - Remote Method invocation | | ”
WLS - Weblogic Server.




10

15

20

25

A customer wishes to nove his applicati on' whi ch uses

wbBBusTPRL ext Area APl's, from one brand of appl pegigk8ids/o17s19

server to another. O her uses and appl i cations of the
systens and nethods may be nmade in addition to those
descri bed above. It will be evident that the use 25
of the systemis not |inmted to the specific exanples
descri bed herein, but that other uses nay be devel oped
within the spirit and scope of the invention. The

RN Ls description: RM

WBE%’[%&ME%] g\?ogggfe%g\#&%{[@c’bgv%&ogi c Server. WO
éﬂﬂé&ﬁRBﬁﬂh@&Gﬂ@xﬁlW&r&CoﬁtéMr-k@ofﬁr@édi‘l&ﬁm-préperty
set of thread-local properties. Context Data / Runtine

8%t ext / WorkContext - A thread-1ocal property val ue

”@%?‘.*’%@8‘ ThsakRaE RoREieq RbEINe dagR] BysReos.

UsesSobhlextArear-| Apet g, pd&iﬂiﬁonemﬂvhg,sWormenie&Wégs

CikSdpvairide - The teRperanu g St WS Cainia byranother with

tﬁén%éﬁbrlﬂérhé’n of an environment in accordance wth an
enbodi ment of the invention, that allows for context

propagat i Eigupisi slicﬁv5ammusiratlcﬁl qﬁamerisnroaméntaﬂacdﬁﬂa nce

sl i o ol st
sﬁﬁgpﬁﬁqybﬂ?g £5 Bt R0 Hﬁ%(éé' leRilosty 1 ougﬁhg%%l more

environmént, and can essed

applkcdtioes 1060188 taiéeamngmﬂ ausm?ela'! G4t AQIserrEﬁﬁ'ﬁekﬂAeea 118 is
22.. T User

over | in er Context Naps 1
Prded R %Qﬁh%@&%&t qsfa%cgfeﬂn&w%%@nwmm@n& RAg can be
e
SBSSARRA DL Yo IR ERAS DA S8 o e
OGentaEpitd\sar Bontaxt hm;)sb‘lﬂo uszedTherlemrﬂICﬁ)téxudVIap dpatsebof

Iolvper eveci A nsctﬁa{mI al‘ow conte s;ot(gl)I b@agrtopggated with different kinds of
requests.

Figure 2 shows an illustration of a ContextArea as it may be
used for context propagation in accordance with an embodiment of the
invention. As shown in Figure 2, the ContextArea 136 allows originators 130
of a request 134, to associate context 144 with the request via the
WorkContextMap 140. The context may then be propagated throughout the
system and to other components. A downstream component 148 may
modify or add to the context. This modiﬁéd context may then be
communicated out-of-band 150, back to the originator of the request. _

Figure 3 shows a flowchart of a method for context propagation
in a client/server environment in accordance with an embodiment of the
invention. As shown in Figure 3, in step 160, the UserContextArea is

defined as a placeholder for whichever user-level APl name is chosen. In
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WALKBMIHP® cont ext 144 with the request via thePCT/US20

invention. As shown in Figure 2, the ContextArea 136
all ows originators 130 20 of a request 134, to

Wor kCont ext Map 140. The context may then be propagat ed

t hroughout the system and to other conponents. A

downstream conponent 148 nmay nodify or add to the

context. This nodified colrext may t hen be

conmuni cat ed out-of -band 150, back to the originator

of the request. 25 Figure 3 shows a flowchart of a

sepr&d, they clieph tags theregugsitwitninformation todwetgrepayated to the

envi rannent, i n_acgardance with an enbodi nent of the

FHIRIPEn, A StERoNe4 her geAuess 1S ey @ommenicated to the
e ' fd . .

STICRAORC e, 163, G SRS, B esBRaRE Wrftek, fdimation as

rpieydl 14382 PCT/ US2005/ 017519 -8 step 162, the client

the appl | G sty SR o moihaslietoure paskoontext
BEY NG IPAcdRaAG whRRH &Abbihertbr the Ryvkfiflan! AS shown

server accesses the context ormat1on as nee
irifjguee 4, Ehstep W0, ltbethmrConfextAret isatbfined. dtste 17anthe
cont n accordance with an enbodi nent

t j on |
SHRHE PF FerEiont 1288 BRJRRUSFLWHR quipEnation o dedpopagated
: j ' 7 he. .
el ot EORAANGECOTTIEL B3A T8, HF At i then
domfrounizaierh to thé epplicatignt ¢ stoRsIge, ahe q:ﬁ*b%@gétidw bréWder
constraints. In step 174, the request is then 10

acsRASeT dhe contextiiptoraiationcas ingiededn &t gten 498, tthe context
: i | e ont ext. information
iRioRRBNAh Mo S8 hen@ehy AB3orili B RSl B RLls
shepll 80 ctheanodified woatext Anfupneitiod i$ eofimimiBated out-of-band to
requi renents. In step 180, the nodified context '

e, PHPINRon i s cormuni cated out-of-band to the
originator. 15 Exanple Inplenmentation |In accordance
W th an enbodi nent, the system and net hod

Example Implementation

In accordance with an embodiment, the system and method
includes a number of features which can be used to manipulate the
ContextAreas and ContextMaps.

UserConiextArea

This feature allows users to create, read, modify and delete
Context Areas as defined by JSR-149. UserContextArea I.s a placeholder for
whatever userlevel APl name is chosen. UserContextArea provides
end-users, ISVs and others mechanisms for tagging certain requests
(whether remote or local) and propagating that information based on certain
policy constraints. UserContextArea is part of a client or applications JNDI
environment and can be access through JNDI. |

05/017519
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i ncl udes a nunber of features which can be used to

w@BlisAylAs e the ContextAreas and Context MBpS. p@fysyoos/017519

User Context Area This feature allows users to create,
read, nodify and del ete Context Areas as defined by
JSR-1 49. UserContextArea is a placehol der for

what ever user-1level APl panme is chosen.

User Cont ext Area provides 25 end-users, |SVs and

ot hers nmechani sns for tagging certain requests

(whet her renote or |ocal) and propagating that

i nformati on based on certain policy constraints.

Usm&lCﬁmMeeMWE@a 1nes PafisefCombditdte0r appl | cati ons
nd . can be acces rough JNDI
e e S B A5 £ R A A 94 )
( User Cont ext Area) new

Initial Context ().l ookup("java: conp/ User Cont ext Area");
5 WrkContextMap This feature allows internal users

read, nodify and delete contexts that wll
Vg(grkgoglg%%hﬂta &d vvlth di fferent kinds of requests.

Wor kCont eirhi@rreatlﬁemlﬁms lﬁferhél\l@éerb Qe Fodd rmodn‘y and
i nternal consuners of th 10 service. It can

delete coniextn tBagmwikh bﬁeﬂ”@@ﬁ%’\%‘r witbndifferent pkinds of requests

VSRRl IR RSl e oyel ABIS s intemalisgpsumess of this

séloidee Xt oirebe SBteddeel theaugh & helgeaws propagati on
providers to get at the underlying propagation
contexts for marshaling in transport-specific ways.

an;g@aaaéﬁtmaﬁr reeti W%kaeheéﬁeﬁabgﬁe%@&er nal ) 20 Users
in the this context neans the actual “server (for
exgﬁﬁW@rkContextMapHelper {) .getWorkContextMap () ;

ContextArea SPI
The feature allows propagation providers to get at the
underlying propagation contexts for marshaling in transport-specific ways.

Propagate user-defined information (internal)
Users in the this context means the actual server (for example

WLS) subsystems and layered products. in some embodiments it is possible
to propagate user-defined data across all request scopes implemented bythe
server. This includes: _

WorkManager invocations, i.e. transfer of information between
threads.

RMI invocations.

Transactions. JTA currently has its own mechanism for propagating
per-transaction information. Context information may be carried along with
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WS) subsystems-and |ayered products. In sone

enbodi nents it s possible to propagate user-defined
VWRIRS/BEBss al | request scopes inpl enent ed bytPEI/US2005/017519
server. This includes: WrkManager invocations, i.e.
transfer of information between 25 threads. RM

i nvocations. Transactions. JTA currently has its own

mechani sm for propagati nglOper-transaction
i nformati on. Context information nay be carried al ong

wth WO 2005/ 114352 PCT/ US20051017519 -10 the current
theanseant itansaeitom and prod paopagated fif thbdrarrsation tis @nspénded

or termnated. JVMS. JMS has a nunber of
%ﬁ?’ﬁﬁ%ﬁ?d ‘dat a- passi ng nodel s including queues and
L opi CAVISIONRS nEBY: fimBeR bf difel i b WUl tindBisSiTuing

In particular JAX-RPC.
W%gﬂnmtapmsawfﬁﬂhrmaydmjdeau with indivigualipader s coni ng

over an ny, into an appropriate context
and psqq'& ggﬁ fad’ujéﬁgﬁ%gq'he system It is also
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Mt WiMelbe "Remote” which will include RMI, JMS, SOAP and
MIME-HEADERS.

It is not desirable to propagate arbitrary Java data, since this
lmposes too many performance constraints on the underlying implementation
and also is difficult to access in non-Java contexts (e.g. C++ or XML).
Interfaces can be provided to allow users of the AP) -to define relatively
compiex structures for propagation. These structures can be built up from
types allowed by java.io.DataOutput and java.lang.String. In particularitis not
desirable to pass arbitratrary java.io.Serializable or java.io.Externalizable

- data.

‘There is no underlying evolution mechanism for data defined
in this way. Clients that have particufar interoperability requirements should
define their own version information. Version information can be encoded in
the context name.

In some embodiments there is a mechanism for WorkContext
implementations (for instance by implementing a NotifiableWorkContext) to
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Dat aQut put and java.lang. String. In
particular it is not desirable to pass arbitratrary
java.io. Serializable or java.io.Extemalizable data.
There is no underlying eyg#ution mechani sm for data
defined 25 in this way. ients that have particul ar
interoperability requi renents should define their own
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specific API. 15 In sone enbodi nents there is also a
mechad®Bm4%r  propagating sinpl e datatypes using this

mechapliafihg BRRSAR RIS De
A server (e.g. Weblogic) specific API.

In some embodiments there is also a mechanism for
propagating simple datatypes using this mechanism. Users should not be
constrarned o using Serializable. It may be possible to support arbitrary

schema elements for user datatypes

Internal SPI

- It must be possibie for internal implementors of this service to
import and export context information easily. Theee providers should only
have to provide irhpiementations for data marshaiing. Import and export
to/from thread-local storage can be provided by the SPI. At the SPi-ievel it
is intended that the functionality provided be powerful enough {o support
transactions, although it is not intended to switch transactions to this

mechanism.
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constrained to using Serializable. It nmay be possible
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internal inplenentors of this service to inport and
export context information easily. These providers
should only have to provide inplenentations for data
mar shal i ng. | nport and exﬂg'rt 25 tolfromthread-|I ocal
storage can be provided by the SPI. At the SPI-Ievel
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The foregoing description of the present invention has been
provided for the purposes of illustration and description. ft is notintended to
be exhaustive or to limit the invention to the precise forms disclosed. The
embodiments were chosen and described in order to best explain the
prinéiples of the invention and its practical application, thereby enabling
others skilled in the art to understand the invention for various embodiments
and with various modifications that are suited to the particular use
contemplated. ltis intended that the écope ofthe invention be defined by the
following claims and their equivalence. ' . |

& 20 Internal SPI It nust be possi bl ePEBUS2005/017519
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provi ded for ihe pur poses of |IIustrat|on and

W(?%ﬁlcﬁiﬁ%i on. It is not intended to be exhauspdMBs@bso17519

the invention to the precise forns discl osed.
The enbodi nents were chosen and described in order to
best explain the 20 principles of the invention and
its practical applicatiqhg.thereby enabling others
skilled in the art to understand the invention for
vari ous enbodi ments and with various nodifications
éhal are suited to the particul ar -.use contenpl at ed.
i ntended that the scope of the invention be

Wlﬁéﬂ iBemhimedtige following clainms and their
equi val ence. 25 WD 20051114382 PCT/ US200S/ 017519 -13

Clainms- What is clainmed is: 1. A systemfor context

L e T T e

cgmpjﬂs i on~ executing at an application server; and a
Cont extArea that all ow users to associate cont ext
i nf oBnditst ciorapensntafor pMMuRiGalinaWrRUests 1o halm application

r t. 10 2. The system of
egégﬁwtﬁe%é%&?éﬁ s%lalr\f'%?‘L:hi‘gn‘ponent is aclient. 1 3.
The g\Gheaxigrealtikatraliovnbssreito atslaematest:amhekhmfard&&toa with
second onent down-strea at can rmdlfy t he
aaanpés%ﬂ%%f%ﬁ. then piepapat @" )F’é’le&‘rf‘?ﬂueﬁ ai m 3
wherein the nodified context information is
conmuni cated back to the first conmponent using . an
2out - Thebsystbm obctaimi tehewsin H29fikst copanest é&na efiend ai m
1 wherein the system can provide transport -
3. The system of claim 1 wherein the system includes a second

component down-stream that can modify the context information.

4, The system of claim 3 wherein the modified context information is
communicated back to the first component using an out-of-band

communication.

5. The system of claim 1 wherein the system can provide transport-
specific context information for use in marshaling requests on those

transports

6. The system of claim 3 wherein an administrator can configure the
system to add diagnostic information to request entering the system.

7. A method for context propagation within application servers,

comprising the steps of :
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regugsts_on those transports 6. The systemof claim3
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to add diagnostic information to request entering the
system 7. A nethod for context propagation wthin
application servers, conprising the steps of : WO
2005/ 114382 PCT/ 1] 52005/ 0##719 - 14 conmuni cati ng
requests froma first conmponent to an application
executing at an application server; and mapping the
r eque§eRIMENIGatMEhrequeste dfrarnaa fiestl awnpsesst tooan application

i at C ext. informatign with an application
%%?@ﬁ‘n%s&ﬁt%e%'rcg Qaa?re&sewﬁ every 5 request. 8. The
met hoghahirsd i r i vEA 5t é‘mﬂ!{? [ . L
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I[%tagg the context information, 10. The nethod of
cl/arm’9 wherein the nodified context information is
communi cated back to the first conponent using an
out-of - band communi cation. 15 11. The nethod of claim
& whefle mathed f stainm € whepeiothel Srst canyment isaelichi, c
context information for use in marshaling requests on
those transports 20 12. ' The nmethod of claim9

Sher eThe anethddli bf ldied O visteRO M GYERh NRCILELSE ?”ééébnd
add di agnostic information to requests entering the
cQrapengnt down-stream that can modify the context information.

10.  The method of claim 9 wherein the modified context information is
communicated back to the first component using an out-of-band
communication. |

11.  The method of claim 7 wherein the system can provide transport-
specific context information for use in marshaling requests on those
transports

12. " The method of claim 9 wherein an administrator can configure the
system to add diagnostic information to requests entering the system.




