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Start

Sign payment information with merchant private key

Communicate signed payment information and merchant public key certificate to
user device acting as PoS terminal

User device validates merchant’s public key certificate using CA’s public
certificate

Certificate valid?

FIG. 4 Validate payment information using
merchant’s public key certificate

Payment information valid?

Configure PoS terminal at user device according to payment information

Present payment instructions to user via user device

Payment accepted by user?

Process payment

Delete profile on PoS terminal

End
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